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StorageGRID dashboard ctions ~ |

~  You have 4 notifications: 1 @ 3 A

Overview Performance Storage ILM Nodes
Health status @ Data space usage breakdown @ Lt
2.11 MB (0%) of 3.02 TB used overall
License
1 Sitename & Data storage usage + Usedspace S Total space %
Data Center 2 0% 682.53 KB 926.62 GB
Data Center 3 0% 646.12 KB 926.62 GB
License
Data Center 1 0% T79.21 KB 1.247TB
Total objects in the grid @ Metadata allowed space usage breakdown @ e
3.62 MB (0%) of 25.76 GB used in Data Center 1
0 Data Center 1 has the highest metadata space usage and it determines the metadata space available in
the grid
Metadata space 2
Sitename % P + Usedspace = Allowed space %
usage
Data Center 3 0% 2.71MB 19.32 GB
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groups Operations on groups v
GET /grid/groups Lists Grid Administrator Groups &
Parameters
Name Description
type
string filter by group type
(query)

Available values : local, federated

v |

limit
integer maximum number of results
(query)
Default value : 25
marker
string marker-style pagination offset (value is Group's URN)
(query)

marker - marker-style pagination offset (value

includeMarker

boolean if set, the marker element is also returned
(query)

v
order
string pagination order (desc requires marker)
(query)

Available values : asc, desc

Responses Response content type [ application/json v I

Code Description

200
successfully retrieved

Example Value = Model

"deprecated”: false,
"data”: [

"displayName": “"Developers”
Vrrrrs e A o sy
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A& HH AT 5 QEL|CE

Grid Management APIE AtE310] X|lE[= TS F4Y & ASLICH XtASt L2 Swagger API

() guMemRam 482 AESHAAS. M HHE ABSHZE BE Grid Management AP!
2210/2IEE 0| =8 Sojl= o BiFof Chet XIS Hlzstefof sLc

_—=dJd —

* O 0|4 A E|X| &= Z117F NMS.log0ll Z=7HEILICE ol E W CH31t Z&L T
Received call to deprecated vl API at POST "/api/vl/authorize"
Bl Z2[=0|M XY= = API HE S =helgtL|Ct
CH2 APl 282 AL85HH XY El= APl =2 HE ==& dietetL|ct,

GET https://{{IP-Address}}/api/versions
{

"responseTime": "2019-01-10T20:41:00.8452",
"status": "success",
"apiVersion": "3.0",
"data": [
2,
3

14



20| CHet API XS X| ™ e Ct

path Oi7f H-E AHESI APIHEE X8 N!ﬁ ICF (/api/v3) EE= HE|2 (Api-Version: 3)E

SEYLICL = 42 25 M3t sl 20l F2 4= MElL

curl https://[IP-Address]/api/v3/grid/accounts

curl -H "Api-Version: 3" https://[IP-Address]/api/grid/accounts

.G
% 2|-0|-|__||_'_|- El-%A | =;1E_|-O|OI_-| E E_]O|ol- [[H 9_I-A'|2|- O:||=|E A'|EHo|- A

rr
OH

24}

rr

HTTP 24l POSTSt 20| CHE ALO|E0]| CHE @M S E2|AY = A
m]

StorageGRID= CSRF E22 Al2310] CSRF 2HO 2 =2E| ESHLICH SASIE 2 EX 7|9 LIRS EX
5| E= £ POST 22 0171 M2 L&t LX|sHoF gfL|Ct.

752 gMd3tote{H & M™TILIC csrfToken OW7H B4 CHA true Q15 . 7|2Z2 YULIC} false.

curl -X POST --header "Content-Type: application/json" --header "Accept:
application/json" -d "{

\"username\": \"MyUserName\",

\"password\": \"MyPassword\",

\"cookie\": true,

\"csrfToken\": true
}" "https://example.com/api/v3/authorize"

EH0|™ AQLIC GridCsrfToken £7|& Grid Manager & 0Ol CHet 239219] @lo| gro =2 MHEEIL|Ct
AccountCsrfToken F7|&= HHE Zt2|Xtof| Ciet 2010l Ciet l9| i = MM EIL|CY.

2717t = B2 AA"> MEH(POST, PUT, THX|, AA)E 8 +~ U= ZE QM0 LS & StLi7H Egte|0{of
E SE2I8L|Ct x-csrf-Token CSRF E& F7|9| ZfO =2 MAE| §|OH.
* EQIFLE HIC|IE 85t 8™ AR: AcsrfToken Z Q3HE @K 22 0§74 HEQLICH

F7HOM MR HEE 22120 API 2B ME HESHIAL.

(D CSRF EZ 7| NEJ} U= 28 E MEYLICI "Content-Type: application/json”
JSON 28 EE2 CSRF 1740“ CHol 271 H 71502 J|tst= 2= A9 & L|C}.

2I0Ist MEXte| RI|E AHE5HH

rd Manager % Tenant Manager._ o Eof

15



SSO(Single Sign-On)7} &M=l A APIE AHERL|CH

SSO(Single Sign-On)7| &%}tEl Z< API ALE(Active Directory)

U= E R "SSO(Single Sign-On) 74 5l 2H4 3} Active DirectoryE SSO 33 AtE AH&SH=
AL, JEIE 22| API EE= HIHE 22| APIO| 20t 0153 EZ2 27| o LT API RES
AHSHOF gLt

SSO(Single Sign-On)7t &-&3tEl A< APIO| 2318t}
Active DirectoryE SSO ID 35XtE AH85H= 22 Ch3E X &0 HEELICL.
AIEFSE2| Hof|
* StorageGRID AHEXI 2F01 &% H|H2{|0| M AFEXte| SSO ARt 0|1t = E 21 UELICEH

* HIEE 22| APIO]| HHASHAH HIHE A IDE 10 A0{OF LT}

—— -

* E 22I8L|C} storagegrid-ssoauth.py StorageGRID X oY ClAEZ|0ff /= Python A3 E
(. /rpms Red Hat Enterprlse Linux == CentOS2| 2% . /debs Ubuntu == Debian, ¥ 2| 22
. /vsphere VMware2| Z2).

*curl REQ YIZEE o

S HF S22 "ot 2 2 AlZHo] £uHE + AUSLICE TSt 22 2F7 7 BEAIE 5= JASLICH A

valid SubjectConfirmation was not found on this Response.

() dFlcun 9aZ2E 012 A8 IS 2 4 TS BstR gL,

URL 21ZY EX7t U= B2 O LFI BAIE & JELICH Unsupported SAML version.
THA|
1. 215 EES o L3 W F SILtE MEfRILICE

° E MEELICI storagegrid-ssoauth.py Python 23 & E. 2EHA 2 0| SgILICE.

° curl RHE AFEfL|C} 3THAZ O] S gtL|Ct.

2. 2(E) MEdt2{e Z2 storagegrid-ssoauth.py 23 EN|A Python QIE{EZ|EZ AIZEES HYSID
ASZEE HHSILICE

TETEJ FA|E|H C}

dlo

o140 T2t 22 YBILICE.

° SSO YWt ADFS &= ADFSE &gt
° SSO AHEXt o[ ELICE

° StorageGRID7} &X| &l EH|QIL[C}

° StorageGRID2| FAIL|Ct

° HIHE 22| APIO]| M| A8tE = B2 EIHE AIE IDYLICE
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python3 storagegrid-ssoauth.py
sso_method: adfs

saml_user: my-sso-username
saml_domain: my-domain

sg_address: storagegrid.example.com
tenant_account_id: 12345

Enter the user's SAML password:
e - e =

e
StorageGRID Auth Token: 56eb87bf-21f6-48b7-afob-5c6cacfb25e7

export SAMLUSER='my-sso-username'

export SAMLPASSWORD='my-password'

export SAMLDOMAIN='my-domain'

export TENANTACCOUNTID='12345"

export STORAGEGRID ADDRESS='storagegrid.example.com'
export AD FS ADDRESS='adfs.example.com'

@ Grid Management API0]| HH[ASI2{™ 0 AsE AF2EfL|CH TENANTACCOUNTID.

b. MHEI Q15 URLS 202{™ 0] POST 2A 2 WaHistA AR */api/v3/authorize-saml' X SEHO|A 7}

JSON QIZE & MAHELICL

0| 0f|= ofl CHSt MHEI Q1= URLO| CHSE POST 282 H0| ZL|CI TENANTACCOUNTID. 237t 2
MYEILIC python -m json.tool JSON QZES X|HEL|CE,

curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \
-H "accept: application/json" -H "Content-Type: application/json

"

--data "{\"accountId\": \"STENANTACCOUNTID\"}" | python -m
Jjson.tool

ol dlHe SE0l= URLE QREEl MEEI URLO| T[] UX[2E =7 JSON Q12

grE L.

on
=
ot
rlo
HH
oot
n
al
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18

"apiVersion": "3.0",

"data":
"https://adfs.example.com/adfs/1ls/?SAMLRequest=fZHLbsIWEEVS$2FJTuv7. ..
s31%2BfQ33cviwA%3D&RelayState=12345",

"responseTime": "2018-11-06T16:30:23.3552",

"status": "success"

—

C. £ MHYLIC} saMLRequest & 0| AHEY SHO| W2

export SAMLREQUEST='fZHLbsIWEEV$2FJTuv7/...sS1%2BfQ33cvifwA%3D"'

. AD FSOl|A 22I0|AHE QX D7t &=l MA| URLE 7H4JLCt.

rot

JtX| &M

rlo

O] S| URLS ArE3t0] 2101 A S e¥EsH= ALIC

curl "https://$AD FS ADDRESS/adfs/ls/?SAMLRequest=
SSAMLREQUEST&RelayState=$TENANTACCOUNTID" | grep 'form method="post"
id="loginForm"'

SE

Z20|AHE ¥ ID:

rr

<form method="post" id="loginForm" autocomplete="off"
novalidate="novalidate" onKeyPress="if (event && event.keyCode == 13)
Login.submitLoginRequest () ;" action="/adfs/1ls/?
SAMLRequest=fZHRToMwFIZfhb...UJikvo77sXPw%3D%3D&RelayState=12345&clie
nt-request-i1d=00000000-0000-0000-ee02-0080000000de" >

. SEO|A 22t0|HE @K IDSE MEEL|CE

export SAMLREQUESTID='00000000-0000-0000-ee02-0080000000de"

-t

. O™ SEOIM LAl &Yoo = Xt ZHS HLCt.

curl -X POST "https://SAD FS ADDRESS
/adfs/1ls/?SAMLRequest=$SAMLREQUEST&RelayState=STENANTACCOUNTID&client
-request-1d=$SAMLREQUESTID" \

--data "UserName=$SAMLUSERW@S$SSAMLDOMAIN&Password=
SSAMLPASSWORD&AuthMethod=FormsAuthentication" --include



AD FS& sitfofl =7 &It etz 302 2[C|2 M S HheketLct,

rir

@ SSO A|AE0]| CHol MFA(CES R4 21F5)7t gdstel 22 SA AA20lls = i s =
CHE AtH 38 E ZSELCL

HTTP/1.1 302 Found

Content-Length: 0

Content-Type: text/html; charset=utf-8

Location:
https://adfs.example.com/adfs/1s/?SAMLRequest=fZHRToMwFIZfhb...UJikvo
77sXPw%3D%$3D&RelayState=123456&client-request-1d=00000000-0000-0000-
ee02-0080000000de

Set-Cookie: MSISAuth=AAEAADAVSHpXk6ApV...pmPO0aEiNtJvWY=; path=/adfs;
HttpOnly; Secure

Date: Tue, 06 Nov 2018 16:55:05 GMT

. B MZELICt MsTsauth SEOA B2 7| L Ct
export MSISAuth='AAEAADAVsHpXk6ApPV...pmPOaEiNtJvWY="
. 2153 POSTHM F7|E ALESIH X|™E YIXIZE GET 282 EHL|CH

curl "https://S$SAD FS ADDRESS/adfs/ls/?SAMLRequest=
SSAMLREQUEST&RelayState=STENANTACCOUNTID&client-request-
1d=$SAMLREQUESTID" \

--cookie "MSISAuth=SMSISAuth" --include

SH sIHoll= LIB0| 23012 AF22 I8t AD FS MM ME7t ZotE|H SH 2E0l= 54T &4 HEo|
SALMLResponseZt EEHEIL|CE.



HTTP/1.1 200 OK

Cache-Control: no-cache,no-store

Pragma: no-cache

Content-Length: 5665

Content-Type: text/html; charset=utf-8

Expires: -1

Server: Microsoft-HTTPAPI/2.0

P3P: ADFS doesn't have P3P policy, please contact your site's admin
for more details

Set-Cookie:
SamlSession=a3dpbnRlcnMtUHIpbWFyeS1BZGlpbi0xNzgmRmFsc2Umcng4NnJDZmEKV
XFxVIWx3bk1l1IMnFuUSUzZ2CUZzZCYmJ1YmXzE3M]AyZTASLThmMDgtNDRkZC04Yzg5LTQ3ND
UxYzA3ZjkzYw==; path=/adfs; HttpOnly; Secure

Set-Cookie: MSISAuthenticated=MTEvNy8yMDE4IDQ6MzI6NTkgUEO=;
path=/adfs; HttpOnly; Secure

Set-Cookie: MSISLoopDetectionCookie=MjAxOCOxMSOwNzoxNjozMjolOVpcMO==;
path=/adfs; HttpOnly; Secure

Date: Wed, 07 Nov 2018 16:32:59 GMT

<form method="POST" name="hiddenform"
action="https://storagegrid.example.com:443/api/saml-response">

<input type="hidden" name="SAMLResponse"
value="PHNhbWxwO1lJ1c3BvbnN. ..1lscDpSZXNwb25zZT4=" /><input
type="hidden" name="RelayState" value="12345" />

i. 2 MZELICt sSAMLResponse SAHZ LEOf|A:

export SAMLResponse='PHNhbWxwO1lJ1lc3BvbnN. ..lscDpSZXNwb25z72T4="

MEE 2 A2LICH saMLResponse, StorageGRIDE PHELICt/ api/saml-response StorageGRID
B EZ UL @A

& Relaystate, HI'AE AF IDE AHE5H7LE 22| = 22| APIO| 201512 H 05 AFERLICE

curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \
-H "accept: application/json" \
--data-urlencode "SAMLResponse=S$SAMLResponse" \
--data-urlencode "RelayState=$TENANTACCOUNTID" \
| python -m json.tool

SEl= 215 E20| ZeELIM.



"apiVersion": "3.0",

"data": "56eb07bf-21f6-40b7-af0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",
"status": "success"

a. 2o ¢I5 EES CIE 0|EQZ XMZERILICt MYTOKEN.

export MYTOKEN="56eb07bf-21f6-40b7-af0b-5c6cacfb25e7"

O|H| & A2 & UAELICH MYTOKEN CHE @H0|M= SSO7t AL E|X| @f= B2 APIE AIE5t= EiEnt
FAFRILICH
T = -

SSO(Single Sign-On)7t 2 M3atE 22 APIO|AM 2028t

SSO(Single Sign-On)7t ZMstel AL J2|= 22| APl £= HIHE 22| APIGA 230H238t7| I8 L& 2| API
QH S Masl{of EL|Ct. Active DirectoryS SSO ID 22XIE AI26t= AL CFS X|&l0| M ElL|Ct

Of ZfHofl 3

L Qs AQ XXlo| ctel 210} H|0|X|0f|A] 208K StorageGRID APIO|M 20t2% 4= QU&LICE E=
StorageGRIDO||A] &3t StorageGRID H|0{2{ EZ0| E23t tH 20t2(SLO)E EE|AHY = USLICH

1. MEE 2012 ™S MMM ENSHAMAIR cookie "sso=true" SLOAPIZ

curl -k -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--cookie "sso=true" \

| python -m json.tool

20} URLO| BtZHEIL|C,

"apiVersion": "3.0",
"data":
"https://adfs.example.com/adfs/1ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%3

D"’
"responseTime": "2018-11-20T22:20:30.839z2",

"status": "success"

21



2. 270} URLE MERLICE

export LOGOUT REQUEST
='https://adfs.example.com/adfs/ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%
3D'

3. 2302 URLO| M2 2 SLOE E2|7{st1 StorageGRIDZ CHA| 2|C|i MEL|C},
curl --include "$LOGOUT_REQUEST"

302 SEO| HretEIL|CE 2|C[HM 9fX|= API M8 20t20l= XM EE[X| E&LICH

- 1O

HTTP/1.1 302 Found

Location: https://$STORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwWV0o7ss%...%23rsa-sha256

Set-Cookie: MSISSignoutProtocol=U2FtbA==; expires=Tue, 20 Nov 2018
22:35:03 GMT; path=/adfs; HttpOnly; Secure

4. StorageGRID bearer tokens A& ST}
StorageGRID H|0{2] EES

o

=
cookie "sso=true" O|(7}) X
ZE 0} ELCE,

S L CE If(A

AH|St= A2 SSOE AHE5HX| gf= At Set YAlo
d| EHO]| FE o torageGRIDOHM

SEIX| 2™ AEX7E SSO HEof] Feks FX| 6

kE Hu
cn

curl -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize™ \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--include

A204 No Content SE - AFEXI7I 2O0IREIJYSS LIEFHL|CE
HTTP/1.1 204 No Content

SSO(Single Sign-On)7| gd3tEl 22 API AHE(Azure)

U= AL "SSO(Single Sign-On) 741 Sl M3 AzureE SSO 22XIE A%t B2, &
e]

7He| of| M| ATRIEE AFESI Grid Management API EE= Tenant Management APIO]|
factels EES ¥ + ASLICL

22
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Azure Single Sign-On0| 243}El 22 APIO| 23QI%L|Ct
AzureE SSO ID 3242 A5tz 22 Ch2 X|&0| HEEL|Ch

AlZtst7| o
* StorageGRID AtEAL 2F0f| £ HEH2|0| M AFEXFS| SSO FAt MY F40t oS &1 ASLCEH

* HIHE 2] APIOf| AMASH2{H E|I'HE AF IDE L1 A0{OF BTt

— aii
215 EZS Ao O3 O|x| 23R EES AEY = ASLICL

£ Z&/8LIC} storagegrid-ssoauth-azure.py Python 23 ZE
=2
=

2l8IL|C} storagegrid-ssoauth-azure.js Node.js ATEE

£ A3EE ©F StorageGRID &X| It ClAE 2|0 AELICH (. /rpms Red Hat Enterprise Linux &= CentOS2|
A% . /debs Ubuntu = Debian, ¥ 2| B2 . /vsphere VMware2| Z2).

2 BTG A R storagegrid-ssoauth-azure.py 2A3EE,
7He] RHE St (HA SAMLRequestE 211 LIE0| 215 EZ2 7|
At

o

Azure®tol API E8 7152 =T Bastain
= 7o 9
© X8310] SSO XS SBLICH

Python A3 2 E & StorageGRIDO| =X
2[3H) Node.js AT ZEE &0 Azure2t

A

SSO X2 L API RHS AHEI0] dde = UX
BES Azure SSO QIEH|O[AS AZ2| Lol o A8

ro
a

.

L4
opt

A Bt

rr
rlo

ZEHSER| Y& LICH Puppeteer Node.js

’

i
-

URL 2124 X7t A= B2 L2 E7F HEAIE = JELICH Unsupported SAML version.

chA
1. Ct31h 20| et Z&£ME MX|ghLct
. Node.jsE MX|EL|CHEX) "https://nodejs.org/en/download/")S 22l8tL|Ct.

a
b. Q3 Node.js 2 =(puppeteer % jsdom)S MxX|EfL|Ct,

T8 CH Python 23 ZE & Y Node.js AIUEE SE310] Azure SSO 4% X8 S+HFLICL

3. TEZEJI HAIE|H CHS Ql4~0f CHSt 242 L=SIALE 0W7H WS AHSSte] MEFLICH
° AzureOl| 21018}t= O| AF2E[= SSO O|H|Y FAQLICE
° StorageGRID2| F=AQIL|Ct
° HHE 22| APIO| AN[ASHE = 22 HIHE AE IDYLICH

4. HIAIX|7F EAIEH AdS E Q250 Q8 Al Azured| MFA E3H2 HIB3E &=H|E gfL|Ct.

23


https://nodejs.org/en/download/

S\BTUrE  SSarpy

Enter the user's 55

storagegrid-azure-ssoauth. py
-=-tenant -account-id- 8

sso-email-address userPmy -dosain.com

R EE RN AR AR RN AR AR RN AR AR AR R AN AR N RN AR R ERAEN

Watch: for-and approve-a 2F4 avthorization- request

StorageGRID ¢/&
CHE Q¥ EZ2 A

SSO(Single Sign-On)7t &4

OIS ASEES +HloF Y = ASLICHO:

stEl 32

sEErRmEEEEREEEE
18-04T21: 30 Ty

d2555700" |

"status"':-"s . TapiVersion':

= MFAZ} Microsoft AuthenticatorS AF25t0] 8%l 24O 2 JtATIL|CL CIE &

{ef o]
EHIAE |:|-||A|x|0" AAE A OIE=|)

(o)
o

aHC

N —— - -— =)

Y= ZRAPIE A8HE St

od

FALSHA

API AtE(PingFederate)

U= B "SSO(Single Sign-On) 74 5 2=t 2[4 PingFederateS SSO SEXAIZE
*f% PE AL LHO| APl REE WZF50] Grid Management API &= Tenant Management
PO =%t Q15 EES H0{0F ELCt.

SSO(Single Sign-On)7t ZMst=l A

0| X|&2 PingFederateE SSO ID SZXtZ Al

NS TSVl
* StorageGRID AFE2Xt 1

* HHE 22| APIO| HM[A S H

2 APIO| 20ItL|C}
l= 4 &Lt

| £t HIC{2[0] ALEXI2| SSO AFEX} O|F 1t &2 S &1 ASLIC

HIHE AE IDE €1 A0jof ehL|Ct.

O] =r4oi CHaH
1EZ EZS HOoB{H [}2 0| F SILIE A Y & JELICHL
* E Z=lgLIC} storagegrid-ssoauth.py StorageGRID & X[ It C|2E{ 2|0 Y= Python A3 ZE
(./rpms Red Hat Enterprlse Linux &= CentOS2| 22 . /debs Ubuntu &= Debian, % 2| A2
. /vsphere VMware2| Z2).
* curl 2| IAEZ o
AS HR L2[H sotH Y &Y A[ZFo] X1HE £ QUSLICH Cr3at 22 @F7F BAIE = JqSLICH A
valid SubjectConfirmation was not found on this Response.
() oFlcun aB2E O B IS 2 4 TS BsK ek,
URL 2124 X7t A= B2 L2 E7F HEAIE = JELICH Unsupported SAML version.
THA|
1. 9% £2Z HORY [12 Wi B SILLE Mg

o

ATEE. 2HA = o|SELICt.

° curl 2 ALEEtL|CE 3THA |2 o] SetL|C}.
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2. 2(2) M23l2{= AR storagegrid-ssoauth.py 23ZEO|M Python QIE{ZZ|E 2 AIZEE MsID
ATZEE HHMELICE

° SSO W "I HEASH(PINGFEDERATE, ZHEHE 5)2 ZE HHES 25 & JSLICL
° SSO AHEXt O| S LICE

° StorageGRID” QIIL|Ct. O] =& PingFederate0l AFEE[X| &LICH Bl 2t 2 F7qLE

2|3l 7t2 oladst A o
ot dts Y=g = 2
=

nx o
>
rn

o> H1

r =2

° StorageGRID2| FAIL|Ct

° HIE 22| APIO]| M| A5t = B2 HIHE A|E IDYLIC

python3 storagegrid-ssoauth.py
sso_method: pingfederate
saml_user: my-sso-username
saml_domain:

sg_address: storagegrid.example.com

tenant_account_id: 12345

Enter the user's SAML password:
T T T T T e s T T T e

s T E T T T2
StorageGRID Auth Token: 56eb87bf-21f6-48b7-afob-5c6cactb25e7

StorageGRID 215 E22 =30l MISELICE O[X| SSO7t AIEE|X| @i= 2 APIE AFE3t= YTt |AISH
CHE QEN E2S A Y =

3. curl @FE AFESHHH OH3 HXIE MEYAL.
a. 270lof| 2ot HaeE dARL|CE
export SAMLUSER='my-sso-username'
export SAMLPASSWORD='my-password'

export TENANTACCOUNTID='12345"
export STORAGEGRID ADDRESS='storagegrid.example.com'

@ Grid Management API0f| M| ASHHH 0 AsE AR EL|C} TENANTACCOUNTID.

b. MHEI 01Z URLE O™ 0f| POST 2K S 235 A| L “/api/v3/authorize-saml' % S &0 7}

JSON QIZE & ’MAHLLICL

Ol KXol M= TENANTACCOUNTIDO]| CHot A|HEl 21F URLO]| CHet POST QA8 S E0 FL|CH A1t=
python-m json.tool0| HEE|0{ JSON 2AE S HMAHELICE
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curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \
-H "accept: application/json™ -H "Content-Type: application/json"

--data "{\"accountId\": \"STENANTACCOUNTID\"}" | python -m
Jjson.tool

o| oMo SEOl= URLE QIR E MHE URLO| ZEE|0] JLX|TH 7L JSON QAL AHE2 ZEE X
s L.

Lod

"apiVersion": "3.0",

"data": "https://my-pf-baseurl/idp/SSO.saml2?...",
"responseTime": "2018-11-06T16:30:23.3552",
"status": "success"

(-

. & X &LLIC saMLRequest T HHO| AL2E SEH w2t

export SAMLREQUEST="https://my-pf-baseurl/idp/SSO.saml2?..."

- SEI FIIE UL SEE o2t

RESPONSE=S$ (curl -c - "SSAMLREQUEST")

echo "SRESPONSE" | grep 'input type="hidden" name="pf.adapterId"
id="pf.adapterId"'

. 'pf.adapterld' Zt2 WHEW T S o|FEfL|ct.

export ADAPTER='myAdapter'

echo "SRESPONSE" | grep 'base'

- ‘href 242 HEH(FH S2Al/ HAH) SEHE HlZELICH

export BASEURL='https://my-pf-baseurl’



echo "SRESPONSE" | grep 'form method="POST"'

g 'ZX[" 2 LHELHT:

export SSOPING='/idp/.../resumeSAML20/idp/SSO.ping’

h. Xt2f S} & 37| BLH7|:

curl -b <(echo "SRESPONSE") -X POST "S$BASEURLSSSOPING" \
--data "pf.username=$SAMLUSER&pf.pass=
SSAMLPASSWORD&pf .ok=clickedé&pf.cancel=&pf.adapterId=SADAPTER"

--include

i. B EELICH saMLResponse AT ZEO|A:

export SAMLResponse='PHNhbWxwO1lJ1lc3BvbnN. ..lscDpSZXNwb25z2T4="

8 RelayState, HYE A™ IDE ME6IALI 32| E 22| APIO| 23215t2{H 02 ArEgL|C.

curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \
-H "accept: application/json" \
--data-urlencode "SAMLResponse=S$SSAMLResponse" \
--data-urlencode "RelayState=$TENANTACCOUNTID" \
| python -m json.tool

SHol= 15 EZ0| ZetEL|C).

"apiVersion": "3.0",

"data": "56eb07bf-21f6-40b7-af0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",
"status": "success"

a. 3E0 A5 EZS UHE 0|ELZE MEYLICI MYTOKEN.
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export MYTOKEN="56eb07bf-21f6-40b7-af0b-5c6cacfb25e7"

O[H| & A2 & UASLICH MYTOREN CHE RH0|M = SSO7t AFEE|X| gf= B2 APIE AE5t= 2iEat
FAFELCE

SSO(Single Sign-On)7} &A%tEl 22 APIOIA 230H28fL| Tt

SSO(Single Sign-On)7t &Astel AL 12| 22| API = HIHE 22| APIOA 20F23817| S8l L29| AP
RHS Maisfof gtL|Ct. 0] X|&2 PingFederateE SSO ID &3XAE AtE3stes 22 HEELICH

0| Ztedof| chaH

LRt AR 9| ttd 210+ H|0|X[0f|Af 20H25t0] StorageGRID APIOA] 2012g 4 JSLICH E=
torageGRIDO||A R 2%t StorageGRID H|0{2{ EZ0| Rt Ty 20H2(SLO)E E2|HE = JUSLICL.

CHA|

1. MEHE 23012 @

o

mo

MMSH{H ENSIM AL cookie "sso=true" SLO APIZ

curl -k -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--cookie "sso=true" \

| python -m json.tool

2702 URLO| gretELICH

"apiVersion": "3.0",

"data": "https://my-ping-
url/idp/SLO.saml2?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%3D",

"responseTime": "2021-10-12T22:20:30.8392",

"status": "success"

2. 270}2 URLEZ XN AgtL|Ct,

export LOGOUT REQUEST='https://my-ping-
url/idp/SLO.saml2?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%3D"

3. 2302 URLO| M2 2 SLOE E2|7{st1 StorageGRIDZ CHA| 2|C| MEL|C},

curl --include "SLOGOUT REQUEST"
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302 SEO| HretEL|CE 2|CIHM 2X|= API M8 EI0t20l= MEE[X| &LICH
HTTP/1.1 302 Found
Location: https://$STORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwV0o7ss%...%23rsa-sha256
Set-Cookie: PF=QoKs...SgCC; Path=/; Secure; HttpOnly; SameSite=None

4. StorageGRID bearer tokens AHH|$HC}.

ESELICh 1f(3

StorageGRID H|0{2{ EZ 2 AfH[sH= A2 SSOE AESHA| ¢
d torageGRIDOiIH

= o=
cookie "sso=true" O|(7}) MSE[X| X2 H ALEX}IL SSO AEHO)|
20t ELCE

08
o
mjo
3
>
&2
B U
U)

curl -X DELETE "https://$SSTORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--include

A204 No Content SE - AI2AJI 201 EIRJ}SS LIEFHLICE

HTTP/1.1 204 No Content

APIS ALESIHO] 7|53 HIZdetefL|Ct

8|S P3| APIS AFR210] StorageGRID AlAEIS] SH 7|52 eHHe| HlZAete 4
QIELICE 7150] HIZHISHE| B o 7155 T BRIEI KIS 33t 4 QI HEHS ORE S

= glELCt

Of ZfHofl 3

HIZ Mot E 7|5 AARS AHZ3IH StorageGRID A|ARS| £F 7|50 °“H|*0HI oA g &= JAEUCEL RE

= AN
AMEXtEEE ¥ RE M| A * ABH0| A= 22| 2F0| &t MBIt AlY 7|52 A8 = §lIEE ot RET
YH2 7SS v dests AY LIEf.

O] 7| 50| o EAH 7E¢tX| OsHiote{H L2 AlLIZ|2E 12foll EHA|IL.

_Company A= HIHE AHE ‘4435t StorageGRID AI*E”OI AEE2|X| 822 st MH|A ZSXHLICE
QAL AT UXEXLS| K| Hot2 H5t7| |6 Aol i E = Xtile] 0| Eﬂ HE A™Ho| HMAL =~ UES
st gt _

_SlAFAE J2|E 22| APIOA 7|5 HIZdst A|ARIS AESHY] 0| SHE E4Y = UASL f.
API 2E)0M *HIHE RE & HE * 7|53 20| HIZ YA ZM S[A A= FE ALEAL S~
0| A= DAF0 £3t= MEXIE ELSH0 ZE[X AFEXIEHIHE AF2 RE MEIMI Chet °*§% HIY
HeE o+ AFLIC _

F

£
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1. Grid Management API0]| Ci$t Swagger 2A{0f| BMATILICE. & HZSHIAIL "Grid Management APIE
AL LIt
= O
3. HIYE RE 2= HE 59| 7|52 HZM3tst2{H L33 Z0| APIZ 222 EH-LICE
{ "grid": {"changeTenantRootPassword": true} }
Q0| ARE|P HAE 2E o1 #12 7|50| HZHASHEILICH ALK} QO] A * HIUE 2E ot #17 *

e M| I Of & LIELEX] LOQEH HHES RE 2 E HAFSIE 1 A|Tdt= 2= API 70| "403 A+
FX|"Z Hojghct.

HI2HS}El TS ChA EABkerLICt
7|20 12| 22| APIS AFSOHO] HIZHAISHEl 7152 CHA ZHABter 4 QIALICE J2{Lt HIZHAISHE TIK 7} ChA
StMSIE|X| R E Sl * activateFeatures * 7|5 XHH|S H|ZASHsl 4 Q&L|CH
activateFeatures * 7158 CHA| 2A8tet 4 ALICE 0] 7152 HIZNBsIRIS HS HIZYE
(D cEzessso Bt 5 It sl0l FHOE SABLIL Adel Tias HasEe ol

X S0 Z2lsHoF gfL|Lt.

CHA|
1. Grid Management APIO| CH$t Swagger A0 M| ABHL|CE.
2. 7|5 &yt 2HE2 #ELCH
3. BE 7|52 CHA| 2Matsta{H CHSat 20| APIZ BEES EUMAIR.
{ "grid": null }
Ol RM0| =E|HHHE RE 25 HA 7|5
E O H =+ =]

QUE{HO| 20 * HHE RE 2f5 tH
HE * 2| Heto] A= B HIHE

S TS 0= J|50| ChA| & MSHEILICE O|A| AFEX

o
3 Bio| EAISI0, Aol - 2= A&+ EE - EHHE ZE O
o 2E 2SS WAstE| D ATt BE API Q80| MBELIC

O OOl A= _ALL_DEACTED IJx{7} fZHS3HEILICL. HIZsEl Alef2 RX|S|0fo} st CHE
7150| HIZASIE A2, PUT R0l BAIX O X|aof SLICH 0|2 Sof HIUE & o v
() 7lssciu asteln 3 590 7158 Al HiZAstsiaH CFg PUT 258 BUIHAIL.

{ "grid": { "alarmAcknowledgment": true } }
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