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Client application saves
object to StorageGRID.

Synchronous placement Dual commit — The method that is
ILM applied later used depends on

@ @ wor how ILM is
WA configured.

= ILM scan Background verification
E — 5‘ Is the object @ Is the object’s
7] placed correctly? data correct?
o
% No
= A 4
= ILM action
8 Make new copy. MOVE: copy.

Delete copy. Repair copy.

] - . Deletion is triggered by ILM or S3 bucket

Rsspplication deletes object. lifecycle. (Objects in buckets with 53 Object

Lock enabled must have met retention date
and cannot be under legal hold.)

Is

Objects are marked as deleted and copies

Mo, or >
are queued for removal.

synchronous
removal

ossible?

background *

gueues are idle.

ILM action
Object copies are remaved.

|
o
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L
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v

All object copies removed.
Space is reclaimed.

1}

M #AS HEE o =8 Al WM E 22517 flet Ml 7HX| &8 & oLkl 01F {2, Strict



MENSH AFSHOf| 2} StorageGRID2 YAl SAHES TS0 LSO ILM HILE floi RLEHMES Fof 7| A17| ALt
S7|A XIS AFE3I0] ILM 2T Al S EFSIEE FA| SAES BHSLICL

M

3 e

io
ok

g=

AKX
T d

O #MEe M 7tX| =8 S 2ZtS MESte ILM Ao 2t RLEHMETF AX|E uf &dst= &&= 2o FLIM.

Client application saves
object to StorageGRID

Dual commit Balanced Strict

“Ingest
failed”

Interim object copies
stored.

Can day 0 copies be
made immediately?

Can day 0 copies be
made immediately?

v

Object queued for ILM Copies created to satisfy
evaluation. ILM.
ILM evaluation l - ¢
Ingest
successful”
Copies created to satisfy

ILM.

Any interim copies that are
not needed are deleted.

td

StorageGRID responds to the client.

StorageGRID completes the
actions that were prompted by
the client save operation.
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Retention diagram Replicated copy Erasure-coded (EC) copy

Rule analysis: * StorageGRID sita-loss protection will apply for the duration of this rule,
* Cbjects processed by this rule will be deleted after Day 4015,
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Simulation results

Use this table to confirm the results of applying this policy to the selected objects

Clearall | @

Object % VersionID % Rule matched @ 4% Previous match €@ % Actions
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Simulation results

Use this table to confirm the results of applying this policy to the selected objects.
Clearall | @

Object =

VersionID = Rule matched @ = Previous match @ = Actions
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Simulation results

Use this table to confirm the results of applying this policy to the selected objects.
— Previous match @ = Actions
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Simulation results

Use this table to confirm the results of applying this policy to the selected objects.
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Simulation results

Use this table to confirm the results of applying this policy to the selected objects.
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A Activate the proposed policy X

Errorsin an ILM policy can cause irreparable data loss. Review and test the policy carefully before activating.

A4 The following rules do not store objects forever. When the last time period ends, objects will be automatically purged.

* Rule 1 (730 days)

The default rule in the policy does not retain objects forever. Confirm this is the behavior you want by referring to the retention diagram for the default rule:

Reference time: Ingest time  Ingest behavior: Balanced

Day0 Day 730
Day 0- 730 -
“ 2 replicated copies - Data Center 2
2 replicated copies - Data Center 1
Duration 730 days

Now, complete the following prompt:

Any objects that are not matched by ancther rule in this policy will be deleted after & days,

Are you sure you want to activate the proposed policy?

Cancel

2. OK* & Mg},
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U=X| 2hlHOoF RLILE.
AI5Fet7] Hol
* WA AERLE O B SHLhY 4
* *UUID *: 2|9 #E DY AMAIQILICE UUIDE 25 CheXt2 YfgiLict,

° * CBID *: StorageGRID LHO{| M 7HX[S] 117 AEXIQLICt ZAF 230l1M 7HK|2| CBIDE 71ME =+
QI&LICH CBIDE 25 CHEXIE 2dghL|Ct,
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System Metadata

Object 1D AT2E96FF-B13F-4905-9E9E-453T3FEETDAS
Mame testobject

Container source

Account 1-1582139188

Size 524 MB

Creation Time 2020-02-19 12:15:59 PST

Modifisd Time 2020-02-19 12:15:59 PST

Replicated Copies

Node Disk Path

99-97 ivarftocallrangedb/2/p/06/ 0B 0nMEHS TFEnQQ)ICV2E
99-99 fvarflocalirangedb/1/p/12/0A/00nMBHS [ TFEoW28ICXG%
Raw Metadata

“TYPE": “CTNT",

“CHND": "Al1ZE96FF-B13F-49@5-09E0E-45373F0ETOAE™,
"HAME™; “testobject”,

TCEIDT: “Sx382IDEFECTCIBAIE",

"PHEDY . "FEABAES1-5385-11EA-9FCD-31FFERC 30056
"PRTH™: “source”,

"META":" {
"BASE": {

"PAWS": =27,
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Active policy Proposed policy Policy history
o You have a proposed policy. Review details on the Proposed policy tab.
Policy name: Policy 1

Reason for change :

test

Start date: 2022-09-28 15:04:48 MDT
Policy rules Retention diagram
Rule order @ Rule name Filters @
1 Project A Ingest time is 2022-10-01 00:00:00 MDT
Default Project B
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2 copies 2 data centers

Compliant: Yes Ingest behavior: Strict

Used in active policy: No Reference time: Ingest time

Used in proposed policy: No

Description: test

| Clone

Time period and placements

Retention diagram Placement instructions

Sort placements by Time period Replicated copy Erasure-coded (EC) copy
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Day 0

Day 365
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EC2+] - Data Center2

Duration 365 days Forever
EEoE MR FE HO[X|E ALESHH #AlE =H|, HE E= MAY + ASLIC
ILM 7% 22 =X
HIOHE ILM Z S 2 LM Mol AL 5l 7RIS HEY 4 gigLch oMl RAS 22 =xstn 22 =&
=AES ToH HE NYS 4 Hg 4 QBLICE 22 ChS Tast 22 Tote Mol 22 742 RAHD 238
HTOZ HiE 4= ASLICE StorageGRID HZ 10.2 O[SHE AFESHH ILM #AIS dESt FR0lls 22 SHE =

&Lt

Y ILM ZMof| SRIE #AIS F715H7] Hofl JHA| 2| HiX| X|H S HESHH A A= et 227 Sk = UASLICE

89




gl "|ILM FE0A 12 ZE| AL,

X
=]

1

In:
—

bN|
Al

L|CEILM 7

I.

e
LICt.

Clone *

F

=

.
o

o *
| )
o
AA

8 ct
=k o]
g4

MEH
X2 HdHIo|E
| = N |
o2 HA
OISHMA|L.

|.

o

.

oj A 01ZE
(<]

b A}

—

F

=
o

o

.

THAof] 2t =R E

A

b

o
—_

ILM 732 =H|

10| X[of
3. of
=Lt

4 ILM ZH o= HQHE ILM FAMol| AFZE
=

2. 2= 25
HE SAHES 2R

F

=1
=
=
=

I.

TE L= X X|HE HESHEE ILM 7

|

u]

e
I
H W o
Y = Tl C
I T =
= — ol
jol . S -
il %: xr 2
n W rt ®
ujn _ = =
x ol o
.= = U m ur
O 5 = o = O
. = KM= ol
._ou.u_ A o = =T
ol « o
w2 0 .@o_e i
— o o L1 oj =
K = = 53 =
n .. B = o2
o X0 wl T =
- 0 = <5 o Bl
— 4 T o
R @ M = <k i)
W foFr o =Tt U}
o0 Ty O N o 2
< gy o L o8 =
T Ou, RO T RN R ol
T wlzn @l 0 o 1o bl
T ole m“_ 0 R ojo ol
Es = {0 —_ _l_H
RO W . gl %  mfF < =
> oX o <k Bl ol 2 -
2 ®E = Bu oM i) Sl
W R o W R o Klo
ol oFS y B RS o o0
K OROB gl TR i =
1 3o T W i
B RO — R s = =
e K = 03 =
7 ol o o <X + <
RO KX ®H.- ©® XW S Z0
®kM =7 00 S A 1o _
= %K I e 5 T Iy
e S N O = ol
b LB LT il ol =
ol Zro @ El gD 8r o == O
— Ko K =5 N 4
= I m = or =
RCogpE B o o =
B m=x rrx K o pd %0
Bl s TEs T ﬁu Rr o
Rl RIMD sS& S e = <
5 mo o 3 < = R
I . T T R
N = = ® o @

Lfct.

F

i
o
(=]

fLICH.

XIS
(==

M|

L|C}.

I

=

e

AL ®QHEl HMES
o

2. MHof|M ILM FEIZ HA

o

= O
3. M BHME XMF, AlZ20|M % 2435t M7 I YTHE BeE =S

M AFZEIX] §h= ILM Al S M5 EH Ch3 2 A L)

12y yug =

3
90



TLM * > * &+ S MedstL|Ct
2. HAstH = 20| 2y FH = MQHE HMo|M AL EIX| b= FolgtLct.

— —|bl

o
3. Ml = HAlE ABSIK| fhs F2 &S MEStD * MM * & MESL|T O3] F&IS MBSt SA0] 25F
HAHY = AELICE

4. ILM A2 HMH e AQUX| Zelsta{H * off * £ MESHL| T},

ILM T#&]0] HM|AE Lt

@ Ll Fofl M8E|= &S ®MAHSHH 0|(7h) LIt @ #&S & W #2/0] st 0to| 20|
LIEFEtL|CE. O] OFO|Z22 FPS!OI 7|18 20| H|ASE LHEHLILY.

MO =

ILM HERS SLICt

CHZ IOl A= 0| 4~ B G720 22 ILMS| HERIS & 4= ASLICE 0|2{¢r HIERIS ZLEZSIH A|AH 453
efolet = UELICE 7|8 = Yot £271 AW AA-O0| 8 £ 8 [MEf7hX| RS, 2210|1E
OHZ2[AI0|e ZETt D5t LE, HIFH Xl HEf7F ASS LIEFE 5 ASLICH

AA

THA|
1. CHA|EE * > * |LM * € MEjstL|C}

@ CHAIEEE AKX HE £ o2 LM HE AFRSHX| 28 4 USLICE

2. ILM "M HEEZ 2LIEZIELICE

SO mTE AEHSH A Ol A EHO| St=2 St MHZ2 =2
== HS UHY = ASLCH@ ILM B2 =0 tigt EF S FLIC
Overview Performance Storage LM Nodes
ILM queue @ Month w L? ILM evaluation rate (objects/second) @ Manth v L
q 1
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ILM information &
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Grid Review considerations for
Administrator S3 Object Lock

v

Is

compliant? copies forever

+ Yes

Enable global
53 Object Lock setting

v

Maintain compliant ILM
rules and ILM policy

|

. No Create new default rule
a:[:it?n.t:ul::ch;u;ﬁ}:i?:y —p that keeps at least two

Create new proposed
¢ ILM policy and activate

v

Review considerations for
using 53 Object Lock

v

Tenant User

Is the global

: 0 Contact Grid
53 Object Lock —> Administrator
setting enabled?

+ Yes

Create bucket with 53

\J

Add objects
Optionally specify object-
level retention settings

Optionally, set default
Object Lock enabled » bucket retention settings
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503: Service Unavailable

Unable to update compliance settings because the settings can't be
consistently applied on enough storage services. Contact your grid
administrator for assistance.
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Reference time @

Ingest time v

Time period and placements + Sort by start date

If you want a rule to apply only to specific objects, select Previous and add advanced filters. When objects are evaluated, the rule is applied if the object's metadata matches
the criteria in the filter.

Time period 1 FromDay O S store  forever W
Store objects by replicating ~ 1 C | copiesat Site 1 X| # X
and store objects by~ replicating W 1 C | copiesat | Site 2 | M X

Add other type or location

Add another time period

Retention diagram Replicated copy

Rule analysis: ® StorapeGRID site-loss protection will apply for the duration of this rule.
® Dbjects processed by this rule will not be deleted by ILM.

Reference time: Ingest time

Day 0
Day 0- fo
RS 1 replicated copy - Site 1
1 replicated copy - Site 2
Duration

Forever

OIE S04, ILM %] 2: 2] LX|7F U= AN 2 T2 H

Of off ILM A2 AX| 2Y Z2 T} S3 HAIS ALE0I0] QEHET MFE|= fIX] 8 7|2t 2T LI

& Fol Of| %l 2k
02{ AIO|EZL e A EE[X] * 371 ALO|EO]| A& AEZ|X| E 174(AIOIE 1, 2, 3)
SYLICE

* 6+3 AR Y LHS ALEELICE

T4 0|5 S3IHA MR 7|5
ISESPAF, = Azt
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FABHIAIL.
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Time period and placements + Sort by start date
If you want a rule to apply only to specific objects, select Previous and add advanced filters. When objects are evaluated, the rule is applied if the object’s

metadata matches the criteria in the filter.

Time period 1 FromDay 0 Z  store  forever w

Storeobjectsby = erasurecoding v | using 6+3ECschemeatSites1,2,3 p*

Add other type or location

Add another time period
Retention diagram Erasure-coded (EC) copy

® StorageGRID site-loss protection will apply for the duration of this rule.

Rule analysis:
* Objects processed by this rule will not be deleted by ILM,

Reference time: Ingest time

Day0
Deyo-foreves EC6+3-Sites1,2,3
Duration Forever
off 12| ILM A
AH 2 2R ILM ZH2 StorageGRID A|AHE SO Fuwstl SESH ILM HMS HAY o~ UX|2F ZHererL|C
E2 ILM &[0 Zehgl o~ JASLICt

CHS ALOIE J2|=of gt fEAel ILM FEMofl= THE2

=0t 0|2k= S3 Ao &6t RE QEHNMEE XMAESILICE finance-records M| 7H| AfO|ET}

o AXIFLI=
THOI-I_
ZotEl AE|X| B 6+3 ALK 2L ALSELICE

: 7HI1| P& ILM &2 ZX[SEX] 6™ FHA O 7|E ILM &, &= 7H9| SAR=2 &= 79| H|o|E HEE AHE0H0]
S JHAIS] S AMZ SHLAE ALOIE 10| X Eo h_'_ st ZAH22 AO|E 20f| RHBILICE

Proposed policy name

Object Storage Policy

Reason for change

example 1

Manage rules

L Select the rules you want to add to the policy.
2. Determine the order in which the rules will be evaluated by dragging and dropping the rows. The default rule will be automatically placed at the end of the policy and cannot be moved.

Rule order Rule name Filters
* . Tenant is Finance
1 + S3Bucket finance-records @ e
Bucket name is finance-records

Default Two Copies Two Data Centers
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Filtergroup1l  Objects with all of following metadata will be evaluated by this rule: X
Object size v greater than v 1 < MB v X
and Key w ends with w Jpg »
or Filtergroup2  Objects with all of following metadata will be evaluated by this rule: X
Object size v greater than v 1 $ MB v X
and Key v ends with v .png b 4
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o Enterdetails —— ( Z ) Define placements —— ( 3 ) Select ingest behavior

Rule name
Older Object Versions: Two Copies Two Years
Description (optional)
Older versions anly

Basic filters (optional)

Specify which tenant accounts and buckets this rule applies to.
Tenant accounts @ Select tenant accol
Bucket name @ matches all v

' Apply this rule to older object versions only (in 53 buckets with versioning enabled)?| @
No @ Yes .
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QuHE 2AHZ IS MEE 4 9= 29 ATo| Auct
Strict ingest to guarantee Paris data center
Compliant: Yes ( Ingest behavior: Strict
Used in active policy: No Reference time: Ingest time
Used in proposed policy: No . .
| Clone | Edit | Remaove
Filters
.T"IiSI'UIE-aEGIiC-Ii": i
* Tenant is Paris tenant
And it only applies if objects have this metadata:
! * Location constraint is eu-west-3
Time period and placements
Retention diagram Placement instructions
Sort placements by Time period Replicated copy
Rule analysis: ® StorageGRID site-loss protection will not apply from Day O - Forever.
» Objects processed by this rule will not be deleted by ILM,
Referencetlme Ingesttime Ingest behavior: Strict
DayD
|
D0y e Ritcver 2 replicated copies - Site 1
Duration ! Forever
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Active policy Policy history

Policy name: Data Protection for Two Sites (2 rules)
Reason for change : Data protection for two sites (using 2 rules)
Start date: 2022-10-11 10:37:11 MDT
Policy rules Retention diagram

Rule order Rule name Filters @

1 One-Site Erasure Coding for Tenant A Tenant is Tenant A

Default Two-Site Replication for Other Tenants

A o A
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