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https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectLegalHold.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectLegalHold.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectLegalHold.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectLegalHold.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectLockConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectLockConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectLockConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectLockConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectLockConfiguration.html
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectRetention.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectRetention.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectRetention.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectRetention.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectRetention.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_HeadBucket.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_HeadBucket.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_HeadBucket.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_HeadObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_HeadObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_HeadObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_HeadObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_HeadObject.html
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListBuckets.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListMultipartUploads.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListMultipartUploads.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListMultipartUploads.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListMultipartUploads.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListMultipartUploads.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjects.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjects.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjects.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjects.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjects.html
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjectsV2.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjectVersions.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjectVersions.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjectVersions.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjectVersions.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjectVersions.html
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListParts.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListParts.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListParts.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListParts.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListParts.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketCors.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketCors.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketCors.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketEncryption.html

"PutBucketLifecycleConfigurationS & X5t A"

Uri 72| 0H7H H4 3 @78 &

StorageGRID= 255 X[AELICH S5 Of7H Ha 8

=

dER-EEEA

22 XML {35 QERILICE
StorageGRID= CHa2t 22 @8 2& XML Ef 2 E X[ eLCt,
* NewerNoncurrentVersions
* LifecycleConfiguration
°* Rule
* Expiration
* Days
* Filter
* And
* Prefix
* Tag
* Key
* Value
* Prefix
* Tag
* Key
* Value
* ID
* NoncurrentVersionExpiration
®* NoncurrentDays
* Prefix

* Status

StorageGRID M3 A

* "7l 2" (Put Bucket &=EF7|)

* "S3 20| ZALO|E M S Mgt C
"PutBucketNotificationConfiguration= & XM A"

Uri 72| 0i7H H4 3 @7 &

StorageGRIDE BEE XIUBLICH ZE 0jf #14 3 022 283 £ 9

22 XML Ei2E @-gtL|Ct

Lot

Lot

17


https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketLifecycleConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketLifecycleConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketLifecycleConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketLifecycleConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketLifecycleConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketNotificationConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketNotificationConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketNotificationConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketNotificationConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketNotificationConfiguration.html
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketPolicy.html
bucket-and-group-access-policies.html
bucket-and-group-access-policies.html
bucket-and-group-access-policies.html
bucket-and-group-access-policies.html
bucket-and-group-access-policies.html
bucket-and-group-access-policies.html
bucket-and-group-access-policies.html
bucket-and-group-access-policies.html
bucket-and-group-access-policies.html
bucket-and-group-access-policies.html
bucket-and-group-access-policies.html
bucket-and-group-access-policies.html
bucket-and-group-access-policies.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketReplication.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketReplication.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketReplication.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketReplication.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketReplication.html
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketVersioning.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketVersioning.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketVersioning.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketVersioning.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketVersioning.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObject.html
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObjectLegalHold.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObjectLegalHold.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObjectLegalHold.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObjectLegalHold.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObjectLegalHold.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObjectLockConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObjectLockConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObjectLockConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObjectLockConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObjectLockConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObjectRetention.html
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObjectTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_SelectObjectContent.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_SelectObjectContent.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_SelectObjectContent.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_SelectObjectContent.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_SelectObjectContent.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_UploadPart.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_UploadPart.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_UploadPart.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_UploadPart.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_UploadPart.html
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_UploadPartCopy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_UploadPartCopy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_UploadPartCopy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_UploadPartCopy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_UploadPartCopy.html
https://docs.netapp.com/ko-kr/storagegrid-117/admin/managing-tenants.html
https://docs.netapp.com/ko-kr/storagegrid-117/admin/managing-tenants.html
https://docs.netapp.com/ko-kr/storagegrid-117/admin/managing-tenants.html
https://docs.netapp.com/ko-kr/storagegrid-117/admin/managing-tenants.html
https://docs.netapp.com/ko-kr/storagegrid-117/admin/managing-tenants.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/index.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/index.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/index.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/index.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/index.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/index.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/index.html
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PUT /bucket?object-lock HTTP/1.1

Accept-Encoding: identity

Content-Length: 308

Host: host

Content-MD5: request header

User-Agent: s3sign/1.0.0 requests/2.24.0 python/3.8.2
X-Amz-Date: date

X-Amz-Content-SHA256: authorization-string
Authorization: authorization-string

<ObjectLockConfiguration>
<ObjectLockEnabled>Enabled</ObjectLockEnabled>
<Rule>
<DefaultRetention>
<Mode>COMPLIANCE</Mode>
<Years>6</Years>
</DefaultRetention>
</Rule>
</ObjectLockConfiguration>
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GET /bucket?object-lock HTTP/1.1

Host: host

Accept-Encoding: identity

User-Agent: aws-cli/1.18.106 Python/3.8.2 Linux/4.4.0-18362-Microsoft
botocore/1.17.29

x—amz-date: date

x—amz-content-sha256: authorization-string

Authorization: authorization-string

SE

HTTP/1.1 200 OK

x—amz-id-2:

1VmcB70XXJRKRHIFiVgl151/T24gRfpwpuZrEG11Bb9ImOMARAe 980xSpX1knabAOLTVBYJpSIX
k=

x—amz-request-id: B34E94CACB2CEF6D

Date: Fri, 04 Sep 2020 22:47:09 GMT

Transfer-Encoding: chunked

Server: AmazonS3

<?xml version="1.0" encoding="UTF-8"7?>
<ObjectLockConfiguration xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<ObjectLockEnabled>Enabled</ObjectLockEnabled>
<Rule>
<DefaultRetention>
<Mode>COMPLIANCE</Mode>
<Years>6</Years>
</DefaultRetention>
</Rule>
</ObjectLockConfiguration>
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"Rules": [

{

"ID": "rulel",
"Filter": {
"And": |
"Prefix": "categoryl/",
"Tags": [
{
"Key": "key2",
"Value": "tag2"
}
]
}
by
"Expiration": {
"Date": "2020-08-22T00:00:002"
by
"Status": "Enabled"
by
{
"ID": "rule2",
"Filter": {

"Prefix": "category2/"
b
"Expiration": {
"Days": 100
b
"Status": "Enabled"

"ID": "rule3",

"Filter": {
"Prefix": "category3/"

by

"NoncurrentVersionExpiration":
"NoncurrentDays": 50

bo

"Status": "Enabled"
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aws s3apli —-—endpoint-url <StorageGRID endpoint> put-bucket-lifecycle-
configuration

--bucket testbucket --lifecycle-configuration file://bktjson.json
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aws s3api --endpoint-url <StorageGRID endpoint> put-object
--bucket testbucket --key obj2test2 --body bktjson.json
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*"Expiration”: "expiry-date=\"Thu, 01 Oct 2020 09:07:49 GMT\", rule-
id=\"rule2\"",

"ETag": "\"9762£8a803bc34£5340579d4446076£7\""

OlE =01, 0| head Object 22 testbucket HZI0| A S&et ZHA[0f Cict HIELH|O[EE M E O AFEEIRASLIC
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aws s3apli --endpoint-url <StorageGRID endpoint> head-object
--bucket testbucket --key obj2test?2
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"AcceptRanges": "bytes",

*"Expiration": "expiry-date=\"Thu, 01 Oct 2020 09:07:48 GMT\", rule-
id=\"rule2\"",

"LastModified": "2020-06-23T09:07:48+00:00",

"ContentLength": 921,

"ETag": "\"9762f8a803bc34£5340579d4446076£7\""

"ContentType": "binary/octet-stream",

"Metadata": {}
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* Content-Type

®* X—amz-copy-source

* x—amz-copy-source-if-match

X—amz-copy-source-if-none-match

* x—amz-copy-source-if-unmodified-since

* x—amz-copy-source-if-modified-since

* “x-amz-meta-"AFE X} FO| H|EIGH|O|E E Eofdh= 0| E-2t &0l 7o SLICt
x-amz-metadata-directive 7|22 YLICt “copy, 70X 2 2tE HIEIH|O|HE SAtE = ASLICH
X Ee &= JAELICE REPLACE QEHEES FAKE ff 7|ZE HIEIH|OIE S HOMHLE QEHE H|EIH|0|E S
ACllo| ERFLILY.

x—-amz-storage-class

x-amz-tagging-directive 7|24/ YLIC} “copy, 7HN| & RE EfOE SALE & JASLICE
X8 = J}SLICH REPLACE 7HHE SAKE M 7| & EfOE FO{MILE |2 S AH|0O|EGL|CE

* S3 QHHE EZ QN §|0:
° x—amz-object-lock-mode
° x—amz-object-lock-retain-until-date
° x—amz-object-lock-legal-hold
O[2{et 3| @10] 70| O|FHX|H HZl 7|2 EZE HHS ArE5t0 RENME HH REQ HE J|2ts
ALteL|Ct 2 HZESHY AR "S3 REST APIE AHE5H0] S3 RENE EZ S FefLICt"
* SSE 2H §|H:
° x—amz-copy-source-server-side-encryption-customer-algorithm
° x—amz-copy-source-server-side-encryption-customer-key
° x—amz-copy-source-server-side-encryption-customer-key-MD5
° x-—amz-server-side-encryption
° x—amz-server-side-encryption-customer-key-MD5
° x—-amz-server-side-encryption-customer-key

° x—amz-server-side-encryption-customer-algorithm

= XA MH = 2fzotof| Chet 2F &

XHE|X| b= 2 s LIct

Ch2 248 dllti= X=X 4L

®* Cache-Control



Content-Disposition

* Content-Encoding

Content-Language

Expires

x-amz-website-redirect-location
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ILM 7210 0|F 75! SH S MEBHHLE Z SM0| S FAE HHL=2
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°* REDUCED REDUNDANCY

ILM 1#%]0] O|F Bl S¥E MESHHLE #d SM0| 2t A2 HHo= S0t off thY Aol 3 &S
X|Fgrct.
S3 QEHNE HZ0| MYE HIIOE QEMEE UL B2, E XA
@ REDUCED REDUNDANCY SMO0| 2A|EL|CH QEMEES 8|HA| £ HIIQR QIARISH= 22
£ ¥ ZSHIAR REDUCED REDUNDANCY &M 2 AESIH 2F I} BHHEILIC} StorageGRIDE
mH E¢ 27 M0 SFE £+ JATE &4 0|5 ALl TS HLLICH

Put Object - Copy0llA] x-amz-copy-source AE

2A WA 17O X[HE R x-amz-copy-source 6|E = CHA 31 B! 7|9 CHEH A A QEHE [{|0|E{Q]
Ex| 20| ciatof| 7|ZSELICE

A SICHAO| LX[SHH, 8l QL|CH x~amz-metadata-directive HE|22 E X|™ElL|CH
"REPLACE' 2EHE 9| H|E}H|0|E{= 270 M3 & HEO|E gfe = HO|0|EEILICt. 0] 2 StorageGRID=
RENEE CIA| 8| gdFL|CH 07|0ll= F 7HX] 2% Z1p7t JELIC

* Put Object-CopyE AHE5I0 7| & JHAIE #Xl fIX|0M L=tStALE 7| & IHK|Q] d=etE HAY &~ Si&L(Ch
£ 3380t= 8% x-amz-server-side-encryption H2|2 L& 2 MESIL|C x-amz-server-side-
encryption-customer-algorithm header, StorageGRID7t &2 HE 6t HhetgtL|Ct
XNotImplemented.

* LXISH= ILM &0l K™ E Ingest S ZM2 AL E[X| ZEELICH ILMO| FHXQI HOZRE |LM ZZ M| A0

oo -

OfoH CHA| H7HE! wf AHI0|EZ 2Idh E2[H &= JHA| BiX|of TSt 2= HE Areto] gdstLct.

%, ILM #2[0] £ SE0f| Strict U= AHE3t= 39 Bt WA HX|E 2= + gl= FR(0l: M= 2t
FKIE A EY + Q) HYUO| +HE[X| RELICH HHO|EE QEME = Lot HiX|7t 7HsE W7hX| S
IXIE RAILIC.
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* AA ZHH| 7} SSE-C(customer-provided key)E A0 L oHEl AR, M| E =0t CHe SAFE = JULSE
A 2At QF(Put Object-Copy request)di| Tt M| 7H2| sl|HE ZEtol{of BfL|Ct.

° x-amz-copy-source-server-side-encryption-customer-algorithm & X|Z&L|Ct
"AES256.

° x-amz-copy-source-server-side-encryption-customer-key: &4 ZHK|E 0= W XHSot
Ol'ggl- ;IE |I‘|o|'|__||:|-_

° x-amz-copy-source-server-side-encryption-customer-key-MD5: &A JHK|E BHS Y
H|Set MD5 CIO|HAEE X|FghL|Ct.

* M3 3 22St=E 07 712 A5 Y JHA|(ZAHE)E = etste{H ThE Ml 7Hel HE2|2S ZetelL|C)

° x-amz-server-side-encryption-customer-algorithm 8 X|™ELICt *AES256.

° x-amz-server-side-encryption-customer-key: & QEMEO| M ¢33t 7|2 X|HEILICE

° x-amz-server-side-encryption-customer-key-MD5: M| =2} 7|9 MD5 CIO|HAEE
Xd gL c.

Bt P=ot 7= MEEX| UL =t 7|1E 2a5HH s JHA7F & E LT 1240]
@ HEet 712 M85t QEHE l'-1I0IE1E E ot7| ol 2 nef M-S AESHIAIR "AMH =
Ao} ALE".
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* SSE(StorageGRID)0f|A 22|El= 17 7|2 A AH|(AR)E L= o8t H 2K SA 28 (Put Object-Copy
request)0f| O| &|{E EEA|ZLICE

° x-—amz-server-side-encryption

2l8IL|C} server-side-encryption KIS 22 YUHIO|EY &~ AAELICH CHAL A
@ 22 MELICE server-side-encryption #f AF2 x-amz-metadata-
directive: REPLACE.
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X 22|

AA KIS HHO| = AR E M EE £ JELICH x-amz-copy-source Header - JHH|2| Z[A HEH S
SALZLICH EH HTQ| A E SAISI2H S ALE6IH SAIE HH 2 HA|MO 2 X|HHOF &L|Ct versionId oHFl
2lAA CHAN 3o HHO| XM El 22 MM E HMO| oA BHRtEILICH x-amz-version-id SE 6l|lE. EtZI HZl0|
CHEE HM 22| 7 LA BX[El AR x-amz-version-id "'null™ 22 BHehetL|CH
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SelectObjectContent S ME{TtL|C}

S3 SelectObjectContent ™S A3 7ICHot SQL 22 7[HIe = S3 7iN|e] LiES
HEEY = A5L

TiMlst 82 & HESHY AL "SelectObjectContentd| CHEF AWS EA{".
A|ZFst7| o
* HIFAE A™o|| S3 Select #$H0| AU&LICH

* UZLICH s3:Getobject M2 ZiAof CHEt ABHL|CH.

2|2 4K = ofE YA & StLto{oF gLt

°
_I_

° CSV *. GZIP EE= BzZIP2 E&t MR r=S17LE OCHE A 4 JUSL|CT
o * IHA| *. Parquet ZiX|0]| CHot =7t 7 ARt

* S3 Select= GZIP = SnappyE AtEoh ZE &0F X|2ILICH S3 Select= Parquet LEHE|
CHot MM QEME %*3%2 X| &SR] ek&LCt.

* S3 Select= Parquet EH S X|25HX| S5 LICH £ HAS CSV E= JSONQE K|35l SfLCt.
* A=EX 2 2 d OF 37|= 512MBYLIL
* JiA|e] A7|Otofl XIEE CIOIE WAIS AHE3HOF LT
* 212, JSON, &8, AlZt = UUID =2/ |2 A2 + glgLCt.
* SQL 42| %[t Z0|= 256KBYILICE.

* U e Aol s BE HBEQ Ach Lol IMBYLICH
(D) scanRange Ar20| X=X QLI

csv eF F& o
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POST /{Key+}?select&select-type=2 HTTP/1.1
Host: Bucket.s3.abc-company.com
x—amz-expected-bucket-owner: ExpectedBucketOwner
<?xml version="1.0" encoding="UTF-8"7?>
<SelectObjectContentRequest xmlns="http://s3.amazonaws.com/doc/2006-03-
01/">
<Expression>string</Expression>
<ExpressionType>string</ExpressionType>
<RequestProgress>
<Enabled>boolean</Enabled>
</RequestProgress>
<InputSerialization>
<CompressionType>GZIP</CompressionType>
<CSV>
<AllowQuotedRecordDelimiter>boolean</AllowQuotedRecordDelimiter>
<Comments>#</Comments>
<FieldDelimiter>\t</FieldDelimiter>
<FileHeaderInfo>USE</FileHeaderInfo>
<QuoteCharacter>"'</QuoteCharacter>
<QuoteEscapeCharacter>\\</QuoteEscapeCharacter>
<RecordDelimiter>\n</RecordDelimiter>
</CSV>
</InputSerialization>
<OutputSerialization>
<CSVv>
<FieldDelimiter>string</FieldDelimiter>
<QuoteCharacter>string</QuoteCharacter>
<QuoteEscapeCharacter>string</QuoteEscapeCharacter>
<QuoteFields>string</QuoteFields>
<RecordDelimiter>string</RecordDelimiter>
</CS8V>
</OutputSerialization>
<ScanRange>
<End>long</End>
<Start>long</Start>
</ScanRange>
</SelectObjectContentRequest>

ZD0l M3 28 & o
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POST /{Key+}?select&select-type=2 HTTP/1.1
Host: Bucket.s3.abc-company.com
x—amz-expected-bucket-owner: ExpectedBucketOwner
<?xml version="1.0" encoding="UTF-8"7?>
<SelectObjectContentRequest xmlns=http://s3.amazonaws.com/doc/2006-03-01/>
<Expression>string</Expression>
<ExpressionType>string</ExpressionType>
<RequestProgress>
<Enabled>boolean</Enabled>
</RequestProgress>
<InputSerialization>
<CompressionType>GZIP</CompressionType>
<PARQUET>
</PARQUET>
</InputSerialization>
<QOutputSerialization>
<CSV>
<FieldDelimiter>string</FieldDelimiter>
<QuoteCharacter>string</QuoteCharacter>
<QuoteEscapeCharacter>string</QuoteEscapeCharacter>
<QuoteFields>string</QuoteFields>
<RecordDelimiter>string</RecordDelimiter>
</CSsv>
</OutputSerialization>
<ScanRange>
<End>long</End>
<Start>long</Start>
</ScanRange>
</SelectObjectContentRequest>

sQL #Hz|of o

O] H2l= Al/Z 0| &, 20101 217, 2015t ol @1, O|= 217 ZALH|O|E{ Q| HE HIES 7HHZLCH HEf7t Of
ool HEEE= FAIELIC

SELECT STNAME, CENSUS2010POP, POPESTIMATE2015, CAST((POPESTIMATE2015 -
CENSUS2010POP) AS DECIMAL) / CENSUS2010POP * 100.0 FROM S30Object WHERE
NAME = STNAME

Zlojgt mlo| HE H &, "SUB-EST2020_ ALL.csv'CH21t ZH0| EHA|L.
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SUMLEV, STATE, COUNTY,, PLACE, COUSUB, CONCIT, PRIMGEO FLAG, FUNCSTAT, NAME , STNAME,
CENSUS2010POP,

ESTIMATESBASE2010, POPESTIMATE2010, POPESTIMATEZ2011, POPESTIMATE2012, POPESTIM
ATE2013, POPESTIMATE2014,

POPESTIMATE2015, POPESTIMATE2016, POPESTIMATE2017, POPESTIMATE2018, POPESTIMAT
E2019, POPESTIMATE042020,

POPESTIMATE2020

040,01,000,00000,00000,00000,0,A,Alabama,Alabama, 4779736,4780118,4785514, 4
799642,4816632,4831586,
4843737,4854803,4866824,4877989,4891628,4907965,4920706,4921532
162,01,000,00124,00000,00000,0,A, Abbeville
city,Alabama,2688,2705,2699,2694,2645,2629,2610,2602,
2587,2578,2565,2555,2555, 2553

162,01,000,00460,00000,00000,0,A,Adamsville

city,Alabama, 4522,4487,4481,4474,4453,4430,4399,4371,
4335,4304,4285,4254,4224,4211

162,01,000,00484,00000,00000,0,A,Addison

town,Alabama, 758,754,751,750,745,744,742,734,734,728,

725,723,719, 717

AWS-CLI ALE 0f[(CSV)

aws s3api select-object-content --endpoint-url https://10.224.7.44:10443
—--no-verify-ssl --bucket 619c0755-9e38-42e0-a614-05064£f74126d --key SUB-
EST2020 ALL.csv --expression-type SQL --input-serialization '{"CSV":

{"FileHeaderInfo": "USE", "Comments": "#", "QuoteEscapeCharacter": "\"",
"RecordDelimiter": "\n", "FieldDelimiter": ",", "QuoteCharacter": "\"",
"AllowQuotedRecordDelimiter": false}, "CompressionType": "NONE"}' --output
-serialization '{"CSV": {"QuoteFields": "ASNEEDED",
"QuoteEscapeCharacter": "#", "RecordDelimiter": "\n", "FieldDelimiter":
",", "QuoteCharacter": "\""}}' --expression "SELECT STNAME, CENSUS2010POP,

POPESTIMATE2015, CAST ((POPESTIMATE2015 - CENSUS2010POP) AS DECIMAL) /
CENSUS2010POP * 100.0 FROM S30Object WHERE NAME = STNAME" changes.csv

=3 Mol S ¢ &, ‘changes.csv' LIS 20| EAAL.

Alabama,4779736,4854803,1.5705260708959658022953568983726297854
Alaska, 710231,738430,3.9703983633493891424057806544631253775
Arizona, 6392017,6832810,6.8959922978928247531256565807005832431
Arkansas, 2915918,2979732,2.1884703204959810255295244928012378949
California, 37253956,38904296,4.4299724839960620557988526104449148971
Colorado,5029196,5454328,8.4532796097030221132761578590295546246



AWS-CLI AHE Of[(Parquet)

aws s3api select-object-content -endpoint-url https://10.224.7.44:10443
--bucket 619c0755-9e38-42e0-a614-05064£f74126d --key SUB-

EST2020 ALL.parquet --expression "SELECT STNAME, CENSUS2010POP,
POPESTIMATE2015, CAST ((POPESTIMATE2015 - CENSUS2010POP) AS DECIMAL) /
CENSUS2010POP * 100.0 FROM S30bject WHERE NAME = STNAME" --expression-type
'SQL' --input-serialization '{"Parquet":{}}' --output-serialization
'{"Csv": {}}' changes.csv

=3 IOl §S H £ changes.csve CHSt ZH&LICH

Alabama, 4779736,4854803,1.5705260708959658022953568983726297854
Alaska,710231,738430,3.9703983633493891424057806544631253775
Arizona, 6392017,6832810,6.8959922978928247531256565807005832431
Arkansas, 2915918,2979732,2.1884703204959810255295244928012378949
California, 37253956,38904296,4.4299724839960620557988526104449148971
Colorado,5029196,5454328,8.4532796097030221132761578590295546246

ChE =2 S g1 A2 2E O F TE H2E XYl HEEL T

* oie 20| CHet CFS OHE Y=E LHE #2| Zat= STt 208 gt = oS = B 310 thet SA|
CHE ME HZE 1,000 Xt = gl&LICH
* StorageGRID<= 042] IFEO| CHa AWS 37| Hste ME8fL|CL S3 2210|UE = CHE X|E S watof grL|Ct,
o HE|ME HYZE=9| 2t IHE = 5MiB(5,242,880HI0| E)2} 5GiB(5,368,709,120H0| £) AtO|0fOf BfL|C}.
o OpX|at B2 2 5MiB(5,242,880H}0| E )= Ct &

A
T
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QHHET EHSL|CT
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* ILM 7#%/0| Balanced = Strict % SZHS AI26t= 22 IL
AAtE| D CHS THE 27 b2 & ol MA| ZHA|ofl CHol WotHE!
CHol 20 Qlo{of ghL|Ct.

° S3 HE|OIE HRETL T SOl SOt ILMO| HAEH HE|IIE YZETt A= E o JHH|9| LR 20| HxY
ILM 27 M-S EEHX| 2 & ASLICH SHEA| BHXIE[X] §f2 ZE 2F2 ILM MBS 2l8H th7|

S0|H LI=0f| SHIE ?|X|2 o|SELIC}.

° OEOf Tt ILMS HIte o StorageGRID2 7HA|2] 37|7} ol ItE 37|E HEAHLICL
LEE JHA|Of THEE ILM 27 AbetS HAM7H SF5HX| gh= 2RI M = ASLICE HE S0, 20| 2=
QEHE 10GB 0|40| DC10]| HEE|E ghEl BE 22 QEME = DC20| HEEE AR X|Hote H2
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1070 22 HE|TIE HZE9| 2t 1GB 22 DC20f| MEELICt. JHA[of et ILMS AR 2 Hote

K] 2 E FE20| DC1Z 0| SEL|Ct.

© DE HE|IIE HZ = X2 StorageGRID HetM HO{E X|2IgL|Ct,

- WQS AL O1E IiE 0@-:9} B M ZE S5 otE ASE 4 AELICH SSE(StorageGRID 22| 7| AL Al
MH & AS3HE ALE6t2{H 8 ETSRLICH x-amz-server-side-encryption CHE ME Y ZE A|Ef
Q¥ 9F |7t SSE- C(ﬂ7—.“0| HZet 7|t EH MHHE 2=ohE AH85I2H CHE THE JEE AIZF oF gl
224 gEE ME QNN ST Ml 7HX| 2=t 7| F | E XI™ Lt

s =
s ME 2E LHE 2 MEZSHIAQ "OHE THE A 2E LHE"
HE|IE P2 EE A[ZFRILICH 2 MESHAIQ "HE|IIE 2 S AFfL|CH
HEJZECE 2 XA "EE UEE
UEE BE - FA S HZSHAR "HZE BE - ZAl
HE|IIE YEEE =Lt £ HXSHYAIR "HE|MIE PEEE 2t Ct
HE|OIE Q2 EE SchstL|ct 2= Amazon S3 REST API SXO 2 JHEIL|CE of| 1 glo] HAE
T USLICH
oE 22 2 E Amazon S3 RESTAPI S22 2 HEIL|CE of| 1 glo] HAE
A olAL|Ct
™ M- .
#HH Ze
¢ "k Hof"
* "MHE LSHE AFEELICH
CHS OHE H2C LHE
LIS T E =25 LHE &2 KA Cish 21 Z2l CHE IHE J=EEE LigetL|Ct

XEE 2F o7 M= thEa Z5LI0

* encoding-type

* key-marker

* max-uploads

* prefix

* upload-id-marker
* Host

* Date
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* Authorization

HH
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2|

HE|IE YREL Y2E AT, 2|AL Y2 NE Y2E, YRCE NE X2 U YRE URE 93t HEY
AUoZ PHELICE HA| TS THE Y2C HA0| $UE|= B2, 5 A7 BRI AF(GHLEE 22 HE
LIk

HE|DIE PZEE ARt

Ct=s OIE Y2 E A|ZH(CreateMultipartUpload) Zt2 7HA[0] CH3ll CHE TE P=2EE
AZHStn H2E DS ghatgtL|Ct,

£ Z=2IgLICt x-amz-storage-class QM o|E 7t X[ ELICE off CHol| MEE 2 LICH x-amz-storage-
class ILMEZ S3lf ZX&|= StorageGRID A|ARIN| XZE IHK|S| 7 SAHE 7t Ol % F0f| StorageGRIDO|
QEHNE H|0|HE Ezst= BHo| FgF2 ojELICt.

QIMIAE JHA|t LXISH= ILM 7#%l0] Ingest SZ0]| CHSH Strict M2 ALE6H= R, E HXSHAR x-amz-
storage-class HE[Z2 227t SI&LICL

=
>
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1
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rr
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rlo

CtS 20} Z&LICE x~amz-storage-class:

* STANDARD (7|232})

° *0[F 5 *: ILM &0 Ingest SZ0f Lli$t 0|F A SH S X[Fst= B2, A7t +HE= FA Y
INH|Sf & Hu| SAH20| HHE|0] CHE AER[X| LLE(0|F )0l BiEELICH ILMS Hote
StorageGRID<= O|2{gt £7| 7t SAH20| 72]9] x| X|HE SFt=XAl (IR E BEYLICE. 2K o™
M QEHE SAZS LHE 2IX[0f 2HS0{0F 511 7| S2F EARE S AMH[3H0F & &= ASLICH

o * A%+ |LM 70| #8 SME X|H8t1 StorageGRIDO| FA/0f| X|HEl DE 2EAHES SA| 0HE £ Ql=
4R StorageGRID2 CHE AEZ|X| 20| & 712| YA EAME S THSLICH

StorageGRIDO|A ILM F&|(S7| A HiX|)of| X|™HEl B E QEHNE SAIEE ZA| WS > JA=FR E
HZSIYAL x-amz-storage-class M2 2 2147} §ELICE

°* REDUCED REDUNDANCY

o *0|& 4l *: ILM 74!0] Ingest SZH0]| Ci$t 0| = {8l FM S K|
SEE (e Hol) B

0
el
rr

Z < StorageGRID= QEHET}

c | [=]
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GET /bucket?x-ntap-sg-consistency HTTP/1.1
Date: date

Authorization: authorization string

Host: host

oo
L

SE XMLO|AM <consistency> CHS gt & StLEE Bt=teiL|Ct,

i s (o] =l

nE DE LEJHHIOIHE SA| £=AMsHAHLE QFO0| MuigtLCt.

zet- 22H D= AMO|EOA 2= 22I0|HE QM| ol M7| = Q17| HEtMd S
HEetL|Ct,

ZEHBE AIO|E AIO|E LHo| B = Z2I0|HE Kof CHslf M7| = 917 L2tMH S BEBL|Ct

Q7|-Z-ME-MT| (71225 M ZiAlof cHet 87| = M| Mehd S EESID A A0 Eo
CHSH X5 LM S STt n7ted Y H0|H E3 B2 XS CHEE9
A0 ﬂ’éﬁll—lq.

AME Its M ZHA 5 7HA| FHIO|E 2 50f CHSE 2[5 L2H S MSEL|Ct S3 K3l
AL L3 A0 ALY AI(0]: HQ| YUX| = 27 0] ZEHE
H2lo| A = ZXHsHX| b= 719] ¢f|= £= GET 29| A2). S3
FabricPool HZl2 X| &£ X| et&L|C}.

SE o

HTTP/1.1 200 OK

Date: Fri, 18 Sep 2020 01:02:18 GMT
Connection: CLOSE

Server: StorageGRID/11.5.0
x—amz-request-id: 12345
Content-Length: 127

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?>

<Consistency xmlns="http://s3.storagegrid.com/doc/2015-02-01/">read-after-
new-write</Consistency>
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PUT HZl Feld B8 2FS AE5IH MM A E 2o MY Fetd &3 XIEE

72 Wl EH HEE2 MZ M Ao cio §471/47] Zgls BT AFEL L
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A2 7ts M 7HA| S 7HA| KCI|0|E 250 et 2|F L2t 3 S ELICH S3 H3lQ|
22 Qs A0 AESIAA (0 He| K| gt= 21 Zfo] IetE
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o B x UHINMO Z "M MT| 2 Mot HE N|O] 22 AH2dlOoF EfL|CH @FO0| SHIZA| XS oHX| Y= ER
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- o

PUT /bucket?x-ntap-sg-consistency=strong-global HTTP/1.1
Date: date

Authorization: authorization string
Host: host
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[HZ! £[Z ABM[A A|ZE T 27| (Get Bucket Last Access Time) 28 S AHEsHH 7HE H3lof
CHSH OFX|2h KA A[ZH FH[O|ET} 2ot 2| ALt HIZ-got=| A=K 2elE + ASLIT

2 o

GET /bucket?x-ntap-sg-lastaccesstime HTTP/1.1
Date: date

Authorization: authorization string

Host: host

SHE

Of oflofl M= EH 210 Tl OFX|2F HMA AjZH FH0|EZL 2-det|0] AZSS Hof FLIC.

HTTP/1.1 200 OK

Date: Sat, 29 Nov 2015 01:02:18 GMT
Connection: CLOSE

Server: StorageGRID/10.3.0
x—amz-request-id: 12345
Content-Length: 127

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"7?>
<LastAccessTime xmlns="http://s3.storagegrid.com/doc/2015-02-01/">enabled
</LastAccessTime>

-

H2! 51F M2 AR

Put Bucket Last Access Time 82 AtESHH 7HE H3I0| CHer OpX|2F HM|A A|ZE
HO[O|EE 2tM2stH L} H|2tdztel 4~ QUELICE OFX|2t HM|A A[ZE HO|0|EE H|gMsI6HH

MSO| SFAME| T HE 10.3.0 O|AfO 2 MMEl D= K19 7|2 MAO0| ElL|C}.
o] ZAS etz 6™ Ko CHt S3:PutBucketLastAccessTime H$H0| QALE AN R2EJ} ElL|CT.

StorageGRID H{H 10.35%E{= 2= M HZ10] Ciol OFX|2 AM|A AlZto CHEE |CI0[ETt 7| 2K o2
HIgtdstElL|Ct 0| 2| StorageGRIDE ArE%H0] BH= HZI0| QL1 A 7|2 SEHa LK|A|7[2H

@ O 2| 2t tZlof| CHaH OFX|2f HA|A AlZE RHIO|ES HAIX Q2 H|EMStsH{oF ghL|Ct HIHE
22|Xt2e| Put Bucket Last Access Time 28, * S3 * > * Bucket * > * Change Last Access Setting
¥ SOl IE= E|HE ZE[ APIE AFE5H0] OFX| 2 HA|A A|ZHo|| CHet YT|0|EE EH-d kst Lt
High-dstet & ASLIC
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EHZ101| CHaH OFX| 2 HM[A A2 HHO|ETt HIE-detEl 2 H2lo| 2ol ChZ 0| HEE UL

* M| 74271, HH ACL 7t 27|, A Ef 2 X|E 7t 27| Sl S = 2| 27F0] DFX|2h HMA AlZHS
YCIO|ESHR] S LI ILM(EE B F7| 2el) 7HE floh AH|7F ti7|B0f| =7t=|X] S LT}

* Put Object - HIEIH[O|E{ 2t YH[O| ESt= Z4K| EfO X|H RES SAFSHL HiX|SHH OFX|2f HM[A AZHE
YOO EELICE ILM BIHE flo LEHMET 7|20 =7HE LI

© 2 HZI0f CHal ObX|2h A AfZHoj it YCIO|ES MEE = Sl= B2 A EHI QES LA HZl9| OiX|2}
HMA AZHS HUCIO|ESHA| BiELICt SAHE K= 22 Mo tigt ILM % S flo CH7| 0l =7tE(X]
grgLICh J2L ol LR, JHH| SAF RF2 S OFX( AM|A AIZHS HEH[O|ERLICE. ILM B7HE /4l
WMo = At= 0l CH7|Bof| =7HE LICY.

2= OhE TE Y2 @3 OpX[af HAA AlZE HH0|E 2tz &l HA|7HILM HIHE fl8l Ch| 2ol =7HElL .

OlE RESIHAIL

Of oMol A= EHZIS| OFX|2F M| A AJZHS HF LT,

PUT /bucket?x-ntap-sg-lastaccesstime=enabled HTTP/1.1
Date: date

Authorization: authorization string

Host: host

Of of &0l M= EHZI2f OFX|2f MM A A|ZHS H| S otefL|Ct.

PUT /bucket?x-ntap-sg-lastaccesstime=disabled HTTP/1.1
Date: date

Authorization: authorization string

Host: host

o Y=

"HIHE AEE ASELIC

HZ! HEIH|O|E 2E S AF|EL C

Delete Bucket HIEFTIO|E] 22 T4 QS ALSSHH T4 XML ARISHOY JHi bi2L0] chet
HM ST MHIAS BZHsLE 4 ABLICH

0| Z¢d

mo

tZ2st2{™ H3l0i| CH$t S3:DeleteBucketMetadataNotification # st B =A™ £ E Asto| Q0{of ghL|C}.

2 o

Of ofi®Iofl M= 2ol Chgt HM S8t ME|AE HZ-delol= Y#E 2o FLIC.
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DELETE /testl?x-ntap-sg-metadata-notification HTTP/1.1
Date: date

Authorization: authorization string

Host: host

Bucket H|EIC[O|E] 23! 718 7t 27|

Get Bucket HIEtH|O|E| &2 719 RES AHE0HH 7HE Mo Ciet AM S&tS Fd5t=
MEE= 74 XMLE AMY £ ASLICL

0| Xt 2 2t=6t2{™H S3:GetBuckMetadataNotification H ¢t Ee= A/ R E H$t0| QU0o{of EhL|Ct.
23 o
0| 272 0|50 2! H{Zlo] CHot HIEIH|O|E] 23 F82 AMBILIC bucket.

GET /bucket?x-ntap-sg-metadata-notification HTTP/1.1

Date: date

Authorization: authorization string
Host: host

orct
od

SE 2=20= 2o cHet HEIH[O[E 2] 74do] ZeHEILICE HEIH|O|E AT S AHEsHH HIl0| M S& S
Qo A== LAS BEY £ JASLICL F, AH L E K|t oS | HIEHH|O|E{7t TSR = E2FE =g =
olAL|C}

M-

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>
<Destination>
<Urn>arn:aws:es: region:account-
ID :domain/ mydomain/myindex/mytype </Urn>
</Destination>
</Rule>
<Rule>
<ID>Rule-2</ID>

</Rule>

</MetadataNotificationConfiguration>
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MetadataNotificationConfi H|E}C|O|E 22Io] JHA| &l CHANS X|&SH= O] AFRE= 0o
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& HIEtCIOIH E XIFEl A= A0 =71 0F Sh= WM E o
AESH= #A]9f ZH|0|L Ef LY.

HEAZL EXl= A2 AR ELH.

MetadataNotificationConfiguration 220 Z&HE|0]
AELICE

IDYLICE Aol IR AEXLIC. oL

A O
T AN .
o ASHE|X|
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o

Rule 22401 ZoE[0 AELICE

SRRy "*EA}Q} OIjtl = 7HI1I'— ’H‘-’—I Fs U oY of

o
1A
A
=
ks
10
=
0%

off CHet ZE|0l Ef 2L T o

Rule 220 Z3t|0f Q&LICE.
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urn ZHH| HIEHH|O|E{ 7t MAE|= CtHAre| urn@lL|Ct CHS o
£M48 71%l StorageGRID & 2] URNO|0{OF BHL|C}.

* es M| T 240{0F BfL|CH,

* URNZ2 HEIH[O[E{7t MEE A L HMO=
A10] ELIOF ZLICt domain-
name/myindex/mytype.

ASZOIEL B 1E PR|X} EE HHE 2| APIS
AgBto] RHELICE Cha Tt 22 HAIS FBtLC

* arn:aws:es: region:account-
ID :domain/mydomain/myindex/mytype
*urn:mysite:es:::mydomain/myindex/myty
pe

T4 XMLE H&3t7| Hojl 2 A0} EhLict,
JK| QOB 404 QER 18] TA0| AjgLIC

LS — L=

urn Destination 220 ZeHEIL|CE

SE

Atofofl &=l XML
<MetadataNotificationConfiguration></MetadataNotificationConfiguration> Ef= HZI0|
CHoll A Se 28 ate| S0l o e A FL =0 A=K 2 FL|Ct. O] of|H|0l| M= HA| HEIH|O|E{7t 2H=
Elasticsearch QIEIAO| MEE|D JELICH current 0|52 Y LICE 2017 2H= AWS EH[QI0M S AEIELICE
records.
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HTTP/1.1 200 OK

Date: Thu, 20 Jul 2017 18:24:05 GMT
Connection: KEEP-ALIVE

Server: StorageGRID/11.0.0
x—amz-request-id: 3832973499
Content-Length: 264

Content-Type: application/xml

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix>2017</Prefix>
<Destination>
<Urn>arn:aws:es:us—-east-
1:3333333:domain/records/current/2017</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

Put Bucket H|EIC||[O[|H 2l 1M

Put Bucket HIEICIO|E] 22 741 E2 AHSSHE JHE 0| Ch2t 24 S5t Hu|AS
ghyster & QALICH 98 220 MBots HEK0|E 22 T4 XML ThA A4 ol
lEHGIO| {7 Rl = JHHIS XIFBHLICE,

Hed

2
il
mjo

b2t ™ H310]| CH$t PutBucketMetadataNotification # et EE= A|™ 2 E #3t0| Ql0{0F ShL|C}.

QEGIMAL

0

24 2=0l= HEIEHO0IE ZE 40| Zet|0{oF gL|Ch 2 HIEIH|O|E &E F-d0il= Stit 0| 42| #%|0]
SrElLCH 2 A2 HEE I._ QEHEQ} StorageGRID7} LEH E H|EIH|O|E{§ ELHOf = CHAFS X

I.

Hefct.

WK O|EQ| MFOUE 7|ZECZ ME LEEY & JUSLICE o[E SO, BEAZ U= 7HM[of CHSH HELH|O|HE E'H
2 UELICE /images SHX| SHLIQE HFAE )Jle QEHNME /videos CHE AFRO|A.
SEE= MEAPL s 742 FR6HK] %o MEE W HRELICH oE S0, ™FAE U= 7HA[0f| CHal SHLte

A0 ZetE AYYULILt test ’é.* FAE QA= FHA|of cHet & ) A EJLIC test2 S1EE| K| ELICE

a2 StorageGRlD 279 URNS A85Ho] X|Zsof 2FL|CE MEIH|O|E] 22 70| MEE|AL 2F0| 2
AIiSt= AR AEXRIETL JQO{OF ELICH 400 Bad Request. 2F MA|X|= LSt Z&LICH Unable to
save the metadata notification (search) policy. The specified endpoint URN does
not exist: URN.
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<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>
<Destination>
<Urn>arn:aws:es:region:account-
ID:domain/mydomain/myindex/mytype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Rule-2</ID>

</Rule>
</MetadataNotificationConfiguration>

O HO|M= HIEtCO|E 23! 74 XML2| 240 CHa AEHELIC}

o|& 243
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Es HEFOIE}S XIHEl Q120 7ksHof st KIS
Alistis 40| ZAeo]i ejIRlLich

MEAHAA S FAS AR EL

MetadataNotificationConfiguration 2240 L=

ALt

IDYLICE Ao IR AEXALIC.

HEl HEi= gl E= H|gdsh Tt & 5 ASLIC
H| 2 g stEl 72101 CHall oot AP e A= K|
graLct.

Rule 240 Z&E|0] JAELICE

o

OofL| R

o
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£ME 7%l StorageGRID £X 2| URNO|0{0f BfL|C}.

* es M| HI| A0{OfF BtL|Ct,
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AH8Sto LG ELICt Ch2a 22 EAS FFLIC
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* arn:aws:es:region:account-
ID:domain/mydomain/myindex/mytype

*urn:mysite:es:::mydomain/myindex/myty
pe

T XML XMEStH7| Jof| -2 FLA6H0F gfL|Ct.
JEX| oM 404 QERZ QI8 A 0| MmfghL|Ct.

urn2 Destination 220 ZoHEIL|CE

Of ofEIofl M= 2o Tt HM Sehs gdeldtl=s WS 20
HEIHO|E = St i 22 HSELICE

A

98

LIC}. o] Mol 2= QEFES| QHME



PUT /testl?x-ntap-sg-metadata-notification HTTP/1.1
Date: date

Authorization: authorization string

Host: host

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn>urn:sgws:es:::sgws-notifications/testl/all</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

Of ofiFIof| M= HEALRE LX[SH= ZHAM|S| ZHA| HEIHOIHE 20 FLICH /images 2(£) & HE 22 HESE |

HEALE LX[ohs REMES QHHME HEIHO|E{= HEELICE /videos & HM M= MEEL

PUT /graphics?x-ntap-sg-metadata-notification HTTP/1.1
Date: date

Authorization: authorization string

Host: host

<MetadataNotificationConfiguration>
<Rule>
<ID>Images-rule</ID>
<Status>Enabled</Status>
<Prefix>/images</Prefix>
<Destination>
<Urn>arn:aws:es:us-east-1:3333333:domain/es-
domain/graphics/imagetype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Videos-rule</ID>
<Status>Enabled</Status>
<Prefix>/videos</Prefix>
<Destination>
<Urn>arn:aws:es:us-west-1:22222222:domain/es-
domain/graphics/videotype</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>



JSONO| M =

HZ10] chet

St HA
2fa=
E'k|7|' o)é

I01

Of ofFIof M= 717t A= ZHH|7H g =
YHELICt test.

SEALY

2 MH[201 23l Hd = ASLIC

H WA HELCOE] E= EfOE 371, YTIO|E = AN[E

& A= JSONQ| HE B ELICH sGws/Tagging. txt O|(7}) =
E 2L} test A HHO| X|™E[X| 222 0[(7}) 0f(7h) ERELICt

LS ——

versionId Ef7} H|O| Q&ELICE

"bucket": "test",

"key": "SGWS/Tagging.txt",

"versionId": ""

"accountId": "86928401983529626822",

"size": 38,

"md5": "3d6c7634a85436eee06d43415012855",

"region":"us-east-1"

"metadata": {

"age": "25"
b
"tags": {
"color": "yellow"
}
}
HIEIH|O|E 22lof ZetEl JHA| TEHH| OB LTt
o Holl= 24 £310| HABHE FL T4 BHOR MAE|E JSON EA0| Z3El RE W LEL
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Hal A QEHNE M- NP H3! SH (0| us-east-1
A| AR O EFH|O[E 37| HTTP SZI0|AE0| EAI=|= 7HA|
37|(HIO|E)L|C}

A| AR O|EFH| O] E MD5 ZHA| SHA|
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o
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Get Storage Usage 2™ 2 AHH0| AtEot= £ AER|X| Lt Aot AZE 2 HZI0f| CHal
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GET /?x-ntap-sg-usage HTTP/1.1
Date: date

Authorization: authorization string
Host: host
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HTTP/1.1 200 OK

Date: Sat, 29 Nov 2015 00:49:05 GMT
Connection: KEEP-ALIVE

Server: StorageGRID/10.2.0
x—amz-request-id: 727237123
Content-Length: 427

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?>

<UsageResult xmlns="http://s3.storagegrid.com/doc/2015-02-01">
<CalculationTime>2014-11-19T05:30:11.000000Z</CalculationTime>
<ObjectCount>4</0ObjectCount>

<DataBytes>12</DataBytes>

<Buckets>

<Bucket>

<Name>bucketl</Name>

<ObjectCount>2</ObjectCount>

<DataBytes>6</DataBytes>

</Bucket>

<Bucket>

<Name>bucket2</Name>

<ObjectCount>2</ObjectCount>

<DataBytes>6</DataBytes>

</Bucket>

</Buckets>

</UsageResult>
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The Compliance feature is deprecated.
Contact your StorageGRID administrator if you need to create new Compliant
buckets.
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GET /mybucket/?x-ntap-sg-compliance HTTP/1.1
Date: date

Authorization: authorization string
Host: host
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HTTP/1.1 200 OK

Date: date

Connection: connection
Server: StorageGRID/11.1.0
x—amz-request-id: request ID
Content-Length: Iength
Content-Type: application/xml

<SGCompliance>
<RetentionPeriodMinutes>525600</RetentionPeriodMinutes>
<LegalHold>false</LegalHold>
<AutoDelete>true</AutoDelete>

</SGCompliance>
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PUT /mybucket/?x-ntap-sg-compliance HTTP/1.1
Date: date

Authorization: authorization name

Host: host

Content-Length: 152

<SGCompliance>

<RetentionPeriodMinutes>1051200</RetentionPeriodMinutes>

<LegalHold>false</LegalHold>
<AutoDelete>true</AutoDelete>
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mybucket ™ Z£X| s3:GetObject HAN A=

"Statement": |
{
"Effect": "Allow",
"Principal": {
"AWS": [

"arn:aws:liam:

"arn:aws:iam: :

]
by

"Action": [

"s3:ListBucket",

"s3:GetObject"
1,

3! Resource 24

] ¥ Aot s3:ListBucket S(E) HA0| EAIRLICH

I:I:I

= =A

:27233906934684427525: federated-group/admin",

27233906934684427525: federated-group/finance"

"Resource": |
"arn:aws:iam:s3:: :mybucket",
"arn:aws:iam:s3:::mybucket/*"

]

}
]
}
M2l F™M2 37| KM[eto] 20,480HI0|E0| 1 T1F HM2 37| H|$H0| 5,120H0| EQJL|CH

=] |. = =
B2l ZHoj| chist 2= YHI0|ER 2|TXHo=
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0f UAELICt consistency-Control PUT H{Z! EM @FO| |C{Lt PUT 2! Fetd 2&
RES MY & ASLICE 0] 2| cet Fehd HMojE HEAY mi= 17| £ 47| HYHS Bot= *All* S
AHE3HOF LICt. Put Bucket @etd & ¥l sl|r{ofl CHE Yehd 22 Mo 22 XA %0 AR ELIC Put
Bucket X 70| ol LHE ZtS XIYSIH 2to| FAIELICEH B2l YHMO| Lte|H Y IHHOZ 2Idh tHE AEHO]
HEE&[= ol 8£7t 4 23 5 ASLICH
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Mo £ES * All* 2 So101 A 2 FA0| Of Wa| AR T2 of2{H H0| ADED B 27
() Aol 2zl gto= cial mefor gLICH J3X| SO ol BE B3l Q¥ *Al* HEE
AbgBtLct.
A 0| ARNS AFBEILICH
MA 20| M ARN2 Principal 2 Resource 40| A AFZEIL|CH.

« 0| 122 AE5L0] S3 2|AA ARNS X|™EL|CE

arn:aws:s3:::bucket-name
arn:aws:s3:::bucket-name/object key

* O] FES AE3H0 ID 2|22 ARN(AERL & O F)S RIEE LI

arn:aws:iam::account id:root

arn:aws:iam::account id:user/user name
arn:aws:iam::account id:group/group name
arn:aws:iam::account id:federated-user/user name
arn:aws:iam::account id:federated-group/group name

7|Et 112 Abet:

* BH(Y)E ALEIER MBSO A 7] kol 071 Ol &2 EXtE LKXIAE = USLICE

£ U 2H EXH= JSON UTF-8 L= JSONW O|AH|O| T A|RAE AtE3SH0] Q1T H Gl of
IY2 X Y=X| gb&LICt.

* JHA 710 XI-E
Lot HHE 2l

"RFC 2141 URN £ &"

Put Bucket M* XS] HTTP Q@8 E&2 charset=UTF-8Z 2l Z T &|0{Of TIL|C}.

oM 2| 2AE X[FRLIC

i

g = ASLIT.

M Z0|lM Resource RA4F AHE5H0] AHE 2 TH0| SHEE|HLE HRE[E= 2l = THA|

* 2} H# 20| = Resource 247 LRBILICH MM 2|AAS QAR HA|EL|C} Resource  EE
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"NotResource H2|.

* 83 2|24 ARNS ALE5H0 2|AAE X[FRLIC oS S LSt Z&L T

"Resource": "arn:aws:s3:::mybucket/*"

* JHM| 7] LHOll A A HAE ALY £ JUELICH Ol E W TS 25U C

"Resource": "arn:aws:s3:::mybucket/home/${aws:username}/*"

- 2lan gt

ro

OF HMo| MY g o orx] EXSHA| gb= HE K- 5= ASFLICH
Mol 2ot FHIE X[FLint

Principal 245 AFE3H0] policy =01l 23l 2[A A0 Ciot BMATE SHE/HEE ALK I8 E= HUE A™E
Al |}
1T =2d -

* B3] MMO| 2k M MAA0|= Principal R47F TEE|0{0f TLICH 18 MMo| MM MHS 120| Hot TH|2
QIAE|7| i 20]| Principal 247t L RSIX| QE&LICE

* Ao wE2 H2lof CHsH "Principal” &= "NotPrincipal" @42 HEA|EL|C

* 1™ 7|8t ID= ID EE= ARNS AFE3t0] X| & sljoF fL|Ct,

"Principal”: { "AWS": "account id"}
"Principal": { "AWS": "identity arn" }

Ol ool M= AE FE A A 2= ABXIE Eesh= HIUE A ID 272339069346844275255 A& &LICt.

"Principal": { "AWS": "27233906934684427525" }
* Y RERXIF S YLIC
"Principal": { "AWS": "arn:aws:iam::27233906934684427525:root" }

* £ H|E0] 4 AFZ2XH("Alex")E X|1FE = ASLICL

"Principal": { "AWS": "arn:aws:iam::27233906934684427525:federated-
user/Alex" }
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"Principal": { "AWS": "arn:aws:iam::27233906934684427525:federated-

group/Managers" }
* o HOot FH|IE X - = ASLICL
"Principal": "*"
* Dophs YWX[SHHH AHZXL 0| F CHAl AFEX} UUIDE AHEe &= AELICH

arn:aws:iam::27233906934684427525:user-uuid/de305d54-75b4-431b-adb2-
eb6b9%9e546013

O£ S0{ Alex7t ZE|3t A O|§S A2 &£ ULt JHEsH ERSLICH Alex O|(ZH A ELICH MZ22
Alex7} ZZl0f| gtF5I0| St #oto] 2 El %;' lex AFEX} O|E, M AFEXI= 251X o4A| #l2H
fﬂxfoilﬂl FoiE 22 oS &5 = AL
* Principal 2t2 HZ! F&o| W4 E ff OF%] ZEXHSIX| o= 2 E/AEXt 01ES XIHE & ASLICH

Ao ALE HetS RIFELIC
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n Q4= 2|AA0 Cist M2 518/ E = O AFSELICH MM X HE £ %'E A2 A3 2B
QlOM, 0|24t M2 "Rt L= "NotAction" RAE EA|EIL|CH 2t 4= EXN S3 REST API 210f| Ofzl ElL|C,

O] Hofl= HZlof| MEE|= AL Hotat A0 HE &= AE 20| LIZ L0 ASLICE.

Amazon S3= O[H| PUT 2 DELETE Bucket S| £ & 50i| S3:PutReplicationConfiguration
(i) @32 AI83MITt StorageGRIDE 22 Amazon S3 A2 Uxlete 2t Kreiof el Hzol #3te
AHEgL|Ct.

() 71= gte goins ol PUTE ABE o AHIZH SELICH

Aot S3 REST API Z¢d StorageGRID A X}
NES)

S3dd H3l Hal & &Lt

S3:AMH| HZ H 2 AFH|

S3:DeleteBucketMetadataNotification HZ HEIH| 0| &2l 1M S ArF|EHL|Ct o

S3:4HK| BucketPolicy HZ EMS AL CH
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S3:DeleteReplicationConfiguration
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S3:GetBucketCompliance

S3:GetBuckketConsistency
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S3:GetBucketLocation
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S3:GetBucketVersioning
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S3 REST API %Y StorageGRID AtEXt
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S3:=2E HZ * HA ZEH 7| (A LHE)

* of|l= B3

- AFE K| 2
S3:ListBuckketMultipartUploads s CIZ OE U2 LI

- AFE JHH| 2l
S3:= 2 BuckketVersions HZ HE 714 27|
S3: PutBucketCompliance H3l ™ =47 E) o
S3: PutBucketConsistency K7l L8 s SKX[eL|CH o
S3: PutBucketCORS * K7l CORST AHA|

* 3l CORSE E&LICt
S3:PutEncryptionConfiguration * Bucket 2= 2lE AfH[gfL|Ct

* Bucket 2225 MEgL|Ct
S3:PutBucketLastAccessTime HIl X E A2 A|IZE off
S3:PutBucketMetadataNotification Put Bucket H|E}CE|O|Ef &2l 1AM off

S3: PutBucketNotification

S3:PutBucketObjectLockConfiguration

S3: PutBucketPolicy

S3: PutBucketTagging

S3: PutBucketVersioning
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S3: PutLifecycleConfiguration

S3:PutReplicationConfiguration
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S3:BypassGovernanceRetention

S3:DeleteObject S MEHTIL|C}

S3:41A| ObjectTagging
S3:DeleteObjectVersionTagging
S3:DeleteObjectVersion

S3:GetObject

S3:GetObjectAcl
S3:GetObjectLegalHold

S3:GetObjectRetention

S3 REST API =] StorageGRID A2 Xt
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* HIl £ F7|E s5LICH
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S3:GetObjectTagging
S3:GetObjectVersionTagging

S3:GetObjectVersion

S3:ListMultipartUploadParts(S3:ListMultim
partUploadParts) &

S3:PutObject

S3:PutObjectLegalHold

S3:PutObjectRetention

S3:PutObjectTagging

S3:PutObjectVersionTagging

S3:PutOverwriteObject

S3:RestoreObject

PutOverwriteObject H$t2 AtSSLICt

S3 REST API %Y StorageGRID AtEXt

kS
WAl e XIS 7H S LTt
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WA 7EM71(PhAI2] £ HH)
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U2 HIMol 7| gt Y3 AFERLICE =AU R40= of2] 20| ZeHE 4+ JAoH 2t 0= o] 7| gt ¥o| ZetE
= AFLILE =H S22 LS A4S AFERLCH

Condition: {
condition type: {

condition key: condition values

Ct2 oMol A IPAddress =712 SOURCEIP = 7|E Ar2gtL|C}.

"Condition": ({
"IpAddress": {
"aws:SourceIp": "54.240.143.0/24"

by
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StringEquals

StringNotEquals

StringEqualsignoreCase &
EZSHIAIR

StringNotEqualslgnoreCase £

EEXSHNAIL

StringLike £ ME{gtL|C}

StringNotLike & EZXSHMAIR

NumericEquals
NumericNotEquals
NumericGreaterThan
NumericGreaterThanEquals
NumericLessThan
NumericLessThanEquals

=YLt

NotlpAddress £ &ZSHMAIL

nullL|Ct
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S3:ListBucket &

S3: ListBuckketVersions
ot

S3:ListBucket 3!

S3: ListBuckketVersions
st

S3:ListBucket %

S3: ListBuckketVersions
ot

S3:PutObject

S3:PutObjectRetention
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AWS: SOURCEIP

AWS: AEXL 0|5
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{
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golzts MERSiL|Ct.
* ChS 74 3l S3 MMg MLt
° 83 M*M0j| PutOverwriteObject 75 X4 Z=JtgHL|C}
° DeleteObject HF XS S3 HAo|| F=7tefL|CE.
° S3 HHof| QEHE {8 (Put Object Allow) XS 2=7tgtL|Ct,

@ 3 Z™M0j| M DeleteObject £ deny 2 AF T ™30 = 071 A1t Z2 &0
7HX|E ARG WS KFEHSHA| gb& LTt

@ Ol=fet #Alnt HMO| B MEE|L2t: SA| M| AX|6HX| RSLCHEE ATE). =
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/mybucket/important.doc
PUT#1 ---> OK
PUT#2 —-—-—————- > OK

/mybucket/important.doc
PUT#1 —-—————- > PUT#2 ---X (denied)
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> aws s3api put-bucket-policy --bucket examplebucket --policy
file://policy.json

Of: 2E AFSXL7H 20| 247| HE HMAES 5{8BILICH

0] AFIOATS anonymous £ BIE e RE ARl B{Z0] 2= QEHIES Ligstn Bi2lo] 9ls DE QuHEo] i)
QEHE JIMQ7| HUS +HY = JSL|CH CHE 2E ZY2 HRELICE o] B2 A FE 20= H3lo| £
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{
"Statement": |
{
"Sid": "AllowEveryoneReadOnlyAccess",
"Effect": "Allow",
"Principal": "*",
"Action": [ "s3:GetObject", "s3:ListBucket" ],
"Resource":
["arn:aws:s3:::examplebucket", "arn:aws:s3:::examplebucket/*"]
}
]
}
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"Sta
{

tement": [

"Effect": "Allow",

"Principal": {

"AWS": "95390887230002558202"
by

"Action": "s3:*",

"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

]

"Effect": "Allow",

"Principal": {

"AWS": "31181711887329436680"
by

"Action": "s3:GetObject",

"Resource": "arn:aws:s3:::examplebucket/shared/*"

"Effect": "Allow",

"Principal": {

"AWS": "31181711887329436680"
by

"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::examplebucket",
"Condition": {

"StringLike": {
"s3:prefix": "shared/*"
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"Statement": [

{

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202:federated-
group/Marketing"
by
"Action": "s3:*",
"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"
]
by
{
"Effect": "Allow",
"Principal": "*",
"Action": ["s3:ListBucket","s3:GetObject"],
"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"
]
}
]
}
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"Statement": |
{
"Sid": "AllowEveryoneReadWriteAccessIfInSourcelIpRange",
"Effect": "Allow",
"Principal": "*",
"Action": [ "s3:*Object", "s3:ListBucket" ],
"Resource":
["arn:aws:s3:::examplebucket","arn:aws:s3:::examplebucket/*"],
"Condition": {
"IpAddress": {"aws:SourcelIp": "54.240.143.0/24"},
"NotIpAddress": {"aws:Sourcelp": "54.240.143.188"}
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"Statement": |

{

"Effect": "Allow",

"Principal": {
"AWS": "arn:aws:iam::95390887230002558202:federated-user/Alex"

by

"Action": [
"s3:x"

I

"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

]

by
{

"Effect": "Deny",

"NotPrincipal": {
"AWS": "arn:aws:iam::95390887230002558202:federated-user/Alex"

by

"Action": [
"s3:x"

1,

"Resource": [
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

0ll: PutOverwriteObject # 3t
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"Statement": |

{

"Effect": "Deny",
"Principal": "*",
"Action": [

"s3:PutOverwriteObject",
"s3:DeleteObject",
"s3:DeleteObjectVersion"

1,

"Resource": "arn:aws:s3:::wormbucket/*"
b
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202: federated-
group/SomeGroup"
b
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::wormbucket"
b
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202: federated-
group/SomeGroup"
b
"Action": "s3:*",
"Resource": "arn:aws:s3:::wormbucket/*"

—
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"Statement": |
{
"Action": "s3:*",
"Effect": "Allow",
"Resource": "arn:aws:s3:::*"
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"Statement": |

{

"Sid": "AllowGroupReadOnlyAccess",
"Effect": "Allow",
"Action": [

"s3:ListAl1MyBuckets",
"s3:ListBucket",
"s3:ListBucketVersions",
"s3:GetObject",
"s3:GetObjectTagging",
"s3:GetObjectVersion",
"s3:GetObjectVersionTagging"
1,

"Resource": "arn:aws:s3:::*"
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"Statement": [

{

"Sid": "AllowListBucketOfASpecificUserPrefix",
"Effect": "Allow",
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::department-bucket",
"Condition": {
"StringLike": {
"s3:prefix": "S${aws:username}/*"
}
}
by
{
"Sid": "AllowUserSpecificActionsOnlyInTheSpecificUserPrefix",
"Effect": "Allow",
"Action": "s3:*Object",
"Resource": "arn:aws:s3:::department-bucket/S${aws:username}/*"
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