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Arge &= JASLILCE.
£ Z&/8LIC}t storagegrid-ssoauth.py StorageGRID & X| It C|2E 2|0 Y= Python AT ZE

(./rpms Red Hat Enterprise Linux 2= CentOS2| Z<% . /debs Ubuntu &= Debian, & 2| 22
. /vsphere VMware2| Z2).

s curl @M fIZEZ o

ZE HF S| ot 2 &Y AlZHo] 2uHE + JUSLICH Ot 22 2RI BEAIE 5= UASLICH A

valid SubjectConfirmation was not found on this Response.

() oFlcun 9aZ2E 012 A8 IS 2 4 9T BstK gL,

URL Q12Y EX7t /= R L2 277t BEAIE & JELICE Unsupported SAML version.

° B MEELICt storagegrid-ssoauth.py Python AJZE. 2HHA| 2 0|SEL|C.

° curl REES AEYLICE 3THAHIZ O|SELICE
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° SSO AHEXt O| S LICE
° StorageGRIDZt M X|El =H[QIL|C}
° StorageGRID2| FAIL|Ct

° HIHE 22| APIO]| M| A5tE = B2 HIHE AIE IDYLIC

python3 storagegrid-ssoauth.py
sso_method: adfs

saml_user: my-sso-username
saml_domain: my-domain

sg_address: storagegrid.example.com
tenant_account_id: 12345

Enter the user's SAML password:
T e L

T T T e P S E LS
StorageGRID Auth Token: 56eb87bf-21f6-48b7-afob-5c6cacfb25e7

StorageGRID 915 £22 £2{0| HZELICH O[F| SSO7H AFBEIX| S FL APIS AFSSHE WHITH QASH
Ci2 230 E32 A8 4

=
3. curl REE AB3IE{H L3 BAIE MEYA L.

a. 2a0l0f st HxS MARLIC

export SAMLUSER='my-sso-username'

export SAMLPASSWORD='my-password'

export SAMLDOMAIN='my-domain'

export TENANTACCOUNTID='12345"

export STORAGEGRID ADDRESS='storagegrid.example.com'
export AD FS ADDRESS='adfs.example.com'

@ Grid Management API0]| HM[ASHH™ 0 AsE AFEL|CH TENANTACCOUNTID.

b. MEEl Q1= URLE 2to{H of POST 2K S LlisIMA|L “/apilv3/authorize-saml & S0l A 27}
JSON ?IZY &2 HAgfL|Ct,

0| o= of st MHE Q1= URLO CH3t POST @2 20| EL|CI TENANTACCOUNTID. A3}t 2
MYELIC python -m json.tool JSON QZE S X|HEL|CE,

curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \
-H "accept: application/json™ -H "Content-Type: application/json"

--data "{\"accountId\": \"STENANTACCOUNTID\"}" | python -m

Jjson.tool

Of of|d|el SE0l= URLZ QIR E MEE URLO| Zete[of AX|ZE =7 JSON QIEE AE2 Zete K|
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"apiVersion": "3.0",

"data":
"https://adfs.example.com/adfs/1ls/?SAMLRequest=fZHLbsIWEEVS2FJTuv7. ..
sS1%2BfQ33cviwA%3D&RelayState=12345",

"responseTime": "2018-11-06T16:30:23.3552",

"status": "success"

—

. B MEELICt saMLRequest 24 HH| AFRE SHO| i}t

export SAMLREQUEST='fZHLbsIWEEV%2FJTuv7/...sS1%2BfQ33cviwAS3D"

. AD FSOiM 22I0|HE X ID7t ZgtE MK URLE 7HMSLICE

o 7Hx
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O] Sl URLE ArE3t0] 2101 AAS e¥EsH=s ALIC

curl "https://$AD FS ADDRESS/adfs/ls/?SAMLRequest=
SSAMLREQUEST&RelayState=$TENANTACCOUNTID" | grep 'form method="post"
id="loginForm"'

SE

Z210|MHE Q@ ID:

rr

<form method="post" id="loginForm" autocomplete="off"
novalidate="novalidate" onKeyPress="if (event && event.keyCode == 13)
Login.submitLoginRequest () ;" action="/adfs/1ls/?
SAMLRequest=fZHRToMwFIZfhb...UJikvo77sXPw%3D%3D&RelayState=12345&clie
nt-request-id=00000000-0000-0000-ee02-0080000000de" >

. SEO|A 22t0|HE X IDE MEEL|CE

export SAMLREQUESTID='00000000-0000-0000-ee02-0080000000de"

-

ol SEOlM 24l elo® X2 ZHS Ryt



curl -X POST "https://$AD FS ADDRESS
/adfs/1s/?SAMLRequest=$SAMLREQUEST&RelayState=STENANTACCOUNTID&client
-request-1d=$SAMLREQUESTID" \

--data "UserName=$SAMLUSERW@SSAMLDOMAIN&Password=
SSAMLPASSWORD&AuthMethod=FormsAuthentication" --include

AD FS< siCfofl =7t &It etEl 302 2[C|2lM S Hheteti|ct,

@ SSO AlAE0]| CHol MFA(CES R4 215)7t &dstel 22 SA AMS0ll= & HM 2= £=
CHE XtH S8 ZefE LI

HTTP/1.1 302 Found

Content-Length: 0

Content-Type: text/html; charset=utf-8

Location:
https://adfs.example.com/adfs/1ls/?SAMLRequest=fZHRToMwFIZfhb...UJikvo
77sXPw%3D%3D&RelayState=12345&client-request-1d=00000000-0000-0000-
ee02-0080000000de

Set-Cookie: MSISAuth=AAEAADAVSHpXk6ApV...pmPO0aEiNtJvWY=; path=/adfs;
HttpOnly; Secure

Date: Tue, 06 Nov 2018 16:55:05 GMT

- B MEELICt MsTsauth SEO|A B2 27| L|Ct
export MSISAuth='AAEAADAVsHpXk6ApV...pmPOaEiNtJvWY="
. Q15 POSTOIM F7|E A8 X|HEl 9|X|2 GET 2 s =HHL|CtL

curl "https://$AD FS ADDRESS/adfs/ls/?SAMLRequest=
SSAMLREQUEST&RelayState=STENANTACCOUNTID&client—-request—
1d=$SAMLREQUESTID" \

--cookie "MSISAuth=S$MSISAuth" --include

SE oEol= LIS 2302 AFE2 2ITHAD FS MM MEJH Zotk|H S 220 sAHT &4 2o
SALMLResponseZt EZE&HEILICE,



HTTP/1.1 200 OK

Cache-Control: no-cache,no-store

Pragma: no-cache

Content-Length: 5665

Content-Type: text/html; charset=utf-8

Expires: -1

Server: Microsoft-HTTPAPI/2.0

P3P: ADFS doesn't have P3P policy, please contact your site's admin
for more details

Set-Cookie:
SamlSession=a3dpbnRlcnMtUHIpbWFyeS1BZGlpbi0xNzgmRmFsc2Umcng4NnJDZmEKV
XFxVIWx3bk1l1IMnFuUSUzZ2CUZzZCYmJ1YmXzE3M]AyZTASLThmMDgtNDRkZC04Yzg5LTQ3ND
UxYzA3ZjkzYw==; path=/adfs; HttpOnly; Secure

Set-Cookie: MSISAuthenticated=MTEvNy8yMDE4IDQ6MzI6NTkgUEO=;
path=/adfs; HttpOnly; Secure

Set-Cookie: MSISLoopDetectionCookie=MjAxOCOxMSOwNzoxNjozMjolOVpcMO==;
path=/adfs; HttpOnly; Secure

Date: Wed, 07 Nov 2018 16:32:59 GMT

<form method="POST" name="hiddenform"
action="https://storagegrid.example.com:443/api/saml-response">

<input type="hidden" name="SAMLResponse"
value="PHNhbWxwO1lJ1c3BvbnN. ..1lscDpSZXNwb25zZT4=" /><input
type="hidden" name="RelayState" value="12345" />

i. 2 MZELICt sSAMLResponse SAHZ 0| A:

export SAMLResponse='PHNhbWxwO1lJ1lc3BvbnN. ..lscDpSZXNwb25z72T4="

MEE 2 A2TLICH saMLResponse, StorageGRIDE PHELICtH/ api/saml-response StorageGRID
B EZ ML @A

& Relaystate, HI'AE AF IDE AHE5H7LE 22| = 22| APIO| 201512 H 05 AFERLICE

curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \
-H "accept: application/json" \
--data-urlencode "SAMLResponse=S$SAMLResponse" \
--data-urlencode "RelayState=$TENANTACCOUNTID" \
| python -m json.tool

SEl= 215 E20| ZeEL(M.



"apiVersion": "3.0",

"data": "56eb07bf-21f6-40b7-af0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",
"status": "success"

a. SH 213 EZS CHE 0|52 E XNEELICE MYTOKEN.
export MYTOKEN="56eb07bf-21f6-40b7-af0b-5c6cacfb25e7"

O|H| & AEY & UAELICH MYTOKEN CHE RH0|M = SSO7t AL E|X| @f= B2 APIE AIE5t= EiEat
FAFRLICH
T = -
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MMSH{H ENSIM AL cookie "sso=true" SLO APIZ

curl -k -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json"™ \

-H "Authorization: Bearer SMYTOKEN" \

--cookie "sso=true" \

| python -m json.tool

2702 URLO| ghetElL|CH

"apiVersion": "3.0",

"data":
"https://adfs.example.com/adfs/1ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%$3D%3
D",

"responseTime": "2018-11-20T22:20:30.8392",

"status": "success"



2. 270} URLE MERLICE

export LOGOUT REQUEST
='https://adfs.example.com/adfs/ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%
3D'

3. 230} URLO| 28 E EU SLOE E2|7{3t11 StorageGRIDZ CHA| 2|C&MBtL|CE.
curl --include "SLOGOUT REQUEST"
302 SEO| gtetElL|Ct 2[C|HM 2X|= APl M & 210120= MEE|X| &LICt.

HTTP/1.1 302 Found

Location: https://$STORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwWV0o7ss%...%23rsa-sha256

Set-Cookie: MSISSignoutProtocol=U2FtbA==; expires=Tue, 20 Nov 2018
22:35:03 GMT; path=/adfs; HttpOnly; Secure

4. StorageGRID bearer tokens A& ST}

ESLICh 1f(3

StorageGRID H|0{2] EE2 AH|SH= 242 SSOE AHESHX| b= Zat ST Ao
o torageGRIDONH

cookie "sso=true" 0|(7f) M ZE|X| Qo™ AL XTI SSO AEHO
20t ELCE

I-JHU
cn

fjo
M
b

curl -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize™ \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--include

A204 No Content SE - AF2XI7t 20I2E|UASS LIEFHL|CE.

HTTP/1.1 204 No Content

SSO(Single Sign-On)7| 243tE < APl AHZ(Azure)

2 "SSO(Single Sign-On) 74 5l 245" AzureE SSO 32ALE AH8St= 8%, F
oMl A3ZEE ARSI Grid Management APl EE= Tenant Management API|
Fatt s EZS EE T UL
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a

b. LR35t Node.js 2= (puppeteer & jsdom)= A X|gtL|C}.

npm install -g <module>
2. Python A3ZEE Python QIE{I2|HE MESIH AIZEE M3gfL|Ct
CHS Python A3 Z E = ST Node.js A3 EEE S ESH0 Azure SSO A% 22 H3BIL|CE

3. ZTETET HAE|H CHS 0l CHot 2hS U=ist7ALE 0H7H HEE ALEsto] ME LI
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https://nodejs.org/en/download/
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‘success” ,  "apiVersion':
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* StorageGRID AHEXt IF01 &0t HIH2|0|d ALE XIS SSO AFEAL O[St = E 21 JUELICE

* HIHE 2] APIOf| AN ASIZH E|IHE AF IDE 21 A0{OF Lt

_— -

£ Z22I8L|C} storagegrid-ssoauth.py StorageGRID AKX oY ClAE 2|0 Y= Python 23 ZE
(. /rpms Red Hat Enterprise Linux E£= CentOS2| 22 . /debs Ubuntu = Debian, % 2| 22
. /vsphere VMware2| Z<2).

* curl @M fIZEZ o

ZS R e sdstH 2 2y AlZHo| £oHE £ QJSLICH S0 22 QFIF BEAIE = ASLICH A
valid SubjectConfirmation was not found on this Response.

(D ofl cul 93BRE 2 ABTIH YSE 2 4 Q=S HooHN WAL

URL Q12Y EX7t /= R L2 77t BEAIE & JELICE Unsupported SAML version.
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AZEON|M Python QIE{IZ|EZ AIZEE st
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° StorageGRID7} AX|2l =H|QIQL|C} 0] 2 E &= PingFederate0f| AF2E|X| Qt&L|Ct Bl 72t 2 SL}
29 AL
=

Ol &L o
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° StorageGRID2| FA|L|Ct
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° HI'AE 22| API0f| dN|A5tE = F2 HIFHE A|F IDYILICE

python3

storagegrid-ssoauth.py

sso_method: pingfederate

saml_user: my-sso-username
saml_domain:

sg_address: storagegrid.example.com

tenant_account_id: 12345

Enter the user's SAML password:
e e o e

S e s e S e e e
StorageGRID Auth Token: 56eb@7bf-21f6-40b7-afob-5c6cacftb25e7

StorageGRID /5 EE2 &
CIE QX0 E2S ALY £

3. curl REE AFB3I2{H CH2 BAIE TEHUAL.

10

export
export
export

export

®

b. MHE 2IF

Of Of| &|oi| M

Kot HeE MARLICE

SAMLUSER="'my-sso-username'
SAMLPASSWORD="my-password'
TENANTACCOUNTID="12345"

STORAGEGRID ADDRESS='storagegrid.example.com'

Grid Management API0]| HMH[ASI{™ 0 AsE AFERL|CH TENANTACCOUNTID.

URLE 2to2{™ 0of| POST K S UlistA AR /apilv3/authorize-saml™ %! S &0 A 27}
JSON 2IZY & A eLCt,

= TENANTACCOUNTIDO]| CH$H M H =

python-m json.tool0| TE=|0{ JSON 2AZE S XA

o

I.

ot

S URLO Cig POST XS Ho FLICH 2=
L|C}.



curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \
-H "accept: application/json™ -H "Content-Type: application/json"

--data "{\"accountId\": \"STENANTACCOUNTID\"}" | python -m
Jjson.tool

o| oMo SEolE URLE QAL E MHE URLO| ZEE|0] JQX|TH 7L JSON QAL AHE2 ZEE X
sl

Lod

"apiVersion": "3.0",

"data": "https://my-pf-baseurl/idp/SSO.saml2?...",
"responseTime": "2018-11-06T16:30:23.3552",
"status": "success"

(-

. & X &LLIC saMLRequest T HHO| AL2E SEHO a2t

export SAMLREQUEST="https://my-pf-baseurl/idp/SSO.saml2?..."

- SEI FIIE UEL D SEE o2t

RESPONSE=S$ (curl -c - "SSAMLREQUEST")

echo "SRESPONSE" | grep 'input type="hidden" name="pf.adapterId"
id="pf.adapterId"'

. 'pf.adapterld' Zt2 WHEW T S o|FEfL|ct.

export ADAPTER='myAdapter'

echo "SRESPONSE" | grep 'base'

- ‘href 242 HEH(FH S2Al/ HAH) SEHE HlZELICH

export BASEURL='https://my-pf-baseurl’

11



echo "SRESPONSE" | grep 'form method="POST"'

g 'ZX[" 2 LHELHT:

export SSOPING='/idp/.../resumeSAML20/idp/SSO.ping’

h. Xt2f S} & 37| BLH7|:

curl -b <(echo "SRESPONSE") -X POST "S$BASEURLSSSOPING" \
--data "pf.username=$SAMLUSER&pf.pass=
SSAMLPASSWORD&pf .ok=clickedé&pf.cancel=&pf.adapterId=SADAPTER"

--include

i. 2 YEELICH saMLResponse AT ZEO|A:

export SAMLResponse='PHNhbWxwO1lJ1lc3BvbnN. ..lscDpSZXNwb25z2T4="

8 RelayState, HYE A™ IDE ME6IALI 32| E 22| APIO| 23215t2{H 02 ArEgL|C.

curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \
-H "accept: application/json" \
--data-urlencode "SAMLResponse=S$SSAMLResponse" \
--data-urlencode "RelayState=$TENANTACCOUNTID" \
| python -m json.tool

SHol= 15 EZ0| ZetEL|C}.

"apiVersion": "3.0",

"data": "56eb07bf-21f6-40b7-af0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",
"status": "success"

a. 3E0 A5 EZS UHE 0|ELZE MEYLICI MYTOKEN.

12



export MYTOKEN="56eb07bf-21f6-40b7-af0b-5c6cacfb25e7"

OlX| E AF2E £ JUELICH MYTOKEN CHE QMO M= SSOZt AFRE|X| = AR APIE ALE6tH= gt
[AFEL|CE,

SSO(Single Sign-On)7} & Mst=El AL APIOA 20t2TL|C}

SSO(Single Sign-On)7t &AstEl AL 12| 22| AP| EE= HIHE 22| APIOA 20t23817| ${8 L2 9| AP
QXS Mdliglof gtL|Ct. 0] X|&2 PingFederateE SSO ID 32XtZ AI2st= AL M EL|CE

Of ZfHofl 3

Qs AQ XZE|o| £t 21042 H|0|X|0f|A] 20}26H0] StorageGRID APIOAM 200} 4= JELICH EE=
StorageGRIDO||A] &3t StorageGRID H|0{2{ EZ0| 23t o 2T0t2(SLO)E EE|AHY £+ USLICH

1. NgE 27012 QF

MM H ENSIMA|RL cookie "sso=true" SLO APIZE

fjo

curl -k -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--cookie "sso=true" \

| python -m json.tool

270t URLO| BFetEILICE

"apiVersion": "3.0",

"data": "https://my-ping-
url/idp/SLO.saml2?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%3D",

"responseTime": "2021-10-12T22:20:30.839z2",

"status": "success"

2. 2702 URLE XNZEtL|Ct,

export LOGOUT REQUEST='https://my-ping-
url/idp/SLO.saml2?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%3D"'

3. 2702 URLY| X2 HLf SLOE EZ|H3t11 StorageGRIDZ CHA| 2|2 MBtLC},

curl --include "SLOGOUT REQUEST"
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302 SEO| gretElL|Ct. 2|C|HM 2|X|= API M & 20120]= HEE|X| &Lt

- T1O0

HTTP/1.1 302 Found

Location: https://S$SSTORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwV07ss%...%23rsa-sha256

Set-Cookie: PF=QoKs...SgCC; Path=/; Secure; HttpOnly; SameSite=None

4. StorageGRID bearer token= A{H|StC}.
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StorageGRID H|0{2{ E22 AHK|
cookie "sso=true" 0|(7f) M3 =X o
EJ02ELICE

| SelstakAlo

2 REFLICH 7
ke Fx| o1

torageGRIDONH

J

Stz 22 SSOE AFESHA| gi= A
OH AHEXI7t SSO HEHOf

=2 I'J

(92}

curl -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize™ \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--include

A204 No Content SE - AF2XI7| 2I0I2EUSS LIEFHLICE.

HTTP/1.1 204 No Content
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