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~  You have 4 notifications: 1 @ 3 A

Overview Performance Storage ILM Nodes
Health status @ Data space usage breakdown @ Lt
2.11 MB (0%) of 3.02 TB used overall
License
1 Sitename & Data storage usage + Usedspace S Total space %
Data Center 2 0% 682.53 KB 926.62 GB
Data Center 3 0% 646.12 KB 926.62 GB
License
Data Center 1 0% T79.21 KB 1.247TB
Total objects in the grid @ Metadata allowed space usage breakdown @ e
3.62 MB (0%) of 25.76 GB used in Data Center 1
0 Data Center 1 has the highest metadata space usage and it determines the metadata space available in
the grid
Metadata space 2
Sitename % P + Usedspace = Allowed space %
usage
Data Center 3 0% 2.71MB 19.32 GB
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groups Operations on groups v
GET /grid/groups Lists Grid Administrator Groups =)
Parameters
Name Description
type
string filter by group type
(query)

Available values : local, federated

v |

limit
integer maximum number of results
query)
e Defauit value - 25
marker
string marker-style pagination offset (value is Group's URN)

(query)

marker - marker-style pagination offset (value

includeMarker

boolean if set, the marker element is also returned
(query)

v
order
string pagination order (desc requires marker)
(query)

Available values : asc, desc

Responses Response content type | application/json v I

Code Description

200
successfully retrieved

Example Value Model

"responseTime”: "2021-03-29T14:22:19.673Z",
"status®™: "success”,

"apiversion": "3.3",

"deprecated”: false,

"data”: [

"displayName”: “"Developers”,
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A

—

oS

O snw

LHEE228F ALZ3H{OF LTt o2t HE
UAFLICE

AN

212 At

A
T

s *LLE NE HME * LE NS HE0| Cist =,

© * L E AMER % = AEfOf CHEE X

L E AER|X|-AEY *: L E AER|X| AFEfO| XH

* * NTP-AMH *: 22 NTP(Network Time Protocol) A\HHE LIE5tHLE YL|0|ESt= 2.
« *QHHE *: QHMNE 5l QHHNE HEIH|O|E Q| &

s 2 53 HAE gl &Y.

* * recovery-package *: S+ Ij7|X|E CIREE5H7| I8 2.

XY FYs B BtEE &Y.

- *S3QENE MZ IR S3 QEME M3 U Al HY,

* * server-certificate *: Grid Manager A|H{ QIZAE E11 YUL|0|ESt= &Y.

* *SNMP *: 84X SNMP LA0f| CHst =Hed.

* * traffic-classes *: EZf|&l 25 MMM S Qs 2H

c *AEY o~ gle SE0|UE-HESR A *: AMElY £~ gl= 2210|UE HER I -0 2
* AR * O2|E EE[Xt AMEXE B3 225 Y.

Grid Management APl {7 2t2]

HE 22[E ArEote] F8H ¥18|0| =S X|#fLIC.

Grid Management API=

0lE £0{ 0| 28 URLE APIQ| HA 38 X|™EhL|C}.

14



https://hostname or ip address/api/v3/authorize

HIHE 22[ API2| £ HT2 O|H KTt * DBtE[X] gh=  * HE Alt0] S o SSLICH HIHE 22| API|

S HHE2*_0|(7}) O HH 2t 22tElCh= HE AFY0| S M SSELICH 28t 7hset HE Mgol= M 28 E=
M &8 7171 ZeHELCH OE Ao = HE Ao et API TS S50t 4#HE 20 FLIC.

API 7 &eiLict WESRRES JVRRES
Ol BT} S8 JHSBHLICH 2.1 2.2
Ol M7} Z2he|x| QLICH 2.1 3.0

StorageGRID £2ZEQ0{E M EX|5t= 2 71 2[4 HTe| 2= 22| APIZH gt EL|CE d2Lt
StorageGRID2| M| 7|5 &E2|=2 3|0 =5} St} 0] 2| StorageGRID 7|s E2|Z0f Lt 0| API H T
AL AMAY = ASLICH

Grid Management APIE AE6I0 X[} = HES 248  UELICH XpM|St LHE 2 Swagger API
() guMemRam 482 HESHAAL. M HHE ABSHZE DE Grid Management AP
Zto|ol= 2 0| =3t 0= of H{Fo| ciet XIS HlgHsfsHof BLCt,

_—=dJd —

QiE RE2 LIS 22 YHOZ O O|Y AIBEIX| gi= A2 HAIELIL]

in
=l
0z
>
0
n
Ral
prie]
rr
oX
k1
N
Z
=
2
)
«
=2
RS
N
o
-
o
=2
i
fun
Lo
iul
glo
=
my
>
-
o

Received call to deprecated vl API at POST "/api/vl/authorize"

S HElZ0M X El= API TS golgtL|Ct

CtE APl RS M50 X| &= APl 2 HE ==& dretetL|ct,

GET https://{{IP-Address}}/api/versions
{

"responseTime": "2019-01-10T20:41:00.845z2",
"status": "success",
"apiVersion": "3.0",
"data": [
2,
3
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X0 chst API HHEE X - gL Ch
path O{7f HS-E Afﬂ*m API HHE X8 + -r USLICE (/api/v3) EE= HE|2 (Api-Version: 3)E
SEILICE F 22 25 M3stH o 2ol 2= 2f2 1A elgfL|ct.

curl https://[IP-Address]/api/v3/grid/accounts

curl -H "Api-Version: 3" https://[IP-Address]/api/grid/accounts

MO|E 7t @ Q| X (CSRF)ZHE 23

CSRF EZ22 AI2%10] 27| E AI2SI= Q152 LS5 StorageGRIDO| CHSH CSRF(AO|E
7t HF X)) 3HOEEH Eog o~ JELICL Grid Manager £ Tenant Manager— OI Hot
JlsE AsL= gdetetL|Ct. CHE API 22t0[YE

A& LILCE.
HTTP 2FA| POSTS} 20| CH2 APO|E0| h3t Q&S E2|72 4 = BARHE 20U ALBRLS] 77|12 AGSt
S 9HS OIS 4 ABLICH

StorageGRID= CSRF E22 AF8310{ CSRF 32 Q2R EooiL|Ct 243t 42 EF 27|19 HE2 EF
oie £= £ POST =2 07 Ha-of L2t LX|sHoF gfLCt.

7158 ddetote® & AEYLIL csrfToken O Ha e true 21F &. 7|22 2 YLICH false.

curl -X POST --header "Content-Type: application/json" --header "Accept:
application/json" -d "{

\"username\": \"MyUserName\",

\"password\": \"MyPassword\",

\"cookie\": true,

\"csrfToken\": true
}" "https://example.com/api/v3/authorize"

ZH0|™ AQILIC GridCsrfToken £7|&= Grid Manager % ol CHet 29019] Qlo| gro =2 MHEEL|Ct
AccountCsrfToken F7|&= HIHE #a|Xtof| cigt 2a2l0f chgt Qlo| o2 MM ElL|C,

FI17t A= B2 AIAH HEH(POST, PUT, THX|, AH)E +HY &= A= ZE Q¥ LIS F 5Lt ZetE[ofo}

22/8IL|Ct x-Csrf-Token CSRF E2 7|9 IO = MAEl §|H.

= =
=
* ZEQAIAYE HICIE +8%h= BF9 BR:AcsrfToken & QALE @F 22 0i7f HaL|CE

FIHofA 2 ME HEE 22121 API AHA

i
[has

fZESHIAI2.

M

@ CSRF EZ 7| MEJI U= QPE E HETLICt "content-Type: application/json"
JSON QN 223 CSRF s40f| et FIt H 7|sC 2 7|t BE QA9 &§|E LI

16



SSO(Single Sign-On)7| gd3tE A2 APIE AHERILICH

SSO(Single Sign-On)7} ZA%tEl 22 API AFE(Active Directory)

Ql= AL "SSO(Single Sign-On) 741 2! 2t %} Active DirectoryS SSO 22 XIE At&SH=
32, 12|E #E| APl £= HIHE 22| APIO| R=2tt Q15 EZS 7| fldl €T API RF S
Aasiof efL|Ct,

SSO(Single Sign-On)7t &4 3tEl 22 APIO| 2QIgL[C}
Active DirectoryE SSO ID 33XAtZ AH25H= F L CHS X|A0| HEEL|CH

A|Zfot7] FHof
* StorageGRID AFEAt IE0f| £ HEH2|0] M ALEXtS] SSO AFEZL O|E = E &1 ASLICE

* EflE 22| APIO| UM AR HIHE A|F IDS 21 0{0f BHLIC

HJIU

2lotLICt storagegrid-ssoauth.py StorageGRID & X| Ot C|HE 2|0 U= Python AFEE
(./rpms Red Hat Enterprlse Linux = CentOS2| 2% . /debs Ubuntu = Debian, ¥ 2| 22
. /vsphere VMware2| Z2).

*curl RHS YIAZ=Z 0

S HF S| s3otH 2 2 AlZto] 21HE &+ AUSLICH TS0t 22 2R/ BEAIE 5= JASLICH A
valid SubjectConfirmation was not found on this Response.

(D ofl cun 93B2E 12 ABTIL YSE 2 4 Q=S BootN YALIC

URL 2IZ2Y EX7t U= B2 O LFI BAIE & JSLICH Unsupported SAML version.

CHA|
1. 215 EES o L3 W F SILtE MEfRILICE
° E MEYLICI storagegrid-ssoauth.py Python 23 & E. 2EHA 2 0| SgfLICE.
° curl REE AEELICE 3THA = o] SgLICE.
2. 2(B) ME%l3{= 8 storagegrid-ssoauth.py 23 ZEO|A Python QIE{ZZ|EHZ AIZES MEStD
ASEEES HAHSLCH

° SSO Wt ADFS &= ADFSE i=fgfLct.
° SSO AHEXt o[ ELICE

° StorageGRID7} &X| &l =H|QIL[C}

° StorageGRID2| FA|L|Ct

° HI'AE 22 APIOf| AN A5tE = 2 HIFHE A|F IDYLICE

17



python3 storagegrid-ssoauth.py
sso_method: adfs

saml_user: my-sso-username
saml_domain: my-domain

sg_address: storagegrid.example.com
tenant_account_id: 12345

Enter the user's SAML password:
e - e =

e
StorageGRID Auth Token: 56eb87bf-21f6-48b7-afob-5c6cacfb25e7

export SAMLUSER='my-sso-username'

export SAMLPASSWORD='my-password'

export SAMLDOMAIN='my-domain'

export TENANTACCOUNTID='12345"

export STORAGEGRID ADDRESS='storagegrid.example.com'
export AD FS ADDRESS='adfs.example.com'

@ Grid Management API0]| HH[ASI2{™ 0 AsE AF2EfL|CH TENANTACCOUNTID.

b. MHEI Q15 URLS 202{™ 0] POST 2A 2 WaHistA AR */api/v3/authorize-saml' X SEHO|A 7}

JSON QIZE & MAHELICL

0| 0f|= ofl CHSt MHEI Q1= URLO| CHSE POST 282 H0| ZL|CI TENANTACCOUNTID. 237t 2
MYEILIC python -m json.tool JSON QZES X|HEL|CE,

curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \
-H "accept: application/json" -H "Content-Type: application/json

"

--data "{\"accountId\": \"STENANTACCOUNTID\"}" | python -m
Jjson.tool

ol dlHe SE0l= URLE QREEl MEEI URLO| T[] UX[2E =7 JSON Q12

grE L.

on
=
ot
rlo
HH
oot
n
al



"apiVersion": "3.0",

"data":
"https://adfs.example.com/adfs/1ls/?SAMLRequest=fZHLbsIWEEVS$2FJTuv7. ..
s31%2BfQ33cviwA%3D&RelayState=12345",

"responseTime": "2018-11-06T16:30:23.3552",

"status": "success"

—

C. £ MHYLIC} saMLRequest & HHO| AHEY SHO| W2,

export SAMLREQUEST='fZHLbsIWEEV$2FJTuv7/...sS1%2BfQ33cvifwA%3D"'

. AD FSOl|A 22I0|AHE QX D7t &=l MA| URLE 7H4JLCt.

rot

JtX| &M

rlo

O] S| URLS ArE3t0] 2101 A S e¥EsH= ALIC

curl "https://$AD FS ADDRESS/adfs/ls/?SAMLRequest=
SSAMLREQUEST&RelayState=$TENANTACCOUNTID" | grep 'form method="post"
id="loginForm"'

SE

Z20|AHE ¥ ID:

rr

<form method="post" id="loginForm" autocomplete="off"
novalidate="novalidate" onKeyPress="if (event && event.keyCode == 13)
Login.submitLoginRequest () ;" action="/adfs/1ls/?
SAMLRequest=fZHRToMwFIZfhb...UJikvo77sXPw%3D%3D&RelayState=12345&clie
nt-request-i1d=00000000-0000-0000-ee02-0080000000de" >

. SEOA 220|HE @K IDSE MEEL|CE

export SAMLREQUESTID='00000000-0000-0000-ee02-0080000000de"

-t

. O™ SEOIM LAl &Yoo Z Xt ZHS HLCt.

curl -X POST "https://SAD FS ADDRESS
/adfs/1ls/?SAMLRequest=$SAMLREQUEST&RelayState=STENANTACCOUNTID&client
-request-1d=$SAMLREQUESTID" \

--data "UserName=$SAMLUSERW@S$SSAMLDOMAIN&Password=
SSAMLPASSWORD&AuthMethod=FormsAuthentication" --include
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20

AD FS& sitfofl =7 &It etz 302 2[C|2 M S HhetetLct,

(D) SSO Aol st MPACIS 24 0137t 2518 22 g A0l
CH2 X4 ZHE ZerELich

HTTP/1.1 302 Found

Content-Length: 0

Content-Type: text/html; charset=utf-8
Location:

k
rir

https://adfs.example.com/adfs/1s/?SAMLRequest=fZHRToMwFIZfhb...UJikvo
77sXPw%3D%$3D&RelayState=123456&client-request-1d=00000000-0000-0000-

ee(02-0080000000de

Set-Cookie: MSISAuth=AAEAADAVSHpXk6ApV...pmPO0aEiNtJvWY=; path=/adfs;

HttpOnly; Secure
Date: Tue, 06 Nov 2018 16:55:05 GMT

- & MEELCt MsTsauth SHOIM 22 27| L|Ct

export MSISAuth='AAEAADAVsHpXk6ApV...pmPOaEiNtJvWY="

- 215 POSTOM F7|E ALE5I0] X|FE ?IXIZ GET ES EHLIC}

curl "https://S$SAD FS ADDRESS/adfs/ls/?SAMLRequest=
SSAMLREQUEST&RelayState=STENANTACCOUNTID&client-request-
1d=$SAMLREQUESTID" \

--cookie "MSISAuth=SMSISAuth" --include

SE dCo= LB 2302 AHE2 2I$HAD FS MM HEJH Z8tE|H SEH 220=
SALMLResponseZt EEHEIL|CE.



HTTP/1.1 200 OK

Cache-Control: no-cache,no-store

Pragma: no-cache

Content-Length: 5665

Content-Type: text/html; charset=utf-8

Expires: -1

Server: Microsoft-HTTPAPI/2.0

P3P: ADFS doesn't have P3P policy, please contact your site's admin
for more details

Set-Cookie:
SamlSession=a3dpbnRlcnMtUHIpbWFyeS1BZGlpbi0xNzgmRmFsc2Umcng4NnJDZmEKV
XFxVIWx3bk1l1IMnFuUSUzZ2CUZzZCYmJ1YmXzE3M]AyZTASLThmMDgtNDRkZC04Yzg5LTQ3ND
UxYzA3ZjkzYw==; path=/adfs; HttpOnly; Secure

Set-Cookie: MSISAuthenticated=MTEvNy8yMDE4IDQ6MzI6NTkgUEO=;
path=/adfs; HttpOnly; Secure

Set-Cookie: MSISLoopDetectionCookie=MjAxOCOxMSOwNzoxNjozMjolOVpcMO==;
path=/adfs; HttpOnly; Secure

Date: Wed, 07 Nov 2018 16:32:59 GMT

<form method="POST" name="hiddenform"
action="https://storagegrid.example.com:443/api/saml-response">

<input type="hidden" name="SAMLResponse"
value="PHNhbWxwO1lJ1c3BvbnN. ..1lscDpSZXNwb25zZT4=" /><input
type="hidden" name="RelayState" value="12345" />

i. 2 MZELICt sSAMLResponse SAHZ LEOf|A:

export SAMLResponse='PHNhbWxwO1lJ1lc3BvbnN. ..lscDpSZXNwb25z72T4="

MEE 2 A2LICH saMLResponse, StorageGRIDE PHELICt/ api/saml-response StorageGRID
B EZ UL @A

& Relaystate, HI'AE AF IDE AHE5H7Lt 22| = 22| APIO| 201512 H 05 AFERLCE

curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \
-H "accept: application/json" \
--data-urlencode "SAMLResponse=S$SAMLResponse" \
--data-urlencode "RelayState=$TENANTACCOUNTID" \
| python -m json.tool

SEl= 215 E20| ZeEL(M.

21



"apiVersion": "3.0",

"data": "56eb07bf-21f6-40b7-af0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",
"status": "success"

a. SH 213 EZS CHE 0|52 E XNEELICE MYTOKEN.
export MYTOKEN="56eb07bf-21f6-40b7-af0b-5c6cacfb25e7"

O|X| £ AIEE 4 UAELICH MYTOKEN CHE @™U|A = SSO7} AL E|X| gt ZR APIE At Wi at
FAFLICE
SSO(Single Sign-On)7} &43tE 22 APIO|A 20t ELICH

SSO(Single Sign-On)7t A3l AL J2|E 22| API EE= EHIHUE 22| APIO|A 2012617| Q|8 L2l API
282 MHs|of BHLICE. Active DirectoryZ SSO ID 2SXIE AI238t= F R LIS X|& 0| M ElL|Ct

Of ZhHofl CHaH

LRt AQ XX|o| ot 210} H|0|X|0f|A] 230123510 StorageGRID APIO|M 20t2e &~ JUGLICH E=
StorageGRIDO||A 23t StorageGRID H|0{2{ EZ0| Eot tHd 20t2(SLO)E EE|AHY = U SLICH

1. JHEI 2012 QH

o

MMtE™H ESHMAIL cookie "sso=true" SLOAPIZ

curl -k -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json"™ \

-H "Authorization: Bearer SMYTOKEN" \

--cookie "sso=true" \

| python -m json.tool

270t URLO]| gFetEL|CE

"apiVersion": "3.0",

"data":
"https://adfs.example.com/adfs/1ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%$3D%3
D",

"responseTime": "2018-11-20T22:20:30.8392",

"status": "success"

22



2. 270} URLE MERLICE

export LOGOUT REQUEST

='https://adfs.example.com/adfs/ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%

3D'
3. 230t URLY| 282 EL SLOE E2|7{3l1 StorageGRIDZE CA| 2|C|2 MEtL|Ct.
curl --include "$LOGOUT_REQUEST"

302 SEO| HretEIL|CE 2|C[HM 9fX|= API M8 20t20l= XM EE[X| E&LICH

- 1O

HTTP/1.1 302 Found

Location: https://$STORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwWV0o7ss%...%23rsa-sha256

Set-Cookie: MSISSignoutProtocol=U2FtbA==; expires=Tue, 20 Nov 2018
22:35:03 GMT; path=/adfs; HttpOnly; Secure

4. StorageGRID bearer tokens A& ST}

S L CE If(A

StorageGRID H|0{2] EZS AX|St= A2 SSOE AFESHA| Qb= A0t SYst WAlo
Efofl &g ot torageGRIDOHH

cookie "sso=true" O|(7}) MISE|X| AOH ALEX}7F SSO MEHO| FHEH2 FX| ¢
20t ELCE

kl Hu
cn

curl -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize™ \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--include

A204 No Content SE - AFEXI7I 2O0IREIJYSS LIEFHL|CE

HTTP/1.1 204 No Content

SSO(Single Sign-0On)7t 25t 22 APl AH2(Azure)

U= B2 "SSO(Single Sign-On) 74 2l 249" AzureE SSO 3=4AtE AH85t= 8%, F
7Ho| GllH| AT ZEE A0 Grid Management API EE= Tenant Management API0]|
st es EES ‘?:*2 T USLC

23



Azure Single Sign-On0| ZA3tE A< APIY| 231k Ct
AzureZ SSO ID ZEXI2 AMRsH= 22 CfS X|&l0] MEEL|C}
AIZFSE2| oyl
* StorageGRID AF2XF 1E0] £ H|{2{|0| M AFRXIS| SSO A} MY FASF S E b1 YAL|CH

= AN

* HIE 22| APIOf| HM|ASHH HIHE AE IDE 210 A0{OF L|Cf.

A aii
25 EES Ho{H LIS ol 23R EE A8 = JASLIC

* £ Z=/gLICt storagegrid-ssoauth-azure.py Python A3EE

* £ Z=/gLIC} storagegrid-ssoauth-azure.js Node.js A3 EE
5 A3EE H& StorageGRID &X| ojY C| E"E1 2|0 F>ESLICH (. /rpms Red Hat Enterprise Linux B2 CentOS2|
A2 . /debs Ubuntu &= Debian, 3 2| 22 . /vsphere VMware2| E2).

Azure2t2| API 8¢ 7|52 AF &M5tE{H 2 BESHYAR storagegrid-ssoauth-azure.py 23EE
Python 23 & E = StorageGRIDO| 2 & F 7H2| R H S 5t (HX SAMLRequestE 210 LIF0| 215 EZ % ?:*7|
AtS bR
o o

?[3H) Node.js AT EE &S0 Azure2t 5t0] SSO %S +AEL|Ct.

Al

SSO %2 LT API QHES ALESI HAE = UX|TH A

2= Azure SSO QIE{I|0|AE A3E|Wst= O AHEEIL

2| ot

rr
ro

ZICHSEX| QEELICE Puppeteer Node.js

URL Q13Y EX7t Q= BR LIS 2F 7 EAIE &LIC}H Unsupported SAML version.

1
o)

= =
. Node.js& MX|EL|CHELR) "hitps://nodejs.org/en/download/") S S2l8tL|Ct.

a
b. Q3 Node.js 2 =(puppeteer % jsdom)S MX|&fL|Ct,
npm install -g <module>
2. Python A3 ZEE Python QIE{ZE|EHE MESI0] ATZEE AL
& CHS Python A3 E= T Node.js A3 EEE SESH Azure SSO &% 282 £ ELICE

3. IFLEJH HAE|H CHZ Ql==0f Chet 2tS YZISHALL 07 H5 AH8SHo] TE LY.
o AzureO] 2918H= O AFRE|= SSO O|H|Y Z=AQIL|CE
° StorageGRID2| FAQL|CH
=387

° HIFE 22| APIOf| M| A5t = B2 EHIHE A|E IDYLIC

4. HIAXIZL BAIEH 22 S 250 28 Al Azuredl MFA BHE M3 e FH|E LTt

24


https://nodejs.org/en/download/

s\ aTUre ssodpy  storageprid-srvrs-ssoauth. py sso-email-address userimy -dosain.com
--tenant -account-id- @

Enter the user's 55

EEEEREREERERRRER IEEEEEEEEEREERREEEEEREREEREERAEREERRERERERREAREERERRERREREER
Watch: for-and approve-a 2F4 avthorization- request

FEETEEREREREREE

16-84T21 - 38 F2","status":-"s

d2555700" |

s apiVersion®:

(D 0| A3 Z E = MFAZL Microsoft AuthenticatorS AH26t0] 3%l Z{OZ J}ESILICt CIE &
= 7|26

El 4Ef 2|
MFAZ KI2OHEE ASRES £HHOF & 2= ASLICHOH: AL BIAIXI0| 24 DE )

StorageGRID 915 E22 Z2{0] HIZELICH O[H SSO7 AREIX| S 2L APIS AFR3Hs Wilat QAR
[} Qi E22 A8 4

(o)
o
11— [= |

SSO(Single Sign-On)7t & X3}El 22 API AHE(PingFederate)
o|l- A
M L—
o
fﬂ ]

PIol|

3% "SSO(SingIe Sign-On) 74 2! 2tMd3ot 2|1 PingFederateE SSO 2 ALE

.i
= 22 LA API -2 Y5510 Grld Management API &£ = Tenant Management
sadt °._|§ EZS HO0{0F gLct.

>~

SSO(Single Sign-On)7t ZA3}=l 22 APIO| 2
0| XA 2 PingFederateE SSO ID 22AtZ AI25t= AL MEEL|Ct
A|=Fst7| Hofl
* StorageGRID A%t IE0] &5t 2|04 ALEXIC| SSO AFEXAt 0| St S E Y1 JUESLICE.
* HIHE 22| APIO]| HM|ASH2{H E|'HE AE IDE 10 A0{OF ZL|LCH.

£ 2&/8lLIC} storagegrid-ssoauth.py StorageGRID &X| It C|2E2|0f = Python AT E

(./rpms Red Hat Enterprlse Linux &= CentOS2| 22 . /debs Ubuntu &= Debian, % 2| A2
. /vsphere VMware2| Z2).

s curl RHS FEZ 0

S HF el sdotH 2P A AlZHo| £otE 4 QSLICH TS0t 22 QLRI EAIE = JSLCH A

=T M-
valid SubjectConfirmation was not found on this Response.

(D ofl cul U3BRE CIE ABTI YSE 2 4 YUES BOoHR YALIC

URL 2124 X7t A= B2 L2 F7F HEAIE = JELICH Unsupported SAML version.

1. Q15 E22 GO TS WY 3 oIS ML

o
i
>
o ru
ot
il
ful
0
@
O
n
Q
O
[0)
O
=
'_l
Q.
0
0
O
Q
c
£
jnp

ol

Y
S

<
~
0
(@]
o

ATEE. 2HA = o|SELICt.
° curl RFE AEELICE 3EHAH 2 o|SELICt.
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2(E) MEStH= B storagegrid-ssoauth.py 23 B ENA Python QIE{Z2|HE AIZEE MESID
AR EE MAHBLICE

o

o

o

SSO Y "UEHF ALY (PINGFEDERATE, SR AY 5)2| ZE HyS L + ASLICH
SSO AtEXt ol SILIC

StorageGRID”7

2|3l 7t2 olagdst A o
ot dts YEE = 2
=

QIRILICE. O] EE== PingFederateOl| AF2E|X| & L|CEH Bl IO 2 F74L}

nx o
>
rn

o> H1

r =2

StorageGRID2| FAQJL|C}

HIHE 22 APIO]| HA|A5tE = E2 HIHE AHE IDYLIC

python3 storagegrid-ssoauth.py
sso_method: pingfederate
saml_user: my-sso-username
saml_domain:

sg_address: storagegrid.example.com

tenant_account_id: 12345

Enter the user's SAML password:
T T T T T e s T T T e

s T E T T T2
StorageGRID Auth Token: 56eb87bf-21f6-48b7-afob-5c6cactb25e7

StorageGRID 215 EZ2 £30i| MSELICt. O|H| SSO7Zt AIZE|X| 8= 2 APIE Ar25t= YWt RASH|
A
T

CHE R0 E2S A8

3. curl REE AFE3IE{H ChZ BAIE MEYA L,
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a.

b. M@= ol

Za0lof et HayE MARILIC.

export SAMLUSER='my-sso-username'

export SAMLPASSWORD='my-password'

export TENANTACCOUNTID='12345"

export STORAGEGRID ADDRESS='storagegrid.example.com'

@ Grid Management API0f| M| ASHHH 0 AsE AR EL|C} TENANTACCOUNTID.

HEl 215 URLE 2to{H of POST E S LAHSHY AR “/apilv3/authorize-saml™ 3 SEO|A =7}
JSON /2 HA{gfL|Ct,

Ol KXol M= TENANTACCOUNTIDO]| CHot A|HEl 21F URLO]| CHet POST QA8 S E0 FL|CH A1t=
python-m json.tool0| HEE|0{ JSON 2AE S HMAHELICE



curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \
-H "accept: application/json™ -H "Content-Type: application/json"

--data "{\"accountId\": \"STENANTACCOUNTID\"}" | python -m
Jjson.tool

o| oMo SEOl= URLE QIR E MHE URLO| ZEE|0] JLX|TH 7L JSON QAL AHE2 ZEE X
s L.

Lod

"apiVersion": "3.0",

"data": "https://my-pf-baseurl/idp/SSO.saml2?...",
"responseTime": "2018-11-06T16:30:23.3552",
"status": "success"

(-

. & X &LLIC saMLRequest T HHO| AL2E SEH w2t

export SAMLREQUEST="https://my-pf-baseurl/idp/SSO.saml2?..."

- SEI FIIE UL SEE o2t

RESPONSE=S$ (curl -c - "SSAMLREQUEST")

echo "SRESPONSE" | grep 'input type="hidden" name="pf.adapterId"
id="pf.adapterId"'

. 'pf.adapterld' Zt2 LHEW T S o|FEfL|ct.

export ADAPTER='myAdapter'

echo "SRESPONSE" | grep 'base'

- ‘href 242 WHEH(FH S2Al/ HAH) SEHE HlZELICH

export BASEURL='https://my-pf-baseurl’
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echo "SRESPONSE" | grep 'form method="POST"'

g 'ZX[" 2 LHELHT:

export SSOPING='/idp/.../resumeSAML20/idp/SSO.ping’

h. Xt2f S} & 37| BLH7|:

curl -b <(echo "SRESPONSE") -X POST "S$BASEURLSSSOPING" \
--data "pf.username=$SAMLUSER&pf.pass=
SSAMLPASSWORD&pf .ok=clickedé&pf.cancel=&pf.adapterId=SADAPTER"

--include

i. B EELICH saMLResponse AT ZEO|A:

export SAMLResponse='PHNhbWxwO1lJ1lc3BvbnN. ..lscDpSZXNwb25z2T4="

8 RelayState, HYE A™ IDE ME6IALI 32| E 22| APIO| 23215t2{H 02 ArEgL|C.

curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \
-H "accept: application/json" \
--data-urlencode "SAMLResponse=S$SSAMLResponse" \
--data-urlencode "RelayState=$TENANTACCOUNTID" \
| python -m json.tool

SHol= 15 EZ0| ZetEL|C}.

"apiVersion": "3.0",

"data": "56eb07bf-21f6-40b7-af0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",
"status": "success"

a. 30 A5 EZS UHE 0|ELZE MEYLICI MYTOKEN.
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export MYTOKEN="56eb07bf-21f6-40b7-af0b-5c6cacfb25e7"

O|H| & AT & USLICE MYTOKEN CHE 2HO|AM = SSO7t AL E|X| gHe 2R APIE A= Bt 1t
SARLICE
SSO(Single Sign-On)7t &dstEl 22 APIO|A 20H2EL|Ct

SSO(Single Sign-On)7t 2d3tE Z@ J2|E 22| API E= EHIHE 22 AP|01|A1 T10HR3E7| 23l 2| AP
QX g Mdsof ghL|Ct. 0] X|&2 PingFederateE SSO ID 337%; A g3t= 22 HEEL T

I.

.9
EQ

off Chat

LQst A XXE|o| tt 210+ I|0|X|0f| A 210+25}0] StorageGRID APIO| M 210k2e 4= JAELICL E=
StorageGRIDO||A| &3t StorageGRID H|0{2{ EZ0| 2R3t T 2T0t2(SLO)E EEZ|AHY £+ USLICH

1. MEE 20012 ™S MMt H ENSIMAIL cookie "sso=true" SLOAPIZ

curl -k -X DELETE "https://$SSTORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--cookie "sso=true" \

| python -m json.tool

2702 URLO| gtstElL|C},

"apiVersion": "3.0",

"data": "https://my-ping-
url/idp/SLO.saml2?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%3D",

"responseTime": "2021-10-12T22:20:30.839z2",

"status": "success"

2. 270} URLE MERLICE

export LOGOUT REQUEST='https://my-ping-
url/idp/SLO.saml2?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%3D"'

3. 2702 URLY| X2 HLf SLOE EZ|H35t11 StorageGRIDZ CHA| 2|2 MBtLC},

curl --include "SLOGOUT REQUEST"
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302 SEO| gretElL|Ct. 2|C|HM 2|X|= API M & 20120]= HEE|X| &Lt

- T10 [Fo =1

HTTP/1.1 302 Found

Location: https://S$SSTORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwV07ss%...%23rsa-sha256

Set-Cookie: PF=QoKs...SgCC; Path=/; Secure; HttpOnly; SameSite=None

4. StorageGRID bearer token= A{H|StC}.
StorageGRID H|0{2{ EZ

cookie "sso=true" 0|(7f)
E0r2ELIC.

| SelstakAlo

=
ggs X ¢

J

HSELICH (B

Hste 242 SSOE AFESHR| o= A
oro torageGRIDONH

™ AFEX}7E SSO HEHO

=2 I'J

0

curl -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize™ \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--include

A204 No Content SE - AF2XI7| 2I0I2EUSS LIEFHLICE.

HTTP/1.1 204 No Content

APIE AIE310 7|58 HIZg st ct

J2|E 22| APIE AHZ510] StorageGRID A|ARS| EH J|5S T35 HIE oY
USLICL 7|S0| HZ-detz[H ol 7|51t 2HE HYES 28 + As Hel2 R 28

= GELIC}

HIZdstEl 7|5 AARE AH23HH StorageGRID A|ARIQ| EF 7| 501 HMASHK| Z5HA & £ JAFLICH FE
AMEXEEE * RE AN A * ABH0| A= 22|X 2F0| St MEXIL Y 7SS A EE + §IEE ot R
YE2JIsS HI%“SRP = Zd%ILIEf.

0| 7|50] {2 RESHX| OfeHst2AH LHE AlLIZ|2E H2{sh HYAL.

_Company A= HHE AH™S MM5tK StorageGRID A|AHIS| AEE|X| 832 QCHSt= AMH|A SSXHILICEH
S|AAE YXIXLS| M| Hotg Ho6tY| @{s A™o| HEE = XtAle] 20| E1I HE AFo| AMAS £ Q=S
St gL

_SIMAE J2|= 22| APIOIA 7|5 HIEZEet A|A-S AFESI 0| SEE 2 Y + ASLICHL 1 |= 22| Xkl 2
API EE)0M *EHIHE S E &5 HE * 7|53 TS| HIHHSIHOZM S[AtAZ RE ALEAL 8l ¥ FE M| A~

Aoto| = D F0| £3t= ALSAHE EESt0] Zt2|Xt ALE ATt HIHE AF 2 RE AEXt0f st °*§§ HIY =
oI E st & ol& |}
= =2 T Md -

|
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1. Grid Management API0]| Ci$t Swagger 2A{0f| BMATILICE. & HZSHIAIL "Grid Management APIE

ArggL|Ct.

2. 7|5 H|E Y3 EHE ASLICHL

3. HIHE RE 45 HE 59| 7|52 H|2d3tstz{™ Ct3 2t 20| APIZ 222 EH-L|CH
{ "grid": {"changeTenantRootPassword": true} }

QH0| YZE|D EHIE ZE oS ¥ J|550| HZYBHELICH ALBK QIE{H 0| A0 * HIAE RE e W -
22| 2410| Cf 0|4k LIEHLIX| fOD] E|IES| 2E o{oE BAs2{D Aot RE APl 20| "403 AL2
2|2 Afstct,

HIZSotEl DM E ChAl EdetefL(ct

J12Mo=2 O2|E 22| APIE ALE5t |2 H3tEl 7|53 CHA| 2datet 4 JELICH O2{L} H|ZHEetEl DA 7} ChA|
SMSIE|X| U2 5t2{H * activateFeatures * 7|5 Iml Hlgt Mot 4~ ASL|C.
activateFeatures 7|52 CHA| &M3tet &~ QIELICE O] 7|53 HI2M3tstE = 22 HIZHsHE
@ CIE 2E 7|52 CHA| M3 = U= 7|50| GRHOZ AAMEIL|CE 242 7|52 2)62{H 7|&
X 20 9IOHOF SfL|Ct.
CHA|

1. Grid Management APIO| CH$t Swagger 2 A0 AN ABILICE,

2. 7|5 H|2tMst 2HE RH5LCE

Exl:l

3. BE 7|52 CiA| ZM3tst2{H C31t 20| APIZ 222 ELHMAIR.
{ "grid": null }

O RHO| A=E|HEHHE RE s HE 7|58 et ZE 7|S0| ChA| 2-EHELICE OIF| ALE Xt
QAEMO|A0 * HHE RE & HE * 22| AT AIEIEH MEXH * FE HMA* EE=*HEHE RE Y
HE * 22| Foto] A= AR HHES RE o E HESIH 1 A Esh= ZE API 2E0| g%%”—llif.

O[T ol Al= _ALL_DEACTED TJx{7} XfHSHEILICE HIZHA8tel HEIR RX|5|0{0f ot Tt
7]i50| BA3tEl A2, PUT R0 HAIKOR XIZsof SLICL oS S0f HIHE RE s #Z
() 7152 ol gsieln 22 591 7152 22 Higgetstais T2 PUT 282 LS.

{ "grid": { "alarmAcknowledgment": true } }

StorageGRIDO]| Lot HAM|A S H| O &fL|Ct

Control StorageGRID 2 M[A: 7HR

a5 S AFEXAE USAHL 2P0 24 1
UE AERIR AR Y 4= A= 2

0| o2 &Esto] StorageGRIDO| UM A S £~
o o

AA (=]
Sign-On)E &d3tst, S20|HE ¢l

=
2 Mo = J}SLICH MEIMO = SSO(Single
H

SME ddotn, O2|E S HEY = ASFLICE
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J2|E 22| Xtof| Chet HMA S HofeLTh

ID HE{ 0| MH|ANAM 2F2 AFEXIE 71 7Lt 22 O 3 22 AL XHE MHst0] Grid Manager %! Grid
Management API0|| M| A S 4~ Ql= ALEXHE Z™ LT

ME "D Hw" 4F¥E FIRLCE " OE" 8 "ALEAN EEot ALEXLE 2l it SEE A8 StorageGRIDoil &

S o o
WEAH 23018 4 AELICE Active D|rectory, OpenLDAP EE&= Oracle Directory Servers At&0%t= 22
HHHO|ME +HY = JSLICH

() T2 LDAP 3 MHIAZ AbgSIRIE 712 X2 R0l 2olstiAlL.

SSO(Single Sign-On)E &M stgtL|Ct

StorageGRID A|AHEI2 SAML 2.0(Security Assertion Markup Language 2.0) E=2 AFE3510{ SSO(Single Sign-
On)E X|AgLICH HA &l "SSOE 4511 AFEstE S A™eL|CHEE A8Xts O2|E 22|X HIHE 22|Xt,
J2|E 22| APl £= HIHE 22| APIO| HNASHY| Hoj| 2|2 ID SSAtol| 2|8 215 =[0{0f BLICt. 2 AH8Xt=
StorageGRIDO| El?_'%* + gi&Lch

m26|NY ASE WAL

N
3t

-

2fL(Ct.
StorageGRID Al*E* of et O2|E EZS =X HEQ} s} 7|9 A S Ef—-—EEOI-E#II ASEE LQBIL|CE.

D2 SsE= B2 MK 9 RX| #2| HAtet StorageGRID 27 IH7|X| CHREZE0] ZRBL|C
=110 ©
JtsELIct "= S HARLICH 20 et

2|29 2t E0j= DR 1C 28 267t USLICE O YL SSHE A0 =C0f "admin'O R
200l6iALE VW/B2IN 22 B2 2E AFEXI0IA| ZI9IH0F SHLICE TR0 w2t & 4 USLICH L 22
o L [

StorageGRID Z2H|Xd &S E HASIHH CIS HAIE MEMNAR. 57, <& 8 KX E
Ao st ts 2RQILICH ot O2|E EEEX| MH J2|E = 24 oS gl
StorageGRID A|AHIE 2t 7(7t XHE S5 Ii7|X| “—'1?:12 CHREESHH A Z20|

LRefLCt

AIEHSH7| F0j
* 2 AFgoto] 12| R2|Kfoll 2IQWALICH K IE|E B Hetex)
E i A A3to] ABLICE

* X Z2H|IMY 227t AL

Of ZfHofl CHaf
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D2HANE e B2 2X W fAI 22| 2Ajet off ERELCH S+ I [X] L2 " Z2H[X'd 27} of Liet
UX| AELICt passwords. txt THY. TI2H|X 'Y °.:.*§§ Z M5t ot S ZhA0f] H 2t of ehLCt.

EHA|

T3 *>* HMA HO] *>* 02| = H|YHS * 5 MEISHLCY,

2. T2H|MY 2z HE * Oofl M * * S MEfSL|Ct

3. ¥iMfj Z2H|XM =S Y=PiLICH

4. M L= E YHBILICE A== 8Xt 0|4 32Xt 0|5H0{Of RILIC} Az = CH/AZRKIE L2 LICH
o M EZ2H|XNY 22 S orHet /Kol MFELICH X, &Y 8 |XIE 4 EAtol| 2Lt
6. M §=E CHA| 5t * Save * E MEARILICY.

0 Provisioning passphrase successfully changed. Go to the Recovery Package to download a new Recovery Package.

7. F7 W{7|X| * & MegtL|ct,

[S |
8. M Z2H|MY 22 S YL M| =7 I |X|E CHR22ESLCH

(D)  EEUHd UBE eEe gole 24 4 52 7108 chessior BT, 57 1717 T
AP QRT} HAS HQ NAHS oz 4 ALt

P AFLICE CHS THAIE
)

* E A% O2|E 22| Xtof| 2aQIHSLICH "X |2 5= ¢ HEf X",
* QX| 22| EE= R E HMA HSHO| JESLICE

* M Z=HMY Y=ot ASLIC

LE 24 A5 E AI23810] SSHE A2 =0 "admin"@ 2 2018} HLE VM/EE| X 24 HZE9 EE

AE X A| E:O_l%* 2 USLICH LE £ 25 HA T2 N A A= I2|E9| 2t =0 EHoH Mt E MMstD
ASE AUOO|EE o] HEBILICE Passwords. txt IFLS S IfF|X|0f] MEELICt S = Passwords.txt I Q)
s Hof| LS ELICE.

@ = 2t S40i| AL E|= SSH 7|0l CHall B2 SSH HMA L= 7t JAELICE O] HAI0M= SSH
HM|A 2 E HBSHA| pdELIL.

O [Ey =]

OFiALO]| A ABHL|CE

THA|
T3 > > HAA HOf *>* 02| = H|YHS * & MEASL|CY,
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rt
oX
Il:t

EHATH A

oX
40

HFot7| Hof| M =+ 17| K|S CH22 =AML, =204 thst
=Xl

1. 23 7|%| CHREE * 2 Meighict
2. =7 7|X| THUS ZARBILIC (. 21p)2 AHEBIO] 5 JHO| QFFSHT M CHZ 9|0 QB HBHStLIC
() 5771 IS StorageGRID AAHA HOIELS St o 8R4 ol erest 7l o

A7t AP0 YD 2 QMG Hs{oF L|Ct.

4. 2ol Tist MAp7F LIEHLIHE =& 24 A HES ARfe ZH| 7} E[JASH * of * S MEfgiL|Ct

=

4
J

L

LE & Ao T2NATE AL M Y2 E Zedts M 57 o7 [X[7F W8 ELCh O3 Ok 2t =20l M =7t
(o]

(=]

T M =7 07 (X170 HEE ainbx] ZIchguch 2 2 = 28 5 ASLICL

o == T AA
2. f 27 §7|X| CtRZE * & MEiBL|Ct
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=
3. CI2RE7} g E® ChSS 23etLc)

=

a. & gLICt . zip OFY.

b. & Zalsto] 2EX0| HMAY = JY=X| &RUBILICE Passwords. txt M LE 2& 37 50 Y=
mARJLICE,

C. M 57 {7 |X| oL S SAFZLICH (. zip)E AHESI0 F 7HL| QMG MZ CHE 2| X[0f| QL SHA|
E-'_.-'JE L|Ct.

(D olE 27 07|%12 Hox) opAle.

23 117|X| ItY 2 StorageGRID A|AEIOA HO|E{E 71 Q= O AFRE 4= QL
U2B = Ot E6Hof ghL|Ct.
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4. M BT 7|X|S R 261D ZHAS HIMSS LIEKHRIR HoI2tS MepLc

5. S 3% ofs W * 8 NSID DE =CUt M QSR YE(0IEE Wb |CHILICE o] B 2 HE 2
AQIALID
T™ M-d

DE Lo oig 0t HARH M J 3 v 7t LIEFEL|CH CHS BHAI2 o] S &L Ct.

YUHO|E ZZ2NA F0f| 2F 7t LHSHH B HAIX|0| Y27t HAEX| 42 L E =7t HA|ELICL =7t
HEEX| U2 LEOM Z2EMAT IS E ChA| A|EELICH YR L EO| Ao S HASHK| gl ZTEM|AT}
Z2E|H * Retry * (MAIE *) HEO| LIEFLL|CE,

StLt o| Ao L=of| Ciet 2= HO[0|ETt Aufet B!

a. Hoj| LIEE 2F HAXIE HAESLICE

b. & .

C. MA| * E MEHSL|CE,

M

A

I

L

MO
i
ot

() chu AZste olF g W Al B0 Mg o] e B ofsat WAE L,

6. B= LEOf| O3l = 24 Y= E HAF

= F 2 AFELICEHE CHREEsH 57 Ii 7| X| L C.
7. o] et 53 71X * A3 E AHE5H0 M F7 17|X|2] FIt SAR2 S CHRZERL L.

ID H|C{2{|0| M S AFSRILICE

ID HIEH2|0| 2 ALESIH O &8 U AFEXIE O = AE + J}2H, AHEX}
ZSHE A28t StorageGRIDY| 23218 4= JASLILCE,

SESTPNE

rr

Grid Manager?| ID H|5{2{|0|M S FdgfL|Ct

Active Directory, Azure Active Directory(Azure AD), OpenLDAP EE= Oracle Directory Server?t 22 CHE
AARIOM 22| O F 3 AEXE 2E|5tH = 2 Grid ManagerOHH ID HE0|ME Y = ASLICE

Al&rst7| Foi
+ 8 AbgOtol 12| R2(Rf0) 2IQIMALICH RIS S 2 Hate A
* S i A Hsto] YsLict

* Active Directory, Azure AD, OpenLDAP = Oracle Directory ServerE ID 35XAtZ A5t UESLICEH
(D) =20 gi= LDAP v3 MHIAS AFB312{R 712 X2 2M0| 2osHIAl2.

* OpenLDAPZ A23l2{H OpenLDAP MHE JASHOF SHLICE 2 AESHIAIR OpenlDAP At 744 X|&l.

* SSO(Single Sign-On)S AIR3lE = 2L 2 HEMELILH "SSO(Single Sign-On)ol| Chet @71 Abeh 9 1124
Al‘g"“.

* LDAP A{H{2}2o] %*..' | TLS(Transport Layer Security)E AF&%t2{= 22 ID 38A=TLS 1.2 £= 1.32
AEEILICEH S HESHMAIQ "2A TLS HZ| X = s

o| kol chaH
Active Directory, Azure AD, OpenLDAP EE= Oracle Directory Server?t Z2 CHE A|AHIM 35S 7t 2e{H
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Grid Manager®| ID AAE Y = JUSLICEL OIS RY I8 7N S = USLICL

OE: 242|X 252 AHEXh= 250 & 2a| Hetol| W2t Grid Managerdi| 2221510 2t

=~

o

A SH St
_I_OOHE

=
il

o ID 2AF ALESHA| 5= EIHES HHE AEXAL 38 HIHE 59| AFEAt= HIEHE 22Xt 2 F0
= HES 7|He = HHE 22|Xto| 230510 S +AT = ASLILE S HZSHUAL "HIHE AES
Lok S HEHE AE S A" £ £

0Z ot > 3o rH
oxolr= my

1. 4 *>* HMA HOf *>* D HH2{|0|Md * & MEFL|CE
[ B i = |

2. |D H|C{2|0| 8 AHE * 2 MEHBILICE
A

3. LDAP MH|A Q3 MMM M8 LDAP AMH|

I>

LDAP service type

Select the type of LDAP service you want to configure.

Active Directory Azure OpenLDAP Other

Oracle Directory ServerE Al85t= LDAP AMH Q| Zt2 FstHH * 7|E * E MEHRIL|CE,

4. 7|Et* 2 Meizh 29 LDAP 44 MMo| IES ZHNELITt Q%X

| S

£O
[0
r2

o

f

gjo

3
e}

tHA| 2 o|SELCt.

g 4

° * AtX} 1R O|E *: LDAP AFEXI| 117 4

AMEXL EZEE £49| 0|8 £d2
sAMAccountName Active Directory A 2| 22 uid OpenLDAP2| Z<. Oracle Directory ServerE

F4sts 42 & YLt uid.

YLICh O] £d2 ot Z5LItt
o

o

* AFXFUUID *: LDAP AFEXIS| &+ 117 AMEXF XeHE £49| 0| SQILICE o] £4& ot Z2&L|Ct
objectGUID Active Directory & 2| A2 entryUuuID OpenLDAP2| Z2. Oracle Directory ServerS
TtE 32 & LHYLICE nsuniqueid. X[ZE S40 CHot 2 AMX}Q| 242 16HI0|E = ZX1E
g4lo| 32Xt2| 1614 = XI0{OF 61, 510| =2 FA|ELIC
°*1F 117 0|5 *: LDAP 1082 11 AMEHX7} XatE £40| 0|SQILICE o] £42 ot &Lt
sAMAccountName Active Directory % 2| 2% cn OpenLDAP2| Z<. Oracle Directory Servers
Tdste 22 E LHYLICH cn.
°* F UUID *: LDAP 182 g+ 17 AEXIt Zetel E49| o| SLICE 0] £42 1t Z&LICt
objectGUID Active Directory & 2| A2 entryuulb OpenLDAP2| Z <. Oracle Directory Servers
Ttz 42 & YHYLIC nsuniqueid. X™E £40] et 2t 2F2| 212 16HI0|E = EXIE &4]9|
32Xt2] 16%l4= == X}0{0F 5tH, StO|E2 FA|ELICE
5. 2E LDAP AMH|A S0 CHoll LDAP At 74 MlMof| Z 23t LDAP Mt Y HIES|3 HZ HEE Y=gt
° *ZAE 0| *: LDAP AMH 2| FQDN(E et =0l o =

° * ZE *: LDAP MHO| HZ5t= O AFEl= ZEQLIC
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@ STARTTLS?| 7|2 EE= 3890|11 LDAPSS| 7|2 ZE = 636QILICt. J2{Lt &otH0|
SHEA F4E 3% ZE ZEE MEY = ASLICL
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You can enable single sign-on (S50) if you want an external identity provider (IdP) to authorize all user access to StorageGRID. To start,
enable identity federation and confirm that at least one federated user has Root Access permission to the Grid Manager and to the Tenant

Manager for any existing tenant accounts. Next, select Sandbox Mode to configure, save, and then test your SSO settings. After verifying
the connections, select Enabled and click Save to start using SS0.

550 status @ ® Disabled Sandbox Mode Enabled
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Sandbox mode

Sandbox mode is currently enabled. Use this mode to configure relying party trusts and to confirm that single sign-on (SS0) and
single logout (SLO) are correctly configured for the StorageGRID system.

1. Use Active Directory Federation Semices (AD FS) to create relying party trusts for StorageGRID. Create one trust for each
Admin Mode, using the relying party identifier(s) shown below.

Q_ Go to your identity provider's sign-on page: https:ﬁad201En.saml.sgwsfadfs!lsfidpinitiatedsignon_htnD

3. From this page, sign in to each StorageGRID relying party trust. If the SSO operation is successful, StorageGRID displays
a page with a success message. Otherwise, an error message is displayed.

When you have confirmed S50 for each of the relying party trusts and you are ready to enforce the use of S50 for StorageGRID,
change the SS0 Status to Enabled, and click Save.
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Sandbox mode

Sandbox mode is currently enabled. Use this mode to configure service provider (SP) connections and to confirm that single sign-on (S50) and
single logout (SLO) are correctly configured for the StorageGRID system

identifier(s) shown below

2. Test SS0 and SLO by selecting the link for each Admin Node
e https./f

1. Use Ping Federate to create SP connections for StorageGRID. Create one SP connection for each Admin Node, using the relying party
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Enabled, and select Save
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When you have confirmed S50 for each SP connection and you are ready to enforce the use of S50 for StorageGRID, change the 550 Status to

tH 43 HAIXIZE LIEFELICE,

+" S5ingle sign-on authentication and logout test completed successfully

xt210| AIfotE @ HAIXIZ LIEFLICH 2HE shZotn HateRo| 2718
|ESHMA2.
3. Ctg Y22 Mestol D2l=0| 2t pe

APH|SH = CHA|
22| L E0of CHet SSO ¢
oo|X| Bt= O

IAMXIZt EAIE|H E2tRMo|M * F[2 * HES MEtista XtH 5F

63



SSO(Single Sign-On)S &AMstgtL|Ct

SSOE ArE5t0] 2t 22| =0l 201E & A=X| 2Helet = HA| StorageGRID A| AR CH3H SSOE &4t

A
= T
OIAL_||:|-_

SSO7t #M3tEl AR B E AHEXH= SSOE AFH2SI0] Grid Manager, Tenant Manager, Grid
Management API %! Tenant Management APIO|| 2 M| ASHOF BFLICE 22 AtEXH= O 0|4
StorageGRIDO]| "—*.'Hlﬁ%* & &Lt

ChA|
1. 74 * > * HMA F|O] * > * Th Afel
2. SSO MEHE * Enabled * 2 HATIL|LCE,

3. M&* & MedgtL|Ct.

4. 21 HAXIE HESHD * OK * E MEFL|CE

O|X| SSO(Single Sign-On)7t &-&3HEILICE.

Azure LS A2 0|11 Azurel]| AM[ASH= O] AHESH= HFE{0| A StorageGRIDO| A M[ASH=
ZS Azure Portal AF8H7} £91E! StorageGRID AFBAIQIX| EQIBLICKStorageGRIDZ 7hH
E3 O59| AF2X}. E£= StorageGRIDN| 2321517| Hof| Azure ZEO|A 2 0F2ELCE,

AD FSO||A| 7|8t AR ERJAEE MMBtL|CH

AD FS(Active Directory Federation Services)E AH&56H0] A|ARIC[ 2} at2| L =0f| CHEE 7| HE
SEALXL 2| E THS0{0F 2HL|Ct PowerShell &2 AHE38t7LE, StorageGRIDOIA SAML
HEIHO|EE 7IM271Lt, HIO|HE 82 = YA o EY 4= U= 2JA EHAEE TS £

= T MT = T
O|A|__||___|-
A|Z5E7| Hof|

* StorageGRIDO| L3l Single Sign-Ong 744511 SSO RYCE *AD FS * E MH

e
o
- T1AA

o>

L|C}.

* * Sandbox 2 E * = Grid Manager®| Single Sign-On H[O|X|0f|A| MEHEIL|C} & EESHYAIR "sandbox ZEE
AHESLICE".

AARIS] 2} 2| L E0)| Ciet FatE E0|Ql O|F(EE= IP F4)dF 2 GARKL AEXE 210 JELICE ol2{st
22 StorageGRID T AlQl2 HO|X|Q] 22| .= M HE HO|SMM HE £ ASFLIC

StorageGRID AAEI9| 2t 22| =Sof Cigt M2/t 4 gl Arj M| BrS0{of BiLICE 2 22|
() ool et Mzie 4+ 2= DA 20 BRI BE 2| wSoj oFHeh 21013
OIAL_| |:|-

* AD FSO|M 7|2t FAIRL ERJAES BtE= ZHO| AL Microsoft AD FS A0 UM A = ASLICH.

o = AN
* AD FS 22| Aol St QO AF2XH= Administrators 1201 &8l &L|C}.
A

* R MY £ U= M MBS UEE B StorageGRID 22| 2B 0| A0 CHe FZEE ALEXt K|
ASM7E AALE BE oM 22| =20 215H= SEHS 21 A0{oF gLCt.

Of ZfHofl CHaH

64



0| X|&2 Windows Server 2016 AD FSO| M EIL|Ct. CHE TS| AD FSE AI235t= 2 =Xto]| k22| Xto| 7t
AS £ ASLICH HZ20| Y= E 2 Microsoft AD FS AHME EXSHAL.

Windows PowerShellS AL85t0] A2[2 4 Qli= AL8Xt AE|S SHEL|Ct
Windows PowerShellS AtE0t0] ofLt O] &fof Mgt 4 Q= TE| ER{AES W2 25 £ ASLICH

A

1. Windows A|Z} O|'50| M PowerShell Ol0| 2 OIRA QEZE HEOZ
MEHSHL|CY,

r>

m
Ot
kl

*
H
L]
Rl
rH
re
|0
HU
>
0%t

*
mjo

2. PowerShell 3 TETE0|A C}S EHS LATILICE

Add-AdfsRelyingPartyTrust -Name "Admin Node Identifer" -MetadataURL
"https://Admin Node FQDN/api/saml-metadata"

° & Admin Node Identifier Ol|N ‘_"fE| 20| cHet 718F SARKE AEXE HY ARRI2 mofX|of
HEAE iz oo d=5eLct. olE S8, o34 Z&LH. "sG-De1-ADMI.

& "Admin_Node_FQDN 0i|M St 22| L =0f CHolf MatE =oQl 0|2 YHBLICt (ERtt 32
Lo |IP FAE A ARBE £ JUSLICE J2{LE of7]0f] IP FAE YAt ZR00l= ST IP FA7H HEE
A2 0| ME[E & Y= AL M2 E AUH|O|ESHALE CHA| 2HS0{0F BFL|CE)
3. Windows Server Manager0®|A| * Tools * > * AD FS Management * S ME{S}L|C},
AD FS 22| =717} LIEFEFL| T},
4. AD FS * > * 7|gt ShAbXt 2| * § MESBHL|CE,

FAFKF 2 20| LFEFLHL| T}

Ol'l

u
91
1>
o
rir
o>

ot i Aol kA HOf R 7}
a. 93 PHE AE|E 4 Qe AHRIS AL

o
b. EHAEZS OIRA QEZR Hhxz 22611 * MM A Mo FH MY ~ S MEASL|CE

-

6. Mz My

rin
=
i
ot
4
20
rr
on
Rl
>
=
an
2

a. utz

o} SF
o [ = o =
b. H2|E 0L QLEZ MECER 325ta1 * 23| Za3 FH HE * = d=eLtt
C. ¥ 7t & MHRLICH
d. & S3 ME I0| X2 ZE0AM * HTZ LDAP & HLl7| * & MEHSt * O3 * 2 MEfgLC

f. EM XEA9| AL * Active Directory * S MESIL|LCT,

g- 0¥ E|0]=2| LDAP £ Z0f| * objectGUID * & = elL|Ct.

65



h. i Ejo|S9| &l 222 R Ho|M EECH: SE0|A * 0|8 ID * S MEFLICE
A

L OF& 2 Metel 2ol 2 Meighict
7. HEFEOIEIZ HBHOR JHHSHER| Selptit
a. Mgt 4 e ATH MEIS O}RA Q25 thER S2slol 442 HLIC

b. Endpoints *, * Identifiers * %! * Signature * 2| ZET} XN Y =X| &rQlgLCt.
HIEHH|O|E{7t S2hEl <2 M0 M HIET|O|E] ATt SHHEX| &ISHHL g8 322 U=TL|CL

8. 0| tHA|E HH=3510] StorageGRID A|ARIQ| B = 2h2| L E0f Tt ME[e 4= = HTf ESAES P4t}
=

) =
OFX|™ StorageGRIDZ =0t7F 2 & A IQ 2= Q= M| EB{AE
g HZEXSHIAIR "Sandbox ZEE

H 20| M HIEIHIOIE E 7tA et AFE dTh M2 BhEL|Ch
2} 22| =0f thet SAML HIELH|O|Efof] HM[ABH0Y 2} o =Xt ME[9] ghE 7t = & AUSLICH

A

1. Windows Server Manager01|A1 * Tools * & ME{St CHS * AD FS Management * £ MEHSFL|CH

w A
>
rn
10
I
Pl
=2
i
rot
)
o
m
N
2
0]
N
*
In
rx
Jl’ﬂ
ot
r
il

2
3
4. 2etel = 22 HEL 0|
5

=2
::
rOI-
Z
—
=
_l"l'l_
i)
o
m
10
40
.ﬁ

- Federation H[EIH|O|Ef &A(ZAE O|& = URL) * 0| 0] 22| E
gL|Ct.

https://Admin Node FQDN/api/saml-metadata

& *Admin_Node_FQDN 0IM St 22| i Eof thef H3tel ZHIQl 0SS ABILICt (RS FL Eo
P RAS THA AFRE 4 UKLICH J2{Lt 017(0f IP FAE 2ot A0 sie IP F47 HAE A2 o]
M2[2t 2 e ALBRH 2|2 HE|0|EBHAHLF CHA| BHS0{OF BiLICE)

6. Mg 5= A= GAAL M| OPHALS tEsta dZe 5

$0
rir

ol M2 E M Ch3 OFHALE BaLC

@ HEA|O|ES = o O2| 22|kl T )\f°|9 H|O|X|off LIEFLEE 21t S&OHA| 22| =20
|h AR MEXLE AFERILICE | E S, LSt Z&UICH sG-DC1-ADML.

CHat 7

7. §7 3 &7}
a AZ|S 0}9A Q2% HEOR 2237 * 23l U3 HH HE + 2 Meygi|ct
b. x| Z7} * e

o

=

Bl
i

23] Med 10| X]2] S20 M * B2 LDAP 441 BUY| * £ Mesin * O} * 2 Meigi|ct.

T4 HO[X[0f| M O] Ao HA| O|ES YHEILICL

Q
=l
Bl

=2
In

= £0{, 0|F ID*0f| i3t * objectGUID.

e. EM NqEA9| AL * Active Directory * S MEHBIL|C},

66



f. Oj! E|0]22| LDAP &4 €| * objectGUID * & =EtL|Ct.
(o]

g O E|o|=29| &l 22 7 BoM EECH2 S =0 * 0|F ID * & MEfEtL|C
A

h. oA * g MEedstn * &hol * g MEHSFL|C}
8. H|EIH|O|E{E M3 HOZE J1ML=X| 2olgtL|Ct
a. AMzlg £ = M M2 E OfRA QER tExE S50 £48 gLt
b. Endpoints *, * Identifiers * %! * Signature * 2| LT}t YK JA=X| eholstL|ct
HEIC|O|E{ 7} =2t 22 T2 0|M HIEIH|O|E FATt SHIEX| ISt Lt 2t 82 AHL|CH
9. 0| tHA|E BH=510] StorageGRID A|ABIS| RE 22| L =0f Chet M2e = Mt ERAES A MEL|Ct
10. ZrA S OFX|™ StorageGRIDE S0t7t 2 E A2[E £ Qs 4T EZAEE HAESHH SHIEH A HE[A=X]
SOIRLICE S HZSHYAR "Sandbox ZEE AFERLICH & HRSHYAIR
FEOF ME[E £ Q= M 42| oHEL|Ct
O|F MIE EHAEQ| H|O|HE S X AT E MEHSIH 7S 2 e & ASL|Ch
CHA|
1. Windows Server Managerdl| A * Tools * £ MEi{st CHS * AD FS Management * & MEHSFL|CY,
2. Tl * ME[E 4= U= TALRL AMZ| FI7H* E MEHSIL|CY
3. AIZf HIO|X|Ol| A * S| QIAl * 2 MEHSt * A|EF* 2 MEdSIL|CE
4. [2|X|st= Xtof| CHt Hio|H |2 MEfst * [C13]2 MEHEL|Ct
5. ME[E 2 s AKX AZ| OPHALE t2EL|Ct.
a. o] g2| =9 HA| 0|5 =Lt
Lot 2o a2|= 2tE|xtef Th ARl2 O] X|of| A== Zat SYSHA| 22Xt =0l CHet 718 SFARK}
AHXLE AFEELICE ol E SH, CH3 3t Z5L 0 sG-Dc1-ADML.
b. MEH™ EZ 2453l QIBSME FLHstAH THAIE AL ELICH
C. URL 7+ H|O| X|0f| ;] SAML 2.0 WebSSO ZZEZ * X[ 2t dat &tolztZ MEedstL|C},
d. 2| L0 CHe SAML MH[A 23 URLE gLt
https://Admin Node FQDN/api/saml-response
€ "Admin_Node_FQDN Of| M 22|} o E2| M2tEl E0[Ql 0|ES HYLICH (BRtt 3? LE9 IP
FAE A AFEE = USLICE J8{LL of7(|0f IP FAE 2ot 0= i IP FAIHEE 22 0
ME[E & Jq= ALEXL LIZ|E YO|O|ESHAHLE CHA| BFHS0{0F ©HLICE.)
e. AEX 1M Ho| X0 M St 22| =0 chot 7|8 SEARKE AEXHE K| ™t Ct

Admin Node Identifier

& Admin Node Identifier O 22| EO| Chet 7|8F GAIXL AEXE Y AtRl2 HO|X| o
HEAIE 2 oot d=educt. g 83, o33 Z&LU 0. sG-De1-ADMI.

67



Sk A
22 4 9l

rr

ool A= E MFet Ch3 OFEALE "Lt

M7 W3 HM M OHst AXPH LFERERLICE,

@ CHSE AXLEIF LIEFLIX| QtOH ERAES OIRA QEX ChxZ Z2I6t0 * Sa|Q) &g M o
2 MEfStL|CE
6. 22| & OPHAE A|ZFSt2{H * 72| 39t * E MEigiL|Ct
a. 1% HIZs] Med H0|X|Q] 220|M * HTLE LDAP £ HUj7| * & MEfsty * CfS * 2 MEfBiL|CL
b. 2] 714 H|O|X|0l| A O] 7o EA| O|ES RHTILICE
o€ &0, 0|Z ID*0|l CH$t * objectGUID
c. EM MZEtA 9 AL * Active Directory * S MEHBIL|C}
d. oi E|0|=29| LDAP &4 &0 * objectGUID * £ & stL|Ct
e. OjQ EH|o|22| YAl 2i|e) fd HolM EELHR SF0|AM * 0|F ID * E MEHSL|CE
f. O » & Medst * =tol » g MEfphL|Ct,
7. MEIE 2 s ML MEIE OIRA QER TR Z Z2lst0] £42 gL
8. ICIOIE * EHOj| A T 20t (SLO)O| CHSt AEZQIES AN THL|CE
a. SAML =7t * E MEigL|Ct,
b. Endpoint Type * > * SAML Logout * & MEHSHL|C},
C. Binding * > * Redirect * & ME{BtL|LC},
d. AZ|g Q= URL* HEO| o] 22| =0l T 20H2(SLO)0 AHEEl= URLS HBLICEH

9. N ROl Of IS 4 QU AR ERIAES] AT QIBA

68

a.

a.

b.

2 *Admin_Node_FQDN 0| M RH2|xt == 2| Mstel Zool 0|2 elaisiLict,
ChAl LR 2 UBLICE 2Lt 7|0 IP FAS Q2ist A0S S
NESNETE

https://Admin Node FQDN/api/saml-logout

YOO|ESIALE ChA| BHS0{O0F BfLICE)

OK * & MEfgfLICt.

1]
Ral
0
oot
C
n

MEX R ASM =7}

* StorageGRIDO| = =2 AFEAL K| 22| ASM7E A L oliE ¢

0l

o
* MEXXIHE B Mt GlE R el =20 23215t
f

NE Heyzt

Lfct.

|
Admin Node2| C|HEZ|Z 0|58t & & FIIZLICt custom-server.crt QIS A OHY,

= Kb DX EEQ| 7| E QI

15
LASIH LEE S o 7|2 QASM7 ChA| ddE D, M2 £ s U ERMAES

YH[O| EHOf BfL|Ct.

Apply * & ME{SIT * OK * & MEHSILICE
BLE ZAR £40| MEE 1 EHeL|CE

AN
1 2 0|SELICt /var/local /mgmt-api

M M (server.crt)s HEEX| RELICH 22| Xt =0 Zoi7t



10. O] ttA|E H25I0] StorageGRID A|AEIQ| B E 22| L =0f CHst ME(E 4= Qs ML ER{AEES MEHL|Ct
1. =S OX|™ StorageGRIDZ E017t 2E M |6E+ 2 Qe A ER{AEE H|AESIH SHIZ A LM YEX]|
2OIBILICEH S HZESHMAIR "sandbox ZEE AFSEL|CH E HZTSHMAILR

Azure ADO|| A QIE{Z2}0| = OHE2|H|0| M S WL BL|CH
Azure ADS AESHO] A[ARIQ| 2t 22| LEof Ceh AE{Z2f0| = O ZE(AH|0| WS H-dBfLCt.

A|=stz| o
* StorageGRIDO| Cigt SSO(Single Sign-On) A S A|ZOH SSO RFHCE * Azure * E MEHASLILCE.

* * Sandbox 2 E * = Grid Manager®| Single Sign-On H[O|X|0f|A| MEHEIL|C & RS AR "sandbox ZEE
AHESfLICE".

© A|ARIO| 2h 22| L =0of CHol * AE{Z2to|= off Z2[A|0|M 0| F * O] AUELICE 0|28t 242 StorageGRID tHY

Atel2 Ho|X[9| 22| & ME ME H|O|E0M SAFE & JAELICH

StorageGRID AI2&12] 2t 22| L= ol cisf AET2L0|% ofE2lAlol 42 25 0{of BLiC 24
() 22l ool AE|mato]x ofB2i 0|2 ALSSHH AFBAPL B2 e Sof QHHBHA 2O0lE 4
QIBLIC
* Azure Active Directory0i|A| AIE{Z2}0|= S8 T2 IS OHE ZYO0| JYSLICE
* Azure A|IH0| g4 #=0| JA&LICL
* Azure AMoll= 22 2H2ixt, S2ALC 28 T2 BAK, S8 T2OY H2IX} T AL Hot FHo)
£ 270l T2 o2 5 o7} ABLICE

Azure ADOf| N[ ASIL|C}
oA
1. 0l 2aQIgLIC} "Azure ZE",
2. 2 0|s&L|Ct "Azure Active DirectoryS Z2I8tL|CH",

3. 2 MENSHL|C} "E{Z2}0| = O Z2|HA|0| M,

AIE{Z2to|= o E2|7|0| M2 M5t StorageGRID SSO 742 XA SL|Ct

StorageGRIDO|| A Azure0i| CHet SSO &2 X &SHHH AzureE AHESHH ZF #t2| =0 CHet A Z2t0|=
OHEZ2|AH|0| M S BHS0{OF BLICH AzureOllA| H|C{2]|0] M H|EIC|O|E| URLE S AHSHY StorageGRID THY Afel2
H|O|X|2| sHE * M|T{2]|0] M HIEIH|O|E URL * =0 20 E&LICt

|
1. 2t pte| eof thel Tk B S wh=gt|c,
a. Azure Enterprise 28 T2 2 Aol * M| 28 T2 34 * & MEHSHL|C
b. Al2Xl Ho| g8 m2I ohs7| * 5 Metgich,

c. 0|EL=z StorageGRID 2 ARl HO|X|Q] 42| = MIF HE HIO[S0|M SAleH* AE{Z2t0| = S&

=
d. 2|0 M HE = A= *CHE 88 T2 SeH(Z2{2| 2) * 20| HES MEE HEHZ FLCt.

69


https://portal.azure.com
https://portal.azure.com
https://portal.azure.com
https://portal.azure.com/#blade/Microsoft_AAD_IAM/ActiveDirectoryMenuBlade
https://portal.azure.com/#blade/Microsoft_AAD_IAM/ActiveDirectoryMenuBlade
https://portal.azure.com/#blade/Microsoft_AAD_IAM/ActiveDirectoryMenuBlade
https://portal.azure.com/#blade/Microsoft_AAD_IAM/ActiveDirectoryMenuBlade
https://portal.azure.com/#blade/Microsoft_AAD_IAM/ActiveDirectoryMenuBlade
https://portal.azure.com/#blade/Microsoft_AAD_IAM/StartboardApplicationsMenuBlade/Overview/menuId/
https://portal.azure.com/#blade/Microsoft_AAD_IAM/StartboardApplicationsMenuBlade/Overview/menuId/
https://portal.azure.com/#blade/Microsoft_AAD_IAM/StartboardApplicationsMenuBlade/Overview/menuId/
https://portal.azure.com/#blade/Microsoft_AAD_IAM/StartboardApplicationsMenuBlade/Overview/menuId/
https://portal.azure.com/#blade/Microsoft_AAD_IAM/StartboardApplicationsMenuBlade/Overview/menuId/

€. Create * S MEHTIL

Ct

f. 20 M * A|ZSE7| * 2132 MESSILICE Single Sign On * AMXHE MASIALE 21Z ofuof| A * Single Sign-On

g3 e,
9. SAML * &XHE MEdSIL|CE
h. 2 HCH20| A BlEHHIO|E| URL * S ZAFEILICE * 32| SAML M ¢

I_

HIEE|O[E| URL * EO| URLS 201 @&t
2. 2} 22| ' =0f CHet HC{2| 0] M HIELH|0|E| URLE £0] 911 SSO A0 LRt CIE RE HE AlS
% StorageGRID T AFRI2 H|O|X|0Of|A] * K& * S MEfBHL|C}.

DE 22| =0 tis SAML HIEIH|O|E S CtRZ =8| Ct

SSO M2 ME?  StorageGRID AIAHIS| 2t Ba| Lo Sof Chef SAML HIEHH|O|E] UL [ R C 3t
USLICE.
THA|
1. 2+ 22| = =0j tisl o] HHA|E etEetLCt.
a. 2t2|Xt = =0f|A StorageGRIDO| 2 3QI%L|CL,
b. 74 * > * HAHA O] * >* ThA AfQIR2 * S MERBIL|CE
c. HEZ MENSIH 82 Admin NodeOil CHSF SAML H|EHH[O|E E CHR2 2 E8L|CE.
d. Azure ADO|| Y2EE A S MEELICH
2t dle{Z2to| = o E2/7|0| 0| SAML HEIH|O|E{E HZ=8tL|Ct
2} StorageGRID 22| =01 Cislf SAML HIEHH|O|E] IHY S CHREEPH S Azure ADOIA LS THAIE £

—

CHA|
1. Azure TEHZ SofZiL|Ct.

2. 2} Al m2to| = o E2|A|0]Mof Cish CHS ThHAIS Bh=eL|Ct,

@ O|FHofl S F0i =7et 88 Z=OMS EefH <l
(=13

m
H
o
S
!
o|o
II:I

23 IO[X|E M2

o
of

ﬂJ

s
I ER * E+0tLQ * 2 AEYLICHEY S HE 2 1 MSX| gt= 3 2).
C. Single Sign-On H|O|X| 2 0| S&L|C}.
d. SAML 718 g et=gtL|C}.

ASAM * oM RS = ASLICH.

o
. StorageGRID TH Atel2 HIOIIIE 0| S35t AtEot * AEJE2t0| = S8 T= 07 0|5 * of| s Sdt=* 8¢

A
T

nbxlel:

€. Upload metadata file * HES MEHst D s Admin NodeOl| CHaH CHR2 2 =8 SAML HIEIH|O|E TS

MENSHL|C}

f OUS 23 S * Save * & MEASID * X * & MEHSIO] A2 HELICH SAMLE HH ARRIR M7 HO|X|2

SOFZLICE

3. 9| HHAIS WELICE "sandbox ZEE AISELICH 2t & Z2OMS HIAESILICE

70



PingFederateOl|A| AMH|A SZXHSP) HZ S MM efL|Ct

PingFederateE AFE510] A|AHIQ| 2t Et2| L E0f| CHSE MH|A ZEXHSP) HZ S PHELICH
TZMA £EE =0|7] 98l StorageGRIDO||A SAML HIEIC|O|E{E 7t SL|C}.
A|ZFsE7| Hof|
* StorageGRIDO]| Ci$F SSO(Single Sign-On)E #4511 SSO RE2E * Ping R HeS MEIRSLICH
b x

* * Sandbox 2 E * = Grid Manager®| Single Sign-On H|O|X|0f|A{ MEHEIL|C
AbggtLict,

[ |
.2 BTSN R "sandbox ZEE
© AARe| 2k gta| =of cheh * SP ™% ID * 7+ UELICH 0[2{%t 212 StorageGRID T AFRI2 T|0|X|Q| 22|
TE NS HE HOIS0N &g %!Q'—IEL
* A|AHEIO| Z} 23| L =0 i3l * SAML HIEIH|O|E] * £ CRZEMELICE
* PingFederate Server0f|A] SP 22 dHsH= Z&0| U

o %(E)

III>

L|C}.

£) ER5t12 JAEL|Chhttps://docs.pingidentity.com/bundle/pingfederate-
103/page/kfj1564002962494 htmi["2t2| X} £ X 9t AM"A] PingFederate Server2| Z< PingFederate &A=
XiM[eh EHAE K&t 8 S HSELch

* PingFederate Server0i| CH3t 22| X} #3t0] JQELICE.

Of ZhHofl CHaH

0| X|&2 PingFederate Server H™™ 10.32 StorageGRID2| SSO sz AtE M 6H= WHE QFgtL|Ct CHE
™2l PingFederateE AF&%H= 42 0| X|&E2 ZHGOF & &~ USLICEH He[Aof chst XpAMISH X[E2
PingFederate Server AEA|E HZXSIMA|I2.

PingFederateOil A 2 714 R4 2tEoiL(Ct

StorageGRIDO|| At2E SP HZ 2 M Mst2{H PingFederateOf| Al APY 27 XA S 2t =2 6l{Of BfLICE SP &2
g m o[2{gt AFE R HE ARZgLCt.

-
Rl
09t
10
M
O.I.O

HIOJE] X&F4 dd

Of%| AZSIX| t2 E2 |31|0|E1 X1”_+_% MM8H0| PingFederateE AD FS LDAP AH{O| HZTILICE AR A| AESH
US AR ELICH"ID I 0|82 #A45t= SULICH StorageGRIDOA

* * Y * C|AEE|(LDAP)
* *LDAP ¢ *: Active Directory

* * Hio|{2| £ 0|5 *: LDAP HIO|H2| £ §2| * objectGUID * £ 1 2!at Z0| F=tstA| Y= elL|Ct.

oo
tot
b

4 8 f2d dAV| [z fad dA7I] =71

* *H|O|E K& A *: PHE OB MEAS MEdSrL|CH
* * 4 7|Z * LDAPS| HEE 2BIL|CHO|: DC=SAML, DC=SGWs).

« * AM ZH *: sSAMAccountName=${username}

71



IDP O HE{ QIAEIA BEST|

OFx] IDP OfE] QIAHAS OHEX| o2 39 MABILICE

ChA|
1. Q5 *>* &g *>* IDP O{HE| * 2 o|STL|Ct
2. M QIARA OHST| * E MEHBILICE
3. Y HollA * HTML 24| IDP O{®E{ * £ MEfEtL|CH
4. |DP Adapter B0l A * Add a new row to 'Credential Validators' * £ MEHEIL|C}.
5. E MEHSIL|Ct s XHA BF fad A7 USLICHS(E) HEASLICH
6. O{RIE| S RHollA] * 7tH * of| CHEH * AFEXt O & * M S MEHSL|CE
7. NE S MEigLCE

AN QIZAIE OFF| BHEX 242 9 MY QBAS BHS7ILE FPHSLIC,

T Hok*>+ ME 3l ¢z ofj5 7| % Q15N * = 0| SELICH

2. N Q15 ME BHSHLL ZIMSLICE

PingFederateOf|A| SP H&2 MAgtL|ct

PingFederate®i|A| SP HAS MAMe i StorageGRIDO||A CH2 2= SAML HIEHH|O|E{E 22|kt = =0f| CHal
M ZL|Ct HIEHH|O|E moll= Hest B2 EF 20| 0 ASLICL

— O HA
ALEA7L 2E L E0f oHHSHA| 21T & UL ZE StorageGRID A|AHIQ| 2t 22| L =0f| CHs SP
42 Wasof BT of X|Zol ufet A WAl SP H4S MAHLIC T8l Ok 2 oS eI £t

SP &2 UL C 2R Rt AES gLt

o

=
Create Connection * 2 MEHSIL|C.

o A& HEZE MESIA| ¢35 * S MEELICE

o L0

A w0 DN

IZEZZ * Browser SSO Profiles * & * SAML 2.0 * S MEHSL|C},

SP HIEIH[O|E S 7t FL|Ck

THA|
1. HIEIHOIE 77| RoilM * ot * S MEfBL|Ct

72



22| Xt = E9| StorageGRID Single Sign-On H|O|X|0f|A| CH2 2 =% SAML H|EH|O|Ef Mt S MEHBIL|CE,
HEIHO|E Qo % Uit M ol MSE MEE HEFL|CE

OtELH 2| AE|E| IDRI HZA 0|F2 StorageGRID SP ¢ IDE MAELICE (6: 10.96.105.200-DC1-ADM1-
105-200). 7|2 URLL StorageGRID #2| ==9| IPQIL|LC.

IDP 222X SSOZ AstL|Ct

|

1.
2.

10.
1.
12.

o o A W N

Browser SSO(E2t2X SSO) B0l Al * Configure Browser SSO *(E 22X SSO * M) & MEdSL|C}.

SAML =T FHOj|M * SP A|Zf SSO *, * SP £7| SLO *, * IDP A|Zf SSO * & * IDP A|& SLO * M8 &
MEttLCt.

O MM =fM BHOIM * Of M ZHM A~ 2 MEARILICE

a. ID OHE BHollM * J&E * S MEARIL|Ct

b. [&A A2 EHOIM [£4 AH2H U 7IM L X|HE|X| &2 0|2 WAIOZ * SAML_subject * S AF2EL|CE.
A HE Ol * AH| * E MESIH E MAYLICH urn:oid, AFSE|X| ZELICEH

H
2 X MEX x| HollM * EH {2 =Tt
Data Store(H|O|E{ X&) B0f|AM HEHS 2=
LDAP C|ZE2| A ROl M CHSS A TLIC

° 7|2 DN * 2 Y ELICt 0] gt2 LDAP A0l CHaH StorageGRIDO| 1243t Ztat Mets| L X|sHOF hL|Ct,

o M HQ| oM * 5te| EB| * & MEHSIL|CE

° 2E JiH| SeiA2| B2 * objectGUID * EH S AMTI0] F=IHELICE.
LDAP Hio|H2| EM Q1F Y Al 40| A * objectGUID * EM0]| sl * Base64 * S MEHEILICE,
LDAP Z'E B0l M * sAMAccountName=${username} * = /23 &tL|C}.

=

[ 7|2 0|3] Bo| [AA] EESCI20IA * LDAP(X4) * S Meist D Zh EZCHR0||A * objectGUID * S



. SP Connection * > * Browser SSO * > * Protocol Settings * B0{|A] * Configure Protocol Settings * &
Meystict,

. Assertion Consumer Service URL B0l A StorageGRID SAML H|E}H|O[E{(* HIQIE 2!

9| 2% POST*)0i|A

7t 2 7|123t2 a2 AEYLICH /api/saml-response AEERIE URL).
- SLO AMH[2A URL #0i[A StorageGRID SAML HEIE|O[E{0l[A Z7HM 2 7|=gtE OtHZ ARSELICH HielE 5L 2
B *redirect *) /api/saml-logout WEHLIE URLS ES
4. 518 7+t SAML HIQIE BH0f| A * Artifact * %! * SOAP * £ X|ZLICt. POST * & * REDIRECT * 2t
HegL(C}
S. M FHM EHOIM * Authn @8 MY He * U oy M8 ME * gfolzts MEE MefE SLICH
6. A=} M EollM * IS * S MEfRiL|CH
7. 29t AESIL * Done * (2t& *)2 MEiSIo] ZTREZ MBS MTRLICH
8. QoS HESID * 2tg * £ MENste] HElRX SSO XS XMERL|CL
X4 Z3EE ALt
CHA|
1. sSP & HollM * XtH Y * 2 MEFL|Ct
2. X4 3 "HollM * XHH BE o 2 MEfRiL|Ch
3. & MEMEILICH MTE QIS M BHSFHLE 7P SLICE
4. I3 * 2 MESto] * MY ol 4% 22| * 2 0|SHLIC
a. HoF E BHo|M * WA X[™HE|X| 43 * 2 MEHSL|Ct
b. M 20l 21Z A E0i|A StorageGRID SAML HIEHH|O[E{OflM 7k 2 ME Q1M HEE HESLICE
5. ot stHE AESHD * & * 2 MENste] SP HM& S XERLC
Z7t sP &2 MdgLct
R M SP M4 2 SA[ot0] J2[E9| 2} 22| 2o 2Rt SP H&S MM = JASL|CH 2 SAR20f| st M
D1|EfE‘||O|E‘|§ A==t
@ OtEL{ Q| AE[E| ID, 7|2 URL, HZ ID, A& 0|5, MY &elS Mlste M2 CHE 22| =9 SP
HZ2 Yo HE S AMEELICE SLO 8 URLO| /}&LICH
CHA|
1. 2F 271 #2| =0 thgt x7| SP HZAQ| SX|2s MM62{H * Action * > * Copy * £ MEHSILILCY,
2. SAtEe HZ DL HZ O Hot D * ME * S MEfgL|CH
3. 22| =0f siEst= HIEHH|O|E MU S MEdstL|Ct.
a. &t * > * H|EHH|O|E YO|O|E * § MEHStL|CE,

74



b. m MEf * Z MEHSI D HEIH|O|E S 2 E=SfLCE

d Xz * g MEigfL|Ct
4. DA SHOZ QIS QR E S ARLICH
a. M HAZAS MEfRiL|Ct

b. Configure Browser SSO > Configure Assertion Creation > Attribute Contract * £ ME{gfL|C}.
C. urn:OID*0f| CHet =S AMA|EIL|CE.

d. X7+ g MeBict,

SSO(Single Sign-On)Z H|&-As}etL|Ct

(=13

0| 7|52 O O|& AFE5X| 2B{HM SSO(Single Sign-On)E AESHXA| Y= HHE &
A&LICH ID HE2|0| M S H|gMststa{™ HMXA SSO(Single Sign-On)E H| gt s}slof
SrL|CE.

Alzt6t7] Fof
* S AHZSt0] J2|C B2[RI0 2O QIMALICH XS 2 22w
* S i A HBto| UBLICE

|

T * > * MM A HO] * > * EFU ALQIR * S MEHBIL|CE

Thd AtQl2 |0 X7} LtEHELICE.

2 MEXL 2I0Y = ASS LEHH = Z1 HAIX[Z} LIEFEL| T,

CtS0l| StorageGRIDO| 21918 iiff StorageGRID 219! H|O|X| 7} LIEILt T 22 E= E% StorageGRID
AHEXte| AHEXL O| St A= E RU=ABHOF RILIC
stLtel 22| = =0f| CHslf SSO(Single Sign-On)E LA|HO Z H|ZAMSH 5 CHA| Mt Ch

SSO(Single Sign-On) A|AEIO| CHR2E|™M Grid ManagerOf| 2 218HX| 28 &~ QI&L|C} O]
4% of 22| 20| CHd SSOE LA O = H|gM3t 8 ChA| 2hdetet &~ JEL|CH SSOE
ALESIX| AT M CHS CHAl AFBSHEE MBS H =2 HY A

A EHSE7| Mol
* £ HNA HTHO| USLICE

* 2(B) Bt JELICE Passwords . txt IHY.

75



oh 2t2] L E0f| Cis SSOE Hlgdetet = Tz|

C H2[X0f| 22 RE AIZXIZ 21018 4 QI&LICEH StorageGRID
ANAHIS HSSI2{H 20IR6H= SA| LEo| HEH &

S AFE3I0] HE[Xt mE0iAM SSOE LA 2 etslof LTt

oF 2t2| L E0f| Che SSOE HIgMatsi e a2[=9| CHE 22| =0 Ciet SSO dFole &S FX
4&LICt Grid Manager?| Single Sign-On H|0|X|0| /= * Enable SSO * &QI2t2 MEHEl MEfZ
EOF A2H, 7|E SSO HE2 25 AUL|0|ESHA| ¢= ot | X|ELICH

FERZ ZO0I5tH ZTEZETL of| M HFELICH s E MEfBILICH 4.

= 20l SSO(Single Sign-On)7t H| 2ot =|UCH= HIAIX| 7} EAIELICE.
4. A HEIR KON St 22| L EO| 2| = B2|Xof| M ATHL|CE
O|X| SSO7} H|&HSt=|0f Grid Manager 2391 H|O|X| 7t EA|E/L|C.
5. AH8Xt 0| REC 2ZH RE ALEX Y= E AHE5t0 20lgtL|Ct
6. SSO M S £Hl0oF 522 SSOE LA|HOZ H[ZEMs}5t AR:
a. L * > HMA O] * >+ BFU ARRIR * S MEHSIL|CE
b. HREl = Q& SSO MY S HARLICE.

c Xy g

rx

EHStLICt.

[l

Fel AtQ12 H|O| X|Of| A * K&t * & MEHSIH MA| J2|=0]| CHEE SSO7t AHs O 2 CHA| M SHEIL|CE

r

7. T2 O|R 2 QIsH 12| BH2IXtoll AN|ASHOF 57| HE0| SSOS UAHOZ HTN3 FL

—

76



0| of ZE| ==0f| 2t HEECH= HAIXIZF A LT,

=E0|M Single Sign-On0| BHE|ASS LIEHH = HIAIX|Z7F EAIE LT

o O2|E LEE MEESLICH reboot

8. @ HatXo|M SYet 2a| =0l J2|= 22| Xfol| BM|AFHLICH.

1
ol
0%
fjo

0

I
2
°
oot
I
n

9. StorageGRID 219! H|O|X|7} LtEILtD O2|= 22| Xtof| HM|ASHH SSO X}
J2|E mici2o| Mg AFR L

Oz = HEo]d2 FAYULIIN?

J2|E ol E1|O|A=I° A8t HIHEE S8 SHISt ®al| 5+E Il & StorageGRID
A AR ZHof| FHHIE SHE & JSLICEH

J2|E HEj2fo]d AZOoZF FAYLIN?

Jz2|E fE{2f|o|d HE2 F StorageGRID A|AE0M 22|X} =2 AH|O|ER0] L= Zhof| o= QHHSHA|
HZELCt

J2|E HE2fo|dE fISt HIER

FIZZ o022 F O2|= 2te] J2|E mirfo|d HES FH5t= TS QofgtLCt

77



. . Perform prerequisites
Grid admin e
Create HA groups (optional)
Add DNS entries

v

Configure connection

Grid 1 | I
Add configuration -

Download verification file .
StorageGRID generates security

* certificates for each grid.

Grid 2 A
Upload verification file —— |
Save and test

v

Manage connection
on both grids

Edit, test, remove
Monitor and troubleshoot
Rotate expiring certificates

J2|E Hir{2f|o|d HZ Chet 2] Aret 8l 27 Atet

ot

J2|= H|{2)|o|Moj| AFEE|= & J2|E= 25 StorageGRID 11.72 &4 FLICE.

SRS
J2|EoflE THE d2|=0f Tt Stit ool J2|= mT{2||o[d HEO| AS + AFLICE 2 J2| = HiEH2o|M
HE2 OE 20 SEHYULIC o E S0, _'EI': 10| 22| = 29+ 1712 HZES 7HX[1 1 T 2| = 31} 2
HZO| A= 2 A2|= 291 2| = 3 M0[ofl= SAIH HZO| YlSLIT.

Of

J2|E micflo| 4 e FUHYLICL HHo| MHER £ I2IS F stiolM HZS BLIEZD H2lE 4+
&Lt
=] .

£ A83ta{H BA StLt 0|42 2= HE2|0|d HZO| OOk LT "AIE SE" £ "uA 2= 5"

HEZ U 1P F4 27 A

78

02| Mool HHS J2|S HIESD, B2ixt HIEST i 20|t HIEYToIM LS 4 YL
2 2t

=
d2|Eo| Y2 22| =&, AO|EQ0| =

D8I Hofeol M HAS ¢ 12|=2 ChE Je|sof HABLIC
Ei £ BE2 A4E 42 J2|S0 J2C S3 2He KM,

THE E2 WS ME SiZets HAULICH T8 H(HA) 18" 2 J2|=9| Hlo|ERI0| X 2| S £ HAJES
AFSHH 2 A8 4 gl 8 FS 12|S Hfzijo| M eiZo| 2201 MejZ QXL £ HAE B

Sfto] 24 QIE{H 0|20l FOH7F 2A5tE 10l A o] QIE{H 0| AS AFSE 4 YALIC

CHl B2 o= i AO|EY0] 20| P FAS AFBSHE 12| HL2|0|M HES Stes e HFEX
LIt =2 ALSY 4 g7l =19 12| Hirf2o|d BT AEE 4 Sl Elict

f
"WARORE =AMl R 2 ag|Eol ARE|X| LEIFCHE OB =M - El 22| 8 A0 E0] =0




MM AT 2= AO{OF LI 2t J2|=0f T3l 2= AEE|X| LLEJF HZO| MEE[= #HEIXH == = HO|ESO]
LEZ oots IUYE F2E 71X QJ=X| =elgh|C).

23 239 F2 FQDN(Eete =2l 0|F)S AHEsto] AZQ| 2 O2| =8 AlERlLLE O3 L3 L3t 20|
b5 PSS
S|

* J2|E 19| FQDNE 12|E 12| HA 2 F0f| Cigt Stit o[ &9| JHAE IP(VIP) T4 EE= 2| E 10| QU= Lt o] Ak<
22| EE= AO|EQI0] =E9| IP FA0f ojZIElL|Ct.
« J2|E 29| FQDNE 12| E 29| 8tLt O|Ate| VIP A EE= O2|E 20| 6t} 0| Ate| BHE| EE= AH|O|EY|0] =9

IP Z=20] BHZELC
of2f DNS S22 ABSHE 22 HZ AFS RS Ch31 Zo| 2C BRMEL .

* 02{ HAJEQ| VIP =40 i %= DNS ¥=52 HA I E°| &4

LS 2
* O] 22| = = AO[EY0] LE9| IP F40 0fEE= DNS §=2 IEE = Zhof 2= MY EL(CH

ZE Q7 A3
J2|= HEf2o|d HES HHY M AFESHX| gb= X E B S 2300001 A 2399977HX| X|HE 4= JAELICE O] HE2
FOg|EE SYE ZES AFERILICE

J2E ZOH LEX THE HZO| 0| ZEZ AHE0HX| G4 ofiof BfLICt.

4n

ASM 7 Aret

J2|= HHg o] HZS LAME I StorageGRIDE AFS 22 U| 79| SSL QIS ME MM stL|Ct.

* JZ|E 10N O2|E 22 MEE= YEE 9156t A5alsh= A 8 2240 RIZN
* JZ|E 20N J2[EM12 MEEE HEE Q15 U A53lst= M 8 220|HE QS MULICt
Grid 1 Grid 2
Server certificate P Client certificate
Client certificate Server certificate
712X 02 AFME 7302 (2H)0 REELICE 0|21t QIS M7t otZ Mol 2HtH * J2| = H|E{2{|0|M QIS A
Ot * A2I0| QBN E 3| Mst2te LIS EAIELICE O] YIS O2|= ZZ|XHE AFESHY 3lE & JUSLICH

79



XtMlst HE

* "J2|E HCf2|o]M A

« 12|z Ho|H o

AY 2E2 HHUE A,
StorageGRID A| A

o
Zt

—

HUE OE, HHE AL AHS 2H|0|H, ZR0 w2t o
[ S3 KA 7| 12| = HCE|0] M S

ol CHet A 2 20| LRPILICH WA 2= SXH|". AA StorageGRID A|AHI0||A| CHAF StorageGRID A|[AEIO 2
AR HEE SE SHSHH HIHE ALK Y JF0| & J2|E F StLte| T H2l 1t ZHA|off MM AT 4= JSLICE

AY SE H3IE=
{AZZ R CHo[o{a 8 2| 22Xt X SHEE HHEI A 2ES HHOY| Qs +=H5= BHAE 2o SLICL
0| EtA|= o|=ofl £ ELICH "T2| = H|H{2{[0] 8 HZO| &[0 UFLICI".
Grid
. No Using identity
admin federation?
Yes +
Configure same identity
source, identity provider &
admin group on both grids
\ 4
Create S3 tenant StorageGRID creates tenant
P Assign Use grid federation —J»| on source and replicates to
connection permission destination
Permitted

tenant account

Configure same identity
source on both grids

v

Create federated
groups on source grid

I

Sign in to tenant
on source grid

4

Yes,
tenant Using No
identity
federation?
+ Yes, grid

Optional, create

S ] e Create local groups and

. users on source grid
source grid
StorageGRID imports StorageGRID clones
federated groups to local groups and users
destination grid to destination grid
Create S3 access keys ‘—‘

Optional: Clone 53
access keys from source
to destination

80



J2|E X YIEZ

—

J2|E 22X 8= EHAl= 2 StorageGRID A|AEIO| 0ff R=X| of £0j w2t SatEL|Ch T2 = H|Ee| o] M
HZ" SSO(Single Sign-On) EE= ID H|C{Z[0]MS AFREtL|C.

AE 220l chet sSO T (ME At

J2|E HE{2f|o|d HZS| StorageGRID A|AH & StLI0A SSOE AFEdtE 3% & 22|E0M 25 SSOE
AtEdtiof LIt 22| HCfo| ¥ S fIdH HIHE AES MHstr| Hof HHES] A Sl o4 J2|=of thgt a2|=
S| Xt LS THAIE =&sHoF LTt

o
e
i)
|
iz
o
flaay
rl'
Im
i
0=
0x
Ot
N
rad
=2
4n
|

il
[n

2
£Q
rr

ox
40

m
r_l_
Im
rir
fim}
0z

of S M=IX| &LICt.

A 220i thet 22| = F ID HE2f|0[d P (ME AL
StorageGRID A|AH! & LI A SSO gl0] ID HH2|0| ¥ S Ar8%t= 42 & 12|E E& ID HH2o|8 S
AtEdtof LIt 22| = HCfo] M2 ?Io HIFE AES ddotr| Hof| HHES &4 Sl oy J2|=0f tier a2|=
22Xt TS THAIE =&sHoF LTt
EHA|
1. & J2[=0)| Cs SLP ID AAS TEYLICHL & BERSHIAIR "ID HEH2|0| M S AL LTl
2. "ol w2t S 150 A2 Sl oy BHIHE Ao et £7| FE AMA Foto] A= R "sLet 22 IS
Aok Seet 88 IS 7HNet & O2[E ER0fA
@ F 20 gle= S8 250 FE A& HSHS SstH silE BHIHET} it 22| =0 SH|=[X]
oraL|ct
LS d

3. S IE0| & AIFo st £7| RE HAHA HPH0| l= 2R 2 FE AR =S XIF L.

52 S3HIHE AFS Yyt

MEAMOE SSO &= ID HIHa0|ME 74st = J2|E #HE|XH= LS HAE +35t0] 2 K|S CHE
StorageGRID A|AHIOZ EXE + U= HEHEE A™SL|CH
ChA|

1. A" 22 TS Qi HIHES AA OB|ER A8E O2|EE ZFYLCL

HEEI M3 MME J2|=5 H'HEQ| _source GRID_2t1 IL|CH HIHET SX|=|l= J2|EE
HIFEQ|_destination grid _ 2t11 fL|Ct.

2. 8l J2|=0f M S3HIHE AFYS HaetLct,

81



3. J2= Hfo|M &

A
=
4. HIHE AFO| Rpilo| S¢

Of oto] &EEl 4R 22 S UM HHE AE 25 S8 1S MHst7| Hol| St ID 228 P80}
Lich 22 HHEO FItel S8 IE2 F 2|5 25 Y ID £AE AIESHK| §b= ot thy Bl Eo|
=M =+ &L

J2|E SY HE AR * Heto] A= M HIUEI MEE 2 StorageGRID= CH21h 20| CHE 2|20 3
HEHES SHE28 Asez dagLrt

HE0]| et £E HMA APH0| A= ST A5S MEist 32 sl 2 50| e HIHEo| SRIE LTt
HEO0| CHel FE AM|A ABH0| A= ZE ALEXE HEiet B2 sliY A= tHe HIEEo| SHIELICE
J2{LE S AFEAe] Y= = SHIEX| &L CH

SISE HUE AN 3 EZ

J2|E HE{ef|o]d AR ALE * Mo = HIHETL EHé a2 =0 SHE 20 sE HEHE AE2 HHE OF,
AFEX} S 83 ML 7|2 2E SH|oH| TloH Ct2 HAIE =AY =+ ASLICE
EHA|
1. HIHES| AXo A HIHE AFo| 2a03fL(Ct.
2 Slofe HIHE AF ZF0|A 1D HT{2f|o] 84S F4 et

A
2. 5|25 22
3 2 9 RIS MBI

- AA HEEO

A2 HHEEN M I8 E= ARSI MEEH StorageGRIDE A2 LA HIHEO| S22 MdstX|ot
CHEOIM ChAl 222 SES MHSHX| &L

4. S3 AUMA 7|E MHetLIct

5. RO wat AA HHENM Y HHEZ S3 UM A 7|5 SHLICH

S5|18ElE HIEE #A|E $/2E 20| chet XtMjet g2t OF, }er 50 S3 UM~ 7|of 2E FH| L0 Cheth KpAISt
LHE2 S HESHIARQ "EE HIHE O Sl A8 8L AHE3H0] S3 ML 7|2 2ES Y ’S FLICE".

WAt J2|E EXl= off HEE 2702 StorageGRID A|ARIOA MEHSE S3 H{ZI ZHol| 2 E4
s 2 FHiots AYLICE "2 = mHeHo]d HE". "AIE 2 =" uxt 22|= SH|o
LRYLCt

82


grid-federation-manage-tenants.html
grid-federation-manage-tenants.html
grid-federation-manage-tenants.html
grid-federation-manage-tenants.html
grid-federation-manage-tenants.html
grid-federation-manage-tenants.html
grid-federation-manage-tenants.html
grid-federation-manage-tenants.html
grid-federation-manage-tenants.html
grid-federation-manage-tenants.html
grid-federation-manage-tenants.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-account-clone.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-account-clone.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-account-clone.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-account-clone.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-account-clone.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-account-clone.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-account-clone.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-account-clone.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-account-clone.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-account-clone.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-account-clone.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-clone-keys-with-api.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-clone-keys-with-api.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-clone-keys-with-api.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-clone-keys-with-api.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-clone-keys-with-api.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-clone-keys-with-api.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-clone-keys-with-api.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-clone-keys-with-api.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-clone-keys-with-api.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-clone-keys-with-api.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-clone-keys-with-api.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-clone-keys-with-api.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-clone-keys-with-api.html

ag|lE?

—

T
>
i
o
rot
0
|U
Ml
HU
4o

AIAEELR 0|0 IY2 = J2| =0 Y= W3l 7te] A=A O2|E SX|E F4ot= HAE QgL Ct

Tenant Create versioning-enabled
user bucket for source tenant

v

Create identical bucket for
destination tenant

'

Replication
One in one or both Both
directions?
Enable cross-grid replication Enable cross-grid replication
for only one bucket for both buckets

v

. s New object version
Add or modgfgsctm source ) e e

destination bucket

Delete object from source
(delete marker inserted)

v

Delete object version | Object version is not deleted
permanently from source from destination

Delete marker
—p replicated to destination
(optional)

A=A O2|E EX @7 At

EllLE ZHofl ShLt OfAre] ALSO| T2t * J2|E HE{E[0|M ¢ ARS * H3t0| Y= AP T2 = HLf2o| M 1
"ZE A HBO| UL HIAE ABHE 2 120 T HIUE AH| SU HZS M8 4+ ABLICE 0l
ET

* 0|2} X|%0| Zotof BHLIC

=
* HH 22| 7F 2 etE|of A0{oF LTk
* S3 LEHE FHZS HIEHstolof BfLICt

* H[O] QLojOF ghL|ct

83




£ #200| 25 MM

M
|U
Hu
|>
|
i}
In
dr
é
i
N
of
ot
-
kR
rr
4n
T
N
=2
0
=t
4
0x
et
4>

KpMlet =
"wWxp 32|E FH 2]

@A J2|E SR AHS W
TA 2| SRS B W TS 9% WHOR MY TE TN 4 YALICL

=X 7158 M3t

StLtel 2| =of| Mt e Zlof CHall wkl 22| = SXIE SdtstH ol H2l(2A H2)of| =7kel 48|17 CHE a2|=
(CHe e2)ol ot HZlof| SHELIC shX|2h cie alof| =7tEl REFEE ChA| 220 SH=|X| &Lt
M wxt 32| = SH= off tiol AFEstE S AFHE|0] JASLIC my-bucket 2= 10 22| = 22, ALt

CHE Yo 2= SYote|X| giaLCt.

Grid 1-Tenant A
my-bucket

Cross-grid replication:
Enabled

Add objects

—p

Grid 2-Tenant A
my-bucket

Cross-grid replication:
Disabled

Objects added

Add objects

T O2| =0 SSeE 20 CHel wXt O2|E =X E EdetotE & M2 ot 24X 7t THE J2|=of SHIE LT
JE'OHH WAt 32[E SH= ol sl AFESHEE R0 ASLICH my-bucket Y22,

84


https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-manage-cross-grid-replication.html

Grid 1-Tenant A Grid 2-Tenant A

my-bucket my-bucket
Cross-grid replication: Cross-grid replication:
Enabled Enabled

Add objects —1 Objects added

Objects added b Add objects

S3 S20[AET uAt O2|E SH|E AESI=E 2 E HI LENMES FII5HH Ch3 1t 22 Hyo] ZdgtLct

=
1. StorageGRIDE 24 BZI0A CH4 HZIOE QUAMES HSO= A BILICE 0] #It2C 27| &2
Lot AZHS HE FOI T2 21| Beio| £2 HIE 3t of2f 20l0f w2t apyLc,

3 Z2O|UEL QUHE JHH QY| Ei ¢S QEIE NS Musto] QBN ES| BH AHES sold 4
UELICt SEOl= StorageGRIDH| Pt 81 &6t= 240 LRFEILICH x-ntap-sg-cgr-replication-status
SHsIH: S3 2EI0|HE = K| 7IH 7| EE= 6= 2K 28 S MG A2l S| MEfE stole &+

UELICt SEl= StorageGRIDO| 2t si{=tst= Zd0] IBHEIL|CE x-ntap-sg-cgr-replication-status

Ch2 2 & olLIE 2= SH 8ll:

m=l= =X AEjL|Ct
E| c* Mz RE J2|E AZHO| s SH7F M3 SLICE
* *HJ Z o AA7t St o del J2|E HEAN =HIEX| UASLICEH
« * Ao+ J2|= AZo| e Sx[7H EF F0| ofL|H S&Ql Fof =

olsf SiLt ol Ate] =7t ATHRHELICH AHZATE @2 s ZsHo}

o
A
A

* replica *: {7} AA J2|S0|M 2R = A&LICE

@ StorageGRIDE= 2 K| &SHX| XELICH x-amz-replication-status HE|Z.

2. StorageGRID= 2t 12|29 24 ILM HMS AIZ3t0] CHE JiA|QF OFXILX| 2 JHHI S 2t2[etLict oIS S
J2|E 19 QEME A= F i EXE SAHECE NEE D FRHoz HEE|E A, TJ2|E 20 SH|E
QEHE A= 2+1 A 2Y S ME3H0 XFstL 3 =0f AH|E 5= JAELICH

85



QEMES AT5I2 OYA| ELITH?

of 48 & g "0|0|E SE= A M2 LICHStorageGRID= CHE1t 22 0| RE JHMIE AHE

S = o = ASLICE
* S3 22H0[AETL AN RHS HATLICH

=2od

* HIHE 22Xt AFXIZF E MEfRIL|CE "HZI0M QEHE S ANRILICH MM 2 SHIE MAHsH=
FHYLICE

| AL
=L
Q| Orx[9t 7|1ZH0| Z=E[H I of & X|FE BiX|7t Sl& Lt

StorageGRID7t 3] &, M3l £ F7| gt £ LM HHX| 2HR0IAM QLEHE AR|2 Qs QEHMEES Afx||stH
ag|E S8 HE O O2|=0M EIﬂE' QEME = AH|E|X| b&LICH SHX|2H S3 2210[AEf|M 2 A HZI0]
FIHE ANl O MO R el H3lof| EXE 2~ JUELICH

S3 220U ETL WXt a2 =H|7}F gt H 2o

| A H Ot Uo| L SH=X| O|5i5t2{H S3
S20[AET 7 2E|7F ZdotE HAM QEMES AXSts Y-S C

S 20| AESIMA|L.

—|—|—|

* S3 220|AETL T ID7F THE MK RYS HoHH olig QEME HTO| FFEH 2 HAHELICH M3l
=7hEl AR OFA 7 S LTt

* S3 S20[AETL M ID7t ZHE[X| g2 AH| Y S LF0t= E 2 StorageGRID2 LEHE HH S AH|SHA|

giELICh T APK| EA0] M2l =IHELICE AFH| OFH 2 2l8H StorageGRID'— AH|7F AHlEl AME
St

° ™ ID7} §l= GET @82 2 AIfLICt 404 No Object Found

TR HT IDE 71 GET 20| 4335t QEE A HHS HretefL|ct.

S3 S20[AET wAt O2|E =H|7F EdstE HIM LEMES AX|SHA
LS ol SHEX HFEE ZYELIC

T= 2od

* AR Ff HH ID7F ZetE|of A SHE JHA| Ol A4 J2| =0 FHH o= MAELIC asLt

o
StorageGRID= HZ ID7t X E AX| S SHOHK| 222 Sot A 0| T A A = X|
OI-AL_l l:l..

=)

A 0712 MYHoR 2HE 4+

(e e )

* AMH| M0l T ID7F ZEE|X| @f2 F 2 StorageGRID= H2I0|| Cislf A2A O2|E =X[7F A E SAlof w2t
L|C}.

| A
=

[e]]
o A 07122 E SHSIES ’.“_1 f'l‘ APH| 07 24 HII0f| =710 ti& 200 SH|ELITE AJ =2

T O2| =0 LEMET ALK A2 LIEFEL|CE
° AH| OFAHE SHSHK E=F MEISIH AKX | Or47F 22 H2I0f| =7hE(X| 2 T4 B2l X=X & LIC).
AHZE 22 2|20 M ARIE JHM = the 22| =0 M AHIE|X] eiE LTt

oM * APH 0P 2| * 7t of * 2 MEE A vukl 18| 2L SEEQSLICH HE DI ESHE AL
B{200] Chot AH| RS hA HAA QEHES AKISHA S&LICH BT DI} ESEIX] 52 A4 HiZl0f T AL
QHS A HiZI0) A QEFMES ARGt 2O LIEFLICY,

—

86


https://docs.netapp.com/ko-kr/storagegrid-117/primer/delete-data-flow.html
https://docs.netapp.com/ko-kr/storagegrid-117/primer/delete-data-flow.html
https://docs.netapp.com/ko-kr/storagegrid-117/primer/delete-data-flow.html
https://docs.netapp.com/ko-kr/storagegrid-117/primer/delete-data-flow.html
https://docs.netapp.com/ko-kr/storagegrid-117/primer/delete-data-flow.html
https://docs.netapp.com/ko-kr/storagegrid-117/primer/delete-data-flow.html
https://docs.netapp.com/ko-kr/storagegrid-117/primer/delete-data-flow.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/deleting-s3-bucket-objects.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/deleting-s3-bucket-objects.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/deleting-s3-bucket-objects.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/deleting-s3-bucket-objects.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/deleting-s3-bucket-objects.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/deleting-s3-bucket-objects.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/deleting-s3-bucket-objects.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-manage-cross-grid-replication.html

Source bucket Destination bucket
Replicate delete markers:
Yes

Delete request with @
version ID —P No change

Delete request without - Object appearsto be
version ID deleted

(D J2|E Zhof| LENME AN S ST|etE SEi 2 RXAISHH digsts £ RERILIC "S3 2f0|ZA[ZS
4" & 22|29 M0 ArEELICE.

SSHE N7 2R s whAl

LA} J2|E EX|E AIRSI0] O2|E 71| QENMEE 2% |6E i 7 QEHEE A5otstALE 7|2 HIl AS3E
AF2SHLE O2|E MH| AS3HE A £ JUSLICH H3lof| CHell Xt 12| = 2X|E gMdetsts| Fo|L =0 7|2

M2l = J2|= HA| st d¥E 7t o8 E= HAE = ASLICH

E A53lstH™H AA 30| LEMEE FIte 0ff SSE(StorageGRID #2| 7|17t = MH & 253}
)2 AT £ JELICH E AEEILICE x-amz-server-side-encryption S|HE @&t J(|7<c5"fé|”—||:|' AES256.
Q "NHZ LZotE AFETLICH".

SSE-C(11Z40| M=%t 5’I9f MHE @oohE AH8ste A2 Wit 22|15 SR 22 X=X
[SlESy
6t.“—llif SSEAlgorithm Of7H B4 CHAb

dxq

o
AE8256 H'I%’J = %*REFE E AEoIX| 1 £HE D E QEHHEN MEEILICH x-amz-server-side-
encryption M 3. 2 HESHALR "HZ! &,

O2|E +F L2otE A5 HE * M E QEME Aost - FMS * AES-256 * 2 2T ELICE J2[= &
2oot= HAl 2R L=t X] AL 7} Gl SEiZ RE RE REHMEN HEELIL x-amz-server-

[}
side-encryption @™ 8. S HXSIUAIR "HER = & i SM8H2 AL T},

SSELE= AES-1282 X|6IX| H&LICH AES-128 * SMS AFE3I0] 2 A T2|=0f CHdl * Stored
object encryption SME %éif%m AES-128 ¢ 112|E AH20| SH|E QENME=Z MItE|X|
HELICE CHA, 7tSot 22 SH|E ZAl= ciatel 7|2 3l £ J2|E gjld 53t NS
AHEgL|Ct.

©

AA HHE dootot= WHE AY S 0l StorageGRIDE= CHE 742 HEELICE
1. E AME8LICt x-amz-server-side-encryption SIHAE FEH(U= )
2. 2E CI7 s S AHE A B2 7|2 ofSst HHS ALBBILIC,

87


https://docs.netapp.com/ko-kr/storagegrid-117/s3/create-s3-lifecycle-configuration.html
https://docs.netapp.com/ko-kr/storagegrid-117/s3/create-s3-lifecycle-configuration.html
https://docs.netapp.com/ko-kr/storagegrid-117/s3/create-s3-lifecycle-configuration.html
https://docs.netapp.com/ko-kr/storagegrid-117/s3/create-s3-lifecycle-configuration.html
https://docs.netapp.com/ko-kr/storagegrid-117/s3/create-s3-lifecycle-configuration.html
https://docs.netapp.com/ko-kr/storagegrid-117/s3/using-server-side-encryption.html
https://docs.netapp.com/ko-kr/storagegrid-117/s3/using-server-side-encryption.html
https://docs.netapp.com/ko-kr/storagegrid-117/s3/using-server-side-encryption.html
https://docs.netapp.com/ko-kr/storagegrid-117/s3/using-server-side-encryption.html
https://docs.netapp.com/ko-kr/storagegrid-117/s3/using-server-side-encryption.html
https://docs.netapp.com/ko-kr/storagegrid-117/s3/using-server-side-encryption.html
https://docs.netapp.com/ko-kr/storagegrid-117/s3/using-server-side-encryption.html
https://docs.netapp.com/ko-kr/storagegrid-117/s3/operations-on-buckets.html
https://docs.netapp.com/ko-kr/storagegrid-117/s3/operations-on-buckets.html
https://docs.netapp.com/ko-kr/storagegrid-117/s3/operations-on-buckets.html
https://docs.netapp.com/ko-kr/storagegrid-117/s3/operations-on-buckets.html
https://docs.netapp.com/ko-kr/storagegrid-117/s3/operations-on-buckets.html

5

3. K3l HF0| A MEX| g2 A2 O2|E M| A3t HHS MEYLICHAME E2).
4 A

e o
DBT

M0| glop 4

HHIE = etotA| OHYAL.

Hr

SHIE HHE L=otols WHE 2EY Iff StorageGRIDE L A2 L &M 2 HEELIC

1. ST JHA|O| M AES-128 USSIE AFRS}X| U= S AA ZHH|QF SQUSH ot S 3I=
2. AN W7t LS| K| RUHLE AES-1282 ALESH= R, FHE 22 A K39l 7|2 od5et MBS
AHEEfL|CE.
3. CH4 H3lof| 2ot A
(e}

o
4 =3 Erel Mol gf

WA e X[ S OHA| EH ARlE R =X Q& LICH

Put Object Tagging(Zil|l Ef 2 X|&) & Delete Object Tagging(ZHA| Ef T X|& AlK|) @S WXt O2|= 2X|7}
ghMotEl 12| Zix[ofl Cholf X| 2 =|X| F&LICE.

S3 220|HEZI PUT QENE EfO X|H L= QENE BT MK NS = E2, 501 Not Implemented
HHSHEIL|CH HIA[X|= QLICE Put (Delete) ObjectTagging is not available for buckets that
have cross-grid replication configured.

SEE 287 BR|E s L

=~

A J2|EQ 2| NOHE 37|= thid J2| =0 =H|E Ko HEELICH 7HMIE CHE 22|20 SH|5HHE A4
Jgjeo * X[ MOHE 37| * BF(* 74 * > * A A” ¥ >* ARZ|X| 4 *)0| &£ O2|=0] 25 ArZEL|C oS
E0{ AA 2|29 X[ M{OHE 37|71 1GBO| 1 CHA J2|E9| X[ M|IHE A7|= 50MBED Z7FEEIL|CEH AA

—_ =

_'EIEOHH 2GB REHEZ 5= R oY RLEMEE T 12 1GB MIHEZ MEE LIt ot 22| =9] Aoy

—_——

MIaHE 3717t 50MB2! %4—?—01|E CHat 32| =0i 1GB M2AHE 2702 SH|E LT

Xt 32|E 2|2t CloudMirror £X|E H|wErL|C}H

J2|E HH0|ME AHESHY| AIZFe mf o RAFE D XJO|ME AESHIAIR "uAF O2|E =X
B! "StorageGRID CloudMirror S| A{H|AQIL|CH",

WA 12|E 25 CloudMirror S| AH|A
FQ 282 LIl StorageGRID A|AEIO| M3 27 A|AE! E|HE T} StorageGRID(4 )°| HZL0lAf 2|5
SolglUm?  olghe SiLICk Bzlo] QEHEL S U EE  S3 H{Z(THAOR QENES 50z B
F ooz O2(E 7t SXIE & JSLIC = ASLICEL

CloudMirror SAl= S& S3 22| A FHA| Q|
SENOI EAE S MMTiLICE o] 58 SHE=2

HHOZ ALEE|X| 11 SERE0M FIt2
XelEls 7t EELILh

88


https://docs.netapp.com/ko-kr/storagegrid-117/tenant/understanding-cloudmirror-replication-service.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/understanding-cloudmirror-replication-service.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/understanding-cloudmirror-replication-service.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/understanding-cloudmirror-replication-service.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/understanding-cloudmirror-replication-service.html

oA

AL

=7} S5sfof
gLt

QEHE HiH
227}
Lot |7t?

QUHEZ
o=z
O|sdt=
[=][e] K=}
I_I_I_

FAYLI?

AH= HAEA
SHE L7

HHE =AY

A OHL HO
T HATC ©OT

O{E | sf{of
gfLimt?

WA A AE
H|EHH| O E{ 7}
SHE Lt

N =1 ===y |

1. & J2[E Zte] J2|E Hio|d HE S
—_r“g‘.’:.”—llif.
2. Ct2 J2|=0| AHS0E S20| Musl= A

HIHE AFS =t

3. 22 =X M EHIHE
=Sy ol !

a8 S A ERIE

HE AFSRHE O8, A
MS

J2|E HHz)|o] M HZOo|A CHE StorageGRID

A 2B s dEots S S3 H2L.

of. &4 Sl Cd HZl 2F0f| QEHE HH
e[ Z-detE o] RLOOF BL T

A7t wxt 32| = SH7F gt
X7tE|H X502 2H|EL|C

= 3o

A 12| 2R HEHO| Y= QHHES

MASED A2 BZI0IM CHAL 202 B IDS

SHISLIC 0| 3 HH A7t %=

— 1=

J2[=0 2 /XIELIC

M| = OIEIH|O|E AER|X| M|$tof| et S|
CHZ |20l Z=7HElLICE.

Ofl. 24#|7} CHE 2| =0f SRS et AT
ot olEf = ZRIELICY HEtHlolE S £
Jelsold 25 SUBhLICt

CloudMirror 2| MH|A

1. HHE AME8Xt= HIHE 22|k} E&= S3
APIE

A8 CloudMirror AIEEQIE(IP

2, X4 3 S)E ™25t CloudMirror

=ME F 4Lt

2. e HIHE A HO| 2R3 HII2
CloudMirror AIEXQIE
Foe £ QELICE

HIHE ALEXIQILICE

= o
).
» Google Cloud Platform(GCP)

ts

rot

S3 ¢lX2f(Amazon S3

+r|

0

OtL|2. CloudMirror SXl= AA o
S50 AM HHO| X|HE[X] 42 HZl ot A
e|7h =l el Xete K|t

ZHH|= CloudMirror AEZQIEZ M E HZI0|

F7tE W A2 2 SR ELIC). B0
CloudMirror AEZQIERZ TME|7| Hoj| A
HZI0 A HH|= +HEX]| FH =R K|

o5,

CloudMirror 2H|0f|=
210 2RStX|

HH 22|7F gdstEl

AtO|EQ| JHA|of| CHEE 270i| ChHal =& 0
FAEES EFtE A2 USLIT.

oo 02 CloudMirror= AHO|E
LHo| 7|0l CHSE FE0F RX[E £ UESLICH CHE

M= EUSF MH|A Fietof wh2p SH| 7| 2o
FIHEILIChEZR) "2 E MH|A AFES 2ot
HE AME 2L

OtLIR. |7} 2 2 HAI0| SHI=|H i AL
HIEHE|OIE 7} 0| EELICH HIEHHOIE = T

AlZtat =21MQl 83 lmato| SEof w2} o
SIX|off 2t ZEpE L.

89



40 0E oY 2

HAIZE
APH|oHH
{E A ElLInt?

Oz = mi{o]d HE

N =1 ===y |

OZZ|AI0|M 2 F 2= F ofLte| H{Zlof| Ciet
QNS stozM Y= 7-IAH0|-7-||__|- TI=IPN

UG LICE

* W7 D7} TEHEl AR Q82 T4 28|S0
oLt

(Eoa=]

=HEX|

© M ID7F ZHE[X] g2 AR 22 44

210 AR| OFHE F7HEILICE o] Ot =
Chet J2|=0f Moz =X-Y -
ALt

. ZX J2|E =X
76|O A)\O-” O=|o

ruT5_

=
T
QEEHES AN 4 ALt

HEHE M&F ZEo| 22
7tofl 12| = mHai[o| M

=22
=
HZ

CloudMirror 2| MH|A

OZ2|H|0| M StorageGRID L= S3 CHAS
RHESIH QENMES HMSHALL %"é =
AU&LICE oS 0] CloudMirror 2H|E
AH23H0] 4M|E THEL X0 0|2{2I$Cta
7PEeLICE HEH = X4 oOfE2|A|0|M S
AF2SI0d S3 CHAM A XX QEEIEZ ol 7L}
UHIO|EE £ JAELICL StorageGRIDE ALE2E
et el

ZIHe AA 9 Ca B B 22| Aefol
mf2t YRLICHEYE LR ¢S
+ £ B300| HFHO| BE MHE AL MR
22 = SIX/0] AF D315 7t
* A BT BT BR|EE 3 A 250
SIE0| AH¥| EAIS Z7}OHR|2 Ch A0l
Z715¢R| ebgLICE,

HZ19| HTO| X FE|X| ¢i2 F< AMH|
SFO| 220M FHHME AHISHK| 2 CH &0l A
AH|SHX| = SELICt
ORI 2, 240 G2
QHHEEZ Alx||et &= SLICT

Grid 1

Add connection

Download
verification file

—

Grid 2

Upload
verification file

Complete connection

90



AlZtst7| o

© S(8) AEMSLICH D ALY U 27 Arg 12| HCo|M HZES R o AFSELITH

* 1P VIP A ThA 2t J2|S0f thef FODN(E73HE o9l 0|2)2 ALBstals 9 A8 H 0128 21 2
02| =9| DNS A0 HX 3t 3=20| Q=X EHOIBHLICH

* B(8) ABSHT YBLICH KU o Hatex)

+ & O3S0 Cfgt 2E ANA HBHD Z2H|HY 27} L0fof BLick

4n

=2
1. £ 02|S 5 elLtel 7|2 B2lxt solH 22| 22X 2IIELICH
2. 7 %> NAY * >+ 02|S K204 - 2 Meigtc
3. 47 %7} * 5 MefBiLC
4. AZO| T3t MR HEE YR{ELIC
Lol YfgLict Ay
e " 12|E 1 - 12| 29 20| 0| HAS 2l4sts o £S0| &= DR

O| S &Lt

0| J2|=2| FQDN E&= IPYILICH LS & oL

-
ot

* 5ixff 219l
20

* 0] 22|=0iM HA

* 0] 22|=0 A= el =
IP= iy J2|EJt AEE

JE9| VIP

J2|=9| FQDNIL|Ct

FALICE
= AO|EY|0| LEQ| IP =AQIL|CE
AeE BE HEKIO JS £ YSLIC

zE O S0l MY HEQILICE AHBBHK| g4 LE M= 2300001 A
239997Hx] @12 & YaLict
0] §iZo| £ J2|EE SU EES ASBILICE £ J2|E F o EE
CH2 20l o] EES ALSSHR| Q=S B0} BLC

o J2|=0f thet AIBM R HZOA 0] J2| S0 Thet Hot QISME R 2HS Y SoiLict

elelLct 7|7k 7302(24)0l K| BH 120l 7629 Afo|o] S =izt 4
QLI
StorageGRIDE HZS M2t of 2t 12| Sof chel S2HoltE U A
ABZNE RSO WYBLITH

o 12| S0j chgt Z2H|H 20l Oz|so| mRH|NY YLt

efzelL|ct

91



5. Save and continue * £ ME{BtL|C},
6. CIREC =0l o CHAlof|A] * =hol I CHREE * § MEfRIL|Ct.
CHE J2|=0f|M HZ0| 22 E 2oll= F O2|E F StLol[A 2ol IS I 0|4 CHREEY 4 giELICH
7. CR22E3 IA 2 HELICt (connection-name.grid-federation)E AFESH0] QHHBH 2| X0 A EgHL|CH.
@ 0l ]1|'°'01|'_ H|2 (= OfAZE)O| ZEtE|0] USLICH ) B 7|EL Qo M & HEE oFHSH|
XESta ME6oF 2hL(Ct.
8. J2|= H|C{2{|o| M H|O|X|2 Sot7ta{H * &7 * & MEiFL|Ct
9. M HZO| EA|E| 11 S * HZA MEf * 74 * HE T * QIX| =HQIpL|Ct
10. £ H3ELICt connection-name.grid-federation CHE J2|E9| O2|= 22| XM A IS XMZEFErL|Ct
HZEE t=gL|ct
HZ Z2l StorageGRID A|AE/(CHE O2|E)0f|A CHS THAIE - ELICE
CHA|
1. 7|2 g2|xt LEo|A J2|E #e|Xto| 238t Ct.
2. M x>+ AA”RN > > T2|E HH{2|o]M * & MEfRiL|CE
3. YZC T|O|X[off HM|ASHAH * AT I P2 = * E MEHBIL|CE
4. A oY Y2E * E MEpiL|CH O3 O A HM J2| =0 CHR 2SS IHY S Aot MEeqgiL|ct
(connection-name.grid-federation)E S&&L|C}
HZA0l Chigt MR HEIH EA[ELICE
S. Heof w2t o] J2|=2| Hot QIZ Mo CHel| CHE f& U4+-E UHBLICE QIBN RFE L * =2 7|BHoE H
M 2| =of et ez AHE X 2 J2|E0l= M2 CHE ote EME A8Y = JUSLICH
UutMo = HAHO| L0 U= QIS Mol Cish St Y 5 AHEEL|CH
@ HE 2 T 5Lt B MIt Bt E[H HAEO| ZX|E| 1 S M7t HH|O|EE W7HK] SH|7t
HEELICH
6. oixj 23QIst J2|Eo| ZEH|XY A E LHLICE

92

oo =g ct =l
CtE J2|=9| FQDN =& IPYLICt CHE S otLt:

« AASH J2|=2°] FQDNYILIC}
J2|E0M HA &2 VIP F2QL|Ct
Ao

+ C}E Dal=of Y 22| 5 £ Ho|E90] 29| Ip FAL|CH
PE 24 2|57 A & Qs BE YEYA) AS & JALICH

rInJ my

. L}

C
<



7. Save and test * £ MEHSIL|LC}.

QIZ M7t MAE| T o] B|AEELICH A0 St A
mlo| Klofl LIZEILICt 12 Atef ~ = < HiZE * o] EL

[y | =

I}

QLF HAIXIZE LIEILIHE 2H S SHESHYAIR. & HESHIAR "J2[E S8 @F 26| 2"

8. * wimj 12|=0| 12|= HC2|0|4 HO|X|Z 0|S4l0] BEISME M TAILICH X2 AEf * 7 X2 * A *
olIx| golgtLct.

9. 40

HEEH 2l ool BE SARES HTSHA| ALt

mjo
H
-
m
o
ot
i
_lTl_
no
@
]
Q
«Q
D
®
2y
o
Ha
-
o
ru
o
10
ne
I
Hu
é
Okl
o
-
i)

O2| = miE{o]d HZES EeffLIct

—

StorageGRID A|AE 7F9] 12| = T|{[0]d HZ Ze2|ofl= HE MEF HE HE, SAM =H
HIHE 2ot ®MAH 3 MEEIX| ¢i= HE MAH7F ZetELc.

LS 1= [ |

—_ -dH —

5 & == & StLtol|A d2[= #2|Xtof 2 aAMSLICH X2 == & B2t
220 Ciet FE HMA ATto] AEL|CE.
[[EDIT_GRID_FED_CONNECTION] 12| = H|C{2{|0| M HZS TETIL|C

HZO| & J2|= FotLtofA 7] e =20 2315H0 J2|= HE2| 0| H2S HEE = ASLICH X H
i Fol= M AF5 TS L22 5510 CHE 2|20 Y2 Eslof STt

@S MUl SO Y S8 EE WA 2 B QUL JIT 2 HHE AS MBI X
S 20| MFE/X|T £ HiY ZXH0| YZEE D A U HAEE Gix

e
=
1Y
_>'|_
2
> o
rot
re
oA
=
Ofo ©

1. & 22|E F stite] 712 #a|xt = E0M J2[= 2t2|xtof] 2alet|ct.

—

2. nodes * £ MEHSI L A|ARIOI CHE BE 22| L2 22191 MEfQIX]| =helgtL|ct.

=

93


https://docs.netapp.com/ko-kr/storagegrid-117/monitor/grid-federation-monitor-connections.html
https://docs.netapp.com/ko-kr/storagegrid-117/monitor/grid-federation-monitor-connections.html
https://docs.netapp.com/ko-kr/storagegrid-117/monitor/grid-federation-monitor-connections.html
https://docs.netapp.com/ko-kr/storagegrid-117/monitor/grid-federation-monitor-connections.html
https://docs.netapp.com/ko-kr/storagegrid-117/monitor/grid-federation-monitor-connections.html

J2|E Mol HZE S TWEIE 1| StorageGRIDE A Hj J2|E9| BE 22| LEo "SE
() 7 ms MEsR D ASELC o IS DE B moo| HEE 4 gl 39 HE Y
B AE * 2 MelstE 2T BAIK|7} LiEkELICH

3. P >+ AAE x> 2| E Mtz * & MEHBLICE
4. J2|= M| 0[d Ho|X[2 * X * K7 L£= £
M

BBLICE 8 HXOHIAIR "T2|= HC2 o]

M HZo|| ch3t M HE I0|X|E AR50 HE MR HEE

o
ZE DISLICH QITE LIRS YR

0
a. A0 A8 2C| HES MEiBILICE
b. Actions * > * Edit * & ME{S}L|C}.
c. M MEE =Lt
ME = Ho|X|
a. N2 ZEE BEAY HZ 0|ES MEiFL|CL.

b. T * & Metphict

M 2HS MEEIXIB T2 O2|S0) M 23 THUS YRSk FHolls Aol M8 EX| ekLc
7. Y5 MU CIREC * 8 MeELIch

Ltzofl o] It S CHRE2E5t2{H HZ| Chet MR F & H|0|X| 2 o|SELCt.

| Xl0fl A& ehct.

o

8. CtR2EZCst MAUS RELIC} (connection-name.grid-federation)S AMESH0] QFHSH

(D =ol melol= sio| Zate|of O oHESH| XiaHstn Mo} gLiCt,

9. J2|= Hc{2o] 4 Ho|x|2 SotrteiR - £| + & Meyghc
10. 17 AbEfl * 7} * M HE * QIX| EolghL|ch,
() oz maEs A= o o devt - 97E < o] ofd 39 HE BE - 2 WE YAt

1. 712 22|Xt 2ol M T2 22|Xtof| 2aQlgh|Ct.

94



2. M x> AARI* > > 2|C H|{20|M * S MEHBHL|C,
3. AZ = H|O|X|0f| HMASIAH * HZ M HZE * S MEHSHL|CE,
4 HZ O HZ =+ E MEHBILICEH O3 ChS A HA J2| =0 CHREZES IS Rrot MEHSHL|CE
5. &ixff 2QI%t 2| EQ| TZH|XY ASE Ql2dshL|C}.
6. Save and test * & MEHSIL|C}
HESH 22 AFE0t0] HZE2 H-E £ JQOH M5 HA|X| 7t LIEtEL|CEH O™ X| o™ @2 HjA|X| 7t
LIEFSLICEH HIA| X2 HESID 2X|E s ZEtL|C}.
7. OPHALE B3 02| E HH{2]|0|M mf|o|X|2 SotZiL|Ct.
8. AHAZ Ml * 7t * HZAE * QIX| =olFtL|LCL,
9. A J2|=9| J2|= M0 HO|X|Z 0|S5t0] HEtRXME MZ DEL|CE HAZE A * 7t X2~ HZEE *
QIX| =tolstL|ct,
10. HZO0| MHE|H 2ol US| IE SALE S QHMSHA| AMH|ELICt
[[TEST_GRID_FED CONNECTION] Z12|E H|C{2{|0| M HZES E|AESILICE
CHA|
1. 7|12 22Xt 20N 2= 22|Xtof| 21T tL|C,
2. M x> AARI*>* 2|C H|{2|0|M * S MEHBHL|C,
3. J2|= H{|o|M Ho| X[ * Rt * M L= EX HZA CHE MIE ME I0|X| 2 AI2SI0] HZES
HAEBILICE
A Ml
a. HZ0| A2 2L HES MEdSIL|CT,
b. Actions * > * Test * 2 MENSIL|C}
M5 HE H0|X|
a NE HEE EAZ HZ 0|52 MEigiL|C}.
b. Test connection * 2 AMEHEIL|C}
4. AZ MEHE HAETIL|CE
HZ MEHRIL|CH =l
HAEZJSLICE FO2|E BE AAR 0 QI HM4HMoZ EMSIT UELICH
(f= HZO| 27 MEHRULICE O|E S0 QAUS A7t B2 E[/}ALE 2 gfol o
0|4 RFSIX| &4&LILCE
MY HE S O| J2|=0jAN HES WRIMX|T HZO| 6{H3| 7|&E A HS ARSI
USLICH HES A=Zst2{™ M A5 OtU S CHE 2| =0 Y2 =L C

95



2 MEfLICt Ay

2 of7| FYLict 0] J2|E01H HZS PAKIR CHE J2|E0|H HZHo| AREIX|
UUBLICE. 0] D20 2ol IS CHR 2 Est0] CHE 2|0
AREBILICY,

4 ol HESD 21 £ Qmafel =2 ols) 0| & 4 g MEAYLIC

5. ¢ é,EH7f LF .°_| B2 EE X E HZotA|L. 27 L2 * Test connection * = LHA| MEISIY] EH|7t

I‘_ﬂ
OIH
nd
i
lot
r
il
-
n

Z J2|= mo{|o|d HE2 X522 MY E 4712 SSL AISME AIE5IH HES E=Y
'“*W X &= 7He| AB A7 ASH * O2| = HE[0]Md S A Btz * HE0| ASME 2Tt F %31 -E—'—Ilif

(D 9z 23z sitel AzMst p2ES 6Zo| FXIED ASAH7H YHOISE WItx| SAJL HE L,

£
1. & 2| F st 7|2 #e|Xt LE0lA 2| = a2 Xtofl 23l Ct,
C T > AR > 02 HE|0|M * S MEfRLCE

. Grid Federation(J2|= S¢&) H|O|X|2] O{= UM E MF HBEE HEA|

mot

HZE O|ES =Lt

[ |

/\

(o} [00] ~ ()] [@)] N w N

ro

oM

>

ot

> [
*

mjo

X

lu
Q't

r

~

H
0]
=2
Il
il
I
b
Ral
=2
x
=

n
X
M
rc
T
ot
-
i)

J2|E [ Hy 0| A& F|AHEL|C}

HZ9| 2t O2|=0f| A _'EI': HEHH 0|8 HES MAL = ASLICH 2o BAIE AXEH F 22| =0f CHl A
HAE +Asto] £ O2|= F otLte| HIHEN A HZEO0| AHEE[1 UAX| 42 K| 2helsl{ofF gL T

Grid 1 Grid 2 Ii%"ﬂ:ﬁ Ife';?oﬁe Grid 1 or Grid 2
Disable replication — Disable replication —p» . —» L — Remove
pemmission penmission ;
for all buckets for all buckets connection
for all tenants for all tenants

HES HMAHBHI| Hof| Tt Areol| R2lSHYAI2.

* HZE MAH = O2|= Ztof| o|0] SAMEl 52 AH|E[X] 5L 8IS S0, H'HEQ| #elto| HAZH &
J2|cof Y EICE AFBXEL T8 9 AK|7t £ 12]s DEojH ARIE|X ELICH of2{E HRE AHBtRiH £

—_

96



J2[E RR0M =522 AH[sHOF LTt

© AT WA Tf7] Fol HR|(STEIUKIS OFF| CHE J2|S0f HEIX| %2) 2H It YPHOE HR|=|K|
L.
S E EHIHE H2lo)| ciet SH| S HlgdstetL|ct
=2
1. £ 02| 5 sHtoA AlRtoto] 7|2 22| oA J2S 22Kt 2a9lstct,
2. 4% > * AIAE * > * 02| HC20|M * 2 MeEstLC,
3. MIE HEE BAT 42 0|23 M¥BLIch
4. 5122 EHIUE * oM BIHETL HAS ALS FOIX) BelstLiCt,
5. B} LIZE|0f 9l 2L BE A KAIBLICH S 24 J2|E 1S HZHsBILC HERe| 3%

J2|Eo s 2E HA IZHOH.

HEHE H2Io| WX J2|E X7t 2detel 29+ J2|E S8 HE A8 * HotE HAY =
a M

QIELICH 24 EUIE AES o D2]=e] sfe o] ool 2t
o|-|__|[:|-
= .

2t B A 0] chet At HEiL|Ct

—

o

HE HHE W0 Chs wXt J2|= SX|E Hgdstet = £ 2|29 BE H|HENM * O2|E S8 AFE A
Mgt

THA|
1. M *>* A|AH * > * J2|C B 0|M * S MEisL|C}.
2. N2 HEE BAIZ HZ 0|SS MepiLc.
3

- SI8E HIHUE * || 2 E|'AE0| CHol 2 EIHEO|M * 2| = HT{2f|o| M HZE AL * Mot MAYLICH 2
HESHIAR "5 8% HIHE 2",

4. CtE D2|=0f|lM S & HIHEof Chal o THAIS Bt=gtLCt.

HES ®AgLCH
HES A5t UX| M * H|AH * S HEHLICY.

° HEE MAHE + A= B2 43 HAIXIZE ZAIELICE 22| = HH2[o]d HZ0] OfF| & 22| =0i| M

HMAELICE
° HZES WA + = F2(0: | A8 SO0|7LE AE 277t A= BR) 2F HAX|IZL RAIELICH TS
= SILIE peligt 4 Q&L
o= T MHd -

* QRS HEYLICHHE). S EERSHAML "= S8 2F X o 2"
* YRIZ AZES MAYLICL CHS ME S HZSHAIL

97


https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-manage-cross-grid-replication.html

J2|E Mo HZS ZHZ HAEL|Ct
Lot AL * Connected * AEf7t l= HZ 2 ZHZE HAHY £ JASLICH

A HMAHE 22 AX0M HES AT L CH AES HHS| HASH & O2[=0M St HAE sAELICH

1. =tol Tt MXtol| M * 2| ®|H * E MeEdetL|ct

S HAIXIZE LIEFESLICE, O] J2|= H|T{2fo|d AZE2 [ o]& At &= YlELICt. J2{Lt HIHE B3l
_'If J2|E SXIE A8t YR QENME SAER2 HZ2| O2[E Ztof 0|0 SHEIRAE & ASLICEH

rlo

{H 3]

2. AZSI CHE J2|E0iM 7|2 22| =E0M 2= 22| xtof] 2aolet|ct.
3. M *>* AJA”RL* >+ T2|E I2|0|M * 2 MEfgtL|Ct.

4. NS HEE BAIY HZ 0|52 MEFLICE

S A * B xof + & MEfptL|Ct

6. 0| 22|=0|lM HES MHSIH * ZH HAH * & MEIBLICH

M &= StorageGRID A AR Zte| O2|E 2|0l HAES M ot==
= HEHEIAES MEE + %1  HEE M& ZEE HESHALE
HES MEY HIHES| Hots a'—?”‘*oﬁ M7t H EEeE At ’é‘ﬂﬂl—ltf.

rr

- 2 AZ30] £ £2 5 stLiolM J2ls Balxto| 2aoIMALICH K2 o 2ele R,

« 27013t a|sof st 2E HAA Hsto| YALICE

- ULICH 2= Ko o] M HES BEYUSLICH F J2|E Aol

- of CS YAZRE HEMALICHHY 22 W wit T2l 2H

- L@t A2 0|0] SSO(Single Sign-On)E AW L 1Zo| & 12| =of Cfet Heao|4S AlgaALICH 2
HESIAAIQ " E 220[2 2oL}

HIHE AFHM AE 22 2 wAt 32| = SH[0f J22|= HE0|M HES ArESt= R 5|85t2{H 2| Yt X|EHS
MELICH A S3EHIHES 4 *E LICH Tt Argoll KQlSHYAIL.

AL HHEI MygEl= O8|== _ HEHES 44 A2

oy
10
4n
[
n
n
0o
Ot
i
=2
x
£
rl‘
Im
i
0=
0%
ot
4>

* M S3EIUES M8 oSt 2| HC20l M S AL * MBS MEE 4 JBLICL J|Z HUES HEY
T o] S BAISHE 4 glgLIC
* M EIEETEH I D2|Sof XEE S SUs HHE} IS O T2 J2|E0| SHELICH HIHET} SR Es

+ = J2|Ee BUES S 20%12) AF D, 0|8, Y, B Y HHS LLICH HUTOE * Description *

98



TS MESHH A4 HIHES} T& HIHES AlEe = JAFLICE 8IS S0 22|= 10| M ddE BI'HE Thet

=~

=
o 482 12| 20 SH|E HI'HEo| CHofM = LIEFEL|CE ™0 HHE= O2| = 10 Hd = ASLICH"
© Hotdo| O|RE 2Z FE AERIS| Y= = iy 2| =0 SALE(X| &L Lt

22 2E NSAP} Cf4 TS0l M SRIE HlUE0] 2a0lsteH s D2|=o| 2ls Belxt
LQHLICI 'R 2E ABRIS Y HFBLICH,

= Lod

c ZOE|E ZRUM M HIHZESE AT £ JUA E|H HIHE AMEXH= CHS 2YS 23e  UELICH
°c HIHES AA OZ[ENAM OI52 2 AEXE MHTLICEH 0| IE2 HIHUEQS| CHA O2|E0f XAiSe 2
SMELICH 2 #ZSIMUAL "2EZE HIFUE OF 9 AFZX.
o WO w2t HHAES| CHA O2|=0 22 SXY = U= M S3HUMA 7|2 MATILICH S HZSHHAIL
"APIE ALE6I0 S3 AMA F|o] 222 MMBtLICH
o HAQ| & T2|E0f SYUSHHIIZ MMt o Hisk L= QPR HISIH M 22 A 2| SX|E 7HsSH|
SILICH & MZTSIYAIL "uXl 2| E S| 22|,
122 HHEE gLICt
J2|E H|i{2{o|d HZE S AMESIEE S{2E HIHUE et ME MEE = £ Y &LICE
cHA|
1. Tenants * & ME4SIL|CE,
2. H'9E Ho|X|0|M HIHE 0|52 MEistO] HIHE ME M H|0|X|E EAIELICE.
HHEQS AA O2|E(F, HIHETI O] J2|=0| MME 22)2 HL HHEJICIE O2|E0f 22 MM UCH=
HfLA 7} LEEHELICE O] HIHEES MEISHALE AX|SHH HE LHEO0| CHE =20 S7|2t= K| e&L|C.

99


https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-account-clone.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-account-clone.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-account-clone.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-account-clone.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-account-clone.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-account-clone.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-account-clone.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-account-clone.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-account-clone.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-account-clone.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-account-clone.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-clone-keys-with-api.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-clone-keys-with-api.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-clone-keys-with-api.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-clone-keys-with-api.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-clone-keys-with-api.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-clone-keys-with-api.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-clone-keys-with-api.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-clone-keys-with-api.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-clone-keys-with-api.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-clone-keys-with-api.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-clone-keys-with-api.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-clone-keys-with-api.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-clone-keys-with-api.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-manage-cross-grid-replication.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-manage-cross-grid-replication.html

Tenants = tenant A for grid federation

tenant A for grid federation

Tenant ID: 0899 6970 1700 0930 0009 I_D Quota -
Protocol: 53 utilization:
Object 0 Logical 0 bytes
count: space used:

Quota: —

Description:  this tenant was created on Grid 1

‘ Edit ‘ |Actionsv

o This tenant has been cloned to another grid. If you edit or delete this tenant, your changes will not be synced to the other grid.

Space breakdown Allowed features Grid federation
B Q Displaying ane result
Connection name = Connectionstatus @ 2 Remote grid hostname @ % Lasterror @ &
Grid 1 to Grid 2 & Connected 10.96.106.230 Check for errors
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Remove permission to use grid federation X
connection

Are you sure you want to prevent Tenant A from performing account sync and cross-
grid replication using grid federation connection Grid 1-Grid 2?

» Removing this permission does not delete any items that have already been
copied to the other grid.

After removing this permission for the tenant on this grid, go to the other grid
and remove the permission for the corresponding tenant account,

e. Connection '5427cbf8-0dd0-4b83-a2c8-25223ccd9cch’ s used by bucket 'my-cgr-bucket’

for cross-grid replication, so it can't be removed. From Tenant Manager, remove the coss-
grid configuration from the tenant bucket and retry.

A\, Using Force remove removes the tenant's permission to use the grid federation
connection even if tenant buckets still have cross-grid replication enabled. When the
permission is removed, data in these buckets can no longer be copied between the grids.

Canicel Force remove Remove
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Tenants > test
test
Tenant ID: 00402213 8117 4859 6503 l_D Quota -
Protocol: s3 utilization:
Object count: 0 Logical space 0 bytes
used:
Quota: -

m ‘ Edit ‘ ‘Actmnsv

° Tenant account could not be cloned to the other grid.
Reasan: Internal server error, The server encountered an error and could not complete your request. Try again. If the problem persists, contact support. Internal
Server Error

Retry account clone
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Grid1-Grid 2

Local hostname (this grid): 10.96.130.64
Port: 23000
Remote hostname (other grid): 10.96.130.76
Connection status: @& Connected
‘ Edit ‘ Test connection
Permitted tenants Certificates
search O\ Displaying one result
Tenant
Lasterror @ =
name
2022-12-22 16:19:20 MST
Cross-grid replication has encountered an error. Failed to send cross-grid replication request from source
% S bucket 'my-bucket’ to destination bucket 'my-bucket’. Error code; DestinationRequestError. Detail:
enan

InvalidBucketState. Confirm that the source and destination buckets have object versioning enabled and $3
Object Lock disabled. (logiD 13916508109026943924)
Check for errors
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# awk -vdate=$(date -d "30 minutes ago" '+%Y-%m-%dT%H:%M:%S') '$1$2 >= date {
print }' audit.log | grep CGRR | audit-explain
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CGRR Cross—-Grid Replication Request tenant:50736445269627437748
connection:447896B6-6F9C-4FB2-95EA-AERFI3A774E9 operation:"replicate
object" bucket:bucketl23 object:"audit-0"
version:QjRBNDIzZODAtN]jQ3MyO0xMUVELTg2QjEtODIJBMJAWQkI3NEM4 error:general
error

CGRR Cross-Grid Replication Request tenant:50736445269627437748
connection:447896B6-6F9C-4FB2-95EA-AERFI93A774E9 operation:"replicate
object" bucket:bucketl23 object:"audit-3"
version:QjRDOTRCOUMEN]jQ3MyO0xMUVELTkzMOYtOTgIMTAWQkI3NEM4 error:general
error

CGRR Cross-Grid Replication Request tenant:50736445269627437748
connection:447896B6-6F9C-4FB2-95EA-AERBFI93A774E9 operation:"replicate
delete marker" bucket:bucketl23 object:"audit-1"
version:NUQOOEYxXMDAtNJQ3NCOxXMUVELTg2NjMtOTYS5NzAWQkI3NEM4 error:general
error

CGRR Cross-Grid Replication Request tenant:50736445269627437748
connection:447896B6-6F9C-4FB2-95EA-AERFI93A774E9 operation:"replicate
delete marker" bucket:bucketl23 object:"audit-5"
version:NUQIODUwWQKUENJQ3NCOxXxMUVELTgINTItRDkwNzAWQkI3NEM4 error:general
error
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3. Cross-grid-replication-advanced * MMO|A| Ctg X2 MEHSHL|CY
POST /private/cross-grid-replication-retry-failed
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5. body * H|AE MXI0|A * versionID * 2| Of|X| &= Muist wkt J2|= SX| Q0| siZsH= audit.log 2| HH
IDE HHELICH.
ZXE F2/0| 2UHZEE =0{0F BfL|C,

6. Execute * S MEHBIL|LCY.

7. Mt 2€t Acy
HE2 Z0Z FA

m o
N
o
N
*
o
A
fot
C o

IfLIC}. o= 70| EE= AFA| OH7F THE D2 =0 Wt J2|= SHIE Il
C

(D) =83 e @xt02ic 25 280 H2iS 9Aef LS o7|Zol £7tEI8 S olojaiict
=7 YAEES SLIE
=3l WAIE SHiS BLIE{Sto] Breio| RIS Solsfot BiLict,
Al = AR OFAHES CHE 2|0 SRISH{S 3 AlZt ol4to] H 4 YALICE

ChS & 7K 2 S otLtZ A= Y S ZLEEE = ASLICH

* S32 AFEELICH S| = JHHM|" e A 7t 7] @ ESHY AR, SHO= StorageGRIDO| T 8= 5H= 20|
ESEIL|ICH x-ntap-sg-cgr-replication-status CHS gt & StLE 4= SH 6l:

112


https://docs.netapp.com/ko-kr/storagegrid-117/s3/head-object.html
https://docs.netapp.com/ko-kr/storagegrid-117/s3/head-object.html
https://docs.netapp.com/ko-kr/storagegrid-117/s3/head-object.html
https://docs.netapp.com/ko-kr/storagegrid-117/s3/head-object.html
https://docs.netapp.com/ko-kr/storagegrid-117/s3/head-object.html
https://docs.netapp.com/ko-kr/storagegrid-117/s3/get-object.html
https://docs.netapp.com/ko-kr/storagegrid-117/s3/get-object.html
https://docs.netapp.com/ko-kr/storagegrid-117/s3/get-object.html
https://docs.netapp.com/ko-kr/storagegrid-117/s3/get-object.html
https://docs.netapp.com/ko-kr/storagegrid-117/s3/get-object.html

oA

*
o~
>+
N
52
_IHI

M= x| ¥pAELICE

* *Anf : FHl Yol = o SHof HIfMSLICE AFEAE LRE

2HX| * replica *: 4H|7} 22 2| =0 M SH| =[RS LICEH

1. M8 API HEMQ| * cross-grid-replication-advanced * MMO|| A CHS 2™ S MEHSIL|CE,
GET /private/cross—-grid-replication-object-status/{id}

2. HiEsts| * & MefgtL|Ct,

3. Of7H 4 MMM o AFR2SH HE IDE YAHBILICH cross-grid-replication-retry-failed
QAESIAA L.

4. Execute * & MEHBIL|CY,

S. M 8% FEJt* 200 * Q1X| 2tQlgtL|CH.

6. Ct3 & stLtel Sx| AEE HAERLICE
o *HF I * N7} of R SH||X| AASLICH
o x et El * SH|7 M3/SLICL

o * A+ Gl FOoHZ sl S of HIHSLICH ALEA7F 2FE SHZHOF ELICt.

2= 22| XA CHFet Hot M2 A MEI0] StorageGRID A|AEIS HS S 4 QUELICE

StorageGRID+= Cl|0|E| 2= 3HE 918t o8] S8 S MSeL|CE G412 sliof ottt "ArE Jhset st PSS
HEZLICH HIolH B2 @MY E SF5t= 2E2|X 2F
ASME e[t

ST "M QIS M E FLdoti 22| SfLCH ME{of CHet 220U E = AFEXL IDE 2B0ot= Hl ME8El=

Z2I0|AHE QIF M E= HTTP HZAO| AFEELCE.

113



7| 2E| MHE FERLICH

£ AL 7| 2E] MHYLCH E20[AA S HIO[E] MIE{Of| M K| HSHEHEHE StorageGRID HIO|EE B 4

UAGLICH o ZEf0|AA =FO0| 2ot
MM AT 2= YELICE

gl Sofl=

Aot 7| #E|E
CHol * == ot S L4stoloF gLt

S3 EME MH|A = Z2HRE AEZ|X| 22 AMEdl=s 22 E 4E
AEZ|X| E 5l QE S3AEHOIE 7t HTTPS L= HTTPE A5t
TAE £ JGLICH 22| Xt TEA] MHYL|CH 22| iEEP 7l& X[ 2t

Yot S ML Tt

A|AEIO] HO f% Hotot| #lsf ol EH =
0|AL_||:|_ ||9| §|_ u- 5_
HHZZOf| 2L

L 2 sio(0h o ol o 2 g AL
EEZ QI3 BE TEO Cifgt HNAS AEHE & JBLICH

StorageGRID 53} HitH

StorageGRID= H|0|E] 2= 3tS ¢[et o2 &84S MS LI
HOIH 22 27 ArdE S55h= SEHs 28 of guct.

O] = StorageGRIDM|M ArEE &+ U= L=t YHO| Lot 49 =F2 &

A= M S
& "7| 2| MHE 2Lt
StorageGRID AIO|E & 9| 32
"O{E2I0|HAN CHel| L= ASIE
ghMatgtL|C, O™ CH2
O{Z2t0|HA LLETF KMSO|
AHASIY 7| 253t F|(KEK)E
QABIL|CE 0] 7|= 2t 229
DEK(H|O|H =3t 7)E Y=2lstn
SH=grLICE

Grid Manager?| 7| 22| AH(KMS)

114

Z7{Lt EHot StorageGRID 43| - COf| CHSH ot

LEO|M KMSeE 41" &= Gl= o 0{E2H0[21 29| H|0]E{ 0

AtEoteH O{E2t0[AAE T2[=0] FIt5t7| Hofl X Soi| 2 o{E2H0] A 20

ot = USLICH"AEZ|X| TEA| M LT
AutoSupport HIAIX|E ELUi= B2 E

HMIAE Hoeh =
T JASLICH LT Lok

EMog =

AME Ztstt S HESHH

X B0l * == Lot * 7 ot
HE2H0[AA L= O{S20[ A9
DE HOIHE 22|18 £40|Lf
CllojE MEOM HMAHEl= AS
LYX|LIC

KMSZ &5 3t 7|
Ba|s AEa|X| LT
30 MH|A
0{Zato| ol A0f ot
K gL|ct,

®


https://docs.netapp.com/ko-kr/storagegrid-117/installconfig/optional-enabling-node-encryption.html
https://docs.netapp.com/ko-kr/storagegrid-117/installconfig/optional-enabling-node-encryption.html
https://docs.netapp.com/ko-kr/storagegrid-117/installconfig/optional-enabling-node-encryption.html
https://docs.netapp.com/ko-kr/storagegrid-117/installconfig/optional-enabling-node-encryption.html
https://docs.netapp.com/ko-kr/storagegrid-117/installconfig/optional-enabling-node-encryption.html
https://docs.netapp.com/ko-kr/storagegrid-117/installconfig/optional-enabling-node-encryption.html
https://docs.netapp.com/ko-kr/storagegrid-117/installconfig/optional-enabling-node-encryption.html
https://docs.netapp.com/ko-kr/storagegrid-117/installconfig/optional-enabling-node-encryption.html
https://docs.netapp.com/ko-kr/storagegrid-117/installconfig/optional-enabling-node-encryption.html
https://docs.netapp.com/ko-kr/storagegrid-117/installconfig/optional-enabling-node-encryption.html
https://docs.netapp.com/ko-kr/storagegrid-117/installconfig/optional-enabling-node-encryption.html

ANtricity A|AR! 2t2|Xte] E2to|E

0

S3 QEME M| & 2S8HSSE)

kel

Fe= HEAL
S o

Ez2to|E EQt 7| 50| SG5700 &=
SG6000 AE2|X| O{E2I0[|H A0
CHolf 2alstEl 22 E MY &

A &LICE "SANTtricity A|AE! 22| X}
Hot 7| E MMt gagL|ct Hot
E2t0|E9| H|O]E{0f| HM|ASH{H
7|17t HegfL|Ct.

SBIBILICH R E QEEE

=
Yol 84S MEELICL 0] 7|53
Aot E AEotH H 2l 2 AO|L}
QEHE 2|Ho| M A2tE[X] 42
MZ2 2= 487t =& S

2 SHElL|CE

mufn

B210]| CHot QoS Eastet ]
Sl8fl Put Bucket 2153} RHS
LILICH QEHE 2 of A
otsotelx| ge M2 BE
euslEL 27 Fof gesgLc

QEMES M g T
2lot S3 ™S HAHTILICt x-amz-
server-side-encryption 88
oflo.

HE g

FDE(™A| C|A3 2 2t) E2I0O|E
L= FIPS E2I0|HE AIRSH=
AEZ|X| O{Z2t0|¢HA Hot
E2to|E9| 2= H|0|E = O|o|E
MEOM SE|H &4 E=
HNAHEREH B EL|CH Y8
AEE|X| 0]Z2t0[ A EE= MH[A
Ol ZEto|AALL S AHBE &= /U=
A2 opgL|Ct.

M2 =H&l S3 % sSwift QEHE
oIy

MEE 7|ZE 2H= L2 otE[X]
gELIth QEHE HIEHH|O[E 5
7|Et S22 H0|H = Y=ot X
OI-A|_||:|-.

[E=]

=
Hu

=Tzl 83 LEHE O|o[E 2t

H 2101 CHll 2= etS XI5l ok
SILICE 7|1E M2 K= Y= otE[X]
grELich LEHE HEIH|O|E B
7|Et S22t H0|H = L=t K|
ELIC).

Mz 47 El 53 22 HE Hlo|ER
24H|ofl chef 22t K| eop
gLt OEIE oefeole| % 7)Et
£23t o[l rustelx]
et

StorageGRID7t 7|E 2t2[&fL|Ct.

M QBetE ALRELIH

115


https://docs.netapp.com/ko-kr/storagegrid-117/installconfig/accessing-and-configuring-santricity-system-manager.html
https://docs.netapp.com/ko-kr/storagegrid-117/installconfig/accessing-and-configuring-santricity-system-manager.html
https://docs.netapp.com/ko-kr/storagegrid-117/installconfig/accessing-and-configuring-santricity-system-manager.html
https://docs.netapp.com/ko-kr/storagegrid-117/installconfig/accessing-and-configuring-santricity-system-manager.html
https://docs.netapp.com/ko-kr/storagegrid-117/installconfig/accessing-and-configuring-santricity-system-manager.html
https://docs.netapp.com/ko-kr/storagegrid-117/s3/operations-on-buckets.html
https://docs.netapp.com/ko-kr/storagegrid-117/s3/operations-on-buckets.html
https://docs.netapp.com/ko-kr/storagegrid-117/s3/operations-on-buckets.html
https://docs.netapp.com/ko-kr/storagegrid-117/s3/operations-on-buckets.html
https://docs.netapp.com/ko-kr/storagegrid-117/s3/operations-on-buckets.html
https://docs.netapp.com/ko-kr/storagegrid-117/s3/using-server-side-encryption.html
https://docs.netapp.com/ko-kr/storagegrid-117/s3/using-server-side-encryption.html
https://docs.netapp.com/ko-kr/storagegrid-117/s3/using-server-side-encryption.html
https://docs.netapp.com/ko-kr/storagegrid-117/s3/using-server-side-encryption.html
https://docs.netapp.com/ko-kr/storagegrid-117/s3/using-server-side-encryption.html
https://docs.netapp.com/ko-kr/storagegrid-117/s3/using-server-side-encryption.html
https://docs.netapp.com/ko-kr/storagegrid-117/s3/using-server-side-encryption.html

K= HEAI
10

S3 9’5% sl QEHES
S3 REHE MH = 230} &S 7H ol 8H sH=
=1 N

m_wl_-ﬂ

* x—amz-server-side-
encryption-customer-
algorithm

X-—amz-server-side-
encryption-customer-key

X-amz-server-side-
encryption-customer-
key-MD5

e HOlE MEA 453 A= SUENM X|Yst=s B2
StorageGRID 2|F2| 53} ditd
AHE3t0] MA| 2& = OlOo|H
NEAE LsotEtL|Ct

o

StorageGRID 2|20 A 7HA| =3t StorageGRID 2| F0|A =3}
HHHS ALRSI0] QEHNME H|0|E 4
HIEtH|O|E{E StorageGRIDO|
£25t7| Mof| s stgtL|Ct,

02| oot AHS AFSRLICE

T Abgtof| w2t of

* KMSE ALE3I4 W%Ef |§1A =E5 22510 SANtricity A| AR 22| X =2t0[H ot
SYet o S2to[AA0 U= K| Y=t E2L0|E2 HIO|H S "0|F = et et = AELICE.

EO[HOIHE E=E +

Al

MEO| UF R A o}sl{of 5h= FL o =
180l &

A8 HE QENE
ADotE ALESHH f dsH I

L|C}.

FZ0M

i)l
oto
il

e
x

HEl S3 _ENE

=
hu
1

CllofEfat

2|0l CHall 2f= kS K|l ot
gfLIch @EHE HIEHH|O[E] 5 Z[Et

Z Q3 H|0|E = 25 otE|X|
fELIC).

7|= StorageGRID 2|2 0{|Af
22| ELICt

25 i o[ MEast
I.E|04|:|-_| 7|-I-io|- [[H EE
sl o[, DiEtololef
& 244 Glo[E LIt

> fob

ok |

b
o> N o

QEHE ¢f|0[Ef 5! HEICH|O|E{ 2t
(M2 74 HI0|HE Y=StE(X]

%3).

9I'=’ ool AHS ALSSHH 2ot
22[E 8 7|2 20t 25
I1|01° = AsLICh LIEE HHE
o

"Amazon Simple Storage Service -
WXL 740l = S2IO|HER
A2 oHE AHE5H0] Cl|0|E 22"

OH MFE A =t FHE AHESHH =T E


https://docs.netapp.com/ko-kr/storagegrid-117/s3/using-server-side-encryption.html
https://docs.netapp.com/ko-kr/storagegrid-117/s3/using-server-side-encryption.html
https://docs.netapp.com/ko-kr/storagegrid-117/s3/using-server-side-encryption.html
https://docs.netapp.com/ko-kr/storagegrid-117/s3/using-server-side-encryption.html
https://docs.netapp.com/ko-kr/storagegrid-117/s3/using-server-side-encryption.html
https://docs.netapp.com/ko-kr/storagegrid-117/s3/using-server-side-encryption.html
https://docs.netapp.com/ko-kr/storagegrid-117/s3/using-server-side-encryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingClientSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingClientSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingClientSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingClientSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingClientSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingClientSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingClientSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingClientSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingClientSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingClientSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingClientSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingClientSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingClientSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingClientSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingClientSideEncryption.html

HO 915 M= StorageGRID 714 249 StorageGRID 74 24 5! Q|5 A|AH! Ziof|
HHSHD Mg £~ Qe HEE MEE O A8 E= 22 H|o|F THU L|CE.

— 1=

StorageGRIDE= F 7HX| &2 Hot o1F

R

£ ALt

2t EL} MH Zto| Hot AAS

==

* HTTPS €32 ALEE M= * MM S * 7t EQLICH MH ASM=E 2
t2, HiofEfof| CHet Hot S B=2E HMS5h= o ArEELICh A<t

s, 2E0|UE| tet MH IDE 21F
S2fo[AEDICt B Ao ZAHEO[ AS LI

Ok

* * S2H0|UE ASM * = MHO|| Chiet 22I0|AE = ALEXL IDE 21550 Y= R Ar8sH= AL et
215 S MSELICt 22H0|YUE AS M= HOIHE Y= ot5tA| SELICE

S20[AETI HTTPSE AHE3I0] ME 0| HESIH M= S 7|17F ZetEl MH QS M2 SHELICH S20[AEE

M MBS QISM Ar22| ML H[WSt0] O] IS ME =HQIRfLICt. MO| EX[sHH S20[AUEE St 3K 7|12

AESHO] MEHet MM S AIEFRILICY.

StorageGRID= 2E W& A 22Xt 22 2 HZ| Ciet A E= CloudMirror 8| AH|ALQF 22 CHE HZAO|
CHot 22to|AE= ZtSefL|Ct

* 712 J2|E CA

re

=L

StorageGRIDOIE A|AH MX| 0| LHE J2|E CAQISAME MMst= LA CAQIS 7|#)7t ZotE|of QUELICEH
J2|E CAQIBME 7|2XOE LYY StorageGRID E2{E 2 25517 2o AFR ELICE 22 CARIE 7|2h=
ZZo| HH HOt HMZ AHSHH| E45H= AKX QIBME Lae = JUSLICHL HEZ2EHM 2F0f| thsh Grid
CAQIBME ALET 4= QUX|TH T2 M SHAH0f| ZHE HEot AHH2 9 21F 7|20 Mot ALEXt XY QIBME

T O

At83stE AYLICE IS M7t gl HIEet HEE X EX|2 HFEX| 4&LICT

* MEX XIH CAUSME LR ASME MAHSHK| X|2 ALEXL X[ ASME M HES =elstr| ¢f8 X[FE
1S M{OF BfLICE.

* BE MEXXE ABME

fjo
o
It
=()=|.
°

SLICH"ME QIS Mof| CHet A[AF

* StorageGRID= CAQ| QISME T IHU(CA AFAM HS0|2tn = HEZSH= AS XAFLIC

N\
o
Ral
DT

@ StorageGRIDO|l= 2 J2|E0A SLsH 2 HIA| CAUSM T EEELICE T2HM AN =
2 NI CAQISA CHAl 2|2 Q1T 7|20l A MHTH ALEXE X|H QIS ME XIFdHof gfL|Ct.

o Lo

K 5! SEL0|RIE QIFA SEO| HHS o 7K YHOR PHELICH A|AHS 1445t7| Hojl X StorageGRID
0| WL DE QIS HE FH|sHoF BLCt

510t QI Aol M| ABLICH

7t QI Mol 14 9 IZ2 239t S| DE StorageGRID AZ MOl ChSH Hi0f HAAS 2 UALICH

|

1. Grid ManagerOi| Al * 74 * > * HOb * > * QIZM * 5 MEABHL|C

117


https://docs.netapp.com/ko-kr/storagegrid-117/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/ko-kr/storagegrid-117/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/ko-kr/storagegrid-117/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/ko-kr/storagegrid-117/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/ko-kr/storagegrid-117/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/ko-kr/storagegrid-117/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/ko-kr/storagegrid-117/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/ko-kr/storagegrid-117/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/ko-kr/storagegrid-117/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/ko-kr/storagegrid-117/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/ko-kr/storagegrid-117/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/ko-kr/storagegrid-117/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/ko-kr/storagegrid-117/harden/hardening-guideline-for-server-certificates.html

118

Certificates

Global

external certificate authority.

Name

Grid CA

Client

Description

Load balancer endpoints

Tenants

Type @

View and manage the certificates that secure HTTPS connections between StorageGRID and external clients, such as 53 or Swift, and external servers, such as a key management server (KMS).

Other

The StorageGRID certificate authority (“grid CA") generates and signs two global certificates during installation. The management interface certificate on Admin Nodes secures the management
interface. The S3 and Swift AP| certificate on Storage and Gateway Nodes secures client access. You should replace each default certificate with your own custom certificate signed by an

Expiration date @ =

Management interface certificate

S3 and Swift API certificate

Secures the connection between client web browsers and the Grid

Manager, Tenant Manager, Grid Management API, and Tenant

Management APL

Secures the connections between 53 and Swift clients and Storage
Nodes or between clients and the deprecated CLB service on Gateway

Nodes. You can optionally use this certificate for a load balancer

endpoint as well.

Custom

Custom
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O HEOf Zt2 YUHSIX| Uo™H MME ASM= K HW =02l 0| E= IP
ZAE CN(Subject Common Name)2 2 AF2EtL|Ct.
= QABAN7t Ct=El = Zupot 4 £~L|Ct
7| M8 =HEE o] SMS MEfSIH(7|22f X HE 7 A B &E 7| A8 S E0| Mo E
=y QIS MOl F=IHELICE.
o|2{st 2t &2 QIS Mol EEHE 7|2 B E HO|RLICt
* X+ QIZ Mol o|2{st B &7 EBHE|0f IS uf O|F S2I0|HE S}
HZE EH7H YMSIX| b= ot o] =elzts MEHEl MEfE FL|CH
C. Generate * & ME{BIL|LCE.
d. WME Q1B MO HEIHIO|EE B * ASM ME HE * & ME{BILICE
* OIBAM MUS MESHHH * QI BAM CHREE * & MEHRILICE
QIZM It 0| & Bl CHREE 2IXIE XIFLICE IS SEXE HERLICE . pem.

SLICE storagegrid certificate.pem

L=x=Ry -}
=

AZH LISS SASIIE * QI H PEM * 24 £

—

XY * g

Manager

5. H|O|X|E MZE 1M ¢l E2tX{7t O|0|EE =5 BHLCt,
@ M QIBME YEESHHLE Y HTH Zojl= 23 Q1B M Tt SRS X &
7|CHEILICE
6. ASXt X|H 22| QIE{HO|A QIBME FItetH 22| QI 0|A QIS A HO|X[of AL
BN HEIL BAIELICH + 20| M2 AF A PEME CH2EE5HHLE SAKY '%

7|2 &2 QAemolA ABSME SRATLICH
Grid Manager 3 Tenant Manager ®Z0f| 7|2 2| QIEHO|A QB ME AEBSIEE &[E
CHA|

1. 8 x> Hob* > * QIF A * & MEiBL|Ct

2. 22 0| * 22| AEH0|A QBSA * & MEHFL|C

3. 7|2 QBM A * S MEHBLICE
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7|2 22| AEM0|A ABSME F %_J P ot ArXEX[E M QIS M IHUO| AK=[10 A|ARIOM S7E =
ASLICE 0|z 2= M 2Ct0[HE ._EOH 7|2 22| B m|o| A 9_|f§k17f A ELICEH
HO|X|E M2 1M 2 Ha2tRX 7t HH0|ER=E SL|Ct
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2. 7|12 #e(xt 2o 230l
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c. 2EZ M1 C13 S YHBLICL su -
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FEZ 2TQI6IH IETEJ}Of| M HAELICH s S MEASLICH 4.
3. KMl MHE M QIS ME AtE3t0] StorageGRIDE A 8HL|CL.
$ sudo make-certificate --domains wildcard-admin-node-fgdn --type management

& --domains OlA AUEIIES AESHH ZE 22| =9 Faetel el 0|§S LtEHRLICE.

01| g =W, S Z&LICE. “*.ui.storagegrid.example.com QALEIIEE ALEGH
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(D 220121t StorageGRIDS Selst AlZt 222 712isof =X =
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$ sudo make-certificate --domains *.ui.storagegrid.example.com --type
management —--days 720

Z1t £20|= 22| APl 220|HE0f| st 28 QS M7t ZEHEILICE.
4. QIS ME MEHSI D SAFEIL|CE
MEd 5t=0f| BEGIN & END Ef 12 metstL|C},

o1
0X
o

Moll | ZIOLRBLICE 5 exit
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b. 4 * > Kot > oIZ A * B MeLIC}
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7. ZAIEt 38 ABEME ALESIES 22| 22I0|HES FYRLICH BEGIN % END TagsS ZSfL|CE
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2. 22E oM * 22| QIETO|A QIF A *
3
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M HAEE SAISHH CHE 20| 20 @&LICH MEi™ CAHES A2t AR HEQ| 2 2B A7t
XA sh2| Biofl EAEL|CE.

a. Copy certificate pem * EE£ * Copy CA bundle pem * & MEHBIL|C}

CAHES EASH= 4R CAHS EX Ho BE QS MIF &M SAHELIC

S3 8l Swift API Q1SN E P ALt

AEE|X| =0 CHet S3 EE= Swift 2Et0|HE HZO| ALEE= MH ASME BM|SHAHLE
STOtALE BEM AEZQIES ZET = JAFLICE WM ALEXE X[F M IS M= =20
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®
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SwitAP| - 8 S2H Ml 1S4 912 HHol SEABLIC Haol 3}« g o> - -
OIZ A * B Mool 2
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TREE= AIES geld A%LIEP.
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AMEXE X H S3 3 Swift APl Q1B ME HZESIHLE A4St

A2t X|H S3 8l Swift API 215 M E FItEHLCH
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6. HIO|X|E MZ 10X ¢l E2tX 7t YH|0|EL =& BfLC},
7. AFXt X|H S3 8! Swift API QIS ME F716HH S3 & Swift APl Q1S A H|0| X|0f| AF2 =9l AtEX} X| ™ S3 2
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Swift API Q15 A 0f CHat XHA|
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229 S3 U Swift API QIS M| 7|2 HE S S5t TLAst ALSXt XIH M 1B A THUo| AH|=| 1
ANAHIOM S8 2 gIELICH 7|& S3 Y Swift APl QIS A& 0|0 AE2|X| L =0f CHst A S3 I Swift
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e He
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https://docs.netapp.com/ko-kr/storagegrid-117/s3/index.html
https://docs.netapp.com/ko-kr/storagegrid-117/s3/index.html
https://docs.netapp.com/ko-kr/storagegrid-117/s3/index.html
https://docs.netapp.com/ko-kr/storagegrid-117/swift/index.html
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https://docs.netapp.com/ko-kr/storagegrid-117/swift/index.html
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2. QIEM PEM * MU0 M Q1B ME CHR2EESIHLE SAFELCY.

a. ABMLI22E * £ MEtgtL|Ct
b. QIZM It 0|F & TH2ZE 9|XIE XIEHLICE TS 2HEAZE HE LT . pem.
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QIZ A PEME EAbEL|CH
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a. 913 A PEM 2At * & MEHBHL|C}

b. EAISH QIZME SHAE ME 7|0 20 E&LICH.
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FabricPool2 StorageGRID 2/SAME A EfL|C

BASt AE 0|8 R24Y HAIE ™51 FabricPoolE AHE3H= ONTAP 22t0|HEL}
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SCHgi0| 3 HE 4 UBLICH E3t SR B2 3t S 7|50| ZHE(0] ®OHO| TS Z3HE| D YALICH

LIS A0 M= FabricPoolE AtE3dt= S3 220U E0| et Lkt XA S M efL|Ch XtA[et & 51 "Xt
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2. FabricPool0[A] A2E S3 2= W2 A
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3. StorageGRIDS ONTAPQ| 22IRE AHEZo=Z HZE
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IEAE HBELIC
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KMS setup

Create a 5torageGRID
clientin the KMS

\

Obtain KMS details:

* Host names and port
Alias for encryption key
Server CA certificate
Public client certificate
Client private key

v

Add KMS to Grid Manager
for a site or group of sites

Appliance setup

Enable node encryption in
Appliance Installer

v

Install appliance:

* Volumes are encrypted
with data encryption
keys (DEKs)

e DEKs are encrypted
with temporary key
encryption key (KEK)

v

Deploy appliance as a
node in StorageGRID

v

No Has a KM5
been configured for
the site?

* Yes

Appliance receives KMS

KMS process

>

configuration

v

Appliance connects to

Yes

Power on
or reboot?

Mo

> KMS to request key

v

KMS key replaces
temporary KEK

v

Appliance is secured by
KMS
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Configuration = Key management server

Key management server

If your StorageGRID system includes appliance nodes with node encryption enabled, you can use an external key management server (KMS) to manage the

encryption keys that protect your StorageGRID data at rest.

Configuration details Encrypted nodes

You can configure more than one KMS [or KMS cluster) to manage the encryption keys for appliance nodes. For example, you can configure one default KMS to
manage the keys for all appliance nodes within a group of sites and a second KMS to manage the keys for the appliance nodes at a particular site,

Before adding a KMS:

= Ensure that the KM5 is KMIP-compliant.

» Configure StorageGRID as a client in the KMS,
= Enable node encryption for each appliance during appliance installation. You cannot enable node encryption after an appliance is added to the grid and you

cannat use 3 KMS for appliances that do not have nede encryption enabled.

For complete instructions, see Confipure key management servers,

actions v | | Sea Q Displaying Grieresul

-

KMS name = Keyname @ 2 Manages kiys for @ Hostname @ Certificate expiration @ 2

KMS 56G-Global nmakmipdcl thales1.vtc.englab.netapp.com and 2 others. & Al certificates are valid

2. Create * S MEHTIL|C}

7| 22| Me =7t 0P ALe] 1EHA((KMS M2 & &)7F LIEFEL| T

162

e




Add a Key Management Server

o KMS Details

KMS details

Enter information about the external key management server (KMS) and the StorageGRID client you configured in that KMS. If you
are configuring a KMS cluster select Add another hostname to add a hostname for each serverin the cluster,

KMS name @

Key name @

Manages keys for @

Port @

2626

Hostname @
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Add a Key Management Server

@ KMS Details

0 Upload server certificate

Upload a server certificate signed by the certificate authority (CA) on the external key management server (KMS] or a certificate bundle,
The server certificate allows the KMS to authenticate itself to StorageGRID

Server certificate @

Add a Key Management Server

@ KMS Details

o Upload server certificate

Upload & server certilicate signed by the certificate suthonity (CF

on the extémal '-f:r MANIZEMAENT ServeT (KMS) of 3 certilic ate
bundle. The server certificate allows the KMS 1o authenticate itsell o StorageGRID

Server certificate @

\-/ Corl.pem
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Add a Key Management Server

tf,:“ KMS Details @) Upload server certificate o Upload client certificates

Upload the client certificate and the client certificate private key. The client certificate is issued to StorageGRID by the external key
management server (KM5), and it allows StorageGRID to authenticate itself to the KMS,

Client certificate @

Browse

Client certificate private key @
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Add a Key Management Server

(«) KMSDetails («) Upload server certificate ° Upload client certificates
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Admin Proxy Settings
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Ifyou send AutoSupport messages using HTTPS ar HTTR, you can configure a non-transparent proxy server between Admin Modes and technical support.

Enable Admin Proxy [+

Hostname Myproxy example.com
Port 8080
Username (optional} root

Password (optional) ssesssse
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Tenants

To view more recent values, select the tenant name.

View information for each tenant account. Depending on the timing of ingests, network connectivity, and node status, the usage data shown might be out of date.

Name @ % lLogicalspaceused @ =  Quotautilization @ 2 Quota @ + Objectcount @ %  Signin/Copy URL @
Tenant 01 2.00 GB 10% 20.00GB 100 4] 0
Tenant 02 85.00GB 85%  100.00GB 500 = 0
Tenant 03 500.00 T8 50%  LOOPB 10,000 4] 0
Tenant 04 475.00TB 95%  500.00TB 50,000 = 0
Tenant05  5.00GB 500 <1 0
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Tenants

View information for each tenant account. Depending on the timing of ingests, network connectivity, and node status, the usage data shown might be out of date.
To view more recent values, select the tenant name.

Export to CSY Search tenants by name or 10 Q Displaying 5 results

Name @ 2 Llogicalspaceused € 2=  Quotautilization @ = Quota @ 2 Objectcount € %  Signin/Copy URL @
Tenant 01 2.00GB 10%  20.00GB 100 4 0
Tenant 02 85.00 GB 8506 100.00GB 500 41 0
Tenant 03 500.00 TB 50%  1.00PB 10,000 < [0
Tenant 04 475.00TB 95% 500.00 TB 50,000 —):I |_D
Tenant 05 5.00 GB 500 4 0
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g One or more endpoints have experienced an error and might not be functioning properly. Go to the Endpoints page to view
the error details. The |ast error occurred 2 hours ago.

HHE AMEXH= EF HO|X|2 0|S5te 2 270l Chet 7t 2|22 2F HAXIE HESID LR7 &dst AZtS
sfolet o= QLI OHX|g 2F * 22 2t EHol thet 718 2|2 2F HAIXIE EAlStD 2R Zdst AZts

LIEFALICE off Zatel o= €9 K|t 72 Lioj| Of0| =0 HHAsg LT}

Platform services endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service (CloudMirror
replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to use.

0 One or more endpoints have experienced an error. Select the endpoint for more details about the error. Meanwhile, the platform service request will be retried automatically.

5 endpoints Create endpoint

Display name @ + Lasterror @ * Type ® +~ URI® =~ URN@ =+

my-endpoint-2 0 2 hours ago Search http://10.96.104.30:9200 urn:sgws:es::mydomain/sveloso/_doc
my-endpoint-3 0 3 days ago Motifications http://10.96.104.202:8080/ arn:aws:sns:us-west-2:examplel
my-endpoint-5 12 days ago Notifications http://10.96.104.202:8080/ arn:aws:sns:us-west-2::example3
my-endpoint-4 Notifications http://10.96.104.202:8080/ arn:aws:sns.us-west-2::example2
my-endpaoint-1 53 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucketl
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° 29| eth0 = VIP 2AE{H|O| AT} CHRE[RASLIC.

° LEJtLHR2EASLICH

Ol oo M= 2F #e| =E71 & 0S| HA 2 E0l| FIHE[JELICE. o] .E= oxf 22| S2t0[E 259 &y
2IE{I|0| 20| FabricPool 220|UE 59| MY QIE{H| O] AR]L|CY,

DC1-ADM1 (Primary Admin Node) &

Overview Hardware Network Storage Load balancer Tasks

Node information @

Mame DCl-ADM1
Type: Primary Admin Node
o ce00d9c8-8a73-4742-bdef-c9c658db5315
Connection state & Connected
Software version 11.6.0 (builg 20211207.1804.614bc17)
| HA groups: Admin clients {Active)

FabricPool clients (Backup)

P addresses: 172.16:1.225 - ethD {Grid Network)
10.224.1.225 - ethl {Admin Network)

4T.4T7.0.2, 47.47.1.225 - eth2 [Client Network)

Show additional IP addresses v

29 B 0| ATt MIHSHH OfE A EL7t?

M VIP FAE SAESHE QEH|0| A= 4y QB HO|AL|CE HA OF0| = 0|49f QE{H[O| AT} LSHE|0f

2 QIE{m|o| A0 FHoiZt LMBHH VIP FA7F 24 &2 =MHZ AFE 7hsSh A B ] QIE{mojA =2
O] SEfLICt. oli'E QE{H[O| A0 FOH7} L HSHH VIP FATt AFE JHs¢et L Y QIE|HO|AZ O|SELIL.

HYH = S0 22 0|RE EE[HE & ASLIC

* QIE{H[O| AT} M E L ETJt CHREILICE,
* QIE{H|O| AT} PMEl LEE T2 B E L E0t9| HZ0| 28 O|AF ZO{ZIL|Ct
* 24 QlEmo| AT} CHR2ELCH
© 2 MM MH|ATE SX[ELC
* High Availability AH[AZ} ZX|ELICE
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Active-Backup HA
GW 1 (Backup)

HA Group 1 VIPs
_Lb GW 2 (Primary)

_I—) GW 3 (Primary)

GW 4 (Backup)

HA Group 2 VIPs

DNS Round Robin

I—P GW 1IP

DNS
Entry

|—> GW2IP

GW = Gateway Node
VIP = Virtual IP address

Active-Active HA

I—; HA Group 1 VIP

DNS
Entry

|—> HA Group 2 VIP

| > .'— GW 1 (Primary in HA 1)

(Backup in HA 2)

GW 2 (Primary in HA 2)

—+ (BackupinHA 1)

O E0fl= Ctolo{azHof| EAIEl 2F HA 714 2| O|F0| R0 JUSLICE

24 =
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EXSHAAL
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° * Ubuntu = Debian('e= HX| M) * "= 74 MU S MAeL|CH
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Add interfaces to the HA group
Select one or more interfaces for this HA group. You can select only one interface for each node.

ERTE Q Total interface col
Node = Interface @ = Site @ 2 IPvd subnet 2 Mode type @ =
DC1-ADM1-104-96 ethD @ DC1 10.96.104.0/22 Primary Admin Node
DC1-ADM1-104-86 eth2 @ DC1 Primary Admin Node
DC2-ADM1-104-103 eth0 @ bc2 10.96.104.0/22 Admin Node
DC2-ADM1-104-103 eth? @ DC2 Admin Node

0 interfaces selected
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° QEHO|AE MEHE 4~ Gl= F2 oie efelZto] HIZHSHELICH XHME LIE2 & B S HESHAIL.

Site @ = Nodename @ =

Dioda & nndeoe T nea AN

You have already selected
an interface on this node.
Select a different node or
remove the other selection.

1l

Crata e L (L R o o

HA 280] = 0|49 QIE{H|O| ATt ZotEl F2 2 QB H 0| AQ1X|, MA(H 2 2H]) QIE{H[0| AQIX] =tolet 4
UAELICE 7|2 QUE{H|O| A0 ZOH7} LA VIP FATF AL 7HsS 71 &2 24 &9l Q/E{H|0|AZ O|SELCt.
o =

=]
Of QE{m|Oo| 20| o7t HUsHH VIP FaE= ALE 7hstl ChE 24 &9l QIEH0|AZ O|SELICt.

1. Priority order* 2| &S Z0{A 7|2 QIE{H|0| A2} W] QIEH|[O|A S ZFHSL|CH.

=

SE| A | QIHH0|A = 7|2 QAE{HO|ARLICE Primary QIE{H| 0| A= Z0H7 S| ob= T Active
QUE{H| O] A IL|C}.

Determine the priority order
Determine the primary interface and the backup (failover) interfaces for this HA group. Drag and drop rows or select the
arrows.

Priority order @ Node Interface @ Node type @

1 (Primary interface) : DC1-ADM1-104-96 eth2 Primary Admin Node

2 s DC2-ADM1-104-103 eth2 Admin Node

HA 1&E0| Grid ManagerOf| Lot HMAE XSSz 22 7|2 22| LE0|M 7|2 QI Io[ARE

A8 QIE{H|O|AS MEHSHOF SILICH Y5 R E Btz 7|2 22| LEof| Mo e -
olAL|C}
AN H .

2. Continue * £ MEHSIL|CY.
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1. MEUI CIDR* 2ZEO0|M CIDR EAIHRZ VIP MELUIE XIHELICE IPv4 4 CHS00 S2iAl2F MEL Z0|(0-

HEHI F20= 2AE HEJF BHEHE[O] JAX| potof iLCE o E SH, thE2t Z&LICh 192.16.0.0/22.

@ 32H|E HFAISE AE0%H= ER2 VIPHIEHA FA= AHO|ER O] FA U VIP FARE
AMEEILILY.

Enter details for the HA group

Subnet CIDR @

Specify the subnet in CIDR notation. The optional gateway |P and all VIPs must be in this subnet.

Gateway IP address (optional) @

Optionally specify the IP address of the gateway, which must be in the subnet. If the subnet address length is 32, the gateway IP

address is automatically set to the subnet IP.

Virtual IP address @

Specify at least 1 and no more than 10 virtual IPs for the HA group. All virtual IPs must be in the same subnet. If the subnet length is

32, only one VIP is allowed, which is automatically set to the subnet/gateway |P.

Add another IP address

2. MEi¥O= S3, SW|ft, 2| E= HEE S2t0|AHET CHE MEUI0|A 0[2{3t VIP A0 AMAY 2R+
HOIEQO] IP T4 * £ LHAYLICE AHO|E]IO] F4= VIP MEU LHO]| A0 OF Lt

S2t0[AE Bl ZE|Xf ALEXF= O] HIO|ERO|E AHESHY] Tt IP 201 M| ARFLICY.

—

3. H -E— | HE|E QIE{H|O| A0 CHEE VIP 4= StLt O], 107 O|5tZ YASHHA L. 2= VIP F4A= VIP
H‘:' LHOll AO{0F 3t 2= FA = 2 AEHO| AN M SAlof 2detEL |t

IPv4 F=AE SHLt 0|4} i2{oHofF BHLICH MM O 2 XTI} |Pv4 U IPv6 FAES XIHE = ABLICH

o HE Ard0| 2E =0 HEE w{7hx| 2| 152 2F 7|CHE LTt

I
>
[
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O] HA IS S 2 W2t 40| ALS512{B 2 RN ACHOIES MYolo] E Y YESIT T2ESS ZWsHD
W AFAE HALILICE S ARSHYAIR "2 W2l k| ASHOIES TABHLICh
High Availability 752 & BtL|Ct
HA(Z7H8A) I8 B 0S5 SHS WHSILE, QIE{H0|AZ &7t i RIHBPALE 24 29
HZSIALY, THY IP F42 %7t EE A0|EE 2 ABLICE
OIS 50|, AO|E I 1= AHG SEH IO MET QIE{T0| A0 HBE =S FHot2{H HA 1
St A QIALICH
M-
oA
124> UET > > 118N 08 * 3 MeBiLct,
17h84 1 HOIX| o 7|ES| RE HA JE0| EAELICE
2 MY HA IBO| EQI2tS Meyghict,
3. UEI0IES $2E J|ZOR [13 3 siLtS AwLCt
° VIP FAE FIV6I7LE M7{8tH * Actions * > * Edit virtual IP address * & ME{EL|CL.
© & * >+ HA DE BT * S Meisto] 180 0|2 Ei MBS H|0|ESHHLE, QIE{H0|AS A} £
HASALE S 28] £HE HHSPILL VIP AR 27} £ KPHELILE
4. Edit virtual IP address * & MEi3t -
a. HAEQ| 7hy IP FAZ UB0|EFLICE
b. X% * 2 MeEEiLICt.
c. 0K * 2 MeBiLict.
5 HAOE My * = Mgt B2
a. WRO| Kzt 189 0| £ MY UEIO|EFLIC
b. MEYH O B{ol2tg MeSIHLF MY 340101 QIE{H 0| A Z7ks1HLt R HBHLIC
HA JE0| Grid Managerdi| T2t A AS R|Zots FL 7| B2l =E0IN 7|2
(D) CIEmoIAZ A=T QIEHO|AS Mefsio} BLITH U KA Ha HAE |2 B2
=03 433t 4 UBLICE
o. TR ufet #2 BofA 2 QIEHO|A U 0] HA 0 CHet Wl QIE{Ho|AS| SM 9|2 ¥
d. TR0 uf2t 7t 1P FAE YElo|EBtLIC,
e. Save * € ME{%t C}3 * Finish * & ME{RILICE
(D) HADECl vz Aol 2= ool 58S kR Aoy 1582 JIckaiuc

=o
=y

High Availability Mg/t

HA(Z7HEE) 2 ES o Hofl 5Lt o] & ®AHe = ASLIC.
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HA 20| 2= 2tA] ZH0j HIRITE|0f YOB HHE 4 SSLICH HA IS ARIst2i® s
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b. ZFo| efolztg MeistLICt
c. mejr >+ B Hioly DS Wy * 2 MegiLict

d. bfoly 2
e. W LIS X% * 2 MegiLIct
3. 2C WA K| ASEQIET} LIHEIXK| %2 B A2 2 HA IE 0| Ch2t &oI2HS Meistct,

4. Actions * > * Remove HA group * & ME{S}L|CY

!
5. HIA|X|E HESID * Delete HA group * & MEHSIO] MEH AlEHS StOlBtL T,

MEiSE D E HA 350| MIAHELICE High Availability Groups H|O|X|0f| A4 A& B4 7} LEFEFL|C
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53 load balancer endpoint 10443 HTTPS Global Jun 12th, 2024
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S3 load balancer endpoint #

Port: 10443
Client type: S3
Network protocol: HTTPS

Binding mode: Global

Endpoint 1D: 3d02c126-9437-478¢-8b24-08384401d3ch

Remove

Binding mode Certificate Tenant access (2 allowed)

You can select a different binding mode or change IP addresses for the current binding mode.

Edit binding mode

Binding mode:  Global

o This endpoint uses the Global binding mode. Unless there are one or more overriding endpoints for the same port, clients can access this
endpoint using the |P address of any Gateway Node, any Admin Node, or the virtual IP of any HA group on any netwaork.
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Node information @
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Storage used: Object data ™% @
Object metadata 5% @
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Alerts
Alert name =% Severity @ = Time triggered & Current values

ILM placement unachievable (£

o Major

A placement instruction in an ILM rule cannot be achieved for certain objects.
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Parent interfaces
Select one or more parent interfaces for this VLAN interface. You can only select one parent interface on each node for each VLAN interface.
Site @ = Nodename @ 2 Interface @ = Description @ % Nodetype @ = Attached VLANs @ ;
Data Center 2 DC2-ADM1 etho Grid Network Non-primary Admin
Data Center 2 DC2-ADM1 eth2 Client Network Non-primary Admin
Data Center 1 DC1-G1 ethD Grid Network Gateway
Data Center 1 DC1-G1 eth2 Client Network Gateway
Data Center 1 DC1-ADM1 etho Grid Netwaork Primary Admin _
2 interfaces are selected. Previous

2. Continue * & ME4SIL|CE.
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and troubleshooting. StorageGRID AutoSupport also enables the use of Active 1Q for predictive recommandations.
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AutoSupport

The AutoSupport feature enables your StorageGRID system to send periodic and event-driven health and status messages to
technical support to allow proactive monitoring and troubleshooting. StorageGRID AutoSupport also enables the use of Active 10
for predictive recommendations.

Settings Results
Weekly AutoSupport
MNext Scheduled Time @ 2021-09-14 21:10:00 MDT

Most Recent Result @ Idle (NetApp Support)
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Additional AutoSupport Destination

Enable Additional AutoSupport
Destination @

Hostname @

Port @

Certificate Validation @

CA Bundle @

testbed.netapp.com

Use custom CA bundle

BEGIN CERTIFICATE

a1 gicll 2345

Browse

o
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Settings Results

Weekly AutoSupport

Next Scheduled Time @  2023-02-18 04:37:38 MST
Most Recent Result @ Idle (NetApp Support)
Last Successful Time @  N/A {(NetApp Support)

Event-Triggered AutoSupport

Most Recent Result @  Falled (NetApp Support)

Last Successful Time @ N/A (NetApp Support)
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SMTP T2 EZS MEHSIH L3 RF I HA|EILICE AutoSupport messages cannot be sent using
SMTP protocol due to incorrect settings on the E-mail Server page.
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H|O|X|0f| CtS 1t 22 237 HA|X|7} LIEHE & }ELICH AutoSupport messages cannot be sent using
SMTP protocol due to incorrect settings on the E-mail Server page.
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AutoSupport messages cannot be sent using SMTP protocol due to incorrect settings
on the E-mail Server page.
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Technical Support
Chassis serial number: 031517000693
& NetApp My Support ('

. . US/Canada 888.463.8277
Support Resources Diagnostics AutoSupport Other Contacts

AutoSupport operations AutoSupport status: Enabled @

Enable/Disable AutoSupport Features
AutoSupport proactively monitors the health of your storage array and automatically sends support data ("dispatches”) to the

support team.

Configure AutoSupport Delivery Method
Connect to the support team via HTTPS, HTTP or Mail (SMTP) server delivery methods.

Schedule AutoSupport Dispatches
AutoSupport dispatches are sent daily at 03:06 PM UTC and weekly at 07:39 AM UTC on Thursday.

Send AutoSupport Dispatch
Automatically sends the support team a dispatch to troubleshoot system issues without waiting for periodic dispatches.

View AutoSupport Log
The AutoSupport log provides information about status, dispatch history, and errors encountered during delivery of

AutoSupport dispatches.

Enable AutoSupport Maintenance Window
Enable AutoSupport Maintenance window to allow maintenance activities to be performed on the storage array without

generating support cases.
Disable AutoSupport Maintenance Window

Disable AutoSupport Maintenance window to allow the storage array to generate support cases on component failures and
other destructive actions.
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Overview Alarms Reports | Configuration |"|

Kain Alarms

m Configuration: ARC (DC1-ARC1-98-165) - Target

Updated: 2015-09-28 09:55:38 PDT

Target Type Tivoli Storage Manager (TSM) |
Tivali Storage Manager State Online LI
Target (TSM) Account

Server IP or Hostname 10.10.10.123

Server Port 1500

Mode Mame ARC-USER

User Name arc-user

Password seasse

Management Class sg-mgmitclass

Mumber of Sessions 2

Maximum Fetrieve Sessions 2

Maximum Store Sessions 1

5. Apply Changes * & MEiBtL|CE,
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2. Archive Node *>*ARC * > * Store * S MEHSIL|CL.

3. Configuration * > * Main * & ME{&L|C},
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Overview Alarms Reports | Configuration ‘H‘

Main Alarms

5 Configuration: ARC (DC1-ARC1-98-165) - Store

Updated: 2015-08-22 17:10:12 PDT

Store State | online LI
Archive Store Disabled on Startup -
Reset Store Failure Count r

Apply Changes .
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ARC MH|ATI TSM MH 2 ZHIXE HEGHX| = SfLICt

ARC MH|ATF TSM MH 2 37t 2HIXE HESHX| Qi = 5t2{H * ARC * > * Store * 71 245 QL&
Hetsto] of7to|2 LLkEE QU202 HMatd = JUFLILE. O] BXt= TSM MHE |RAI E+E + gl= B
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CHA|

1 X" >+ g7 v >+ 0a|c EE2X| * S ML
2. Archive Node_ * > * ARC * > * Store * & MEHBtL|CL,
3. Configuration * > * Main * & AE{$IL|C}

Overview Alanms Reports l Configuration 'I,

Main Alarms

5__ Configuration: ARC (DC1-ARC1-98-165) - Store

Uipdeied: 2015-05-07 123507 POT

Store State | Offline |
Archive Store Disabled on Startup D
Reset Store Falure Count [

4. Store State * & 2 HATLICt 0ffline.
5. AIXH Al * OFF10|E REtA AFR ©
6. Apply Changes * £ ME{S}L|C}
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3. Configuration * > * Main * S ME{SL|C},

Overview Alarms Reports i Configuration |

Main Alarms

B_ Configuration: ARC (DC1-ARC1-98-165) - Retrieve

Updaced: 20150507 122445 POT

Retrieve State i'DnI'H!'EI
Reset Request Failure Count |
Reset Verification Failure Count []
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2. Archive Node_ * > * ARC * > * Replication * = MEHEL|Ct,

3. Configuration * > * Main * & AE{EtL|C},
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Overview Alarms Reports Configuration |

Main Alarms

{";’ Configuration: ARC (DC1-ARC1-98-165) - Replication

Updabed: 2015-05-07 12:21:53 POT

Resst Inbound Replication Fallure Count a

Reset Cutbound Replication Failure Count [

Inbound Replication

Disable Inbound Rephication ]
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Disable Outhound Replication |
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PO et H2E 5 AELICH

2. MEOl|A E[O| & 2to|22{2| 29| FZRE FolLICt

define path servername tapelibrary srctype=server desttype=library device=1lib-
devicename

° servername TSM AMH2| O|EQIL|C}
° tapelibrary &2|ot H|O| 20|EH2{2| O|SLICt
° lib-devicename E||O|Z 2l0|E2{2|2| C|HIO|A O|SRIL|C}

3. 2to|E2{2|9| E2t0|HE FolgtLCt.
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define drive tapelibrary drivename

° drivename E2I0|E0| X|HE O|SQILICH

° tapelibrary &2|t E|O|Z 2t0|E2{2| O|SRILICt

SEERO L 4of| wha2f =71 E2H0|E = E2f0[E2E F48E = ASLILE OlE S0 TSM A7 H|O[&
2to[E={2|of| M = 72| @i=10] U= Fibre Channel 29 X|0f] HEE|0 U= L 2 Y=o T3l =20[EE
Holg = A&LICt.

4. MHHOl|lM Hogt E2to|EtX|e] A2 E FolRLICt.

define path servername drivename srctype=server desttype=drive
library=tapelibrary device=drive-dname

° drive-dname EEI0|E2| EX| O|SL|C}
° tapelibrary &2|ot H|O|X 20|EH2{2| O|SLICt

Ejo|Z 2to|=e{2|0f chal Folet 2f =2t0|2of thall 2| & AE35t0 O ntH S RIS EILIL drivename

— 1 —

3! drive-dname 2 EEI0|E0|| CHaH.
5. E2I0|E Q| C|HIO|A EHAE HolgtL|Ct,

define devclass DeviceClassName devtype=lto library=tapelibrary
format=tapetype

° DeviceClassName C|HIO|A S2{A S| O|EILICE
° 1to MHof| AZE E2jo|E RYILICH

° tapelibrary ‘Q°[%t H|O| 2to|E2{2| O| S RILICt
° tapetype 2 EH|O|Z SHLICHO: ul3um3)

6. 2to|=2{z|e| QIHIER|0f| EHlo| T E&S F7ELCt,
checkin libvolume tapelibrary
tapelibrary ™[t H|O|Z 2t0|E2{2| 0| SRIL|C.

7. 2F HO|Z AER|X| E2 MMBLICH

define stgpool SGWSTapePool DeviceClassName description=description
collocate=filespace maxscratch=XX

° SGWSTapePool OF7t0|H =EQ| H|O|Z AEZ|X| E2| O|SLICt 0|S0] TSM AHO[A 0| &= 7 &E
TS AM835H= 22 HIO|Z AER|X| E2| 0|ES2 MEE = ASLICH

° DeviceClassName H|O|Z 2l0|E2{2[Q| C|H}O|A =2

° description 2 & AFE%I0{ TSM MHO| EA|E = /= AEE|X| Z0f ciet HHULICH query
stgpool BH. 0f|: "0}7}0|E E9| H|O| *§E|X| ="

° collocate=filespace TSM At{7} St It Z7He| K|S THY HIO|Zof| 7| E5H=F X ELICE.
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o

xx thg & StLILIC.
* H|o|& 2to|E2{2[o] HI H|O| T £~(2}0|E&{2|E MEdts RSt S EIFAH|0[H FR)

o
* StorageGRID A|ARIO|M A3t = S El E|O| T ~(Ef|0| & 2}0|HE{2[7t SREl= ER)

8. TSM MHoIlM C|A3 AEE[X| 22 WHBILICE TSM MH Q| 22| 2&0|M & U=TL|Ct

de
ma

fine stgpool SGWSDiskPool disk description=description
xsize=maximum file size nextstgpool=SGWSTapePool highmig=percent high

lowmig=percent low

SGWSDiskPool OF7}0|E L E9| C|A T E9| 0|2QIL|C}. O|20| TSMOI|A G|AISH= L2 XIS AMRSH=
Ao [|A3 AE2|X| 22| 0|5 MEiE 4 UALIC

description 2 £ AFH2SI0 TSM AMHO| EAIZ &~ Qs AEZ|X| E0|| CHSE MERJULIC query
stgpool HHE. 0f: "Ot7t0|E L E9| AL C|AT AEZ|X| E™

_'_

I

maximum file size C|A3 Z0| FHEEX| @11 0] 7|20t 2 QEMEES H|o|Zof| 21 7|ZLICE £
HH™SH= A0l EELICt maximum file size 10GBE HEEL|CH

° nextstgpool=SGWSTapePool LA AEZ|X| £E2 OIFI0|H L =0f CHsl Ho|El HIO|Z AEZ|X| EZ

LIEFE LT,

° percent_high L|A3 E9| LHES HIO|Z E2 00| 2{|0[3817| A[ZSH= S AEYLICH & 2Fs=

=Oo
WO0| ZELIL percent_high 022 X|Z5IH H[0|E] 0t0]222{|0|40| FHA| A|ZHEL|CE

° percent_lowH|O|Z Z222| O}0|12{|0|M0| BX|=|= S BYELILE. & BHst= 20| EELILE

percent lowE 02Z &2| [|A3 E& X|ZL|Ch

9. TSM MHOIM CIAS EE(E= 28)2 4d5t0 C|A3 Eof gLt

define volume SGWSDiskPool volume name formatsize=size

° SGWSDiskPool C|AA E O|EQIL|LC}.

o

volume name Z& 2|XI0 CHgt A 7:'Eo'l--||:|'(0:|| /var/local/arc/stage6.dsm) TSM AH{0{| A
HO|Z M&S FH|5t7| fls ClAT Z2| LHEE 7|S&LICE

° size C|A3 2L 37|(MB)QILICE

€ =0, C|23 29| HHXT HY HO[EE MREF B C|23 =FS Hdsie{H H0|Z &2 80

3 E9lA
200GBR! 2% 37| 2t2 20000022 HAH %”—l Ct.

8Lt TSM MH7} C A3 B9l 2t 280 2 = %l D2 O &2 37|19 o2 AT 252 ‘dHst= A0
Z4LICE oS 0] Bl0|Z 37(7 250GBQ! AL 22 10GB(10000)2] 7|2 25712 ClAS 288
ML CE
TSM MHE= Elﬁﬂ =52 CIAEZ|0 SZHS A 2YetL|Ch 2tE5dh= O AlZHo] Z2E & JSLICH200GB
ClA3 =52 82 3A17H 04,
Tl HME Holdtn LEE SEELICH
o710l E0f| 1 XZHEl Hlo|E{of CHolf TSM 2t2| EHAE AE5t= =0l MM S Ho|ot

Ct=2

Of Q! HMS AIEStEE = EE SEHOF SfLICt.
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TSM(Tivoli Storage Manager)2| Ot7}0|E L E0f| Ciot 2210|HE =7t Bt E|H 0708 L E
() m=AR0lM slZalst 42 & UL ofto|2 =0 Sato|olE ALBR 0|2 /2wt Bt x|
OIEE TSM b7} AIE|0f YU=X| SHRISLILY,

O7I0|H LEE AESIALL 7|& =EE AHI0|ESH| 8 TSM M0l LEE SEE i MAXNUMMP 0471 HEE
REGISTER NODE EEO0f| X|&3st0] M7| 2ol ALY = U= O E X|®e| 5 K| ™l oF &LICL O E X[F9|
F= YHEO E Of710|E =0 2 E H|O| X E2H0|E §|E9| =2F ZELICt TSM AH 2| MAXNUMMPOI| X[ & &l
ZXH= X| 23 * ARC * > * Target * > * Configuration * > * Main * > * Maximum Store Sessions * 0ff A& &l ZHHC}
2 240|0{OF BL|Ct SA| ME A MM ofFto|E = E0|A X[ IE|X| OO 2 0 = 1 g2 MHYEL|CE

TSM MH{0]| CHaH A El MAXSESSIONS 742 2= 2210|HE ofZ2[A|0]40| TSM M| & =~ U= Z[CH M|
£ H|ofgtL|ct. TSMO| X| & 2l MAXSESSIONS Zt2 0t710|E = E9| Grid Managerd| A * ARC * > * Target * > *
Configuration * > * Main * > * Number of Sessions * 0ff X[’ &l gt&ECt I 7{L} Z0tof BL|Ct 0702 LE=
OFRE X|™S X(C] StLte| MM &2 2|(<5) FIt MM E SA[0f HMetL|Ct

= T — —_= O ocood

Ot7t0[E LEof & E TSM e E= AFEAL X[F =02 HME AEYLIC tsm-domain. & SEHLICH tsm-

o
domain E=H[Ql M2 E|O|Zof| 7| S350 OFFH0|E CHANO| StorageGRID A|ARIS| AEZ|X| 22 MYE "HE"
Cojjol Mol ™M E HHMRULICH (sGwspiskPool)E E2IGLICE

@ 22|t Aot 2 TSM M| 23216t dsmadme =7 E A0 Q] HM S Mdstn
gdstotiof fLict.

Ot710|2 E0|M & E CIO|E & MESIEE TSM AMHE ot el HiE Mot
CtS g-dstoliof gfLICk

£

1. HQl FHS Mdstct

N
N
I

H
L]
il
)
[>
M
>
00
Of
Ral

0
rir
ox
40
il
glo

5 SiLIS YBLIC,

define policyset tsm-domain standard
define mgmtclass tsm-domain standard default
default = HiZES| 7|2 22| A LICE.

3. MMt AE2|X| Bojl FIISS MABHLICE Y2 (3 Foll).

ocod H =\ =

define copygroup tsm-domain standard default type=archive
destination=SGWSDiskPool retinit=event retmin=0 retver=0

default Of710|E = E9| 7|2 2t2| 2e{AQULICt Q| Zf retinit, retmin, B retver OI7}O|E ==0f|A
oMl AFRSH= HE S22 UGS E MEHE[QIEL|CE

s
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HYSHK| OFYAIR retinit & MEHBILICE retinit=create. 88 retinit=create E&
() oMi=S TSM AH{olM ZHXE Mot Ol AFZEIDR 0f30|2 =S5t BHXE AKetx]
ROtz AHEHEILICE,

e
]

2| SHAE 7|2z gL CL

assign defmgmtclass tsm-domain standard default
5. M M NIES YO HYELIC

activate policyset tsm-domain standard

activate 3ES LAY U LIELLI= "M ZA OE IS H1= FABHAIR.

rir

6. TSM Mol HHE M ZHMS ALl =S SERILICHL TSM MH0l|A (8t Zoll) CHE S L etct.

register node arc-user arc-password passexp=0 domain=tsm-domain
MAXNUMMP=number-of-sessions

arc-user ¥ arc-password= Archive NodeOl|M 2|t 22I0[HE E 0| U =2t USHH, MAXNUMMP
242 Archive Node store M|40]| 0f|2FEl E|o| = E2t0[|E 2 A EL|CE

(D)  7IZHo2 =C8 SSsi mcol el HolE Y S ASHI0! BEIOIUE 277 250 2
AFE R D7t MBI
Ci|O]E{ £ StorageGRIDZ 0O10|12{[0|M

CH2Fo| H|O|E{Z StorageGRID A|AEIOZ 00| 18|0| M8H= SA|0f LA QI =
StorageGRID A|AERIS AFEE &~ JSLILCL.

fujo

bl

0| 7I0|=EE ArE3}0{ CHEF2| Cl|O|E{ £ StorageGRID A|ARQZ 00| 2||0| Mgt 71|%!§ EELICh o] 7l0|E=
H|0|E| Oto]2{jo] 49| &bl 7t0| =7} ofL| Oto]a2j[o] S +=&ot7| ffeh AtMiet BtAlE ZEE0f UK
SELICH O] Mol X[Hut X|HS et UMMl AAS Asl{SHA| 2 H A H|0]E{ 7} StorageGRID AA”IC2
7EXO= 010|120 &[0 0r0]|12{|0| &l H|O|E{7} StorageGRID A|ARIO|A HESHA HE|=| =5 SHYAIL.

StorageGRID A|ARIC| 22 =tolgfL|C}

th29| GI0|E|E StorageGRID AIAEIOE 010| 120] M| Hofl StorageGRID AIAR0| o5l B2 H2lgt
ol ClA3 20| YT HIGHIAIR.

StorageGRID A|AEI0]| OF7}0[E (=7t |0 QL1 010|120 M El ZHA| 2| E7(1|50| L2kl A E 2| X|(o:
o[ Z)ofl MZEE B2 0t710|2 =2| AER[X[7t 0t0| 120 &l C|O[E{ Q] o & EF0| E=¢t 83 7HXILL A=A
efolgtLct.

82 o U0 00| 120| M2 o] HlofE| ZR2IAS MHED WA C|AT S ALY,
o4y

StorageGRID A|AHIQ| CIAST 22 DLIEZSH= BHHO|| Ciot XpMISH LB 2 S BRSHUAIR "AEE|X| LE 2|
8l of X|&S HZTSHMA|L "StorageGRID ZLIE{Z!",

323


https://docs.netapp.com/ko-kr/storagegrid-117/monitor/index.html
https://docs.netapp.com/ko-kr/storagegrid-117/monitor/index.html
https://docs.netapp.com/ko-kr/storagegrid-117/monitor/index.html

ofo| I2f|of 4%l Hlo[Efoll CHSH ILM HHMS HEE

o od

T
]
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aro| 22j[0| MEl HO[E{ 0l M EE|= ILM Al S g &= ASFLICL

C|O[Ef Ot0| 2[0S AlXSH7| Tl StorageGRID A|AEIQ| ILM F= 2t OF0|22{[0]d C|O|E{of| HEE[= LHS
O[8Hst ILM FXof| CHet 2= tHE Al S XME U HIAELOF BLIC & FZSHAIL "ILME AFE5H0 7HAH|IE
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StorageGRID A|A”I2 QEHE AEZ|X]| 5l HMS 9| A HMSstn QEHE f|o|E 3
MIEICIO|E{S| S5 SAIZE XEH2= *”**OPOZI E1I0I B &4 Z5E H|0|HE AHHH E=ote 5 A= ASLICt
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HHE MEstD AMsh= ¥ O 2| SEELICE 0|2 Qs L=l Zdol| BaXel M7 8l AM 0
IS HHS & QIAL|CH OI0|12|0| MO R QIsl CI2 2 SX|Jt eAlet 25 °'*I-|Er O£ S0, 2E2[X]| =E9|
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Creret 2ol ol 7HEr =0 RQEHE H|o]Ef 5
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