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View endpoints

Storage usage @ Total objects
6.5 TB of 7.2 TB used 0.7 TB (10.1%) remaining
N e i
objects
Bucket name Space used Number of objects
Bucket-15 969.2 GB 913425
® Bucket-04 937.2 GB 576,806
® Bucket-13 815.2GB 957,389 Tenant details @
® Bucket-06 812.5GB 193,843
Mama: Tenant02
Bucket-10 473.9GB 583,245
1C: 3341 1240 0546 8283 22048
Bucket-03 403.2 GB 981,226 .
/ Platform services enabled
® Bucket-07 362.5GB 420,726 % Caipiisa atinidsnty e
@ Bucket-05 294.4 GB 785,190 o/ Sselectanabled
@ 8 other buckets 14TE 3,007,036
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Bucket name Space used Number of objects
Bucket-02 544.7 GB 7,575
@® Bucket-09 899.6 GB 589,677
@® Bucket-15 889.6 GB 623,542
@® Bucket-06 846.4 GB 648,619
Bucket-07 7308 GB 808,655
Bucket-04 T700.8 GB 420,493
® Bucket-11 663.5 GB 993,729
@® Bucket-03 656.9 GB 379,329
@ 0 other buckets 23TB 5,171,588
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A% Only0.6% of the quota is remaining. If the quota is exceeded, you can no longer upload new objects.
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e The guota has been met. You cannot upload new objects.
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a One or more endpoints have experienced an error and might not be functioning properly. Go to the Endpoints page to view
the error details. The last error occurred 2 hours ago.
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groups Operations on groups

Jorg/groups Lists Tenant User Groups

Parameters

Hame

type

string
(query)
limit
integer
(query)

marker

string

(query)
includeMarker
boolean

(query)

order

string

(query)

Responses

Code

200

12

Description

filter by group type

maximum number of results

marker-style pagination offset (value is Group's URN)

if set, the marker element is also returned

pagination order (desc requires marker)

Description

Example Value Model

{

"responseTime": "2018-02-01Ti6:22:31.
"status": "success",
"apiVer=ion": "2 25

066Z",

Response content type

applicationf/json

APl @S WalphL|Ct
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3. oMl 2F EE2 £Hol{0F st=X| =QITIL|CE 0] AL * Model * 2 MEHSIO] 2F LEO| Q7 AtetS =tolgh £~
ol&L|Ct
A H .



Mool * & MEigLICt

Zastoi HaE MSSHAHU 2F 228 ER0) w2t Lot
|C

N o o &

EIHE 22] API HH 22|

HIHE 22| API= BT 22[S ALE5t0 F5H ¢2)|0|=2 X[F L.

0|2 £0{ 0| K URLE APIQ| H{A 38 X|AEtL|LC}.

https://hostname or ip address/api/v3/authorize

HIHE 22[ API2| £ M2 O|H T} SetE|X| = HE A0 AS M S5
S(5) HESHH EHIHE 22| APIS| & HTS HIBIL|CE 22 7ot HE Aletol= A
HoHELICH CHS oMM = HE fH0f T2t APIHES SSots YESE 20 SUCH
APItHZE YLt O] HH

O|™ KT ut =%t JhsetL|ct 2.1

O Bt SB[ X| pdELICt 2.1

3.0

StorageGRID £2ZERJ0{E XS LXISHH JHg 2|4 KT Q| B|'AE 22| APIZE 24 SHEL|CE O2Lt

StorageGRIDE M 7|5 Ee2|== & 12|0|=51H StLt 0|49 StorageGRID 7| 2| =0 Ciet 0| API 0|

AL AM A = ASLICH

QefE RE2 LIS 22 YHZ O 0|y ASEIX| ti= A2 EAIELIL]

=)

S 2| =0M X YEl= API TS SolgtL|Ct

il

CHE APl 2F S AFE3H0 X| &= APl 2 HE ==& dretetL|ct,

GET https://{{IP-Address}}/api/versions
{

"responseTime": "2019-01-10T20:41:00.845z2",
"status": "success",
"apiVersion": "3.0",
"data": [
2,
3
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SO0l CHet API TS X FeLct

path O{7f HS-E Afﬂ*m API HHE X8 + -r UELICE (/api/v3) EE HE|2 (Api-Version: 3)E
SEILICE F 22 25 M3stH o 2ol 2= 2f2 1A elgfL|ct.

T HAZ=
curl https://<IP-Address>/api/v3/grid/accounts

curl -H "Api-Version: 3" https://<IP-Address>/api/grid/accounts

AO|E 7t @ 9|X(CSRF)ZHE B

CSRF EZZ M85t 7|2 A85t= 21852 225l StorageGRIDY| CHet CSRF(AFO|E
2t 2H X)) SHOEHE HT Y £ JUSLICE Grid Manager % Tenant Managere= 0| 20F
758 NseE gdotetLIC CHE API 2210[IE= 201 uf Mot o{f£E MEfS -+
UASLICE

HTTP 9} POSTSt 200| LI AfO|E0] 2t RES 278 & s SR 2013t AEXte| 77|5 AlBoto]
S 84S 8BS 4+ AL

StorageGRID= CSRF E22 Al23l0{ CSRF 2ZOZHE| ES3ILICH S ZHQ EX 37|0| LIRS EF
L £ ST POST 22 0i7H #:9| L@ 2K|dHof eiLich

4T Vo

72 dd3tst™H E MEBLICE csrfToken DH7H #H CHA true QI &. 7|22 2 LICt false.

curl -X POST --header "Content-Type: application/json" --header "Accept:
application/json" -d "{

\"username\": \"MyUserName\",

\"password\": \"MyPassword\",

\"cookie\": true,

\"csrfToken\": true

}" "https://example.com/api/v3/authorize"

£o|H ARILIC GridcsrfToken F7|= Grid Manager % Of CHst 273019| Q19| gto 2 MM EIL|Ct
AccountCsrfToken F7|= HIHE Zt2|Xtof| Ciet 2210f Chot il gto= AHEL|CY.

717t A= B2 AILH HEN(POST, PUT, IHX|, AH)E +EE = A= ZE Q¥ Lt & Sttt ZoE[0fof

ok

SeIStL|Ct x-Csrf-Token CSRF E2 79| Z}o =2 MHEEl §|OH.

FYE HIC|E $88H= BHO| AR:AcsrfToken Z QIAYE QX B2 of7f tHQLCt,
CSRF 23 E 7 Mstz{H E AMETL|Ct "Grid Management APIS & ZESHIA|Q" EEE= "HIHE 22| API",

@ CSRF EZ2 7| M EJI = 28: % HMEZLICt "Content-Type: application/json"
JSON 282X 222 CSRF 3 3'-74 o CHet 71 ES 7|sC 2 J|thst= 2E QA 9| o L|Ct.
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HUETL XS MAE StorageGRID A|AEI2 HIHES| source GRID_QILIC} HIHAEJ} 2X|E|= StorageGRID
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[IJ
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ol
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4=

HIHE AFo * 22| = HHo]d HZ Mg * ASH0| A= F YAEZ oo S HESIH OF, A AL S3
HMA F|1E =HSHE THAE 2HelgfLict.

Permitted .
o Sign in to tenant
tenant account on source grid
Yes,
tenant Using

o Configure same identity
source on both grids

< identity
federation?
¢ + Yes, grid

Optional, create

Create federated Create local groups and

. federated groups on .

groups on source grid ; users on source grid

source grid

StorageGRID imports StorageGRID clones
\—’ federated groups to local groups and users

destination grid to destination grid

e Create S3 access keys 4—‘

Optional: Clone 53
e access keys from source
to destination

o
|U
e
HU
10
=
0]
rn
X
rr

CtEat Z&LCt

o HIHEO 2aQlgtL|Ct

A J2|SEUETL M HAE J2|S)014 ElHE AFo) 2918t
e MeEf=O = 1D HKf2|0| Mg Tt ct
BlE AH E8 18 U ABALS ALBY 4 U=+ DY ID A4 AL * HBH0| Qs AL A4 U THA HUE A
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Tenant source grid Tenant destination grid

Create local group —t - Local group cloned
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A4 J2|S0f M 22 MBS A5 StorageGRIDE i AR THAF J2|S0f AFSOR SHIELIC Az
AFERIO} BiT 22 D0 S HH 0[S, ALBKE 012 U * AN|A HE < HHO| ASLIC F ABX} 25 SUs
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= EHEE

Tenant source grid

Create local user

Local user
has a password

Tenant destination grid
Local user cloned

—

Local user must get
new password

M H7I2E SES ArE3HY| 2ot @FAFEE 78 &AILE "SSO(Single Sign-On)" 8L "ID 7" £5& 32
J2|E0f| M Bl EO| Chol M (7t 7))et 8 IE0| e J2|=9| HEHE| XIS 2 SHELCE

FOERF St UMA EE, OF Aot 8l 83 OF M2 JHELCt
AAHHES S8 2F0| M= iy HIHE S 20| WHEH ST ALt
2O = AUFLICE

Tenant source grid

Create (import) federated |_|
group

Federated user can signin

Tenant destination grid

Federated group
cloned

—

—1» Federated user can signin

J2|E0| M2 CHE 7|E F71610] Hots Zotstr| W0 S3 AM|A 7|12 RS2 2 SH[SHA|

pELCh 22 ALEAE Y O2[E9 HHE 2E|Xtof
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Tenant source grid

Create S3 access keys
for source

Create S3 access keys ——p

Tenant destination grid

Create S3 access keys
for destination

Optionally clone access
keys with API
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Tenant source grid Tenant destination grid

Edit or delete
group or user

—t . @ No change

Edit or delet
@ No change 44— I orgelete

group or user
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Edit Value | Modei
{ body)
i
"accessKey": "AKIATOSFODMN7EXAMPLE™,
"secretAccessKey™: "wlalrXUtnFEMI/KTMDENG/ bPxRFICYEXAMPLEKEY™",
"expires": “202E8-80-04T0G:00:00.0807"
1
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E
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Jorg/users/{userld}/replicate-s3-access-key Clonean 53 key to the ather grids. a
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6. userld * EIAE AXHO| 2AFSH ALK IDE 20 Y&L| L}
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Tenant Create versioning-enabled
user bucket for source tenant

v

Create identical bucket for
destination tenant

'

Replication
One in one or both Both
directions?
Enable cross-grid replication Enable cross-grid replication
for only one bucket for both buckets

) o New object version
Add or modify object in source — replicated to

bucket destination bucket

Delete marker

D[Eilelte c:-blecgrc.)m SDULCE —p replicated to destination
{delete markerinserted) (optional)

v

Delete object version | Object version is not deleted
permanently from source from destination
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Source bucket

Replicate delete markers: Yes

Delete marker added

Replicate delete markers: No

Delete marker added —
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Delete marker
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Grid federation connections
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Cross-grid replication has encountered an error, Failed to send cross-grid replication request from source
Grid 1-Grid 2 my-cgr-bucket bucket 'my-cgr-bucket’ to destination bucket ‘my-cgr-bucket'. Error code: DestinationRequestError, Detail:

InvalidBucketState. Confirm that the source and destination buckets have object versioning enabled and
S3 Object Lock disabled. (loglD 4791585492825418592)
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o This tenant account uses the LDOAP server that is configured for the Grid Manager.
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Identify H|C{2{|0| M2 2HE [ StorageGRID7t LDAP AMH|A0| HASH= Of| 2Rt 2H2 MIZE LIt
EHA|

1. HM|A 22| *>* D HH0|M * 2 MEfBtL|C.

2. ID HHO|M AtE * 2 MEHBILICE.

3 A

. LDAP MH|A @3 MMM 2ME LDAP MH|A Q3 S MEHSHL|CE.

LDAP service type

Select the type of LDAP service you want to configure.

Active Directory Azure OpenLDAP Other

Oracle Directory ServerE AH5H= LDAP AMH2| ZtE 7 A st2{™ * 7|Et * & ME{BIL|CE.

4. 7|Et* & MEASH AR LDAP & MMo| ES atdelL|Ct, OHX| o™ OHZ HAIZ o|SELICH

= LS — L—

° * AF2XH 117 0|5 *: LDAP AtEXte| 13 AHXIIL ZotEl £49| O|SLICE of £M2 3t Z25LCt
sAMAccountName Active Directory % 2| 22 uid OpenLDAP2| Z<. Oracle Directory Servers
TS B2 E YHELIC uid

° * AF2XHUUID *: LDAP AFEXtel 4 117 AEXIIF XehEl £E49| o|F)L|Ct o] £42 1t Z&L|Ct
objectGUID Active Directory A 2| AL entryUUID OpenLDAP2| A <. Oracle Directory Servers
TS B2 E YHYLIC nsuniqueid. A™E $40]| TS 2F AFEXte| 242 16HIO|E E= EXIE
g Alo| 32Xt2| 16 %l <=XI0{0F SIH, St0| =2 FA|ELICL.

°*1F 1R O|F *: LDAP 1F2| 17 MEX/F Zotel £49| o|FLICt. o] £d2 ot ZELICt

sAMAccountName Active Directory %! 2| 22 cn OpenLDAP2| & <. Oracle Directory Servers
Tdste 42 & LHYLICH cn.

°* 1F UUID *: LDAP 1F°| S+ 17 AEX7t ZetEl £E49| 0| EQULICE O] £42 1t Z&LICt
objectGUID Active Directory & 2| A2 entryUuuID OpenLDAP2| Z2. Oracle Directory ServerS
Tdote 42 & LHYLIC nsuniqueid. A™E &40 et 2t 1E2| 212 16HI0|E = EXIE &40
32Xt2| 16%l4= =X}0J0F StH, St0|E2 FA|ELICE

28


https://docs.netapp.com/ko-kr/storagegrid-117/admin/supported-ciphers-for-outgoing-tls-connections.html
https://docs.netapp.com/ko-kr/storagegrid-117/admin/supported-ciphers-for-outgoing-tls-connections.html
https://docs.netapp.com/ko-kr/storagegrid-117/admin/supported-ciphers-for-outgoing-tls-connections.html
https://docs.netapp.com/ko-kr/storagegrid-117/admin/supported-ciphers-for-outgoing-tls-connections.html
https://docs.netapp.com/ko-kr/storagegrid-117/admin/supported-ciphers-for-outgoing-tls-connections.html
https://docs.netapp.com/ko-kr/storagegrid-117/admin/supported-ciphers-for-outgoing-tls-connections.html
https://docs.netapp.com/ko-kr/storagegrid-117/admin/supported-ciphers-for-outgoing-tls-connections.html
https://docs.netapp.com/ko-kr/storagegrid-117/admin/supported-ciphers-for-outgoing-tls-connections.html
https://docs.netapp.com/ko-kr/storagegrid-117/admin/supported-ciphers-for-outgoing-tls-connections.html

5. B E LDAP AMH|A R0 CHsH LDAP M 1A MMof| 2R3 LDAP AH Y HEQI3 HZ MEE =g

o * TAE 0|2 * LDAP MH2| FQDN(E3tel =H[Ql 0|8) L= IP FAQLICE,
o * ILE *: LDAP AH 0| HZSH= O AL E|= ZEQILICH

@ STARTTLSS| 7|2 ZE = 3890|11 LDAPSS| 7|2 ZE = 636QL|Ct TJ2{L} 25tH0|

2127 TAE Z9 BE FES ABY 4 ALt

[

° * AL8Xt O|F *: LDAP MH{of| HZg ArEXtS| DN(X R 018)2| A Z=2LICt.

o

o

Active Directory2| 22 Of2fi% 22 0|§ = AHEXL 7|2 0|E2 XIEE == ASLICH

XEzE

[

MEXtE OE I AFZXIE LIEst D THE 40 AMAE = = #Tto] QA0JoF FfL|Ct.

sAMAccountName & uid

objectGUID, entryUUID, 2= nsuniqueid
cn

memberOf FE= isMemberOf

* Active Directory *: objectSid, primaryGroupID, userAccountControl, &
userPrincipalName

* Azure *: accountEnabled ¥ userPrincipalName

* s * AF2 X} 0|21 HZEE B LI

* Group Base DN *: &
Directory 01|X1|(OPEH)01| A

182 S8 1502 A8Y 4 BLICH

() 222801232 " 18 712 DN * Lholld DR3HF BHLic

* AF2XL 7|2 DN *: ALBXIE HMY LDAP 5t¢l E2|2| 17 O|F(DN)2| TH| Z=2L|Ct.

(D) M8% DR OIS~ 22 * AFEXH 71 DN * Liofl A IsHof BiLict.

* AFSE 0|2 B4] HiolT * (M2 A2y EIS HS 02

fo| st

1ot

|:|o—|

O|E TES AtEdHoF SLICt.

StorageGRID7t MH|A A FHof| HQIFE &~ §l= B2 A ZOQ0Y = JQD 2 * ALEX} 0|5
Hield * 2 ®Sst= 0] &Lt

* UserPrincipalName INEi(Active Directory 5! Azure) *: [USERNAME] @example.com
* 512 & 22 0|5 & (Active Directory X Azure) *: example\ [USERNAME ]

* 17 0| I *: CN=[USERNAME], CN=Users, DC=example, DC=com

1

[UserName] * 2 A JCH= ZetetL|C}.

£ Mt LDAP o9l E2|of| CHel DN(Z1R 015)2| MA| ZZYLICE Active
19 0|£0| 7|2 DN(DC=StorageGrid, DC=example, DC=com)1} t#HEl D=

GiA

o T

015t 4 1= AL StorageGRIDOIA 7|2 At X}

29



6. TLS(XM& AZ ¢ MMM Hot M-S MEfgtL|Ct

° * STARTTLS A2 *: STARTTLSE AE310{ LDAP AH2te| EAI Hot2 MHEIL|CE 0] M2 Active
Directory, OpenLDAP EE= 7|E} Off CHaH #EH=E IIl':'fAzureOHkI'— X=X gF&LICE

° * LDAPS * Al2: LDAPS(LDAP over SSL) M2 TLSE AI23l0{ LDAP AH{o]| HZ
0| M MeHs{of BHL|C},

HiL-—-_= —-"

fLIC} Azure®| &

|Io

° *TLS * AFZ ¢F & StorageGRID A|AEID L DAP A Zte| HERIS E=fE2 HE|X| gf&L|Ct O] SME
AzureO| A X[ =|X| gt&LICEH

@ Active Directory A{H{7} LDAP MBS X E%t= 2R *TLSAIE ¢t & * S A8 =+
!&LICH STARTTLS = LDAPSE AL28H0} SHLICH

7. STARTTLS = LDAPSE MEHSH AR HZA HOtO|| AL &= QS AME MEHBIL|C

o * 2 ME CAASM A *: 2 MFo| X[l 7|= J2|= CAUASME A8 HES ESelLICt
° * AL2XL X[E CAASBAM AL *: AR X 2ot IS ME ALt
O HHS MEliSt AR AR XY Hot (IS ME SASHH CA ASAM HIAE dXjof| 20 5L Tt

DE S Yt = A4S MESH| Tol HES HIAESOF ELICT StorageGRID= LDAP AH{0f| Cist A& A&t
ol = =2
= =

o HZA MFH0| K& 8IH "Test connection successful(HZ E|AE AZ)" HA|X| 7} LIEFLLICE Save * £
Mefsto] 4 MERLCH

° F MO HRE Z2 "HAE HZS HFY & ASLICH HIAIX| 7} LIEFELICH ©7| * § MEfgiL|Ct,
T3 OS 2XE sl A6t HZES ChA| EIAERL|CH

3. HQIE ALEZt 0|8 HAIE MSE 32 Rt S8 ALEXIQ AIEXt 0|2 22 S YAFLIC

O£ S0 ALEX} 0|22t Y= E YHHLICH @ E=/ 22 S XS ALEX} 0|20 ZESHK| ORYAIL.

30



Test Connection

To test the connection and the bind username format, enter the username and password of a federated user. For example, enter your own
federated username and password. The test values are not saved.
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Create and manage local and federated groups. Set group permissions to control access to specific pages and features.
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Manage users

You can add users to this group or remove users from this group.
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Users

View local and federated users. Edit properties and group membership of local users.

o This tenant has Use grid federation connection permission for connection Grid 1 to Grid 2. New local tenant users will be automatically
cloned to the same tenant on the other grid in the connection. If you edit or remove a group, your changes will not be synced to the other

grid.
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Buckets = my-bucket @ Success x
Starting to delete objects from one bucket.

my-bucket (read-only)

Region: us-east-1
Date created: 2022-12-14 10:09:50 MST
Object count: 3

View bucket contents in Experimental $3 Console [

A All bucket objects are being deleted
StorageGRID is deleting all copies of the objects in this bucket, which might take days or weeks. While objects are being
deleted, the bucket is read anly. To stop the aperation, select Stop deleting objects. You cannot restore ohjects that have
already been deleted.

0% (0 of 3 objects deleted)

Stop deleting objects
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Buckets = my-bucket

my-bucket (read-only)

Region: us-gast-1
Date created: 2022-12-14 10:09:50 MST
Object count: 0

View bucket contents in Experimental 53 Console [

Q Bucket is empty but is still read-only.
This bucket is now empty.

= Toremove this bucket, select Delete bucket.
» To return this bucket to write mode so it can be reused, select Stop deleting objects.

Stop deleting objects
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1. Bucket * 2 MEHSL|C}.
2. & MEHBILICE Experimental S3 Console [7] . 2! AIE FE Ho|X|oll A O] Z30f HMAG = AHLICH
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5. WQo| wat QEHEE 1ta|

M NetApp ‘ StorageGRID Experimental S3 Console tenanto1

Buckets > bucket-01

1 (7] bucket-01

Upload Mew folder Refresh Actions v search by prefix Q

Loglcal space
used

Name Last modified on

2021-12-03

03_Grid_Primer_11.5.pdf 2.73MB
09:43:26 MST

2021-12-03

04 _Tenant_Users Guide 11.5.pdf 107 MB
= S B = P 0%:44:24 MST

06_Tenant_Users_Guide_11.5.pdf 1.25MB 09:44:97 MST folder to view its

details.

2021-12-03

08_Tenant_Users_Guide_11.5.pdf 1.25 MB 09:42:37 MST

2021-12-03
09:44:26 MST

B
B
@ ) S Select an object or
B
B

09_Tenant_Users Guide_11.5.pdf 1.25MB

2021-12-03
@ 10. Grid_Primer_11.5.pdf 28MB
09:43:27 MST
v
Displaying 16 objects
Selected 0 objects
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0 endpoints

Display name @ ~

configure an endpoint for each platform service you plan to use.

Lasterror @ = Type @ =~

URI® =

Platform services endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as
a target for a platform service (CloudMirror replication, notifications, or search integration). You must

Create endpoint

URN® =

Mo endpoints found

Create endpoint
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Create endpoint

> = authentication type
o Enter details —— 2 i

Enter endpoint details

Enter the endpoint's display name, URI, and URN.
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@ Enter details e ?elect authentication type

Authentication type @

Select the method used to authenticate connections to the endpoint.
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Create endpoint

@ Enterdetails — Select authentication type o Verify :s.en.rer

Verify server

Use this method to validate the certificate for TLS connections to the endpoint resource. If you select "Use custom CA certificate," copy
and paste the custom security certificate in the text box.

© Use custom CA certificate

Use operating system CA certificate

Do not verify certificate
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Platform services endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service
(CloudMirror replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to
use.

4 endpoints Create endpoint

Displayname @ < Lasterror® <~ Type@® < URI® = URN® =

my-endpoint-1 53 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucketl
my—endpoint—2 9 2 hours ago Search http://10.96.104.30:9200 urn:sgws:es::mydomain/sveloso/_doc
my-endpoint-3 Notifications http://10.96.104.202:8080/ arn:aws:sns:us-west-2::examplel
my-end point-4 S3 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucket2
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Overview "~
Display name:; my-endpoint-1 #
Type: 53 Bucket
URI: http://10.96.104.167:10443
URN: urn:sgws:s3:::bucketl
Connection Configuration

Verify connection @

Some errors might continue to appear after they are resolved. To see if an error is current or to force the removal of a
resolved error, select Test connection.

Test connection

3. Test connection * & MEHSILILCY.

° XIFE XA SHE AE5I0] BH0| =2 = ACH dF HAIX| 7} LIEFELCH A=ZIE0] it HE2
ALO|EQ| ot Lo E0i| M A B ELICE,

° 28 fad Al AuistH 2F HAIX|7F LIEFHLICH RS FE5H
74+ S MES YEE HHO|EYLICH M S T HIAE S HF L
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A
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* Of A= AEA 2 F0H &3l ASLICHEH = FE HM[A Hots 2afghio.
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use.

4 endpoints

Platform services endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service
(CloudMirror replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to

my-endpoint-3

my-endpoint-4

Notifications

53 Bucket

http://10.96.104.202:8080/

http://10.96.104.167:10443

Displayname @ * Lasterror® <= Type@® = URI® = URN® =
my-endpoint-1 53 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucketl
my—endpoint—Z 9 2 hours ago Search http://10.96.104.30:9200 urn:sgws:es::mydomain/sveloso/_doc

arn:aws:sns:us-west-2::examplel

urn:sgws:s3::bucket2

28 MF ZE& Ho[X|7} LtEtELICE.

. Configuration * S MEH%}

L|Ct.

87




88

Overview

Display name: my-endpoint-3 #

Type: Notifications

URI: http://10.96.104.202:8080/

URN: arn:aws:sns:us-wast-2::examplel
Connection Configuration

Edit configuration

Endpoint details

URl @

http://10.96.104.202:8080/

URN @

Authentication type 0

Basic HTTP ~

Username @
testme
Password @

T Edit password

Verify server 0

Use custom CA certificate
@ Use operating system CA certificate

Do not verify certificate
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Platform services endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service
(CloudMirror replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to
use.

4 endpoints Create endpoint

Displayname @ * Lasterror® <= Type@® = URI® = URN® =

my-endpoint-1 53 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucketl
my—endpoint—2 0 2 hours ago Search http://10.96.104.30:9200 urn:sgws:es::mydomain/sveloso/_doc
my-endpoint-3 Notifications http://10.96.104.202:8080/ arn:aws:sns:us-west-2::examplel
my-endpoint-4 S3 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucket2

Mg E2 SUE ML BEES MHSHE sy EES ArEdts 2= M2 tid AEE EHE
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el HIAIX| 7} LIEFELICE.

Delete endpoint X

Are you sure you want to delete endpoint my-endpoint-10?
This might take a few minutes.

When you delete an endpoint, you can no longer use it to access
external resources.

Cancel Delete endpoint
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a One or more endpoints have experienced an error and might not be functioning properly. Go to the Endpoints page to view
the error details. The |ast error occurred 2 hours ago.
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Overview A

Display name: my-endpoint-2 #

Type: Search

URI: http://10.96.104.30:9200

URN: urn:sgws:es:::mydomain/sveloso/_doc
Connection Configuration

Verify connection @

Some errors might continue to appear after they are resolved. To see if an error is current or to force the removal of a
resolved error, select Test connection.

Test connection

Last error details

@ 2 hours ago

Endpoint failure: Endpont has an AWS failure: RequestError: send request failed; caused by: url.Error; caused by:
net:OpError; caused by: os.SyscallError (loglD: 143H5UDUUKMGDRW.)
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<ReplicationConfiguration>
<Role></Role>
<Rule>
<Status>Enabled</Status>
<Prefix>2020</Prefix>
<Destination>
<Bucket>urn:sgws:s3:::2017-records</Bucket>
<StorageClass>STANDARD</StorageClass>
</Destination>
</Rule>
</ReplicationConfiguration>
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Bucket options Bucket access Platform services

Replication Disabled

Enable the CloudMirror replication service to copy objects from a source bucket to a destination bucket that is

specified in an endpoint.

# Platform services must be enabled for your tenant account by a StorageGRID administrator.

# You must have already configured an endpoint for each destination bucket.

# You must specify the URN of each endpoint in the replication configuration XML for the source bucket.

Enable replication

<ReplicationConfiguration>
<hole></Rale®>
<Hule>
<StatusrEnabledsy Status>
<Prefig»zZ020</Prefigs
<Destination
<Bucket>Rra: Bgwsts 53 L2l —recovds</ Bucket>
<StorageClass>STANDARDS/StorageClass>
< /Destinacion>
</ Bules>
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<NotificationConfiguration>
<TopicConfiguration>
<Id>Image-created</Id>
<Filter>
<S3Key>
<FilterRule>
<Name>prefix</Name>
<Value>images/</Value>
</FilterRule>
</83Key>
</Filter>

<Topic>arn:aws:sns:us-east-1:050340950352:sgws-topic</Topic>

<Event>s3:0bjectCreated: *</Event>
</TopicConfiguration>
</NotificationConfiguration>
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Bucket options Bucket access Platform services

Replication Disabled

Event notifications Disabled

Enable the event notification service for an 53 bucket if you want StorageGRID to send notifications about specified
events to a destination Amazon Simple Notification Service [(SNS)

# Platform services must be enabled for your tenant account by a StorageGRID administrator.
® You must have already configured an endpoint for the destination of event notifications.

® You must specify the URN of that endpoint in the notification configuration XML for the source bucket.

Enable event notifications

Clear

<NotificationConfigoration>
<TopicConfiguration>
«Id>»Image—createds/ Ids
wFriters
<5 3Key>
<FilterRule>
<Hamerprefix<;/Hame>
“Waluesimages,/ <,/ Value>
</ FilterBule>
</ 5G3Key>
</Filters

< ToplcsSrnsaws

rEnssus—cast—1 050340850352 sgwa—topics/Topics
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Of Mo M= = ZHH|E 2HS miotCt OfHIE 2E0| HEELICt images/ BF

|0

b. L20| T4 SNS eF o= MEE|JU=X| QIS L},

[l

o€ S0 CHA F=H[7F AWS SNS(Simple Notification Service)dll SAEREl AL 22l M& A| O|HYS
ELHEE A‘IH'&E ?.A'iol- A OIAL_II:'-_

"Records": [
{
"eventVersion":"2.0",
"eventSource":"sgws:s3",
"eventTime":"2017-08-08T23:52:382",
"eventName" :"ObjectCreated:Put",
"userIdentity":{
"principalId":"1111111111111131212111"
br
"requestParameters": {
"sourceIPAddress":"193.51.100.20"
br
"responseElements": {
"x-amz-request-1id":"122047343"
br
s3":{
"s3SchemaVersion":"1.0",
"configurationId":"Image-created",
"bucket": {
"name":"testl",
"ownerIdentity": {
"principalId":"11111111111111112111"

by

arn":"arn:sgws:s3:::testl"

by

"object": {
"key":"images/cat.jpg",
"size":0,
"eTag":"d41d8cd98f00b204e9800998ecf8427e",
"sequencer":"14D90402421461C7"
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HEIIOIEIS HASHES 0] MHIAS HAs2 2+ YALICH

HIUE Zt2|XIE AHESH0] HZ10] ALEXt K| StorageGRID 74 XMLE M 85t0] AM SS #ME + AUSLICH

241 S8 Ml A2 o15) ) DIEHHIOIED} IO TS| th2of o 74 XMLE _ oiEfcolE
(D) e 74 xmi_ol2hm ELIC} 0| 24 XML OIS Yalg M= O ALEl= _nofification 74
xml_1t CHELIT

£ AXSHAAIR "S3 2210|AHE 0 Z2|F|0[M 73 X|E" CHS AF2XH X| A StorageGRID S3 REST API ZHfof| it
XtAISt LI82 L2 2 BZSHYAIR.
* 2! OEtCO|E 27 LH S AHIRLICH
* Bucket MIEIH[O]E 22! 74 727

* Put Bucket H|EtH|O|E{ & 7+
o e

—

2N ST 9/8t T4 XML

"M|E}G|O|E] 2HR0f| etz JHA| HIEHH|OfEf L |t
"JSONO| AM St MH| A0 ofol M| ASL Tt

"HAM Se MH|AE PR T

A E3F MHIAL of ZEE 7K B2 Aot 2LELIC

<MetadataNotificationConfiguration>

</MetadataNotificationConfiguration> Ef1. Zt #Al2 HXI0| MEL|=
QBEHNEQ} StorageGRID7Zf s @EHME S| HIEIH|O|H E HLHOF ot= CHAS K™ gL|Ct,

WA O1EL MFUHE 7IZ22 JHH|IE EEHEE &= AFLICL Ol SO, HFAIE A= 710l CHet HIEIHO|E & 2l
= UASLILE images CHO] 5Ll B2 Sl HEAZE L= JHA| 2| EHIEH11|0|E1°"—|Ef videos LHE AEOIA|. S5E|=
HEAL e 742 fa0HK| e HEE [[H HEELICL G| S0, HFAZE A= JHA[ol| CHel stte] #AIS
oot FHEYULICH test MFAIE U= 700l CHet & W FEIJLICH test2 S1EE|X| &L
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aM Set MH|AE 2fd MM El StorageGRID AEZQIES| URNES AHESHH CHAHE X|&sHof giL|Ct. o|2{et

AEZEOIE = Elasticsearch 22 AE0f| Mol QlHA 5l @3S LIEFALICE

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>
<Destination>
<Urn>arn:aws:es:region:account-
ID:domain/mydomain/myindex/mytype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Rule-2</ID>

</Rule>
</MetadataNotificationConfiguration>

O EO|M= HIEtCOIE 23! 14 XML2| 240 CHa AF LT}

o|& 443

MetadataNotificationConfiguration  0|E}C||0|E] 22| 7iA| &l CHAIS X|MSH= O] AIRE|=

2 AXSHHAIR Fxlo| ZE|0|Lq EjaQIL|C}.

SHLL O| Ao Al QA7 TEte|of YELCE,

) |EHGI0|E S XITE QIEIA0| 7FsHOF ot A
Aot Fle] Zieoluf EfIRILIC

HEAPH ZXIE FAle AR,

MetadataNotificationConfiguration 240 Z&Hx|0f

ASLILH.

IDRILICE Ao IF MEXYLIC

HEH HEl= gds = HIg ekt 2 5 ASLIT
HI 2ot El 1210i| CHol ofiE ot 2P e A E|X]

&Lt

Rule 24:0f ZE|0] JASLICEH
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ol% AE-1|:|O:| oA 8_+_OI|_||:_|.

7IS—IIZ—O'I ~ I:AI'QI' OIXl I_|_ 7Hx'"|_
HIEIH|O|E{= X|HEl CHAIS

H“ Jﬁ
r
o
il
-
Il

DE QEHMEZS LXAF[2HH H YEAE XFZELIC

1o
1
Rl
=1
1
10
=2
0z

Off CHSH Z4Ef|Of L EfIRIL|CY. o
Rule 2240 Z&E[0] JAELICE.

urn ZHH| HEtH|O|E 7t M & El= CHAS| urnIL|CH CHS of
£ME 7%l StorageGRID 27X 9| URNO|0{0f BfL|C},

* es M| HI| A0{OfF BtL|Ct

* URN2 HIEIHO|E{7} ME &l A Sl HAlo=
A 0f| ELHOF &LILE domain-
name/myindex/mytype.

ASHQIEL BHUE BH2|x} EE HUE 2Ho| APIZ
A tof THEILIC ChS T 2 HAIZ FELICH

o T

® arn:aws:es:region:account-
ID:domain/mydomain/myindex/mytype

*urn:mysite:es:::mydomain/myindex/myty
pe

mEN| 9:95 404 QEE ° H 2AMo| %I]IH%I'HEL

urn2 Destination 20 ZoHEIL|CE

HE HEIHIOIH €& 718 XMLE AHE0t0] 7ot XMLE Fd5t= &#HS gLt

HE Aol MEel= HEHH O &3 P ILICH

Of iAo 2E REHES| QEHE HEHH|0|HE St ez MSELIM.
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<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn>urn:myes:es:::sgws-notifications/testl/all</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

T 7tX| A2 AHESH0] HIEHH|O[E 2E T4

Of fiFIofl M= HEALRE LXISH= ZHAS| ZHA| HEIEHOIHE 20 FLICE /images 2(£) & a2z ™
I.

HEAR EX[5ts QEMES QHHE H|EtH|0|E = MEELICE /videos F B Y2 HEE

<MetadataNotificationConfiguration>
<Rule>
<ID>Images-rule</ID>
<Status>Enabled</Status>
<Prefix>/images</Prefix>
<Destination>
<Urn>arn:aws:es:us-east-1:3333333:domain/es-
domain/graphics/imagetype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Videos-rule</ID>
<Status>Enabled</Status>
<Prefix>/videos</Prefix>
<Destination>
<Urn>arn:aws:es:us-west-1:22222222:domain/es-
domain/graphics/videotype</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

r
i
0

=l
"S3 REST API AtE"

"M|EIE|O|E] 2R of| etz JHA| HIEHH| OB &L |t
"JSONO| &M St MH|20f ofdh W& E[ASLICH

"HM St MH|AS PR
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AM S MH|A= M7 e, AX = oS HIEHH|O|E] EE= Ef 17t YT|0| EE motrt
CHah A QI Aof JHH| HEIHOH S ERLICE,

A|=tstz| o
* StorageGRID #2|X}7t HIHE Ao Cish S3HE MH|A

ol ASt REI 7} QUi S3 HAS 0]0] MAMSLICH

M
fo

2 gstigLct.

© M Se MH|AS| Y2 ALt E AEZQIETL 0|0] A2 URNO| JAELICE

g

" 0| Sl A8 1B0] 43 UBLICH D E B3] Er E o4 S HelHLIC of2fe ML HHE
2T ALBOHO HAS FAE 1 DF Ei b3 HAo| 2

EEN tH;’IOﬂ CHSH A Set MH|IAS T80t = AHE TSHLE 44| HIEIH|OE] = EHIS A0 ESHH Th
AT TOIE 2 2| HEFH|0|E{7} HAEILITE 0[] 2|7} ZEHE 20| CHol ZA) S8t MH|AZ BHstsE 7|Z
2ix|of| CHet HIEHH|OlE Y2I0| (IS 22 HMEEX| A&LICE Ol2{et 7|E JHHIE (0| ESHO] CHAH 2444 QlEl Ao
ot HIEFHIOIE{ 7t 3=7HE| = 5 SH{OF gL Tt

1. HIAE HEJ|E MBI HM &S 2435t= Ol 23t HEHH0|E 22 XMLE BHELICH

<MetadataNotificationConfiguration>
<Rule>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn>arn:aws:es:us—-east-
1:11111111111111:domain/mydomain/myindex/mytype</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

2. HHE Z2|Xtof| M * AE2|X|(S3) * > * K3l * S MEfStL|C}

3. &A HZlQ| 0|FS MEASLCY.

2 M EE HO|X| 7 LIEFELICY,
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7.

106

Bucket options Bucket access Platform services

Replication Disabled “
Event notifications Disabled v
Search integration Disabled ~

Enable the search integration service to send object metadata to a destination search index whenever an object is created, deleted, orits
matadata or Lapgs are updated

» Platform services must be enabled for your tenant account by a StorageGRID ad ministrator.
& You must have already confligured an endpoint for the search integration service.
» You must specify the URN of that endpeint in the search integration configuration %ML for the bicket you want to index.

Enable search integration

“MetadataNotificationConfiguration>
<Rule>
A5tatusrEnabledd/Status>
LPrafixc/Prefin>
<Destination>
ZUrnr»arniawstes:ua-east-1:111T13T71311311 rdomain/ mydomain/myindex/mytype</0rn>
£/ Deatination>
</Hule>
< /MetadatalotificarionConfigurations)

J2|E 2E|Xt E= 22| APIE AH85H0 StorageGRID 2t2[Xt7F 2 HIHE AFol| Chs E3HE

() MulAZ sstsior gLICE 74 XMLE X&E 1 257} 2445121 StorageGRID 22 KH0f

ZOSHAIL.

A S8 MH|AT7F SHIEZA| REEIRA=X] 2ARfLIC

a. 74 XMLOf| X|IE & C= HEIH|OIE SIS EE|AH5L7| flet @7 MEE SF5t= AHE 22 HAO
=x
e

FetLICt.

Aol oMol M HZlofl EItE RE QEME = HIEHHOE LS E2[AHFLIC

b. F§A|2| HEtHOIE{2t E§ 27t ZBHEl JSON EA7F EF 0l X|HEl HA QlEiA0) F=7He|A=X| ZelgfLCt,




3ol okdl

20| waf Chs U S otLt

M

© AEE|X|(S3) * > * M+ S MEHSH * AM ST &gt - gelgte] MES F AL
* S3APIE ZH AI83t= 2 Delete Bucket HIEITIO|E| 22 Q&S AFEFLICE. S3 2210
28 XHS HESUAIL.
e gy
"HM ST AMH|IAZ OfSHELIC}”
"d SEE flet 8 XML
"S3 REST API AHE"
"SUEF MH|A 2HS TELIC
JSONO| 4 St AfH| 20 ofs] W= tesLct
H2J0f| CH ZM S8 MH|AS ZEokotH JHM| HIEIHO|E = EiOS #7t, HH[O|E
AT TOtCH JSON 2A7H Alslof e BHo= M&ELCH

Of Afi®Iof M= 717t A= FHA| 7+
H2l0 S-S ELICE test. £ 2E

=2 =2d

AMMEl A O]

A= JSONQ| o|E

SLICH test H2

versionId Ef7} H|O] /JEL|CE.

"bucket": "test",
"key":
"versionId": "",
"accountId":
"size": 38,
"md5" :
"region":"us-east-
"metadata": {
"age": "25"
by
"tags": {

"color":

"SGWS/Tagging.txt",

"86928401983529626822",

"yellow"

HIELCOlE Lol ZetEl ZHA| HIEFHOfE LTt

O Z0fl= A S¢gho| &

O o

LtE &Lt

=M 0IE0= H2 0|F, 2

stel 22

19| HZFO[ X FE[X|

e 2HC=E

ID(UA= EBL

"3d6c7634a85436eee06d43415012855",
1"

MEE|l= JSON M0l &

)7 mSHEILICH

St

O

—_

0=

o|

= —

E ofiZ2|70]d

L=
4

-

Ho| ELICt sGWs/Tagging. txt O|(7}) 2t= O|EL
o o2 0|(7h o|(7h ERTfL|Ct

7t
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4 o= 0|8 9 MEAUL|CE

HZl 2 QENE HH bucket: HZI2| O|SIL|C}

key: 70Xl 7| O|E versionID; QEHHEE HEM HFO| A= HIIQ QENE
region M3l FH (0f: “us- A AH! HEIC[O]H

east-1

size: HTTP 22I0|HEN| HAIE[= md5: Z4A| sHA|
M| 27| (HIO| E)ILICt

AHEX} HIEFH|O|E metadata: QEHES| DE AI2X} HEHH|O|E{Z 7| Zt MO Z AFREHL|CH

key:value

Ei tags: 4A|0f CH3l Fo|E 2= A EfO2E 7| gt Wo= ArZgLCt

key:value

Ef 2! A Xt HIEHH|O|E{2Q| AL StorageGRIDE Mt & £=XtE ElasticsearchOf| 2XtE L= S3
O|HIE zloz FMEst|C} o|2{st EXE S UM tt= X2 A St E ElasticsearchE

@ JAMSHHHE =S T ojm 9 S S Al 02 of| CHSt Elasticsearch K| &1 MEAIA| Q. ZHM E3}
MH|AE -'rWOUI Hof| QAo & HE IjH S 2dotsof gfL|CH A7) QIEldE 2ofl=

QI A0 24| BE HAIS HEE £ gigLICH

S3 REST API A2
S3 REST API X|& H7 5! 2IH|0|E

StorageGRID= REST(Representational State Transfer) g MH|A MEZ 2HE[=
S3(Simple Storage Service) APIZ X[ gtL|LCT,

S3 RESTAPIE X|gstE =z StorageGRID AABIZ AHBSH= AH—H QHENE AER|X|E 4l S3 @ MH|AEOR
JHLE MH|A X2 o Z2|A0|HS HEY 4 USLICL S2H0|AUE o Z2[A|0]|H2| 3Rl S3 REST APl T & AHE0|
CHEE £| A HE ARo| ZegtL|Ct,

== HA

StorageGRIDE Ct2 1t 22 S3 S HTTP HE S X|&IEHLCE.

e H
S3 AL _Simple Storage Service API Reference_2006-03-01
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St
S=

HTTP

e

7
1.1

HTTPOI| CHet XEMISH LHE2 HTTP/1.1(RFC 7230-35)2
ARSI Q.

: StorageGRID= HTTP/1.1 IlO|Z2l0| S

° xI:I}.—Tl— *
ASHX| 5Lt

x| ¢

"[ETF RFC 2616:HTTP/1.1(Hypertext Transfer Protocol)"

"AWS(Amazon Web Services) =Al: Amazon Simple Storage Service AP| Reference £ &ZESHMA|L"

S3 REST API X|2 ¢{|0|E

st

11.7

11.6

11.5

29

XItE|AELICH "2 A= X|2IE|= S3API K",
S3 Object Lock2 ¢t HHEHA BE A2 X|IELICE

StorageGRIDO]| Ciet X| 0| F=IHE[R}ESLICE x-ntap-sg-cgr-replication-
status Get Object 3! Head Object R&0f| Ciiot SE s L|CE 0] sH= 3 =A
J2|E SH|E 2ot ZH|e] SH| MEfE MIS L Ct.

SelectObjectContent 20| O|X| Parquet Z{X|E x| gfL|Ct.
of cHst X[ 0] FIH=|AELICH partNumber Get Object & Head Object 29| 2K
Of7H M= AL|Ct

3 QUHE 30| 43l Aol 7|2 BE BE 9l 2 1
AIbEIQUALICH

A

7| Ztoi| cHet |0

ol CHet X| 0] FIHE[AFELICH s3:0bject-lock-remaining-retention-days
Policy Condition 7| - ZiX|0]| 5 &&= EZE 7|2t HeIE AFeLIC

£l PUT Z4A| 29 Maximum_Recommended_sizeE 5GiB(5,368,709,120H0| E
)= HAMSLICL 5GIBELH 2 AH[7t = 22 thidl HE|ME Y2 EE AH8 LTt

H 2! =9t 22| o] CHet X[ 0] FIHE| A} S L T

S3 2ENE TZ U O o[ ABE|X| gb= 2IHA| A8 4 2F0ol| thgt X =7t
HZTO| = HAIOA o2 LEHME ALK AHR0)| CHEE X 0] FItE|}ASLICE.

£ 2=/LICt content-MD5 O|X| 28 |C{7t SHEA| X[ @ ELICT.
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https://datatracker.ietf.org/doc/html/rfc2616
http://docs.aws.amazon.com/AmazonS3/latest/API/Welcome.html
http://docs.aws.amazon.com/AmazonS3/latest/API/Welcome.html
http://docs.aws.amazon.com/AmazonS3/latest/API/Welcome.html
http://docs.aws.amazon.com/AmazonS3/latest/API/Welcome.html
http://docs.aws.amazon.com/AmazonS3/latest/API/Welcome.html
http://docs.aws.amazon.com/AmazonS3/latest/API/Welcome.html
http://docs.aws.amazon.com/AmazonS3/latest/API/Welcome.html
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* HZLEHD AH|, 31 E D X[ 7HN 7] S ZLED XIE S 2l X[#0]
FItE|AELICH H|E 2 Ef 2= X[ EX| &L

* StorageGRID 11.40|M 2= HZI9| H2 H& 2H Af2i|of S| 7HA| 7] OIE S metst=
0| I o4 ERBIX| f5LILE.

* o[ 3! L2lof it X|2I0] FIHE[A}ESLICH s3:0bjectRestore: Post O[HIE
SFYYULICE

* O|X| 2] mHEO]| Chet AWS 27| HMieto| HEELICE ZE|ME H=E
5MiBOIl A 5GiB AtO|O{OF LIC}. OFX|2 222 SMIBELE 22 = UAELICE.

* TLS 1.30f| CHeE X[ 40| FIt=|AS LI

* U0 IS¢t 7|(SSE-C)E A5t QEHME H|0[E{e] MH{Z 2tz stof| Lt X| 20|
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* H3 +EF7| & (2t= 2Holoh s 3 off cHet ANl 7EH 7] 8 Put X1 =7t x-
amz-expiration & 8.

* T Al ST|A X E AHSH= ILM Ao Foks MHELY| ?Is PUT 7HAl, Put
Object Copy % MultiPart Upload?t &H|0| EE| R} &LICt.

* TLS 1.1 &7} o O| & X| &I &|X| k& L|CE.

2L ﬁEEIXI E3t e ArEE POST REXE S 2l0f chst X[210] FIHe| A& LICH
JE % 2 Il ARN, T3 £74 7| W & #0) Cfeh AWS 12 AI2S XIIetch,
StorageGRID 22 AtE%t= 7|& 08 Y H—|9I MM A& X|AEL|C}.

© &I+ AREXt X[ StorageGRID 7S50 AFEE= AE §.3f0=l CHE 18
JSON/XMLOlIA ARN/URNZ ALE%t= A2 tl“'7:'5|7(| UAELICE.

CORS(Cross-Origin Resource Sharing), 12|= = =0f i3t S3 2210|HE HZES 2Iot
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10.0 StorageGRID AIAE"OM S3 RESTAPIS| £7| X|&. #xl| X|&E|= Simple Storage
Service API Reference_+= 2006-03-012IL|C}.

i

HE &xE: XY= S3 APl 28
O| H| 0| X|0fl M= StorageGRIDW| A Amazon S3(Simple Storage Service) APIE X|Hst=
HIEHS QOFSHL| L}

od=

|
00
r[§
=]
H
oot
ot
~
o

0| H|O|X|0fl= StorageGRIDM|A X|2ldt= S

@ 2} xHdof| CH3H AWS MEME E2{H HZ20|A 23S MefstL|Ct

3& URI #H2| 0i7 H 5 @F 36|

H = X|YoHX| g L3210 22 38 URI #E| o7 M7t XA EL|CE.
* versionId (QEHE Xof| st HAPL)

HE 2 AEX| 942 22 O3 22 LerEQl @F §i|E 7t X[ EL(C

* Authorization
* Connection

* Content-Length
* Content-MD5

* Content-Type

* Date

* Expect

* Host

* x—amz-date

K

HH Y
* "S3 REST AP| 7181 M5 HE"

r

* "Amazon Simple Storage Service API & %: 2t @& &f| "

"AbortMultipartUpload £ Z&!&fL|C}"

Uri 2| 0§71 H4 8 @7 8

StorageGRID= 2FE XAYLILt & 07 #H= 8l H2|= 0] 271t el thEat 22 371 URI #2| 07K tHa=7t

F7tE| RSt

* uploadId
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https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_AbortMultipartUpload.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_AbortMultipartUpload.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_AbortMultipartUpload.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_AbortMultipartUpload.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_AbortMultipartUpload.html

©
oo oz
M
Mo

StorageGRID A Af
"HE|IIE HEE ZY"

— T d

"CompleteMultipartUploadS Z2!gtL|C}"

Uri #2| 07 H= 8 28 8-
StorageGRID= 2FE X|@LICt S5 0070 H4= 81 HE2|2 0] 270 o) Ch3at 22
F7tE|AS LT

* uploadId
22 XML Ef2E QML
StorageGRID= L2 22 28 25 XML EfIE XL Ct.
* CompleteMultipartUpload
* Part
* ETag
* PartNumber

StorageGRID &

"YEIE YRES ABELICH

"CopyObject £ MEHBIL|CI"
Uri #2| Oi7 He 2 23 8l
StorageGRID= 255 X[AELICH S5 07 Ha 8! HE[Z 0 ¥ gi CHSat 22
®* X—amz-copy-source
* x—amz-copy-source-if-match
* x—amz-copy-source-if-modified-since
X—amz-copy-source-if-none-match
* x—amz-copy-source-if-unmodified-since
* x—amz-copy-source-server-side-encryption-customer-algorithm
°* Xx—amz-copy-source-server-side-encryption-customer-key
* x—amz-copy-source-server-side-encryption-customer-key-MD5
* x—amz-metadata-directive
* x—amz-object-lock-legal-hold
* x—amz-object-lock-mode

* x—amz-object-lock-retain-until-date
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_CompleteMultipartUpload.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_CompleteMultipartUpload.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_CompleteMultipartUpload.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_CompleteMultipartUpload.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_CompleteMultipartUpload.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_CopyObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_CopyObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_CopyObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_CopyObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_CopyObject.html

* x-—amz-server-side-encryption
x—amz-server-side-encryption-customer-algorithm
x—amz-server-side-encryption-customer-key
Xx—amz-server-side-encryption-customer-key-MD5

* x—amz-storage-class

* x—amz-tagging

x—amz-tagging-directive

* x—amz-meta-<metadata-name>
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* Cache-Control
* Content-Disposition
* Content-Encoding
* Content-Language
* x—amz-server-side-encryption
* x—amz-storage-class
* x—amz-server-side-encryption-customer-algorithm
* x—amz-server-side-encryption-customer-key
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* x—amz-object-lock-mode
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* partNumber
* uploadId
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* x—amz-server-side-encryption-customer-algorithm

* x—amz-server-side-encryption-customer-key
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®* X—amz-copy-source

* x—amz-copy-source-if-match

* x—amz-copy-source-if-modified-since

* x—amz-copy-source-if-none-match

* x—amz-copy-source-if-unmodified-since
X—-amz-copy-source-range

* x—amz-server-side-encryption-customer-algorithm

* x—amz-server-side-encryption-customer-key

* x—amz-server-side-encryption-customer-key-MD5

* x—amz-copy-source-server-side-encryption-customer-algorithm

* x-amz-copy-source-server-side-encryption-customer-key
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a. A8 BE ANZ: aws configure

b. Wt AFo HMA 7 IDE L etLICt
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C. MM AIHO| ot MM A 7|2 2Bt
d. Ar8E 7|2 g2 LHBLICHOI: us-east-1).
e AI2E 7= 52 HAIS QU257 LL * Enter * £ E2] JSONS MEHBiL|CE,

mo

o ool A= IP 24 10.96.101.17 & ILE 104432 AIESIEE 2E M EF

aws s3apil --endpoint-url https://10.96.101.17:10443
--no-verify-ssl create-bucket --bucket testbucket

HZI0| dSHOZ MY THg o2t 20| M2l2| #|X| 7t HhatE Lt

"Location": "/testbucket"

3. JHHIE HEERLICE
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M
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ZS HIAESID A|AHM

Ut JHgEiLct.

aws s3api --endpoint-url https://10.96.101.17:10443 --no-verify-ssl
put-object --bucket testbucket --key s3.pdf --body C:\s3-

test\upload\s3.pdf
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PUT /bucket?object-lock HTTP/1.1

Accept-Encoding: identity

Content-Length: 308

Host: host

Content-MD5: request header

User-Agent: s3sign/1.0.0 requests/2.24.0 python/3.8.2
X-Amz-Date: date

X-Amz-Content-SHA256: authorization-string
Authorization: authorization-string

<ObjectLockConfiguration>
<ObjectLockEnabled>Enabled</ObjectLockEnabled>
<Rule>
<DefaultRetention>
<Mode>COMPLIANCE</Mode>
<Years>6</Years>
</DefaultRetention>
</Rule>
</ObjectLockConfiguration>
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XEE|X| (ASLICE 7|2 HE 7|2t2 T2 B0 2E 7|2tS AlLot= Ol A8 ELICH x-amz-object-lock-
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Ol 7t JO{OF SLICt s3: GetBucketObjectLockConfiguration O 2 S 2tz ™ Mot &
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GET /bucket?object-lock HTTP/1.1

Host: host

Accept-Encoding: identity

User-Agent: aws-cli/1.18.106 Python/3.8.2 Linux/4.4.0-18362-Microsoft
botocore/1.17.29

x—amz-date: date

x—amz-content-sha256: authorization-string

Authorization: authorization-string
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HTTP/1.1 200 OK

x—amz-id-2:

1VmcB70XXJRkRHIFiVgl151/T24gRfpwpuZrEG11Bb9TmOMARAe 980xSpX1knabAOLTVBYJpSIX
k=

x—amz-request-id: B34E94CACB2CEF6D

Date: Fri, 04 Sep 2020 22:47:09 GMT

Transfer-Encoding: chunked

Server: AmazonS3

<?xml version="1.0" encoding="UTF-8"7?>
<ObjectLockConfiguration xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<ObjectLockEnabled>Enabled</ObjectLockEnabled>
<Rule>
<DefaultRetention>
<Mode>COMPLIANCE</Mode>
<Years>6</Years>
</DefaultRetention>
</Rule>
</ObjectLockConfiguration>
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"Rules": [

{

"ID": "rulel",
"Filter": {
"And": |
"Prefix": "categoryl/",
"Tags": [
{
"Key": "key2",
"Value": "tag2"
}
]
}
by
"Expiration": {
"Date": "2020-08-22T00:00:002"
by
"Status": "Enabled"
by
{
"ID": "rule2",
"Filter": {

"Prefix": "category2/"
b
"Expiration": {
"Days": 100
b
"Status": "Enabled"

"ID": "rule3",

"Filter": {
"Prefix": "category3/"

by

"NoncurrentVersionExpiration": {
"NoncurrentDays": 50

bo

"Status": "Enabled"
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aws s3api —--endpoint-url <StorageGRID endpoint> put-bucket-lifecycle-
configuration

--bucket testbucket --lifecycle-configuration file://bktjson.json

2tO|ZALO| 2 FH0| M0 SHZ HEE|U=X| 22lstz{H Get Bucket +HF7| RFS AAMLICE o
CtZ2 Z&LCt.

= =
EEEﬂ

aws s3api —--endpoint-url <StorageGRID endpoint> get-bucket-lifecycle-
configuration

--bucket testbucket

Y oefl 20| LIEEL T

ol
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HIl = 37| 2t27) AH|of| HEE[=X| =elgLict

Put Object, Head Object 2= Get Object @2 MY M & F7| 22| Otz H20| EF JHA|0| HEE| =X
stolst & QIAL|CH FXl0| X x-|95| Ao Srthol|= 7} TS

SHEILICH Expiration ZHA|7F BEEE|= A2t LX|SH= Tt=2
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ARSHIAR A EZ0| ZEE= LA

o|E S04, 0| PUT REXE Q2 2020 62 220 HAHE|UCH o QLENMEES FUSLICH testbucket HZL

aws s3apl --endpoint-url <StorageGRID endpoint> put-object
--bucket testbucket --key obj2test2 --body bktjson.json

d3 SE=2 MA7H 1002(2020 10& 1Y) LHOf| 2t |10 2tO|TALO| 2 9| &l 29 YX|EhS LIEFHLICE.

*"Expiration": "expiry-date=\"Thu,
id=\"rule2\"",

"ETag":

01 Oct 2020 09:07:49 GMT\", rule-

"\"9762£8a803bc34£5340579d4446076£7\""

OlE S01, 0| head Object 22 testbucket HZI0|A St ZHA|0] Cict HIELHOIE{E /M= O AFEEIRASLIC.
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aws s3apli --endpoint-url <StorageGRID endpoint> head-object
--bucket testbucket --key obj2test?2

43 SHOl= 7HA2| HIEHHIOIE 7F et JHA|7F 100 2of RHEE| 0 4] 29 YX|&HS LIEFHL|CE

"AcceptRanges": "bytes",

*"Expiration": "expiry-date=\"Thu, 01 Oct 2020 09:07:48 GMT\", rule-
id=\"rule2\"",

"LastModified": "2020-06-23T09:07:48+00:00",

"ContentLength": 921,

"ETag": "\"9762f8a803bc34£5340579d4446076£7\""

"ContentType": "binary/octet-stream",

"Metadata": {}
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° x-amz-server-side-encryption-customer-algorithm 8 X|™ELICt *AES256.

° “x-amz-server-side-encryption-customer-key' Ml L EHE 9| &t535} 7|2 X|™EtL|Ct,

° x-amz-server-side-encryption-customer-key-MD5: M ZJHA|2| =2} 7|0f CHSt MD5
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MEY I} Authorization SlIE M Q1F, StorageGRIDE CHS 1t 22 WAl O 2 AWSSt CHEL|CY.

* StorageGRID2 ZQ5IX| $&LICH host Off Z&S 3| canonicalHeaders.

* StorageGRID2 ZR06IX| %ELICH content-Type Ol Z&HE & UELICH CanonicalHeaders.
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* StorageGRID2 ER06IX| UELICH x—amz-* Of] L2t 6| CanonicalHeaders.

LICt canonicalHeaders 2L} O|2{¢t
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J|=o =2 ghCt,
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Si{ASHX| @t&LICE O|AFH|O|ZEl UTF-8 EXh= ASCII X2 A2 EL(C,

* AFEXF Fol HEIH|O|E{0f] O|AFAH|O|ZEl UTF-8 EAt7F ZetEl 32 RF0[ dSeLCt
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* Content-Type

®* X—amz-copy-source

* x—amz-copy-source-if-match
X—amz-copy-source-if-none-match

* x—amz-copy-source-if-unmodified-since

* x—amz-copy-source-if-modified-since

* “x-amz-meta-"AFE X} FO| H|EIGH|O|E{ E Eofdt= 0| E-2t &0l 7ol SLICH

x-amz-metadata-directive 7|24/ YLIC} “copy, 7HA| 3! 22 HEIHO|HE SAIE & JUSLICH

XEe = AELIC REPLACE QEMES SAte iff 7|Z HEIH|O|HE FHO{M AL QEME HEIH|O|HE
YO0 E-LCE,
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X|HE 4 UALICHREPLACE JHHIS ZAFE 0} 7|Z E1S Ho{Mo{L} B2 Alo|E LT,

. S3£2£ixU§ +:151140"a

° x—-amz-object-lock-mode

° x—amz-object-lock-retain-until-date

° x-—amz-object-lock-legal-hold

Ol={et o] 80| RHO| O|RAX|H K2l 7|2 HZE HHS A8t REME KT RE HE J|2ts
AAMELICEH & BESHIAR "S3 REST APIE AFE5I0] S3 QEHME EZS FMEL|C}

* SSE 24 §|OH:
° x—amz-copy-source-server-side-encryption-customer-algorithm
° x—amz-copy-source-server-side-encryption-customer-key
° x—amz-copy-source-server-side-encryption-customer-key-MD5
° x-—amz-server-side-encryption
° x—amz-server-side-encryption-customer-key-MD5
° x—-amz-server-side-encryption-customer-key

° x—amz-server-side-encryption-customer-algorithm
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* Cache-Control
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* Content-Disposition
* Content-Encoding

* Content-Language

* Expires

* x—amz-website-redirect-location
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A = At R (Put Object-Copy request)di| CtS M| 7H2| SIS Z&tol{oF BfL|Ct.
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HSet MD5 CHO[HAE S R FELICE.

* HMS 3 EEShE 07 712 AHESHH] Y JHH|(EALE)E = etste{H LS Ml 7Hel ME2|2S ZetelL|C)

° x-amz-server-side-encryption-customer-algorithm & X|™ELICt *AES256.

° x-amz-server-side-encryption-customer-key: & QEMEO M ¢33l 7|2 X|HEILICE
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POST /{Key+}?select&select-type=2 HTTP/1.1
Host: Bucket.s3.abc-company.com
x—amz-expected-bucket-owner: ExpectedBucketOwner
<?xml version="1.0" encoding="UTF-8"7?>
<SelectObjectContentRequest xmlns="http://s3.amazonaws.com/doc/2006-03-
01/">
<Expression>string</Expression>
<ExpressionType>string</ExpressionType>
<RequestProgress>
<Enabled>boolean</Enabled>
</RequestProgress>
<InputSerialization>
<CompressionType>GZIP</CompressionType>
<CSV>
<AllowQuotedRecordDelimiter>boolean</AllowQuotedRecordDelimiter>
<Comments>#</Comments>
<FieldDelimiter>\t</FieldDelimiter>
<FileHeaderInfo>USE</FileHeaderInfo>
<QuoteCharacter>"'</QuoteCharacter>
<QuoteEscapeCharacter>\\</QuoteEscapeCharacter>
<RecordDelimiter>\n</RecordDelimiter>
</CSV>
</InputSerialization>
<OutputSerialization>
<CSVv>
<FieldDelimiter>string</FieldDelimiter>
<QuoteCharacter>string</QuoteCharacter>
<QuoteEscapeCharacter>string</QuoteEscapeCharacter>
<QuoteFields>string</QuoteFields>
<RecordDelimiter>string</RecordDelimiter>
</CS8V>
</OutputSerialization>
<ScanRange>
<End>long</End>
<Start>long</Start>
</ScanRange>
</SelectObjectContentRequest>

EBLO| Mz 2F 72 o
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POST /{Key+}?select&select-type=2 HTTP/1.1
Host: Bucket.s3.abc-company.com
x—amz-expected-bucket-owner: ExpectedBucketOwner
<?xml version="1.0" encoding="UTF-8"7?>
<SelectObjectContentRequest xmlns=http://s3.amazonaws.com/doc/2006-03-01/>
<Expression>string</Expression>
<ExpressionType>string</ExpressionType>
<RequestProgress>
<Enabled>boolean</Enabled>
</RequestProgress>
<InputSerialization>
<CompressionType>GZIP</CompressionType>
<PARQUET>
</PARQUET>
</InputSerialization>
<QOutputSerialization>
<CSV>
<FieldDelimiter>string</FieldDelimiter>
<QuoteCharacter>string</QuoteCharacter>
<QuoteEscapeCharacter>string</QuoteEscapeCharacter>
<QuoteFields>string</QuoteFields>
<RecordDelimiter>string</RecordDelimiter>
</CSsv>
</OutputSerialization>
<ScanRange>
<End>long</End>
<Start>long</Start>
</ScanRange>
</SelectObjectContentRequest>

saQL #z/29| o

O] 2| Al/= 0|F, 20101 217, 2015t Ol @1, O|= 217 A H|O|E{ Q| HE HIES 7t FLICH HEf7t Of
oo B EE= FAIELCH

SELECT STNAME, CENSUS2010POP, POPESTIMATE2015, CAST((POPESTIMATE2015 -
CENSUS2010POP) AS DECIMAL) / CENSUS2010POP * 100.0 FROM S30Object WHERE
NAME = STNAME

Elojg melo| M % &, "SUB-EST2020 ALL.csv' L2t ZH0| EAA|L.
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SUMLEV, STATE, COUNTY,, PLACE, COUSUB, CONCIT, PRIMGEO FLAG, FUNCSTAT, NAME , STNAME,
CENSUS2010POP,

ESTIMATESBASE2010, POPESTIMATE2010, POPESTIMATEZ2011, POPESTIMATE2012, POPESTIM
ATE2013, POPESTIMATE2014,

POPESTIMATE2015, POPESTIMATE2016, POPESTIMATE2017, POPESTIMATE2018, POPESTIMAT
E2019, POPESTIMATE042020,

POPESTIMATE2020

040,01,000,00000,00000,00000,0,A,Alabama,Alabama, 4779736,4780118,4785514, 4
799642,4816632,4831586,
4843737,4854803,4866824,4877989,4891628,4907965,4920706,4921532
162,01,000,00124,00000,00000,0,A, Abbeville
city,Alabama,2688,2705,2699,2694,2645,2629,2610,2602,
2587,2578,2565,2555,2555, 2553

162,01,000,00460,00000,00000,0,A,Adamsville

city,Alabama, 4522,4487,4481,4474,4453,4430,4399,4371,
4335,4304,4285,4254,4224,4211

162,01,000,00484,00000,00000,0,A,Addison

town,Alabama, 758,754,751,750,745,744,742,734,734,728,

725,723,719, 717

AWS-CLI AtE Of|(CSV)

aws s3apil select-object-content --endpoint-url https://10.224.7.44:10443
--no-verify-ssl --bucket 619c0755-9e38-42e0-a614-05064f74126d --key SUB-
EST2020 ALL.csv --expression-type SQL --input-serialization '{"CSV":

{"FileHeaderInfo": "USE", "Comments": "#", "QuoteEscapeCharacter": "\"",
"RecordDelimiter": "\n", "FieldDelimiter": ",", "QuoteCharacter": "\"",
"AllowQuotedRecordDelimiter": false}, "CompressionType": "NONE"}' --output
-serialization '{"CSV": {"QuoteFields": "ASNEEDED",
"QuoteEscapeCharacter": "#", "RecordDelimiter": "\n", "FieldDelimiter":

", ", "QuoteCharacter": "\""}}' --expression "SELECT STNAME, CENSUS2010POP,

POPESTIMATE2015, CAST ((POPESTIMATE2015 - CENSUS2010POP) AS DECIMAL) /
CENSUS2010POP * 100.0 FROM S30Object WHERE NAME = STNAME" changes.csv

=3 0tUo| {2 % F, ‘changes.csv' LIS 20| HAA|L.

Alabama, 4779736,4854803,1.5705260708959658022953568983726297854
Alaska,710231,738430,3.9703983633493891424057806544631253775
Arizona, 6392017,6832810,6.8959922978928247531256565807005832431
Arkansas, 2915918,2979732,2.1884703204959810255295244928012378949
California, 37253956,38904296,4.4299724839960620557988526104449148971
Colorado,5029196,5454328,8.4532796097030221132761578590295546246
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AWS-CLI AtZ Of[(Parquet)

aws s3apil select-object-content -endpoint-url https://10.224.7.44:10443
--bucket 619c0755-9e38-42e0-a614-05064f74126d --key SUB-

EST2020 ALL.parquet --expression "SELECT STNAME, CENSUS2010POP,
POPESTIMATE2015, CAST ((POPESTIMATE2015 - CENSUS2010POP) AS DECIMAL) /
CENSUS2010POP * 100.0 FROM S30bject WHERE NAME = STNAME" --expression-type
'SQL' --input-serialization '{"Parquet":{}}' --output-serialization
'{"Csv": {}}' changes.csv

=3 Il H2 % &£l changes.csve CHE1F Z&LCt.

Alabama, 4779736,4854803,1.5705260708959658022953568983726297854
Alaska,710231,738430,3.9703983633493891424057806544631253775
Arizona, 6392017,6832810,6.8959922978928247531256565807005832431
Arkansas, 2915918,2979732,2.1884703204959810255295244928012378949
California, 37253956,38904296,4.4299724839960620557988526104449148971
Colorado,5029196,5454328,8.4532796097030221132761578590295546246
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0] M MOl A= StorageGRID7H HEIIIE Y2 XIS X|QIsts Lo Chsh AetLict

Che X7 U AT AN BE OFE IE Y2 E o] MBI,

- X O
* Sl H{Z0]| Ciot Chs ME YP=E LHE F2| 2at= 22X e Z20HE drete = lo0 = thd HZ10| CHet SA|
CHS OIE Y25 1,0007HE =3t & gl&LICt
* StorageGRID= 0{2{ IHEO]| L3l AWS 27| HietE HE¢ILICL S3 20| E= L3 X[H S W20k BL|Lt.
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GET /bucket?x-ntap-sg-consistency HTTP/1.1

Date: date
Authorization: authorization string
Host: host
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HTTP/1.1 200 OK

Date: 18 Sep 2020 01:02:18 GMT
Connection: CLOSE
StorageGRID/11.5.0
x—amz-request-id: 12345
Content-Length: 127

application/xml

Fri,

Server:

Content-Type:

<?xml version="1.0" encoding="UTF-8"?>

<Consistency xmlns="http://s3.storagegrid.com/doc/2015-02-01/">read-after-

new-write</Consistency>

Z20|HE

At
M| S 97|

L0 el 27| = 7|

olm
22t

Hetae

42 EEEL.

197



| | = OHd
AL
UA&LICE
72 Hgtd HE HEES MZ MM El 24H[0f CHolf 47|/A 7| U S BRSIEE MHEEL|CH

0] S 2t=Z8ta{™ S3:PutBucketConsistency Het0| ULt AH FEIt EL|Ct,

£ Z22I8L|Ct x-ntap-sg-consistency 070 H4= CHS 2 & StLIE Zateljof gfL|Ct

daM X =l

RS BE LEJLHIOIHE FA| 45t LE K0 AoigtL|Ct,

gt - =224 DE MO|EO|A 2E 22I0|HE M| s M7| = 17| HetMd S
HESLC,

A=t AO|E AOIE Lo 2= S2I0|HE QM| Chslf M7| = 917 L&H S &L CH

|22k A 24

Ly

|of] CHEE 817] = 47

0
£
>~

ME It M ZHA S 7HA| FHIO|E 25of CHSE (T M S M3
AP Qs A0 ALESHUAI(0]: HQ| SIX| Y= 21 20| ZEHEl
H3lel 2 E= EMSHX| et= 72 §|= E= GET &2l 22). S3
FabricPool HZl2 X| &= X| g¢&L|C.

AL UM o = "M MY 2t Hetd 2 MO 2HS ALEO0F LICH 70| SHIZA| ZHS5HX| ¢= B2
tset 22 88 T2 20| E SES HAYLILE E= S20[AETL 2 APl 2F o oigt ey HoE
X Hote 5 FHfLICh B2 oM Fehd RO E £[zo| +HOZ HAHSIYAL.
28 o

PUT /bucket?x-ntap-sg-consistency=strong-global HTTP/1.1
Date: date

Authorization: authorization string
Host: host
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HZl |5 HMA A|ZHIHK 27|
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GET /bucket?x-ntap-sg-lastaccesstime HTTP/1.1
Date: date

Authorization: authorization string

Host: host

SE

Of oflofl M= EH 2l Tl OFX|2F MM A AjZH FH0|EZL &gkl JAZSE EH FLIC.

HTTP/1.1 200 OK

Date: Sat, 29 Nov 2015 01:02:18 GMT
Connection: CLOSE

Server: StorageGRID/10.3.0
x—amz-request-id: 12345
Content-Length: 127

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?>

<LastAccessTime xmlns="http://s3.storagegrid.com/doc/2015-02-01/">enabled
</LastAccessTime>
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PUT /bucket?x-ntap-sg-lastaccesstime=enabled HTTP/1.1
Date: date

Authorization: authorization string

Host: host

Of ofMIofl M= {2l S| OFX|Bf M| A A|ZHS H|E-S ot efLICt.

PUT /bucket?x-ntap-sg-lastaccesstime=disabled HTTP/1.1
Date: date

Authorization: authorization string

Host: host

o
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Delete Bucket HIEFEO|E| 22 714 @S ALSHH 74 XMLS ARIs01 JHi H1200] Tt
AN ST MHIAS B2EsE 4 ABLICH

O] 2t t=Zst2{™ 310 CH$t S3:DeleteBucketMetadataNotification Het L= AN FE HsH0| QL{OF BhL|Ct
2H o

Of of®Iofl M= 2o Chigt HM Set Mu|AE H[E-delol= S 2o FLIC.

DELETE /testl?x-ntap-sg-metadata-notification HTTP/1.1
Date: date

Authorization: authorization string

Host: host
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GET /bucket?x-ntap-sg-metadata-notification HTTP/1.1
Date: date

Authorization: authorization string

Host: host
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<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>
<Destination>
<Urn>arn:aws:es: region:account-
ID :domain/ mydomain/myindex/mytype </Urn>
</Destination>
</Rule>
<Rule>
<ID>Rule-2</ID>

</Rule>

</MetadataNotificationConfiguration>
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name/myindex/mytype.
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* arn:aws:es: region:account-
ID :domain/mydomain/myindex/mytype

*urn:mysite:es:::mydomain/myindex/myty
pe
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HTTP/1.1 200 OK

Date: Thu, 20 Jul 2017 18:24:05 GMT
Connection: KEEP-ALIVE

Server: StorageGRID/11.0.0
x—amz-request-id: 3832973499
Content-Length: 264

Content-Type: application/xml

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix>2017</Prefix>
<Destination>
<Urn>arn:aws:es:us—-east-
1:3333333:domain/records/current/2017</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

Put Bucket H|E[H|O[Ef &l 71 A

Put Bucket HIEFG[O[E] 22! 14 @HS ALRSHH JiE 0] CHet 24 S8 Mu|AS
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save the metadata notification (search) policy. The specified endpoint URN does
not exist: URN.
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<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>
<Destination>
<Urn>arn:aws:es:region:account-
ID:domain/mydomain/myindex/mytype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Rule-2</ID>

</Rule>
</MetadataNotificationConfiguration>
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PUT /testl?x-ntap-sg-metadata-notification HTTP/1.1
Date: date

Authorization: authorization string

Host: host

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn>urn:sgws:es:::sgws-notifications/testl/all</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

O ofiFIof| M= HEArRE LX[SH= ZHAM|S| ZHM| HIEIHOIHE 20| ELICH /images 2(£) ¢ LHY 22 WS & X2
HEARL LX[5hs RENMES QHHME HEIHO|E = HMEELIC /videos F B &2 HEELIC.

PUT /graphics?x-ntap-sg-metadata-notification HTTP/1.1
Date: date

Authorization: authorization string

Host: host

<MetadataNotificationConfiguration>
<Rule>
<ID>Images-rule</ID>
<Status>Enabled</Status>
<Prefix>/images</Prefix>
<Destination>
<Urn>arn:aws:es:us-east-1:3333333:domain/es-
domain/graphics/imagetype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Videos-rule</ID>
<Status>Enabled</Status>
<Prefix>/videos</Prefix>
<Destination>
<Urn>arn:aws:es:us-west-1:22222222:domain/es-
domain/graphics/videotype</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>
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"bucket": "test",
"key":
"versionId": "",
"accountId":
"size": 38,
"md5":
"region":"us-east-1"
"metadata": {

"age": "25"
by
"tags": {

"color": "yellow"
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HTTP/1.1 200 OK

Date: Sat, 29 Nov 2015 00:49:05 GMT
Connection: KEEP-ALIVE

Server: StorageGRID/10.2.0
x—amz-request-id: 727237123
Content-Length: 427

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?>

<UsageResult xmlns="http://s3.storagegrid.com/doc/2015-02-01">
<CalculationTime>2014-11-19T05:30:11.000000Z</CalculationTime>
<ObjectCount>4</0ObjectCount>

<DataBytes>12</DataBytes>

<Buckets>

<Bucket>

<Name>bucketl</Name>

<ObjectCount>2</ObjectCount>

<DataBytes>6</DataBytes>

</Bucket>

<Bucket>

<Name>bucket2</Name>

<ObjectCount>2</ObjectCount>

<DataBytes>6</DataBytes>

</Bucket>

</Buckets>

</UsageResult>
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Ao M LIC

O|Fofl 22Y 7 &+ ™S &y3let A2 StorageGRID 11.6011M T S3 A E2 HH0| -dHELICt.
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ComplianceE AFSIEE ME ot AEf0O|AM M HZIS O 0|4 HMe -~ giX|2t, B0 w2t StorageGRID S3 REST
APIE AESHY] 7| EQ| AEE E40te HAS BT 5 YSLICH

* "S3 REST APIE AI23t0{ S3 QEHE 22 FML|CH"

* "ILME ALESI] K| E 22| ot

r

* "NetApp 7|& AIZ: StorageGRID 11.50{| A 2| HA| &4 HZIS 2|5t 2"
O O|& MEE[X| gb= 48 &+ 2%F:
*"HI|E - 7™ E4E o) H3l @2 gL o

SGCompliance XML 4= A E|X]| ‘EJQL-IEf ol | StorageGRID AFEX} Ho| A8 PUT H3l
X9 MEHX XML 28 §—E—Oﬂ ZOSH] E4 HAIS HAY + JA/USLICH

r
|ﬁ
2

* "AFEE|X| S - HA AE E

Get Bucket Z4 252 Cf 0/4 AHBE|X| Sk&5LICH J2{Lt O RES A4 ALBSHO] 7IE 2IHA| Z4 HAo| 2%
SBelL B4 AHS HolH A YA

* AFSEIX| S - Put 3l F4"

PUT HZl & QB2 O 0|4 AL E|X| FELICEH J2{Lt O] QB S A& ALK 7|E B[HA| & KIS F
HEE +8Y = JUSLICL O|E S0, 7|E HZIS HE HE MEll2 SHLI EE 722 C
AEEIX| g2: AH &5 2o HA
SGCompliance XML 4= AFEE|X| §E&L|Ct 0T HZEO|| A= O] StorageGRID AFEX}
EH

Mol A E PUT HZl @89 MEHAM XML @8 220 ZLaste] =4 H3IS MM

UAARSLILE.

@ 0I7‘1 StorageGRID HZHOIA ALEE 4= JAAUTE StorageGRID A8 £ 7|52 O 0|4 AL L[|
olOM S3 QEHE X202 M| USLICH

"S3 REST APIE AtE3t0] S3 QEHME 22 et}

"ILME AESIO] JHM|E 22|t Ct

"NetApp 7|& Xt=&: StorageGRID 11.50|A] 2[HA| £ H3I S Bt2[St= EH"

ComplianceZt BEE M B3I O 0|e ddet = QISLICE M &4 B{3IS Ydot| flef £ 42 2ol Put

A
Bucket 27 =82 AEdte{= B2 LE 2F HAIX|

The Compliance feature is deprecated.
Contact your StorageGRID administrator if you need to create new Compliant
buckets.
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MEEIX| %2 HZl &4 @F 71H 27|

Get Bucket &5 2782 [ 0|4 AFEE|X| 45 LTt 22{L} O
AIHAl Z4 H2l0|| oI MEE|= E4 HFS 2le = AsUC

RES AL M8t 7|1E

@ 0|™ StorageGRID HHHNH A AtEE 4= QIAE StorageGRID 7 £4= 7|52 O 0|4 AEE|X|

otOM S3 QEHME FIOR K| FUSLICH

"S3 REST APIE At&3%t0] S3 QERE RIS FASL|CH
"ILME AHESHO] JHAMIE 22| L C
"NetApp 7|& Xt=Z: StorageGRID 11.50|A] 2| HA| = H3IS 22[st= dH"

0| ZtAE A= st H S3:GetBucketCompliance H$H0| QY7L AH FET} ElL|Ct.

23 o

O] 28 H|XE S3ll 0|50| 2 Halo & S =AU &= AFLICt mybucket.

GET /mybucket/?x-ntap-sg-compliance HTTP/1.1
Date: date

Authorization: authorization string

Host: host

SHE
SH XMLOIM <sGCompliance> Ofl= M| ML= F4 20| Liet AFLICE O] oK SEUAM=

J2|E0f AMAESHE AEE MO 2 QEHES 11H(525 ,600—-—)E°f E—’.f—% Halol 7 & %”82
SLICt oIz of B Zlofl thet ©A 2RIt gELIC 2 JH= 18 20| (S22 AfX|EL/C

HTTP/1.1 200 OK

Date: date

Connection: connection
Server: StorageGRID/11.1.0
x—amz-request-id: request ID
Content-Length: length
Content-Type: application/xml

<SGCompliance>
<RetentionPeriodMinutes>525600</RetentionPeriodMinutes>
<LegalHold>false</LegalHold>
<AutoDelete>true</AutoDelete>

</SGCompliance>
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0|8 A
RetenionPeriodMinutes(F7|& X|H 0| H3l0f| F=7HEl 2A[e] HZE 7|ZHE)LICH E& 7[ZH2 24H|7F O2[ =0
AlIZh) &g of AZELICE
LegalHold « A O] BZIS ST M S X2 B SYLICH 0] HiZlo| QUHEL
HE 7|7to| oteE ZR0= HA 2F 7t siHE wrpx] A =~
gL
* HA: Ol A2 oIX HA 5 Xtz 2t S0| OFgLICt. o] K29
QEHEL BE J|ZI0| BRE Y AN 4 YALIC
xS AR A 4{200] W BE Aefofl UX| 94 3 BE J|zH0] PIREE of
22| A7} XtS 22 AP LT
* False: 2Z 7[70| B2 &|H O] 3o K7} XtZS 2= AMH|=| K|
S4SLICE Ol 7HAIE AMHISHAE ST JHMIE =322 AK|oH O}
SfLiCt.
e
HZI0| RN E E40IEE HHEX| 2 22 SEO| tist HTTP 4Ef Z=E= 2LICH 404 Not Found, 2 S3 2F
TE TS XNoSuchBucketCompliance

PUT B3l 4 232 T 0|4 ALSEIX| Y&LICE J2iLE 0| R3S Al ALgte] 7|Z 274
Z4 B30 4 M2 TS 2 ABLCL OIS S0f, J|E HAS BN 2E M2 £
BE 7|7t2 5Y 4 AsLit

@ 0| StorageGRID HZTO|M AF2E £ UJE StorageGRID 7 =4 7|52 O 0|4 AL E|X]
oM S3 QEHNE IO CHM|EYELICE

"S3 REST APIE AtE5t0] S3 QEHE &I FMELICH

"ILME AFE3I0] JHHIE 22| ot

"NetApp 7|& Xt&: StorageGRID 11.50| A 2| HA| £ HZIS 2t2[5hH= Bl

0] ZtA S 2= st H S3:PutBucketCompliance #et L= A|H FE H$H0| QL0{OF ghL|Ct.

PUT HZl =+ 273

o

et o =4 2O 2= Lo S XIFEof ZLICt.

23 o

ol ollxl 2 0|20| @ M2 F4 MHS £HELICH mybucket. O] HIFIME 2| 7HKE 2o FLICH
mybucket O[H| QHHMEZ J2|E2 ‘alIﬂéEBr“ ANHE AMEQRZ 1140| Ofl 214(1,051,2008) SO HEEIL|CE.
Of HzZloll= HH F£50| ASLIC 2 7HA= 28 =0 At = APHELICt.

r_u
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PUT /mybucket/?x-ntap-sg-compliance HTTP/1.1
Date: date

Authorization: authorization name

Host: host

Content-Length: 152

<SGCompliance>
<RetentionPeriodMinutes>1051200</RetentionPeriodMinutes>
<LegalHold>false</LegalHold>
<AutoDelete>true</AutoDelete>

</SGCompliance>
ol AF
RetenionPeriodMinutes(F7|& X|H 0| H3l0f| F=7HEl A2l HZE 7|ZHE)JLICH E& 7[ZH2 24H|7F O2[=0|
AlZh & o AEEL|CE
* &8 * RetentionPeriodMinutes 0l A 2t2 X & = HZIQ| oixf =
7|2kt Z4LE 2 2f2 X[™stoF gLt Iﬂ'li'-‘?l HE 7|Zto] ™
Sol= i a2 2L & gleH S7tEt 7hsgL Ch
LegalHold y 7.%.*: 0| HZI2 odxf HA SH Xtg 22t ZRULICH O] H3le| REHNE =
7|2t0] E Z20|= HY HR I oA uf7tK] X
HAI:II_|E'I-
* AA: O] H3I2 x| HA FH Xt= 22t 0| OtL|Ct. o] K39
QHEME= HE 7|7t0| Bte&|H AXg = J}SLICH
ts AHA| « & H3l0| HA HE MEfol| /}X| b= o, EE 7(7H0] Bt E[H Of

HZ00] 2|7t AHEQ2 ARIEILICY.

* False: 2Z 7[2t0| T2 &|H O] HZIS| 24H|7} At S22 AT | X|
SFELICH Ol2{et JTHAIS AtHISIH SHE HHE S22 AH|slot
SHL|C}
= .

PUT H3l &4 QEOZ S3 H3l9| &4 MM S AUH|0|ESHH StorageGRIDE 12|= MA|0| A HZ1Q| HIEIH|O|E{E
0| Esta{ 0 A|=8tL|Ct. 7| 2H O Z StorageGRIDE * strong-global * 22t £F2 AF2510] K7l HIEIH|O|E{E
ZotSt= 25 HIO|H ME AO|EQt BE AEE|X] L EJ HAE 8 F4 X0 s ¢H7|- 47| = LedS
QX[SIEE EEstLICE.

AtO|EQ| i|O|E{ MIE{ AIO|E K= Of2] AEZ|X| LEE AMEY £ Q17| I F0]| StorageGRID7| * 2ot 2 2H *
HetM HE 228 24T £+ Qe 2R SEHO CHet HTTP MEf ZE=E= QL|CH 503 Service Unavailable.

0] SES Wopl 12|C RH2|xjolA| SoIotel W AE2|K| HHIAS H53 2| ALSE 2 UE oo} BLC,
J2|E B} 2 AOIENIN SRS AERX| =ES AIBE 4 g B, 712 X1 HAH0IA * strong-site * B4
S £7S 2 Hotol Afzt RHS CHA| AR & 4 UBLICE
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@ 71& X M X7t A= ZRE HMelsty, o] YES A3 F2 LYY & A= Z1HE O[dlisHA|
e o ZES AMOIE * LY +FES ZHZE HA 7 E+E A

Mot HE &2 * strong-site * 2 £45'H StorageGRIDE YH|0|EEl 7 &4 MHO| AIO|E Lo 22I0|HE
M| CHSH AT H7|/MT| = dtd S ZA| ELICH F, ZE AO|E S AEZ|X| LEE ALY £ US WX
o
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> aws s3api put-bucket-policy --bucket examplebucket --policy

file://policy.json
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=

"Statement": |

{

off = 2= QEHE EH°H
g RE 2ol Ao & 5

AR
o

"Sid": "AllowEveryoneReadOnlyAccess",
"Effect": "Allow",
"Principal": "*",
"Action": [ "s3:GetObject", "s3:ListBucket" ],
"Resource":
["arn:aws:s3:::examplebucket", "arn:aws:s3:::examplebucket/*"]
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"Statement": |

{

"Effect": "Allow",

"Principal": {

"AWS": "95390887230002558202"
by

"Action": "s3:*",

"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

]

by
{

"Effect": "Allow",

"Principal": {

"AWS": "31181711887329436680"
by

"Action": "s3:GetObject",

"Resource": "arn:aws:s3:::examplebucket/shared/*"

by

{
"Effect": "Allow",
"Principal": {

"AWS": "31181711887329436680"

Yo
"Action":
"Resource"

"Condition

"s3:ListBucket",
: "arn:aws:s3:::examplebucket",

{

"StringLike":

"s3:prefix":

0| oi[X|0ll A= anonymous
S AL = AX|2t 2

GE===
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"Statement": |

{

"Effect": "Allow",

"Principal": {

"AWS": "arn:aws:iam::95390887230002558202:federated-
group/Marketing"

by

"Action": "s3:*",

"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

]

by
{

"Effect": "Allow",

"Principal": "*",

"Action": ["s3:ListBucket","s3:GetObject"],

"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

]

}
]
}
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U MT| HYAE B8
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"Statement": |
{
"Sid": "AllowEveryoneReadWriteAccessIfInSourcelIpRange",
"Effect": "Allow",
"Principal": "*",
"Action": [ "s3:*Object", "s3:ListBucket" ],
"Resource":
["arn:aws:s3:::examplebucket","arn:aws:s3:::examplebucket/*"],
"Condition": {
"IpAddress": {"aws:SourcelIp": "54.240.143.0/24"},
"NotIpAddress": {"aws:Sourcelp": "54.240.143.188"}
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"Statement": |

{

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202:federated-user/Alex"
by
"Action": [
"s3:x"
I
"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"
]
"Effect": "Deny",
"NotPrincipal": {
"AWS": "arn:aws:iam::95390887230002558202:federated-user/Alex"
by
"Action": [
"s3:x"
1,
"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

0l: PutOverwriteObject 3t

0| ool M & RILICt Deny PutOverwriteObject 3! DeleteObject 0l CHEt
% S3 7HA| Ef T X|'HE HO{M AL AAE 4~ lELICH

21 JHA|Sf H|O|E], AFE X} Fo| HIEIHO|E
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"Statement": |

{

"Effect": "Deny",
"Principal": "*",
"Action": [

"s3:PutOverwriteObject",
"s3:DeleteObject",
"s3:DeleteObjectVersion"

1,

"Resource": "arn:aws:s3:::wormbucket/*"
b
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202: federated-
group/SomeGroup"
b
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::wormbucket"
b
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202: federated-
group/SomeGroup"
b
"Action": "s3:*",
"Resource": "arn:aws:s3:::wormbucket/*"
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"Statement": [
{
"Action": "s3:*",
"Effect": "Allow",
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"Statement": |

{

"Sid": "AllowGroupReadOnlyAccess",
"Effect": "Allow",
"Action": [

"s3:ListAl1MyBuckets",
"s3:ListBucket",
"s3:ListBucketVersions",
"s3:GetObject",
"s3:GetObjectTagging",
"s3:GetObjectVersion",
"s3:GetObjectVersionTagging"
1,

"Resource": "arn:aws:s3:::*"

—
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"Statement": |

{
"Sid": "AllowListBucketOfASpecificUserPrefix",
"Effect": "Allow",
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::department-bucket",
"Condition": {
"StringLike": {

"s3:prefix": "S${aws:username}/*"

"Sid": "AllowUserSpecificActionsOnlyInTheSpecificUserPrefix",
"Effect": "Allow",

"Action": "s3:*Object",

"Resource": "arn:aws:s3:::department-bucket/S${aws:username}/*"
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