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ro
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# Recommended Cassandra setting: CASSANDRA-3563, CASSANDRA-13008, DataStax
documentation

vm.max map count = 1048575

# core file customization
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# Note: for cores generated by binaries running inside containers, this
# path is interpreted relative to the container filesystem namespace.

# External cores will go nowhere, unless /var/local/core also exists on
# the host.

kernel.core pattern = /var/local/core/%e.core.%p

# Set the kernel minimum free memory to the greater of the current value
or

# 512MiB if the host has 48GiB or less of RAM or 1.83GiB if the host has
more than 48GiB of RTAM

vm.min free kbytes = 524288

# Enforce current default swappiness value to ensure the VM system has
some

# flexibility to garbage collect behind anonymous mappings. Bump
watermark scale factor

# to help avoid OOM conditions in the kernel during memory allocation
bursts. Bump

# dirty ratio to 90 because we explicitly fsync data that needs to be
persistent, and

# so do not require the dirty ratio safety net. A low dirty ratio combined
with a large

# working set (nr_active pages) can cause us to enter synchronous I/O mode
unnecessarily,

# with deleterious effects on performance.

vm.swappiness = 60

vm.watermark scale factor = 200

vm.dirty ratio = 90

# Turn off slow start after idle
net.ipv4d.tcp slow start after idle = 0

# Tune TCP window settings to improve throughput
net.core.rmem max = 8388608

net.core.wmem max = 8388608

net.ipvé4.tcp rmem = 4096 524288 8388608
net.ipv4.tcp wmem = 4096 262144 8388608
net.core.netdev max backlog = 2500

# Turn on MTU probing
net.ipvé4.tcp mtu probing = 1

# Be more liberal with firewall connection tracking
net.ipvé4.netfilter.ip conntrack tcp be liberal =1

# Reduce TCP keepalive time to reasonable levels to terminate dead
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connections

net.ipv4d.tcp keepalive time = 270
net.ipvé.tcp keepalive probes = 3
net.ipvé4.tcp keepalive intvl = 30

# Increase the ARP cache size to tolerate being in a /16 subnet
net.ipvé4.neigh.default.gc threshl 8192
net.ipvé4.neigh.default.gc_thresh2 = 32768
net.ipvé4.neigh.default.gc thresh3 = 65536
net.ipvé6.neigh.default.gc threshl = 8192
net.ipv6.neigh.default.gc _thresh2 = 32768
net.ipv6.neigh.default.gc thresh3 = 65536

# Disable IP forwarding, we are not a router
net.ipvé4.ip forward = 0

# Follow security best practices for ignoring broadcast ping requests
net.ipvé4.icmp echo ignore broadcasts =1

# Increase the pending connection and accept backlog to handle larger
connection bursts.
net.core.somaxconn=4096

net.ipvé4.tcp max syn backlog=4096
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sudo 1In -s /etc/apparmor.d/<profile.name> /etc/apparmor.d/disable/
sudo apparmor parser -R /etc/apparmor.d/<profile.name>
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L

@ MAC F4 SH|= 7he M AX[of AF8SHY| I8t W0|H 2= S2[F oE2H0[ A F-F0A Rth2
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MAC 22 2l QAET0| AT} AHE SOI0{M =7t AIRTE|X| ¢ =

@ "ChRre= Aslof g %l*l—llif. Lot 30 2 Y o 7H 2 FollM L'”E‘Fli °|E111|0|*01|A1
MAC 2 % Xg & ASLICEH =9 MAC %: ’é“‘* tXI =5t
AZE[E 32 =25 AH 5f7| Hof| 2 E L= dT5H X7t i Z2E

MAC F4 2R 71202 SR|=/0] YOH = 74 7|2 MHHO} BLICE StorageGRIDE 14/2t f
z SLict,

2t | E Q3 0tCt StLte| 7|7t YA L|CH

° ADMIN NETWORK TARGET TYPE INTERFACE CLONE MAC
®* GRID NETWORK TARGET TYPE INTERFACE CLONE MAC

®* CLIENT NETWORK TARGET TYPE INTERFACE CLONE MAC

7|E "true"E AESHH ZH|0|{7t =AE NICS| MAC F=AE ALESHA| ELI|Ct Eot sAE = X[HE Z4H|0|H
HEQIFS MAC FAE AISEILILE 72X o= ZH0|H FAE A2 MY E FAOIX[T S A F4AE
MAM3t AQ NETWORK MAC E A 7|2, SHeh AT} LAl AFREIL|CH SAEQ}L #4H|0|LH 2] MAC FAL gwg
ChELch -

ot
0%

@ SHO|HHIO[ X0 M £AME RES AHSHA| 81l 7t S AEMM MAC 22YS E4sstH S AEQ

QUE{HO|AE AtE3}= Linux 22 E HERIZO| 2F5HX| k2 = USLICH

Mac 22 =X &£ Atg]
MAC 2240ll= CHS & 7HX| AHE AtIE 12qsl{of hL|Ct.

* Mac 22 M4o0| ZM3IE[X| gbS: 0| HM3tEl 22 cLoNE MAC == 74 Il 7|7t MY E[X| 4UAAHL
"false"2 MHE L SAEE SAE NIC MACES AFZ3t1 ZE| 0|40l MACO| XIEX| %2 A2
StorageGRID 44 MACS Z| ELICt NETWORK MAC 7. Off FA7F MHE0 Y= B NETWORK MAC 7|,
ZAEo]Aofl off XI™HEl FATL UAELICH NETWORK MAC 7|. O|2fet 7| 4 sz FAHE ZEE AL 3H{of
gLt

* Mac 28 ¥4 €438 cronE MAC LE 7 Q| 7|= "true"= BFE0 YA, HE|O|H{= ZAE NIC
MACS At&3%tH, SAEE 0| MACS X|™StX| ob= % StorageGRID M4 MACS ALEELICH NETWORK MAC
7. ol A7} M™E|0] Q= ZS NETWORK MAC 7|, SAEE MME FA A X|HE FAE AFSELICE O
7| FHOIM RAIE REE A= OF ElLIC,

MAC F4 22'dS AHE0HX| ¢4 50| THHIO| X 0f| 2|5 &HEEl 40| OF:l MAC =40 it HOIHE
SE QAHHO|AMM 4 S HES fEE 5|85t H 7hy -rIKI NEEOE #F9 Hot £40|

@ Promiscuous Mode, MAC Address -4 3! Forged ™&0]| CHSH * Accept * £ MHE|0 J=X]
grolgtL|Ct 7HAah AR(X|of| MHE ZHe EE I8 $F9 UCE P + A2 = F /X0 A
o] SYLSHX| =elgtL|ct.

MAC 22ES 2dolsta{H & FZSIYAR "= 74 ohed Mg X"

Mac 22 =52 of

QIE{H|O|A ens2562| B2 MAC F47111:22:33:44:55:660| 11 .t E 714 M| AR CHE 7|7t Y= SAE0| A
2detEl MAC 22 E7(1|9| ol:
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°* ADMIN NETWORK TARGET = ens256
* ADMIN NETWORK MAC = b2:9c:02:c2:27:10

° ADMIN_NETWORK_TARGET_TYPE_INTERFACE_CLONE_MAC = true
Z1}: en2562 SAE MACS B2:9¢:02:C2:27:100| 11 22| HIE® 3 MACS 11:22:33:44:55:66 4 L|C}

of 1: 22[& NIC = 7h2t NICO|| 1:1 T 1 OHE

OIFl 10l M = 2 AEZ 40| A = T LRSHA| @82 ZHESE 22|X QB H[0| A Dol sl HF Lt

You Configure

Linux & M= 8% £= BE F0| == QAEH0|AT} S = ME{QY f XFS O 2 ensXYZ QIE{HO|AE
MMBHL|CtH HEl = QIEI0|AT XSO 2 MM E MAESH= A 20 7240| QK| 4&LICH LIS 724
TZNANAM SHE HEE M2 4= == StorageGRID WEYI (22| =, 22|k}t L= 22H0|AE)0f| sliZot=
ensXYZE ZXsHOf etL|Ct.

0| 220}l A= 03] StorageGRID wEE 0| FL|CH 2L} YVFHMO R £hl L= VMO|| O] LS AFSILICH

221K 10] S2|1H A 2{X[Q] L HAMA ZE0] ol IE{H[O]A 10G,10G:0fl HEE ZEE g5t T VLANO|
BHX[SHOF SfLICt.

|Ih}
oo

0l 2: VLAN2 ™Ydst= LACP

oflH| 20| M= HIER A AE{HO|AE Z&SHAHLE AFE SQ! Linux HHZTO|A VLAN QE{HO|A S THE= 0| Y
& &0 ok Jrggiict.

Of Zte10i| CHH
O™l 20l M= HHE 2 AEQ| BE LEOM AME Jhstt BE HIERIR HYES & S/ = AE Xst= LY,
FHSE VLAN 7|8 M| A E 2Lt o] o= E3] Hio] HE S AE0 HEY + USLICE

Of oilX|ZE olsidta™ 2 H[o|E| MIEfof] 2| =, 22|Xf S S2H0[AHE HIES{ 0] chsh M| 7o 7HE MEUo] Lt
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7PELICH MEYI2 H 9] VLAN(1001, 1002 % 1003)0l Y 2H LACP 2% E™ A X E(bond0)2] TAE0|
HMZELICt Bond.0.1001, bond0.1002 % bond0.10032| M| 7tX| VLAN QIE{m|O|A S L ASHL|LCE.

SYUT SAEOM E HEQ I cHel B2l VLANZE MEUI0] HRst AL, ARl VLAN QIE{H|0|AE FIt5tT
0|2 ZAE0 ojEE - ASLICHAZIOIA bond0.1004E FA|E).

You Configure

ensl23
ens234d

ensd56
ens567
ensb78

i
i
i
i
i
i
i
i
i
i
|
i
| T ens345
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i

bond0.1001
bond0.1002

bond0.1003

EHA
1. StorageGRID HIEY I HEZ0|| A2 2= S2|X HER AEI0|AS T LACP 22 SHEL|C.

O£ S0, bond0Zt 20| ZE SAEQS| 2C AP0 St 0|ES ALERILICE

2. 0] Zgt2 HZZl 22|H CIHIO|AZ AF25t= VLAN QIE{HO|A S MMBILICH" using the standard
VLAN interface naming convention “physdev-name.VLAN ID.

1CHA|Q 20 A = HIER 3 39| CIE 238 Z26h= olX| A2(X|off HESH -‘rl O] ZLPtL|Ct Of| K| A|X]
TELT LACP ZE U2 A LD EZHIAZ M0 LR DE VLANS Etet 4 QI 2 5{28|0} L}

2 UHERIZ 74 MAof chet M= A 0|A 3 mAO0| MSELIC.

-]

o EHE

"0l /etc/network/interfaces"
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SAEO| 22 AERIK| 2E(LUN)S U s "AE2IX| 97 S| EE AFSSI0] CHS AFES SRISHAlR.
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+ 2t 280 27IYLit
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ol
rot
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S AEO0]| StorageGRID = =EE HiZ e of O HES} Linux?t 2t E2]

e et gL

o
o
|>
[m
N
1
4>
20
|.|'|
Jhu
o
o
oo
r
il

Ho

()  olEstEss mEM, T3 s of

S X A2 ALESHA OFYAL (/dev/sdb HIE E0) =2 018 552 AdY o ALEgLICH. of={gt
o2 SAES MR Al HEE £ A2n, 0| AAHSl SHE &S0 s FUCh. iscst Lo 3

Device Mapper Multipathing® AI8%t= 2% OlM L& 22 BAES AEdt= A0 EHLICH
*/dev/mapper CIHEZ| - ES| SAN EEZX|0f| 37 AEZ|X|0| CHot 0|F WIERI HE27F ZotEl 2L E= oA
AAHIGM OHE ATERISE MEY 5 JUELICH /dev/disk/by-path/ & S=IeL|CH

of

i
mujn

™ OtEa 25t

ls -1

$ 1s -1 /dev/disk/by-path/

total O

lrwxrwxrwx 1 root root 9 Sep 19 18:53 pci-0000:00:07.1-ata-2 -> ../../sx0
lrwxrwxrwx 1 root root 9 Sep 19 18:53 pci-0000:03:00.0-scsi-0:0:0:0 ->
../../sda

lrwxrwxrwx 1 root root 10 Sep 19 18:53 pci-0000:03:00.0-scsi-0:0:0:0-partl
-> ../../sdal

lrwxrwxrwx 1 root root 10 Sep 19 18:53 pci-0000:03:00.0-scsi-0:0:
-> ../../sda2

lrwxrwxrwx 1 root root 9 Sep 19 18:53 pci-0000:03:00.0-scsi-0:0:1:0 ->

o
o
|

o)
Q
=
+
N

../../sdb
lrwxrwxrwx 1 root root 9 Sep 19 18:53 pci-0000:03:00.0-scsi-0:0:2:0 —->
../../sdc
lrwxrwxrwx 1 root root 9 Sep 19 18:53 pci-0000:03:00.0-scsi-0:0:3:0 ->
../../sdd
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P EX| 2tgoll wap Zakot Z2FE L

[

2t 28 AEE|X| B0 27| 32 0|=% oS |'0:| 7| StorageGRID &X| 5! gk= RX| 22| HAE
HASSIMAIR. 3] AEE|X] EE0| CHSE B35 AMAE 6 K| 0iH CHE B2 EEI0|HE AME5= 82 E
AMES £+ QELICHalias E'Eoﬂ °' ZHetL|C |' /etc/multipath.conf o,

ST 31 25U

=
mufn

multipaths {
multipath {
wwid 3600a09800059d6df00005df2573¢c2c30
alias docker-storage-volume-hostA
}
multipath {
wwid 3600a09800059d6df00005d£3573c2c30

alias sgws-adml-var-local

}

multipath {
wwid 3600a09800059d6df00005df4573¢c2c30
alias sgws-adml-audit-logs

}

multipath {
wwid 3600a09800059d6df00005d£5573¢c2c30

alias sgws—-adml-tables
}

multipath {
wwid 3600a09800059d6df00005df6573¢c2c30

alias sgws-gwl-var-local
}

multipath {
wwid 3600a09800059d6df00005df7573¢c2c30

alias sgws-snl-var-local
}

multipath {
wwid 3600a09800059d6df00005d£f7573¢c2c30

alias sgws-snl-rangedb-0

|- 2

H g
_FEO>+

10| OfjA| =5 C|HIO|AZ LIEHHLICH /dev/mapper ZAEQ| LIHER|Z, 18 = FX[E4 Z Y0
X 2ES AIYslioF & whotct F=53tn EA| HEE 0152 XY 5= ASLIL.

i |
o

=
=

StorageGRID == III|-O|1E1|O|J,\_12 I|-°,:J"'|- X O CtS A2 E AMESIEE 28 AEZ|X|E
HHS= 42 38 2 UE10 dX Y = USLIDH /etc/multipath.conf B S K| ZAE.
2 z*EOHH EtE Docker AEE[X| EEQ AH83t7| gk 5t ELICH 2t Docker AEZ|X| 28 LUNS)
“é"’é'OiI EtZl S AE 0|5 S Z&ot0] BT S AFESHH 7[5t7| g1 0] E'J%':.*OI HZELL.

©
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"= ZE|0|L Or0| 20| QAL

Docker AEE|X| 252 FHEfLICt

DockerE AX|5t7| 0| Docker AEZ|X| 252 EUMSt of OFRES O & & USLICH
/var/lib/docker.

O =te10i| CHaH
Docker 2E2|X| 2F0| 2Z AER[X|E AET A=0[1 7t ZotEl S AE TE|MH0| AHE JHstt S0 S22 3%
Of THAIE AHE & JAFLILE /var/lib.

oHA|
1. Docker AE2|X| 250 I A|AHIS MAEL|CE
sudo mkfs.extd4 docker-storage-volume-device
2. Docker 2E2|X| 2 02 EgL|Ct

sudo mkdir -p /var/lib/docker
sudo mount docker-storage-volume-device /var/lib/docker

3. /etc/fstabOll Docker-storage-volume-device &52 F7efL|C}.

O| tAIE +3stH SAEV MREE = AEZ|X| 250| A4S E CHA| OFREEL|CL

—

DockerS A X|grL|C}

StorageGRID A|AEI2 LinuxOlA| Docker ZIE||0| RSO 2 MEMEIL|C} StorageGRIDE
MX[St7| Mol DockerS A X|slOf &HL|C}.

CHA|
1. Linux BHZ0f| CH$t X|&lof| 2} DockerS A X|gtL|C}.

@ DockerZt Linux i T S| UX| %2 AL Docker & AIO|EVM CHR2EZES 4= QELILCY.

2. o}

glo

T S HASI DockerE 45t AlZU=X| 2teletL|Ct.

sudo systemctl enable docker
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sudo systemctl start docker
3. L3S Y6t o & 2| DockerE MK =X| =rolgfL|Ct,
sudo docker version

S2H0|AE 3 MH HT2 1.11.0 0|40|0{0f BL|CH.

StorageGRID A E MH|AE AX|BfL|Ct
StorageGRID DEB I§7|X|E AtE5}0{ StorageGRID SAE AMH|AE MX[EHL|CE,

Of ZfHofl 3

O X|&2 DEB M7|X|0f|M 2 AE MH|AES EX|5t= UHS SHLILILE = X 0f9f0|'='01| ZotEl APT
2| ZX|E2| HEIH[O|E S AME5I0] DEB IH7|X|§ #H2Z X[ &= ASLICE. Linux 2 HFofl tist APT
B|EXEE| X|EE HESHIA2.

M>F

|
1. 2t S AE0|| StorageGRID DEB I7|X|& SASIAL 38 AEZ|X|0|M AFE 4= U= T HFELICH

olE =0, ofl tHXIBLICt /tmp CHS THAOAM O] HHES A8 S 4= Q= E ClHEZ|E X[™EL|CE.
2. Zt SAEQN REZ Z2OQI8H7Lt sudo H3H0| U= A™YE ALESIH LS HHES AATLICE
£ HX|5HOF YLICt images HX, A

=
= (=} =]
HiX|et 22 “/tmp OIlM BEE X5 AHSH B2 E YHETILICH

sudo dpkg --install /tmp/storagegrid-webscale-images-version-SHA.deb

YA L service WF|X| =, & MLl CHE CIZE2|0f THF XS
2l

22

sudo dpkg --install /tmp/storagegrid-webscale-service-version-SHA.deb

StorageGRID I7|X|E 2 X|3t7| T0| Python 2.70]| 0|0] 2 X|=[0f Rl0{of BiL|Ct. E SEILIC

(:) sudo dpkg --install /tmp/storagegrid-webscale-images-version-SHA.deb
HHS HAHoIH =2 minpx| MojefL|ct.
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