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Alert Rules
Alert rules define which conditions trigger specific alerts

B Leam more

You can edit the conditions for default alert rules to better suit your environment, or create custom aleri rules that use your own conditions for triggering alerts.

® Rem

& Create customrule | Edif

Name

ustom rule

Appliance battery expired
The battery in the appliance’s storage controller has expired.

Appliance battery failed
The battery in the appliance’s storage controller has failed.

Appliance battery has insufficient learned capacity
The battery in the appliance’s storage controller has insufficient
learned capacity.

Appliance battery near expiration
=/ | The battery in the appliance’s storage controller is nearing
expiration.
Appliance battery removed
The battery in the appliance’s storage controller is missing

Appliance battery too hot
The battery in the

‘s slorage is o

A
Appliance cache backup device failed

A persistent cache backup device has failed.

Appliance cache backup device insufficient capacity
There is insufficient cache backup device capacity,

Appliance cache backup device write-protected
A cache hackup device is write-protected.

Appli cache y size
The two controllers in the appliance have different cache sizes.

Z Hel2 29
0|8 EE
F ol

Conditions
storagegrid_appliance_component_failure{type="REC_EXPIRED_BATTERY"}
Major > 0

storagegrid_appliance_component failureflype="REC_FAILED BATTERY"}
Major =0
storagegrid_appliance_component_failure{type="REC_BATTERY_WARN"}
Major » 0

storagegrid_appliance_component_failure{type="REC_BATTERY_NEAR_EXPIRATION"}

Major =0

storagegrid_appliance_component_failure{type="REC_REMOVED_BATTERY"}
Major > 0

storagegrid_appliance_component failureftype="REC_BATTERY_OVERTEMP"}

Major >0

storagegrid_appliance_component_failure{type="REC_CACHE_BACKUP_DEVICE_FAILED"}

Major > 0

storagegrid_appliance_component_failure{lype="REC_CACHE_BACKUP_DEVICE_INSUFFICIENT_CAPACITY"}

Major > 0

storagegrid_appliance_component_failureftype="REC_CACHE_BACKUP_DEVICE_WRITE_PROTECTED'}

Major > 0

storagegrid_appliance_component_failure{type="REC_CACHE_MEM_SIZE_MISMATCH'

Major =0

Ao Rot O|F 3! 2HYLICE AEXL XIE 1 #2[0]
= 31 o] LIgELt & 74 0|F2 ol &

Type

Default

Default

Default

Defauit

Default

Default

Default

Defauit

Default

Default

Status

Enabled !

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Displaying 62 alert rules
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Edit Rule - Low installed node memory
Enabled ¥
Unigue Name Low installed node memory
Description The amount of installed memory on a node is low.
%
Recommended Actions (optional) Increase the amount of RAM available to the virtual machine or Linux host. Check the threshold value

for the major alert to determine the default minimum reguirement for 3 StorageGRID node.
See the instructions for your platiorm:

« Whiware instaliation
= Red Hat Enterprise Linux or CentOS instaliation
» Ubuntu or Debian instaliation
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Email Setup

You can configure the email server for alert notifications, define filters to limit the number of notifications, and enter email addresses for alert recipisnts.

Use these settings to define the email server used for alert notifications. These seftings are not used for alarm nofifications and AutoSupport See
Managing alerts and alarms in the instructions for monitoring and troubleshooting StorageGRID.
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Transport Layer Security (TLS)

Require TLS @ [«

CA Cerificate @ -----BEGIN CERTIFICATE-----
1234567898abcdefghijklmnopgrstuvexyz
ABCDEFGHIJKLMNOPQRSTUMIXYZ12345678908
-—---END CERTIFICATE-----

Browse

Send Client Cedificate @

Client Cerlificate @& -----BEGIN CERTIFICATE-----
1234567898abcdefghijklmnopgrstuvixyz
ABCDEFGHIJKLMNOPQRSTUVINXYZ1234567898
-----END CERTIFICATE-----

Browse

Private Key @ -----BEGIN PRIVATE KEY-----
1234567898abcdefghijklmnopgrstuvwxyz
ABCDEFGHIJKLMNOPQRSTUVIWXYZ1234567898
-----BEGIN PRIVATE KEY-----

Erowse
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NetApp StorageGRID

Low object data storage (6 alerts) @

The space available for storing object data is low. @

Recommended actions @

Perform an expansion procedure. You can add storage volumes (LUNs) to existing Storage Modes, or you can add new Storage Modes. See the instructions
for expanding a StorageGRID system.

DC1-51-226
Node DC1-51-226 @
Site DC1 225-230
Severity Minor
Time triggered FriJun 28 14:43:27 UTC 2019
Jobh storagegrid
Service Idr
DC1-52-227
Node DC1-52-227
Site DC1 225-230
Severity Minor
Time triggered FriJun 28 14:43:27 UTC 2019
Joh storagegrid
Service Idr
(5)
Sent from: DC1-ADM1-225 \-—/
£ BAD 29
1 o210| 0|2, 0| Y2Io| T4 QAEA £ 202 HAHLITH
2 220l chet A UL|Ct
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Silences

You can configure silences to temporarily suppress alert notifications. Each silence suppresses the notifications for an alert rule at one or more severities. You can
suppress an alert rule on the entire grid, a single site, or a single node.

# Edit || % Remove

Alert Rule Description Severity Time Remaining Nodes

No results found.

2. Create * S MEiBL|CH

Create Silence CH2FAXFZF LEEFEFL|CE,
Create Silence

Alert Rule T
Description (optional)
Duration Minutes v

Severity Minor only Minor, major Minor, major, critical

Modes StorageGRID Deployment
Data Center 1
DC1-ADMA
DC1-GA1
DC1-31
DC1-52
DC1-53
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The alarm system is the legacy system. The alert system offers significant benefits and is easier to use. See Managing alerts and
alarms in the instructions far monitoring and troubleshooting StorageGRID.
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The alarm system is the legacy system. The alert system offers significant benefits and is easier to use. See Managing alerts and
alarms in the instructions for menitoring and troubleshooting StorageGRID.
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Global Alarms

Updated: 2017-02-20 15:47:43 MDT

A

Global Custom Alarms (0 Result(s))

-

Default Alarms

Fiter by | Aftribute Code | equals |U* Y
3 Result(s)
‘Enabled Senice  Attribute Severity  Message Operator Value  Actions.
v SSM UMEM {Available Memorny) % Critical Under 10000000 <= 10000000 f"
2 SSM UMEM (Available Mamory) & Major Under 50000000 == 50000000 _?‘I
r S5M UMERM (Available Memary) 2 Minar Under 100000000 <= 100000000 5?"
Apply Changes $
MEHSE 42Ol * Enabled * &HQl2to| g3t L|Ct.
4. A * goIzto] MEAS F|ABHLICE
5. 17 L8 X8+ 2 22sHct
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d Global Alarms
Updeiwd 20168-02-21 11.21:08 POT

Global Custom Alarms (1 Result(s))

Enabled Semice  Altribute Severity  Message Operator Value 812 Actions

[ ~] |RDTE (Tivoli Storage Manager State) =] B wzjor =] fomne [= <] [0 | 30

Default Alarms

Fifler by | Disabled Defaults | 0

0 Result(s)
Enabled  Senice Attribute Severity Message Operator Value Actions

Apply Changes *

EB|HE L XIRI|EIAA Al AH)

2IHAl 20| E2|HE[H OIS 2Qldh= tiil X2 4= ASLIC.

Al&EsE7| Mol
* o 7t QO{OF BFLICt Passwords . txt IFY.

ST 2RO EB|AHE £40f ol 2ES HIgdstol = &Eo| X X|X| gi5LL). th Hoj| S80| HEE

B a2
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HIE| = BR) EE[HE 2EE XS & USLICE 0| 7|52 20| At HBE[X] gis £8(0l: e £48)00 ok Al
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FREZ 2Z0I6tH TETEJ M HAEILICE s E MEHBILICE 4.

—

3. NMS MH|AE CtA| A|ZHSELIC}H service nms restart

4. 22|t 20| 2O0FRBYLICE exit

&0l sli®ELICt.
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Use these seitings to define the email server used for alarm notifications and for AutoSupport messages. These setlings are
not used for alert notifications. See Managing alerts and alarms in the instructions for monitoring and troubleshaooting
StorageGRID.

F Email Server
. Updated: 2018-03-17 11:11:58 PDT

E-mail Server {SMTP) Information
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Email Templates
Updated: 20180317 11:21:54 PDT

a

Template (0 - 0 of 0)

Template

Subject Prefix Header
Mame

Foater

Actions

All Email Lists

|Temp|ate One |N01iﬂ|:atinns

Shnwl a0 "I Records Per Page

Refresh |

From SGWS|

20D

Apply Changes ’
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Email Lists
Updated: 2018-03-17 11:58:24 PDT

Lists (0 - 0 of 0)

Group Name Recipients Template Actions
! | ! =1 20Q
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The alarm system is the legacy system. The alert system offers significant benefits and is easier to use. See Managing alerts and
alarms in the instructions for monitering and troubleshooting StorageGRID
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