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Prepare for node recovery.

v

Preserve the audit log.

v

Replace node.

VWiVlware

Services
appliance
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Comective

Yes
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Select Start Recovery to
configure the Admin Node.

v

Restore the audit log.

v

Reset the preferred sender.

v

Restore the Admin Node
database.

v

Restore Prometheus metrics.
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actions taken when
restoring node?

—force flag
or force-recovery

Recoveryis
complete.

See the
"What next?”

section for details.
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Welcome

Use this page to install a new StorageGRID system, or recover a failed primary Admin Node for an existing system.

€ Note: You must have access to a StorageGRID license, network configuration and grid topology information, and NTP settings
to complete the installation. You must have the latest version of the Recovery Package file to complete a primary Admin Node
recavery.
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d. off LIEEl SSH HMA AT E AHBLICE Passwords. txt I,

e A4 2| LEo|M 57E 22| EZ Prometheus Ci|O|E{H|0]AS SARtL|CH
/usr/local/prometheus/bin/prometheus-clone-db.sh Source Admin Node IP

f. HIAIX|7}F EAIE|H * Enter * £ 2 3= 22| = =0{|A A Prometheus H|O|E{H|O| A S 17| &t X]
stolgtL|ct.

22l Prometheus Ci|O|E{H| 0] A2t dliE 7| = C|O|E{ 7t ST El 22| L E0f SAELICH SAF 20| 2tz E|H
ASEEE S7E HE|X 2 =5 ARELILH TS eIt LIEFELIC

C|O[E{H|O| A7t S X =[O MH|AE A[ZSHs SYLICH

a. EfE MHOf| ot &= gl= MM|ATLH o4 BRSHK| 2™ SSH Of|0|ME M 742l 7| E H|AHELICH =
ssh-add -D
4. AA H2| = EO0| M Prometheus AH|AE CHA| A|ZHEL|CHservice prometheus start

=g 22X =27 OFE =E0 M S L Tt

Hl 7|12 22 == HZRE S 7R

29F 22Xt =7} Ot L E0|| M S5t H CHE 2 S 2t=sloF 2FL|Ct StLte| 22| E=
CMN(Configuration Management Node) MH|A S S AEISHH 7|2 2] =2t giLLC.
ol2] 7He| #e| LEE AT £ UKD 2t StorageGRID A|AHIN| = StLL| 7|2 22| ==t
EOHEILICE CHE B& 22| LE= H]| 7|2 22| =EQL|Ct.

AOlist 7|2 2e| 20N ZAF 208 SAFLIC

AT 22| LM ZHAF 208 SAME = A= FR T HAL ZOE EESIH A|A- &S
A ALZ0| CHet J2|=9] 7|52 RA[GHOF SLICH ZAI 25 A 8l Hddict £ 531E H| 7|2
el B2 ST 4+ gLt

Of Extofl M= Amfist 22| =0 ZHAL 2 A S EEo J2|= 29| IA| 9IX[Z SAtLICH oA EZE ZAL
ZOE Ui 22| =20 SARE = JASLICE ZAF 2= M 22| 20| XIS 2 SAME K| &L

Alny 9340 Iz} Aln
G =T\
= 0|49 2| LEY

8 22| SOIM A 208 BASHA| R 4 USLICH BZO| sfLES| 22| E0k Yl
5] 2 £ 101 OMIZ S 71517 Al=teta1 o[210) IR HOIELH & MEILIT} ohzo
E31El F2 C12 22| ool A 208 B78 4 A,

—_ ==
rc
0|'|=l
ri§

AE 2T

ot
-

tSoll ZAL 220

40
fot

@ K= Aoigt 22| =20l M ZHAF 230 HAMAT 2= gl= F

HHAE = ASLICH

1. Jtset 32 Aot 22| =0 2aQlgtL|ct JX| o™ 7|2 #2|X} & E= CHE 22X L E(UE 32
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a. 12 Y2 YHLLICH ssh admin@grid node IP
b. of LIEEl A5 E AUZSIL|C} Passwords. txt IHY.

c. ZEZ Metst#H Chg HES YHELICE su -

d of LIgEl A E UBBLICt Passwords. txt IHY.

SEZ ZOQI5IH ZEIET} 0| HFELICE s S MERILICE 4.

2. AMS MH|AE X506 Mf 23 MU S MMHX| UL = BIL|Cservice ams stop

3. auditlog IIYS S 22| =20 SAFY 0f 7| & IHU S HO{MX| EEE ot 0| ES HHELICH
audit.log 0|22 HZ 7} B AT N Qe MY 0|2 Q= HREL|CE O£ S0 audit.log THYC| 0|28 2 HASL|C}

2023-10-25.txt.1.

cd /var/local/audit/export
1s -1
mv audit.log 2023-10-25.txt.1

4. AMS MH|AE CHA| A|ZFBILICH service ams start

5. CIMER|E MMste] ZE At 2O OIS HE o O2[E L Eo| AA| 2|X[of] SAFRLICE ssh
admin@grid node IP mkdir -p /var/local/tmp/saved-audit-logs

HAIX| 7t EAIE|H admin®| &S E =dgtLC}.
6. DE HA 2O MY Ak scp -p * admin@grid node IP:/var/local/tmp/saved-audit-logs
HIAIX| 7t HEAIE|H adming| Y E T[T

7. EEE 20} exit

2% HE|Xt =7 Ot =5 WH|RLCE
2F 22X 271 otEl L EE S5t UK S2[H = JH SHE M E wA[sHof LTt

Zojt st bl 2 2ol CE S BABO|N UYslE B] 2 22| = C2 S, VMware EE Linux
SAEO|A YIS Bl 2% B2 ES MHIA O|B2H0[AA0 N SAYEE b 2 B2l =22 WA 4
ol&L|Ct

= S0 Tifof Mt O] SHE T AX|SHE HAE MESHIAIR. BE C S0 Mot = DA MALS AT
ST HAS Sof bl 7|2 B2 E 278 9[3 TS B2 o|SBiLC,

TN BUB S ARGHIAIL

VMware "VMware = EE WH|EL|C}
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[=]
2lsA "Linux EE WALt
SG100 % SG1000 AMH|A "MH|A O{EEZI0|HAE WH|SHYAR"
o{Z2to[AA
o MgtstEsL|ct NetAppOllA H|SSH= OpenStackE 7hef M4l C|A3 M Sl AFRE =
0|4 =7 ZH S X[ E’JQLIEf OpenStack HY Z0{| A ’é3” =zolLEE
S0H0F 6t= 2 Linux 2 M MY S CHREESHIAIR. O3 LS 9

HXIE WELICH "Linux == A"

S5 AE S MEiSte| H| 7|2 2e| =8 ARt

H|Z7|2 22| = EE uAgt = J2[E #E|XtoM S AlZ S MEISIH M =ES ZoH7}
2o L E0f| Ciet WHIEC = oo ghL|Ct.
A|ZFst7| Hof|
« E AM2oto] O2|E e|Xtof| 2aQMSLICH X2 == 4 22t
* {A| 2| B RE HMA #HHO| JAELICH
* IRHINY 2= 7t JASLICH
* wH EEE ARSI LEMELICH
ChA|
1. Grid ManagerOi| Al * RX[E* > * &) * >+ 531 5 MEABL|CL

2. Pending Nodes S E0IM 57g 12|E =5 MESHL|C},
LEOF HSt © SE0)| LIERLEX|2E CHAl EX|E[2 S5 FH|7F & Wi7X]| =5 el = ST

—

3. Provisioning Passphrase * £ /2i8tL|C}.

4. =7 AIE 2 SBLICL
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Recovery
Select the failed grid node to recover, enter your provisioning passphrase, and then click Start Recovery to begin the recovery procedure.

Pending Nodes

Search Q

Name 11 IPv4 Address I1 State 1T Recoverable I
® 104-217-51 10.96.104.217 Unknown v

Passphrase

Provisioning Passphrase | sssss

Start Recovery

°. F7 J2|E LE H|0|20M =7 THES ZLEHZSLICH

@ =7 2APL He|= St * Reset * S 226I0 M S71E AR = ASLILE ZZAXNE
MEHSHH =0t AHEIX| 942 JEIZ EHOt ASS LEHHE st &XE7F LIEFLICE,

Reset Recovery

Resetting the recovery procedure leaves the deployed grid node in an indeterminate state. To retry
a recaovery after resetting the procedure, you must restore the node to a pre-installed state:

* For WViware nodes, delete the deployed WM and then redeploy it.
# For StorageGRID appliance nodes, run "sgareinstall” on the node.
# For Linux nodes, run "storagegrid node force-recovery node-name” on the Linux host.

A S = 278 MA S5t THEat 20| =5 AP AX|E HEi 2 S|sHoF LICt.

Do you want to reset recovery?

|J

1]
n
glo
Jh
-
M

° *VMware *: HiEEl 7t J2|E CHAl AlZfe ZH| 7t 2| H 25 CHA

HHZgLICt.

[n

£ AFIFLIC

Al

° Linux*: Linux SAENM CHS HHEZ AEMSHH =S CHA| A|ERIL|CH storagegrid node force-
recovery node-name

o * O{Z20|AHA* HXIE MYt = S5 MA|=5H2HH E A0 O{E20|UA LEES A HX|E

=

=
HEZ SOF &LICt sgareinstall = E0A. S HZSHIAIR "0{Z210[AA THEX| ZH|(ZEUE
M2 BE)".

Kl

6. StorageGRID A|ARI0| SSO(Single Sign-On)7t 8™ &[0 Q0 SHE 22| X L =0]| CHSE 7|8 ZhALRL

r
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EBHAETL 7|2 22| QIEHO|A QABME ALESIEE M E B2 AD FS(Active Directory Federation
Services)O|AM LE2| 7|8t HAX ERAEE UH|IO|E(E= AMH| 3 CHA] Ma)StL|Ch 22| LE S5 T2 M|A
S0l WHE M 712 MH QIZME ArELICEH

ME[E £ Qe Al ME|E Mt H S FXSHY AL "Single Sign-On A", 7|12 MH
() ozl uiActeist 22| 2] B Mojl 2I9IBLIC 2 0|SBLICH /var/Local/mgmt-
api E ME{st] E MEHSIL|C} server.crt THY.

J
-1
rm
[T

| 71 22X TSI ZHAL 208 B hict
= po| oM A IS BEY 4 YO0 J|E AU 21 HEE BEY
ZQl bl 7] B2 o 2ARE 4 UALICE
AIEFSE2| ol

* S7E HE[X =27 EXE D 2 SULIC

« el 22| L=of Zofzt YMst = ZhA}

ol

d
HU
|4
i
il
I
o
>t
Hu
T
>~
25
o>
-
_|T|_

Of Zreiof| Chat

HE|XF = E0f ZoH7F RASHH SHE 22| 2o MEE ZAF 237F 24E 4= JASLICH Hofer 22| LE0fA ZAL
Z2OE SAS LS ol2{et AL 208 =7z #HE| 2 E2 S50 &2 g = ASLICEH 270
et Aot 22| =E0M ZAF 238 SASH] 22 = ASLILE 0f 32 B2 LE A= BR
YA RO 2E #2| 2o EXEE2 OHE 22| =E0M ZAE 238 57 = ASLIC.

HE|XF =T SHLHEO| D HIfSt E0M ZAF ZOE SAFE = Qs R S AR B0 M 2XQ ZANE
AL Z230]| O[HIE 7|F 3 AlZFEHLCE.

2Z 7|52 SYUSIHHE st of "Wl 2| Xt =5 FTH0F L

7|2MoE AA FEE 22| L Eo| ZAL EOE MEELICH T2 & 5L HEE= 2R O HHAIE
dUHE = ASLIC.

@ * QX syslog AHE FEYUCH O|A| At 27} 22| L E Al syslog AHE MEEL|CE.

* HALHIAXIE dEst 22 202 MR AR E XYYUSLIC

-

S BRSHAIR "ZHAL BAIX] U 20 ChAS REELICH B BRSHIAIL.

o a

£
1. 278 22X}t =20 2aletL|Ct
a. Lhs 3T S L.
ssh admin@recovery Admin Node IP
b. of LIZE 2= E UHAYLIC passwords. txt TH.
c. REZ MSI2B OFS HHS YELICL su -
d. off LIEE 2T E UABLICH passwords. txt THY.

ZEZ 27013t & TETEJ} oA HAEIL|CH 5 2 MEHSHL|C} 4.

L_od [
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2. O ZAL IO EEE|JEX] SHolEtL|Ct.
cd /var/local/audit/export

3. HEE AL 2O Mg S 22| 20| SAFRLC
scp admin@grid node IP:/var/local/tmp/saved-audit-logs/YYYY*
HIAIX| 7} EAIE|H admine| 2SS @l2ish|ct,

4. H0t2 9|8 o7} WISt TB|= oA 2R 2a| LS| MRHOR BAE|QEX| Solst = A 2IE
AtR|StLICE,

S. EE 22| LEO|M ZAF 2 MU ALK & OF MEE

—

I
i
o

m

ot
-
~

chown ams-user:bycast *
6. FEZ 20I2: exit

LS ZAF S70H| Chet 7|1E S20[AUE HMAE SRI6oF LT XiMeh LHE2 S HESHIAIR "ZAt 22[0|9E
HHAE PRI

HI2F 22|k B2 57 o 22| == C|o|E{H|0] 2

ﬂlIﬂI
:lE
o
r
n

o7t ot H| 2F 22| ==0f chet -’—'.‘-’é!, ZH 3 Z10f thet 7|8 §EE EZ5HEH 7|2
2| LE0A 22| = Co|HH[0]AS SEE 4= ASLIC.
AlZfoto] Fof

=

* StorageGRID A|AH!0]|
* 2(E) BRI JUELIC passwords . txt TFY.
* T2H|XN'Y =7t JSLICH

o[ Zteiof| et

HE| = =0f Fof7h A5t e 22| == H|O|EH|o| A0 XMEHE 7|F Y27t &L O] H|O|EH|o| A=
ChE HEIF o ASLIC.

R

R

* Lfe] S El0E - * KR > * £ > * D2|S EZ2X| * HOIXIOA AL THS B AHE B BIAE H 1A
AbgELCt,

#He| 225 S7Y M ATEQ 0] X Z2MA0M = S E 2o 8 22| & C|Oo[E{H|0| A S Mgt

J2{Lt A CIO|E{H|O| 201 = AR A|ARO| ZEE|O] QAL LSO =Tl AE 5L AfH|20f CHEE FEE ZetE LT,

24 H2 Xt L0t ot L EE 2RIt AR 29 22| = (source Admin Node)l X S LEZ 32| L=
CIO|EH[O|AE SAISHY 7|8 HEE SY 4 YSLCt
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@ #e| == H|O|EH[0| A S SASH= o & 28 5= JELICH 8 Grid Manager 7|52 &4

A
LEOM ME|ATE SR ElE SO AHEE 5=

ssh admin@grid node IP

o
o
b. of LIEEl A5 E AUATIL|C} Passwords. txt IHY.

o
=2
r
ng
rm
02
fot
ujn
o
1M
ot
~
~
av]
)
)
0]
5
(@]
[}
Q.
%)
o
i
jat
H

o

2. A2 22| LEOM OHE B S A™ELICH O3 S HAIXZL EASH Z2H[XE 4= E AL

o o
recover-access-points

3. AA 2| LEOM Ml MHIAE SXIELICH service mi stop

4. A 2| 20 A 22| ofE2(A|olM T2 QIE{ 0| A (mgmt-API) MH|AE SX|RILICH service mgmt-
api stop

S. FTE X L E0M CHS HAIS 2tz et

a. 2= 22|xp =0 2aQ1stL|Ct

el
[m
Hu

>
fot
_0'1
i
rg
n
mjo
o
o

S YBILICE su -

Z
=2
-
ng
n
1]
ot
mufn
o
el
ot
=

IC} Passwords . txt IH.

b. Ml MH|A &X|: service mi stop

C. Zt2| APl MH|A BX|: service mgmt-api stop

d. SSH MI0|ME0| SSH 7HQl 7|E FItetL|Ct. f12:ssh-add

e. Of LIZEl SSH HMA 2S5 E HTILICH passwords. txt OFY.

foAaA 2| oM S7E 22| L E2 H|0|EH[0|AE SAFRILICE /usr/local/mi/bin/mi-clone-
db.sh Source Admin Node IP

g- HIAIXIZE EAIEH S 22| ==2| MI H[O|E{H|0|AS HO{EX| 2helgfL|ct.

GlO|E{H|0| A9} S 7|2 H|O|E{7H el B2| e S0l ZAEILICE 2AL &tel0| SHEE|H ATYEL gl
Ba|xt e ES ARBILICH

h. CtE AMtof CHot &S Q= HMATH D O EREHX| O™ SSH K|0|ME|A 70! 7|2 A EL|Ct &
‘ssh-add -D
6. AA 2| LEOA MH|AES CEA| A|REILICH service servermanager start
H2F 22Xt = EE 7% [ Prometheus HEZ/S S&I8tLICt
MEHMO 2 ZHof7t Mol H| 2F 22| ==0| A Prometheus?t R X| &2|5t= 7[ZHE
HEEZZS X[ = JASLICH



A7

ra
2

|

* STE ZEX BT EX|E D Al SYULICH
* StorageGRID A|AHEI0|= Z[A 2712
* 2(B) ERdt JAELICE Passwords . txt IHY.

* Z2H[ME 227t ASLIC

of ga| L E7h ZetELICt.

o] Ztedoi| CHaH
#e| = =0of o7t WMSHH 22| - =2| Prometheus HIO|E{H|0| A0 R X|=[&= HIEZO| &MEILICEH 42| LEE
E5tH AT EQ0] MX| ZZMA0A M Prometheus Cl|O|E{H|O| A S MMBIL|CH S8 #e| LEJt AlZEl =
StorageGRID A|AHIS[ A HX|E Aot AN HERIS 7|SSLCH

2% e[xt L2Vt ofH L EE SRt A2 7|2 #E| .= (source Admin Node)oll M E7E 22| L EZ
Prometheus G|O|E{H[O|AE SFAISHY] 7|ZHE HEEIZ S = JEL|C

@ Prometheus H|O|E{H|0]A S 5*?&% Cil 1A|Zt o] &0 ZHE = JYSLICH AA ZE| 20| A
MH|ATL X% S0tofl= Y& Grid Manager 7|52 AF2E 4 I&LICH

ssh admin@grid node IP

n
o
ot
i
0
U
o
I
O

I Passwords.txt IHY.

2. AA 2| E0|M Prometheus AH|A S FX|ELICt service prometheus stop
3

i
{J
r;

IR} 20| M THE BHAISE 2t2ELICH

I CH2 HE S YHYLICL ssh admin@grid node IP
ii. off LIFE =5 UZSILICH Passwords. txt TH.

=z
=2
-
g
rn
02
ot
il
2
i
I
=
o
g
QD
0
0
=
O
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(e
0n
L
X
X
A
0

b. Prometheus MH|A £X|: service prometheus stop
C. SSH O[O|ME0| SSH 72l 7| & F=IteLICt & :ssh-add
d. off LIZEl SSH HMNA ASE UHBILICE passwords. txt TFY.

e AA 2| LEo|M 57E 22| LEE Prometheus Cl|O|E{H|0]AS SAREtLICH
/usr/local/prometheus/bin/prometheus-clone-db.sh Source Admin Node IP

£ HIAIXIZt EAI=|H * Enter * & 52 S7& 22| . E0{A A Prometheus H|O|E{H|0|A S T}7| X
efelgtL|Ct.

22l Prometheus Ci|O|E{H| 0] A2t dli'E 7| C|O|E{ 7t S 7L El 22| L E0f SAELICH SAF 20| 2tz E|H
ASEEE S7E HEX 2 EE ARRILILH TS eIt LIEFELICE
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HIO|E{H| O] A7} SH|=[0f MH[AZ AlEfots SRLICE

of

a. CHE MHoj| CH
:ssh-add -D

P Qle AMATLE O|et ERSHK| 2™ SSH O[0|HEOAM 71l 7|8 MARLICH 4

r

4. AA 22| E0|M Prometheus AMH|AE CEA| A|[ZRL|CHservice prometheus start
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