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Actions ‘

~  You have 4 notifications: 1 @ 3 A
Overview Performance Storage ILM Nodes
Health status @ Data space usage breakdown @ Lt
2.11 MB (0%) of 3.02 TB used overall
License
1 Sitename & Data storage usage + Usedspace S Total space %
Data Center 2 0% 682.53 KB 926.62 GB
Data Center 3 0% 646.12 KB 926.62 GB
License
Data Center 1 0% T79.21 KB 1.247TB
Total objects in the grid @ Metadata allowed space usage breakdown @ e
3.62 MB (0%) of 25.76 GB used in Data Center 1
0 Data Center 1 has the highest metadata space usage and it determines the metadata space available in
the grid
~
Sitename % Hrhacata:sppce + Usedspace = Allowed space %
usage
Data Center 3 0% 271MB 19.32 GB
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groups Operations on groups v
GET /grid/groups Lists Grid Administrator Groups ©
Parameters
Name Description
type
string filter by group type
(query)

Available values : local, federated

v |

limit
integer maximum number of results
(query)
Default value : 25
marker
string marker-style pagination offset (value is Group's URN)
(query)
marker - marker-style pagination offset (value
includeMarker
boolean if set, the marker element is also returned
(query)
"t
order
string pagination order (desc requires marker)
(query)
e Available values : asc, desc
4
Responses Response content type [ application/json v I
Code Description
200

successfully retrieved

Example Value = Model

"responseTime": "2021-03-29T714:22:19.673Z",
"status™: "success”,

"apiversion®: "3.3",

"deprecated”: false,

"data”: [

"displayName”: “"Developers”,
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M &4 FIt7F ZEELICE CHS oMol M= HE RO [EfEf API TS £E35H= YH S 2o FLIC.

API #7 Q&eiLict WJESRRES JURRES
O M} 3t JpsBtLICt 2.1 2.2
O H{T T Sehe|X| oLICh 2.1 3.0

StorageGRID 2ZEQ0E M3 dXI5t= 22 7H 2[4 H{F 9| O2|E 22| APITE g-detEL|Ct J2 Lt
StorageGRID2| M 7|5 EH2|==2 °*_'E1|0|':0f'1| StLt 0| &r2| StorageGRID 7|5 2| =0 CHt 0|™ API 0|
A& OHk"AoI' 2= QI&L|CE

Grid Management APIE AFE5I0 X[ E= HE S 248Y = JUSLICE XEMSE LHE 2 Swagger API
@ HAEMO "™ MME S XY A|L. 2|4 HHM S AESIEE 2= Grid Management AP
S0 EE YO|o|Edt 20i|= o|F H{Tof| Ciot X[ 2 H|2tdstsiof gfL|Ct.

QeflEl RQE2 LS 22 YURZ O 0| AEEIX| §h= AC = HA[ELIC

* S ¢l|C{7} "DEPRECATED: TRUE"QILILY.
* JSON 2% £20f|= "DEPRECATED"7t Z&HE/LICH TRUE

* O Ol AFEE|X| §= Z127t NMS.logdfl =7HEILILE O|E S T2t Z5LIC

Received call to deprecated vl API at POST "/api/vl/authorize"

Gl 2E[=0|M XY= = API TS =heletL|Ct

=

CIS APl RAS AI28I0] XY= AP| =0 HE 222 di3}stL|C}

GET https://{{IP-Address}}/api/versions
{

"responseTime": "2019-01-10T20:41:00.845z2",
"status": "success",
"apiVersion": "3.0",
"data": [
2,
3

path OH7H H-E AFESH0] API HHE XIFE 4= ASLIL (/api/v3) E= ME|Z (Api-Version: 3)E

8 1 A0S A 2

15



SEYLIC F 42 25 M3t siln 2ol F2 42 MElL

=]

curl https://[IP-Address]/api/v3/grid/accounts

curl -H "Api-Version: 3" https://[IP-Address]/api/grid/accounts

AIO|E 2t 28 2|X(CSRF)Z2EEH 23

CSRF EZ& ArE00]| 7|2 AEdt= 2SS Z2otH StorageGRIDO]| Lt CSRF(AIO[E
7t 2N 2|x) SHCERH B g = JUELICE Grid Manager %! Tenant Manager= 0| H ¢t
7lsE AE2=E 2YetelLICh CHE API 2210|AE= 21001 off st R E MEg £+

UASLICE.

HTTP 24 POS

o 1
EZ ¥s U=

—

oF Z0| CHE AIO|EO|| Chigt RE S EB|AHE += A= A= 2T ALK}l R7|E AHE51H0]
SLIC
= .

1
§9

StorageGRIDE= CSRF E28 AI2610{ CSRF 22 ZHE HSoiL|Ct SMstel 2R EX 7|9 LHE2 EH
8IlE 2= £ POST 22 071 M2 Li 81k L KX|sHOoF ZL|Ct.

- 1 O

715E gdetstziH £ AFYLIC csrfToken U7 B4 T4 true 915 5. 7| 282 YULICH false.

curl -X POST --header "Content-Type: application/Jjson" --header "Accept:
application/json" -d "{

\"username\": \"MyUserName\",

\"password\": \"MyPassword\",

\"cookie\": true,

\"csrfToken\": true

}" "https://example.com/api/v3/authorize"

&0|™ AYLICt GridCsrfToken F7|= Grid Manager X Of L3t 23012| Q19| Zfo =2 MAEL|Ct
AccountCsrfToken F7|= HIHE 22| X}tof| CHet 232104 CH 2

o =
DE
|_o
£
|0
Hu
|'u>
0
o
r
n

F717} A= AR AIAH” LEJ(POST, PUT, A, X)) E =8 £ A= 2= Q| CH=2 S StLtzF | 0{0F

= 2|0tL|C} Xx-Csrf-Token CSRF EZ2 79| i 2 MHEEl 6.

= 3
=
* ZADYE HICIE +83%l= BHC| BR:AcsrfToken & QAYE F 2& O{7f H|QL|CH

F7HOlM MR HEE 2212 API 2B ME HESHIAL.

OID

@ CSRF E2 7| MEJ} = 2™k E MEYLICt "Content-Type: application/json"
JSON 22X 222 CSRF :'—7401| T8t 27} B3 7| 502 J|thst= R E QA O| &f|C{QL|Ct.

SSO(Single Sign-On)7} &A%HEl 22 APIE AFEEILICH

16



SSO(Single Sign-On)7t ZA3tEl A

A

3L, zalc ZHE| API EE= H|IEE 22| APIO| R2
AAHBHOF ghL|Ct,

SSO(Single Sign-On)7t EM3t=l 22 APIO| 2

Active DirectoryS SSO ID 3ZXI2 AtEst=

A ZFSE7| ol
* StorageGRID AIEX O&
* HIHE 22| APIO]| HM|Ast2{H

x}
215 EZS HoE LIS o S otLtE MEE

il

HJIJJ

A= B2 "SSO(Single Sign-On) 74 &

E ||:| E 7:”7(-1 |D§

2 API A2 (Active Directory)

2H M5 Active DirectoryE SSO S2XALE AFESH=
ot olZ EZE 7| 2ls LEH API KA E

| £t HIC{2[0] ALEXI2| SSO AFEX} O|B 1t &2 S &1 ASLIC

UO{0F BhL| Tt

L.

2l8tL|C} storagegrid-ssoauth.py StorageGRID &X| It C|2E{ 2|0 Y= Python A3 ZE

(. /rpms Red Hat Enterprise Linux E2= CentOS2| 2% . /debs Ubuntu = Debian, ¥ 2| 22

. /vsphere VMware2| Z2).

s curl RHC| YIAEE of

Zg U =2 4

o 1 d

#oie 22 T AjZto] ATE 4 LT 022

22 287 BAE 4 YLk A

valid SubjectConfirmation was not found on this Response.

OB ENEES

. QIE EZS YoH O3 WY 5 5LIE MEig
° E MEYLICt storagegrid-ssoauth.py Python AR E 2Ct
° curl ™S AFEELICL 3THA 2 0| SELCt.

2. 2(E) M8lH= E 2 storagegrid-ssoauth.py 23 &
A =
_— =

o

SSO Y ADFS =
° SSO AHEXt O| ELICE

° StorageGRIDZt A X|El =H[QIL|C}
° StorageGRID2| FAIL|Ct

° HIHUE 22| APIO| HM|ASIHE = E

= C}2 A2 X7 2

LS R EAE =

= ADFSE gLt

A2 E = F YU E HT5HX| 5Lt

UELICH Unsupported SAML version.

tA| 2 o|SELCt.

EO0f|M Python QIE{Z2|E{Z AIRIEES FLstD

E2 HHE AE IDYLICE

17



python3 storagegrid-ssoauth.py
sso_method: adfs

saml_user: my-sso-username
saml_domain: my-domain

sg_address: storagegrid.example.com
tenant_account_id: 12345

Enter the user's SAML password:
e - e =

e
StorageGRID Auth Token: 56eb87bf-21f6-48b7-afob-5c6cacfb25e7

export SAMLUSER='my-sso-username'

export SAMLPASSWORD='my-password'

export SAMLDOMAIN='my-domain'

export TENANTACCOUNTID='12345"

export STORAGEGRID ADDRESS='storagegrid.example.com'
export AD FS ADDRESS='adfs.example.com'

@ Grid Management API0]| HH[ASI2{™ 0 AsE AF2EfL|CH TENANTACCOUNTID.

b. MHEI Q15 URLS 202{™ 0] POST 2A 2 WaHistA AR */api/v3/authorize-saml' X SEHO|A 7}

JSON QIZE & MAHELICL

0| 0f|= ofl CHSt MHEI Q1= URLO| CHSE POST 282 H0| ZL|CI TENANTACCOUNTID. 237t 2
MYEILIC python -m json.tool JSON QZES X|HEL|CE,

curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \
-H "accept: application/json" -H "Content-Type: application/json

"

--data "{\"accountId\": \"STENANTACCOUNTID\"}" | python -m
Jjson.tool

ol dlHe SE0l= URLE QREEl MEEI URLO| T[] UX[2E =7 JSON Q12

grE L.

on
=
ot
rlo
HH
oot
n
al



"apiVersion": "3.0",

"data":
"https://adfs.example.com/adfs/1ls/?SAMLRequest=fZHLbsIWEEVS$2FJTuv7. ..
s31%2BfQ33cviwA%3D&RelayState=12345",

"responseTime": "2018-11-06T16:30:23.3552",

"status": "success"

—

C. £ MHYLIC} saMLRequest & HHO| AHEY SHO| W2,

export SAMLREQUEST='fZHLbsIWEEV$2FJTuv7/...sS1%2BfQ33cvifwA%3D"'

. AD FSOl|A 22I0|AHE QX D7t &=l MA| URLE 7H4JLCt.

rot

JtX| &M

rlo

O] S| URLS ArE3t0] 2101 A S e¥EsH= ALIC

curl "https://$AD FS ADDRESS/adfs/ls/?SAMLRequest=
SSAMLREQUEST&RelayState=$TENANTACCOUNTID" | grep 'form method="post"
id="loginForm"'

SE

Z20|AHE ¥ ID:

rr

<form method="post" id="loginForm" autocomplete="off"
novalidate="novalidate" onKeyPress="if (event && event.keyCode == 13)
Login.submitLoginRequest () ;" action="/adfs/1ls/?
SAMLRequest=fZHRToMwFIZfhb...UJikvo77sXPw%3D%3D&RelayState=12345&clie
nt-request-i1d=00000000-0000-0000-ee02-0080000000de" >

. SEOA 220|HE @K IDSE MEEL|CE

export SAMLREQUESTID='00000000-0000-0000-ee02-0080000000de"

-t

. O™ SEOIM LAl &Yoo Z Xt ZHS HLCt.

curl -X POST "https://SAD FS ADDRESS
/adfs/1ls/?SAMLRequest=$SAMLREQUEST&RelayState=STENANTACCOUNTID&client
-request-1d=$SAMLREQUESTID" \

--data "UserName=$SAMLUSERW@S$SSAMLDOMAIN&Password=
SSAMLPASSWORD&AuthMethod=FormsAuthentication" --include
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20

AD FS& sitfofl =7 &It etz 302 2[C|2 M S HhetetLct,

(D) SSO Aol st MPACIS 24 0137t 2518 22 g A0l
CH2 X4 ZHE ZerELich

HTTP/1.1 302 Found

Content-Length: 0

Content-Type: text/html; charset=utf-8
Location:

k
rir

https://adfs.example.com/adfs/1s/?SAMLRequest=fZHRToMwFIZfhb...UJikvo
77sXPw%3D%$3D&RelayState=123456&client-request-1d=00000000-0000-0000-

ee(02-0080000000de

Set-Cookie: MSISAuth=AAEAADAVSHpXk6ApV...pmPO0aEiNtJvWY=; path=/adfs;

HttpOnly; Secure
Date: Tue, 06 Nov 2018 16:55:05 GMT

- & MEELCt MsTsauth SHOIM 22 27| L|Ct

export MSISAuth='AAEAADAVsHpXk6ApV...pmPOaEiNtJvWY="

- 215 POSTOM F7|E ALE5I0] X|FE ?IXIZ GET ES EHLIC}

curl "https://S$SAD FS ADDRESS/adfs/ls/?SAMLRequest=
SSAMLREQUEST&RelayState=STENANTACCOUNTID&client-request-
1d=$SAMLREQUESTID" \

--cookie "MSISAuth=SMSISAuth" --include

SE dCo= LB 2302 AHE2 2I$HAD FS MM HEJH Z8tE|H SEH 220=
SALMLResponseZt EEHEIL|CE.



HTTP/1.1 200 OK

Cache-Control: no-cache,no-store

Pragma: no-cache

Content-Length: 5665

Content-Type: text/html; charset=utf-8

Expires: -1

Server: Microsoft-HTTPAPI/2.0

P3P: ADFS doesn't have P3P policy, please contact your site's admin
for more details

Set-Cookie:
SamlSession=a3dpbnRlcnMtUHIpbWFyeS1BZGlpbi0xNzgmRmFsc2Umcng4NnJDZmEKV
XFxVIWx3bk1l1IMnFuUSUzZ2CUZzZCYmJ1YmXzE3M]AyZTASLThmMDgtNDRkZC04Yzg5LTQ3ND
UxYzA3ZjkzYw==; path=/adfs; HttpOnly; Secure

Set-Cookie: MSISAuthenticated=MTEvNy8yMDE4IDQ6MzI6NTkgUEO=;
path=/adfs; HttpOnly; Secure

Set-Cookie: MSISLoopDetectionCookie=MjAxOCOxMSOwNzoxNjozMjolOVpcMO==;
path=/adfs; HttpOnly; Secure

Date: Wed, 07 Nov 2018 16:32:59 GMT

<form method="POST" name="hiddenform"
action="https://storagegrid.example.com:443/api/saml-response">

<input type="hidden" name="SAMLResponse"
value="PHNhbWxwO1lJ1c3BvbnN. ..1lscDpSZXNwb25zZT4=" /><input
type="hidden" name="RelayState" value="12345" />

i. 2 MZELICt sSAMLResponse SAHZ LEOf|A:

export SAMLResponse='PHNhbWxwO1lJ1lc3BvbnN. ..lscDpSZXNwb25z72T4="

MEE 2 A2LICH saMLResponse, StorageGRIDE PHELICt/ api/saml-response StorageGRID
B EZ UL @A

& Relaystate, HI'AE AF IDE AHE5H7Lt 22| = 22| APIO| 201512 H 05 AFERLCE

curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \
-H "accept: application/json" \
--data-urlencode "SAMLResponse=S$SAMLResponse" \
--data-urlencode "RelayState=$TENANTACCOUNTID" \
| python -m json.tool

SEl= 215 E20| ZeEL(M.

21



"apiVersion": "3.0",

"data": "56eb07bf-21f6-40b7-af0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",
"status": "success"

a. SH 213 EZS CHE 0|52 E XNEELICE MYTOKEN.
export MYTOKEN="56eb07bf-21f6-40b7-af0b-5c6cacfb25e7"

O|X| £ AIEE 4 UAELICH MYTOKEN CHE @™U|A = SSO7} AL E|X| gt ZR APIE At Wi at
FAFLICE
SSO(Single Sign-On)7} &43tE 22 APIO|A 20t ELICH

SSO(Single Sign-On)7t A3l AL J2|E 22| API EE= EHIHUE 22| APIO|A 2012617| Q|8 L2l API
282 MHs|of BHLICE. Active DirectoryZ SSO ID 2SXIE AI238t= F R LIS X|& 0| M ElL|Ct

Of ZhHofl CHaH

LRt AQ XX|o| ot 210} H|0|X|0f|A] 230123510 StorageGRID APIO|M 20t2e &~ JUGLICH E=
StorageGRIDO||A 23t StorageGRID H|0{2{ EZ0| Eot tHd 20t2(SLO)E EE|AHY = U SLICH

1. JHEI 2012 QH

o

MMtE™H ESHMAIL cookie "sso=true" SLOAPIZ

curl -k -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json"™ \

-H "Authorization: Bearer SMYTOKEN" \

--cookie "sso=true" \

| python -m json.tool

270t URLO]| gFetEL|CE

"apiVersion": "3.0",

"data":
"https://adfs.example.com/adfs/1ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%$3D%3
D",

"responseTime": "2018-11-20T22:20:30.8392",

"status": "success"

22



2. 270} URLE MERLICE

export LOGOUT REQUEST

='https://adfs.example.com/adfs/ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%

3D!
3. 230} URLO| 28 E EU SLOE E2|7{3t11 StorageGRIDZ CHA| 2|2 MBtL|CE.
curl --include "$LOGOUT_REQUEST"
302 SEO| gretEIL|Ct 2|C|EM 2|X|= API M8 2300 = HEL|X| &LICt

HTTP/1.1 302 Found

Location: https://$STORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwWV0o7ss%...%23rsa-sha256

Set-Cookie: MSISSignoutProtocol=U2FtbA==; expires=Tue, 20 Nov 2018
22:35:03 GMT; path=/adfs; HttpOnly; Secure

4. StorageGRID bearer tokens A& ST}
StorageGRID H|0{2] EES

o

=
cookie "sso=true" O|(7}) X
ZE 0} ELCE,

S L CE If(A

AH|St= A2 SSOE AHE5HX| gf= At SYet YAlo
d| EHO]| FE o torageGRIDOHM

SEIX| 2™ AEX7E SSO HEof] Feks FX| 6

kl Hu
cn

curl -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize™ \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--include

A204 No Content SE - AFEXI7I 2O0IREIJYSS LIEFHL|CE
HTTP/1.1 204 No Content

SSO(Single Sign-On)7| gd3tEl 22 API AHE(Azure)

U= AL "SSO(Single Sign-On) 741 Sl M3 AzureE SSO 22XIE A%t B2, &
e]

7He| of| M| ATRIEE AFESI Grid Management API EE= Tenant Management APIO]|
Factelsd EES ¥ + AUSLICL

23



Azure Single Sign-On0| ZA3tE A< APIY| 231k Ct
AzureZ SSO ID ZEXI2 AMRsH= 22 CfS X|&l0] MEEL|C}
AIZFSE2| oyl
* StorageGRID AF2XF 1E0] £ H|{2{|0| M AFRXIS| SSO A} MY FASF S E b1 YAL|CH

= AN

* HIE 22| APIOf| HM|ASHH HIHE AE IDE 210 A0{OF L|Cf.

A aii
25 EES Ho{H LIS ol 23R EE A8 = JASLIC

* £ Z=/gLICt storagegrid-ssoauth-azure.py Python A3EE

* £ Z=/gLIC} storagegrid-ssoauth-azure.js Node.js A3 EE
5 A3EE H& StorageGRID &X| ojY C| E"E1 2|0 F>ESLICH (. /rpms Red Hat Enterprise Linux B2 CentOS2|
A2 . /debs Ubuntu &= Debian, 3 2| 22 . /vsphere VMware2| E2).

Azure2t2| API 8¢ 7|52 AF &M5tE{H 2 BESHYAR storagegrid-ssoauth-azure.py 23EE
Python 23 & E = StorageGRIDO| 2 & F 7H2| R H S 5t (HX SAMLRequestE 210 LIF0| 215 EZ % ?:*7|
AtS bR
o o

?[3H) Node.js AT EE &S0 Azure2t 5t0] SSO %S +AEL|Ct.

Al

SSO %2 LT API QHES ALESI HAE = UX|TH A

2= Azure SSO QIE{I|0|AE A3E|Wst= O AHEEIL

2| ot

rr
ro

ZICHSEX| QEELICE Puppeteer Node.js

URL Q13Y EX7t Q= BR LIS 2F 7 EAIE &LIC}H Unsupported SAML version.

1
o)

= =
. Node.js& MX|EL|CHELR) "hitps://nodejs.org/en/download/") S S2l8tL|Ct.

a
b. Q3 Node.js 2 =(puppeteer % jsdom)S MX|&fL|Ct,
npm install -g <module>
2. Python A3 ZEE Python QIE{ZE|EHE MESI0] ATZEE AL
& CHS Python A3 E= T Node.js A3 EEE SESH Azure SSO &% 282 £ ELICE

3. IFLEJH HAE|H CHZ Ql==0f Chet 2tS YZISHALL 07 H5 AH8SHo] TE LY.
o AzureO] 2918H= O AFRE|= SSO O|H|Y Z=AQIL|CE
° StorageGRID2| FAQL|CH
=387

° HIFE 22| APIOf| M| A5t = B2 EHIHE A|E IDYLIC

4. HIAXIZL BAIEH 22 S 250 28 Al Azuredl MFA BHE M3 e FH|E LTt
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https://nodejs.org/en/download/

s\ aTUre ssodpy  storageprid-srvrs-ssoauth. py sso-email-address userimy -dosain.com
--tenant -account-id- @

Enter the user's 55

EEEARERRRARIRREE R EE RN AR AR RN AR AR RN AR AR AR R AN AR N RN AR R ERAEN

Watch: for-and approve-a 2F4 avthorization- request
FEEEEEEEEEEEREE
16-84T21 38 2!, "status':-"success’,  "apiVersion':

d2555700" |

(D 0| A3 E = MFAZ Microsoft AuthenticatorE AF25t0] &=l Z1OZ JPEBIL|Ct CHE SEHQ
MFAS K|St 2 ATZEE $Hs{0F & £ ASLICHO|: EIAE HIA|X|of $=A1El B = QI

)

StorageGRID 915 E22 Z2{0] HIZELICH O[H SSO7 AREIX| S 2L APIS AFR3Hs Wilat QAR
[} Qi E22 A8 4

SSO(Single Sign-On)7} &d2tEl 22 API ALE(PingFederate)

A= 82 "SSO(SingIe Sign-On) 741 2l M3} J2|10 PingFederateE SSO 3 24tE
*f% PE AL LHO| APl REE WZF50] Grid Management API &= Tenant Management
PIol| F=%t % EZE Y0{oF gLct.

SSO(Single Sign-On)7| d3}tE 22 APIO| 2IQIgL|C}
0| X|&2 PingFederateZ SSO ID 22ALZ AIRSH= 2 X EL|Ct
AIEFst2| Hof|
* StorageGRID AtEX} 2E0 £ HIE2{|0|M AL XS] SSO AHEX} O|E1t S E 21 JUEL|Ct

* HIFE 22| APIO]| HM|ASHH HIHE AE IDE 210 A0{OF L|Cf.

AN

i
mlll

2l8tL|C} storagegrid-ssoauth.py StorageGRID AX| It C|AE{ 2|0 Y= Python A3 ZE
(./rpms Red Hat Enterprlse Linux EE= CentOS2| B2 . /debs Ubuntu EE= Debian, % 2| 22
. /vsphere VMware2| Z<2).

° curl RF9 YAIEZE 0

ZE R 2| sdstH 22 2 A|Zho| £nHE £ JSLICH TS0 22 QFRIL BAIE = AELICH A
valid SubjectConfirmation was not found on this Response.

(D oFl cul USBRE CIE ABAIL YBE B 4 YUES BO6HR YALIC

URL 212 EA7t /= B2 O3 277t BAIE = J}SLICH Unsupported SAML version.

° E MEYLICI storagegrid-ssoauth.py Python 23 E . 2CHA 2 0| SgILICE.

° curl RFS AFEELICE 3EAH 2 o|SELICt.

25



2(E) MEStH= B storagegrid-ssoauth.py 23 B ENA Python QIE{Z2|HE AIZEE MESID
AR EE MAHBLICE

o

o

o

SSO Y "UEHF ALY (PINGFEDERATE, SR AY 5)2| ZE HyS L + ASLICH
SSO AtEXt ol SILIC

StorageGRID”7

2|3l 7t2 olagdst A o
ot dts YEE = 2
=

QIRILICE. O] EE== PingFederateOl| AF2E|X| & L|CEH Bl IO 2 F74L}

nx o
>
rn

o> H1

r =2

StorageGRID2| FAQJL|C}

HIHE 22 APIO]| HA|A5tE = E2 HIHE AHE IDYLIC

python3 storagegrid-ssoauth.py
sso_method: pingfederate
saml_user: my-sso-username
saml_domain:

sg_address: storagegrid.example.com

tenant_account_id: 12345

Enter the user's SAML password:
T T T T T e s T T T e

s T E T T T2
StorageGRID Auth Token: 56eb87bf-21f6-48b7-afob-5c6cactb25e7

StorageGRID 215 EZ2 £30i| MSELICt. O|H| SSO7Zt AIZE|X| 8= 2 APIE Ar25t= YWt RASH|
A
T

CHE R0 E2S A8

3. curl REE AFE3IE{H ChZ BAIE MEYA L,

26

a.

b. M@= ol

Za0lof et HayE MARILIC.

export SAMLUSER='my-sso-username'

export SAMLPASSWORD='my-password'

export TENANTACCOUNTID='12345"

export STORAGEGRID ADDRESS='storagegrid.example.com'

@ Grid Management API0f| M| ASHHH 0 AsE AR EL|C} TENANTACCOUNTID.

HEl 215 URLE 2to{H of POST E S LAHSHY AR “/apilv3/authorize-saml™ 3 SEO|A =7}
JSON /2 HA{gfL|Ct,

Ol KXol M= TENANTACCOUNTIDO]| CHot A|HEl 21F URLO]| CHet POST QA8 S E0 FL|CH A1t=
python-m json.tool0| HEE|0{ JSON 2AE S HMAHELICE



curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \
-H "accept: application/json™ -H "Content-Type: application/json"

--data "{\"accountId\": \"STENANTACCOUNTID\"}" | python -m
Jjson.tool

o| oMo SEOl= URLE QIR E MHE URLO| ZEE|0] JLX|TH 7L JSON QAL AHE2 ZEE X
s L.

Lod

"apiVersion": "3.0",

"data": "https://my-pf-baseurl/idp/SSO.saml2?...",
"responseTime": "2018-11-06T16:30:23.3552",
"status": "success"

(-

. & X &LLIC saMLRequest T HHO| AL2E SEH w2t

export SAMLREQUEST="https://my-pf-baseurl/idp/SSO.saml2?..."

- SEI FIIE UL SEE o2t

RESPONSE=S$ (curl -c - "SSAMLREQUEST")

echo "SRESPONSE" | grep 'input type="hidden" name="pf.adapterId"
id="pf.adapterId"'

. 'pf.adapterld' Zt2 LHEW T S o|FEfL|ct.

export ADAPTER='myAdapter'

echo "SRESPONSE" | grep 'base'

- ‘href 242 WHEH(FH S2Al/ HAH) SEHE HlZELICH

export BASEURL='https://my-pf-baseurl’

27



echo "SRESPONSE" | grep 'form method="POST"'

g 'ZX[" 2 LHELHT:

export SSOPING='/idp/.../resumeSAML20/idp/SSO.ping’

h. Xt2f S} & 37| BLH7|:

curl -b <(echo "SRESPONSE") -X POST "S$BASEURLSSSOPING" \
--data "pf.username=$SAMLUSER&pf.pass=
SSAMLPASSWORD&pf .ok=clickedé&pf.cancel=&pf.adapterId=SADAPTER"

--include

i. B EELICH saMLResponse AT ZEO|A:

export SAMLResponse='PHNhbWxwO1lJ1lc3BvbnN. ..lscDpSZXNwb25z2T4="

8 RelayState, HYE A™ IDE ME6IALI 32| E 22| APIO| 23215t2{H 02 ArEgL|C.

curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \
-H "accept: application/json" \
--data-urlencode "SAMLResponse=S$SSAMLResponse" \
--data-urlencode "RelayState=$TENANTACCOUNTID" \
| python -m json.tool

SHol= 15 EZ0| ZetEL|C}.

"apiVersion": "3.0",

"data": "56eb07bf-21f6-40b7-af0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",
"status": "success"

a. 30 A5 EZS UHE 0|ELZE MEYLICI MYTOKEN.
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export MYTOKEN="56eb07bf-21f6-40b7-af0b-5c6cacfb25e7"

O|H| & AT & USLICE MYTOKEN CHE 2HO|AM = SSO7t AL E|X| gHe 2R APIE A= Bt 1t
SARLICE
SSO(Single Sign-On)7t &dstEl 22 APIO|A 20H2EL|Ct

SSO(Single Sign-On)7t 2d3tE Z@ J2|E 22| API E= EHIHE 22 AP|01|A1 T10HR3E7| 23l 2| AP
QX g Mdsof ghL|Ct. 0] X|&2 PingFederateE SSO ID 337%; A g3t= 22 HEEL T

I.

.9
EQ

off Chat

LQst A XXE|o| tt 210+ I|0|X|0f| A 210+25}0] StorageGRID APIO| M 210k2e 4= JAELICL E=
StorageGRIDO||A| &3t StorageGRID H|0{2{ EZ0| 2R3t T 2T0t2(SLO)E EEZ|AHY £+ USLICH

1. MEE 20012 ™S MMt H ENSIMAIL cookie "sso=true" SLOAPIZ

curl -k -X DELETE "https://$SSTORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--cookie "sso=true" \

| python -m json.tool

2702 URLO| gtstElL|C},

"apiVersion": "3.0",

"data": "https://my-ping-
url/idp/SLO.saml2?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%3D",

"responseTime": "2021-10-12T22:20:30.839z2",

"status": "success"

2. 270} URLE MERLICE

export LOGOUT REQUEST='https://my-ping-
url/idp/SLO.saml2?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%3D"'

3. 2702 URLY| X2 HLf SLOE EZ|H35t11 StorageGRIDZ CHA| 2|2 MBtLC},

curl --include "SLOGOUT REQUEST"
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302 SEO| gretElL|Ct. 2|C|HM 2|X|= API M & 20120]= HEE|X| &Lt

- T10 [Fo =1

HTTP/1.1 302 Found

Location: https://S$SSTORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwV07ss%...%23rsa-sha256

Set-Cookie: PF=QoKs...SgCC; Path=/; Secure; HttpOnly; SameSite=None

4. StorageGRID bearer token= A{H|StC}.

| SelstakAlo

=
ggs X ¢

J

HSELICH (B

StorageGRID H|0{2] E2 Stz A2 SSOE M8SHX| gb= A
(<] torageGRIDOHH

APK|
cookie "sso=true" O|(7f) MSEX| o™ AMZXEIE SSO AEHO]
20t ELCE

=2 I'J

0

curl -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize™ \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--include

A204 No Content SE - AF2XI7| 2I0I2EUSS LIEFHLICE.

HTTP/1.1 204 No Content

APIE AHE3t0] 7|5 & HIZdstefLct

JO2|E 22| APIE AHE3H0] StorageGRID AlAES| £F 7|52 29| Hl2Hoted
MEHLH 7SOl HiZSetEE ofe VIS o HEE HUS +32 + s AekS OkRE 2
_I_ I:IAI:ILll:I-

ol Zreio| che

HIZHSHEl 7|5 AIATIS AFBBIH StorageGRID Al2EI9| S 7]50] °HA1|Aorx| F3PH & 4 STt 2=
ALB R} I * RE HA|IA * ABH0| Qli= B2|Xt 20 3t ARV Y JI52 AL & UES St U
LS 7|58 HZgstshs HYLIT

0] 7| 50| o EAH FE¢tX| Ofsliota{H L2 AlLIE|2E 1afol EHA|IL.

_Company A= HIHE #|
S|AFAE XIXLS| K| &
st2{ 1 ghLict

0 StorageGRID A|ABIS| AEZ|X| 8 ALHSH= AMH|A SSALICE
7| 2loll Aol BHEEl = XtAlQ| Xl I0] Eﬂ E A"l AMAT ~ QUES

HE 4dst
ots st

_SlAFAE J2|= 22| APIOA 7|5 HIZds} A|ARIS AESH0] 0| SHE E4E =
API EE)0M *HIHE RE &3 HE * 7|53 2ATS| HILHSIACZM A A= & E
0| A= AF £3t= MEXIE ZeSt0 BE[XF ALEXITHIHE AF2| RE ALEXt0| Uit 22 E HEY
ReE o+ AFLIC _

=
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1. Grid Management API0]| i3t Swagger 2A10] HMABIL|CEH S HZESHIAIL "Grid Management APIS
AL LIt

2. 7|5 H|gd3t 2 S AL
3. HHE RE 25 HE 59| 7|52 H|2M3}sl2{H TS 2t 20| APIZ 228 EHLCt
{ "grid": {"changeTenantRootPassword": true} }

QH0| YZE|D EHIE ZE oS ¥ J|550| HZYBHELICH ALBK QIE{H 0| A0 * HIAE RE e W -
22| 2410| Cf 0|4k LIEHLIX| fOD] E|IES| 2E o{oE BAs2{D Aot RE APl 20| "403 AL2
2|2 Afstct,

=
Mot

gt DX E CHAl 2dstetL|Ct

APIE AtESIO] HIZEStEl 7|53 CHA| 2dstet &= JAELICH J2{Lt Bl Z-d Sl T|X 7L CHA|

o=Z JZ|E 2|
Ot 2 6l2{™ * activateFeatures * 7|'s XHH|S H|ZA e 4 A&LCH

E|X]

] =)
|_

Mot
0% TH
ot J?.*_

i
ul
o
N
or

activateFeatures * 7|58 CIA| &M
(D cE=ssisso e -
X2 2o 59|°H0F ghL|ct.

= S HigHgBrsRls F2 HigstE
ITHOR AMELICE AUE TSS

oHA|
1. Grid Management APIO| CH$t Swagger A0 M| ABHL|CE.
2. 7|5 H|gd3t 2 S ASLICH
3. BE 7|52 CHA| 2Matsta{™ CHSat 20| APIZ BEES EUMAIR.
{ "grid": null }
0| RHO| AZREHHHE RE &5 HE 7|52 Eaot BE 7|50| CHA| M SHELICE OfX| AR X}
E o A+ atg| S A

QUEHO| 20 * HHE RE &t tHE * 22| HBH0| HAIE|H, ALEXIOAH| * FE HMA* E=*HHE RFE &2
HE * o] Heto] A= R HHES FE Ao S HES L A|E5H= EE APl 280 ’843-?:.”—“1}.

O ojlofl A= _ALL_DEACTED I|X{7} & ASHEILIC). HIEHstel HEj2 RXIE/0fof ot Ch2
7|50| HIEA3E FS, PUT 0| ZAIK O X0 $LICH 012 S0f HUE 2E of% ¢
() 7lssciu ssteln 32 590 7158 Al HiZAststa® CFg PUT 258 BUHAIL.

{ "grid": { "alarmAcknowledgment": true } }

StorageGRIDO]| Ci{et AMA S HO{fL|CE

Control StorageGRID 2 AH|A: 72

a5 S MEXE US7LE 7M1 Zf AF0| HotsS 250 StorageGRIDO| HA|A S =
U MRXHEP MEXZL Y £ A= HES WMo = ASLICH UHHOZ SSO(Single
Sign-On)E &-d=tst, %EPOIOJE ASME Mot 22| P25 HEY = JSLC
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J2|= ZE|Xjo]| CHet HMAE HMojefL|Ct
ID H[H{2{|0| 8 MH|AOM 2F 1 ABXE 7HM AL 22 108 Y 2 ABXIE HFSHH Grid Manager ¥ Grid
Management APIOf| HM[A S =~ U= ALEXHE ZEELICE

AL D MR HEE AYLICH OE" Y "AFER" BB M8 Xt A&t Xt ZFHE A0 StorageGRIDO I
bt 2 A 2318 4= QUELICE Active Directory, OpenLDAP EE£= Oracle Directory ServerS AtE38t= A2 ID
HEH0|ME FME £~ USLICE

I

@ CI2 LDAP v3 MH|AE AL23I2{H 7|2 X2 EM0| 2o|81AIA 2.

CHE 29I TIToto 2t ARSI S3E 4 9l RIS AFBILICH sl Holst & AL 0S Sof 3t 150
AFBREZFILM 4] 8 CH2 18 0] MBS RH2(otol RX| 2| S 2 4 UTE & £ UBLICH A2
oM AH121 AFE X} SHLF OJAte] TE 0l o 2L0{0F BFLICH

MeHOZ 128 97| HEOE 7 4 ALLICE UY| HE IO AR MH 7|58 2 4 ALt
J2|S pRlxt EE O2|S B2 APIOIA oSt HHO|LE Kol 33t 2 gLt

SSO(Single Sign-0On)E &MststL|Ct

StorageGRID A|AEI2 SAML 2.0(Security Assertion Markup Language 2.0) EZS AF230{ SSO(Single Sign-
On)E X[AgL|CH HXA 8 "SSOE 451 Aot S A™eL|CH2E AKXt O2|= 22X HIHE 2t2|Xt,
2= 22| APl EE= HIHE 22| APIO| AN ASEI| F0f| 2| F ID SSAH0H| 23 QIS E0{0F LIt 2E AMEXt=
StorageGRIDO|| 21218t 4= i&L|Ct.

D2HNY Ao B2 M| Y FX| 22| HXIet StorageGRID 27 IH7|X| CHREE0| QL
= = EE2X| HE9} oS3} 7|0 ol [jRaCslzH s a
JtsELCH "YeE HESLCH 2o mat,

Iul

I
ru
|.|'|
e -
o
ot
-
=l

J2|ESl Z LEoE nRet LE 2& Y20 ASLILE 0] 2= SSHE AFESHY =0 "admin"Q 2
Z2O8HALL VM/ZEIH 2& HES FE MEXOA 2a08H0f BiLICt o wal & = JASFLILH == 2E
A= HAYLICH 2 20 THH

OD2H|XE =& HEYLIL

StorageGRID Z2H|XY 245 E 5|
HAto| 2t 4= 2AYLICH ot J2|E EZEX| FE, J2|E LE ZE5 Y=
StorageGRID A|AEIE A3} 7|7} ZotEl 54 07| X| P S CHREESHEH 2= F0
TStL|C]

—_—

. =l

* £ A3 J2|E 22 X0 2aAMSLICH K| E= & E2fRA "
E HAA ABH0| QASLICE.

—_

* M Z=HINY Y=t ASLIC

Of ZfHofl CHaf
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D2HANE Y2 B2 X W fXI 22| 2Rt of 2R TS+ 7 [X L22E 5" Z2H[X'd 227t of Liet
UX| 4SLILt Passwords. txt Tt Z2H|N'Y Y= E Mot QHFEeh Za0f| E2tsHoF ghLCt.

A

17> > A HO* >+ 02| = H|LHD * S MERBHLIC

2. TZHINY %z HEY * oM *HF * & MEist|Ct

3. oixfl ZZH|XMd A= S YHFLICH

4. M 2= E UPLICt L= = 8Xt Of&f 32K} 0|5H0{OF BfLICE Az = CH/ARKE LESLICH
O M ZZ2H|MY A2 S obHpt /Kol MFELICH X, & 3 |XIE4 Aol 2eefct
6. Ml §=E CIA| 5t * Save * E MEARILICH.

OZ2H|XE g HEO| 22E|H =M 45 BT EAIELIT.

7. 2R I7|X| * £ MeBiLICH
o

EH
8. M Z=ZH|NY 2= E st M| =7 T7|XIE CHREZERLICH

@ IZHXNY =& HEAY 20= FA| M =7 17| XIS CH2Z2 =6 0F UL 57 7K DY S
MESIH QFEI LUY FR AAHES SHY - ASLICH

02|29 2t S0 S0 2IQIsoF S DR S B BTt ABLICH TS TAIS
ALY 120 2t im0 cifet QY e B QS HABLICE

AlZtst7| o
* £ AESI0] 2| = e X0l 2aIMSLCH K| HE= & E2fRA "
* fX 2E| E= FE HMA Aol ASLIC.

AN

* Yl TEH|XN'Y &7t J}SLICE

S,
LE 2& A4S E ALE510] SSHE A28 =20 "admin"QE ZIQISHHLE VM/EE|E 2& HZE9 RE
AIEXH0A 23018 4~ QISLICH LE 24 s HA TZMHAN A= 2|29 2 =0 CHal M| LY== MMstD
AT E AHHO|EE off HEEL|Ct Passwords. txt IS 27 IHF|X[0] MEEILICH S = Passwords.txt T Q)
s Fof| LS ELICE

@ = E 2 SA0j| AHE|= SSH 710l CHol HEO SSH AMA 27t AELICE O] Ao M= SSH
HMA A E HFGHA| pfELICT

OFg{ALOl| M| ABFLICH

£

T3 *>* HMA O] *>* 02| = H|YHS * 5 MEISHL|CY,
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m2H|Kd eSS YL
EHA|
1. J2|E9| ZTZ2H|XY ASE UHBLICE
2. Continue * £ MEistLIC}
oixf S IH7|X|E CHREEELICE
LE 24 ASE HASH| Mo x| 21 IHF| X2 CIRECESIAA Q. LE0f| CHE 24 HA T2 MAT} AIfE AL
O] IOl ASE AT 4= JUELICH

1. 8557 7|X| Ch22E * & Mefel|Ct,

2. S7 I{7|X| LS SAELCE (. zip)E AHESH0] & T2 QXS n M2 CHE 9| X|of QTSHA| HtetL|ct,

@ =7 I{7|X| T+Y2 StorageGRID A|AE0M HIO|HE 7t 2= Ol AEY = U= A=et 7] 8
LIt XS0 A2 2 oHHSHA| Hsl{oF SfL|Ct.
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rg
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M
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LE & Ao T2HATEAREH M P28 Zefdts M 57 o7 [X[7F S8 ELCh O3 Oh3 2 ==l A =t
?:.*HIOIE%!'—I'Zf
T

1A S+ W7 | X7t WA E ai7px] Z|chEuch 2 2 B 28 £ JAELCH

o =2=2 T A

2. N 27 0j7|X| CREE * 2 MENSL|C}

(S =]

%
3. Cte2Crt e hee adstct

a. E gLCt . zip OHY.

b. £ Tatste] 2EHIX| HMAT 4= A=X| SRIBILICH Passwords. txt M 2E 2& 24371 50 Y=
obURAL|CE.

C. M S {7 |X| TtU S SAFLICH (. zip)E ALESI0] 5 74| QHHSEL MZ CHE 2| X[0f| QHHSHA|
HaketL|Ct.

(D o =7 WIKS oK ohyAl2.

S 1§7|X| THY 2 StorageGRID A|AEIOAM HIO|HE 7tz O AABE & U= L=3} 7| 2 2= 7F ZotE(of
AFoo 2 PHHSHA B=sioF gL Ct.
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4. M BT 7|X|S R 261D ZHAS HIMSS LIEKHRIR HoI2tS MepLc

5. S 3% ofs W * 8 NSID DE =CUt M QSR YE(0IEE Wb |CHILICE o] B 2 HE 2
AQIALID
T™ M-d

DE Lo oig 0t HARH M J 3 v 7t LIEFEL|CH CHS BHAI2 o] S &L Ct.

YUHO|E ZZ2NA F0f| 2F 7t LHSHH B HAIX|0| Y27t HAEX| 42 L E =7t HA|ELICL =7t
HEEX| U2 LEOM Z2EMAT IS E ChA| A|EELICH YR L EO| Ao S HASHK| gl ZTEM|AT}
Z2E|H * Retry * (MAIE *) HEO| LIEFLL|CE,

StLt o| Ao L=of| Ciet 2= HO[0|ETt Aufet B!

a. Hoj| LIEE 2F HAXIE HAESLICE

b. & .

C. MA| * E MEHSL|CE,
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I
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MO
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6. BE CO| fef o= B YE WHS T S AWBLICHHS CHRRSE 27 i |xYLc,

7. o] et 53 71X * A3 E AHE5H0 M F7 17|X|2] FIt SAR2 S CHRZERL L.
ID TE2|0] 8 S ArE LT

ID I 20| M2 AFESIH OF U AFEXIE O HEAH AHT £ QoM AFEXL
ZSHE AE310] StorageGRIDY| 23218 4= JAESLILCE,

SESTPNE

rr

Grid Manager?| ID H|H{2i[0| M S A BtL|Ct

Active Directory, Azure Active Directory(Azure AD), OpenLDAP EE= Oracle Directory Server?t 22 LCIE
AAEIOM 22] 28 S AFXIE #2[dt2 = B2 Grid ManagerOHH ID HH2o|dE Y & USLICL

Al

ot
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. JdMELCh "X EE = E B2t
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* Active Directory, Azure AD, OpenLDAP E£= Oracle Directory ServerE ID SgAtE AHE5t1 UELICEH
(D ==00 9/ LDAP v3 AHIAS ABOI2IE 7|5 K1Y A 29SHIAIL.

* OpenLDAPE AtE3t2{H OpenLDAP MHE -J8l{0F BIL|CE & EESHY AL OpenlLDAP MH 714 X|E.

* SSO(Single Sign-On)E A3l = 82 2 AEJMSLICH "SSO(Single Sign-On)of| Ciet @ Ateh 21 112
AFS,

* LDAP AHetS| EX10]| TLS(Transport Layer Security)E AtEst2i= 22 ID 33AH= TLS 1.2 £ 1.32
AFEELICH 2 HERSHA|R "LAI TLS HZ0| X E= ="

0| ZpHof CHaf
Active Directory, Azure AD, OpenLDAP L= Oracle Directory Server®t Z2 CHE A|AHIM 252 71 22{H
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Grid Manager®| ID AAE Y = JUSLICEL OIS RY I8 7N S = USLICL

© 2| OE: H2[X 2FS MEXts OB EEE 22| Mool et Grid Manager0| 2 121510] 2 S e
AL

* X9 ID £2AE ALESHK| @ E HES| HIHE AMEX OF HHE 252 ArEXt= HIHE 2t2[Xte] 2 F0|
e gets 7|He =z HIHE 22 Xtof| 221510 ZUS +AlY 4+ AFLICE S HESHAIR "HIHE AES
ddgck 8 HEHE ﬁl’g‘é AMEELICH & BESHAIL.

742 YLt
i

1. 74 * > * HM|A X0 * > * D HEH2|0|M * S MEAFL|CH.
2. D HH{2f|0]d At * & MEARLICE

—d

3. LDAP MH|A Q3 MIMOj|AM FLAME LDAP MH|A Q3 S MEHStLICE.

LDAP service type

Select the type of LDAP service you want to configure.

Active Directory Azure OpenLDAP Other

Oracle Directory ServerE Al85t= LDAP MH 2| Zt2 FAstH * 7|E * & MEHRIL|CE.

=

4. J|Ef * £ MEiSH 2 LDAP £ MMo| WES 2bdetL|Ch DX o™ O3 HAIZ o|SHLCH.

LS — —

x|
° *AL2X 11} O|F *: LDAP AFEXS| 1R AEXI7F ZotEl £49| 0| EYLILE. O] 42 1 &Lt

| 1 O -
sAMAccountName Active Directory %! 2| 2 uid OpenLDAP2| Z<2. Oracle Directory ServerS
Tdst= 42 & YELICuia

o

* AF2XUUID *: LDAP AFEXte| G i AEXIL ZotEl 49 0|E°'|—||1f. o] £42 1t Z5 Lt

O1— | OoO— 1 O -

objectGUID Active Directory & 2| AL entryuuID OpenLDAPS| Z<L. Oracle Directory Servers
T4t 2R & YHABLIC nsuniqueid. X[™E £40] chst 2+ M%Ifol 242 16HI0|E = ZXtE
galo| 32XFEI 167‘._|—’|‘— ZXHO{Of SHH, S5HO|E2 FA|ELICE

- T

* 28 MR 01  LDAP 12| 1R HEX} B 40| 0/SYLIC 0] 48 3 2L

— 10— 1O L

sAMAccountName Active Directory U 2| A< cn OpenLDAP2| Z<. Oracle Directory Servers
Tdot= 42 E LHLICH cn.

1O -

objectGUID Active Directory A 2| A2 entryUuID OpenLDAP2| Z<2. Oracle Directory Servers
THSt= 22 & YHELYLIC nsuniqueid. A™E S40f CHet 2 OF9| 2f 7*° 16HI0|E = ZXIE dAl9|

(o= N e (= =L

32%t2]| 167‘._|—¢— AIfoﬂloF StH, StO|E2 FAIELIL.

—= T

°*1F UUID *: LDAP 1829 &+ 1R '“E“IUF el S99 O|FYULICE o] 82 1 Z&LITt

5. WS LDAP MH|A S0] Chsh LDAP Ak 74 Mo LRt LDAP Mt 3! EY3 32 HEES elzighict
© * SAE 0|Z * LDAP M2 FQDN(EHEIEl £l 0|2) E& IP F4gLch
* * ILE *; L DAP A0l $1Z5s o AFBElS ZEYLCE

36


https://docs.netapp.com/ko-kr/storagegrid-117/tenant/index.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/index.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/index.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/index.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/index.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/index.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/index.html

@ STARTTLS?| 7|2 EE= 3890|11 LDAPSS| 7|2 ZE = 636QILICt. J2{Lt &otH0|
SHEA F4E 3% ZE ZEE MEY = ASLICL
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You can enable single sign-on (S50) if you want an external identity provider (IdP) to authorize all user access to StorageGRID. To start,
enable identity federation and confirm that at least one federated user has Root Access permission to the Grid Manager and to the Tenant
Manager for any existing tenant accounts. Next, select Sandbox Mode to configure, save, and then test your SSO settings. After verifying
the connections, select Enabled and click Save to start using S50.

SS0 status @ ® Disabled Sandbox Mode Enabled
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Sandbox mode

Sandbox mode is currently enabled. Use this mode to configure relying party trusts and to confirm that single sign-on (SS0) and
single logout (SLO) are correctly configured for the StorageGRID system.

1. Use Active Directory Federation Semices (AD FS) to create relying party trusts for StorageGRID. Create one trust for each
Admin Mode, using the relying party identifier(s) shown below.
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3. From this page, sign in to each StorageGRID relying party trust. If the SSO operation is successful, StorageGRID displays
a page with a success message. Otherwise, an error message is displayed.
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change the SS0 Status to Enabled, and click Save.
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Sandbox mode

Sandbox mode is currently enabled. Use this mode to configure service provider (SP) connections and to confirm that single sign-on (S50) and
single logout (SLO) are correctly configured for the StorageGRID system

identifier(s) shown below
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e https./f

1. Use Ping Federate to create SP connections for StorageGRID. Create one SP connection for each Admin Node, using the relying party
e https/f

fidp/startSS0 ping?PartnerSpld=5G-0C1-ADM1-106-69

fidp/startS50 ping?PartnerSpld=5G-0C2-ADM1-106-73
3. StorageGRID displays a success or error message for each test

Enabled, and select Save

2. E3t A

When you have confirmed S50 for each SP connection and you are ready to enforce the use of S50 for StorageGRID, change the 550 Status to

tH 43 HAIXIZE LIEFELICE,

+" S5ingle sign-on authentication and logout test completed successfully

xt210| AIfotE @ HAIXIZ LIEFLICH 2HE shZotn HateRo| 2718
|ESHMA2.
3. Ctg Y22 Mestol D2l=0| 2t pe

APH|SH = CHA|
22| L E0of CHet SSO ¢
oo|X| Bt= O

IAMXIZt EAIE|H E2tRMo|M * F[2 * HES MEtista XtH 5F

63



SSO(Single Sign-On)= EAstetL|Ct
SSOE Ar83t0] 2f 2| =0 2a0lg 4 JU=X| &elet = K| StorageGRID A|AHI0|| CHS SSOE & Matet
UAELICE

SSO7t #MstEl AL BE AF2XH= SSOE AF25H0] Grid Manager, Tenant Manager, Grid
‘ Management API % Tenant Management APIOf| M| ASHOF BfL|CH 2Z AtEXH= O O] &
StorageGRIDO|| HAM|AZ 2~ IELICE.

e
LT > A O] * > * R ARRIR * 2 MEILICE

—_

=
SSO AENE * Enabled * 2 HE

a2 MEfsiLICH

:'>.°°!\’

Z1 HAXIE AESHD * OK * & MEdStL|Ct.

O|X| SSO(Single Sign-On)7t &-&3HEILICE.

Azure ZEHE AL F0|10 Azuredl| UM ASH= O AHESH= ZFE{0| A StorageGRIDO| HM|ASH=
AL Azure Portal AF2 X7t £21=l StorageGRID AF2XIRIX| &HQIetL|CHStorageGRIDE 7142
£t 129| AF2X}. = StorageGRIDO| 2121817| Fof| Azure EEO|M 2 10H2EHLICY

AD FSOl| A 7|8t SAIR} ESAES WAL

AD FS(Active Directory Federation Services)E AH&5H0] A|ARIC| 2} at2| L. =0f| CHEE 7|HE
SEALXL 2| E THS0{0F 2HL|Ct PowerShell &2 AHE3St7LE, StorageGRIDOIA SAML
HEIHO|EE 7IM 7L, HIO|HE 82 = YA o EY 4= U= 2|A EHAEE TS £

= T AT T
OIAL_||_‘_|-

A|ZFst7| Hof|
* StorageGRIDO]| CHH Single Sign-Ong 745t SSO KU E *AD FS * & MEH3M

o>

L|C}.

* * Sandbox 2 E * = Grid Manager®| Single Sign-On H[O|X|0f|lA| MEHEIL|C & EESHYAIR "sandbox ZEE
AHESLICE".

AR 2t 22] S0 Chet HASHEl SO)91 O|S(E 1P 4)Th 2121 SHAKE AJIXFE 2T UBLICE Of2{3
22 StorageGRID £+ A2l HO[X|| 12| Lot MIS Fid HO|Z0H B 4 ABLIC

StorageGRID AIAES| 2¢ 22| = Sof Tifst A12/2 4 i Ay M2IS BHSO{oF $LITE 2t 22
(D) ool et Mzie & A= DA 20 ABRHE BE 2| wSoj oFHeh 2013 4
OIAL_| |:|-

* AD FSO|M 7|2t FAIRL ERJAES BtE= ZHO| AL Microsoft AD FS A0 UM A = ASLICH.

o
* AD FS 22| Aol St QO AF2XH= Administrators 1201 &8l &L|C}.
A

* R MY £ U= M MBS UEE B StorageGRID 22| 2B 0| A0 CHe FZEE ALEXt K|
ASM7E AALE BE oM 22| =20 215H= SEHS 21 A0{oF gLCt.

Of ZfHofl CHaH

64



O] X|&2 Windows Server 2016 AD FSOf| R EElL|Ct. CHE BT Q| AD FSE ArE3t= 3% EAtof| 2Fzke| Xto|7t
AS £ AELICH HE0| Y= B2 Microsoft AD FS BEHME HZsHUAL.

Windows PowerShellS AF85t0 LZE & = ALEXL ME[E BELIL
Windows PowerShellS AFE3H0{ 5L} 0] &b2] A2|gh 4= QU= TIE| EZAES W] 2hS 4= JASLIC

EHA|

1. Windows A|%f H|570|A PowerShell O}0| 22 O A QEZ HEOZ MENSI * 2t2|Xt SO Z A
MEdSHL|CE,

o
*
mjo

2. PowerShell 338 TETEQ|AM CtS HHS QeL|CE

Add-AdfsRelyingPartyTrust -Name "Admin Node Identifer" -MetadataURL
"https://Admin Node FQDN/api/saml-metadata"

° & Admin Node Identifier’ OflAf J_"}E-| 20 Cieh T8 PARKE AEXE T ARRl2 HO]X|of
HAIE 2 ZestA etct. olg =¥, o33 ZELIC. se-DCc1-ADMI.
& "Admin_Node_FQDN Of| X S ¢t 22| .= =0f| CHol Hretel =H|Ql O|ES YHYLIC (ERe 32
LEOf P FAE AU MEY &= ASLICH 2Lt 67[0f IP FAE 2o ZR0= i |
B2 0| M2 5= A= AFEX} LZ|E HOI0|ESHAHLE THA| BHS0{0F BfLICt)

3. Windows Server Manager0®|A| * Tools * > * AD FS Management * & ME{BL|C},
AD FS 22| =517} LIEFELICY,

4. AD FS * > * 7|gt ThALR} A 2| * & MERSiL|CE,
M| 2 U ALK SE0| LIEHELCE

O MZ BHE ME[E 2= Ui Hoh ME[0f HAA H|o| HH Tt
- UE TE MY £ A= HUXE HELICL

a o
b. ERAES OIRA QEX ChxZ I2|5t0 * MM Hof HA HE * S MEHBLICE

g EE ATHRES &
b. M2|E 0tRA Q2% HEOR 22stn * 22|y WF HA MY * 2 MeyerL|r

o. A #7}* 2 MeygLict

d. 74 2Zal He Ho|X|el 220|M * HPE LDAP 44 HLH7| * E Mesin * Cf * & Megi|ct
e. & 74 Ho|X|of Af O FA|S| EA| 0|52 Y2{TLIc

o€ £01, 0|Z ID*0f| CHSt * objectGUID.

f. EM MZEA 9| AL * Active Directory * £ MEHEIL|LCE,
g. OHY E|0|E22| LDAP &4 Z0f * objectGUID * & YU EL|LCE

65



h. i Ejo|S9| &l 222 R Ho|M EECH: SE0|A * 0|8 ID * S MEFLICE
A

L OF& 2 Metel 2ol 2 Meighict
7. HEFEOIEIZ HBHOR JHHSHER| Selptit
a. Mgt 4 e ATH MEIS O}RA Q25 thER S2slol 442 HLIC

b. Endpoints *, * Identifiers * %! * Signature * 2| ZET} XN Y =X| &rQlgLCt.
HIEHH|O|E{7t S2hEl <2 M0 M HIET|O|E] ATt SHHEX| &ISHHL g8 322 U=TL|CL

8. 0| tHA|E HH=3510] StorageGRID A|ARIQ| B = 2h2| L E0f Tt ME[e 4= = HTf ESAES P4t}
=

=
9. %1212 D}X|2 StorageGRIDE S0Pt BE A2(% 4 Qi NTi ERAES HAESHH SHIEA TS AL
SHOIBILICE S AXSHIAIR "Sandbox ZES ALSBILICH & HESHIAL.

H| 2|0 M HIEH|OIE & 7kt AFE MTH MZ|E SHELICH
Zh 2t2| L E0f| CHet SAML HIEHH|O|Efof] M| ASHO] 2} o =Xt ME[Q| 2t IS 5 USLICH
ChA|
1. Windows Server Managerdf|A| * Tools * & MEi%t C}S * AD FS Management * £ MEfBIL|CE.
2. UM * M2[E > U= AR ME| FIH* E MEIRILICE
3. AIZH HIO|X[ol| A * 22| QIAl * & MEiStD * A|XF* S MEHSIL|CY,
4. 220l = 2 HIEY 30| AIA|E 2 EXtol| chet Hlo[H 77| * & MEHEL|CE.
5. Federation HIE}H|O|E| TA(SAE 0|2 = URL) * of 0] 22| ==0f cist SAML HIEIC|O|E{Q| QXS
olaAstL|C}
H—d -

https://Admin Node FQDN/api/saml-metadata

8 *Admin_Node_FQDN Ol X S22t 22| &=E0j| ci H#2tel =091 0SS YRBILICE (WL FS o)
P A DHl AFRE 2 QISLIC J21LE 07]0] IP 45 2l2fet 20

H =

L —1‘— UAE AHEXt 12| E YO ESHAHLE ChA] ZHS0{0F BHL|C})

rr
St
ol
T
¥ [
>
—\|‘_ -
T
oY
Mt
oY
40
=)

6. Alz|

ot

1
ac)
rr

SHAIR} AlZ| DIHALE 2tEstn Alzg 4 gl

rir
0

foh M2 E Mot L3 OtEALE 25U

HA| O|ES e mfj 2| 22| Xtef T ARl HO|X|0f| LIEHLI= 22t SLSHA| 22| =0
CHet 7|2 SALKE AEXE AEYLICH f|E S, ChZ2t Z&LICH SG-DC1-ADML.

©

7. 33 3 F5t
a. MEZ[E 0fRA QEZ HECE 226t * 22 Ya X My * g Meighct
b. & Z7t* MEH:

Z21 Mol Ho[x|o] SZ0M * H7E LDAP 44 HUj7| * S Me#dhd Ok + 2 MeigLCE

T Ho|X|of| A O] H#AIo] A 0|2 RIYLICH

9]
=l

L o NV
o

=
=2 4
i

£0{, 0|F ID*0fl i3t * objectGUID.

(0]
dm
0x
Rl
02'.

29| AL * Active Directory * & MEHBL|C},

66



- Windows Server Manager0f|A| * Tools * & %

O M * MY 5= = GARRL M2 =9t S MEHSL|CE,
AZFTo| X0 * S Al * S MEASH
[2XISt= Xtofl Chet C|O|E] =S MEHSt D * [CHE]

e

a.

f. Oj! E|0]22| LDAP &4 €| * objectGUID * & =EtL|Ct.
(o]

- OHE Hio|22| EA 22 R B0 =EEU2 S=F0M * 0|F ID * & HEPLICH
A

HIEIH[O|E{ 7} =2t 2 TT2|0] HIEHH|O|E] ATt SHHEX| &fUSHALE S =52 = UHFLIC

O|E ME EHAEQ HO|HE 222X Y-S MEiSHH S ZY g & JASLCH

MEHSE CHS * AD FS Management * £ MEHSHL|CE,

Xt g MEELICE
k=2
=

g A YA ME| OFHALS 22U

2 Ar2l2 HO|X|of| A== 2t SYSHA 22Xt L =0i| CHet 7[5 SEARK}
£ ALBELICE ol E SH, CH31 Z&LICt sG-DCc1-ADML.

MeiE £2 oot ISME Ak Y S HUELICH

URL 74 HO|X|0f| A SAML 2.0 WebSSO 2 EE * X|2 gA3} holzts MEpiL|Ct.

2| =0of Cigt SAML MH|A 23 URLE LIt
https://Admin Node FQDN/api/saml-response

‘Admin Node FQDN Ol A Zt2|Xt e E0| M3stEl EO|Ql 0|22 U&TL|Ct (HRSH 2R =E9| IP

=
E i AL EE 4= ASLICH J2Lf of7|0f] IP FAE Yt FR0ll= S IP F27HHEBE FR 0
*|§|°* T A= AFEA} L2 E HOI0|ESHAHLE THA| BHS0{0F BfLICt)

T -IH 00

1z

A 74 HOIX|of| M St 22| = =0f| Chet 7[8h SARRt

1=

HXE X|EgL|Ct.
Admin Node Identifier

& Admin Node Identifier’ Of|A ?-fEI TEof cHet Zigb SARKE AEXE HY ARRIZ2 T OofX|of
HEAE iz "ot gt g &4, o3 Z&LI0h. sG-DC1-ADMI.

67



Sk A
22 4 9l

rr

ool A= E MFet Ch3 OFEALE "Lt

M7 W3 HM M OHst AXPH LFERERLICE,

@ CHSE AXLEIF LIEFLIX| QtOH ERAES OIRA QEX ChxZ Z2I6t0 * Sa|Q) &g M o
2 MEfStL|CE
6. 22| & OPHAE A|ZFSt2{H * 72| 39t * E MEigiL|Ct
a. 1% HIZs] Med H0|X|Q] 220|M * HTLE LDAP £ HUj7| * & MEfsty * CfS * 2 MEfBiL|CL
b. 2] 714 H|O|X|0l| A O] 7o EA| O|ES RHTILICE
o€ &0, 0|Z ID*0|l CH$t * objectGUID
c. EM MZEtA 9 AL * Active Directory * S MEHBIL|C}
d. oi E|0|=29| LDAP &4 &0 * objectGUID * £ & stL|Ct
e. OjQ EH|o|22| YAl 2i|e) fd HolM EELHR SF0|AM * 0|F ID * E MEHSL|CE
f. O » & Medst * =tol » g MEfphL|Ct,
7. MEIE 2 s ML MEIE OIRA QER TR Z Z2lst0] £42 gL
8. ICIOIE * EHOj| A T 20t (SLO)O| CHSt AEZQIES AN THL|CE
a. SAML =7t * E MEigL|Ct,
b. Endpoint Type * > * SAML Logout * & MEHSHL|C},
C. Binding * > * Redirect * & ME{BtL|LC},
d. AZ|g Q= URL* HEO| o] 22| =0l T 20H2(SLO)0 AHEEl= URLS HBLICEH

9. N ROl Of IS 4 QU AR ERIAES] AT QIBA

68

a.

a.

b.

2 *Admin_Node_FQDN 0| M RH2|xt == 2| Mstel Zool 0|2 elaisiLict,
ChAl LR 2 UBLICE 2Lt 7|0 IP FAS Q2ist A0S S
NESNETE

https://Admin Node FQDN/api/saml-logout

YOO|ESIALE ChA| BHS0{O0F BfLICE)

OK * & MEfgfLICt.

1]
Ral
0
oot
C
n

MEX R ASM =7}

* StorageGRIDO| = =2 AFEAL K| 22| ASM7E A L oliE ¢

0l

o
* MEXXIHE B Mt GlE R el =20 23215t
f

NE Heyzt

Lfct.

|
Admin Node2| C|HEZ|Z 0|58t & & FIIZLICt custom-server.crt QIS A OHY,

= Kb DX EEQ| 7| E QI

15
LASIH LEE S o 7|2 QASM7 ChA| ddE D, M2 £ s U ERMAES

YH[O| EHOf BfL|Ct.

Apply * & ME{SIT * OK * & MEHSILICE
BLE ZAR £40| MEE 1 EHeL|CE

AN
1 2 0|SELICt /var/local /mgmt-api

M M (server.crt)s HEEX| RELICH 22| Xt =0 Zoi7t



10.
1.

o

| EHAIE HHES
OFX|™ StorageGRIDZ =017t ZE AME(E £ = MLy
LICt 2

A Sto E3A
tolst EXSHAIR "sandbox ZEE AFZEILICH B FHZSHA|

Jot 1A
|I°* mjo

Azure ADO|IA IE{Zi2I0| = 0 Z2|A(0| 448 MABHLICH
Azure ADE AFE3H0] A|ARIQ| 2t 22| 0] Chish AlE| Z2to| = 0fZ2|H|0| M S Mgt Ct.

A|ZFst7| Hof|
* StorageGRIDO| CHet SSO(Single Sign-On) A2 A& OH SSO FHLE * Azure * E MEHMSL|CE.

* * Sandbox 2 E * = Grid Manager®| Single Sign-On H|O|X|0{|A| MEHEIL|C} 2 EESHMAIR "sandbox ZEE
AHESLICE".

© A|AHEI9| 2t 2hE| Lo CHa * AE{ 20| = 0fF2|#[0]4d O|F * 0] AFLICE. 0|2t 242 StorageGRID =&
AtRl2 HO|X|Q| 22| e E MIF HE H|OISOM SAE &= AELICE

StorageGRID A|A&IS[ 2} 22| Lo =0f| CHe AE{Z2t0| = o Z2|H|0| M S THS0{0F §HLICEH 2
() 22l ool e mato]x of S| 0|82 ALSSHH AFBAPL BEIRH i Sof QHHBHA 29IE 4
olAL|C}
A H .

* Azure Active Directory0i| A AIE{Z2t0|X S8 T2 M E OHE ZE0| JUSLICE

* Azure AZ0l &4 F=50] ASLILE

. Azure AZols =28 2HE|xt, SERE 38 T2 22[Xt
FARICHE A2 & 5H—f7f ALt

22 mZ I 22|X} L= AH|A HOot =H|9

a

Azure ADO]| 2 M[ABEL|CH
ChA|
1. 0l 23lfL|Ct "Azure ZE".
2. 2 0|s&L|Ct "Azure Active DirectoryS Z2I8tL|CH",

3. 2 MENSHL|C} "E{Z2}0| = O Z2|HA|0| M,

AE{Z2t0|= OHE2|H|0| M S MMt StorageGRID SSO 142 XNZASiL|Ct

StorageGRIDOIA| Azure0l L3t SSO &S X &SI H AzureE AHESIY 2 22| L =0f CHS AlE{Z2t0|=
OHZ2|7|0| S 2HS0{0F BLICE AzureOf| A H|C{2{|0] M HEIC|O|Ef URLE S AISHO] StorageGRID HHY AfQl2
Ho|X|e| s * H[{2f|o| A HIEtH|O|E URL * =0l 20 E&LICt

1. 2F 2] =0 ciel CHS THAIE Ers gLt
a. Azure Enterprise 38 T2 oM * \Mf S T2 * Z MEHSILICE

b. AIXt Ho| 88 T2 ghS7| * 5 MEgtL|Ct.

(A =]
c. 0[SO StorageGRID Er Atel2 Ho|X|o| 22| o= Al Hit Hlo| S0l HARH * AIE|Zato|x S8
m=220|F * 3 YR{ELICt

d. ZA2{Z|oflM #2 = l=*CHE 88 T2 Seh(Za{2l 2) * 2lC| HES MEE MEfZ FLCt.

69


https://portal.azure.com
https://portal.azure.com
https://portal.azure.com
https://portal.azure.com/#blade/Microsoft_AAD_IAM/ActiveDirectoryMenuBlade
https://portal.azure.com/#blade/Microsoft_AAD_IAM/ActiveDirectoryMenuBlade
https://portal.azure.com/#blade/Microsoft_AAD_IAM/ActiveDirectoryMenuBlade
https://portal.azure.com/#blade/Microsoft_AAD_IAM/ActiveDirectoryMenuBlade
https://portal.azure.com/#blade/Microsoft_AAD_IAM/ActiveDirectoryMenuBlade
https://portal.azure.com/#blade/Microsoft_AAD_IAM/StartboardApplicationsMenuBlade/Overview/menuId/
https://portal.azure.com/#blade/Microsoft_AAD_IAM/StartboardApplicationsMenuBlade/Overview/menuId/
https://portal.azure.com/#blade/Microsoft_AAD_IAM/StartboardApplicationsMenuBlade/Overview/menuId/
https://portal.azure.com/#blade/Microsoft_AAD_IAM/StartboardApplicationsMenuBlade/Overview/menuId/
https://portal.azure.com/#blade/Microsoft_AAD_IAM/StartboardApplicationsMenuBlade/Overview/menuId/

e. Create * & MEHGILICE

f. 20 M * A|ZSE7| * 2132 MESSILICE Single Sign On * AMXHE MASIALE 21Z ofuof| A * Single Sign-On
*A3E MEdSIL|C

g. SAML * AXIE ME4BILICE,

h. o I|{2f|0] M HEIH|O|Ef URL * S SALEILICE * 3T SAML M QIZ A * of| M &2 & UAELICH

i. StorageGRID T+ At2I2 HIOIXIE 0| S5t0] AFEoH * AdlE{ZEto|= S8 T2 I3 0|5 * of sfiLst=* S
HIEHO|E] URL * ZE0f| URLS 20f DaLICH

2. 2 #2| =0 chgt mioj2i|o] M HEIH|O|E URLS 201 911 SSO #A0l| Rt CHE B E HE ArdES &%t

—

-
o
T

StorageGRID £ ARl HIO|X|0| M * XE * S =B T}

RE pH2| =Eofl Cish SAML HEHH|O|E{S Che 2 =ghict

SSO 7142 XZEst = StorageGRID A|AHIQ| 2} 22| - =0f| CHs SAML HIEIH|O|E DU S CIREES 4

olAL|

1. 2+

C.

d.

Ct.

22| = =0f| CHslf of HHAIS HE=StLCt.

a. Z2|Xt = =0f| A StorageGRIDO| 2321 C}.
b.

*>* N A KO * > * Thel ARl * 2 MEEILICY,

=

F
rnm ox

= MEHSHO] sl Admin NodeOll CHeH SAML H|ELC|O|E{ & CHR2Z =8|t

Azure ADO|| ==Y THY S MEELICH

2} AIE{Z2t0| = O Z2|#[0] 0] SAML H|E}G|O|E E P= ERfLICE

2} StorageGRID 22| = =0]| CHslf SAML HIEH[O|E| IS CHREE$H = Azure ADOIIA CHS THAIE SHSHAIL.

|

1. Azure TEHZ So}ZtL|CT.

2. 2t

o o

o

3. 9

70

AE{Z2t0| = OHZ2|H[0| M0l CHaH CHS EHA|

i
r
J
ot
-
i}

@ o]0l =0 &7tet 8 Z2OMS 22{H AHI2[0|= S T2 HO|X| S MZ X0}
(=13

AE{Z 20| = O Z2|H|0| M 2| £ H|O|X|= O| S LTt
S LQ Y E 0L * 2 MAETIL|CHELS Er 2 AKX U= HR)

Single Sign-On H|0|X| £ 0| S&fL|Ct.

. SAML 78 & 2t=gfL|Ct,
. Upload metadata file * HES MENSI T 8| Admin NodeOi| CHSH CHR 2 =3t SAML HIEIH|O|E IHUS

AMEgtL|Ct.

mUS 2EDH 2 * Save * E MEAS
S0z ct.

—_

X+ E MEiStH] &2 HELICHL SAMLE Y ARRI2 M H|o|X| 2

EHAIE WELICH "sandbox ZEE AFEELICH 2t 38 Z2IMS HAER LT,



PingFederateOl| A MH|A Z2XKSP) HZES MdefL|ct

PingFederate% ArE5H0] A|AEIS ZF 22| L E0of| CHot MH|A S=XHSP) HES BHSLICH
DTZMA £ E =0|7] 98l StorageGRIDO||A SAML HIEIC|O|E{E 7t SL|C}.
A|=tstz| Hof|

* StorageGRID| CH$F SSO(Single Sign-On)E A8t SSO SEQE * Ping &

* * Sandbox 2 E * = Grid Manager®| Single Sign-On H|O|X|0{|A| MEHEIL|C} & EESHMAIR "sandbox ZEE
INE = e

* AAHIO| ZF ata| L Eof CHsl * SP H<& ID * 7 Y&LICE 0]2{8t 242 StorageGRID THY ARl 2 m|0|X| 2| 2|
LC ME HE HO|S0M &S £ %EQLIEL

© AAEIo] ZF g2 =of choh * SAML HIEIH|O|E] * & CHREEMELICE
* PingFederate Server®il A SP AZS Mddt= 20| ASLICE

* 2(8) BRI UL Chhttps://docs.pingidentity.com/bundle/pingfederate-
103/page/kfj1564002962494 .htmi["2t2| X} = QtLHAM"A] PingFederate Server2| 2 PingFederate AE M=
XMlgh THAIE X & a 4EHE WS L CE

* PingFederate ServerOi| Cigt 2t2[X} #ot0] JQELICE.

Of ZfHofl 3

0| X|&2 PingFederate Server H™ 10.32 StorageGRID2| SSO S 5XAtZ2 #4sH= WHES QFLICt CHE
H X2 PlngFederateE AH835h= 32 0| X|IH S ZHoF Y = ASLICH 2|20 CHet XpAeH K& 2
PingFederate Server 8EAME é.*?EoH'AlQ_

PingFederateOi| A T 714 QA S 2t=gfL|CH

6t2™ PingFederateOfl A AP 27 XIS 2tZ8H{O0F BLICEH SP H&S

StorageGRIDO|| AF2E SP HZAS MY
o HE ArERLICE

JASE Oy 0|28t AFM 9; AFSH

HIOJE] X&F4 dd

Of&| HAZSIX| 42 82 '31|0|E1 XP“_’-E% MMt PingFederateE AD FS LDAP AMHOf| HZSILICEH ALE A| ALETH
22 AEELCHID HH 0|42 F45Hs ZLICH StorageGRIDA|A]

* * 28 * C|AE2|(LDAP)

* *LDAP ¢ *: Active Directory

* *Hio|{2| EM O|E *: LDAP HIO|LH2| Ed B2| * objectGUID * £ O &1} 20| H&tstA| YLt

oo
tot
b

4 8 f2d dAV| [z fad dA7I] =71

* *H|O| XMZA *: OHE OB HEAE MEfSiL|Ct
* * 4 7|Z * LDAPS| HEE 2BIL|CHO|: DC=SAML, DC=SGWs).

« * AM ZH *: sSAMAccountName=${username}

71



IDP O HE{ QIAEIA BEST|

OFx] IDP OfE] QIAHAS OHEX| o2 39 MABILICE

A
1. 9l

of
1

OlAf * HTML 24! IDP O{R4E{ * & MEHSFL|CE,
DP Adapter B0l A * Add a new row to 'Credential Validators' * & ME{S}L|C},

MEfRLICE 2f2 XHE B8 fR=d A7 JAEHC

ujo HJIO
-

2 <
ot

=

a

=
=
O{RHEf E4 "ollM * 7HE * off CHE * ALEX} OIF * &4

N o o & w0 N

o
NE*s M

—

EHEtLICE.

ME QSME OFx| 2H=X| i2 B2 MY ASME TS/t 7P SLILE

T Hok*>+ ME 3l ¢z ofj5 7| % Q15N * = 0| SELICH

PingFederate0ilA| SP &S MM etL|Ct
PingFederate®i| A SP &S MMt il StorageGRIDO|A CH2Z =3 SAML HIEHH|O|E{E 22| Xt = =0f| CHaH
7tXLICt HIEHH|O|E Iiol= Hest 2 3 20| £0 JASLICH

ALEXL7L 2E 20| oFHsHA| 23018 & U E StorageGRID A|AHIS| 2t 22| L =0f| CHal SP
H42 Mool 2T of Kol ufet K WY SP H42 MaigtLIc 2l ok 2 ols LIt £t
SPHAE MAEILIC BRE 27t HHS MM

o

1. S8 m20* >+ E¢ > SP A * OF O[S},

Create Connection * & MEHStL|C},

D

o HZ0l| HEZS MESIHA| g3 * = MEELICE

Lo

> w0 D

DTZEEZ * Browser SSO Profiles * % * SAML 2.0 * & ME{SL|CE,

SP HIEIH[O|E{ S 7t FL|Ck

T
1. HIEITIOIE 77| ol M * I * & MEdstL|Ct,

72



22| Xt = E9| StorageGRID Single Sign-On H|O|X|0f|A| CH2 2 =% SAML H|EH|O|Ef Mt S MEHBIL|CE,
HEIHO|E Qo % Uit M ol MSE MEE HEFL|CE

OtELH 2| AE|E| IDRI HZA 0|F2 StorageGRID SP ¢ IDE MAELICE (6: 10.96.105.200-DC1-ADM1-
105-200). 7|2 URLL StorageGRID #2| ==9| IPQIL|LC.

IDP 222X SSOZ AstL|Ct

|

1.
2.

10.
1.
12.

o o A W N

Browser SSO(E2t2X SSO) B0l Al * Configure Browser SSO *(E 22X SSO * M) & MEdSL|C}.

SAML =T FHOj|M * SP A|Zf SSO *, * SP £7| SLO *, * IDP A|Zf SSO * & * IDP A|& SLO * M8 &
MEttLCt.

O MM =fM BHOIM * Of M ZHM A~ 2 MEARILICE

a. ID OHE BHollM * J&E * S MEARIL|Ct

b. [&A A2 EHOIM [£4 AH2H U 7IM L X|HE|X| &2 0|2 WAIOZ * SAML_subject * S AF2EL|CE.
A HE Ol * AH| * E MESIH E MAYLICH urn:oid, AFSE|X| ZELICEH

H
2 X MEX x| HollM * EH {2 =Tt
Data Store(H|O|E{ X&) B0f|AM HEHS 2=
LDAP C|ZE2| A ROl M CHSS A TLIC

° 7|2 DN * 2 Y ELICt 0] gt2 LDAP A0l CHaH StorageGRIDO| 1243t Ztat Mets| L X|sHOF hL|Ct,

o M HQ| oM * 5te| EB| * & MEHSIL|CE

° 2E JiH| SeiA2| B2 * objectGUID * EH S AMTI0] F=IHELICE.
LDAP Hio|H2| EM Q1F Y Al 40| A * objectGUID * EM0]| sl * Base64 * S MEHEILICE,
LDAP Z'E B0l M * sAMAccountName=${username} * = /23 &tL|C}.

=

[ 7|2 0|3] Bo| [AA] EESCI20IA * LDAP(X4) * S Meist D Zh EZCHR0||A * objectGUID * S



. SP Connection * > * Browser SSO * > * Protocol Settings * B0{|A] * Configure Protocol Settings * &
Meystict,

. Assertion Consumer Service URL B0l A StorageGRID SAML H|E}H|O[E{(* HIQIE 2!

9| 2% POST*)0i|A

7t 2 7|123t2 a2 AEYLICH /api/saml-response AEERIE URL).
- SLO AMH[2A URL #0i[A StorageGRID SAML HEIE|O[E{0l[A Z7HM 2 7|=gtE OtHZ ARSELICH HielE 5L 2
B *redirect *) /api/saml-logout WEHLIE URLS ES
4. 518 7+t SAML HIQIE BH0f| A * Artifact * %! * SOAP * £ X|ZLICt. POST * & * REDIRECT * 2t
HegL(C}
S. M FHM EHOIM * Authn @8 MY He * U oy M8 ME * gfolzts MEE MefE SLICH
6. A=} M EollM * IS * S MEfRiL|CH
7. 29t AESIL * Done * (2t& *)2 MEiSIo] ZTREZ MBS MTRLICH
8. QoS HESID * 2tg * £ MENste] HElRX SSO XS XMERL|CL
X4 Z3EE ALt
CHA|
1. sSP & HollM * XtH Y * 2 MEFL|Ct
2. X4 3 "HollM * XHH BE o 2 MEfRiL|Ch
3. & MEMEILICH MTE QIS M BHSFHLE 7P SLICE
4. I3 * 2 MESto] * MY ol 4% 22| * 2 0|SHLIC
a. HoF E BHo|M * WA X[™HE|X| 43 * 2 MEHSL|Ct
b. M 20l 21Z A E0i|A StorageGRID SAML HIEHH|O[E{OflM 7k 2 ME Q1M HEE HESLICE
5. ot stHE AESHD * & * 2 MENste] SP HM& S XERLC
Z7t sP &2 MdgLct
R M SP M4 2 SA[ot0] J2[E9| 2} 22| 2o 2Rt SP H&S MM = JASL|CH 2 SAR20f| st M
D1|EfE‘||O|E‘|§ A==t
@ OtEL{ Q| AE[E| ID, 7|2 URL, HZ ID, A& 0|5, MY &elS Mlste M2 CHE 22| =9 SP
HZ2 Yo HE S AMEELICE SLO 8 URLO| /}&LICH
CHA|
1. 2F 271 #2| =0 thgt x7| SP HZAQ| SX|2s MM62{H * Action * > * Copy * £ MEHSILILCY,
2. SAtEe HZ DL HZ O Hot D * ME * S MEfgL|CH
3. 22| =0f siEst= HIEHH|O|E MU S MEdstL|Ct.
a. &t * > * H|EHH|O|E YO|O|E * § MEHStL|CE,

74



b. m MEf * Z MEHSI D HEIH|O|E S 2 E=SfLCE
o

d Xz * g MEigfL|Ct
4. DA SHOZ QIS QR E S ARLICH
a. M HAZAS MEfRiL|Ct

b. Configure Browser SSO > Configure Assertion Creation > Attribute Contract * £ ME{gfL|C}.
C. urn:OID*0f| CHet =S AMA|EIL|CE.

d. X7+ g MeBict,

SSO(Single Sign-On)E H|&AstgtL|C}

0| 7|52 O 0|4 AE3tX| 2O2{H SSO(Single Sign-On)E A2SHX| %=
QULICH ID HH| 0| M S H|&AM 352 HA SSO(Single Sign-On)E H|ZHAIstsHof
rL|Ct.

-||ﬂJ
x
)
ot

Al=rst7] o
© 2 AIR80] 12| Ba|xfol 2IQIMALICH K| 2E = @ Hale
- S N2 Heto| AL

A

T * > > A A O] * > * EFU ARQIR * S MEHBIL|CE

—

2 MEXIE 2OQ1E £ AZS HEHHE B3 HAIX| 7t LIEFELICY,

C20l StorageGRID| 2191 i StorageGRID 219! H|0|X| 7} LtEILI D 22 = £ StorageGRID
ARt AHEXt 0|2 S E = eloF BHLICE.

stLto| 22| =0 tisl SSO(Single Sign-On)E LA|MOZ H|2t s} ol ChA| M steti|ch
SSO(Single Sign-On) A|AEIO| CHRE|™ Grid ManagerOf| 2216HK| 28 4~ QI&L|C} O]
ol A

SRy E*EI L0 i3l SSOE LAIH = Hdst 8l ChA| gdsted 4= ASLICE SSOS
MROHI E= 4% O3 oA M%ﬁfEE A5 H - Eof HE Hoj| AM[A8HOF BHL|Ct.

2
2

75



bal

ol
o

Al

e d

>

FR10l| CHaH

t2| .. =0 CHoll SSOE HiZHdatet = O2|E 2|Xtof| 2EH FE AEXIE 23018 2 JEL|CT StorageGRID
dg HasiR{e 210120 SA LE9| 2 MS ALRSI0] B2lX & S0|M SSOS ChA| 2ASFI0f SiLICE

o 22| = =0f| CHel SSOE HIgdstali: 2| =9| CHE 22| 0] gt SSO &F0= s FX|

Q& LICt Grid Manager2] Slngle Sign-On H[O|X|0]| /= * Enable SSO * &QI2t2 MEHE MEHZ

7.

76

Eot A2H, 7|Z SsO €82 YOI ESHR| G= 3._* R XLt

FEZ 2OQI5tH TETET} 0| HEELICE s £ MEELICE 4.

=20l M SSO(Single Sign-On)7t H|2HE ot | UCH= HIAIX| 7} EAIELICE.

- EEfRMOM St 2| =29 O2|E 2[R0 HAM|ATHL|CE.

— =

O|X| SSO7t H|ZM3t=|0] Grid Manager 2191 H|0|X| 7} EA|ElL|CE.
ALEXL 0|2 RER 24 FE ALK Y E AHESH 2a219tL| Lt
SSO AME £Hl{of 22 SSOZ YAHOZ H|E M3t AL

a. P x> * UM A KO * >+ EHY ALRIR * S MEfSIL|CE

b. 2=l = Q2= SSO MA S HASL|C}

—

c. X% * g MefgtLICt

n

b AFRI2 H|O|X|Of|l M * X F *

o
rx
i
>
=
N
n
n
=2
=
of
()]
()]
o
N
po]

SO CHA| EdstELct

r

CHE O|R=2 QIol| 2| = r2|Xtof| AM|ABH0F 517] Z0] SSOE LAIMO = H|ZMstst F2:

0| of 2| ==0f| 2 HEECH= HAIXIZF EAIE LT,



SSOE 2hdatetx| =telgtL|Ct.
L 20| M Single Sign-On0| B ™RSS LIEILH = HIA|X|7F EA[EIL|CE.
o O2|E LEE MEEBILICE reboot

8. @ HatXo|M ST 22| =0 22| = 22| Xtof] HMARLICH

— =

ox
o
182}
I
=(l)=l-
2
i
=
a

9. StorageGRID 219! H|O|X|7} LIEILLD 12| = 22| XIof| BN ASHAH SSO XA S
J2| = H|EHz[o| M S A EL|CE

J2|= HEf2|o| 82 FRYULII?

J2| = HEHH o[ dE ArESte] EIIHES S 2 SHISt 2 M3l =+1E ?I3ll & StorageGRID
A A— ZHOH| JHAIE =X = ASLICH

a2/ miEEo| M AZol2t FAYLITH?

Jz2|E 20| HE2 F StorageGRID A|AR0M 22|X} =2 AH|O|ER0] L= Zhof| o= QHHSHA|

HZELCt

J2|E HHH0|ME 2Tt AFER

IS Z CHojoj a2 & T2 2ol 2= HiH|0]d HEE FHdts HAIE QoL

. . Perform prerequisites
Grid admin Bl e

Create HA groups (optional)
Add DNS entries

v

Configure connection

Grid 1 I I
Add configuration -
Download verification file .
StorageGRID generates security
* certificates for each grid.
Grid 2 A

Upload verification file - |
Save and test

v

Manage connection
on both grids

Edit, test, remove
Monitor and troubleshoot
Rotate expiring certificates

77



J2|= HTjo] M HZO| CHEt 2 Akt Bl Q7 Atet

00t

* J2|= HH|0| M0l AFEE|= & J2|E& 25 StorageGRID 11.72 &2 Of BfL|CH.

* J2|=0f= OHE 2| =0f Tt ofLf o] el a2|= HH2|o]d HZO0| UAS = ASLILE 2 22| = HEz|o|M
HE2 CHE dZ2 SEHYLIC. ol S0, d2|= 10] 2| = 22H 171e] HZES 7HA| 1 L1 J2| = 32t 25
HZO| A= FR 22| 22t O2|E 3 A0|0]= SAIH HZ0| §ELICE

* J2|E HH{2f|o]d HE2 SUYLICE HEO| HYEH F J2|E F SN HES ZLIEZSID 22|
o

tEste{™ HX| StLt ol 4ol O2|= HE2|0] M HEO| QOOF FL|CH"AE E2" = "wiAt 2= =H".

HEYZ U IP F4 27 AR

» D2 Hef2old HZEL J2|s HESZ, B2Xt WEYD EE S210|AE HIEYT0|A LS 4 QlaLC

» 32|E Hici2io]d ¢ Bt J2|E5 CH2 D2 S0 AASILICE 2t J2|E0 B2 B2 E, H0|EY0] =
El £ RS2 FNE O D2|S0| J2|c 53 2BES XIFLICH

- bR B2 e N2 Ao AUYLICH T H(HA) T8 2 12|29 Ho|Eg0| 3 2| = £ HAJES
ALSHH LES AR 4 gl © F 12| mci2o|M HZHo| 2210l ME|Z QXELICL SHAIE 5
StLtel 2 QIEIH|0| A TOH7} HastH HAZOlIA Q] QIE|HIO|AS AFBE 4 YLICH

* B B2| e E FE A|O|EY 0| =E9| P FAS AFBSHE 12| HCio|M HES BEE A AR
QELICH =E2 A8 4 gl E1% 12| micio M HZE A8 2 gt LIk

« vIAb J2|E =5 A9 A 2t J2|=0] AER|X| LEJtCHE J2|SolN TAE el U Ao ERlo| LEo

Of BtL|ct. 2+ J2|=0f thell ZE AEZ|X| =7t HZAN| AFEE|E #E2|Xt == = HO|ES0]
ZtX[ 2 JAE=X] BRltL(Ct.

23 239 F2 FQDN(Eete =2l 0|F)S AH8sto] AZS| 2t O2|=8 ARy O3 ThE L3t 20|
b5 PSS
S|

* 12|E 12| FQDN2 12|E 12| HA 2F0i| Ciet Stit 0] &e| 7Het IP(VIP) T4 E= 12| E 10f U= Stit 0] &2
22| = AO|EY0] =E9| IP F=A0| ofZElLICH

0{2{ DNS &=2 AtESt

rir

A2 oz A8 28

rlo
)
1][o]
ic]
my
=
HU
[n
nE
rl'lJ
0z
ot
~
)

* {2{ HAJEQ| VIP 40| jZ %= DNS ¥ES2 HAJEQ| 24 L C 7t0f| 2E WA M EIL|C}

* 0j2] #2| L= F= AO|EQ0] =E9| IP 40| 0jZE[= DNS 2= ofZ = L= 7o 2= WA A EL|C}
TE Q37 AFS
J2|E Mol AAS MM uf AF2SHX| ¢= TE HS E 230000 A 239997HX| X| & et 4= Ql&L|Ct o] HZ9
£ O2|E= SYSH TES AFZELLCE

F 2| 3 O LE: THE HZ0| 0| ZES AESHA| =& 3f{of LT

78



QIBM 27 At
J2|= HHo|M HZE LME uf StorageGRIDE X522 U| 72| SSL QIS ME MMstL|Ct,

* J2|E10|M O2|E 22 TEE = FE

=
=
* J2[E 20| 22|E 12 HEEE FEE ¢

Grid 1 Grid 2
Server certificate P Client certificate
Client certificate Server certificate

J|2HOR QIZ AL 730 (21)0) SR BILICH O2{3t QIF A7} BHE Emjo| 2FHE * J2| HLf2o|4 S
OHE * 20| QIFMS BIRotets RS EABILICE 0] AL J2|C B2IXLE ALSSH0] 2 4 YALICE
(D) 9B 2le ABNI eI A0l FHBLCL F A7 Yriol=E miat clolef SAt
R
XiMet ZE

* "J2| = HEHo|d HZE
* "J2|E {20l HES 22| ot
e "] Ell: Eol‘

5 28 sz

A 22012 FAYLII?

AE 2ES HHUE AE, HHE OF, EHIHE AEX9| Ats =H[0|H, HR0] w2t 9
StorageGRID A[AH! 7F S3 S AM[A 9| "J2|E m|Heo|M A",

o CHSH AH 2 20| ZRFL|CH "W O2|= Z2X|". AA StorageGRID A|AEIN| A CHAF StorageGRID A|AEIOZ

AE HEE 22 SHSHHE HIHE AFEXL 8 OF0| & J2|= F StLtof S H 2t Zix|of HMA S 4= ASLICE

FIEZL Cojofa2 T2 22Xt B S EE HEHEI AY 22 % HHEs| floll == THAHE 20 SLICH
Of £hA|= o= off ™ EL|Ct"T12| = HE2|0[d HZO0| =0 ASLICH

79



Grid
admin No Using identity

federation?

Yes +

Configure same identity
source, identity provider &
admin group on both grids

Create S3 tenant StorageGRID creates tenant
P Assign Use grid federation —» on source and replicates to
connection permission destination

Permitted -
Sign in to tenant
tenant account on source grid

4

Yes,
Configure same identity | t€nant Using No
source on both grids identity
federation?

¢ + Yes, grid

Optional, create

Create federated Create local groups and

. federated groups on .
groups on source grid . users on source grid
source grid
\ 4 v
StorageGRID imports StorageGRID clones
federated groups to local groups and users
destination grid to destination grid
Create 53 access keys 4—‘

Optional: Clone 53
access keys from source
to destination

J2lE #EX 22
Je|E 2| Xt f8sts tHAlE 2| StorageGRID A|AEIO] off JL=X| oo w2 ZatEL|Ct T2 = HEfe|o]M
A Z" SSO(Single Sign-On) £ ID H|H2|0| M AtEEiL|Ct,

AN 220 ciet SSO FA(MEH ALgh

J2|E 20| HZS| StorageGRID A|AH & StLI0A SSOE AFEdts 3% & 22|E0M 25 SSOE
AtEdtiof Lict. 22| HCfo| ¥ S fIdH EHIHE AES MHstr| Mol HiHES] A Sl Ci4 J2|=of thgt a2|=
2| Xt TS THAIE =&sHoF LTt

£
1. = J2|=ofl sl SYsHID AAS FHELICH S HESHIAIR "ID HEf2|0] 42 A2ELCh,
2. £ J2|=0f thel SU% SSO ID Z2XHIDP)E TABILICH 2 AXSHIAIR "Single Sign-On 741",
3. =Ygt ple| NES MAHLICH SUS B3 I8 I & 2|E RSN

() ol @l 280l HUES ael| ol £ 22|S0f gl B2 BlHES thatl =2R|EIX kgLt

80



AE 220 oig 22| = F ID HEH 0] M 4(ME ALY

StorageGRID A|AE! F StLI0J A SSO §10] ID HH2||0| S AF8SH= 29 & J2|E 25 ID HHz|0| Mg
AREstioF L|Ct J2|E HHe|0| S Qs HIFE AI™S Mdsty| Moj| HI'HES AA Sl CiA TJ2|=0f| cigt J2|=
Z2|Xt7L O THAIE 3slof BiLICE
CHA|
1. & J2|=0f chell St ID 2AAE RHELICEH 2 HESHIAIR "ID H|H|0| M2 AF2 L T,
2. Heo w2t S8 250 AA B A EHIHE A™o| Chot X7 RFE HMA Hot0| = R "sYct 22| g2
MABLCH SYe 88 I82 71Nt & J2|E 250l
@ T O2|E0 gl S O80 FE HMA Hots T6tH s HIHET ChA TJ2|=0f SH| = K|
t&LICH
3. 8¢ O50 =A™l cHst x£7| FE HMA HTH0| Qs B2 2 RE ALK} S E X ™ELICH
5|2 S3HUE AN MAgL|ct
MEHMO R SSO K= ID HHz[o|Mg 74st £ O2|E 2|XH= CHe HHAIE 3t B2l K|S CHE
StorageGRID A|AHIO = EXE &+ = HHEE AFSL|CH
CH
1. AN 22 =S Q8| HIHES| AA J2|E2 AIRE J2|E2 A™TIL|CE
HHEIL MS YME J2|EE H'YES| _source GRID_2t1 YLICL HHUET SX|&l= J2[EE
E|'IEQ| destination grid _ 2t &fL|C}.
2. g J2|=0f M| S3HIUE AES MAetL|Ct
3. J2|=E HH{2|0|M HE AL * Hots SEBLICt
4. HIHE AHO0| XtAlQ| B8 ALBXHE HE|Z 2 * ALKt ID AA AL * Hots SefL|Ct
o| Hoto| 2HE 2R AA QM HHE AE 25 S IES MA6t7| Mol S ID 2AE A M6l of
SLICH AA HYEEN F7HE 8 I8 F J2|E 25 SYUTHID AAE AKX b= o T4 HIHEo|
SHg + l&LICH
5. EX Jz|E H2|o|M HES MEiRiLICt
6. HHEE XM&ELICH
J2|E S HE AR * #oto]| = M HIHEI K EE E <2 StorageGRID= CHa 2t 20| CHE J2| 20| s
HHES SEXE2E s = HagL|ct
- FHYHE AW BT St AFE D, 0|F, 2E2|X| €T o SEEl Aoto] AELCtH
° HIHEO| CHot RE HM|A Aoto| s E IES MEit A2 silek OF0| that HIHEo| SHELICH
o HIHEO CHot RE HM|A Hoto| Qs 2Z AFEXIE MEiTH A2 s ALEXt= T HIHEo| SHIEL|Ct.
2Lt s AFEXES| AT = SR K| AELICH

81


grid-federation-manage-tenants.html
grid-federation-manage-tenants.html
grid-federation-manage-tenants.html
grid-federation-manage-tenants.html
grid-federation-manage-tenants.html
grid-federation-manage-tenants.html
grid-federation-manage-tenants.html
grid-federation-manage-tenants.html
grid-federation-manage-tenants.html
grid-federation-manage-tenants.html
grid-federation-manage-tenants.html

SE2E HHE AN 93 E=

J2[E HE|0|d HZE AE * Heto| A= HIHET the 22| =0 =X|E =0 5{EE HEHE AE2 HIHE OF
MEXt Bl 83 MM A F|E 22 =HISH| flol ChS HAHIE A = ASLIC

THA|
1. HlHEQ)

N
2. 5|185|= 342 A2 YA HIHE AF ZF0M ID TC{2fo]d g F4etct
3 E

AAHEEO M I8 = AFEXIL HME|H StorageGRIDE XS 22 CHA HIHEN 222 MASHK| T
CHEOlM CHAl 242 22S WHSHR| ELIC.

:I:

4. S3 MM|A 7|1E MHELCE
5. RO w2t AA HEHENM Y HHEZ S3 AMA 7|5 SHRLICEH

S E8E|= HUE A I E 20| et XpAet LHE1 OF, AH8XL ! S3 HMA 7|2 2E S| Lol Chet XpAet
H_go o %} _7E'6|-ﬂk|9 uag Eﬂ'—‘iE —,E |:|| A|'RX|'" oj "APl |-%3|-02| S3 o—ﬂk”ﬁ 9|o| Er=K=1 AHA"l:IL_lEl_u

=T—= OO

Bl

P imEl=

i
>
ru

wAt 32| E =Xl= o HEE 2702 StorageGRID A|AHIO|A MEASE S3 HIZ! 7H0f| LEREZS
XS 2 FHots AYLICE 12| = HEHHo]d HE". "AlE 22" uxt 22|= SH|o

FAYULIN?

82


https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-account-clone.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-account-clone.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-account-clone.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-account-clone.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-account-clone.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-account-clone.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-account-clone.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-account-clone.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-account-clone.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-account-clone.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-account-clone.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-clone-keys-with-api.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-clone-keys-with-api.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-clone-keys-with-api.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-clone-keys-with-api.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-clone-keys-with-api.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-clone-keys-with-api.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-clone-keys-with-api.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-clone-keys-with-api.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-clone-keys-with-api.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-clone-keys-with-api.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-clone-keys-with-api.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-clone-keys-with-api.html
https://docs.netapp.com/ko-kr/storagegrid-117/tenant/grid-federation-clone-keys-with-api.html

Tenant Create versioning-enabled
user bucket for source tenant
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Create identical bucket for
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'
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directions?

Both

Enable cross-grid replication Enable cross-grid replication
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v

Add or modify object in source
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v

Delete object from source
(delete marker inserted)

v

Delete object version | Object version is not deleted
permanently from source from destination

New object version

—p replicated to
destination bucket

Delete marker
—p  replicated to destination
{optional)
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Tenants = tenant A for grid federation

tenant A for grid federation

Tenant ID: 0899 6970 1700 0930 0009 I_D Quota -
Protocol: 53 utilization:
Object 0 Logical 0 bytes
count: space used:

Quota: —

Description:  this tenant was created on Grid 1

‘ Edit ‘ |Actionsv

o This tenant has been cloned to another grid. If you edit or delete this tenant, your changes will not be synced to the other grid.

Space breakdown Allowed features Grid federation
B Q Displaying ane result
Connection name = Connectionstatus @ 2 Remote grid hostname @ % Lasterror @ &
Grid 1 to Grid 2 & Connected 10.96.106.230 Check for errors

3. MEHMOZ * Grid Federation * §2 MEHSI0] 2 O|SELICH "2 HE2|0| M8 HE S BLEHE LT,

J2|E SE HE AR * eto] A= HIHES HEG o ot 22 2 it XHSE MEHALQ HIHE AE HE" S
Atgtofl felsti Al
* HIFEO * 2= HHo]d HZ Mg * HSH0| A= 3 HE2 4 J2|E0M HIHE MR YEE HEE
AL a2t HF et E2 CHE =30 SAtEIX| SELCH HEHE MR FEE 12| = ZHof| E7|5af5._| HEi=
HAS sAsHof LTt

FAISHH & J2|=0f tio Set HE A
*HHES HEY o * 22|= HH{{o|d AE AL * &

= =
* HIHES HEY wi= CHE 22| = HiEold

J2|E SY HE AE * Heto| A= HIHEES MA00k ot 2 2| Lt XHE MEYAR "HIHE AIES AHShs
SYULICH LS Aol R2l5tM A2

- 22 72|20 M Qe HIUES HAHst2T B A4 2|0l M ST AF 3t B 212 HHsHOF ShLiCt,
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Jz2|E HEo]d AE AL ASHS HMA LT

HIEHEZ 22| HHo]d HZES AESHA| == of2{E * J2|= HE{2{0|d AZE ALE * HetS H|[7{3H{OoF §HL|Cf.

Grid 1 Grid1 Grid 2 Grid 2
Disable replication —J» Remove permission —Jp Disable replication —J» Remove permission
for all tenant buckets for tenant for all tenant buckets for tenant
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Remove permission to use grid federation X
connection

Are you sure you want to prevent Tenant A from performing account sync and cross-
grid replication using grid federation connection Grid 1-Grid 2?

» Removing this permission does not delete any items that have already been
copied to the other grid.

» After removing this permission for the tenant on this grid, go to the other grid
and remove the permission for the corresponding tenant account,

e. Connection '5427cbf8-0dd0-4b83-a2c8-25223ccd9cch’ s used by bucket 'my-cgr-bucket’

for cross-grid replication, so it can't be removed. From Tenant Manager, remove the coss-
grid configuration from the tenant bucket and retry.

A\, Using Force remove removes the tenant's permission to use the grid federation
connection even if tenant buckets still have cross-grid replication enabled. When the
permission is removed, data in these buckets can no longer be copied between the grids.

Canicel Force remove Remove
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Tenants > test
test
Tenant ID: 00402213 8117 48596503 [ Quota =
Protocol: s3 utilization:
Object count: 0 Logical space 0 bytes
used:
Quota: -

m ‘ Edit ‘ ‘Actmnsv

g Tenant account could net be cloned to the other grid.
Reason: Internal server error. The server encountered an error and could not complete your request. Try again. If the problem persists, contact support. Internal
Server Error

Retry account clone
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Grid1-Grid 2

Local hostname (this grid): 10.96.130.64
Port: 23000
Remote hostname (other grid): 10.96.130.76
Connection status: @& Connected
‘ Edit ‘ Test connection
Permitted tenants Certificates
search O\ Displaying one result
Tenant
Lasterror @ =
name
2022-12-22 16:19:20 MST
Cross-grid replication has encountered an error. Failed to send cross-grid replication request from source
% S bucket 'my-bucket’ to destination bucket 'my-bucket’. Error code; DestinationRequestError. Detail:
enan

InvalidBucketState. Confirm that the source and destination buckets have object versioning enabled and $3
Object Lock disabled. (logiD 13916508109026943924)
Check for errors

HE ®g
2} 22| H|H{2|0]d HZO CH3H * Last error * (OFX|2t 237 *) Boil= HIFES| HIO|E{7t THE O2|=0f S/ &1

AS M dst= f & |29 @RI EAIELIC. of Boil= OtX[afe = 2ot WX}t O2[E =H| 270 HA|EL|CH
O|Tl0f| 2ot QR = HAIEX| 4ELILE CHZ O[] & SILIZ QI8 o] Bof| 2F7F LME &~ ASLICEH

- AX 2 HEES 32 4 LT

P AA S S 4 YEUCh

* T4} B2I0] AR|E| LT

* CHA H1200] CHE Aol oJsH CHA| A EI QU LIC,

* T4 B0l BT 22|17} LAl SXIEUALICH

* OA B2 S AFOR ChA| M4 E|QUX|BH $ThE 0| XIFE|X| QUALICE
EELY

Orx[at @F * Eof| 2F HIAIX|Z} LIEILIH TS THAIE sHSHHAIL.

1. HA|X| IAES HESH|C}
2. HEE|= ZAS SAHSHLICEH 0|2 S0 AL O2|E 2XIE /8l CHA HZI0AM HA 227} LA| SEHE 2 )i
HZI9| T 22| S CHA| AFRst= 2 M- TtL|Ct.

3. HIO|E0|M & E= HUE A™HS Mefetct.
=
=

4. Clear error *
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S. HIAIX|E X[ A[AR MENE AC|0|ESHH * of * & MEHSHYAIL.

6. 5-6 Ik 7|CtEl Chg A QEMES HZI0| @&LICH RF HAIX|7F CHA] LIEHLEX] gb=X] 2ol st ct.

|

@ LF HAIXIZE XK =X 25t H A IHAIE =418t7| Hofl HAIX|S| EfYARMII} LIEH =
5% 0|4 Z|CHE LTt

Cross-grid replication permanent failure * 22l0| E2|HZ|AELILCE.

NE HH
O] Y& ALEXIZ} S Al OF ot= Ol 7 WE0| & 2|22 Kl 7o HHE A E SHE -~ 1SS LIEFELICE 0]
orzlo QHIMOZ AA L [HANHZIO| HHAO R Ql| BhAHSH|C}

1. 2107t EE|AE D220 23S}

- P> AA”> >+ 2|5 HEE|o|M * = 0|Sote] LEof| LIEE HE 0

i
o
2t
o>
il
iul

2
3. 51&% HIHE HollA * Ofx|2t 23 * HE Q150 F 7t U= HIHE
4

A
- QRO TS ApMISE LHE2 of XHE HZSHIAIR "J2[= HH|0[d HES ZLIEHF RO WXt 2| = FX|

=
a. of X|HS HESHIAQ "HIHE AUS ZLHZLLICH WXt 22|= SH2| the J2|=0f B EI S-S
AR IFSHA| RUAEX| HRARfLICE.

b. Lol w2t M HHIE M = AXS cheh T2 0] et BIHE 2E2E s2[HAIR
6. Jg2 = 2 HHES HR F 12|=9| HIHE 2[Xtof| 2001510 HZl FES HlwY = Y&
7. WXt 22| = ER|7F 2t 2t H2lof Chsl LSS 2l gfuct
o OE J2|=0f S HIHES| ST HA0| ASLICHZ S 0|52 ALESHOF &).
° F HA0=E 2% JHA HE 227 2ot ASLICHT J2|E S StHofA HT 22| S SHE = 8l3).
° & HZlof E Z30| Hjg-getELtt

8. ZH|7t SHEEA=X] S HESHIAIR "2 HH|o[d HAZES ELHE YL I 2A
J2|E =X HERS HESHL LS HAIE +ASHHA2.
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MEttLCt.
C. HIAIXIE X212 A|AE MEHE HO[O|ESHAH * of * & MEISHYAL.

d. 5-6 Ik 7|Ctel Chg A QEMES K210 @E&LICH 2F HAIX|7F CHA] LIEHLEX] gb=X| 2ol ct.

|

@ LF HAX|ZE XA EX] 2elot2{® M M E a=45t7| Tol| HIAIX|Sf EFYARMI I} LEEHE
2 5% 0|4 7|CHELc.

() ooz s e o o2 B 2y £ YL
a. 2 O|SBILIC "Mt =X XeiS Aot Ch| A ZoHAAl2" THE T2|Sof HotR| 28 1S
ASLALE DS ARISHT 0| that ZHE MAIZSILICH

WAL 2|2 BN 2|AAS AIBE £ QI8 FD

=H

Cross-grid replication resource unavailable * 217t E2|HE|A}&LICH

NE HE

O] Y22 ZAAE AT £ Q7| 20| ux} OJ2|E SX 80| Ex7 ZS LIEMHLICL OIE S0, HEX3A
LRI JUZS = JUELICE

HE =K

2. ZH7F K| &EH St HZof ths * 22| = HiE{2]|o I"1 HZE A * A0t A=K E= =20 cheth* ==+
et S4E & =X ALt o] Z1E= 0l2{et ZUE HZY Wi sHZE 5 UASFLICH
3. QRO CHEt XtAIe LHER2 2| XA S BARSHIAIR "T12|= HT{2|0|8 HZAS DLIEZELCH WXt J2[E =X
HEES HESLICH
4. A2 SHEY £ Q= ER 712 X 2ol 2e3HMAIR
=7t i ZE =0ll= uxt 22|E SHY LMoz T T
Amict SX| HUS MBS CHA| A5 A2

Cross-grid replication permanent failure * 211 E S{{ A%t 20i|= 0™ JHAl|L} A EAIS
CHE J2[=0f| SHISHK| 23 =X 2fels{of efL(Ct a3 Ol2{gt K| E CrA| =&IStAHLE
AL
=

AL AN - —

Grid Management APIE AH8510] SH|E CiA| A|l=g 5=

Cross-grid replication permanent failure * 222 AF2X} 7HI0| 2R3 O|RE

|
=
MY =+ glSS LIEFHLICE O] LE2 URINOoZ A =Y HIlo| HE o=

£ BEBHUAS 12| 58 o5 27 5"

— od

a2|=9| MAl ZH HIHE 7”11|§
Qloh EUBfLICH XiMITE LHE

SHSHR| Ret M 7H Q=X elgfict
K| &= A OF7t CHE J2[=0 SH|E|X| 52 <2 OIS 2telstz{H of thet ZAF 25 HMe = AEL|Ct
=

"CGRR(Cross-Grid Replication Request)" HIA|X]. O] HIA|X|= StorageGRIDZ} Ci & HZl0f| 22|
QHHME L= AF| OFAHE SH[SHK| 2 o 2304 F7HELICE

109


https://docs.netapp.com/ko-kr/storagegrid-117/monitor/grid-federation-monitor-connections.html
https://docs.netapp.com/ko-kr/storagegrid-117/monitor/grid-federation-monitor-connections.html
https://docs.netapp.com/ko-kr/storagegrid-117/monitor/grid-federation-monitor-connections.html
https://docs.netapp.com/ko-kr/storagegrid-117/monitor/grid-federation-monitor-connections.html
https://docs.netapp.com/ko-kr/storagegrid-117/monitor/grid-federation-monitor-connections.html
https://docs.netapp.com/ko-kr/storagegrid-117/monitor/grid-federation-monitor-connections.html
https://docs.netapp.com/ko-kr/storagegrid-117/monitor/grid-federation-monitor-connections.html
https://docs.netapp.com/ko-kr/storagegrid-117/monitor/grid-federation-monitor-connections.html
https://docs.netapp.com/ko-kr/storagegrid-117/monitor/grid-federation-monitor-connections.html
https://docs.netapp.com/ko-kr/storagegrid-117/audit/cgrr-cross-grid-replication-request.html

EANEY £ USLICH"ZAL- AH E1" ZE 7| 4|2 YA OZ HetetL|Ct
AlEFSE2| Hofl
* RE AN A HTHO| QELICH
* 2(B) 2Rt ASLICE passwords . txt IHY
© 712 &2 kB9l IP FAE €1 ASLICH
EHA|
1. 7|2 2t2|xt 20| 23QIEHL| L}
a. CI2 HHZ UHBILIC ssh admin@primary Admin Node IP
b. of] LIEEl A5 E A2ABIL|C} Passwords. txt I
c. ZEZ Metst#H Chs HES YHELICE su -
d of LIgEl A E UBBILIC Passwords. txt IHY
FEZ 2OQI5tH TETEJI Of| A HAELICHs E MEfSIL|C} #

2. audit.log 0l CGRR HIA|X|E ZMst ZHAL ME T E AFESH ZTHE ZoigtL|Ch
oflE S0f o] BE2 K|t 302 S 2= CGRR HIA|X|0]| CH3H grepsE &5t ZAL B =75 AFEEL|CE
# awk -vdate=$(date -d "30 minutes ago" '+%Y-%m-%dT%H:%M:%3') '$1$2 >= date {
print }' audit.log | grep CGRR | audit-explain
HHOo| Zut= 0] oflet 20| E|H, o] oMol = 67H2] CGRR HIA|X|0f| CH3t SH=0| JLELICE O] M ZE IZA
J2|E =X 2H0| M E =M = g7 2o Yot LR E HretUELICE MZ M 7HK] 2F = "HH| =H|"
o[, OfX|2E M| 7K 2F = "O0bH X" ZHEE LICE
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CGRR Cross—-Grid Replication Request tenant:50736445269627437748
connection:447896B6-6F9C-4FB2-95EA-AERFI3A774E9 operation:"replicate
object" bucket:bucketl23 object:"audit-0"
version:QjRBNDIzZODAtN]jQ3MyO0xMUVELTg2QjEtODIJBMJAWQkI3NEM4 error:general
error

CGRR Cross-Grid Replication Request tenant:50736445269627437748
connection:447896B6-6F9C-4FB2-95EA-AERFI93A774E9 operation:"replicate
object" bucket:bucketl23 object:"audit-3"
version:QjRDOTRCOUMEN]jQ3MyO0xMUVELTkzMOYtOTgIMTAWQkI3NEM4 error:general
error

CGRR Cross-Grid Replication Request tenant:50736445269627437748
connection:447896B6-6F9C-4FB2-95EA-AERBFI93A774E9 operation:"replicate
delete marker" bucket:bucketl23 object:"audit-1"
version:NUQOOEYxXMDAtNJQ3NCOxXMUVELTg2NjMtOTYS5NzAWQkI3NEM4 error:general
error

CGRR Cross-Grid Replication Request tenant:50736445269627437748
connection:447896B6-6F9C-4FB2-95EA-AERFI93A774E9 operation:"replicate
delete marker" bucket:bucketl23 object:"audit-5"
version:NUQIODUwWQKUENJQ3NCOxXxMUVELTgINTItRDkwNzAWQkI3NEM4 error:general
error

Ztg=0f= 02 dE7F Zee|of /JELICE
oo gL/t A
CGRR WAt JZ2|E X 2% QX o|=elL|ct
HHE HEES| A IDYILICH
k<! J2|E mf|EHzjo| M H&S| IDYILICH
NI AN B0 =X 2ol /.
* QHHE =X
* AMM| OFHE SH|g|ct
* OtE IHE JHM|E S X LICH
ST EA tH2l O[S RILICEH
QHNE 7HH| o] EILICH
HH ZHH[o] A IDILICH

1M



B0 igtct oy

e OF QuelLICh A2A J2|E SHo| Mg 39 QFLE Ayt oF
OI|_| |:_|-
= .

A S=S ddota e M2 SHE|X| 42 0FHE AfHst 7|2 28I E e = U2 F 71X &Y S Stz
ERE MAZY = ASLICH

* A QEHMEES AA HIICE ILTSHYAIR

© JE2|E H2[ ME APIE MEYLICHAEE T X).

1. Grid Manager &ttollA| =% 00| 2 ME{SID * APl documentation * S ME{EFL|CE.

2. 8 API ZMEZ 0|5 * S MEfRL|CH.

@ "H|S7H"=2 HA|El StorageGRID API 282 0f| 1 gio| HAE &= JU&LICE StorageGRID ©&
ANEZQIET RHO| API HH S FAISLICE

3. Cross-grid-replication-advanced * MMOf|A CtS 22X S MEHBIL|CE,
POST /private/cross-grid-replication-retry-failed
4. Higst7| * E MEHSIL|CE

S. body * HIAE MXIO|M * versionID * 2| Of|X| &= Mufst Wkt J2|= SH| @O si2st= audit.log o HH
IDE HHEL|CE,

EAE F2l0f| 2LZEE S0{0F gLt
7. *1H'I SH =":7f 204 * QIX| =lgtL|CL Ol 7HM| EE= AHA| OFA 7t CHE J2| =0 WXt 22|E SHIE 2ok

H 2F0| M2|E ?l6H LiF 7|20l =7t=ASS 2|0t

HT
Jn
o
rlo
El
_>'t
I_|
_IHI

=X HA=E ZLIE>IgLICH

=1l WAIE SHS DLIE{S0] Krelo] 2HREIQUE| Solsfof BiLiCt,
Al = AR| OFHS CHE D20 ZRISH{E 5 AlZt ol4to] Ha 4 YALICH
TS 5 7R W B LR WALE SIS BLEE 4 ALt

* S32 AMFETLICH 5| = JHH|" BB A TP 27| QMG AL, SE0|= StorageGRIDO| 2t s & SH= 20|
EELICH x-ntap-sg-cgr-replication-status ChHS 2F & SILIE 4= SE 6llO:
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+* A = Ol FOHZ Q1s) R0l TR LICH AFBAIF RS

2HX| * replica *: 4H|7} 22 2| =0 M SH| =[RS LICEH

1. M8 API HEMQ| * cross-grid-replication-advanced * MMO|| A CHS 2™ S MEHSIL|CE,
GET /private/cross—-grid-replication-object-status/{id}

2. HiEsts| * & MefgtL|Ct,

3. Of7H 4 MMM o AFR2SH HE IDE YAHBILICH cross-grid-replication-retry-failed
QAESIAA L.

4. Execute * & MEHBIL|CY,

S. M 8% FEJt* 200 * Q1X| 2tQlgtL|CH.

6. Ct3 & stLtel Sx| AEE HAERLICE
o *HF I * N7} of R SH||X| AASLICH
o x et El * SH|7 M3/SLICL

o Al FFHRl FHoi= Qs SH|0| HIHYASLICE AEXIH LFE S ZsHOoF LT
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StorageGRID= HIO|E =2t ¢t
AESYLICH O Ez FArSE &
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S2I0|HE QBN E= HTTP HZAO| AFSE LT

7| 22| MHE FEELICH
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ot S H|of Rt
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HiZO| 2ot ZEE NQlot BE ZEO| Cigt HMAES Kttt = JEL|CH
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Certificates

Global

external certificate authority.

Name

Grid CA

Client

Description

Load balancer endpoints

Tenants

Type @

View and manage the certificates that secure HTTPS connections between StorageGRID and external clients, such as 53 or Swift, and external servers, such as a key management server (KMS).

Other

The StorageGRID certificate authority (“grid CA") generates and signs two global certificates during installation. The management interface certificate on Admin Nodes secures the management
interface. The S3 and Swift AP| certificate on Storage and Gateway Nodes secures client access. You should replace each default certificate with your own custom certificate signed by an

Expiration date @ =

Management interface certificate

S3 and Swift API certificate

Secures the connection between client web browsers and the Grid

Manager, Tenant Manager, Grid Management API, and Tenant

Management APL

Secures the connections between 53 and Swift clients and Storage
Nodes or between clients and the deprecated CLB service on Gateway

Nodes. You can optionally use this certificate for a load balancer

endpoint as well.

Custom

Custom
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Matches the test configuration used for Common Criteria certification.

o Some StorageGRID services have not been updated to use the ciphers in this policy.
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KMS setup

Create a 5torageGRID
clientin the KMS

\

Obtain KMS details:

* Host names and port
Alias for encryption key
Server CA certificate
Public client certificate
Client private key

v

Add KMS to Grid Manager
for a site or group of sites

Appliance setup

Enable node encryption in
Appliance Installer

v

Install appliance:

* Volumes are encrypted
with data encryption
keys (DEKs)

e DEKs are encrypted
with temporary key
encryption key (KEK)

v

Deploy appliance as a
node in StorageGRID

v

No Has a KM5
been configured for
the site?

* Yes

Appliance receives KMS

KMS process

>

configuration

v

Appliance connects to

Yes

Power on
or reboot?

Mo

> KMS to request key

v

KMS key replaces
temporary KEK

v

Appliance is secured by
KMS

A
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KMS Cluster 2
(default)

KMS Cluster 1
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Configuration = Key management server

Key management server

If your StorageGRID system includes appliance nodes with node encryption enabled, you can use an external key management server (KMS) to manage the

encryption keys that protect your StorageGRID data at rest.

Configuration details Encrypted nodes

You can configure more than one KMS [or KMS cluster) to manage the encryption keys for appliance nodes. For example, you can configure one default KMS to
manage the keys for all appliance nodes within a group of sites and a second KMS to manage the keys for the appliance nodes at a particular site,

Before adding a KMS:

= Ensure that the KM5 is KMIP-compliant.

» Configure StorageGRID as a client in the KMS,
= Enable node encryption for each appliance during appliance installation. You cannot enable node encryption after an appliance is added to the grid and you

cannat use 3 KMS for appliances that do not have nede encryption enabled.

For complete instructions, see Confipure key management servers,
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Add a Key Management Server

o KMS Details

KMS details

Enter information about the external key management server (KMS) and the StorageGRID client you configured in that KMS. If you
are configuring a KMS cluster select Add another hostname to add a hostname for each serverin the cluster,

KMS name @
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Manages keys for @

Port @

2626

Hostname @
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Add a Key Management Server

@ KMS Details

0 Upload server certificate

Upload a server certificate signed by the certificate authority (CA) on the external key management server (KMS] or a certificate bundle,
The server certificate allows the KMS to authenticate itself to StorageGRID

Server certificate @

Add a Key Management Server

@ KMS Details

o Upload server certificate

Upload & server certilicate signed by the certificate suthonity (CF

on the extémal '-f:r MANIZEMAENT ServeT (KMS) of 3 certilic ate
bundle. The server certificate allows the KMS 1o authenticate itsell o StorageGRID

Server certificate @
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Add a Key Management Server

(i} KMS Details G) Upload server certificate o Upload client certificates

Upload the client certificate and the client certificate private key. The client certificate is issued to StorageGRID by the external key
management server (KMS), and it allows StorageGRID to authenticate itself to thie KMS,
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Client certificate private key @
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Add a Key Management Server

(«) KMSDetails («) Upload server certificate ° Upload client certificates
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1. Tenants * & MEHBIL|CE

View information for each tenant account. Depending on the timing of ingests, network connectivity, and node status, the usage data shown might be out of date.
To view more recent values, select the tenant name.
Name €@ = logicalspaceused @ =  Quotautilization @ = Quota € = Objectcount € =  Signin/Copy URL @
Tenant 01 2.00GB 10%  20.00GB 100 4 0
Tenant 02 85.00 GB 85%  100.00GB 500 4 0
Tenant 03 500.00T8 50% LO00PB 10,000 —):| |_D
Tenant 04 475.00TB 95% 500.00TB 50,000 —):| |_D
Tenant 05 5.00 GB 500 4+ 0
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Tenants

To view more recent values, select the tenant name.

Export to CSV Search tenants by name o

Name @ 2 Llogicalspaceused @ 2  Quota utilization @

Y
-

Q

View information for each tenant account. Depending on the timing of ingests, network connectivity, and node status, the usage data shown might be out of date.

Displaying 5 results

Quota @ 2 Objectcount € %  Signin/Copy URL @

Tenant 01 2.0068 10%  20.00GB 100 4] [0
Tenant 02 §5.00 GB 85%  100.006B 500 41 0
Tenant 03 500.00 T8 50%  1.00PB 10,000 40O
Tenant 04 475.00TB 95%  500.00TB 50,000 410
Tenant 05 5.00 GB 500 4+ 0
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g One or more endpoints have experienced an error and might not be functioning properly. Go to the Endpoints page to view
the error details. The |ast error occurred 2 hours ago.
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Platform services endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service (CloudMirror
replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to use.

g One or more endpoints have experienced an error, Select the endpoint for more details about the error. Meanwhile, the platform service request will be retried automatically.
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my-endpoint-2 0 2 hours ago Search http://10.96.104.30:9200 urn:sgws:es::mydomain/sveloso/_doc
my-endpoint-3 0 3days ago Motifications http://10.96.104.202:8080/ arn:aws:sns:us-west-2::examplel
my-endpoint-5 12 days ago Notifications http://10.96.104.202:8080/ arn:aws:sns:us-west-2::example3
my-endpoint-4 Notifications http://10.96.104.202:8080/ arn:aws:sns:us-west-2::example2
my-endpoint-1 53 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucketl
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Add interfaces to the HA group
Select one or more interfaces for this HA group. You can select only one interface for each node.

ERTE Q Total interface col
Node = Interface @ = Site @ 2 IPvd subnet 2 Mode type @ =
DC1-ADM1-104-96 ethD @ DC1 10.96.104.0/22 Primary Admin Node
DC1-ADM1-104-86 eth2 @ DC1 Primary Admin Node
DC2-ADM1-104-103 eth0 @ bc2 10.96.104.0/22 Admin Node
DC2-ADM1-104-103 eth? @ DC2 Admin Node

0 interfaces selected
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° QEHO|AE MEHE 4~ Gl= F2 oie efelZto] HIZHSHELICH XHME LIE2 & B S HESHAIL.

Site @ = Nodename @ =

Dioda & nndeoe T nea AN

You have already selected
an interface on this node.
Select a different node or
remove the other selection.

1l
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Of QE{m|Oo| 20| o7t HUsHH VIP FaE= ALE 7hstl ChE 24 &9l QIEH0|AZ O|SELICt.

1. Priority order* 2| &S Z0{A 7|2 QIE{H|0| A2} W] QIEH|[O|A S ZFHSL|CH.
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SE| A | QIHH0|A = 7|2 QAE{HO|ARLICE Primary QIE{H| 0| A= Z0H7 S| ob= T Active
QUE{H| O] A IL|C}.

Determine the priority order
Determine the primary interface and the backup (failover) interfaces for this HA group. Drag and drop rows or select the
arrows.

Priority order @ Node Interface @ Node type @

1 (Primary interface) : DC1-ADM1-104-96 eth2 Primary Admin Node

2 s DC2-ADM1-104-103 eth2 Admin Node
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1. MEUI CIDR* 2ZEO0|M CIDR EAIHRZ VIP MELUIE XIHELICE IPv4 4 CHS00 S2iAl2F MEL Z0|(0-
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Enter details for the HA group

Subnet CIDR @

Specify the subnet in CIDR notation. The optional gateway |P and all VIPs must be in this subnet.

Gateway IP address (optional) @

Optionally specify the IP address of the gateway, which must be in the subnet. If the subnet address length is 32, the gateway IP

address is automatically set to the subnet IP.

Virtual IP address @

Specify at least 1 and no more than 10 virtual IPs for the HA group. All virtual IPs must be in the same subnet. If the subnet length is

32, only one VIP is allowed, which is automatically set to the subnet/gateway |P.

Add another IP address
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Subject DN:
/C=Country/ST=State/O=Company, Inc./CN=s3.storagegrid.example.com
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Alternative Name: DNS:*.s3.storagegrid.example.com
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Parent interfaces
Select one or more parent interfaces for this VLAN interface. You can only select one parent interface on each node for each VLAN interface.
e Q
Site @ = Nodename @ 2 Interface @ = Description @ % Nodetype @ = Attached VLANs @
Data Center 2 DC2-ADM1 etho Grid Network Non-primary Admin
Data Center 2 DC2-ADM1 eth2 Client Network Non-primary Admin
Data Center 1 DC1-G1 ethD Grid Network Gateway
Data Center 1 DC1-G1 eth2 Client Network Gateway
Data Center 1 DC1-ADM1 etho Grid Netwaork Primary Admin
2 interfaces are selected. Previous
2. Continue * & ME{RILICE.
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The AutoSupport feature is disabled. You should enable AutoSupport to allow StorageGRID to send
health and status messages to technical support for proactive monitoring and troubleshooting
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« HTTP
- SMTP
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AutoSupport

The AutoSupport feature enabies your StorageGRID system to send periodic and event-driven health and status messages fo technical support 1o ailow proactive monitoring
and troubleshooting. StorageGRID AutoSupport also enabies the use of Active IQ for prediclive recommendations.

Settings Results
Protocel Details
Protocol @ ® HTTPS HTTP & SMTP

NetApp Support Certificate Validation @ Use NetApp support certificate v

AutoSupport Details
Enable Weekly AutoSuppori € r
Enable Event-Triggered AutoSupport € 7]

Enable AutoSupport on Demand @ (]

Software Updates

Check for software updates @

«

Additional AutoSupport Destination

Enabis Additional AutoSupport Destination €

‘ Send User-Triggered AutoSupport ‘

2. AutoSupport HIAIX|E ELi= Ol AHRE T2ES S MEfSiL|CE
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AutoSupport

The AutoSupport feature enables your StorageGRID system to send periodic and event-driven health and status messages to
technical support to allow proactive monitoring and troubleshooting. StorageGRID AutoSupport also enables the use of Active 10
for predictive recommendations.

Settings Results

Weekly AutoSupport

MNext Scheduled Time @ 2021-09-14 21:10:00 MDT

Most Recent Result @ Idle (NetApp Support)

Last Successful Time @ NiA (NetApp Support)
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Additional AutoSupport Destination

Enable Additional AutoSupport
Destination @

Hostname @

Port @

Certificate Validation @

CA Bundle @

testbed.netapp.com

Use custom CA bundle

BEGIN CERTIFICATE
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Browse

o
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Settings Results

Weekly AutoSupport

Next Scheduled Time @  2023-02-18 04:37:38 MST
Most Recent Result @ Idle (NetApp Support)
Last Successful Time @  N/A {(NetApp Support)

Event-Triggered AutoSupport

Most Recent Result @  Falled (NetApp Support)

Last Successful Time @ N/A (NetApp Support)
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1. QLRI AT Z2 2F HAIXIE EAZLICE O|E S0, AH8Xt7F SHIE O|H|Y #M A™ S MSSHK| 2t
SMTP T2 EZS MEHSIH L3 RF I HA|EILICE AutoSupport messages cannot be sent using
SMTP protocol due to incorrect settings on the E-mail Server page.

2. HAIX|E CHA| ELHX| Q& LICE

3. 0| 2LFE 7|ZELICH nms. 1og.
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O|HIY ME{7t AlgH FOIX| IS A 2(* support * > * Alarms (legacy) * > * > 2|7 A| O|H|Y M *). AutoSupport

H|O|X|0f| CtS 1t 22 237 HA|X|7} LIEHE & }ELICH AutoSupport messages cannot be sent using
SMTP protocol due to incorrect settings on the E-mail Server page.
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O|H| Y ME{7 Ml F2IX| 2elgtL|Ct. AutoSupport H|O|X|0f| CHE 1t 22 2F HIAIX|ZF LIERE 4= ASLICH.
AutoSupport messages cannot be sent using SMTP protocol due to incorrect settings
on the E-mail Server page.
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Technical Support
Chassis serial number: 031517000693
& NetApp My Support ('

. . US/Canada 888.463.8277
Support Resources Diagnostics AutoSupport Other Contacts

AutoSupport operations AutoSupport status: Enabled @

Enable/Disable AutoSupport Features
AutoSupport proactively monitors the health of your storage array and automatically sends support data ("dispatches”) to the

support team.

Configure AutoSupport Delivery Method
Connect to the support team via HTTPS, HTTP or Mail (SMTP) server delivery methods.

Schedule AutoSupport Dispatches
AutoSupport dispatches are sent daily at 03:06 PM UTC and weekly at 07:39 AM UTC on Thursday.

Send AutoSupport Dispatch
Automatically sends the support team a dispatch to troubleshoot system issues without waiting for periodic dispatches.

View AutoSupport Log
The AutoSupport log provides information about status, dispatch history, and errors encountered during delivery of

AutoSupport dispatches.

Enable AutoSupport Maintenance Window
Enable AutoSupport Maintenance window to allow maintenance activities to be performed on the storage array without

generating support cases.
Disable AutoSupport Maintenance Window

Disable AutoSupport Maintenance window to allow the storage array to generate support cases on component failures and
other destructive actions.
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a. A 3R HSE UHSILICH audit share number

HIAIX|Z7F EAIZ|H ZA SR ZAL 2EI0|UES| IP F4 L= IP T4 He S Y=L CH

4

client IP address

C. HIA|X|Z7} EA|E|H * Enter * & S+&LICL.

HOUM| A #oto] A= 2 =71 ZAF 22t0|AE0]| T3l of2{et 5t¢| HHAIE Ht= gLt

MH| AT} gHol 8l FA|ElL|C},
b. HIA|IX|7} BAIE|H * Enter * £ =2 L|C}.

NFS 718 REE|E|7} EAIELICE
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C. NFS #+4 REZ|E|E EE&LICH exit
8. CtE AIO|EOM ZA SRE AHBSIEE MAlof sH=X| ZQIRLICt,
° StorageGRID HHE 7} Tt AtO|EQI H 2 CHS THAIZ 0| SEHLICE
° StorageGRID 7 %0i| CHE AFO|EQ| 2t2| L ETt Xtk = 2 HR0| W2t S ZA S|E gdoeiL .
i. AlOJEQ| 22| LEo| Aoz 219l:

A LIS HES YHYLICE ssh admin@grid node IP
o
=

El A5 E QUATILIC Passwords. txt IHY.

NFS ZAl 2EI0|UE= IP FAE 7|2 ZAF SR CHeE HAA ot
71510 M NFS ZAL S20[AE| ZHAF S 701l CHet UM A Hots 2o
SZI0|HEE HIAHELIC.

of RO ELICt. 37/ IP F2E
St7ALL IP FAE ®AHSHH 7|1E ZiA

NFS ZHA 220|HEE ZA S R0 =7HLIC

NFS ZA 2EI0|UEE IP FAE 7|HO = ZAL S R0 CHet AAM|A Hoto] ROELICE ZAL
S7OlIP A5 FI15H0] M NFS ZiAF S20IUE0| Z AL S 700 Cieh AM A HBtS

o
HORLICE

QUELICI Passwords. txt SE/EE|XI A™ 57t Qe I QLIL|CE
UELICt configuration. txt I (S I{7|X[0A AR 7tS).

* ZtAL 220U E T NFS HZE 3(NFSv3)S AR5t QU&LICE

a. [t3 Y2 YHYLICL ssh admin@primary Admin Node IP
o
=

El ot E QUAHSBIL|C passwords. txt OHY.
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e
rin
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o

FERZ ZO0I5tH TETETLOf|M HAELICH s £ HEfBILICH 4.

2. NFS 78 RE2|E|E AZELICE config nfs.rb
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add-audit-share add-ip-to-share validate-config
refresh-config
help

|

enable-disable-share | remove-ip-from-share
|
| exit

- 55! add-ip-to-share

22| 20| HHE NFS AL 37 S 20| EAIELICH Z4AH SR= Ci32 20| LIEE LT
/var/local/audit/export

UAE2Lo HS E Qs

=

oot

LICt. audit share number

- HIARIZE BAS|H ZA SR LA SEO0[AES| 1P F4 EE 1P F24 He S LHBLICH
client IP address

NFS 78 R E2|E[7t FHA[ELICE

- YA R0l FII6H0F SH= 2F ZAF 22F0[AEof| T3 O] THAIE Hr=gtL(Ct.
- Heo mel 148 =IYL|CH validate-config
MH|AZF 2ol S JA|EIL|CE
a. HAIX|7} EA|Z|™ * Enter * & +5LICH
NFS #d REE[E|7t HA|IELICE.
- NFS 74 RE2|E[E H#ELICL exit

- StorageGRID B{E7t £ ALO|EQI A2 L= EHA|Z 0| S LIt

%I' ™ StorageGRID #=0f| CIE AIO|EQ| 22| LLEV Eotk|= B2 RO e} ChS HAL SRE

N
gdstetict.

a. AlO|EQ| 22| Eof o=z 219l

I Ot P S YLD ssh admin@grid node IP

ii. off LIEE 2SS YHYLICt Passwords. txt IFY.

b. 2t gt2| =of th$t ZAt SRE 4Gt H CHS HA IS gr=gLct
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c. ¥4 zt2| tCof cigh 4 Hot M 27018 BELICH exit

1. HE HojM 230FRYLICE exit

AL SRE THSD NFS ZAL 2E0[HEE FI1et 20|= AL ZF220|HE SRE
O2ESt ZHAL SROIM o DS AT ==

£HA
1. AMS MH|AE SAEISH= 2| 29| S210|HE £ IP FAE A0 HZA(E= 22I0|SHE AAHIC| HE)S
2IOIBtLICE &3 ping IP address

M7 SESIH AZES LEIH=X] 2Rl gL}

b

2. 2EI0IAE 2 HIHofl Zigot HHS ALE5I0] ZAL /47| T8 3K]E ORREFLICE Linux B2 o= Ch3at
ZHLICKE B0l Y3).
mount -t nfs -o hard,intr Admin Node IP address:/var/local/audit/export
myAudit

AMS AHIAE SAEISH= 22| 29| P
(o]

2e| 20| IP A9 ZHAL A|ARIO| T3l O|2] F2lE SR 0|ES AMSYLIC 02 E
X|H2 S2to[AE0 M MElist HE O|FY &

SLICHO: myAudit O BHEO|A).

$0

3. LA BRUM IHUS ALET 4= UEX] HQIBILICH 3 1s myAudit /*

K myaudit ZAt S72| OF2E K- YLICE StLt O 4o 21 mpU0| LIEE|0{0F L L.

ZAt BROIM NFS ZHAt 22H0I1ES HABiLICH
FS ZA 2E0|UEE= IP FAE 7|HO 2 ZAL SR CHEE HA|A Asto] RO ELICE P

[
FAE NS 7|E ZAF 220[AEE MAHY & ASLIC

U&ELICH Passwords . txt FE/ZEZ|A AE 227t Qe mAJL|CE

UELICt configuration. txt ME (S IH7|[X[AAM A 71S).

AL SR AMAE = OEX[H P FAE MAY &= SELICH

HE UHLYLICL ssh admin@primary Admin Node IP

=
o
b. of LIEEl A5 E AUZSIL|C} Passwords. txt IHY.
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FEZ 2OQI6tH IETETof| M HAELICH s & MEUBILICH 4.

2. NFS 74 RE2[E|E AIZIEILICE config nfs.rb

add-audit-share add-ip-to-share validate-config

help

| | | |
| enable-disable-share | remove-ip-from-share | refresh-config |
| | | |
I | | exit |

3. ZAt BRUNM IP FAE MHELICH remove-ip-from-share

MHO|| 2 E ZAL 3R H I IfAZI =F0| EAIEL|CH ZA 3R= CHEa 20| LIEE L.
/var/local/audit/export

4. UM SRl SiESts HeE UZRILIC audit share number

A SR HMAE 4= U= HBTHOIAT IP T4 SZ0| HAIELCL

oy
>
4
Jo
N
re
i
[s)
Im
n
=
o
%
-4
B>
i
N
rA
oy
>
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2tO[AEO| A [ O] & HMAT S EE|X| S LICt.

NFS 74 FE2[E[7F EAIE LT}

7. NFS 74 REE|E|IE HELIC exit

8. StorageGRID HHZE7t CHE AFO|E0]| 27t 22| .. E7F QU= CHS G|O|E] HIE] ALO|E HHZQI 2L Ho w2t O3
AL SRE HIZGsRfLct.

a. 2} AIO|EQ| BE|At LEo HACZ 29I:

b. O] TtA|E gtgsto] 2} =7t 22| L =0f Chot ZAL S/E FMELICt

c. A 2| Lof thict A 2o & 21013 BHELICh exit
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NFS ZAL 220[91ES| IP F42 #FLICH
NFS ZfAt 220U ES] IP FAE HENOF St= B2 L2 BHAIE 2 =L

A
1. 7|Z NFS ZA SR M IP A5 F7HSLC

2. 2 1P FAE HAGLICH

Kl

t de
* "NFS ZAt 22H0[UES AL S

r

=]
* "HAL SROIM NFS ZAL S2H0[HE
Ot7t0|H L E 22

ot7to|E - E2t RRYL|}?

MEHMO 2 2} StorageGRID H|O|E{ MIE| AlO|EE 07102 L E2t BH #&5Y £ JSLICH
J2{H TSM(Tivoli Storage Manager)2t 22 EtZll 2|2 0(710|H AEE|X| A|AHIY HEY &=
OIAL_||:|-

Ot7t0|E & XI°J(S3 APIE ALE3I0] 222 ER 01710|Usta TSM 0| S90S AHE5H0] B0 =0
ot7tolst= 22 EF X2 O 0|d ArEE|X| ¢ion gz S| X0 M HMAHE ol F LIt 0702

TR0 2fF 0f9f0|‘=' AEE|X| AMARICE QEHMES 0|F0t 2 ILM 2225 AEC|X| E2
CHAI=IRIQH O] = O B2 7|5S MISELICE

PSP
: * "MK E S2RE AEZ|X| EZ Ofo|dz|o| Mgt Ct
« "EHRE AEZ|X| E ALE"

Lot StorageGRID 11.7 015t2] 24 ILM F20j| A Of710|2 L= =& H|73H{of SfL|Ct. Of710|E L =0
MEE QEME H|0|H S MASHH &= ¢I0|=7} ZEASHELICH S BESHIAIR "ILM 4] &
ILM 2 Zed",

Ot7t0|2 LE= A CIOIE Q| &7 MES ¢ oH Q|F O}FI0|E AEZ|X| A|ARIS A2 X|FE £ A=

SIE{HO|E XBALICL 0t 017101 (= of A2 StorageGRID AIA™H iy ol 0f7to)= Aga
A|AEI Zko| JHK| HJO|E| M2 S ELIE1%'°.=.”-|Ef

9IS EFZO| Ch3t H&S THIH S TSM M52 AMSISHTE Op7L0|E (e ES 74311, TSM M7 82 £ AL
=7} MEHO]| 2XE W OFF}0|H LEE QIR0 R Metsln, 2| I M MNS T > YL or9+0|u
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MHE 4 XTI Ho = MNASHX| @bz QEHE H|0|E = AMEX AEE|X| LE2| 9| A C|AZ0H|A BIO{Lt
S2tRLE = HO|Zet 22 2[R 07102 AEE[X|Z 0|5 4= ASLICE. of=2{et QEHE H|0|E of7to[d 2
H|O|E| HIE] AFO|EQ| OF7t0[E .= F1d 1} 0] OF710|E L E7t ZHIX BiX| X|EE et "tHe"2 2 HEHE LM 2]
+4E Sl +ELILE ot7t0[E == OfFto| W &l 24M| T|O|E XM E 2t2|5tX| ¢, Ol= 2|2 ot7t0|2

ClHO| AT} ~&BtL|CY.
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() 2umE oletolE oftol sl x| gix|gt AS2|X Eof KAIELICH

ARC MH|A Q| Ho|

Ot7t0[E =9 Ot7t0| 2 (ARC) MH|A = TSM O|S/UHE S3ll H0|Zef 22 2| F OfFt0[E AE2|X|of tigt HAS
F4ote ol A8 E + U 22| AEH0|AE MSELIC.

O MH|AE Q& OFFI0|E AE2|X| A| AR &5 ZHE5H0] L|0f2tel AE2|X|0] Chet QEHE C|o|H & H&stn
S2t0|AE OHE2[A|0[130] OtFt0| U E K| E EY uf HMS +™5t= ARC AMH|AYL|CE S20[AE
OHEZ2|7|0] 40| Or7to| W&l K|S RESHH AEE[X| === ARC AMH| A0 A Z4A| C|0|E| S RESILICH ARC
MH[A = 2R OF710|E AEE|X| A| AR RS 510 Y E JHA| C|O|E{E HA5I0] ARC MH[AZ TESRILICH
ARC MH|AE 24| H|O|E{S &0l15t1 0|2 AER|X| L EZ M0 Z4H|E Xt 22t0|AHE o E2|H0|MeZ
dretetL|Ct,

TSM O|S#0IS Sof B|0|Z2 0f510|U 8 @E=|E Glo|E(o] gt RE2 24 B84S 9lof 22/ ELIT. &o|Zof
AAEOR MAE ANIL SUS AMZE QU TS QM3 T2 4 ASLICE 171 S @80 AE2|X]
Clutol A0l RZE wkx| ch7|stLICk. of7fol = FX|ol et A2 TH2 BE0 U= kol it ofz 282 SAlol

Xelg = ASLICt.
83 APIE S3ll 2=t =0 ot7tol2

ot7to|e =EE 738t AWS(Amazon Web Services)oll 218 HZSE7LE S3 APIE S
StorageGRID A|AHI| HEL £ A= CHE A|AHIY HES £ QESLCY.

Ot7I0|E = X|/(S3 APIE AHESI0] 22t EZ 01710|Yst 1l TSM O|SHUAHE AHESHO] H|O|ZLof|
ot7toldst= B2 E&F X|/)2 O 0| ArEE[X| oM g AZ| X0 M HMAHE ol FYLICt. o702
CE0A QF OFFI0|E AER|X| A|AHIOZ QEHEES 0|53 £ ILM 22t AEZ|X| EZ

@ CHAI=|RIQH O] = O B2 7|5S MSELICE
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2 HESHA L "SEIRE AEZ|X| E ALE".

S3 APIO|| CH3H HA MA
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S3 QEJI|O| A S AFE5I0 017102 L E0f| HZSH= Z2 S3APIO| Chet HZ B S 78 0f
gfLICt ol2{et 20| 4= Wi7tX| ARC MH|A= 25 OIFt0|2 AEE[X| A|ARIDE SAIE
= QU 20 =2 LE HEfS FX|L(C.

Ol710|E = X|2I(S3 APIS ALR310] S22t E & of7to|wstn TSM DSHI0IS AF83to] Eo|Zoj
of7jo|usts e BT K|S O 0|4 ALZEIX| ron] 3% U2|X0|A HIHE oFYULICE ofFto|=
=E0|M I 01710|2 A2|X| AAHOZ QEMES 0|5 LM 22H2E AE2X| B

O Gmeizion ol o ge Jise MEeL

LS
S HZSHAQ "2EIRE AEE|X| E ALE"
* E AH25t0] 2| = ZE|xtof] 2SO E = B E2fRA "
S ouA Asto] YBLIT,

o
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° HZl2 tHY OfFtolE L E MEQIL|CH CHE OFI0|E L E = CHE 88 T2 MM = At8Y +
OH A
HAI:IL|E'|-
o HZI0l|= s I X[of| Mot HHo| ME{E[0] QUSLILCE.
o HZIZ HA 22|17t LAl SX|E =T 60k gL|Ct.
- QEHE 20| EAIStE| T 2|t MOHE 37|7} 4.5GiB(4,831,838,208HI0| E) 0|3tQIL|CH S3E 2|5
Ol7to|E AEE[X| A|ARICZ ALZSHH 0| 2S X15H= S3 API @E 0| MmljghL|ct.

£
1L X * >+ ER* >+ 02|s EERX| * S MeeiLict,

=
2. Archive Node * > * ARC * > * Target * & MEHEIL|LCE,

3. Configuration * > * Main * & AEigtL|C},

Overview Alarms Reports | Configuration ‘\

Wain Alarms

m Configuration: ARC (98-127) - Target

Updated: 2015-09-24 15:48:22 PDT

Target Type Cloud Tiering - Simple Storage Service (33) ;|
Cloud Tiering ($3) Account

Bucket Mame name

Region Virginia or Pacific Morthwest (us-east-1) LI
Endpoint https:410.10.10.123.:8082 T Use AWS
Endpoint Authentication r

Access Key ABCD123EFG45AB

Secret Access Key ssssee

Storage Class Standard (Default) LI

Apply Changes .

4. Target Type EELCH2 S 20| A * Cloud Tiering - Simple Storage Service (S3) * & MEH&L|C},

Jris

() oy sEs des aiix 1y MBS A8 4 ALt

S. O710|E L E7} EH2ll 9| 83 X[ OF710|E AEE|X] A|AHI0)| HESH= O AHEY S2HRE AESKS3) 4|
T4t

Of mjo|x[e] ciEES A== HFO| B YSLICE TE2 XIH0| ERE

-

o * X[ *: * AWS AtE * O] MEHEI ZR0f2F AR E &= UFLICEH MEISH X|H2 K2 X< at LX[HOoF gLt
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o * AIEIEQIE * Gl * AWS ALE *: AWS(Amazon Web Services)2| AL * AWS A2 * & MEistL|Ct J2{H
* Endpoint * 7t 13l 0|5 9! & £40f| w2t 2™ URLE X522 MeIFLICt o€ S CH3 o Z2&Lct

https://bucket.region.amazonaws.com

H AWS ERZlS| 22 ZE HS 5 HoIste] KIS 2 ARSH=E A[ARQ URLE Y ELICL o€ SH Ch3at
7|-¢|_| |:_|.
=a=] .

https://system.com:1080

J|2HO2 AFSELICE 9% of7fo|= AER|X| AIAH Cist EYIE Me|E &
U= A2 0] Hrolzrg Me %A 310] At 9| Of7H0|= AEalx] A|ATO| Chet A= oI SSL olZAM 3
SAE 0|2 oIS HIZH3HE 4 AUXLICE StorageGRID AlAHIS] T2 QIAEIATL Chat of7t0|E AEaX|
ClHto|A0| T AAROIN BIHHOZ MHE QISME TAT ZL HOIRHS Meist Mej= RXler 4

OL—- O

OT = L- - )
UA&LICE
o * AER|X| A Yo AEZX|E Y BE(7|23)) ¥ 2 MERLIC &2 ChA| 2HS & L= THH|off CHoH A2t
* Reduced Redundancy * & MEHSIL|Ct * ZAE S5 * 2 W2 A oHNE 32

242 Soff Mt ME
HSeL|Ct Chak of7to| 2 AER|X| A|ARIO| StorageGRID A|AE9| B QIAE Al AR * AEZ|X|
A * = QEMET} QIHAEE 1l 0|F 30| ABE|= 22 A A ARIM QINAES I QEHEQ
2 SX2 +E FofgLct.

6. Apply Changes * & ME{BtL|Ct

X ™E 7o dH™0| 2B E[0] StorageGRID A|AEI0| HEEL|CH ATt 714

—

n
r2
m
RS
mjo
rE
o
et
+
£0
o>
=
Il

S3APIZ S8 OF7}0| =7} 9[E 0f7t0|2 AE2|X| AAH0) HHETE 2HE & AHO|
HZE 39 Y MHS 2WY 4 YL
A|Z5E7| Hof|

* £ AM25t0] 2| = HE|xtof] 2aELICH R HE = B E2teA "

* S oA o] ULCt

Cloud Tiering(S3) AIE S HASH= AR O|F0]| Ot710|E = ENM HIICZ $ZFEH RE QEHHE S H|Z510]
AHEXE HM|A Xt ZHO| 20 CHSE 4 7|/M 7| HMAE THKOF LT

-1 © O

|
T X *>*Eqd*>*02E EZZX| * 5 MefetL|Ct,

2. Archive Node_*>* ARC * > * Target * & ME{StL|C}.

3. Configuration * > * Main * S ME{SL|C},
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Overview Alarms Reports | Configuration ‘\

Wain Alarms

m Configuration: ARC (98-127) - Target

Updated: 2015-09-24 15:48:22 PDT

Target Type Cloud Tiering - Simple Storage Service (53) LI

Cloud Tiering ($3) Account

Bucket Name name

Region Virginia or Pacific Morthwest (us-east-1) LI
Endpaoint hitps:/10.10.10.123:8082 ™ Use AWS
Endpoint Authentication r

Access Key ABCD123EFG45AB

Secret Access Key ssssee

Storage Class Standard (Default) LI

Apply Changes .

4. Lo w2t AN YEE +FELC

AER|X| 22HAE HESHH M| REHE H0|H7} M| AEE|X] SeiA0 HEELICL 7|Z A= QRAES of
AE2[X] S2A ME of2ol| A% MFE LI

Cloud Tiering Service #E{E +~=HgfL|C}

Cloud Tiering Service2| AEfE HZASIH S3 APIE S| HZEL|= EHZ 2§ o7to|2
AEE[X| A AR CHEt OF710|H 29| 97| W MT| 7|58 MY = JUSLICH

* £ A3t 2| = 22| Xjof| 2180 BT A2l = B Het A",
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1. X *>+ x>+ 02| E EZZX| * E MEHSHL|C},
2. Archive Node *>*ARC * & MEqSIL|LC,
3. Configuration * > * Main * S AME{gtL|C},

Overview Alarms Reports | Configuration l\

Wain Alarms

Configuration: ARC (98-127) - ARC

Updated: 2015-08-24 17:18:28 PDT

ARC State | Online B

Cloud Tiering Service State | Read-Write Enabled ;l

Apply Changes *

4. Cloud Tiering Service State * £ MEHTIL|C}.

5. Apply Changes * £ MEH{stL|Ct

S3 API SHZ0f| CHot M & A Aj
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Ol7t0|E =7t S3 APIE Sl 0}7t0|E AER|X| A|AHI0| HZAE 22 ARVF(Store Failure
Count) ZEHE X|2= O| A BE & U= MEA T IIREE MA™Y &= JSLICL

—

AlZst7| o
AR8sto 2| 2| xtofl 23¢l

m rulru
§°=*

SLICH X el 2 2ate R

—_ e —

A& HSHO| ASLICE.

A
1T X *>*E*>* 2|2 EEZX| * S MEfghL|Ct

2. Archive Node_ *>*ARC * > * Store * & MEHSIL|CL.

3. Configuration * > * Main * & AE{EtL|C},

Overview Alarms Reports | Configuration ‘\

Kain Alarms

5 Configuration: ARC (98-127) - Store

Updated: 2015-08-22 17:54:42 PDT

Reset Store Failure Count r

Apply Changes *

4. Reset Store Failure Count * & MEHSIL|CE.
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5. Apply Changes * & MEHBtL|CE,

Store Failures 40| 022 MAX™ELICE

Cloud Tiering-S30{|A| Cloud Storage PoolZ 2EH E 0t0|12{0|M

&7H * Cloud Tiering - S3(Simple Storage Service) * 7|52 A23t0] QLEHE O|0|E{E S3
HZI0 2 A &3tstz{= 22 Al LEREE Cloud Storage PoolZ 00| 12{|0[M3s{{OF BL|LCt,
S2tRE AEE|X| 2 StorageGRID A|AHIQ| RE AEZ|X| LEE 2ot 22 J7Hs6

H YAS mMSELCH

AlZHsE7| o
* £ M85 Jd2|= 22 X0l 2aAMSLICH K| E = & E2fRA .
* ET AA2 AHTto] AELCH
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@ QBEHE H|0|EE 010|120 M85t7| T0il NetApp 1124 EEXH0l|A| 245t 21 HIES metstn
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Of ZhHofl CHaH
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QRHEHEE NAHSH= O AF2 %= ILM 742 Cloud Storage Poold]| S8t QEHMEES XAst= 22 MME LM
TEOZ M & USLICH

QEHEE 22t AEZ[X| 20| & Mff StorageGRID LH0l| LEHME SAH2E HAHS 4

@ SiELICt ¥ Cloud Tieringdll AH2 SQ1 ILM F2[0]| FHHIE SAl0f 6{2] /X0 MESIEE Y=
Z2 oile 7|s0| 2422 o] MEAH Or0|I2[0| M2 A& SHEX| EE DHSHAI2. Of
oro|a2o|ME ALY ER 7|& #2lg Exsh= thal M 758 THS0{oF ZL|Ct.

|

1. 2EIRE AE2|X| 2 dgeLct.
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M Cloud Storage Pooldi| 714l

M ZHO| 2-gote|of ILM H7t7F LA Cloud Tieringdfl 714 &l S3 H
= FELICH QENMEE Cloud

S3HIIOZE QEHMEY} O|SELICt O2|EQ| AL 7Hsth 372 &
Storage Pool 2 0|S$t = Cloud Tiering HZI10{| Al M| ElL|C}.
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O}710|EH L. E°| ARC MH|A= TSM M| CHet S2I0|HE AL S SHH Tivoli Storage ManagerE 0f710[H
AEE|X| A| AR EAISHS O|SS0{2 A& RHLIC,
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TSM 22| S22 = of7tol=2 i':01IA1 TSM MHZ K7t H&E = HI0|E 9IX| £ EE0| g #Al2 HESH|
L3l TSM HHMI*'I AMEELICE oS S0, C|O|E{H|0| A MAHO = AEE AH|(X[ 4 HOJHZE FHE 5 A= YAl
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1 X *>* 27 *>*J2|E EERX| * § ME{RIL|CE.
2. Archive Node_*>* ARC * > * Target * & ME{StL|C}.

3. Configuration * > * Main * S AMEigtL|C},

Overview Alarms Reports | Configuration '||I

Wain Alarms

Configuration: ARC (DC1-ARC1-98-165) - Target

Updated: 2015-05-28 09:58:28 POT

Target Type Tivoli Storage Manager (TSM) LI
Tivoli Storage Manager State Online ~|
Target (TSM) Account

Semver IP or Hostname 10.10.10.123

Server Port 1500

Mode Name ARC-USER

User Mame arc-user

Password sesaes

Management Class sg-mgmtclass

Mumber of Sessions 2

Maximum Retrieve Sessions 1

Maximum Store Sessions 1

Apply Changes ‘

4. Target Type * EELCH2 2 20|A * TSM(Tivoli Storage Manager) * 2 MEHSIL|CL,

5. Tivoli Storage Manager State * 2| 22 * Offline * 2 ME{5t0] TSM O|S%(0] AHOf|A ZHMS BX|BrL|Ct.

7|2% 0 2 Tivoli Storage Manager State= OnlineQ 2 X &[0 Y22 Z Archive Node= TSM 0|S¢)|04
MEO| A ZHA| C[O|E{E HAT &= QISLLCE.

6. Ct2 HEE LHetLict

o

* M IP E£= 2 AE O|F *: ARC MH|A0([AM AFE3t= TSM O|S90] MH Q| IP F4 = Hstel 22l
0|52 X|FLLICt. 7|2 IP A& 127.0.0. 1L T

o * MH ZE* TSM O|S9 MHO|M ARC MH|A7} HES ZE oS X

o
o * I E 0| *: O}7I0|H L E9| 0| S X|FELICE TSM O|E2I0] Mol SE%t 0| E(arc - user)2 =8O}
‘6'I-|_||:|-
= .

2ol
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i
Iul
N
Mo
gy
rlo
—
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o
i
il
ul

° * ALEX} 0| & *: ARC MH|ATF TSM AMH0| 20l5k= O AFEdHE AFEAL 0|52 XIFELILE ot7tol|2
= E0f| CHol X1t 712 AHE XL 0| S (arc - user) = 22| AFEXIE Y ELIC

o * &% *: ARC MH|ATt TSM AME 0| 21517| 2{3H AtE3dt= 2f= & XIFELICt

o * e 222 *: AK|7t StorageGRID A|ARO| XEE off 22| Sai A7 X|FE[X] EA7ALE X[FE 22
S ATE TSM OIS0 Mol Fol=|X| g2 2 A8 E 7|2 22| S22 E XIFLICt
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> * Number of Sessions *; Ot710|2 L& ™E TSM O|S 0 MHC| H|O|Z E2t0|E £E X|&™THL|C}.
Ol7I0|E = E= O E X|™EY X 17He] MM S SA|o| MAMst M2 49| 7t MM (571 0|ZhH2
AYMBH|C}
ood .

B LCE S8 =

AH0|EE f MAXNUMMP(Z[CH EFxH X[A 2=)0f| CHoll ™ El gfot 255 0] 242
S OF SLICE (A& 2H0] 2l= A2 REGISTER EHO|M AFRE[= MAXNUMMPS| 7|22 12

2iLICt.)

CESHTSM ME0]| CHSE MAXSESSIONS 242 £|A3HARC AH| A0 CHSH A El MM 4 0HE 2 X2 HAS|O}
ghL|Ct TSM ME S| MAXSESSIONS 7|22t2 25QIL|Ct.

° * Maximum Retrieve Sessions *: ARC AH|AZt AM XA S 2[5 TSM OS2 AHo| & &~ U= |l
MM £E X|HetLICH CHREES| A MEot ZH2 MM £0IAM Z[CH HE A MM S wl AL Tt HE 5l ZHMS
2IsH stLtel EH|O| T E2tO|EE S RH{0f St= B2 MM £ o ST 42 XIHSIHMAIL.

g

23l ARC MH| A7} TSM O|S9[0] ME{0f] € == /U= (T

==

° * Maximum Store Sessions *: O}7t0|E &t
SA ME =& X|"eh|C}

Ef20 O17}0| 2 AE2|X] AIARIO| 2 KH ZM2 4 L2 HQlstn 0] 22 12 RO} BLC
| 2t 02

[ R |
AME 25 ZE MES M8 E 0 2= 0

7. Apply Changes * & MEHBtL|CE,
TSM O|S 0] MAofl SEA| Of7H0|E e EE XML Ct

O7t0l|E =E9| MM S Mt TSM(Tivoli Server Manager)ofl HZ | = OF710|E L =9]

d52 2Hste = AL

|

* E AR8SI 2| = gtE|xtof| 23l EL K| k= & HEfR A
E A

UHIX O = OF7I0|E L E7F TSM O|S2I0] Aol E2&{ A= SAl MM == TSM AHTL O}FI0|H L E MEo=
ALg3H= HIO| E2t0|H 2 MFELICE LIHX| H[O| = E2I0|HE HME 2l S == SO H2tS fIdl stitel
EH|O| =2to| 27t S ELICE J2{Lt AER[X| =7t OtF0|E L E SX|20i|A M PHE|AHLE OFF10|E =7} {7
Mg HEZ XFot= 22 A0 ZM MM 5 SA| MM pof ZEE HHSIH TSM M 52 X Xate
UAELICH O A3t 2= EBI0|EE SA0| AME = IOH, sliEdh= 42 0| E210|E & SHLHE AEZ|X|0| =
At = ASLICH
THA|

LR > 2 >*02|= EE2X| * § MefsiLct,

2. Archive Node_*>* ARC * > * Target * S ME{StL|C}.
3. Configuration * > * Main * S MEHStL|C},
4.

o AM HE xS ME = 2 SLSHA HE LI
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Overview Alarms

Reports

| Configuration |"|

Kain Alarms

m Configuration: ARC (DC1-ARC1-98-165) - Target

Updated: 2015-09-28 09:55:38 PDT

Target Type Tivoli Storage Manager (TSM) |
Tivali Storage Manager State Online LI
Target (TSM) Account

Server IP or Hostname 10.10.10.123

Server Port 1500

MNode Name ARC-USER

User Name arc-user

Password [ ITTT ]

Management Class
Mumber of Sessions
Maximum Retrieve Sessions

Maximum Store Sessions

5. Apply Changes * & MEiBtL|CE,

TSMO| CHEF OF7to| 2 MEl 8l FH2EE FERILICH

Of7

AlZHst7| o
* E AMED
* EF MM A AHTHO| ASLICE.

e

1. XI%I > H Lk s _IE_|': EEEM
2. Archive Node_ * > * ARC * > * Store *

0|8 =7} TSM O|S90] Ae{of HZ

sg-mgmiclass
2
2
1

=

3. Configuration * > * Main * S AMEigtL|C},
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Overview Alarms Reports | Configuration ‘H‘

Main Alarms

5 Configuration: ARC (DC1-ARC1-98-165) - Store

Updated: 2015-08-22 17:10:12 PDT

Store State | online LI
Archive Store Disabled on Startup -
Reset Store Failure Count r

Apply Changes .

4. ool w2t ok 488 +EEL

0Z
FO
IS
0
kil
ufn
n

° Store State(&Ef X&) 7 2 & StLiZ AggLrt.

* 222l O710|E LE= AEE|X|9| ZHK| H|O[E{E Oof7t0[2 AE2|X| A|A”O| K25t O AFEE 5
AL,

* 22l OF7H0|E L E= AEE|X|Q| K| HIO[E S O7t0]|2 AER[X| A|AR0| ME[shs O A EE +
&Lt

° AlZfe f OF710|E XMZE A AL o & O] FMS MENSHH OFF10|E KME A 718 @4= CHAl AIZFE o 87|
Mg MEiZ SXIELICH CH Of?fol':' AEZ|X| A AR Cet AE2|X|E SFE Q= Bl{H|SH=
AMEELICH CHe OFF10] 2 AER|X| A[AROA 2HXE B8 = gl= R0 RERLICEH

° Reset Store Failure Count(XZ& Al 7}2E IHMH): H&A 230 Cigt 7H2HE A ™ Ct
ARVF(Store Failure) 2Z2 AH3t= O At2E 4= &LICEH

5. Apply Changes * £ MEHstL|Ct
2 M
"TSM M7t 0| ZEStH Of7H0|E L EE 2| gL Ct

TSM AMH{7} 820 =E3IH 0t710|E =5 22[gtL|Ch

TSM AlB{ofl A ZH2|5H= TSM Glo|EfB0] ALt Of7H0| = DIE|of AE2{X|7} 80| 2Fots
22 TSM MHOIA OF710]= - E& 2 4 QUALICH TSM AHe| AFE BLIERIS S5
ol2fst &S WX/ 4 YaLiCt,

* E AR8%t O2|E | Xtof| 2EaAMSLICH X2 E = & B2t
E A

Azto| Yttt

Of ZfHofl CHaH

OF710| ! Lo Ei= TSM AH{7} A ZIEIZ 2412 S8t SO TSM ME{Z M&17| 9/3t 24K CIO|EIS Al
s2feiLich of 2EIXLS TSM AHoIM RH2I8H= DjC|ofoll £ & i&LIch o] 22 2zfo| E2|HE/LCt

—_ ——

313



ARC MH|A7} TSM M= FHIXE HESHK| E= = eL|Ct

ARC MH|2A7t TSM MHZ =7t 2HIXE MESHA| 4= 2™ * ARC * > * Store * 74 245
Hetote] o702 e =8 QEERIO = Tetet = QIGL|CH O] Xtz TSM MHE |X| B8 = gl= 3
YX5h= Ho= R = ASLIC
£
L XY *>+Efd*>*T2|E EZ2X| * E MEfgiL|Ct

2. Archive Node_ *>*ARC * > * Store * & MEHSIL|CL.

3. Configuration * > * Main * & MEHStL|C},

Overview Alanms Reports l Configuration 'I,

Mair Adarms

5__ Configuration: ARC (DC1-ARC1-98-165) - Store

Uipdabed: 2015-05-07 1238:07 POT

Store State [offine |
Archive Store Disabled on Startup C
Reseat Store Faillure Count [

4. Store State * £ £ HABILI|CI 0ffline.

5. A% A| * O}7}0| & X{ &

F>
>
o
0
p't
*
o
gl
m
9,."
i
i)

6. Apply Changes * & ME{BtL|Ct

TSM O|S9017t 80| =EHHH Ot710|E L EE 87| M8 = AFELILt

CH& TSM O|S90] MHIF 20| ==SHH OF710|E L EE 2| X350 HMS 3 4~ AUSLICH
ChA|

1. XY *>*ER*>* 07| EZZX| * = MEASHL|C}.

2. Archive Node_*>* ARC * > * Target * & ME{StL|C}.

3. Configuration * > * Main * S ME{SL|C},

4. Z|cH ZM MMES MM 0| LIZE SA| MM =2 SLtAH HE LI
5. Xt M& MME 022 HAFL|CE

@ Ot7t0E L EJt 47| HEQ! 2 2|t ML MHS 022 HEY TR 7t YELITH ME AH0|
HHE[X| gt&LICH

6. Apply Changes * & ME{BtL|Ct
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Ot7I0|E == AM ¥ S FIRILIT

Ot7t0|2 =9 AM AFY S Fdot0] HEfE 2etel E= RIERICZ AFSILL 2E
2Ol tioll =XM== Ao =5 X IC

AlZtst7| o

* 8 Abol0] J2|E BRI 2IQIYALICH XI5 o =2te R
© S YN Boto| LT,

CHA|
1T Rg*>* 2 *>* 02| EZZX| * S MegL|ct,
2. Archive Node * > * ARC * > * Retrieve * £ MEASIL|C}

3. Configuration * > * Main * S MEHSL|C},

Overview Alarms Reports i Configuration |

Main Alarms

B_ Configuration: ARC (DC1-ARC1-98-165) - Retrieve

Updaced: 201505807 12:24:48 POT

Retreve Stale i'DﬂfH‘.'EI
Reset Request Failure Count |
Reset Verification Fallure Count []

o JEf P v Y Q4 HEHE CHE B SiLizE 2F LI
* 22 J8|= L ES AMESH0] 22 0|C|o] FHX|0f|M RLEHME H|0|HE AMEY & ASLICE
* Ul J2|E L ES AMESI0] QEHE H|0[E S HAlg 4= giELICt.

° Reset Request Failures Count(24 &

7I2E MAH): 2K Ao ciet 7H2EH E S H elzts

MEHSHL|CH ARRF(Request Failures) &
=
O o

| =l
e 2715t ol A8 &= ASLICH

> Reset Verification Failure Count(ZdZ A1 7I2E MAH): ZM= 74| HI0|Eof et 245 Almfof| cist

7IREHE MM H stz etolztg MEHBILICE 0|= ARRV (Verification Failures) 222 X|2£= O A28 £
ol&L|Ct
M- -

5. Apply Changes * & MEfBtL|Ct

Ot7t0|E E =H|E FeLCt

0f7}0|2 LSoi| Th$t = x| HHS AT QIHIRC 8l OFRUL2E SIS HIEAsFOLLE
221 20l Chef HES AT 45 XY > ALt

AlZtst7| o
* £ AHESI0 d2| = efxtof] 2aSLH o "R E = E EeteA
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* S YN FBto| LT,

1. XY *>+ 2R *>* 02| EZZX| * S MEASHL|C]
2. Archive Node_* > * ARC * > * Replication * & MEHSL|C},
3. Configuration * > * Main * & AE{EtL|C},

Overview Alarms Reports Configuration |

Main Alarms

{";’ Configuration: ARC (DC1-ARC1-98-165) - Replication

Updabed: 2015-05-07 12:21:53 POT

Resst Inbound Replication Fallure Count a

Reset Cutbound Replication Failure Count [

Inbound Replication

Disable Inbound Rephication ]

Outbound Replication

Disable Outhound Replication |

Apply Changes *

4. Heof w2t ohE 48 S +EEL.

° * QHI2E =X

A sl XY *: QIHIR2E SH| Ao Cist 7H2E S HAFSt2H MEISL|Ct.
RIRF(QIHI2E =H| -

- A1) ZEE X[R= O AHY = AFLICL

° * OlZHI2E SH| A sl 1HAH *: OtRHI2E SH| Aol tict 728 S A E ot ™ MEgtL(Ct.
RORF(OIRHI2E 55X - - df) Z2E X|2= O A8 E =+ AELICH

o % QIHF2C =l 2N~ QK| BE| Ei HAE MAto| ARLE QIHIRE =X
MEEILIC B4 N B0 Met 3 ATLICH

il
=
i
0x
ot
ot
g
2

QIHI2E SH|E H|ZMolstH StorageGRID A|ARIS| CHE X2 SX[5t7| 2 ARC AH[AN|A ZHA|
CIO|E{E Mgt = AUX|THCHE A|AR] XM HHIE 0| ARC MH|AZ =X & {&LICH ARC MH|A =
27| HEYLCH

ec = 22| i HAE Whje] YO OLRHISE HH(HTTP MY 2%

o * O|-§-3—I:||-°': Exﬂ H|§I-A-|§_} *. x
|

| —— = [
F ZohE H|gdotsteH efelzts MEBtL(Ct Y 2t S0 MEisHA| 42 dE= SLC}

OFRHIR2E SHIE HIZHSH5IH | CIO|E{E O] ARC MHIAZ SASHY ILM &2 ST & UX| ¢
StorageGRID A|ARIS| CHE QIX|2 =H|517| 2I5H ARC MH|AOM 7HA| CIO|EE A &= l&LCt.

ARC AMH|AE MT| M EQIL|CE
5. Apply Changes * & MEiBtL|CE,
E-'—|' il:()ﬂ [Hol- A|--9X|- I-IOl 7:1;% MK -I'o;+|_||:_|.

Of7t0|E LE0f| A OF710|2 AEE|X| A|AHIQ| ZHA| C|O|E] HAM £E9t 9 E2dS HLIHES=
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Ol AFEEl= ARQL 3! ARRL £-40f| Chet AFEXt X|H ZEE AHH0F gLt

* ARQL:E T CH7|E Z0|. 2ENE H|0|E{7} OI70|E AEZ|X| A|ARIO|M HAMS 2f6H T | ti7tX| ZE|= B
Al ZHOFO| 22 ) YL CE.

e

2

rot

* ARRL: BF Q& X[ A|ZHO}F7}0|E L E0f| A OFF}0|E AE2|X| A|AEIS] QHTEIE [|0|E| S HMsl=
Y AlZHOto| 32 2) LI

Olz{et £d0ll HEE[= U2 OFFt0|E AE2|X| A|A”IQ 1 3L ALE YA of w2t FH2FELICE (* ARC * > * Retrieve
*>*Overview * > * Main * 2 O|SYfLICt) 27 AlZh £t 5 ZHM Q0| At = A= MM +=0f Chioh BHE 22
E3| 3= UL

£310| YRE F 017}0|H Lo QEFE HlO|E| HAS DLIEIZS0] ULHHQI A4 A7 U Th7|Y Zo| 32
SRELIC} 221 Ch2 HIEAel X5 K740] B A9 £2/7(5)= ARQL 2 ARRLO| TS AR HIE 228

=2od
MNBHCE O] XIAS ATEHIAIQ "2t Bi2|(7]F AlAH)"

Tivoli Storage Manager £%}

Ot7t0|E L E 74 8! 2¢

[ol}

StorageGRID A|AE2 OFF10[E L ES RSO 2 MFE| 1 ohel HMAT = = RIXIZ

2 LI,

0

QHHME 7} £ E|H StorageGRID A|AEI0f| Ho|El ILM(’HE = F7| #e2|) 720 et ool L EE H|E 3t
DE LS X|0f| Z2AH20| BHEOEILICE OFFH0|E L= E= TSM M| CHSE 2210|HE Hets 5HH TSM
Z2}0|HE 2}0|E2{2|= StorageGRID 2T EL)0] MX| H§A1|A01| o|slj o}zto|E i':01| **X|E'L|Er AEZ|X|Q|
O7to|E L E=0f| Ciet ZHH| HIO|E = =418l TSM MOl 21 MZHELICE OFFI0|E =E& TSM A{H{0f] M &S|
Tofl Z4A| CllO|E{E AH|O|AGHK| O K| TAHE S&SHK| Y&LICEH T2{Lt H|O|E ’:Eﬂ st 22 ot7to|E

L E = SiLte| EMMMOM TSM MO 2] EXES MEY & ASLICE

Ot7}0|E 'L =7t TSM ME{0f| ZiK| C|O|E{E K Eet = TSM MHO[M 3l +=BFI/2E HMS AHZ5I0 2K
HIO|E|E Z2[EtL|Ct Ol2{st 2Z M2 0t710|8 L Eo| 2 YPut Sote| =5 HOloljof fLILt. &, OF7I0|E = =0i| A
XES HA| CO|E = 22t L E0A AHISHX| gi= o AHO = KEBHOF 5t ehet OtF10[E L E0f| A H M| ATt 2
AO{OF BfLICH.

StorageGRID AI&E"OI ILM &2t TSM AH 9| £+ F7[/HE ZH Ztol= HZO| YlsLICh 2 7HMlE M2
%Eagg 7£|+5'5|.x| 7|- 7|.|j(.||L StorageGRID AlAE‘IIOE AII5||:|§ TSM t|-a| EEHAE 'g-lél-'é'l- A oIAL_| |:|- o|
el SeAs A HIOIEM S TSM M 2 HEHEILICE o] 2| R0l MZ CHE 22| SAHAS LEotHE TSM
M7t M2 CHE AE2[X] 20 A HI0|H E BiXISt=S Fd5tALE E R0 waf CHE 0Fo| 30| d = B
A S HESGEE 7Y = ASLILE 6| S0 HIO|E{H|0| A WAoo = MEE JHA|(X| M CIO[E 2 HolE + A=
U 2EHX)= S8 T2 Y HO|E(FLNO R HEGHOF stz 1™ ZHEIX)QL CI2A Ma|g 4+ Y&LIC

Ot7I0|E L.E= M TSM A EE= 7|1E TSM Ao S8t = A2H TE TSM M7t 2 R3HX| §AELICH TSM
ME{ el 3717t 2|t of & ZE0] XA MES| X|IHEH TSM MHE THE EfOI?JEQf SOQ = ASLICE TSM2
Ot7to[E =9 Z2|El M = 7t Mo AX[HOF °“—|Ef

SY TSM AH0]| 47| 2[dHi OF7t0|H e EE = 71 O] 7 E = AUX|TE OFI0|E L EJL M2 EfE CIolE MEE
TSM Ao 4= FL20f2F 0] 10| HFELICE 2} OF710|E =7t St Z4A| C|o|E{o =X|=S ofFto|Eof| &
o SLSE TSM A0 271 2|8l OF7}0|E =5 = JH 0|4 Fddts A2 AT =X UL = ﬁxﬂ% B2F
=X = 4| H0|E SH=20i chal T2 oOH X H(TSM MeH)ofl s S RfLICt.

O}70|E L E &= TSMQ| HSM(Hierarchical Storage Management) 4 Q4 AF26IX| &LICH
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* O}7}0|E L E AT ES0]= H|O|Z L= 7|Ef 0| 54! DIC|O{0f| 21F 7HH|E A& O] 28t X AZES *1%%*
== UELILE [m2tA 0|S4] OIL|0{E AFEE miDfLt OF7H0|E E:EOHH XEet olojEef £7| AEE|XIE <3l
TSM MHE C|A3 AE2|X| 22 FJ8H{0F gL}
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define library tapelibrary libtype=scsi
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define path servername tapelibrary srctype=server desttype=library device=1ib-
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° servername TSM AH{2| O|SRIL|Ct

° tapelibrary ‘82[3t E|O| 2t0|E2{2| O| S RILICt

° lib-devicename H|O|Z 2t0|E2{2|2| C|H}O|A O| S RIL|CH
3. 2to|E2{2|e| E2t0|EE HolgtL|LCt.

define drive tapelibrary drivename

° drivename E2O|E0f| X|Fg O|FULICE
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° tapelibrary ‘Q°[¢t EH|O| 2to|E2{2| O| S RILIC}
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define path servername drivename srctype=server desttype=drive
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° DeviceClassName C|HIO|A S2{A 2| O|EQILICE
° 1to Ao HZEE E2I0|E SAYULICE

° tapelibrary &2|ot H|O|I 2l0|HE{2| O|ELICt
° tapetype 2 HIO|Z RELICHOI: ul3um3)

6. 2to|=2e{z|e| QIHIEZ|0f Ho| X E&E F7tEL|Ct.
checkin libvolume tapelibrary
tapelibrary S2[gt E|O|Z 2t0|E2{2| O|SIL|CH.

7. 2F Ho|Z AEER|X]| 22 YHBLICH

define stgpool SGWSTapePool DeviceClassName description=description
collocate=filespace maxscratch=XX
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TAEZ AME8o= ZR HO|T AEZ|X| EQ| 0|ES MEfS £ Jﬁ'—“:f
° DeviceClassName H|O|Z 2l0|E2{2|Q| C|HIO|A Se{A O|E LTt

° description 2 & AMESI0{ TSM MHO| EA|E =~ /U= AEZ|X| Z0f ciet HHULICH query
stgpool E&. Of: ""Of5’f0|‘:' Eo HO|Z ﬁEEIII ="

° collocate=filespace TSM A7} St It Z7to| ZHH|E Tt H|O|Zof| 7| St E X|I™H gL |C.
° xx Ot & StLHLICE.
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8. TSM MM C|A3 AE2[X| 22 WHBILICE TSM MH Q| 22| 2&0|M & UATLICE

define stgpool SGWSDiskPool disk description=description
maxsize=maximum file size nextstgpool=SGWSTapePool highmig=percent high
lowmig=percent low

° SGWSDiskPool OF7}0|E EQ| C|A 3 Z2| O|EILICt. O|E0| TSMO||A 0| &St 2 HEIS ALESH=
AR CA3 AEE|X| E9| 0|E2 MEfT £ JUELICL

° description 2 5 AFESI0{ TSM AHOf| EAIE £ Q= AEE|X| 20 CHEt @HRILICH query
stgpool BH. Of: "0|'7|'0|':I LE9o| R C|AT AEE[X| ™

° maximum file size C|A3 20| FHAE[X| 410 o] 37|HLCH 2 QEHMEE H|o|Zoj| 2H 7|SELICH E
Aotz W0| EFLIC maximum file size 10GBE HHEELICEL
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LIEFHLICE.
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define mgmtclass tsm-domain standard default
default = HES| 7|2 22| S AL

3. MAESH AER[X| E0j| 7L IS WALICH (T o)

define copygroup tsm-domain standard default type=archive
destination=SGWSDiskPool retinit=event retmin=0 retver=0

default Of710|E = E9| 7|2 2t2| 2e{AQULICt Q| Zf retinit, retmin, B retver OIF}0|E ==0f|A
oMl AFRSH= HE S22 UGS E MEE[QISL|CE
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assign defmgmtclass tsm-domain standard default
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Filtergroup1l  Objects with all of following metadata will be evaluated by this rule: X
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Filter group 1 Objects with all of following metadata will be evaluated by this rule: > 4

User metadata v camera_type equals v Brand A

Add another advanced filter

or Filtergroup2  Objects with all of following metadata will be evaluated by this rule: X
User metadata v camera_type equals v Brand B h 4
and  Object size v less than or equal to W 10 + MB w >

Add another advanced filter
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and store objects by = replicating v 1 C  copiesat | Site2 3| g N

Add other type or location

Time period 2 From Day 365 s | store | forever w X

Storeobjectsby  erasureceding v using 2+1 EC scheme at Site 3 V4

Add other type or location
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Retention diagram Replicated copy Erasure-coded (EC) copy

Rule analysis: * StorageGRID site-loss protection will apply for the duration of this rule,
® Objects processed by this rule will be deleted after Day 4015,

Reference time: Ingest time

Day 0 Day 365 Day 4015

Day 0-365
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Proposed policy name

Example ILM policy

Reason for change

Example

Manage rules

1. Select the rules you want to add to the policy.

Select rules

Rule order

2. Determine the order in which the rules will be evaluated by dragging and dropping the rows. The default rule will be automatically placed at the end of the policy and cannot be moved.

Rule name Filters
1 : EC for test-tenant-1 Tenant is test-tenant-1
Default Default rule —
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A Activate the proposed policy

Errorsin an ILM policy can cause irreparable data loss. Review and test the policy carefully before activating.
A4 The following rules do not store objects forever. When the last time period ends, objects will be automatically purged.

* Rule 1 (730 days)

The default rule in the policy does not retain objects forever. Confirm this is the behavior you want by referring to the retention diagram for the default rule:

Reference time: Ingest time  Ingest behavior: Balanced

Day0 Day 730
ARRASR 2 replicated copies - Data Center 2
2 replicated copies - Data Center 1
Duration 730 days
Now, complete the following prompt:
days,

Any objects that are not matched by ancther rule inthis policy will be deleted after Z

Are you sure you want to activate the proposed policy?

Cancel

2. OK* & Mg},

2t

M ILM ZH0| gdstEl E2
© O] M2 g YA ol EAIELICH AlE I g52 FMo| edstEl Euf 8 AlZHS LIEF LT

* O|H SotEl Mol HM 7|5 Rofl LIEFELICH AR I Sl B2 I oF=2 HMo| 2ystE A7 HHO|
o ol —1 E[X| = A|7IE LIEFELICE.
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"0l 6: ILM X tHF"
I HIELEIOIE Z31S Sof ILM RS StolstLict
ILM HMS 2515t S tE BAE JHH|E StorageGRID A|ARIOZ £Zls{of gfL|Ct 13

CHE 7HI1I HIEtCIO|E] Z=3| & &5t FAR=0| o =2 tZ ZHd & %Hf: FIXIof B X|=[ 2
U=X| 2hlHof RLICt.

AlZrst7| FHof
* MK AR CHS B SHLIY 4 UALICE
> * UUID *: Z4H|9] 2 1S AIEXIQILICE UUIDE 25 ChEXt2 ighi|ct,

° * CBID *: StorageGRID L0l A 7HA|S] DR AEXIQILICE ZEAF 2304 JHA| | CBIDE 7t S 5
AELICt CBIDE 25 HEXIZ dL|Ct,
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System Metadata

Object ID
MName
Container
Account

Size

ATZ2ESEFF-B13F-4905-9E9E-453T3FEETDAS

testobject

source

t-1582139188

524 MB

Creation Time 2020-02-19 12:15:59 PST

Modifisd Time 2020-02-19 12:15:59 PST

Replicated Copies

Node Disk Path
99-97 ivarftocallrangedb/2/p/06/ 0B 0nMEHS TFEnQQ)ICV2E
99-99 fvarflocalirangedb/1/p/12/0A/00nMBHS [ TFEoW28ICXG%
Raw Metadata

SIYPES L TETHIS,

“CHND™ 1 "ALZESGFF-Bl3F-499@5-9E9E-45373F0ETDAR™,

"MAME™: “testobject™;

TCEIDT: "enSB2IDEVECTCIBAIGT,

"PHHD": “FEABAES1-S534A-11EA-9FCD-31FFEOCIE056",

"PPTH™: "source”,

"META": {

"HASET: {
“FAWS": =27,
6. JHH|7t 2HIE 2UX| E= IK|0f MEE0] AN SHIE FU| SALZ QK| QIS Ct.

®

HEe

e

AL SN0| ZdstEl 22 ORLM JHA 721 S5 HIAIX|Of Cist ZAt 208 BLEHEE
UASLICE ORLM ZHAL HIAX| = ILM B7F T2 M| A 9| HEHOf TSt XEMISE YEE HSE &
AKX, IHH| H[O|E{2f BHX] = = ILM FHO| 2EHHo] Cist E= M3 += &L
7 HILsHoF LT XMISH 82 S HZSHUARQ "ZAF 22 HERIL(CH

=

* "S3 REST API AFE"
* "Swift REST APIE At gL|Ct"

ILM & 5L ILM 35 AL

AEZ|X| A0 HEEH LHE S v X[otALt Mt AZE ILM #AS +THOf

ruI

= ASLICH ILM HIERS 2Ql5to] A|A- 452 28 + AL

Ct.

411


https://docs.netapp.com/ko-kr/storagegrid-117/audit/index.html
https://docs.netapp.com/ko-kr/storagegrid-117/audit/index.html
https://docs.netapp.com/ko-kr/storagegrid-117/audit/index.html
https://docs.netapp.com/ko-kr/storagegrid-117/audit/index.html
https://docs.netapp.com/ko-kr/storagegrid-117/audit/index.html
https://docs.netapp.com/ko-kr/storagegrid-117/audit/index.html
https://docs.netapp.com/ko-kr/storagegrid-117/audit/index.html
https://docs.netapp.com/ko-kr/storagegrid-117/s3/index.html
https://docs.netapp.com/ko-kr/storagegrid-117/s3/index.html
https://docs.netapp.com/ko-kr/storagegrid-117/s3/index.html
https://docs.netapp.com/ko-kr/storagegrid-117/swift/index.html
https://docs.netapp.com/ko-kr/storagegrid-117/swift/index.html
https://docs.netapp.com/ko-kr/storagegrid-117/swift/index.html
https://docs.netapp.com/ko-kr/storagegrid-117/swift/index.html
https://docs.netapp.com/ko-kr/storagegrid-117/swift/index.html

o] AS LIt

AN

H2R K"

1. ILM * > * A& » 2 MEHSH |C}

=2 =-"1d

2. "ol et~ 2t A+ * HQhEl FM * fE= x M J|1E 2 MENSto] 2F ol Tt MR HEE S
Ol * F™ g~ Sl - HE Ef0|0113.:.” = MEE = AL
Active policy Proposed policy Policy history
o You have a proposed policy. Review details on the Proposed policy tab.
Policy name: Policy 1
Reason for change : test
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Policy rules Retention diagram
Rule order @ Rule name Filters @
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Default Project B
712HE ILM BME SHILICH
71HE8 ILM M S 2 ESIHE L3S LT
1ILM * > * 8 * > * 84 7|2 * 2 Mestct
2. HQtel M| QU= B oY HMS MALICH
3. SHY Mo chsh 20| HES MEiS OIS * SX| 7| FM ~ 2 MeigiL|Ct
4. of X|Hof w2t 2Rt bR HEES atdetL|ct "HotE LM FA S WA Ch

XEFA __I.I.ME| ILM I-IKHOE o|o|.| %‘_rla
ghdssto| Hofl ILM A 8L LM FAlg $
HMro| O| =5t L2 Rts e ZIQIK| SHAl 219

driet & JELICEH ILM HMZS
ES AlZ20|M g.H-IEr ILM

O

412



HIQtEl ILM A2 F| e Ct
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—

1 1LM * > * 58 >+ Foksl 54 + 2 Meigt|ct
2. Actions * > * Remove * £ MENSHL|C}.

X|Qt=l MAH T} x| ot=l HAH EH0| K| HElL|CL.
ILM 72 N2 HEE FL[C}
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1 ILM * > * %] * 8 MEishL|Ct
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7 YEE 2ol L33 sAYLCh

2 copies 2 data centers

Compliant: Yes
Used in active policy: No
Used in proposed policy: No
Description: test
| Clone | Edit | Remaove |

Time period and placements

Retention diagram Placement instructions

Reference time: Ingest time

Sort placements by

Ingest behavior: Strict

Ingest behavior: Strict

Reference time: Ingest time

Replicated copy

Erasure-coded (EC) copy

Day 0 Day 365

bay 0- forever 2 replicated copies - Data Center 1 or Data Center 2

W00 EC2+1 - Data Center2

Duration 365 days Forever
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2. HAHstE = F2lo] 2 FH = MQtE MM AR E[X| ob=X] ZelgfLCt.
2%

3. HAHslH = £l )
HAE = E‘AQLI Ct.

ILM £10] M[AEL|C.
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Overview Performance Storage LM Nodes

ILM queue @ B month v Lt ILM evaluation rate (objects/second) @ B wonth v
1Byte 1 Bytels
1 Byte: 1 Bytels
1 Byte 1 Bytels
0 Bytes 0 Bytes/s
0 Bytes 0 Bytes/s
0 Bytes 0 Byles
Oct12 Oct 12

‘Scans .Deletes Scans

ILM information @

ILM scan period forecast 0 seconds
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503: Service Unavailable

Unable to update compliance settings because the settings can't be
consistently applied on enough storage services. Contact your grid
administrator for assistance.
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* StorageGRID AfO|E 241 BB 0] 74| 7|7t S0t HEEL|C},
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Reference time @

Ingest time v

Time period and placements + Sort by start date

If you want a rule to apply only to specific objects, select Previous and add advanced filters. When objects are evaluated, the rule is applied if the object's metadata matches
the criteria in the filter.

Time period 1 FromDay O S store  forever W
Store objects by replicating ~ 1 C | copiesat Site 1 > I S 4
and store objects by~ replicating W 1 C | copiesat | Site 2 | M X

Add other type or location

Add another time period

Retention diagram Replicated copy

Rule analysis: ® StorapeGRID site-loss protection will apply for the duration of this rule.
® Dbjects processed by this rule will not be deleted by ILM.

Reference time: Ingest time

Day 0
Day 0 - for =
SRS Lreplicated copy - Site-l
1 replicated copy - Site 2
Duration Forever

IE S04, ILM 75 2: HZL LRIt U= AR 2 Z2E

& g9l ol A| 2%
02 AO|EJt A= AEE|K] * 371l AO|E0| ZAXl AEE|X| Z 1JH(AOIE 1, 2, 3)
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M E o
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FABHIAIL.

425



Time period and placements + Sort by start date

If you want a rule to apply only to specific objects, select Previous and add advanced filters. When objects are evaluated, the rule is applied if the object’s
metadata matches the criteria in the filter.

Time period 1 FromDay 0 Z  store  forever w

Storeobjectsby = erasurecoding v | using 6+3ECschemeatSites1,2,3 p*

Add other type or location

Add another time period

Retention diagram Erasure-coded (EC) copy

Rule analysis: ® StorageGRID site-loss protection will apply for the duration of this rule.

* Objects processed by this rule will not be deleted by ILM,
Reference time: Ingest time

Day0D

Day 0 - forever .
EC 6+3-Sites 1,2,3

Duration Forever
o 12] ILM ™
A2 CHREE9[ ILM MM 2 StorageGRID A|AEIS S| Hustn SE ILM BME A o UK ZHEHSEL|CE
CHS ALO|E J2|=0of Cigt Yetxel ILM Mol = CH2a 22 ILM 20| ZehE &~ SL|CH
* 2&steE S0 02t S3 HAY| ot ZE QEME S MERILICH finance-records M| 7H2| AHO|E T}
Tot=El AEE|X| E 6+3 AKX ZEH S AFEEILICE

* JHAZF R A ILM A2 ZX|5HA] pfe™ Aol |2 ILM A, &1 |ARE = WSl HlolH MIHE AHE3HH
siiet HAIS] AL SILIS ALO|E 10 RESIT 3 ZAHEE AfO|E 20 FEFLIC

Proposed policy name

Object Storage Policy

Reason for change

example 1

Manage rules

L Select the rules you want to add to the policy.
2. Determine the order in which the rules will be evaluated by dragging and dropping the rows. The default rule will be automatically placed at the end of the policy and cannot be moved.

Rule order Rule name Filters
+ . Tenant is Finance
I &+ 53 Bucket finance-records @ T
Bucket name is finance-records
Default Two Copies Two Data Centers
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Filter group 1 Objects with all of following metadata will be evaluated by this rule:

Object size v greater than v 1

and Key w ends with w Jpg

or Filter group 2 Objects with all of following metadata will be evaluated by this rule:

Object size v greater than v 1

and Key ~ ends with L .png
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o Enterdetails —— ( Z ) Define placements —— ( 3 ) Select ingest behavior

Rule name
Older Object Versions: Two Copies Two Years
Description (optional)
Older versions anly

Basic filters (optional)

Specify which tenant accounts and buckets this rule applies to.
Tenant accounts @ Select tenant accol
Bucket name @ matches all v

' Apply this rule to older object versions only (in 53 buckets with versioning enabled)?| @
No @ Yes .
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Strict ingest to guarantee Paris data center

This rule applies if:
* Tenant is Paris tenant

And it only applies if objects have this metadata:
* Location constraint is eu-west-3

Time period and placements

Retention diagram Placement instructions

Sort placements by Time period

Rule analysis: ® StorageGRID site-loss protection will not apply from Day O - Forever.
» Objects processed by this rule will not be deleted by ILM,

Referencetlme Ingesttime Ingest behavior: Strict
Day D
’ |
Day 0 - farever :
Y 2 replicated copies - Site 1
T

Duration Forever

Compliant: Yes ' Ingest behavior:
Used in active policy: No Reference time:
Used in proposed policy: No .

| Clone | Edit | Remaove

Filters

Strict

Ingest time

Replicated copy
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