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Software update

You can upgrade StorageGRID software, apply a hotfix, or upgrade the SANtricity OS software on StorageGRID storage
appliances. NetApp recommends you apply the latest hotfix before and after each software upgrade. Some hotfixes are

required to prevent data loss.

StorageGRID upgrade StorageGRID hotfix SANtricity OS update
Upgrade to the next StorageGRID Apply a hotfix to your current Update the SANtricity OS software
version and apply the |atest hotfix StorageGRID software version. on your StorageGRID storage
for that version. appliances.

Upgrade — Apply hotfix — Update —

StorageGRID & A H[O|X| 7} LIEFELICE.
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StorageGRID Hotfix
Before starting the hotfix process, you must confirm that there are no active alerts and that all grid nodes are online and available.
When the primary Admin Node is updated, services are stopped and restaried. Conneactivity might be interrupted until the services

are back online

Hotfix file

Hotfix file @ Browse

Passphrase

Provisioning Passphrase @
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Hotfix Installation Progress

# Admin Nodes - 1 out of 1 completed
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Site IT Name Il Progress 1 Swage 1
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Detaills  Action

. MEHM O Z * Sjte *, * Name *, * Progress *, * Stage * == * Detail

iIs*E 7182 2t 19 LE =SS
QA EE LRIk OR HELICH £ * HA - ”Xfoﬂ 80{E YAt EFY =5 HAgL|C}
- YOo|ESY FH[Jt & J2|= LEE SelElLCh SEe REo SQlE === of Mo Sty Fa|o|=E Lt

S8 YHOISE BHl7} SIZET) Susia] 28 32 sof oot VLS SoIeix) Dl
27} 2| S0l M5 o s 0| A% AHIATL ChA| AIZHE 4 QleLich ofzizt
ot S4Ist= SztololE0] il A A FEHS A0 4 UBLIC

_>'I_

e I
rlo I>
H_ —l—

 BL}O|AfQ] ' i =2 BHEA CH7|Zofl Z7kek2 P * Approve * EIES BlLt 0|4 MeigtL|Ct
© 2t 08 LOIM * 25 01 * HES Mejsto] SUS U0 DE LTS A T7|Hoj| EIFBLICH 24 -
Aol A £2A2 QS FS * DE 01~ H{ES A4 7|Z0f ofsf MElEl BE o HBELC

H|O| X| Actol * Approve All * (25 £ HES
@ &0k, E|0|E OF AT * Approve All * (2
LEOAQIEL|C L E AT 0|E &AM7t ZRFt

2005l LIS LE= AOIo}7| Mol 2t =E0AM

=
* HO|X| B 9lofl Qs HALS| * BE A0l + LEE Metstol 12|=0| ME LCE GHEA | Hofl Z7fetLict
()  CIE2ZEHOI YCISE ATSIAT StorageGRID SAS TS0 BT AL
o= 8t 2 9100 7|2 K@l HA0| 2OSHIAIR,
o LA ROIM L C Tl RE L2 RS * M+ e+ B HH * 2 Mefgct
AEO|X|7} ™CH7] Z™ O[AtOE FISE|Dd * K7 * HEO| SAXIT I 04 LA TZAAO|M LCS
HHg % glaLict



A Sorage odes 1o of 8 compte

Q
site I Name I pProgressll Stage 11 petaits IT Action
Raleigh RAL-S1-101-186 Quaved
Raleigh RAL-52-101-197 | Compiste
Ralesgh RAL-S3-101-168 Queued
Sunnyvale SVL-51-101-199 Queued
Sunnyvale SVL-52-101-83 Waiting for you o approve
Sunnyvale SVL-S3-101-94 Waiting for you to approve m
vancouver VTC-§1-101-193 Waiting for you to approve
Vancouver -VTC-52-101-194 Waiting for you o approve m
Vancouver VTC-53-101-185 Waiting for you to approve m
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Prepare the appliance for reinstallation.

v

Start appliance installation.

v

Monitor appliance installation.

v

Select Start Recovery to configure the
Storage Node.

v

Remount and reformat storage volumes.

v

Restore object data to storage volumes.

v

Check storage state.

21



EC0|AHA AEZ|X| E S70)| Cigt Fof L &1

O

© O O O

®

-

.
I-o
o

= 0|&fe AEE|X| L =0 FHOHZF AALE 22l HEfRl HR 7= X R Mo 223HAIL. T2
E? HXE +otX| OHY A2, HIOIE 7} &4 E 5 JUSLIC.
*EEIXI LE FOH B =7 = 152 O[Uiof| & #m AEE|X| L= 2Rl FR 7|z XY £

EOISHMAIL. 15 O|LHO| & 74 O] Ao AE2[X| LE0{|A| Cassandras 7[H Z5tH H|o|E 7} &4 E
2 JAELCL.

oF AFO|EOf| = 0] &2 AEE|X| L0 "*OH7P U FR AOIE 57 HA EHQY + ASLICL 2
HZSHYAIR "7]& X MM AOIE S7E 5= A"

ILM 40| ZH|E SAES SHIEH HESHZE PAIE0] LT ST ZAHEO| Mgt AEa|x| 250
QOB JHHE 278t 4 gigtict.

=7 30| MH|A:HEl-Cassandra(SVST) F 27} &dist= 22 £ EZSIMAIL "Fof7F 2det

AEEZ|X| 288 S+5t11 Cassandra H|O|E{H[O|AE R =BILICH". CassandraZl A S E 20i=
ZAET X EIL|CH 20| AHE[X] O™ J|& X[ 20 22l5HMA|2L.
ZAEE2] WAH| EE= SANtricity OS XA X|of| CHat X| & 1f 22 SIES O FAE4 Bits AEZ(X]

o{S2to[A A OXIE—’F XHE HZoHHAL.

* "SGF6112 AEZ|X| {Z2}0|HA"
* "SG6000 AE2|X| ({EEI0|HA"
* "SG5700 AE2|X| ({EE0[HA"

O{Z2t0[AA AERX| =E9| JHEX|E FHIFLIC

==

E2i0|HA AERX| L EE 578 = MK StorageGRID 2ZEQ||0f A AX|E 2|t
0{Z2t0|

AL S FH|oHOF &LCE.

L_—=

SAst AER|X| S0 239

d. off LIEE 2T E UABLICH passwords. txt THY.

FEZ 2TQI6IH IETEJ}Of| M HAELICH s S MEASLICH 4.

2. StorageGRID 2AZE2||0f HX|E 2[d O{Z2t0|HA AER|X| LEE FH[YLICE sgareinstall

3. A4

=

& ARIX| 2= HIAIX|ZF LIEILIH CHE2S = -LCH y

-

O{Z2t0[AA T} MR EE| 1 SSH M|M0| Z=ELICH StorageGRID O{Z210[¢1A AX| T2OMS ALY = U
E|7|7X] LMo = 570] ZE|X| 2 ZR0f| W2} £|C 30=27HX] 7|Ch2{0F g == JAELICE.

22

Al


https://docs.netapp.com/ko-kr/storagegrid-117/sg6100/index.html
https://docs.netapp.com/ko-kr/storagegrid-117/sg6100/index.html
https://docs.netapp.com/ko-kr/storagegrid-117/sg6100/index.html
https://docs.netapp.com/ko-kr/storagegrid-117/sg6100/index.html
https://docs.netapp.com/ko-kr/storagegrid-117/sg6100/index.html
https://docs.netapp.com/ko-kr/storagegrid-117/sg6000/index.html
https://docs.netapp.com/ko-kr/storagegrid-117/sg6000/index.html
https://docs.netapp.com/ko-kr/storagegrid-117/sg6000/index.html
https://docs.netapp.com/ko-kr/storagegrid-117/sg6000/index.html
https://docs.netapp.com/ko-kr/storagegrid-117/sg6000/index.html
https://docs.netapp.com/ko-kr/storagegrid-117/sg5700/index.html
https://docs.netapp.com/ko-kr/storagegrid-117/sg5700/index.html
https://docs.netapp.com/ko-kr/storagegrid-117/sg5700/index.html
https://docs.netapp.com/ko-kr/storagegrid-117/sg5700/index.html
https://docs.netapp.com/ko-kr/storagegrid-117/sg5700/index.html

@ HES ’”EUF AAHL HES 2| M5t MR- E 7h&etota] 1 ofX| OHYAIL. X+ BIOS, BMC
= 7IEHAO FaY0| =8 ST = ASLIC

StorageGRID {E2{0[|AA AER[X| L EIF MHAFHET AEE|X| = =9| G|O|E{0f I Of&f UM AT 2= YELICH.
Hefl X Z2M|A Jof| FEE IP FA= OUZ |RX|E[X[2 BA7L 2tz EH 0| 2felst= 20| ZELILE

MH#St T sgareinstall EH, StorageGRIDZt Z2H|HHEl DE AHE, &4 3 SSH 7|7F M2 MY
AE F|7H MM ELICEH

fot i

StorageGRID O{E2}0|¢A HX|E A|ZfEL|C

o{Z2t0|AHA AEE|X| =0 StorageGRIDE AX|8t2{H 0{Z2t0|A AN EEHE
StorageGRID O{Z2}0|¢A HX| T2 S ALE LTt

AlZtsE7| o

O] o{Z2to[A A= 2Hof HX|E[0f A HEKI0f| AAE A2H THO| HH ASLICE

HIEXZ &3 8 IP F4 = StorageGRID H{E2H0[AA HX| T2 IS ALESH] 0 =20 A A0 Chsh
FHEASLICH

StorageGRID J2|=0f| CHSH 7|2 22| 29| IP FAE 211 JEL|Ct

StorageGRID 0{Z2t0|1A Mx| T2 2o| 1P 74 HOX|of LIFE 2E 12| WEYI MEYL 7|2 2|
=Eo| J2|E UEYT A2 220 FolE|of Lt

AE2|X| 0{Z2t0|HA] MK| X|Hofl w2t of2{st T X
bh2 2 A EHEHL|CH,

o

UBYSELICE 8 HESHIAIR "ol=20f K2
£(2) A8SID YBLICH R E Y Haex),
ofZeto|pire] HHEY HESe(N TUE IP X4 3 OILIS YT YSLICL 2| YEYI(HES|S 22| BE
1), 12|E YIEST £E 22A0|AE HEAL P 725

IZI‘u ;

]
Rl
otO
et K
4>
£0
o>
=
or

Of Zteiof| Chat
O|Z2H0|AHA AEE|X| L. E0f| StorageGRIDE HX|5t2H LIS S MEMA L.

2.

23 2| 29| IP FA =EO| SAE O|F(MAH 0|F)S XIFSHAHL 2lRfLct.
X

x}
EMATH SZHof TIEH *a**lﬂ OIJKI SXIELICH X2 CHA| AJESte{® O2[E 2r2[Xtof] 2015t FHoi 7t
Al

L
EE 7Y 20l= 0{Z2H0|HA X Z2ZNAT 22 &1 O Z 20| A AT KRG E LT,

- HEIRME 1 {S2t0|H A0 M HFEEY HEER(Q IP F£4 T SHLIE Y=FLICHL

https://Controller IP:8443
StorageGRID O{E2t0|A A &K 22[X} Z H[O|X[7} LIEFEL|CY.
7|2 #E| L= HE MPA I 2 2E| =29 IP FAE XY 0f sh=X| (RS =HlgtL(Ct

—

StorageGRID O{Z20|Q1A MX| Z2|XH= 7|2 2| L E = admin IP7F TAE CHE T2|E 27 SYst

23


https://docs.netapp.com/ko-kr/storagegrid-117/installconfig/index.html
https://docs.netapp.com/ko-kr/storagegrid-117/installconfig/index.html
https://docs.netapp.com/ko-kr/storagegrid-117/installconfig/index.html
https://docs.netapp.com/ko-kr/storagegrid-117/installconfig/index.html
https://docs.netapp.com/ko-kr/storagegrid-117/installconfig/index.html
https://docs.netapp.com/ko-kr/storagegrid-117/installconfig/index.html
https://docs.netapp.com/ko-kr/storagegrid-117/installconfig/index.html
https://docs.netapp.com/ko-kr/storagegrid-117/installconfig/index.html
https://docs.netapp.com/ko-kr/storagegrid-117/installconfig/index.html
https://docs.netapp.com/ko-kr/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-117/admin/web-browser-requirements.html

MEUo)| ATt 7P O] IP FAE XS =2 AME = AFLICH

pr

3. O] IP A7} HAIE|X| AL HAFSHOf St= R FAE X[FRLIC

4. Node Name * ZE0| 57 T2 20| A2 E 20t SUSt SAE O|F(A|AH 0|F)2 Y=ot * Save * E

SUS MEPLICH EHA|
=3 IP ¢ a. HE[A =AM ghdo}  2helzto| MElS AL
b. P FLE +FOZ UHSL|
¢ XNg* 2 =t
d. A 1P 20| A& e} "THA| EH["Jt E wi7tx] J|CHELICE
HEE ZE 23 22| 2O XE a A E HAM Hst - efelghs MERL|C
a4 b. HME P F4& ZS20|M 0] O{Z2t0[AA AREX| LES AES

l

Salgot.

S| MMl SR A7 mAX| AIS} ZH] 2HR'IX| HRIBILITH node name 7|2 B2t i E "admin_ip™ Ol
Qe J2|S2 S0{7t* x| AlRH B E0| LABtEILICY,

X AE - HEO| 2YotE|X| g2 R HESRD 74 L= ZE 8T s HEF0F S = ASLICE XMt 82

o L—

HMEZS fRIEs XEHS FEHAL.

6. StorageGRID O{Z2}0|AA MX| 22|X} 5 HO|X|of| M * HX| A|ZF* S SIS CE

24



NetApp® StorageGRID" Appliance Installer

Home Configure Networking « Configure Hardware « Monitor Installation Advanced «
Home

© The installation is ready o be started. Review the seftings below, and then click Start Instaliation.

Primary Admin Node connection

Enable Admin Node =
discovery

Primary Admin Node [P 172.16.4.210

Connection state Connection to 172.16.4.210 ready

Mode name

MNode name MetApp-SGA

Installation

Current state Ready to start installation of NetApp-3GA into grid with Admin Node
172.16.4 210

Start Instaliation

S LEf7FER] T Sre = HEE D ZLE ZX| HO|X|7F EAELCE,

@ SLIE X Ho|X[of| 522 HM|AGHOF 5tz B2 HlF ZS0|M * ELIE X * E SEIgL(Ct
2 BXSHAIR "0 ZEI0[AA HX|E L E- L]
StorageGRID O{Zz210|HA HX|E ZL{EEEL|CH

StorageGRID HZ20|AHA MX| T2 122 MX|7} 22 E mj77X| MEHE H S EHLICt.
ATDEQ0] AX|7} 2t2E[H H{E2I0|AA T} R EEEL|CH

Tod

|
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Step Progress Status

Comest o storage contoer N Ccrvice

Clear xisting configuraton e ———— i

Configure volumes | E 5 _E Creating volume StorageGRID-obj-00

Configure host settings Fending

2. Install 05 Pending
3. Install StorageGRID Pending
4 Finalze installation Pending

mHRHY AEf EAISS ¥
LFEREHLICE,

=
al
oF
o
o
bal
mjo
i
m

c
-
iul
A
1=
0z
flul
==
>
T
rIo
0|'J
Jﬁ
H1J
re
I:ﬂJ
r_
r£§
mjo

(D “XI D22 0[H *E*XIOH M = El Z0| ChA| AHE|X| Qe 5 SfL|CH BX| S ChA| HdstH=
A2 CIAl A8 HRJ| gl XolS = AlE| BAIZZ "S- “EHE HA|ELIC

2. Mg & 2% e T dEs eI
°* 1. AEE|X| FY ¥

Of THAIM EX| 22Xt AE2|X| HAEER{0f| HASHL, 7|Z F4S X1, SANtricity OSet S415+0]
EE2 7Y%, T AE A™g A MELCL

° *2.08* & AX|gLCt

O EtAIOM EX| Z22 StorageGRID2| 7= 2F M[A| O[0|X|E O{Z2t0|A L0 SAFRLICE,

rr

3. StorageGRID* AX| EHA7} LAl SX|=| 12 O2|E 22|XHE AB3H0] 22| 20| 0] EE S2l5t2}
HIAIXIZE ZotEl 2E0 BAIE 7R 2X] T HESE A% ZLIEZRLIC

26



Home

Monitor Installation

1

=

£

Configure storage

Install OS5

Install StorageGRID

Finalize installation

Configure Networking -

Connected (unencrypted) to: QEMU

platform.typen:

[ZO017-07-31TZZ:

ontainer data

[2017-07-31T22:
[2017-07-31T22:
[2017-07-31T22:
[2017-07-31T22:

[2017-07-31T22:

Q09:
09:
09:
09:
09:

09:

Configure Hardware -

Device or resource busy

12.
12.
12.
12.
12.

12.

3625661
3662051
3696331
5115331
5700961

5763601

of node configuration

[2017-07-31TZ2Z:
[2017-07-31TZ22:
[Z2O17-07-31T2Z:
[Z2O17-07-31T2Z:
-07-31T2Z:
-07-31T22:
-07-31T2Z:
-07-31T2Z:
-07-31T2Z:

-07-31TZ22:

-07-31T22:
-07-31T2Z:

Q9:
09:
09:
09:
09:
09:
09:
09:
09:

09:
min Mode GMI to proceed...

1Z.
12.
12.
12.
12.
12.
12.
12.
12.

.b1609851

.b145971
12.

h813631
5850661
5883141
5918511
5948861
2983601
6013241
6047591
6078001

6182821

WSO O S2t0[AA A

INFO

INFO
INFO
INFO

INFO

INFO

INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO

-— [IN3G]

[INSG]
[INSG]
[INSG]

[INSG]

[INSG]

[IN3G]
[INSG]
[INSG]
[INSG]
[INSG]
[INSG]
[INSG]
[INSG]
[INSG]
[INSG]
[INSG]
[INSG]

IMonitor Installation Advanced -

Complete

Complete

Running

Pending

NOTICE: seeding ~wvar~-local with c
Fixing permissions

Enabling syslog

Stopping system logging: syslog-n
Starting system logging: syslog-n

Beginning negotiation for downloa

Please approve this node on the A

o 0{SEf0|U A AEE[X] L ES FE-LICH"

E2X| LEE FE™LCt
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= =
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HA
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3. Provisioning Passphrase * £ 2/2igtL|C}.

4. 23 A5+

Recovery

= 2L,

Select the failed grid node to recover, enter your provisioning passphrase, and then click Start Recovery to begin the recovery procedure.

Pending Nodes

Name
* 104-217-31

Passphrase

5. 231 1g|E

28

Sea Q
LT 1Pv4 Address IT State 1T Recoverable I
10.96.104.217 Unknown
Provisioning Passphrase | sessss

Start Recovery

LE HOISUM =7 THES ZLIEHZELIC

2 C7} w48 U2 ] B S0 SYSHRNC18 YROR OSHH0f ofB2N0IL AERIX EEE

02 EStY CHA| E'iﬂ"'HZ =& HAHIE "L

Recovery

=28 =

Select the failed grid node to recover, enter your provisioning passphrase, and then click Start Recovery to begin the recovery procedure.

Recovering Grid Node

Name

Start Time Progress Stage

2016-09-12 16:12:40 PDT h WY Waiting For Manual Steps

=7 30| AN EX| * Reset * (MEF *)2 22010 M 572 AMEHY 5 ASLICH ZEAXME
MAFYSIH Lo 2YEX| g2 SEi2 *f UASE LIEIHE Tt Xt LIEFEL|CE



€ Info

Reset Recovery
Resetting the recovery procedure leaves the deployed grid node in an indeterminate state. To retry

a recovery after resetting the procedure, you must restore the node to a pre-installed state:

» For ViMware nodes, delete the deployed WM and then redeploy it.
» For StorageGRID appliance nodes, run "sgareinstall” on the node.
» For Linux nodes, run "storagegrid node force-recovery node-name” on the Linux host.

Do you want to reset recovery?

o
MAE WU T 2
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root@SG:~ # sn-remount-volumes
The configured LDR noid is 12632740

====== Device /dev/sdb ======

Mount and unmount device /dev/sdb and checking file system
consistency:

The device is consistent.

Check rangedb structure on device /dev/sdb:

Mount device /dev/sdb to /tmp/sdb-654321 with rangedb mount options
This device has all rangedb directories.

Found LDR node id 12632740, volume number 0 in the volID file
Attempting to remount /dev/sdb

Device /dev/sdb remounted successfully

====== Device /dev/sdc ======

Mount and unmount device /dev/sdc and checking file system
consistency:

Error: File system consistency check retry failed on device /dev/sdc.
You can see the diagnosis information in the /var/local/log/sn-

remount-volumes.log.

This volume could be new or damaged. If you run sn-recovery-
postinstall.sh, this volume and any data on this volume will be
deleted. If you only had two copies of object data, you will
temporarily have only a single copy.

StorageGRID Webscale will attempt to restore data redundancy by
making additional replicated copies or EC fragments, according to the
rules in the active ILM policy.

Don't continue to the next step if you believe that the data
remaining on this volume can't be rebuilt from elsewhere in the grid
(for example, if your ILM policy uses a rule that makes only one copy
or if volumes have failed on multiple nodes). Instead, contact
support to determine how to recover your data.

====== Device /dev/sdd ======

Mount and unmount device /dev/sdd and checking file system
consistency:

Failed to mount device /dev/sdd

This device could be an uninitialized disk or has corrupted
superblock.

File system check might take a long time. Do you want to continue? (y



or n) [y/N]? vy

Error: File system consistency check retry failed on device /dev/sdd.
You can see the diagnosis information in the /var/local/log/sn-

remount-volumes.log.

This volume could be new or damaged. If you run sn-recovery-
postinstall.sh, this volume and any data on this volume will be
deleted. If you only had two copies of object data, you will
temporarily have only a single copy.

StorageGRID Webscale will attempt to restore data redundancy by
making additional replicated copies or EC fragments, according to the

rules in the active ILM policy.

Don't continue to the next step if you believe that the data
remaining on this volume can't be rebuilt from elsewhere in the grid
(for example, if your ILM policy uses a rule that makes only one copy
or if volumes have failed on multiple nodes). Instead, contact
support to determine how to recover your data.

====== Device /dev/sde ======

Mount and unmount device /dev/sde and checking file system
consistency:

The device is consistent.

Check rangedb structure on device /dev/sde:

Mount device /dev/sde to /tmp/sde-654321 with rangedb mount options
This device has all rangedb directories.

Found LDR node id 12000078, volume number 9 in the volID file
Error: This volume does not belong to this node. Fix the attached

volume and re-run this script.
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Error: This volume does not belong to this node. Fix the attached
volume and re-run this script.
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Recovery

Select the failed grid node to recover, enter your provisioning passphrase, and then click Start Recovery to begin the recovery procedure.

Pending Nodes

Name Il IPv4 Address 1T state 11 Recoverable

No results found.

Recovering Grid Node

i

MName Start Time Progress Stage
DC1-S3 2016-06-02 14:03-:35 PDT . O O N Recovering Cassandra
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Review warnings about storage volume recovery.

v

Identify and unmount failed storage volumes.
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Recover failed storage volumes and rebuild the
Cassandra database.
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Restore object data to a storage volume.
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Check storage state.
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Volumes

Mount Point Device Status Size Space Available Total Entries  Entries Available Write Cache
/ croot  Cnline & 104GB 417 GB F 4 655,360 554 806 & Unknown
hvarllecal cvioe Online =J&) 9%66GB 96.1GB EH &) 94369792 94369423 & Unknown
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3
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3
/varflocalirangedh/2  sde  Online =% 107GB 107 GB 5@ 104857600 104856536 @) Enabled =
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root@Storage-180:~/var/local/tmp/storage~ # sn-unmount-volume O
Services depending on storage volume 0 (cassandra) aren't down.
Services depending on storage volume 0 must be stopped before running
this script.

Stop services that require storage volume 0 [y/N]? y

Shutting down services that require storage volume O.

Services requiring storage volume 0 stopped.

Unmounting /var/local/rangedb/0

/var/local/rangedb/0 is unmounted.
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root@Storage-180:~ # sn-unmount-volume --use-umountof
/var/local/rangedb/2

Unmounting /var/local/rangedb/2 using umountof
/var/local/rangedb/2 is unmounted.

Informing LDR service of changes to storage volumes
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<name> (device <major number>:<minor number>)? [y/n]?"lM LIS & & SILtE 2dstL|Ct.
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root@DC1l-Sl:~ # reformat storage block devices.rb
Formatting devices that are not in use...

Skipping in use device /dev/sdc

Skipping in use device /dev/sdd

Skipping in use device /dev/sde

Reformat the rangedb drive /dev/sdf (device 8:64)? [Y/n]? y
Successfully formatted /dev/sdf with UUID b951bfcb-4804-41ad-b490-
805dfd8dflec

All devices processed

Running: /usr/local/ldr/setup rangedb.sh 12368435

Cassandra does not need rebuilding.

Starting services.

Informing storage services of new volume

Reformatting done. Now do manual steps to
restore copies of data.
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Prepare for node
recovery.
Replace node.
VMware Linux
No Yes
Linux host?
Corrective No . See the
actions taken when iiﬁ;fgels “What next?”
restoring node? section for details.
Yes
—force flag New or changed
or force-recovery block device
Select Start Recovery to Recovering from

storage volume

configure the Storage Node. failure

v

Remount and reformat
storage volumes.

v

Restore object data to
storage volumes.

v

Check storage state.
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Recovery

Select the failed grid node to recover, enter your provisioning passphrase, and then click Start Recovery to begin the recovery procedure.

Pending Nodes

Search Q

Name 11 IPv4 Address 11 state 1T Recoverable I
® 104-217-51 10.96.104.217 Unknown v

Passphrase

Provisioning Passphrase | sssss

Start Recovery

°. F7 J2|E LE H|0[20M 57 THES ZLEZRLICH

ST EHAL H¥E= St * Reset * 2 22I5I0 M 575 AT &= JASLICL Z2ANE
( ) MAFSH 7t ZHE|X| Q2 MEZ SHof USS LIEL = i3t AXEo LIEFELICE.
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Reset Recovery

Resetting the recovery procedure leaves the deployed grid node in an indeterminate state. To retry
a recaovery after resetting the procedure, you must restore the node to a pre-installed state:

* For WViware nodes, delete the deployed WM and then redeploy it.
# For StorageGRID appliance nodes, run "sgareinstall” on the node.
# For Linux nodes, run "storagegrid node force-recovery node-name” on the Linux host.

A AT = E7E MAI S5t OS2t 20| =5 AP AX|E HEi2 S|sHoF LICt.

o - T

Do you want to reset recovery?
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o TlQst AR L E0j|A Cassandra H|O|E{H|O|AZ R =EiL|CH

° AER[X| LLEO|M MH|AS AIZfELICEH

L 27E AEEX LEof 239

d of LIgEl A E AUBBLICt Passwords. txt IHY.

FEZ 2OQI6tH IETETOf| M HAELICH s & MEUBILICH 4.

- R ASZEES HAHSHH MESHA ZUE AERX| 2§ CHA| OFRERL|CL

D= AEZX| 2E0| M| 2&0|12 ZBHOF StALE BE AEE|X| EF0| et 2 0| tHAIE
@ AUS 0 = H ATZEE A5 OFRE K&l 2= AEZ[X]| EE% FA| oS 4~
UA&LICH
a. AIEEE MASL|Ct sn-remount-volumes
0| ASEE= OIO|E 7t ZetEl AEZ|X| EB0M HAEl= O R AlZHO] ZE = JUFLICL
b. AFZETI MYE|H £HS HES D TETEQ| SERLICH
Zeo 2t E MY £+ UELICHtail -f ATEE 20 OAUS| HE S ZLIHASH=
(D HHRLICH (/var/local/log/sn-remount-volumes.log)E SEELICH 21

oofls BEE SHEL KME 27 S0 JASLICH

root@SG:~ # sn-remount-volumes
The configured LDR noid is 12632740

====== Device /dev/sdb ======

Mount and unmount device /dev/sdb and checking file system
consistency:

The device is consistent.

Check rangedb structure on device /dev/sdb:

Mount device /dev/sdb to /tmp/sdb-654321 with rangedb mount options
This device has all rangedb directories.

Found LDR node id 12632740, volume number 0 in the volID file
Attempting to remount /dev/sdb

Device /dev/sdb remounted successfully
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====== Device /dev/sdc ======

Mount and unmount device /dev/sdc and checking file system
consistency:

Error: File system consistency check retry failed on device /dev/sdc.
You can see the diagnosis information in the /var/local/log/sn-
remount-volumes.log.

This volume could be new or damaged. If you run sn-recovery-
postinstall.sh,

this volume and any data on this volume will be deleted. If you only
had two

copies of object data, you will temporarily have only a single copy.
StorageGRID Webscale will attempt to restore data redundancy by
making

additional replicated copies or EC fragments, according to the rules
in

the active ILM policy.

Don't continue to the next step if you believe that the data
remaining on

this volume can't be rebuilt from elsewhere in the grid (for example,
if

your ILM policy uses a rule that makes only one copy or if volumes
have

failed on multiple nodes). Instead, contact support to determine how
to

recover your data.

====== Device /dev/sdd ======

Mount and unmount device /dev/sdd and checking file system
consistency:

Failed to mount device /dev/sdd

This device could be an uninitialized disk or has corrupted
superblock.

File system check might take a long time. Do you want to continue? (y
or n) [y/N]? y

Error: File system consistency check retry failed on device /dev/sdd.
You can see the diagnosis information in the /var/local/log/sn-

remount-volumes.log.

This volume could be new or damaged. If you run sn-recovery-
postinstall.sh,

this volume and any data on this volume will be deleted. If you only
had two



copies of object data, you will temporarily have only a single copy.
StorageGRID Webscale will attempt to restore data redundancy by
making

additional replicated copies or EC fragments, according to the rules
in

the active ILM policy.

Don't continue to the next step if you believe that the data
remaining on

this volume can't be rebuilt from elsewhere in the grid (for example,
if

your ILM policy uses a rule that makes only one copy or if volumes
have

failed on multiple nodes). Instead, contact support to determine how
to

recover your data.

====== Device /dev/sde ======

Mount and unmount device /dev/sde and checking file system
consistency:

The device is consistent.

Check rangedb structure on device /dev/sde:

Mount device /dev/sde to /tmp/sde-654321 with rangedb mount options
This device has all rangedb directories.

Found LDR node id 12000078, volume number 9 in the volID file
Error: This volume does not belong to this node. Fix the attached
volume and re-run this script.
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Recovery

Select the failed grid node to recover, enter your provisioning passphrase, and then click Start Recovery to begin the recovery procedure.

Pending Nodes

Search Q
Name Il IPv4 Address T state 11 Recoverable i
No results found.
Recovering Grid Node
Name Start Time Progress Stage
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Maintenance = Volume restoration

Volume restoration

If storage volumes in a Storage Node fail, you can perform volume restoration to restore object data to the recovered volumes. StorageGRID can restore replicated and erasure-coded objects using the copies
or fragments that remain on other Storage Nodes, in a Cloud Storage Pool, or on an Archive Node.

Nodes to restore (2) Restoration progress Restoration history

Select a node to restore, including all available volumes in it. You can restore data for only one node at a time. Wait until the restoration an one node is complete before starting restoration on another
node.

Nodes and volumes Status @

~ DC1-5N1-010-060-042-214
Volume 1 Waitmgfor manual steps4
@® ~ DC1sN2.010-060-042-215

Volume 1 Ready to restore

Start restore
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Volume restoration

If storage volumes in a Storage Node fail, you can perform volume restoration to restore object data to the recovered volumes. StorageGRID can

restore replicated and erasure-coded objects using the copies or fragments that remain on other Storage Nodes, in a Cloud Storage Pool, or on
an Archive Node.

Nodes to restore Restoration progress Restoration history

Replicated data repairrate: @ 10,001 objects/s

Erasure-coded data repairrate: @ —

Objects safe from data loss (no restore required) @ 99%

Restoration jobs (1)

Node % VolumelID % Datatype @ % Status @ % Progress % Details

v

DC1-SN1-010-060-042-214 1 Replicated Running 76% v
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Maintenance > Volume restoration

Volume restoration

If storage volumes in a Storage Node fail, you can perform volume restoration to restore object data to the recovered volumes. StorageGRID can restore replicated and erasure-coded objects using the copies

or fragments that remain on other Storage Nodes, in a Cloud Storage Pool, or on an Archive Node.

Nodes to restore (2) Restoration progress Restoration history

Node % Volume D % Size % Datatype @ 2 Starttime % Totaltime %
DC1-SN1-010-060-042-214 1 - Replicated 2022-11-0909:07:24 EST 6 minutes
DC1-SN1-010-060-042-214 1 - Replicated 2022-11-09 08:33:22 EST 11 minutes
DC1-SN1-010-060-042-214 1 - Replicated 2022-11-09 08:22:03 EST 10 minutes
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Prepare for node recovery.

v

Preserve the audit log.

v

Replace node.

Services

VMware .
appliance

Linu

See the
"What next?”
section for details.

Comective
actions taken when
restoring node?

Recoveryis
complete.

Yes

—force flag
+ or force-recovery

N Select Start Recovery to
configure the Admin Node.

v

Restore the audit log.

v

Reset the preferred sender.

v

Restore the Admin Node
database.

v

Restore Prometheus metrics.
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7. 2EEE2 20t exit
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NetApp® StorageGRID® Help ~

Install

Welcome

Use this page to install a new StorageGRID system, or recover a failed primary Admin Node for an existing system.

€ Note: You must have access to a StorageGRID license, network configuration and grid topology information, and NTP settings
to complete the installation. You must have the latest version of the Recovery Package file to complete a primary Admin Node
racovery.

» Ve

Install a StorageGRID system Recover a failed primary Admin
Node
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3. Provisioning Passphrase * £ 2/2igtL|C}.

4. 231 A|&H* 2 Z2Ish|C}

Recovery

Select the failed grid node to recover, enter your provisioning passphrase, and then click Start Recovery to begin the recovery procedure.

Pending Nodes

Searct Q
Name 11 IPv4 Address 11 state 1T Recoverable I
s 104-217-51 10.96.104. 217 Unknown
Passphrase

Provisioning Passphrase | sssss

Start Recovery
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€ Info

Reset Recovery

Resetting the recovery procedure leaves the deployed grid node in an indeterminate state. To retry
a recovery after resetting the procedure, you must restore the node to a pre-installed state:

» For ViMware nodes, delete the deployed WM and then redeploy it.
» For StorageGRID appliance nodes, run "sgareinstall” on the node.
» For Linux nodes, run "storagegrid node force-recovery node-name” on the Linux host.
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Prepare for node recovery.

v

Replace node.

VMware SEF.-.I'ICES Linux
appliance

See the
“What next?"”
section for details.

Cormrective
actions taken when
restoring node?

Recoveryis
complete.

Yes

—force flag
l force-recovery

Select Start Recovery to

> configure the Gateway Node
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Recovery

Select the failed grid node to recover, enter your provisioning passphrase, and then click Start Recovery to begin the recovery procedure.

Pending Nodes

ea Q
Name 11T 1Pv4 Address I1 state It Recoverable b
® 104-217-51 10.96.104.217 Unknown
Pass P hrase

Provisioning Passphrase | sseses

Start Recovery
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Reset Recovery

Resetting the recovery procedure leaves the deployed grid node in an indeterminate state. To retry
a recovery after resetting the procedure, you must restore the node to a pre-installed state:

» For WVMware nodes, delete the deployed WM and then redeploy it.
* For StorageGRID appliance nodes, run "sgareinstall” on the node.
# For Linux nodes, run "storagegrid node force-recovery node-name” on the Linux host.
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Prepare for node recovery.

v

Replace node.
ViMiware Linux
No . Yes
Linux host?
Corrective See the
actions taken when Recovery is What next?
restoring node? complete. section for details.
Yes
—force flag
l force-recovery

Select Start Recovery to
configure the Archive Node.
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Reset connection to the
cloud.
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Recovery
Select the failed grid node to recover, enter your provisioning passphrase, and then click Start Recovery to begin the recovery procedure.

Pending Nodes

Search Q

Name 11 IPv4 Address I1 State 1T Recoverable I
® 104-217-51 10.96.104.217 Unknown v

Passphrase

Provisioning Passphrase | sssss

Start Recovery

°. F7 J2|E LE EH|0|20M =7 THES ZLEHZSLICH

@ =7 2APL He|= St * Reset * S 226I0 M S5 AR = ASLILE ZZAXNE
MEHoHH =0t AHEIX| 42 JEIZ Ot ASS LEHHE st #XE7F LIEFLICY,

Reset Recovery

Resetting the recovery procedure leaves the deployed grid node in an indeterminate state. To retry
a recaovery after resetting the procedure, you must restore the node to a pre-installed state:

* For WViware nodes, delete the deployed WM and then redeploy it.
# For StorageGRID appliance nodes, run "sgareinstall” on the node.
# For Linux nodes, run "storagegrid node force-recovery node-name” on the Linux host.

A AT = E7E MAI S5t OS2t 20| =5 AP AX|E HEi2 S|sHoF LICt.

Do you want to reset recovery?

° *VMware *: BiEEl 7tet J2|E =5 MHPLICE O3 ChZ S5 CHA| AR ZH|7t £|H L ES CHA|
HHZgLICt.

° Linux*: Linux SAENM CHS HHES AEStH =S CHA| A|ERIL|CH storagegrid node force-
recovery node-name
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* "Red Hat Enterprise Linux E== CentOSS A X|stL|CH"
* "Ubuntu £ Debiang A X|gtL|C}

THA|
1. 815 SAEQ| HHEO|AM S LM El B E StorageGRID 12|E = EE LIESL|Clsudo storagegrid

node list

02| =E7h PAE0] UK Shop H2o| ALt Y J2|S wEvt TNE P CHS1 2 HAoR
z2{0] M EILICE

Name Metadata-Volume

dcl-adml /dev/mapper/sgws-adml-var—-local
dcl-gwl /dev/mapper/sgws-gwl-var-local
dcl-snl /dev/mapper/sgws-snl-var-local
dcl-arcl /dev/mapper/sgws-arcl-var—-local

SAEQ FAMOljoF St YR E= B E O2|E L BTt LIEEX| b2 AR FetEl O2|E L EE SR6H0f LTt
2. 7t Qe O2|E L EE JM™HZLICt /var/local =E:

a. 7™ 2t Eof CHelf Chs HE S MAHEL|Cl.sudo storagegrid node import node-var-
local-volume-path

£ Z=IgLIC} storagegrid node import HHO| OX|UHOZE MAMEI SAEQA EfZ LET} 21|
Z=E 00t Y3 LT O™X| o™ CHZ3t fAFSH LRI EHHSLICE
This node (node-name) appears to be owned by another host (UUID host-uuid).

Use the --force flag if you are sure import is safe.

a. [tE SAEJ ARSHE LEO| Uiot @RI HEAE = 22 = BHEES CHA| H-YLICH --force 7IHRIIE
2t25t= 22l d:sudo storagegrid --force node import node-var-local-volume-path

@ oF eHl 7t 2 BE £ E ——force S22 = Ooff @FE 2 12| =0i| ChA| HIHsH7| o
7t 57 AP EQELICH TS Al 2Rt HR F7F 55 HAIE AL
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sudo storagegrid node validate node-name
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Checking configuration file /etc/storagegrid/nodes/<node-name>.conf for

node <node-name>...

ERROR: <node-name>: GRID NETWORK TARGET = <host-interface-name>
<node-name>: Interface <host-interface-name>' does not exist

= 2 ol

J2|E HEY I, #E| HESRIS = S210[¢E HES 30| tiet @RI B E £ JEL|CEH o] @F = E o[O|gLCt
/etc/storagegrid/nodes/node-name.conf IS EA|El StorageGRID HEHIE 2= SAE
QIE{|O| A0 DHEBILICE " host-interface-name X2t YK S AE 0= 0| 0| 52| QIE{H|O|AT} giELICE.
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Checking configuration file /etc/storagegrid/nodes/<node-name>.conf for
node <node-name>...
ERROR: <node-name>: BLOCK DEVICE PURPOSE = <path-name>

<node-name>: <path-name> does not exist
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Home
This Node
MNode type Gateway j
Mode name MetApp-SGA

B Cco

Primary Admin Node connection

Enable Admin

Mode discovery Uncheck to manually enter

the Primary Admin Node [P

Connection state Admin Mode discovery (s in
progress

Installation

Current state Unable to start installation.
The Admin Node connection

is not ready.
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NetApp® StorageGRID® Appliance Installer Help ~

Home Configure Networking ~ Canfigure Hardware « Monitor Installation Advanced «

Upload StorageGRID Software

If this node is the primary Admin Mode of a new deployment, you must use this page to upload the StorageGRID software installation package, unless the
version of the software you want to install has already been uploaded. If you are adding this node to an existing deployment, you can avoid network traffic by
uploading the installation package that matches the software version running on the existing grid. If you do not upload the correct package, the node obtains
the software from the grid's primary Admin Node during installation.

Current StorageGRID Installation Software
Version None

Package Name None

Upload StorageGRID Installation Software

Package
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Monitor Installation

1. Configure storage Complete
2. Install OS Running
Step Progress Status

Obtain installer binaries

Configure installer

st 05 I tater VM running

3. Install StorageGRID Pending

4. Finalize installation Pending
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Home Configure Networking «

Monitor Installation

1. Configure storage

Install 0OS

o

[

Install StorageGRID

4. Finalize installation

Connected (unencrypted) to: QEMU

platform.typen: Device or resource busy
[2017-07-31TZZ:

ontainer data
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12.
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of node configuration
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Configure Hardware «

[IN3G]

[IN3G]
[INSG]
[INSG]

[IN3G]

[IN3G]

[IN3G]
[INSG]
[INSG]
[INSG]
[IN3G]
[INSG]
[INSG]
[INSG]
[IN3G]
[INSG]
[INSG]
[INSG]

Monitor Installation Advanced -

Complete
Complete
Running
Pending

NOTICE: seeding ~svar~local with c

Fixing permissions
Enabling syslog
Stopping system logging: =syslog-n

Starting system logging: syslog-n

Beginning negotiation for downloa

Please approve this node on the A
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NetApp® StorageGRID® Appliance Installer Help ~

Home Configure Networking Configure Hardware Monitor Installation Advanced -

Monitor Installation

1. Configure storage Complete

2. Install OS Complete

3. Install StorageGRID Complete

4. Finalize installation Complate

5. Load StorageGRID Installer Running

Step Progress Status
Starting StorageGRID Installer M Do not refresh. You will be redirected when the installer is ready
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Contact technical support (TS)

= TS5 reviewsyour business objectives

* TS collects details about the extent
of the faillure

* TS develops a recovery plan

v

TS recovers failed primary
Admin Node

(if present)

) Caution: Donot us= the
TS recovers failed Storage Nodes recavery procedures designed
* Replace failed Storage Mode hardware
+ Restore object metadata .
+ Restore object data Data loss will occur.

v

TS recovers other failed nodes

for asingle failed Storage Node.
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Prepare for

decommissioning

* Review considerations

* Gather required materials

* Ensure no other maintenance
proceduresare in progressor
plnned

* Ensure nao EC repair jobs are

running
v

Navigate to the
Decommission page

v

Select
Decommission Node

Is
decommissioning
possible for the
node?

Resolve the issue

Yes 0K to No
decommission while

disconnected?

Is the node
connected?

Can you recover
the node?

Contact technical support

Yes (data loss might occur)

Decommission the
disconnected node

v

Monitor data repair jobs
(Storage Nodes only)

Recover the node

———p| Decommission the node |(d——

Ensure drives are

wiped clean
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Before decommissioning a grid node, review the health of all nodes. If possible, resolve any issues or alarms before proceeding.
Select the checkbox for each grid node you want to decommission. If decommission is not possible for a node, see the Recovery and Maintenance Guide to
learn how to proceed.
Grid Nodes
Q
Name v Site 5y Type It HasADC 1T Health Decommission Possible
Mo, pri Admin Node d
DC1-ADM1 Data Center 1 Admin Node - (] PR aR e RN L
not supported.
AR BTt AR e R o Mo, Archive Nodes decommissioning is not
supported,
[ ocie Data Center 1 API Gateway Node - (]
: Mo, site Data Center 1 requires a minimum of 3
0C1-51 Data Center 1 Storage Node Yes (] Shrien N it A <ot
Mo, site Data Center 1 requires a minimum of 3
DC1-52 Data Center 1 St Mod: i i .
ek ol PEMBRIOCE = o Storage Modes with ADC services.
2 Mo, site Data Center 1 requires a minimum of 3
DC1-53 Data Center 1 Storage Node Yes (/] Storage Nodes with ADC services.
|:| DC1-54 Data Center 1 Storage Node Mo o
[ oco-aom: Data Center 2 Admin Node (]
2 Mo, site Data Center 2 requires a minimum of 3
DC2-51 Data Center 2 Storage Node Yes (] Storage Nodes with ADC services.
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Decommission Nodes
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Before decommissioning a grid node, review the health of all nodes. If possible, resolve any issues or alarms before proceeding.

A A grid node is disconnected (has a blue or gray health icon). Try to bring it back online or recover it. Data loss might occur if you decommission a node
that is disconnected.

See the Recovery and Maintenance Guide for details. Contact Support if you cannot recover a node and do not want to decommission it.

Select the checkbox for each grid node you want to decommission. If decommission is not possible for a node, see the Recovery and Maintenance Guide to
learn how to proceed.

Grid Nodes

Name

¥ Site 1T Type

DC1-ADM1 | Data Center 1 Admin Node
DC1-ADMZ2 | Data Center 1 Admin Node

I Has ADCIT Health Decommission Possible
Mo, primary Admin Node decommissioning is not supported.

Mo, at least one grid node is disconnected.

DC1-G1 Data Center 1 APl Gateway Node - Mo, at least one grid node is disconnected.
DC1-51 Data Center 1 Storage Node Yes Mo, site Data Center 1 requires a minimum of 3 Storage Modes with ADC semvices.
DC1-52 Data Center 1 Storage Node Yes Mo, site Data Center 1 requires a minimum of 3 Storage Modes with ADC semvices.
DCA1-53 Data Center 1 Storage Node Yes Mo, site Data Center 1 requires a minimum of 3 Storage Nodes with ADC senvices.
[~ DC1-34 Data Center 1| Storage MNode Mo @
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A Warning

The selected nodes are disconnected (health is Unknown or Administratively Down). If you
continue and the node has the only copy of an object, the object will be lost when the node is
remaoved.

The following grid nodes have been selected for decommissioning and will be permanently removed
from the StorageGRID Webscale system.

DC1-54

Do you want to continue?
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Decommission Nodes

@ A new Recovery Package has been generated as a result of the configuration change. Go to the Recovery Package page to download it.

The progress for each node is displayed while the decommission procedure is running. When all tasks are complete, the node selection list is redisplayed.

Name ¥ Type T Progress 11 Stage u

]

DC1-54 Storage Node | Prepare Task
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Decommission Nodes

The previous decommission procedure complated successfully.

€ Repair jobs for replicated and erasure-coded data have been started. These jobs restore object data that might have been on any disconnected Storage
Modes. To monitor the progress of these jobs and restart them as needed, see the Decommissioning sechion of the Recovery and Maintenance Guide.

Before decommissioning a grid node, review the health of all nodes. If possible, resolve any issues or alarms before proceeding.

Select the checkbox for each grid node you want to decommission. If decommission is not possible for a node, see the Recovery and Maintenance Guide to
learn how to proceed.

Grid Nodes

Name v Site It Type It Has ADC 1T Health Decommission Possible

DC1-ADML Data Center 1 Admin Node - (] :;E‘:g]:;:ifmm Bstencsommisdonbngts

DC1-ARC1 Data Center 1 Archive Node - 0 :ﬁ;:;:;;e Nodes decammissisningisnot
[0 bae DataCenter 1 API Gateway Nade - (]

DC1-51 Data Center 1 Storage Node Yes Q ';ltc;;i;z i?)lgecs?ittiﬁl\gzqslgrf;i:;m i

DC1-52 Data Center 1 Storage Node Yes 0 :lti'fjtgz i‘:;;?;:igzq;i:‘i:;i nirmlisn of3

DC1-53 Data Center 1 Storage Node Yes 0 2;;:;; Ei?;?it&rigiq;i:;i:;m iy GF3
D DC1-54 Data Center 1 Storage Node No Q
D DCZ-ADML Data Center 2 Admin Node = o

DC2-51 Data Cantiard Storage Node Ves 0 Mo, site Data Center 2 requires a minimum of 3

Storage Nodes with ADC services,
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Decommission Nodes

8 A new Recovery Package has been generated as a result of the configuration change. Go to the Recovery Package page to download it

The progress for each node is displayed while the decommission procedurs is running. When all tasks are complete, the node selection list is redisplayed
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Decommission Nodes

The previous decommission procedure completed successfully.

Before decommissioning a grid node, review the health of all nodes. If possible, resolve any issues or alarms before proceeding.

Select the checkbox for each grid node you want to decommission. If decommission is not possible for a node, see the Recovery and Maintenance Guide to
learn how to proceed.

Grid Nodes
) Q
Name v Site It Type It HasADC 1T Health Decommission Possible
Mo, pri Admin Node d issioningi
DC1-ADM1 Data Center 1 Admin Node - (V] n:{ Z::';:{ed min Hods decommissianing 15
DC1-ARCL Data Center 1 Arehive Nada ~ 0 No, Archive Nodes decommissioning is not
supported.
[l oaer Data Center 1 APl Gateway Node - (V]
Mo, site Data Center L i ini f3
DC1-51 Data Center 1 Storage Node Yes (] S;:;e N?:des?iter:m)ri‘ll::;i:sml THTHMC
DC1-52 Data Center 1 Storage Node Yes Q 2&:{2; iitgeii:it;:;;Eii':\ii:smlmmum of3
Mo, site Data Center 1 i ini f3
DC1-53 Data Center 1 Storage Node Ves & S;‘f:gz NZdESTi;:A;E‘l:':;:Sm' it
D DC1-54 Data Center 1 Storage Node MNo Q
[] ocz-apmz Data Center 2 Admin Node - (/]
Mo, site Data Center 2 i ini f3
DC2-51 Data Center 2 Storage Node Yes (/] Oy 3He- L BT LEIIEL & I AUIES L MIITIMIG

Storage Nodes with ADC services.
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Decommission Nodes

€ A new Recovery Package has been generated as a result of the configuration change. Go to the Recovery Package page to download it.

€ Decommissioning procedure has been paused. Click ‘Resume’ to resume the procedure.

The progress for each node is displayed while the decommission procedure is running. When all tasks are complete, the node selection list is redisplayed.

Name ¥ Type 1T Progress IT stage 1t
DC1-55 Storage Node Evaluating ILM
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Review considerations

v

Gather required materials

v

Select Decommission Site

Is
Decommission
Possible?

Select the site

v

Review the site and
update ILM

Is Start
Decommission
enabled?

Perform the site
decommission

v

Ensure drives are
wiped clean

AOIE M|AH 12 Aret

Canyou resolve
the issue?

You cannot remove
the site. Contact Support.
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Decommission Site

0 @ & G
Select Site View Details Reviza ILM Remove ILM
Paolicy References

or a site that contains an Archive Node.

Sites
Site Name Used Storage Capacity @
Raleigh 3.93 MB
Sunnyvale 3.97 MB
Vancouver 390 MB

5 6
Resolve Node Monitor
Conflicts Decommission

When you decommission a site, all nodes at the site and the site itself are permanently removed from the StorageGRID system.

Review the table for the site you want to remove. If Decommission Possible is Yes, select the site. Then, select Next to ensure that the
site is not referred to by ILM and that all StorageGRID nodes are in the correct state

You might not be able to remove certain sites. For example, you cannot decommission the site that contains the primary Admin Node

Decommission Possible

Mo. This site contains the primary Admin Node.
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Decommission Site

070 3 4 5 6

Select Site View Details Revise ILM Remove ILM Resolve Node Maonitor
Policy Referencas Conflicts Decommission

Data Center 2 Details

A\ This site includes a Gateway Mode. If clients are currently connecting to this node, you must configure an equivalent node at
another site: Be sure dients can connéct to the replacement node before starting the decommission procedure.

A\ This site contains a mixture of connected and disconnected nodes. Before you can remove this site, you must bring all offline
{blue or gray) nodes back online. Contact technical support if you need assistance.
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Decommission Site

o 0

Select Site View Details Revize ILM

Raleigh Details

Number of Nodes: 3

Policy

Used Space: 3.93 MB

Node Name

RAL-51-101-198
RAL-52-101-157
RAL-53-101-198

Details for Other Sites

Node Type

Storage Node
Storage Node
Storage Node

Total Free Space for Other Sites:  950.76 GB
Total Capacity for Other Sites: 950.77 GB

Site Name
Sunnyvale
Vancouver

Total

Free Space @
47538 GB
47538 GB
950.76 GB
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Remove ILM Resolve Node

6

Monitor

Referencas Caonflicts Decommission

Free Space: 47538 GB
Site Capacity: 47538 GB

Connnection State

Details

1.30 MB used space
1.30 MB used space
1.34 MB used space

Used Space @ Site Capacity &
397 MB 47538 GB
390 MB 47538 GB
7.87T MB 950.77 GB
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Details for Other Sites

Total Free Space for Other Sites:  950.76 GB
Total Capacity for Other Sites: 950,77 GB

Site Name Free Space © Used Space & Site Capacity @
Sunnyvals 475.38 GB 3.7 MB 47538 GB
Vancouver 47533 GB 3.90 MB 47538 GB
Total 950.76 GB 1.87 MB 950.77 GB
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Select Rules for Policy
Select Default Rule

This list shows the rules that do not use any filters. Select one rule to be the default rule for the policy. The default rule applies to any
objects that do not match another rule in the policy and is always evaluated last The default rule should retain objects forever
Rule Name
® 2 copies at Sunnyvale and Vancouver for smaller objects (&
2 copy 2 sites far smaller objects 5

Make 2 Copies (4

Select Other Rules

The other rules in a policy are evaluated before the default rule and must use at least one filter. Each rule in this list uses at least one
filter (tenant account, bucket name, or an advanced filter, such as object size).

Rule Name
3 copies for S3 tenant (§
| | EC for larger objects (§
¥  1-site EC for larger objects (&
¥ 2 copies for S3 tenant (3
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Tenant Account

53 (61659555232085399385)

53 (61659555232085399385)
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Rules Referring to Raleigh in the Active ILM Policy

The table lists the ILM rules in the active LM policy that refer to the site.

« Ifno ILM rules are listed, the active ILM policy does not refer to the site. Select Next to go to Step 4 (Remove ILM References).
+ [fone ormore ILM rules are listed, you must create and activate a new policy that does not use these rules.

Active Policy Name: Data Protection for Two Sites

Mo ILM rules in the active ILM pelicy refer to Raleigh
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Decommission Site

i = P 6\ --a; 1
..11"*. f'-:.‘r"{—?’;r-."’i;f ‘H,-'" :.r,-'- 5 (4]
Select Site View Details Revisa LM Remove ILM Resolve Node Monitor
Palicy References Conflicts Decommission

Before you can decommission a site, you must ensure that no proposed ILM policy exists and that no ILM rules refer to the site,
even if those rules are not currently used in an ILM policy.

No proposed policy exists
4 ILM rules refer io Daia Center 3 A

This table lists the unused ILM rules that still refer to the site. For each rule listed, you must do ons of the following:
= Edit the rule to remove the Erasure Coding profile or storage pool from the placement instructions.
« Delete the rule.

Gao to the ILM Rules page 5

Name EC Profiles Storage Pools Delete
Make 2 Copies — All Storage Nodes m

3 copies for 53 tenant — Raleigh storage pool m

2 copias 2 sites for smaller objects — Raleigh storage pool m
EC larger objects three site EC profile All 3 Sites m

1 Erasure Coding profile will be deactivated v
3 storage pools will be deleted v
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Decommission Site
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et 5 6
Seler::t Site View Details Revisa ILM Remove ILM Resaolve Node Monitor
Palicy References Conflicts Decommission

Before you can decommission a site, you must ensure that no proposed ILM policy exists and that no ILM rules refer to the site, even if
those rules are not currently used in an ILM policy.

Mo proposed policy exists
Ne ILM rules refer to Raleigh
1 Erasure Coding profile will be deactivated v

3 storage poocls will be deleted
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Decommission Site

O—0 0 0 0 -

Select Site View Details Revise ILM Remove ILM Resolve Monitor
Paolicy References Node Decommission
Conflicts

Before you can decommission the site, you must ensure the following:

« All nodes in your StorageGRID system are connected.
Note: If you are performing a disconnectad site decommission, all nodes at the site you are removing must be disconnected

« Mo node at the selected site belongs to a high availability (HA) group.

If a node is listed in either table, you must correct the issue before you can continue.

1 disconnected node in the grid

The following nodes have a Connection State of Unknown (blue) or Administratively Down {gray}. You must bring these
disconnected nodes back enline.

For help bringing nodes back online, see the instructions for montoring and troubleshooting StorageGRID and the recovery and
maintenancs instructions.
Node Name Connection State Site

(A
DC1-53-99-193 Ll Administl’ati'u'ely Down Data Center 1

Type
Storage Node

1 node in the selected site belangs to an HA group

Passphrase

Provisioning Passphrase @

=3
2. oo AZAO| B0{Xl A2 CHA| 22tel MEj2 MatatL|Ct.
E HXRSHYAR "IE[E E HAP. E20| ERt ZR J|& X3 EM0| 22lstA|2.
3. HAEX| 42 BE =Tt CHA| 22101 AEf7L E[H 5EHASl HA J8 MM(LE & diE)S dESHIAIR.
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Decommission Site

O—0 0 0 0 -

Select Site Vigw Details Revise ILM Remove ILM Resolve Monitor
Paolicy References Node Decommission
Conflicts

Before you can decommission the site, you must ensure the following:

* All nodes in your StorageGRID system are connected
Note: If you are performing a disconnected site decommission, all nodes at the site you are removing must be disconnscted.

* Mo node at the selected site belongs to a high availability (HA) group.

If a node is listed in either table, you must correct the issue before you can continue.

All grid nodes are connected
1 node in the selected site belongs to an HA group A

The following nodes in the selected site belong to a high availability (HA) group. You must either edit the HA group to remove
the node's interface or remove the entira HA group

Go to HA Groups page. (8

For information about HA groups, see the instructions for administaring StorageGRID

HA Group Name Node Name Node Type
HA group DC1-GW1-99-190 APl Gateway Node
Passphrase

Provisioning Passphrass @

Previous

o L E QIE{I|O|AE H|ARLICE.
A H|EILICE. StorageGRID #z2| XA S & ZotMAI2.

o

=
BE LEJ AR QD MEHSE ALO|EL| L ETJF HA O E|M AFEE|X| @t= 2 * Provisioning Passphrase
* HEJL gdetE Lt

S. IZH|NE Y= E UHeLCL

MH[2 SHH| AlEF* HEO| E-detE LIt
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Decommission Site

O—0 0 0 0 -

Select Site View Details Revise ILM Remove ILM Resolve Monitor
Policy References Node Decommission
Conflicts

Before you can decommission the site, you must ensure the following:

« All nodes in your StorageGRID system are connected.
Note: [f you are performing a disconnected site decommission, all nodes at the site you are removing must be offline.

« Mo node at the selected site belongs to a high availability {HA) group.

If a node is listed in either table, you must correct the issue before you can continue.

All grid nodes are connected

No nodes in the selected site belong to an HA group

Passphrase

Provisioning Passphrase @
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A Warning

The following site and its nodes have been selected for decommissioning and will be
permanently removed from the StorageGRID system:

Data Center 3
« DC3-57
= OC3-52
« DC3-53

When StorageGRID removes a site, it temporarily uses strong-site consistancy to prevent object
metadata from heing written to the site being removed. Client write and delete operations can fail
if multiple nodes become unavailable at the remaining sites.

This procedure might take days. weeks, or even months to complete. Select Maintenance =
Decommission to monitor the decommission progress.

Do you want to continua?

B

7. ZUE AESL|CE Az ZH|7} E|JAQH * OK * & MEplL|Ct.

M 3z2|= 80| M2 o HAX[ZF LIEFELICE O] Z2HA= AHE SX[E 22|15 ==9| Yt £0i waf Ch

AlZtol 28 &+ AL,

Passphrase

Provisioning Passphrase @ | sseeeee

€ Generating grid configuration. This may take some time depending on the type and the number of decommissioned arid nodes,
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Decommission Site

Select Site View Details Revise ILM Remove ILM Resolve Naode Monitor
Palicy References Conflicts Decommission

8 A new Recovery Package has been generated as a result of the configuration change. Go to the Recovery Package page to
download it

i
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Decommission Site Progress

i,

T}ﬂ:

Decommission Nodes in Site In Progress =

Data Movement from Raleigh

1 hour 1 day 1 weesk 1 month Custom

Storage Used - ObjectData @
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Node Progress

€ Depanding on the number of objects stored, Storage Modes might take significantly longer to decommission. Extra time is
needed to manage erasure coded data and re-evaluate [LM

The progress for each node s displayed while the decommission procedure is running. If you need to perform anather
maintenance procedure. select Pause to suspend the decommission (only allowed during certain stages).

Search Q
Name ¥ Type IT Progress 1l Stage 1
RAL-S1-101-196 St Moie 3._ gizzznr[}n:zmmng Replicated and Erasure
RAL-G2-101.197 Sinrage Node E g\z;z::r[}n;s;mmng Replicated and Erasure
RAL-S3.101-198 Shhingabioda l ggzz:r[}n;s;inning Replicaied and Erasure
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° Cassandra * 57 tHA| &, StorageGRID2 #Ate| J2|=0] H0l = Cassandra 22 AHE
J2[=0f Hot (= AEZ|X| & 40 2} o[2{3t S70l= HE o|&o| ZE £ USLICE

==2 T AMHd

Decommission Site Progress

Decommission Nodes in Site

Repair Cassandra

'|'c'>'|'|__| |:_|._

Completed

e,
In Progress = £

E

StorageGRID is repairing the remaining Cassandra clusters after removing the site. This might take several days or more,

depending on how many Storage Nodes remain in your grid.

Overall Progress 0%
Deactivate EC Profiles & Delete Storage Pools Pending
Remove Configurations Pending
° EC Z2 O H|gHds} 3 ARE|X| Z AH| * HAOM THS ILMO| tHZE LTt
* AMO|EO| HZxE 2= A 2EY Z=E2 HggsHE LD
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M| AE LTt
Decommission Site Progress
Decommission Nodes in Site Completed
Repair Cassandra Completed
Deactivate EC Preofiles & Delete Storage Pools Completed

Remove Configurations

StorageGRID is remaving the site and node configurations from the rest of the grid
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Decommission Site

o 2 3 4 5 6

Select Site View Details Revize ILM Remove [LM Reszolve Node Monitor
Palicy References Caonflicts Decommission

The previous decommission procedure completed succassfully at 2021-01-12 14:26:32 MST

VWhen you decommission a site, all nodas at the site and the site itsalf are parmanantly removed from the StorageGRID system.

Review the table for the site you want to remove. If Decommission Possible is Yes, select the site. Then. select Next to ensure that the
site is not referred to by ILM and that all StorageGRID nodes are in the correct state.

You might not he able to remove certain sites. For example, you cannot decommission the site that contains the primary Admin Node
or a site that contains an Archive Node.

Sites
Site Name Used Storage Capacity © Decommission Possible
Sunnyvale 4.79 MB
Vancouver 4.90 MB Mo. This site contains the primary Admin Node.
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Welcome to the StorageGRID IP Change Tool.
Selected nodes: all

SELECT MODES to edit

EDIT IP/mask, gateway and MTU

EDIT mdmin network subnet lists

EDIT grid network subnet list

SHOW changes

EHOW full configuration, with changes highlighted
WALIDATE changes

SAVE changes, s0 you can resume later
CLEAR 8ll chenges, to stert fresh
APPLY changes to the grid

Exit
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Welcome to the StorageGRID IP Change Tool
Selected nodes: all

SELECT MODES to edit

EDIT IP/mask, gateway and MTU

EDIT mdmin network subnet lists

EDIT grid network subnet list

SHOW changes

EHOW full configuration, with changes highlighted
WALIDATE changes

SAVE changes, s0 you can resume later
CLEAR 8ll chenges, to stert fresh
APPLY changes to the grid

Exit
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CAUTION: The Admin Network subnet list on the node might contain /32
subnets derived from automatically applied routes that aren't
persistent. Host routes (/32 subnets) are applied automatically if
the IP addresses provided for external services such as NTP or DNS
aren't reachable using default StorageGRID routing, but are reachable
using a different interface and gateway. Making and applying changes
to the subnet list will make all automatically applied subnets
persistent. If you don't want that to happen, delete the unwanted
subnets before applying changes. If you know that all /32 subnets in
the list were added intentionally, you can ignore this caution.

EH5| NTP 3! DNS MH MEU S HEQ|T0f| LI5HX| 942 B2 StorageGRID= HE0| CHet S AE
2RE(/32)E XS 2 MHHLICE 0| 501, DNS = NTP AMHoj| Ci3t 02 = HA0]| /16 = /24
Z2E ANEotHH X502 YYE /32 Z2E AR5t Adt= Z2E FI13H0F ALICH HEL= YYE
SAEBIRES AN o MEU S20i| HE AldS HESt = {XIELICL

—

(D) TESE HUE Ol A HSEE ASY + INIE YUNOR HUE 915 DNS UNTP
2IRES £502 T4sof EiLICk

©
=
Il
41
0x
rn
H
rin
rE
oX
il
o
o

tok

tolst ™ S M * 7+ S MEiRL|CL

—

J

ol2fet REd HALE Sdll J2|, 2elXt % 22I0|UE HEZof et #2l0] A MEUE M83H= §
5

10. Me#Xo=z M *g* S MENSIH ZE HHAE HE AFS XMESI LIE0]| CHA| Sotet HES AL ELICt

o
o
rz
mjo
>
00
ot
rg
1
o
n
Rl
52
ro
rE
ox
=
00
mjo
10
Ral
Ot
rg
>
%
rE
oX
|.|-|

FE SRS LIS CHA| AT

. C}Z & StLE sAStLCh
° M UIERR FES MESHALE MK ¢t BE HE A S X 2HH 4 * 9 & MERlL|C)
S (=}

° HE AR S

k=2
[=]
D2HMd 0 £ E

MUIESZ 82 Z2H[MJdY ZH|7t EACH
o =2
— o=

Ct2 S S0 EAIE AN HO0|EZH X

Generating new grid networking description file...
Running provisioning...
Updating grid network configuration on Name
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Welcome to the StorageGRID IP Change Tool.
Selected nodes: all

SELECT NODES to edit

EDIT IP/mask, gateway and MTU

EDIT admin network subnet lists

EDIT grid network subnet list

SHOW changes

EHOW full configuration, with changes highlighted
WALIDATE changes

SAVE changes, s0 you can resume later
CLEAR 8ll chenges, to stert fresh
APPLY changes to the grid
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EDIT IP/mask, gateway and MTU

EDIT admin network subnet lists

EDIT grid network subnet list

SHOW changes

SHOW full configuration, with changes highlighted
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APPLY changes to the grid
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1. T EE SAEISH= Linux A B0 23QlgtL|C}
L

C 3 MAS MEBILCL /etc/storagegrid/nodes/node-name.conf.
CHE WESZ o7 HE XHSHK| OFYA . JEX| o™ REd A T 7F E/dSL(CE
a. M HIESI3 il cHSt S52 F7HeLICt ol E S ChSa &L Ch
CLIENT NETWORK TARGET = bond0.3206

b. MEH AtE: MAC F=201 CHe

00k

=S oLt ol & S et 25Ut
CLIENT NETWORK MAC = aa:57:61:07:ea:5c
3. node validate B2 M#SL|C}.

sudo storagegrid node validate node-name

4. BE Q@4 AN 2FE HZELIC
5. = CH| 2C 332 ARBLICt

sudo storagegrid node reload node-name

Linux: =E0| EF3 = HM|A QIEH|O|AE FI1efL|CH
Linux =EE AX[$t = F7I EY3 E= AMA QETO|AE FIbe = JESLICH FIte
2IE{H|0]A= VLAN 2! 1 H|O|A H|O|X|2F HA 11§ H|O| X|0| EA|EIL|CE,
INESEI ISV
* Linux Z24E0f| StorageGRIDE M X[|5t= K& S AN AL = JASLILCE
° "Red Hat Enterprise Linux SE= CentOSE A X[&HL|C}"
° "Ubuntu & DebianS A X[fL|CH"
* 2(B) ERot UJELICE passwords. txt IHY.
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@ ATEY 0 H4O0|E, =7 HXF = 28 HAOF e AEiQl S2H= =0 QB H0|AS
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L EE X2t 2 Linux 20| 5L} O| &9 =7t QIE{H[O|A S 715t M LI THAIE +ASHUAIL. oS , 2|
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Fte 22 QEH0|AE HA _IEOH A 7Kg = A2, VLAN QEH0|AE e HRIt gIELICH
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/etc/storagegrid/nodes/node-name.conf

3. I0l| S22 A7t510] 0|2 S K|t MAHOR wof ke 2t 7t QIE{T|0]A0] het MBS XFELICH
o] Al AFBEILICY.

INTERFACE TARGET nnnn=value
nnnn_2| 2<% ZH2of| CHel D/ot HE E X[HSHYA|R INTERFACE TARGET F7te &=iL|CH

value_0f| CH3H Hf 9| 22|H QIEH0|A O|FS X|FeL|Ct O3 OHE R0 wef 2 ES 715t
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sudo storagegrid node validate node-name

Ot

CHE CHAlZ ZIsty| Mol F = Z0E R S ZSHAR.

il

o Ltg FYE HASI ==2| 714 S YOI EFLIC

sudo storagegrid node reload node-name
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|

1. vCenterOi| A 2| == 5! AHO|EL)0] == VMOl A W ER3 {HE(VMXNET3 =)E F7ILICE Connected
* 8l * Connect at Power On * &QI2t2 MENSIL|LCE,

+ MNetwork adapter 4 *

CLIENTE83_old_vlan ~ ¥ Connected

Status B Connect A

Adapter Type

DirectPath YO

2. SSHE A3t &2[Xt L E = AHO|Ef0] =0 218t

— -4

3. Al ip link show M UESR3 QE{H|0|A ens2560| ZX|E|}=X| 2HolEtL|Ct,
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ip link show
1: lo: <LOOPBACK,UP,LOWER UP> mtu 65536 gdisc noqueue state UNKNOWN mode
DEFAULT group default glen 1000

link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
2: ethO: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1400 gdisc mg state UP mode
DEFAULT group default glen 1000

link/ether 00:50:56:a0:4e:5b brd ff:ff:ff:ff:ff:ff
3: ethl: <BROADCAST,MULTICAST> mtu 1500 gdisc noop state DOWN mode DEFAULT
group default glen 1000

link/ether 00:50:56:a0:fa:ce brd ff:ff:ff:ff:ff:ff
4: eth2: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1400 gdisc mg state UP mode
DEFAULT group default glen 1000

link/ether 00:50:56:a0:d6:87 brd ff:ff:ff:ff:ff:ff
5: ens256: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 gdisc mg master
ens256vrf state UP mode DEFAULT group default glen 1000

link/ether 00:50:56:a0:ea:88 brd ff:ff:ff:ff:ff:ff

pNJog
= d

mjo

optl =

* StLt O|&e| EFH QIEHO|AS 715t H2 2 O|FYLICH"VLAN QIE{TH0[A S LT 2t M &4
QUE{ | O] A0f| CHEH SHLt O &2 VLAN QIE{H|0|AS Fd5t2{H LSS ALt

* StLt O] 42| M| A QIEHO|AS 715t L 2 O|SHYLICH " 17tEd OFS FELLICH M QEHO|AE HA
aEof ZFE =7t

4 T

DNS MHE gttt

DNS MHE =7}, YH0|E 8 M5t IP =4 ti4l FQDN(Ertetel =HQl 0|F) 2 AE
O|FS A EY == AUS LI

QE LMl SAE O|ES II’SJE* tf IP F4 CHA FQDN(E#3tEl QI 0|£)S ALE352{H AF2E 2t DNS M9
IP =AE X|™ELICE 0|2{8t =22 AutoSupport, 211 O|HY, SNMP 2], Z2HE MH|A AIEXQIE ZEtRE
AER|X| E, UYELICL

Of ZhHofl CHaH

M= S5te{™ DNS MHE & Of &E= Al o X|FEILICE 371 o] &2 X FstH L& SAHE| LT OS Mgt
mZ0f 37HZE AtE™ = ASLILH. Afﬁxf 2tZ0f 2tRE Mol A= R E MEE =+ USLILI 'DNS M 552
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2. DNS MHHE F7}5t2{H * CHE Mt 7t * £ MEdetL|Ct

DNS MHE 43123 CHS IS 23sHIAIR.

THA|
1. X[ &2 *>* HEY3 * > * DNS At * & MEfBIL|CE,
2. HEY MH 0|F9| IP FAES MEstn WP LI8S HE LI
A

3. NE * 8 MEdstL|Ct,
DNS NHE Atx|EtL|Ct
DNS M| IP FAE AfX|ot2{H CHS THAIE $ESHUAIL.

e
1. X 2| *>* YEY3 * > * DNS A *  Megr|ct

2. AbH| OFO|22 MEHBILICH X IP F4 Fofl YLICt
3. M+ 2 MeyetL|ct,
Tt TJ2|= L =0f CHet DNS A4S F™etL Ct

M| BHZ Ol CHH DNSE MEAMOZ M= Al AIREE AAsIe] 2F J2|= L =0f| CHol
DNSE CIE2H| 24 & JUSLICH

UM OZ Grid Manager?| * RX|24 * > * U[EY3I *>*DNS MH * F
gfLICh OHE J2|E = E0f| CHE DNS MHE AFE0HOF 3t Z<0l|2t THE

[>rx=

18 ALB 3101 DNS NS oot
SRYES AIZSHIAIR.

FEZ ZO0I5tH TEZETL of| M HFELICH s £ MEfBILICH 4.

e. SSH 00| E0f SSH 7He! 7|1E F=7teLICt. ¥13: ssh-add
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f. of LIZEl SSH HMA 2SS UHAYLICt Passwords. txt IFY.
2. ME8X X DNS 78O =2 AHHO|EY =0l EOQIRLICE ssh node TP address

3. DNS A% AAZEE HAHYLICE setup resolv.rb.

Tool to modify external name servers

available commands:

add search <domain>
add a specified domain to search list
e.g.> add search netapp.com

remove search <domain>
remove a specified domain from list
e.g.> remove search netapp.com

add nameserver <ip>
add a specified IP address to the name server list
e.g.> add nameserver 192.0.2.65

remove nameserver <ip>
remove a specified IP address from list
e.g.> remove nameserver 192.0.2.65

remove nameserver all

remove all nameservers from list

save write configuration to disk and quit
abort quit without saving changes
help display this help message

Current list of name servers:
192.0.2.64
Name servers inherited from global DNS configuration:
192.0.2.126
192.0.2.127
Current list of search entries:
netapp.com

Enter command [ add search <domain>|remove search <domain>|add
nameserver <ip>']

[ 'remove nameserver <ip>|remove nameserver
all|save|abort|help ]

4. EY30| =02l 0|5 MH|AE H38t= MHO| IPv4 FAE FIIEILICEH add <nameserver

IP address>

5. E HIEBIL|Ct add nameserver 0|2 MHE Z7t6t= HEQIL|CT
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10. CtE MOl CHSt 2T Sl HMATL T 0|4 ERSHK| kO™ SSH Of|0|ME| A 71Ol 7|2 MAHELIC Y&:
ssh-add -D

NTP AHES 2t gL Ct

StorageGRID A|AHIQ| O2|E L E Ztof| H|O|E{ 7} H<SHA| S7|8te| = NTP(HIER R AlZt
D=EZE) MHE 7t GOHIO|E = HMAHY &= ASLICH
Al&SE7| ol

* E AM8%Ie Oz2|E #e|Xtof] 2aQIMELIC "X k= E HElR A",

* 2(B) BRSO JUSLICH"RA| 22| EE= FE AN A Aol

* T2H|XN'Y =7t JELICH

* Y NTP MH 2| IPv4 AT} AELICH

StorageGRIDOA| NTPE ALE5H= Y

StorageGRID A|ARI2 NTP(UIEQS A7t TREE)E M85t 2|29 BE O2|E L& 7] A[ZF
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o

2} AO|E0| M StorageGRID A|AHIS| L= 271 0| Aboj| 7|2 NTP <j&to] EHEILICE 0|2 2|4 47H, A[ch 6712
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X=5HH 0[2{$t 7|2 NTP =9 S7|stE Lt

QI NTP A= O|Fofl 7|2 NTP <igts getot L oof HZELICH D2k = NTP IE S 71E &
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&1 ol
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E0|Y 2R ZRE E55l2{H OIS XA S HEHAIR.

* 2% NTP MH = O|X0f| 7|2 NTP g S &Y
Ol& X|gdt= Aol EELICEL

rot

2o HAZELICH Tt = NTP IS 712 LEE T H

* ZF AIO|EOI| M %[ 2709 L ETL 47 O| 22| 2| NTP A0 HM|AT 4= U=X] 20l
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TZ2GHM & StorageGRID M X|0f| 2/ NTP 2AE X|™E u§ Windows Server 2016 0| HZT Q|
WindowsO0l| A= Windows A|ZHW32Time) AH|AE AFESHX| OHY AL, O™ BT 2| Windows2)
() Azt MHIAS FEBEX| 20D StorageGRIDE HIE S HEE 7} 2 BH0IM ABE & Qles

Ls—
MicrosoftOll Al X[ E[X| gSELICt RM[EE LHE2 & HZSHYAR "Eaf=rt =2 2E0f tet
Windows A|ZH MH|AE 517 218t BASE RIALICH.
NTP MHE gLt
CtZ THA(Ofl [h2t NTP MEE 371, YO0 E E= HAFLICH
|
1. QXL > HEYT "> * NTP A * 8 MegrLct,
2. Servers MM0| M ZR0|| [H2} NTP A 55 371, YH|0|E Ei= HAHLICH
NTP MH{= 47} 0| &t Zetelof st X|Cl 6702 MHE X|HE &= AFLICE

3. StorageGRID A|AEIS] ZRH|X Y A4S E l=dstl * Save * & ME{RILICE.

74 YH0|ET} 2= E wi7tX]| H[O| X7t H|E-g et ElLICt.

@ M NTP MHE XES £ EE NTP MH 7t HZE HAEO| HIfSHH A& TIMSHK| ORYA. 7|&
X3 2M0f| 2QSHAIL.

NTP Mt 2| Z sHZgL|Ct
AX| S0l e X[EHS NTP M2 etEd foi= 71840l EH|7F 245 StorageGRID A|AEIOM MHE
FIFStALE 71E MHE YO|0|E = HAH8I0] AtE3t= 2/ F NTP 24 53 HO0[ES 4= ASLIC

HelEl LEo| HEHA HES ST-LIL

3

APOIE = 2| = HA| 1P 4 HED 2
Oz =0 AEEX] Y= & ASLICH

ro

o O o

Of ZFHofl CHaH

EX Agtol| M= StLE 0| A e E OZ0| LHHX|

Grid Man ager( support*>* Tools*>* Grid topology*)dA] '==7} 2| MO|AHL}, A& Z0| otl CHE MHEHE HA[SH=

MH|A = 0t2 MH| AT} Q= If2tM LLEo| A L E Ha|= 3to|s|{of ShL|C}.
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‘W Grid Topology

Reports . Configuration

| Overview \| Alarms

Main

%@

Overview: SSM (abrian-g1) - Services
Updated: 2018-01-23 15:03:45 MST

Operating System

Linux 4.9.0-3-amdG4

Services
-l abrian-s2 ADE Exporter Service 11.1.0-20171214.1441.c29e2f8 Running Bo 11 Boonws Hreruvs B
- abrian-s3 Connection Load Balancer (CLB) 11.1.0-20180120.0111,02137e Running Bae Hoorw Hsosus 8
Dynamic P Service 11.1.0-20180123.1919 deeeba7.abrian Not Running B @ ¢ Bo0% BoB |
Nginx Senvice 1.10.3-1+debOut Running Ho 5 Hooew HouMe [
Node Exporfer Service 0.13.0+ds-1+b2 Rurining Bgs5s Bo% Hessus B
Persistence Service 11.1.0-20180123 1919 deeeba7 abrian Running BHw6 BHoosdiw Birime B
Server Manager 11.1.0-20171214. 1441.c20=2¢8 Running @4 Be2i16% Bisrue B
Server Status Monitor (SSM) 11,1.0-20180120.0111.02137fe Running B 6t Bo2sew H4aeme @
System Logging 38110 Running B3 Boonys H{sarve B
Time Synchronization 1:4.2 8p10+dfsg-3+deblut Running Bo2 BHoorsw J@45¢4M5 T
Packages
storage-gnd-release Installed 11.1.0-20180123.1919 deeeba’ abrian
=] o o S5 A
F2[E LEJIJUS ZR O3 22 2o gde = JASLICH

* o2 =7 A2 E ER off 2315k 7Lt Grid Manager0l &M ASHK| 2 4= JUEL|CH
* O =E0F Ae|El F2 HIHE 22X tHAZE0| EAE= AECX M-S B 2T &
7 ASLILE HES2 HZ0| S E[H A7t Lol|o|EF LIt

ZHa| 2H|S sZstei ARl 2alE 2 Halg woL 18| 3 LS| BE| LES EatsiA]
Sl =25} 2ixjol N Z2ls/x]

HE E)fM BEE FEEEIE 2L of
MBSt A|E =& £ =5 OF0| HA| 22| =0f ChA| H&SHES gLt

olto

LS

o %Al

HEi7t ofd

(o) 3=
LS —

MEUio|

CEQ P FAE

@ HIE Y30 mDNS(multicast domain name system)E AF25HX| R 2 MM AL HHE
REZEE ZH H2|E =Eo|A MEsof & 4~ UELICE.
£
1. LE5 HN A 2QIBLICt /var/local/log/dynip.log AE| HAIX|E.
ol =9 Ct3a 25LCt
[2018-01-09T19:11:00.545] UpdateQueue - WARNING -- Possible isolation,

no contact with other nodes.
If this warning persists,

VMware 222 A2 ¢!
Linux BHEZ WM = ZH2| HIA[X] 7t

2. 22| B|AX|7} gH2 | 7ol
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UACH= HIAIX[ZE A EL|CE

manual action might be required.

| EA|EILICt /var/log/storagegrid/node/<nodename>.log

op.



add node ip.py <address>

?X| <address> J2|EH HEE A 29| IP FAL|CEH

# /usr/sbin/add node ip.py 10.224.4.210

Retrieving local host information

Validating remote node at address 10.224.4.210
Sending node IP hint for 10.224.4.210 to local node
Local node found on remote node. Update complete.

3. ofxoll Za|=l 2t = =0 sy S 2ol

stoltLct.
° L 20| MH| AT} AISHE| YA LICH

o S |P MH|AQ| MEj= £ AldH

rot
ot
>
ot

M3 Z"LC storagegrid-status B,

° Grid Topology(Z22|E EEZX]) EE|0|A =Tt O 0|4 LIHX| J2|=0[A HZ Six|E Hd2=E LIEHLEX]

gLt
@ £ dASt= BR add_node_ip.py ES AT 2|7t HZE[X| 2 s ZHoF & THE
HEHZ X7t AS = ASLICE

o AE gi|#l Sl 0| S9o EX}
Linux: 12| =2 A SAEZ 040|13|0|M

St Linux A E(source host)HIA CHE Linux S A E(target host)Z StLt O] A9
StorageGRID =EE 00| 12{|0|M3std O2|E2| 7|50[Lt 718 -0 ks K| g1 SAE
ox| Ba|= L3St & QIAL|C}H

T o=
O|E 01, OS x| & MHEE S +3st7| s . =E Oto| 2ol 4 USLICE
A|=stz| Hof|
* O0t0| 12j|0| M X|2lS Z 56t = StorageGRID HIZE A2l &LICEH
° "Red Hat Enterprise Linux E£= CentOSOf| CHSH .= ZH|0|L] Oto|2{|0|M @7 A"
° "Ubuntu EE= Debian0i| CHet .o = Z4E|0[L OFO[ 2{|0| M @ Atg"
| SAE7J}0|0] StorageGRIDE AF2E Z=H|7t £ A ELICE
AERX|E BE LEE AEZ|X| 2500 AFREL|C}

3 QEHO|A = TAE ZHof| L2tE O|ES A&
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o
rad oY
00
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[m

rulru ru°

—

@ 2| LB = AO|EQI0| =E9t Z#2 CHE RYQ =5 St 2AE A=Y = AFLICH
.i

SAENM AERX| =22 F 7l O] HASHK| OHYAIR. 2t AEE|X|
AtEstH AHz2|El Zof ED1|°|OI s

gLCt,

2Lt 22 8ol o] LE(0l: AIOIEYI0| LE 270)7t Y= R LS SAEQ RE QARHAZ

EXISHX] OFYAIL.

A DAENM LES LERLIC

KON CHA|2 J2|E LEE Z28110 AA Linux SAENA LHEHL|C

AASAE  OM OHE BHES HAYLIC

1. AA SAEOM 3 AW I RE =9 MEfE I FLICH
sudo storagegrid node status all

ofl" =:

Name Config-State Run-State
DC1-ADM1 Configured Running
DC1-ARC1 Configured Running
DC1-GW1l Configured Running
DC1-S1 Configured Running
DC1-S2 Configured Running
DC1-S3 Configured Running

2. Oro|a2j|o|de . E9] 0| §8 AHI1 s Run-State7t A S0l H2

sudo storagegrid node stop DC1-S3

Ol &=

Stopping node DC1-S3
Waiting up to 630 seconds for node shutdown

3. AA SAENA LEE LHEHL|CH

sudo storagegrid node export DC1-S3

ol ==:
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Finished exporting node DC1-S3 to /dev/mapper/sgws-dcl-s3-var-local.
Use 'storagegrid node import /dev/mapper/sgws-dcl-s3-var-local' if you
want to import it again.

4. £ 7|28 ELICt import 0| HEE= HHLICE

CHS THAIGIA Ef2l 2 AE0|M O] HE S H-ELCH

e 2 AE0M =ES P LT

0|>I
=2
Rl
H_
[
]
i
I

AA SAEOM LES EU B Bl SAEO|M =EE JHQT &4 HARILICH
SAEQ EYUS 22 AEa|X| U HEYT QIEH0|A C|u{O|AS M AT 4 LXK

== — —= 1

EtZU host_Ofl M CHE FES &&EfLICH.

1. B2 SAEOM EE 7ty SLCH,
sudo storagegrid node import /dev/mapper/sgws-dcl-s3-var-local

Ol &=

Finished importing node DC1-S3 from /dev/mapper/sgws-dcl-s3-var-local.
You should run 'storagegrid node validate DC1-S3'
2. M ZAENM E 78S ABLICH
sudo storagegrid node validate DC1-S3

ol ==:

Confirming existence of node DCl-S3... PASSED

Checking configuration file /etc/storagegrid/nodes/DC1-S3.conf for node
DC1-S3... PASSED

Checking for duplication of unique values... PASSED

3. RFM AA QE I WMSHH O] J[0| MEl L EE A[ZSE7| Mol 0| £ SHASHUAI2.
2H o2 MEE Linux 2F H|H|2| StorageGRID &X| X|&S &ZSHAIL.

° "Red Hat Enterprise Linux E== CentOSS A X|stL|CH"

° "Ubuntu EE= Debiang M X|gtL|Ct"
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Ofo|a2f|0| MEl L= EE A|RFBfL|CH
Ofo| 20| MEl =E0| REAS ZAISE S0l= target host OIM B Asto] =S AxtetL|ct,

|
1. M ZAENM EE AZFLICH

sudo storagegrid node start DC1-S3
2. Grid Manager0i] 2121510 .= MEfTH ZE 10| SAQIX| =tolgtL|C}.
£ MER7 S MQIX| 2holstH 010 12{|0|MEl L EJt REMS| Al A|ZHE| 1 2| E0f| CHA|

() zolslLict. Mefot S400] ofd B2 5 0]40] LEJh MHIA Mt EIX| $ES 7 =S
OF0| 22| 0] MBHX| DHIA| 2.

3. Grid Manager0f| 2MATH 4 gl AL 102 AT 7|Ct2l = CHS HES Adlsti|ct,
sudo storagegrid node status node-name

Oro| 20| MEl =0l & HENT A SQIX

srolgi|ct,

!

TSM O|S901E fIT OIF0|E L E || 4

017}0|2 leE TSM O|S90f AHS Soff Hl0|ZLt S3APIS Soff 22RER T2
HUSHEE 7 & SSLITL AT Bl ol7l0lS Lol CHAS HEE 5 giaLc

B =2 S AHSE MHO| 2RV 2ASHH MHE wAstn HEs 55 EXHE WELIL.
H2t XME ZXol| Zeto] AELCH

OZI0|E L= E7} TSM(Tivoli Storage Manager)2 Sl 2 M|ASH= OF7H0|E AE2|X| C|HO| A0 {7t U= B2
O7I0|H LEE I 2P0 = F2t5t0] StorageGRID A|AHI| A= 22 5 HetL|Ch O CHS TSM AMH
= AER|X| CHIO| AL 2| E2 AHESIHLE & RFE AE0t0 X E FIt2 TITSH siEY o~ JASLICL

CHAF M QA2 Qmatoloz MelshL|ct

TSM O[S90 MHE Archive NodeOl M ALEE &= @A E & A= TSM OIS/ MHE || 22|517| T0]| Target
T8 QAE 2EEIRIoE HMeteto] TSM OIS0l MHE ALEY & gl € E2 EE|71EI.': e =2 ML)

[y = |
A|Zfst7] Hof|
£ A83te O2|E zt2|Xtol| 2aAMESLICH K== 2 HefA,
oA
1T X *>*E7*>*02|E EEEX| * & MEfRL|CL
. Archive Node * > * ARC * > * Target * > * Configuration * > * Main * & MEHEIL|C},

=

2
3. Tivoli Storage Manager State2| Zt2 * Offline * Q2 HZAS} 1 * Apply Changes * & 22!gtL|Ct.
4 Apply Changes * £

. QX| 2|7} 2tZ =™ Tivoli Storage Manager State2| 2} * Online * Q2 HZASI D *
EC =
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Tivoli Storage Manager 22| £

dsmadmc £2 OF7t0|E = =0f 2X|El TSM 0IS¥0] AHO| 2| 2ELICE. S S0 =70 AMAH -
USLICH dsmadme AH Q| HEHF0| YEL|CE ARC MH| A0 CHal| &l Zat Sot 22 AEX O|F 1 = E
A8 #e| 2&0| 2algtL|C.

E Z2I2LIC} tsmquery. rb dsmadmcOlA ECt 27| 2|2 HAIOZ MEf| HEE MMst7|
MME[ASLICE Of7I0|E = Eo| HHE| CHS HH S 22t 0| ATREE

/usr/local/arc/tsmquery.rb status

TSM 2| 2& dsmadmcdi| CHet XkAM|SE LI 2  Tivoli Storage Manager for Linux: AdministratorNAC’s
Reference_ £ & XSHUA|I2.

NWHE SFHLZ MEY = SUSLICE

OF7t0|E L E7} TSM(Tivoli Storage Manager) MHO|A 2K E QE St ZMoj| HIiSHH OfFI0|E Lt E= 10X
HHCE QEE MAIZELICH A7t GRHOZ AL 27Hse A2(0l: Z4H|7t H|O| o M & A E|UA7| Z01) TSM
AP|7} O|Z O}710|E L= =0f| EA|E gHHO0| QIOOZ OlF10|E =7t QMS A& A =EL|Ct

Al | SFAHSHH 22H0] EB|HE| D 20| AlS SIeLICH ZEE H{H * X/ *>* 2 *>* O2|E EEZX| *
£ MEfstL|CE 33 CF2 * Archive Node * > * ARC * > * Retrieve * > * Request Failures * £ MEHSIL|C}.

HHME SFHCZ MEY + gl= B2 MME MBS Ch3 Ao 2HE 2 Of70[2 EO| RHE +82=
FlAasHof gL|Ct JHHIE SR HOE ALY & U=X| HRE FeletLt.

HHIZ UAHOE ABE 4 Bl L0 ZA0| ATfE & YALICH 0] 2L $4 A4 50| HTsHof gLCk

StorageGRID A|AHIO| £t QEHME SALR2 S MH5H= |
+ Sl= 32 HAI7F 2450 S & lEL(Ch J2{Lt o
"HE|g & A=K, OFFI0|E LE QFEE FAStD, &M E 2K
Lo

LM &2 AFZSIES FHE0f AL s SRS FMY
| "a w2t 4H7t G MO 2 StorageGRID AlAHIS
CHet TIEICIOIE S MAE & A= ghelsfiof

O] =fe1oi| CHs

O of®l= A8 FE0f| CHall MISELICE O] Xt= A8 E 4 gl 7HH| EE= H0| =X EE% xeg + = 2= AT
ZAS AEstE ol =20 | X| gS5LICH TSM 2t2[off Tt ZtMiet LIE2 TSM Server 2B M E EEOHAIL

T

HE UHLYLICL ssh admin@Admin Node IP

o
o
b. off LIFEl AT E UHBILICt Passwords. txt THY.
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2. O}710|H L EOf|A ZAHSH & gl ZHR| Al
5

a. ZA 23 ool ZetEl ClAER|2 0| SYLICH cd /var/local/audit/export

2t ZAH 23 T 9| 0| &2 audit.logLICt SR o H 2SS ILICH audit. log TFUO| AL M
IhAO0| HEHEILICH audit. log TFUO| A|ZFE[ASLICE ﬂx E._ oHUo| O|E2 KT AI7|E HAlCR
LIEFALICEH yyyy-mm-dd. txt. St 20|= M E otdo| f=E|1 0|S0| It YAloZ HAEIL|CH
'yyyy-mm-dd.txt.gz" 2 EME FRIRLICE

b. 2t ZiAt 21 mrofl A H2HE JHHE ZME £ SIS S LIEHHE HIAIXIE ZMELICL o€ S0 LSS
QUEBILICE grep ARCE audit.log | less -n

Ot7I0|E L EO|| M K|S HAY &~ Q= F ARCE AR HIAIX|(OF710[E K| 242 S =)0 Z2at 2 =0

Arun(Ot7}0|E O|SR0{E ALY +~ 812) E= GERR(YEF 2F)0| HAIELICH ZAL 29| O3 of|H| E2

) =
CBID 498D8A1F681FO05B30] Ch2t ZT Arun ARCE HAIXI7} SREISE Hof LT

[AUDT: [CBID(UI64) : 0x498D8A1F681F05B3] [VLID(UI64) :[120091127] [RSLT (FC32
) :ARUN] [AVER (UI32) : 7]

[ATIM (UI64) :1350613602969243] [ATYP (FC32) :ARCE] [ANID(UI32) :13959984] [A
MID (FC32) :ARCI]

[ATID(UI64) :4560349751312520631]]

KtMISt L2 Z AL HIAIX] O[SHE flet XIH S HZESHIAIL.

C. RF Hufy} ot 2t 24x|o] CBIDE 7|=E&LICt

i
g
_O'l
rr

ol At8ste T2t 22 7t &

muln

TSMO|AM OF710|E L =0f| 23 MEE 24| NEY
o

* * I Z7F0|E *: OFFI0|E E D2t SYYLICL OFI0|E L E IDE Hoa{H * K|y *>* 7 * >+
2| EZEX| * E MEgL|CE O3 CHS * Archive Node * > * ARC * > * Target * > * Overview * £

* 2 A9l & 0| *: O}F10|E EO|A Ko 2Tt =& IDQ SLEYLICE =& IDE EM dAS
|: 20091127)&, 5 7t Of7t0[E ZtA} H|A|X[0f| ZHK|2] VLIDE 7| S ELICE.
* * LE2 A% 0|2 *: StorageGRID A|AEIN| A ZHA|of EHEtst CBID2E ZH&LICE.
d. I:IO=|E=I Mloﬂkl §—|0|._._o+|__||:|._ exit
3. TSM MHO||A 2EHA|Of| A AlHEl HHE P HOZ ALEE 4 Q=X 2HolgtL|Ct.
a. TSM AtHo| 2| 2&0| 2a2IBtL|Ct dsmadme
ARC MH| A0 CHoll M=l 22| Ar2Xt 0|E 1 AT E AFREILICE Grid Manager(22|= 22| XHo| AF2 Xt

O|ET A= E °|=IE—1%“-|Ef. (AHEXt O|ES E{H * J[lc’._J *>rE x>+ 2|E EZEX| B MEIL|CEH
33 CHS * Archive Node * > * ARC * > * Target * > * Configuration * 2 MEHSIL|CL)

M Z2M Q2 E HMEH £ QIELICE O M E
CBID7} = ZHK|off CHSt X[t ‘—*WOI 2*5 El HMS 501 FLICt 498D8A1F681F05B3.
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> query actlog begindate=-1 search=276C14E94082CC69
12/21/2008 05:39:15 ANRO548W Retrieve or restore

failed for session 9139359 for node DEV-ARC-20 (Bycast ARC)
processing file space /19130020 4 for file /20081002/
498D8A1F681F05B3 stored as Archive - data

integrity error detected. (SESSION: 9139359)

>
@29 EM0) 2} TSM 2t9] 20| CBID} 7IZ5X| %2 4 YSLICH 83 Aj A| 2204 CHE TSM
QRS ZMojor 2 4 ALICH

C. M EHIO|ZE STHOE AMEH + Q= B2 oY =80 MY E 2= JHM2l CBIDE MEHLICE query
content TSM Volume Name

Xl TSM Volume Name AMEE &= §l= EH|O|Z2| TSM O|ERILICE CHE2 0] B &3 of| ILICE.

o o

> query content TSM-Volume-Name

Node Name Type Filespace FSID Client's Name for File Name

DEV-ARC-20 Arch /19130020 216 /20081201/ C1D172940E6C7E12
DEV-ARC-20 Arch /19130020 216 /20081201/ F1D7FBC2B4B0779E

2l8fL|C} client’s Name for Flle Name & Ot710|E E ZE ID((E= TSM "&¢| =& 0[8")
| ZH

ol Z4M|2| CBID(E= TSM "'6t2| =& 0|E")7t FIE2 = Aot ZELICH &, L|Ct Cllent s Name
ile Name YA ZMBILICt /Archive Node volume ID /CBID. OIX| 29| X HIY Z0i|AM

F
FRSHMAIQ client’s Name for File Name UJUELICH/20081201/ C1D172940E6CTEL2.

ojo i

I3

i
> B

0

=i
rot
ufn

MIISHMA|IL Filespace = OHFI0|H 29| £ |IDYILILCE

M ™S FastHHE S50 MEE 2t JHAH2| CBID2E OF710|E (e E9| L& DIt 2 REfLCt

STHHOZ AEY 4= = 2 JHAIof Ciol AM QTS F|A0t0 HEHS HAHSI0] StorageGRID AR A
A0 £AEASS SELICHL
@ ADE 2&2 F25I0] AIE3IHAI2. 2£2 EX AESHHE A|AH” XS STOE7LE HI0|E 7}
o £+ AL IS US| Y=ot of Zxtof| 2 E T ALESHHAIL.

iv. off L}EEl 25 E QA2SHL|Ct Passwords. txt OFY.

b. ARC AMH|AQ| ADE 2&0f HMAEILICE telnet localhost 1409
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c. Zixof ciet @HEE FALICE /proc/BRTR/cancel -c CBID
@|X| cBID TSMOl|A ZAMSh o~ gl= K| AlEXI]L|CE
EO|ZT Q= B2 CHE AM 282 1712 RHO0| FAEUCH= HIAIX| SHH FAELICEH A|ARIQ| CHE
2ofl FHA| AH=0| EX{SHH 7|'|X1| AM2 CHE 2 &0 2o M2|=| 22 HA|X|of CHEE SE2 ™0 request

cancelled(0 request ¥|22!)"IL|C}.

d. HHS HASI0] StorageGRID A|AE0)| 7HK| SAHZO| 2HEACH FIH SEAHZO| TS O{MOF &2
2ELICt /proc/CMSI/Object Lost CBID node ID

2IX| cBID TSM MHO|A AT 4~ gli= ZHA|Q] A'EXI0|H node 1D AMO| HINTHOIFIO|H LLEQ| LLE
IDRILICE.

EHE 2t A SAH2Of Chsl Bro| HES YUsHoF LICt. CBID HfIE ¥Esh= A2 X[EEX| &Lt

ChsEo] H< StorageGRID AIAHS AlAgS| ILM HHMS m27| 98] SA| 2E3E HlojE2| %7}
22 BhE 7| AlRRELIC

SEXI2 HHIOf CHE ILM F410] SAHES SHLITHBHS T ShT SAHZO| AME|QICHD XK AP HHES
238 & QIALITH 0] A9 2 AWHLITHObject Lost EHE StorageGRID AIAEI0| A £ A1E FH]

HIEIH[O|E £ X|ZLIC}.

E TELILt object_Lost HHO| §SHOZ 2= E|H CHZ HIAIX[I} BratEL(Ct.

CLOC _LOST ANS returned result ‘SUCS’

@ £ S=YLICt /proc/CMSI/Object Lost BH OIFt0|E L E0f K&HE &AE iAo
CHH M T R = BILICE
a. ADE Z&8 ZEYLICE exit
b. Ot7t0|E =EO|A 20FREILICE exit

5. StorageGRID A|AHIOAM 28 A1) gfS MAEEELICE

a. Archive Node * > * ARC * > * Retrieve * > * Configuration * 2= 0| S5}t0{ * Reset Request Failure
Count * & MEfBL|CE

b. #1748 X * S 2YBILIC,

i

oy
"StorageGRID #z2|"

YA RIS HEBLICE
VMware: At MA|ZS 2ol 7tet HilS FERLICH

VMware vSphere HypervisorE CHA| A|Zfot & JHAF A4S CEA| A|ZESHX] QEO ™ THaE A

fj0
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AtS CHAL A ESHE S FL3lioF & = ASLIC

(==
;

az| £ S75I7L CHE RA| B4 EXE +80ts S 7k AIA-O| THAl AIRE[X] 8= <2 0o XS
284810 !
T o

|
gLc
THA|

1. VMware vSphere Client E2|0|A] A|ZE|X] Q42 JHAF HAIS MEHSHL|CY

2. JtA HAIS OIRA QEZ HHEOR 22|81 * Power On * 2 MEHSHL|C}

3. L=0f| 7HA HAIS XSO 2 R A|EHSHE 2 VMware vSphere StO|THHIO| XS LA gL Ct.
2| E L E Xt
J2|E & "XbIER
EX™ 122 LE0M BAIE £8sl{0fF & 4= QELICE Grid Managerdi|A] O|2{st "kt = &

fIIE o &~ UX[T CHEE Q| HXIoM = =2 BHE0{|A Server ManagerOf|
ol | AsHOF BHL|C}.
M #2[xts ZE J2|E 20 AME|0] MH[AL| AIE 8 SX|E A=t MHIMr StorageGRID A|A &0
HMMO= gtRSt HE[SHEE FL|CH Eot MH 2t2|XH= 2E J2|E 29| MH|AE ZLIEESD HofE

B st= MH|AE XS Q= CHA| A|ZHghL|CE

() 712 X2 2 M0IM XIAISH: 2203t AfH] BH2IRHO A AsOF BHLICH

=

@ Server ManagerS 22 %t

ot
rot

EER

|MS B0 20kR3M0F LI &H: exit

M 2h2fXt el 8 TS LI

Zt J2|E 20 CHal s 2| E E0|A Al Sl M 22| Xte] oixf MEfet HESE =
USLICE Eot s J2[E E0|M A3 2 ZE MH|AS| ol HEHE ¥ S + JUSLICL

A ZFst7| ol

2(8) B/t JELICE Passwords . txt IHY.

CHA|

1. Je2|E Lo 2aQlgL|Ct

d of LIgEl A E AUBBLICt Passwords. txt IHY.

FEZ 2OQI6IH IETETof| M HAELICH s S MEHBILICH 4.

2. O2|E LE0f|M el B M 22|Xte] x| MEHE ELICt service servermanager status
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4.

HE MH|A9| Hixf HEE L

J2|E =20l 2" S Server Manager?| SRl HEN7F 2N ELICHE™ 0 2). M 2t2|X}Q| LEf7} 2
running, OtX|2 Q2 A|Zlot O] M A|ZHO| LIREILICE. o€ SH LSt Z&LIC

servermanager running for 1d, 13h, Om, 30s

2|2 LEoM Al Sl M 22[Xte] oixf TS ELIC} service servermanager version

G HHO| LIGE LI o & SH LSt ZELIT.

11.1.0-20180425.1905.39c9493

HH AoM 202 ELICH exit

Ct

O2|E EEoM 2" Bl BE MH[AQ] Hixf| HEIE AHHMEX| & = ASLIC.

2(E) Efotn JELIC Passwords. txt IHY.
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b. Off LIZE ASE UHTILICt passwords. txt IHY.
Cc. REZ HMetst{™H Ot HHZ UATLICH su -

d. of LE=l ASE HBIL|C} passwords. txt IHY.

FEZ ZOQI5tH TETEJ of| M HAELICH s & MEIBILICH 4.

- J2[E LEOoM M B2 BE MH[AS| MEHE FLICH storagegrid-status

o€ S0f 7|2 &2 =9 Z22 AMS, CMN % NMS MH|AQ| 3z MEHE MW ZO= HAFL|CL O] &
MH| A HEf7HEFE|H A HH[0|EELICE

|

o

o
e



Host Mame 190-ADM1

IP Address

Operating tem Kernel 4.9.0 'hFlTlhd

Operating System Environment  Debian 9.4 i

StorageGRID Webscale Release

Networking

Storage Subsystem

Database Engine

Network Monitoring

Time Synchronization g
Running
Running
Running
FHHHlHH

dynip
nginx
tomcat

Running
Running

prometheus

persistence

ade exporter ]
attriownPurge .1.0 Running
attrDownSampl .1.8 Running
attrDownSamp2 1.6 Running
node exporter 3. 0+ds Running

3. BHEZ SO0t *Ctrl* +* C* & F+8LICL

4. "oof w2t J2|= 20 M3 Sl 2E M| A0 CHet X HIME FLCH
/usr/local/servermanager/reader.rb

O] EuMofl= A& YOOI EE[= Bt 22 FE7F Zetk|0f AKX MH| A SEf7F HEE[H GO0 EE X
Lol:lL’ltl.

5. HY Mof|A 2I0F2ELICE exit

M ZE|XF S 2E ME|AS AERILCE

ME ZH2[XHE AIESHOF = JASLICE J2{H O2|E LEoM 2= MU|ATZF A[ZHELIC

[[I

Aol Z0l J2|E L E0{|M Server ManagersS A|ZF6HH A Zt2|XIet J2|E L Eo| BE MH|AT}CHA|
t

a. Ot2 BHES YHLLICE ssh admin@grid node IP

b. Off LIZE ASE UHEILICt passwords. txt IHY.
c. SEZ FMHSI{B [} HYS YBILIT su -
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AEASHL|Ct Passwords . txt IFY.

EEZ 2O0161H TE2EOEJ| Of|A HAEIL|CE s S MEHSILICE 4.

_od

2. M Z2|Xt A|&: service servermanager start

3. FY WojlM ZO0FRELICH exit

MH 22X 2l BE MH|AZ CHA| A|ZFSH|

1 d

n

ME ZtE|Xtet J2|E 20 2 Sl EE MH|AS CHA| AZISHOF &

=

1>
i
I
_lTl_

=2(B) ERfdt UELICE passwords . txt IHY.

a. OfS HE 2 YHYLICH ssh admin@grid node IP
b. of LIEEl A E A2BIL|C} Passwords . txt I
c. EEZ Metst#H O HES YHELIC su -

AESIL|C Passwords . txt IF.

FEZ ZOQI5tH TETEJ of| M HAELICH s & MEBILICH 4.

Lod

2. M Z2|Xt 9 J2|E LEO| B E MH|AE CHA| A[RILICE service servermanager restart
MH 22|Xtet 32| E L2 BE MH|ATE SX|=[RUCH CHA| A[ZHEILICE,

@ E MEELICt restart BHE E AIE6H= At ZELICH stop Y CH30| E =gtL|Ct
start %:'Ec'i‘.

3. B HojlM Z0FRELICE exit

ME ZtE|Xp 8 2= ME[AS SXIELCH

Server Manager= &4 AlS

- o o
MH|AE SX|s{0F & = JAELICH.

2(B) Efdt1 JELICE Passwords . txt IHY.

A2 YHLYLICH ssh admin@grid node IP

b. of LIFE Y= E YHYLIC passwords. txt T,
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U2 YL su -

o
u
[m
Hu

ol
fot
Of
i
rg
n
mjo
o

d. off LIgE L= E YHLLICE Passwords. txt IHEY.

SEE 2001510 TETET} oM HBELICHs S MBHLICH 4.

[n

2. M ZE|xt 3 a2 LEoM A B ZE M

rn

|AS BXIZLICH service servermanager stop

A Br2IRte J2|E = E0A AYES BE AHIATL HAFOR SRELICL HHIAS SR o A0 1520]
298 4 YBLIC

3. HZ Moo 2302 ELICE exit
MH|A Q| 2XH MEHE FHLICH
O2|E LENAM A Sl AH|AL HIxl MEHE AHMEX] & £ JUSLICE

AlZFsE7| o

fjo

(8) 295t J}ELICE Passwords . txt DY,

d. of LIEE 2T E UABLICH passwords. txt THY.

FEZ ZO005IH TETETL Ol HAELICH s £ MEdRILICH 4.

(A =}

2. J2|E L E0f|M M3l QI MH|AQ| 3ix| AE) H7[: ** service_serviceName_status* 2|5 = E0f|A Mg =0l
RFE MU AL oI MEf7t ENEL|ICHAY J = ofE). o|E SH Ci33t Z2&LIC

cmn running for 1d, 14h, 21m, 2s
3. @Y Mol 2I0IR2ELIC} exit

28 RXA| 22 BN 22| LE9| THE MHIAS AlS AdS=E S HE MEIAE
SXIotioF ghLfct. RX| 22| Zxtof ofdh X|AIE 202 JHE ME|AS SXISHIAL.

o
[0l
HL
=)
Ot
Kl
£0

SLICt Passwords. txt OF.

O[{et EHAIE AtESIO] MH|AS ™EE| ST™SIH MH 2|7t MH[AS XS 2 THAl ARSHA| gdE LIt T
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A=

MH|AE =5 0Z A|ZISt7L} Server ManagerS CHA| A|ZFsHOF fL|Ct,

AE2|X| =E0| A LDR MHIAS BXIe0F o Z2 B4 10| Y FS MHIAS BXIoHs Bl AlZt0| Z
gLt
b

o
l
m
Hu
A
ot
Ot
i
2
nl
njo
0%

Y2 YHBLICE su -

AESIL|C Passwords . txt IF.

Lod

FEZ ZOQI5tH TETEJOf| M HAELICH s & MEUBILICH 4.

2. 78 MH|A BX|: service servicename stop

service ldr stop

() MuIAEZ ZXss ol Hlch 1120] ZY 2 YALICE

3. BH MojM EI0FRYLICE exit

Ed FXES XS +8o7| o MES /A2 ZE= Tatolof gfLIC}.

H

* E AH8SI0 2| = a|xtof] 2aIMELICH K E = B EEfeA "

=)
Ral
io}
]
kA
rir
Hn
>
H
O
o
IIl;

L|Ct. XtM|st LH2 2 StorageGRID 22| X| %

HJIO
+§
Ot
igal
>
lo

StorageGRID ®{EZ[0|HAE RX[H REZ HESIH 2ZH M AT 2L 7 E2A AL

= g i

@ FX[E 2E0f|A StorageGRID {Z2t0[H A0 CHSE admin AE 2= % SSH SAE 7|=
O{E20|HATE MH|A = i SLSHA| @ X|ElL|C}.
CHA|
1. Grid Manager0l| Al * nodes * & MEHEFL|CE,
2. .= H|o]x|e] E2| FolM O{F2t0[AHA AER|X| LEE MEdBIL|CE

— 1
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Overview Hardware Network Storage Objects ILM Tasks

Reboot

Reboots the node. Reboot

Maintenance mode

Places the appliance's compute controller into maintenance mode. Maintenance mode

MEdStL|CE 2kl CHot & Xt7t LHEHEL|CE.
*

4. QXE BE

E —
= =
5. T2H|X'Y YT S YASHD * OK * & MEBILICY.

T BAISD "HE 7", "StorageGRID SX|" 3 "M FE"S Eetot LA HAIX|= O{S20[AAT FX|H
HEZ SOIt7| 2ot HAE 25t JASS LIEFHLICE.

O{Z20|XATL RX|E BEY mf 2l H|A|X|0l| StorageGRID HEZI0[AA AX| Z= 0l HM|ASH= O
AHEY £ Q= URLO| LI ELIC

o This node is currently in maintenance mode. Navigate to one of the URLs listed below and perform any necessary maintenance
procedures.

o https://172.16.2.24:8443
o https://10.224.2.24:8443

When you are done with any required maintenance procedures, you must exit maintenance mode by selecting Reboot
Controller from the StorageGRID Appliance Installer.

6. StorageGRID O{Z2t0|AA MX| T2 I40]| HMASHHH HEA|E URL & SILIE &&LICH

Jh53t A2 ojZajolelAgl Ba| HEYT EEQ| P FAT} EEHE URLE ASSHIAIL,

() WM& nteps://169.254.0.1:8443 2 22| ZEO| B {0} BLICE

7. StorageGRID 0{Z2}0[1A HX| ZTZ M0 M O{Z2I0|AAT} RX|E 4 HEQIX| =holgtL|Ct.

A This nodeis in maintenance mode. Perform any reguired maintenance pracedures. If you want to exit maintenance mode
manually to resume normal operation, go to Advanced = Reboot Controller to reboot the cantroller,

8. HQdt RX|H4¢ XS SABLICL
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9.

FAEs HES dEY = RAES ZEE SRt HY =& 2FS MIHELIL StorageGRID HEE2H0[1A
X Z2IO-MM * g x> HESE MEE * S MG LIS * StorageGRID * Q= MRE * S MEARL|CY,

NetApp" StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardware - Monitor Instaliation Advanced -

RAID Mode
Reboot Controller Upgrade Firmware

Feguest a coniroller reboot. Reboot Controller

HE2to|AA7t P |1 22| =0f ChAl ZHsths o 2|t 2020] 23 + ASLICH MEYO| A=RE|D =T}
J2|=of CHAl 2= A=X] 21512 H Grid Manager2 SO0HAYLICH = * T|0|X| = H &t MEl(=2 20l HA|

O}0|2)E HA|sHof BfL|Ct 0 (‘.= 0|2 21%) 0| Z2t0|A L =0f| Cisl L2lo| EMStE|of UX| % =T}
J2eo| AZBEN ASS LrErLHuq

DASHBOARD
ALERTS & N O d eS
Giment View the list and status of sites and grid nodes.
Resolved
Silences e O‘ Total node count: 14
Rules =
Name @ = Type = Objectdataused @ 2  Object metadataused @ 2= CPUusage @ =
Email setup
NODES StorageGRID Deployment Grid 0% 0%
TENANTS ~ DataCenter1 Site 0% 0%
ILM
a DC1-ADM1 Primary Admin Node 21%
CONFIGURATION
T & ociarcy Archive Node 8%
SURTOSE 9 DC1-G1 Gateway Node 10%
® ocis1 Storage Node 0% 0% 29%

MH|A 2R =

MH|AE FZA| SX|8H0F ot= R & A 8Y += USLILE force-stop .

AlZtst7| o

2(B) B/t UJELICE Passwords . txt IHY.

A
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FLICE.

.
[<)
=

od
M

1. J2|E L2 2

fLICEH 4.

ol

=.
MEHS
[ N — |

ILICt Passwords. txt I}

fLICt. ssh admin@grid node IP
2%
= |

=

1S
d of LIEEl A5 E UHBILICt Passwords. txt IHY.

FEZ 2O0IstH TETEJL oM HAEILICIs E
2. 2502 MH|A BR: service servicename force-stop

LICt.

i
!

5
o0

I.

f

o

Ui
]

CH2F CRA] AJZFSHOF & &~ UASLICE.

AN

SH

FL|C

b ¥e)
e =]

&LICt Passwords. txt It

AN

o

service ldr force-stop
Xl MH|AS A[Z3HOF 5t7LE MH|A S SX|

3. HH Mojl 2I0FRELICH exit
2) Q3D

MH|AS A[ZSEALE CHAL Al

AlZtst7| Hof|

|

=
S

Lfct.

F

joll
od
M
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ADMIN NETWORK CONFIG = STATIC

ADMIN NETWORK ESL = 10.0.0.0/8, 172.19.0.0/16, 172.21.0.0/16
ADMIN NETWORK GATEWAY = 10.224.0.1
ADMIN NETWORK IP = 10.224.5.140

ADMIN NETWORK MASK = 255.255.248.0
ADMIN NETWORK MTU = 1400

ADMIN NETWORK TARGET = ethl

ADMIN NETWORK TARGET TYPE = Interface
BLOCK DEVICE VAR LOCAL = /dev/sda2
CLIENT NETWORK CONFIG = STATIC

CLIENT NETWORK GATEWAY = 47.47.0.1
CLIENT NETWORK IP = 47.47.5.140

CLIENT NETWORK MASK = 255.255.248.0
CLIENT NETWORK MTU = 1400

CLIENT NETWORK TARGET = eth?2

CLIENT NETWORK TARGET TYPE = Interface
GRID NETWORK CONFIG = STATIC

GRID NETWORK GATEWAY = 192.168.0.1
GRID NETWORK IP = 192.168.5.140

GRID NETWORK MASK = 255.255.248.0

GRID NETWORK MTU = 1400

GRID NETWORK TARGET = ethO

GRID NETWORK TARGET TYPE = Interface
NODE TYPE = VM API Gateway

PORT REMAP = client/tcp/8082/443

PORT REMAP INBOUND = client/tcp/8082/443
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Overview Hardware Network Storage Objects ILM

Reboot

Reboots the node. Reboot

Maintenance mode

Places the appliance's compute controller into maintenance mode.

5.
6.

230

Maintenance mode

Tasks

efol thst &Xt7}F LIEFELICE.

/. Reboot node SGA-lab11

& Rebooting a VMware node reboots the virtual machine.
# Rebooting a Linux node reboots the container,

Provisioning passphrase

TIlIlLL ©®

Cancel

Reboot shuts down and restarts a node, based on where the node isinstalled:

* Rebooting a StorageGRID Appliance node reboots the compute controller.
Attention: When the primary Admin Node is rebooted, your browser's connection to StorageGRID will be lost tempararily.

If you are ready to reboot this node, enter the provisioning passphrase and select DK
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