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View and manage the certificates that secure HTTPS connections between StorageGRID and external clients, such as 53 or Swift, and external servers, such as a key management server (KMS).
Global Grid CA Client Load balancer endpoints Tenants Other
The StorageGRID certificate authority (“grid CA”) generates and signs two global certificates during installation. The management interface certificate on Admin Nodes secures the management
interface. The 53 and Swift AP| certificate on Storage and Gateway Nodes secures client access. You should replace each default certificate with your own custom certificate signed by an
external certificate authority.
Name Description Type @ Expiration date @ =
Secures the connection between client web browsers and the Grid
Management interface certificate Manager, Tenant Manager, Grid Management APl, and Tenant Custom Jun 4th, 2022
Management APL
Secures the connections between 53 and Swift clients and Storage
- o . Nodes or between clients and the deprecated CLB service on Gateway
S3 and Swift API certificate ) . i Custom Jun 4th, 2022
Nodes. You can optionally use this certificate for a load balancer
endpoint as well.
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KMS setup

Create a 5torageGRID
clientin the KMS

\

Obtain KMS details:

* Host names and port
Alias for encryption key
Server CA certificate
Public client certificate
Client private key

v

Add KMS to Grid Manager
for a site or group of sites

Appliance setup

Enable node encryption in
Appliance Installer

v

Install appliance:

* Volumes are encrypted
with data encryption
keys (DEKs)

e DEKs are encrypted
with temporary key
encryption key (KEK)

v

Deploy appliance as a
node in StorageGRID

v

No Has a KM5
been configured for
the site?

* Yes

Appliance receives KMS

KMS process

>

configuration

v

Appliance connects to

Yes

Power on
or reboot?

Mo

> KMS to request key

v

KMS key replaces
temporary KEK

v

Appliance is secured by
KMS

A
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Configuration = Key management server

Key management server

If your StorageGRID system includes appliance nodes with node encryption enabled, you can use an external key management server (KMS) to manage the

encryption keys that protect your StorageGRID data at rest.

Configuration details Encrypted nodes

You can configure more than one KMS [or KMS cluster) to manage the encryption keys for appliance nodes. For example, you can configure one default KMS to
manage the keys for all appliance nodes within a group of sites and a second KMS to manage the keys for the appliance nodes at a particular site,

Before adding a KMS:

= Ensure that the KM5 is KMIP-compliant.

» Configure StorageGRID as a client in the KMS,
= Enable node encryption for each appliance during appliance installation. You cannot enable node encryption after an appliance is added to the grid and you

cannat use 3 KMS for appliances that do not have nede encryption enabled.

For complete instructions, see Confipure key management servers,
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Add a Key Management Server

o KMS Details

KMS details

Enter information about the external key management server (KMS) and the StorageGRID client you configured in that KMS. If you
are configuring a KMS cluster select Add another hostname to add a hostname for each serverin the cluster,

KMS name @

Key name @

Manages keys for @

Port @

2626

Hostname @
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Add a Key Management Server

@ KMS Details

0 Upload server certificate

Upload a server certificate signed by the certificate authority (CA) on the external key management server (KMS] or a certificate bundle,
The server certificate allows the KMS to authenticate itself to StorageGRID

Server certificate @

Add a Key Management Server

@ KMS Details

o Upload server certificate

Upload & server certilicate signed by the certificate suthonity (CF

on the extémal '-f:r MANIZEMAENT ServeT (KMS) of 3 certilic ate
bundle. The server certificate allows the KMS 1o authenticate itsell o StorageGRID

Server certificate @
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Add a Key Management Server

(i} KMS Details G) Upload server certificate o Upload client certificates

Upload the client certificate and the client certificate private key. The client certificate is issued to StorageGRID by the external key
management server (KMS), and it allows StorageGRID to authenticate itself to thie KMS,
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Client certificate private key @
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Add a Key Management Server

(«) KMSDetails («) Upload server certificate ° Upload client certificates
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Storage Proxy Settings

If you are using platform services or Cloud Storage Pools, you can configure a non-transparent proxy server between Storage Modes and the external 3 endpoinis.
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