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3. JHA| == HOll EAIE &HE K2 5 HAERLICH

O] £Xt= J2|E =7t HH| StorageGRID A|AR0M F2HEl 2oz ZX|ot & QENME 5 LIEFHLICH g2
LDR ! DDS MH|A LHOf| M CIO|E] ME A 4 249 &4 E K| FH2E{ 2] A YLICt
DC1-51 (Storage Node) & X
Overview Hardware Metwork Storage Objects ILM Tasks
1 hour 1 day 1 week 1 month Custom
53 ingest and retrieve @ Swift ingest and retrieve @
18/s 1B/s
D.800 B/s 0.800 B/s
0.600 B/s Mo data 0.600 B/s No data
D400B/s 0.400 B/s
0.200B/s 0.200 B/s
DB/s 0B/s
1510 15:20 15:30 1540 15:50 16:00 1510 1520 1530 1540 1550 16:00
Object counts
Total objects: @ 0
[ I;sstc;héecis: -] 1 ||| .:
$3 buckets and Swift containers: @ 2
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= ClHEZ| 2 HARLICH ¥3: ¢d /var/local/audit/export/

C. grepE ALE3I0| OLST(Object Lost) ZHAF HIAIX|E F=EELICEH &3 grep OLST audit file name
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>Admin: # grep OLST audit.log

2020-02-12T19:18:54.780426

[AUDT: [CBID(UI64) :0x38186FES53E3C49A5] [UUID(CSTR) :926026C4-00A4-449B-
AC72-BCCA72DD1311]

[PATH (CSTR) : "source/cats"] [NOID(UI32) :12288733] [VOLI (UI64) :3222345986
] [RSLT (FC32) :NONE] [AVER (UI32) :10]

[ATIM(UI64) :1581535134780426] [ATYP (FC32) :OLST] [ANID(UI32):12448208][A
MID(FC32) : ILMX] [ATID(UI64) :7729403978647354233]]

AL objectByUUID BHS AFESI0] 3lE ID(UUID)Z 7HKIE &2 CH2 CIOIE 7t fI”0l| XSt=X

=]
oIt

ot

LDR 2£0]| HMN|ASIZ{H |ocalhost 14020 TelnetS AF2EtL|C}.

a.
b. 2. /proc/OBRP/ObjectByUUID UUID value

O] A HHmy oMU M= 2] 7HM|E 20 FELICH UUID 926026C4-00A4-449B-ACT2-BCCA72DD1311 Ofl=
5 49| X7t LIEE|0] JELILCE

ade 12448208: /proc/OBRP > ObjectByUUID 926026C4-00A4-449B-AC72-

BCCA72DD1311
{
"TYPE (Object Type)": "Data object",
"CHND (Content handle)": "926026C4-00A4-449B-AC72-BCCA72DD1311",
"NAME": "cats",
"CBID": "0x38186FE53E3C49A5",
"PHND (Parent handle, UUID)": "221CABD0O-4DS9D-11EA-89C3-
ACBBOOBB82DD",
"PPTH (Parent path)": "source",
"META" : {
"BASE (Protocol metadata)": {
"PAWS (S3 protocol version)": "2",
"ACCT (S3 account ID)": "44084621669730638018",
"*ctp (HTTP content MIME type)": "binary/octet-stream"
by
"BYCB (System metadata)": {
"CSIZ (Plaintext object size)™: "5242880",
"SHSH (Supplementary Plaintext hash)": "MD5D
O0xBAC2A2617C1DFF7/ES59A76731EGEAFS5E",
"BSIZ (Content block size)": "5252084",
"CVER (Content block wversion)": "196612",
"CTME (Object store begin timestamp)": "2020-02-
12719:16:10.983000",
"MTME (Object store modified timestamp)": "2020-02-

12T719:16:10.983000",



"ITME": "1581534970983000"
b
"CMSM": {
"LATM (Object last access time)": "2020-02-
12T719:16:10.983000"
b
"AWS3": |
"LOCC": "us-east-1"

b o
"CLCO\ (Locations\)": \][

\{
"Location Type": "CLDI\ (Location online\)",
"NOID\ (Node ID\)": "12448208",
"VOLIN\ (Volume ID\)": "3222345473",

"Object File Path":
"/var/local/rangedb/1/p/17/11/00rHO%DkRt78I1a\#3udu",

"LTIM\ (Location timestamp\)": "2020-02-
12T19:36:17.880569"
\'},
\ {
"Location Type": "CLDI\ (Location online\)",
"NOID\ (Node ID\)": "12288733",
"VOLI\ (Volume ID\)": "3222345984",

"Object File Path":
"/var/local/rangedb/0/p/19/11/00rHO%DkRt78Rrb\#3s;L",
"LTIM\ (Location timestamp\)": "2020-02-
12T719:36:17.934425"
}

= I oMol = 2 &M JHMIE LIEFHLICE yUID 926026C4-00A4-449B-AC72-BCCA72DD1311 Of
LI =l {IX|7t ei&LICt.



ade 12448208: / > /proc/OBRP/ObjectByUUID 926026C4-00A4-449B-AC72~-
BCCA72DD1311

"TYPE (Object Type)": "Data object",
"CHND (Content handle)": "926026C4-00A4-449B-AC72-BCCA72DD1311",
"NAME": "cats",
"CBID": "0Ox38186FE53E3C49A5",
"PHND (Parent handle, UUID)": "221CABD0-4D9D-11EA-89C3-ACBBO0OBB82DD",
"PPTH (Parent path)": "source",
"META" : {
"BASE (Protocol metadata)": {
"PAWS (S3 protocol version)": "2",
"ACCT (S3 account ID)": "44084621669730638018",
"*ctp (HTTP content MIME type)": "binary/octet-stream"

}o
"BYCB (System metadata)": {

"CSIZ (Plaintext object size)": "5242880",
"SHSH (Supplementary Plaintext hash)": "MD5D
O0xBAC2A2617C1DFF7ES59AT76731EGEAFS5E",
"BSIZ (Content block size)": "5252084",
"CVER (Content block wversion)": "196612",
"CTME (Object store begin timestamp)": "2020-02-
12719:16:10.983000",
"MTME (Object store modified timestamp)": "2020-02-
12T719:16:10.983000",
"ITME": "1581534970983000"
by
"CMSM": {
"LATM (Object last access time)": "2020-02-

12T19:16:10.983000"

s
"AWS3": {
"LOCC": "us-east-1"

a. /proc/OBRP/ObjectByUUIDS| &2 HESI MASt &S LA TL|CE
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I OS2 BES YHYLICH ssh admin@grid node IP

ii. of LIEE oSS Q&SIL|Ct Passwords. txt OHY.

iv. Off LIEE L= E YHLLICI Passwords. txt I RFEZ 20I5IH TETETL o M HAELICH$
S MERILICE ¢

b. ZIAF 237t Qe CIMER| 2 HABILICE ¢d /var/local/audit/export/

c grepa AMES POEI = jt”“3*L—I|1f "”IH’HOE EHE JiA| 2t 2 E 7“% HAIKYLICH &3 T2 HL|Ct

TE=d oyl s |

Admin: # grep 926026C4-00A4-449B-AC72-BCCA72DD1311 audit.log >
messages_about lost object.txt

d. grepE Ar235t0d 0| =2 I+AN| M LLST(Location Lost) ZHAt HIA|X|E FZEELICE 2&: grep LLST
output file name

of

i
fujn

™ CtS2 1 Z&LIC
Admin: # grep LLST messages about lost objects.txt
LLST &AL HAIX|= O ME Of|A| X2t Z&LCt.

[AUDT:\ [NOID\ (UI32\) :12448208\] [CBIL (UI64) :0x38186FE53E3C49A5]
[UUID(CSTR) :"926026C4-00A4-449B-AC72-BCCA72DD1311"] [LTYP (FC32) :CLDI]
[PCLD\ (CSTR\) :"/var/local/rangedb/1/p/17/11/00rH0%DkRs&LgAS\#3tN6"\]
[TSRC (FC32) : SYST] [RSLT (FC32) :NONE] [AVER (UI32) :10] [ATIM(UIG64) :
1581535134379225] [ATYP (FC32) : LLST] [ANID(UI32) :12448208] [AMID(FC32) :CL
SM]

[ATID(UIG4) :7086871083190743409]]

e. LLST HIA|X|oflAl PCLD EE2} noid HEE &&L|CH

PCLD 20| Q= ZAR S2t=l 22X M| SAH20| cist Cl|AT S| M| ZZQLICE noid 2f2 FHHIS] EAHES
itg 4 Ql= LDRO| E IDYLICE

a. O| LDR E ID2t HEE AEE|X] LEE FELICL Grid Manager®l A * X[ * > * £ *>* O2|E
EZEX| * E MEfgtL|CE O3 OHZ *H|O|E MIE| * > *AEZ|X| .E *>* LDR * S ME4gIL(C,

LDR AMH|AS| .- E D= Node Information E|O|S0| JXSLICH O] LDRE SAEISH=E AEZ|X| L EE &2
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Wi7kR| 2t AE2|X] 20 Tiet EE AESIYAIR.

2. ZtAF HIAIX[Of] EAIEl AER|X] L E0| ZHA|7F Q=X 2ol

a. J2|E L Eo| 2aQlgrL|C},

il
gl
0B
o

2 YHLYLICL ssh admin@grid node IP

i off LIgEl A E QUBBILICt Passwords. txt IHY.

FEZ ZOQI5tH TETEJ of| M HAELICH s & MEIBILICH 4.
b. FHx|| Y F=Z7t A=K RIS Tt
2ol ot ZAZ0f| LLST ZfAt HIA|X|2| PCLD 2tE AHETICt.

€ S0 Ci== Y=L

1ls '/var/local/rangedb/1/p/17/11/00rHO%DkRs&LgA%#3tNG"

@ Ea ZXE 0|2AH|0| It H ehat HHOM TN It Z2E H20ZHEE F0{0f LTt
*JHH Z2E S 5 SIE AT R0 O] BAIE AFESHH SE £ GIELIC 7|= XY RAM0
ZOSHHAIL.

* NN B2t A CHS EHAIS AlS TideL|ch M E 2K E ChA| StorageGRIDZ S/g
ol&L|C}
M- .

3. K| AZ2E %2 AR JHHE StorageGRIDZ S8l HAA|2.

4=

a. SYSH AEE|X| L =0f|A StorageGRIDUIA 22[E 4= JY == A DU ARH
chown ldr-user:bycast 'file path of object'

b. LDR 2&0] AMASIZ{H localhost 140201 TelnetS AFSRILICH = telnet 0 1402

c. 2=:cd /proc/STOR

d. 2/3: object Found 'file path of object'

o|E S0{ CI3S LHeLICt
Object Found '/var/local/rangedb/1/p/17/11/00rHO%$DkRs&LgA%S#3tN6"

LHHLILICE Object\ Found Command 7HA| @|X|E =30l YEILICH Eot
Hoj| XIHE 2 71 BAHR S THELICE

—= -

oz ijn
11

N
==

HE & )
QULLICEH K2 20l AEZ|X| LE9| /var/IocaI/rangedb ClAE2|of| HiX|gfL|Ch O
£ HAHSLICt Object\ _Found A0 i It =S AHE5H= HEL|CH

S AE2|X| LEJt QUARIQl FS 22kl AEfol AE2|X| S0 HH|S =Ap
C

4>

A
=

m

4 ILM EME E2| 7510



- JHHIE BESH A of

= =2 T HA

ZOSHHAIL.

rir

* JiH|7t StorageGRIDZ =@ | 45 HAIX|7t LIEFELICE O S S CHE2 Z&LICt

ade 12448208: /proc/STOR > Object Found
'/var/local/rangedb/1/p/17/11/00rH0%DkRs&LgAS#3tNG6"'

ade 12448208: /proc/STOR > Object found succeeded.
First packet of file was valid. Extracted key: 38186FE5S3E3C49A5
Renamed '/var/local/rangedb/1/p/17/11/00rHO%DkRs&LgA%S#3tN6G6' to
'/var/local/rangedb/1/p/17/11/00rH0%DkRt78I1la#3udu’

CHS IS AL,

4. 4|7} StorageGRIDE 27| A Q|X|7} MM | =X| SoIstL|C},

©

. Y™ cd /proc/OBRP

22 ObjectByUUID UUID value

CtZ 0f|0ll A= UUID 926026C4-00A4-449B-AC72-BCCA72DD13110] U= 7HA[2| IX[7t & ZHK|
2o FLIC.

ade 12448208: /proc/OBRP > ObjectByUUID 926026C4-00A4-449B-AC72-
BCCA72DD1311

"TYPE (Object Type)": "Data object",
"CHND (Content handle)": "926026C4-00A4-449B-AC72-BCCA72DD1311",
"NAME": "cats",
"CBID": "Ox38186FE53E3C49A5",
"PHND (Parent handle, UUID)": "221CABD0-4D9D-11EA-89C3-ACBB0O0BB82DD",
"PPTH (Parent path)": "source",
"META" : {
"BASE (Protocol metadata)": {
"PAWS (S3 protocol version)": "2",
"ACCT (S3 account ID)": "44084621669730638018",
"*ctp (HTTP content MIME type)": "binary/octet-stream"
b
"BYCB (System metadata)": {
"CSIZ (Plaintext object size)": "5242880",
"SHSH (Supplementary Plaintext hash)": "MD5D
O0xBAC2A2617C1DFFT7ES59AT76731EGEAFS5E",
"BSIZ (Content block size)": "5252084",
"CVER (Content block wversion)": "196612",

"CTME (Object store begin timestamp)": "2020-02-

B2 & HZSHAL Object\ Found BHO| AMYELICE 7|z X[ A0
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12719:16:10.983000",

"MTME (Object store modified timestamp)": "2020-02-
12T719:16:10.983000",
"ITME": "1581534970983000"
b
"CMSM": {
"LATM (Object last access time)": "2020-02-

12T719:16:10.983000"
by

"AWS3": |
"LOCC": "us-east-1"
}
b
"CLCO\ (Locations\)": \][
\ {
"Location Type": "CLDI\ (Location online\)",
"NOID\ (Node ID\)": "12448208",
"VOLI\ (Volume ID\)": "3222345473",

"Object File Path":
"/var/local/rangedb/1/p/17/11/00rHO%DkRt78I1a\#3udu",

"LTIM\ (Location timestamp\)": "2020-02-12T19:36:17.880569"
N
\ {

"Location Type": "CLDI\ (Location online\)",

"NOID\ (Node ID\)": "12288733",

"VOLI\ (Volume ID\)": "3222345984",

"Object File Path":
"/var/local/rangedb/0/p/19/11/00rHO%DkRt78Rrb\#3s;L",
"LTIM\ (Location timestamp\)": "2020-02-12T19:36:17.934425"

a. LDR 220X 202 ¢tL|CH & exit

#e| =20l M O] Z4A|ofl CHel ORLM ZHAL HIAX|Of| CHet ZAF 25 AMBIH ILM(BE =3 37| 22()0] 20
et SX=S I =X ALt

a. 12|E =0 231grL|Ct,
i Ot HEdg ol
i off LIZEl A5 E UBBILICt Passwords. txt IHY.

iil. REZ Metsta{H CHg HHS A=eLICh su -
of

a— Lod

El A5 E UHBLICE Passwords. txt IHY. FEZE 2OQI6IH TETEJ} oA HAELICHS
#

b. ZIAF 27t Qe CIAER| 2 HABILICE ¢d /var/local/audit/export/



C. grep= AESHO] A2t ZHAE AL HAXKIS & T FSHLICH 23: grep uuid-
valueaudit file name > output file name

of

i
mujn

™ OtEa Z5LIoh

Admin: # grep 926026C4-00A4-449B-AC72-BCCA72DD1311 audit.log >
messages about restored object.txt

d. grepE AF25I0] 0] 2 mtU0| A ORLM(Object Rules MET) ZHAt HIA|X|S = E¢tL|Ct 3 grep ORLM
output file name

of

i
mujn

™ OtEa 25Ut

Admin: # grep ORLM messages about restored object.txt

ORLM ZAt HIA|X| = O HZ HIAIX|eF Z&LICt.

[AUDT: [CBID(UI64) :0x38186FES53E3C49A5] [RULE (CSTR) : "Make 2 Copies"]
[STAT (FC32) : DONE] [CSIZ (UI64) :0] [UUID(CSTR) :"926026C4-00A4-449B-AC72~-
BCCA72DD1311"]

[LOCS (CSTR) :"**CLDI 12828634 2148730112**, CLDI 12745543 2147552014"]

[RSLT (FC32) : SUCS] [AVER (UI32) :10] [ATYP (FC32) : ORLM] [ATIM (UI64) :15633982306
69]

[ATID(UI64) :15494889725796157557] [ANID(UI32) :13100453] [AMID(FC32) :BCMS] ]

a. ZAL HAIX[O|l M Locs EEE R&LICEH

B2 Locs2| CLDI {2 =E ID & A SX=0| HdE =& IDYLICE O HAIX|= ILMO]

=

=
E|RCH O2[=9| = QX[ M = IHS| FHA| SA=0| YIRS S LIEFHLICE

1450
oforir

o o

6. "24Al gl =2t JhH| £ AFE S| CH 2| E g2 Xt
HAl O AE TUAMTHES
248! Ee2k= A £ RHAEH™SL|C}
StorageGRID A|AEIS ZASIT 7|28l 2AE JHMI BF HPXOZ SME|F L 22 E
A2OIX| 2tolst & &AM E| JHH| £ M9 442 092 CHA| A™T 4= /JUELICE
A ZFst7| Hof|
* E AESH 2| = 22| Xy 2 3QIsHof ShL|C Ak = E 2K,
s EX MMA HTHO| QLO{OF BhL|C}.
0| = 0of| CHaH

CtE HO|X| & SILIO M Lost Objects 7H2EE MAEE = ASLICH

=
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e K> kR *>* AFE EEZX| *>*A0|E*>* AER|X| EE *>*| DR *>* OOl HEA*>*Ie *

> * $ *
XA *>*E >+ O2E EEZEX| * > * Site * > * Storage Node * > * DDS * > * H|O|E| {&EA*>* I Q *>*
Main *
CHe XA * LDR * > * O|O|E| K& A * H|O|X|0f| M 7I2HE MAFst= WHE HHFLIC}
CHA|
1 X *>* 27 *>* 2| EERX| * § ME{RIL|CE

2. Objects Lost * &l = &4
Store * > * Configuration *

3. A A & HAH * 2 MefBtLCE

Overview || Alarms Reports | Cunﬁnuration\,

hain Alarms

. Configuration: LDR (99-94) - Data Store

Updated: 2017-05-11 14:58:13 POT

Reset Lost Objects Count

Apply Changes *

4. w2 g 88 - 2 2LICL

=

Lost Objects 82 022 IMHE| 11 * Objects Lost * Lot 2ME A X722 2 H: 22 &
UAELICE

o. Heof mat &ME JHHE AEStE BHHM SIIUE = A LHE 2

a. Site_ * > * Storage Node * > * LDR * > * AtH| Y * > * 1M * Z MEHGIL|CE
b. Reset Reads Failure Count * 3! * Reset Corrupt Copies Detected Count * £ MEiStL|CL.
c. HAUE NE* S S=gLct

d. Site_ * > *Storage Node * > * LDR * > * Verification * > * Configuration * 2 ME{&L|C},

o S2HE| A 4 A * 5+ AALE K 4 KA - S MBI

[ B = |
f. 2{2|%l K7t LRSI b2 A * 22| =l JHA| ALKl * 2 Meet & UaL|ch
U{IBI2C AZ0| AAE EH|E My SAH2S AlHsH 2|5l 2yt MAHELICH (R He
StorageGRIDE 2AHEI JHHIE XHS O 2 ChHSID 2 22|l HHH S AKIsHs 20| QHEStLICh JajLt *
Objects Lost * 2T = BA A&y} E3|HEH 7|4 X2l £MolM Ha|=l Ko A At D & 4
olAL|C}
A H .

15t S £MS CHA| MEst= O 2 B HE 22 4 Q&L
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