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Alert Rules
Alert rules define which cenditions trigger specific alerts.
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You can edit the conditions for default alert rules to better suit your environment, or create custom aleri rules that use your own conditions for triggering alerts

ustom rule

4 Create customrule | i

[ Name
Appliance battery expired
The battery in the appliance’s storage controller has expired.

Appliance battery failed
The battery in the appliance’s storage controller has failed.

Appliance battery has insufficient learned capacity
The battery in the appli Il
learned capacity.

has i ient

's storage

Appliance battery near expiration
=) | The battery in the appliance’s storage controller is nearing
expiration
Appliance battery removed
The battery in the appliance’s storage controller is missing

Appliance battery too hot
The battery in the appli ’s storage

Appliance cache backup device failed
A persistent cache backup device has failed

Appliance cache backup device insufficient capacity
There is insufficient cache backup device capacity.

Appliance cache backup device write-protected
A cache backup device is write-protected.

Appliance cache memory size mismatch
The two controllers in the appliance have different cache sizes.
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Conﬁ itions
storagegrid_appliance_component_failure{type="REC_EXPIRED_BATTERY'}
Major > 0

storagegrid_appliance_component failureftype="REC_FAILED_BATTERY}
Major > 0

storagegrid_appliance_component_failure{type="REC_BATTERY_WARN"}
Major > 0

storagegnid_appliance_component_failure{type="REC_BATTERY_NEAR_EXPIRATION"}
Major > 0

storagegrid_appliance_component_failure{type="REC_REMOVED_BATTERY"}

Major > 0

storagegrid_appliance_component_failure{lype="REC_BATTERY_OVERTEMP"}

Major =0

storagegrid_appliance_component_failureftype="REC_CACHE_BACKUP_DEVICE _FAILED"}

Major = 0
storagegrid_appliance._component_failureltype="REC_CACHE_BACKUP_DEVICE_INSUFFICIENT_CAPACITY"}
Major =0
storagegrid_appliance_component_failure{type="REC_CACHE_BACKUP_DEVICE_WRITE_PROTECTED'}
Major > 0

storagegrid_appliance_component_failure{type="REC_CACHE_MEM_SIZE_MISMATCH'}
Major > 0
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Type

Default

Default

Default

Defauit

Default

Default

Default

Default

Default

Default

Status

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Displaying 62 alert rules.
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Create Custom Rule

Enabled |«

Unigue Name

Description

Recommendad Aclions
(optional)

Conditions ©

Minar
Major

Crfical

Enter the amount of ime a condition must continuously remain in effect before an alert is triggered.

Duration

3] minutes v
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Edit Rule - Low installed node memory

Enabled ¥
Unigue Name Low installed node memory
Description The amount of installed memory on a node is low.
b
Recommendsd Actions (opticnal) Increase the amount of RAM available to the virtual machine or Linuk host. Check the threshold value

for the major alert to dstermine the default minimum reguirement for a StorageGRID node.
See the instructions for your platform:

« VMware instaliation
« Red Hat Enterprise Linw: or CentOS instaliation
= Ubuntu or Debian installation

Conditions ©
Minor
Iajor node_memory_MemTotal bytes < 242823080820
Critical node_memory_MemTotal bytes <= 12808050808

Enter the amount of time a condition must continuously remain in effect before an alert is friggered.

Duration 2 minutes v
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Email Setup

You can configure the email server for alert notifications, define filters to limit the number of notifications, and enter email addresses for alert recipients.

Use these settings to define the email server used for alert notifications. These seftings are not used for alarm nofifications and AutoSupport See
Managing alerts and alarms in the instructions for monitoring and troubleshooting StorageGRID.

Enable Email Notifications @

2. O|of|Y 2 2t eolzts MENsto] 20| M E AR EEE o €2 o|HY S EUES XIF L.

O|H|Y(SMTP) MH, & AE EQKTLS), 0|0 =4 5! HE| MMHO| LIEFELICY,
3. O|H|Y(SMTP) Mt M M0i| A StorageGRID7F SMTP AMH0]| HM|ASH= O Rt HHE AHBL|CL

SMTP ME{0f| 2150] ZRot H2 ALEX 0|Ft Y= E 2+ HNS3HOF LTt

oof Ydehct £ gt Ct
|2 A H SMTP M2 FQDN(E3tel =Ml 0|2) EE&= P TAQILICEH
IE SMTP MHO| HMASH= O AFREl= ZEQIL|CE 10]|A| 65535 AHO|C{OF

SfLct.

11


https://docs.netapp.com/ko-kr/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-117/admin/what-admin-node-is.html
https://docs.netapp.com/ko-kr/storagegrid-117/admin/what-admin-node-is.html
https://docs.netapp.com/ko-kr/storagegrid-117/admin/what-admin-node-is.html
https://docs.netapp.com/ko-kr/storagegrid-117/admin/what-admin-node-is.html
https://docs.netapp.com/ko-kr/storagegrid-117/admin/what-admin-node-is.html
https://docs.netapp.com/ko-kr/storagegrid-117/admin/what-admin-node-is.html
https://docs.netapp.com/ko-kr/storagegrid-117/admin/what-admin-node-is.html

EEEEEES

INE=IN N

o|=3st
Lo =2

SMTP AH{0f| 2150| EHQst HL

)

(e Apet

=
O

AFE X} O

SMTP A{HOf|

Email (SMTP) Server

10.224.1.250

Mail Server @

[T¥]

Port &

smtpuser

Username (optional) &

Password (optional) €

Ml
=

4. X o

L|C}.

k

AR &
FAE X[Hd

Ql
=

&LICH storagegrid-alerts@example.com

i

Email Addresses

storagegrid-alers@example.com

Sender Email Address &

recipient @example.com

Recipient 1 &

+ %

recipient2@example.com

Recipient2 @

AE 2eh) MMM *TLS * 2R &

FLiCt.

-ie
o
(=]

5. SMTP A{H{2te| EA10]| TLS(
MEH

fLICE.

ko)
[=R=

H

a. CAQISAM* T0of| SMTP AH IDE

LHEE SAISH0 o] BEO0| E0{' 7L} * ZotT|

LICE mpofl= S M M|l &=A0

I

e
o
=

oS R Sohof

o=
[E¥e)

2t0[AE
gLt

i gl

-

2lO|SE QIS A HLH7| * &olzte M

b. SMTP TX} t|Y MHOIM 21ES 2IcH
=
=

od

Cofl SMTP MHZ 2 PEM 212 E

|
=

5K

12



LHES SAISH0] O] 2E0f| 2E0{ &ALt * 2ot I| * & MEY

d. JHel 7| * BEof Yz ote|X] 942 PEM QI2E o= Z20[AE AS Mol it 712l 7|15 =gl

LHES SAISH0] Of 2E0f| 20{' &ALt * &0t 7| *

Transport Layer Security (TLS)

Require TLS @ [«

CA Certificate @ -----BEGIN CERTIFICATE-----
1234567898abcdefghijklmnopgrstuvixyz
ABCDEFGHIJKLMHOPQRSTUNWXYZ1234567808
-—--—END CERTIFICATE-----

Browse

%

Send Client Cedificate @ i

Client Cerificate @ ----=BEGIN CERTIFICATE-----
12345567898 abcdetghijklmnopgrstuvixyz
ABCDEFGHIJKLMNOPQRSTUVIKYZ1234567390
-----END CERTIFICATE-----

Erowse

Private Key @ -----BEGIN PRIVATE KEY-----
1234567898sbcdefghijklmnopqrstuvwxyz
ABCDEFGHIJKLMNOPQRSTUMVIKYZ1234567290
-----BEGIN PRIVATE KEY-----

Browse
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NetApp StorageGRID

Low object data storage (6 alerts) @

The space available for storing object data is low. @

Recommended actions @

Perform an expansion procedure. You can add storage volumes (LUNs) to existing Storage Modes, or you can add new Storage Modes. See the instructions
for expanding a StorageGRID system.

DC1-51-226
Node DC1-51-226 @
Site DC1 225-230
Severity Minor

Time triggered

FriJun 28 14:43:27 UTC 2019

Jobh storagegrid
Service ldr
DC1-52-227

Node DC1-52-227

Site DC1 225-230

Severity Minor

Time triggered FriJun 28 14:43:27 UTC 2019
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Silences

You can configure silences to temporarily suppress alert notifications. Each silence suppresses the notifications for an alert rule at one or more severities. You can
suppress an alert rule on the entire grid, a single site, or a single node.

# Edit || % Remove

Alert Rule Description Severity Time Remaining Nodes

No results found.

2. Create * S MEiBL|CH

Create Silence CH2FAXFZF LEEFEFL|CE,
Create Silence

Alert Rule T
Description (optional)
Duration Minutes v

Severity Minor only Minor, major Minor, major, critical

Modes StorageGRID Deployment
Data Center 1
DC1-ADMA
DC1-GA1
DC1-31
DC1-52
DC1-53
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