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KMS setup

Create a 5torageGRID
clientin the KMS

\

Obtain KMS details:

* Host names and port
Alias for encryption key
Server CA certificate
Public client certificate
Client private key

v

Add KMS to Grid Manager
for a site or group of sites

Appliance setup

Enable node encryption in
Appliance Installer

v

Install appliance:

* Volumes are encrypted
with data encryption
keys (DEKs)

e DEKs are encrypted
with temporary key
encryption key (KEK)

v

Deploy appliance as a
node in StorageGRID

v

No Has a KM5
been configured for
the site?

* Yes

Appliance receives KMS

KMS process

>

configuration

v

Appliance connects to

Yes

Power on
or reboot?

Mo

> KMS to request key

v

KMS key replaces
temporary KEK

v

Appliance is secured by
KMS
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KMS Cluster 2
(default)

KMS Cluster 1

v v v

Data Center 1 Data Center 2 Data Center 3
pAN | GN SN | 3 30 AN | SN
SN | SN | SN SN | SN

Appliance node with node encryption enabled
X Appliance node without node encryption enabled

X MNon-appliance node (not encrypted)
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Configuration = Key management server

Key management server

If your StorageGRID system includes appliance nodes with node encryption enabled, you can use an external key management server (KMS) to manage the

encryption keys that protect your StorageGRID data at rest.

Configuration details Encrypted nodes

You can configure more than one KMS [or KMS cluster) to manage the encryption keys for appliance nodes. For example, you can configure one default KMS to
manage the keys for all appliance nodes within a group of sites and a second KMS to manage the keys for the appliance nodes at a particular site,

Before adding a KMS:

= Ensure that the KM5 is KMIP-compliant.

» Configure StorageGRID as a client in the KMS,
= Enable node encryption for each appliance during appliance installation. You cannot enable node encryption after an appliance is added to the grid and you

cannat use 3 KMS for appliances that do not have nede encryption enabled.

For complete instructions, see Confipure key management servers,

actions v | | Sea Q Displaying Grieresul

-

KMS name = Keyname @ 2 Manages kiys for @ Hostname @ Certificate expiration @ 2

KMS 56G-Global nmakmipdcl thales1.vtc.englab.netapp.com and 2 others. & Al certificates are valid

2. Create * S MEHIL|C}

7| 22| Me =7t 0P ALe] 1EHA((KMS M2 & &)7F LIEFEL| T

e
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Add a Key Management Server

o KMS Details

KMS details

Enter information about the external key management server (KMS) and the StorageGRID client you configured in that KMS. If you
are configuring a KMS cluster select Add another hostname to add a hostname for each serverin the cluster,

KMS name @

Key name @

Manages keys for @

Port @

2626

Hostname @

3. KMSOj| 7243t KMS 5! StorageGRID 22t0|HE0| CHS CIS MEE L= BtLC}

VI Lk

KMS 0|2 O] KMSE M&st= | =30| &= 2F O|FYLICH 1XH0f| A 644t
AtO[oqOF gLt

7| OIE KMSOI|A StorageGRID 22t0|HE0] CHot Fetot 7| EA LI
1Rt A 255X+ AFO|04OF BFL|CH.
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Add a Key Management Server

@ KMS Details

0 Upload server certificate

Upload a server certificate signed by the certificate authority (CA) on the external key management server (KMS] or a certificate bundle,
The server certificate allows the KMS to authenticate itself to StorageGRID

Server certificate @

Add a Key Management Server

@ KMS Details

o Upload server certificate

Upload & server certilicate signed by the certificate suthonity (CF

on the extémal '-f:r MANIZEMAENT ServeT (KMS) of 3 certilic ate
bundle. The server certificate allows the KMS 1o authenticate itsell o StorageGRID

Server certificate @

\-/ Corl.pem

Server certificate details Uploaded successfully

Metadata

Saulbject DN CM= 1 bAd3 1 bD- 3 -4 034-3D55-8

&34 Pl M UID=nmanohar
Sarial mumber FEAC- 324 2CCO 22 TT AR IABD DT 62810203
Liues DN

Issued o

CoUSSTaMD L=Belcamp CoGemalto, TN My Sedure Root A
M2 -05- 23T 1615240

M4-052

AT

DFAFAR YL MG S CeF L TAQT-DD: 1 T-54- 28001 1'DE 2R [B
G- 25

& o By print

TREQ R0 TRCT . CFIEAT AL DAR AN MGF C DL C T .07 A58 20 5F S8 550 D6 F B TO: 2001
Alternatree names

o =
A o S

X 2| HIEHH|O[E{ 7t 3 S Riofl EA|ELICE.



3. Continue * £ MEHEIL|CY.
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7| 22| MH =71 OFHARe| 3EHA|(22H0|UE IS M HZE)0l|lM 22H0IUE QS Met 20| E IS M 7Hel 7|2
YEEYLICE S2H0IUE ABME A5 StorageGRIDZH KMSO| L 21F5S 2 4= AELICH

Add a Key Management Server

(i} KMS Details G) Upload server certificate e Upload client certificates

Upload the client certificate and the client certificate private key. The client certificate is issued to StorageGRID by the external key
management server (KMS), and it allows StorageGRID to authenticate itself to thie KMS,

Client certificate @

Browse

Client certificate private key @

N
iy

ato|

re
Im
ro
Ol

M oS d2ERLICH

| E 2l

ol

A T|EHHIO|E{ 7F LEEFELIC

3. 2EI0|AE AZ M| 71l 7| /IKIE H&LICE

4. 7ol 7| mA g HZEFLICH
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Add a Key Management Server

(«) KMSDetails («) Upload server certificate ° Upload client certificates

aad the clhient certificate and the client cortificate prvate ey, The client cortificate £ Ktuad 1o StorapeGRID By the eatemal key

management worver (KMS), and it 2llows StorageGRID to 3

Client certificate g

v/n: . pim

Client certificate detalls Uploaded successfully ~
Metadata
- 0 el 31 4 -EBA5- K1 i3 3 A
Corial numbe Fle4C- 82 TR IR DT AR -0

DM sl j% L Ja B %, rm i By T ook CA

d 2022-LF2ITL 24,0007
Exparen 22-05-22T 1 24 "4
-1 fings | DF A5 AR 13- 14 ALEF T TAGT DDA 7 588001 'BB-SRE4
S 256 finy i £ BCTCF2 BAAl 4L U 4 TETAXSED ELEEFRMTO2EE
Acternat P& T

Client certificate private key @

| Brew :,_,fr-u,p-"r
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