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M NetApp StorageGRID®
Tenant Manager

Recent

— Optional — b
Account

64600207336181242061
Username
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Sign in with your organizational account

someone@example.com
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M NetApp StorageGRID®
Tenant Manager

Recent
53 tenant 4
Account

62984032838045582045

NetApp support | NetApp.com
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Dashboard

Buckets
View buckets

1 6 Platform services

endpoints

View endpoints

Storage usage @

6.5 TB of 7.2 TB used

Bucket name Space used Number of objects

Bucket-15 969.2 GB 913425

® Bucket-04 937.2GB 576,806

® Bucket-13 815.2GB 957,389

® Bucket-06 812.5GB 193,843
Bucket-10 473.9GB 583,245
Bucket-03 403.2 GB 981,226

® Bucket-07 362.5GB 420,726

@ Bucket-05 294.4 GB 785,190

@ 8 other buckets 14TE 3,007,036

Groups User

View groups View users

Total objects

0.7 TB {10.1%) remaining

8,418,886

objects

Tenant details @

Mama: Tenant02

ID: 3341 1240 0546 8283 2208
' Platform services enabled

v Can use own identity source

V4 53 Select enabled
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I Bucket.06: 914 6 GB -

>
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Bucket name Space used Number of objects
Bucket-02 544.7 GB 7,575
@® Bucket-09 899.6 GB 589,677
@® Bucket-15 889.6 GB 623,542
@® Bucket-06 846.4 GB 648,619
Bucket-07 7308 GB 808,655
Bucket-04 T700.8 GB 420,493
® Bucket-11 663.5 GB 993,729
@® Bucket-03 656.9 GB 379,329
@ 0 other buckets 23TB 5,171,588
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A% Only0.6% of the quota is remaining. If the quota is exceeded, you can no longer upload new objects.
S X0otHE M AN E Y=Y + S

9 The guota has been met. You cannot upload new objects.
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a One or more endpoints have experienced an error and might not be functioning properly. Go to the Endpoints page to view
the error details. The |ast error occurred 2 hours ago.
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grou ps Operations on groups
Jorg/groups Lists Tenant User Groups
Hame Description
type filter by group type
string
(query)
limit maximum number of results
integer
(query)
marker marker-style pagination offset (value is Group's URN)
string
|'que:'y;
includeMarker if set, the marker element is also returned
boolean
(query)
order pagination order (desc requires marker)
string
(query)
Responses Response content type applicationfjson v
Code Description
200
Example Value Model
{
"responseTime": "2018-02-01T16:22:31.0662",
"status": "success",
- "apiVer=ion": "2 25

APl 275 ZAELICH

@ API Docs # Hf|O|X|E AtE3t0] +AHsH= & toj2 =tAL|ct M= o HIO|ELt

7|EtCIOIHE =4, YHI0|E =

CHA|
1. QN M2 MEE Ha{H HTTP XS MENSL|C}

2. QH0| 2F E= AHEXF D 22 7t Ol HaTH HRotX| gtelgtL|ct 27 O3S 0] 2tE PRI 2Rst
HEE &7 I flo X CHE API 28 S Za00F & & ASLIT
3. oilxl 2 222 +HdHO0F Sh=X| &QISLICE 0] 22 * Model * 2 MEHSIO] 2 WEQ| Q7 AFYS Foldh &

ALt
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Mool * & MEigLICt

=]
Lot Of7f HAE MEsHHL @ 222 o w2t -t
Execute * £ MEHBIL|C},

Ct
=

N o o &

o
S

gl

EE AEo] Q80| 43X FelatL|ct

HIHE 2] API T 22|

HHE 22| API= HH 22| S AFE0tH RS T & 12)0| =5 X[&ELICt
0IE S0{ 0| 28 URL2 API| BT 32 X|ZEL|Ct,

https://hostname or ip address/api/v3/authorize

EIEE 212 APIS) 8 HAS X HFT} SShe|X| obe 7 AI3I0| 9IS [ SSTILICH O|H BT} Stel=
S(2) HZSIE BlUE B2l APIQ) B S HIELICH S8 7153 #Z Alfols Ml B E2 A 24 2717}
ZSHEILICH OFS O HOIM S 2 S80] et API HEIS SE3H uhie 2ol FLicH

API 7 9EelL|ct ol JURnES

ol tM1} B3t FHsBLICH 2.1 2.2

0| M} S3he|X| QALICH 2.1 3.0

StorageGRID £2ZER0{E XS AXISHH JHg 2|4 KT Q| B HAE 22| APIZE 24 SHEL|CE O2qLt

x
StorageGRIDE M 7|5 Ee2|== & 12|0|=51H StLt 0|42 StorageGRID 7| 2| =0]| Ciet 0| API {0

A& M AT = ASLICE

QefiE RE2 LIS 22 YHZ O 0|y ASEIX| td= A2 EAIELL]

A
* S sl 7t "DEPRECATED: TRUE"LILC.
* JSON & 2&0= "DEPRECATED"7} & ELICt. TRUE

Sl Z2[=0M XY= = API TS =heletL|ct

=

CHE APl 28 S AFE3H0 X| &= APl 2 HE S=& dietetL|ct,

— | Ny
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GET https://{{IP-Address}}/api/versions
{

"responseTime": "2019-01-10T20:41:00.8452",
"status": "success",
"apiVersion": "3.0",
"data": [
2,
3

_Q_x-loﬂ |:|-|o|- API H—|I % x| -I'c'>'|-|_| |_'_|.

path O{7 H-E AMESHO] API HEE X|&e & -r I$|—|E|' (/api/v3) EE MHE[Z (Api-Version: 3)E
SelgLICt F S 25 M3stH 6l gfol 22 22 ™ eL(Ct.

curl https://<IP-Address>/api/v3/grid/accounts

curl -H "Api-Version: 3" https://<IP-Address>/api/grid/accounts

AO|E 7t @8 9|X(CSRF)Z2EE £

CSRF EZ= AI8%I0{ 27| E AI8%t=
7t 2N 2|x) SHACEREH Eog = JUELICE Grid Manager 8! Tenant Manager= 0| £9t
s XS E st Ct CHE API 22I0|HE= 201 I M3t {25 MEHE &

HTTP 94| POSTSt 200| LI AfOIE0] L3t RES 278 4+ s SR 2013t AZXte| 77|85 ALBsto]
S 282 Uts 4 U

StorageGRID= CSRF E22 AIE5610{ CSRF S 4L 2 EH ESoiL|C} 2 MotE 42 EXH R LHE=2 EF
IC| £ ST POST 22 0i7f #:9| L@ 2x|dHof eiLich

7|ls2 g-35t™ & MAEYLIC csrfToken OH7H H CHA true 21T &, 7[28f2 YLICH false.
curl -X POST --header "Content-Type: application/json" --header "Accept:
application/json" -d "{
\"username\": \"MyUserName\",
\"password\": \"MyPassword\",
\"cookie\": true,
\"csrfToken\": true

}" "https://example.com/api/v3/authorize"

£H0|H ARILICt GridCcsrfToken F7|= Grid Manager % Off CHst 23019| Qlo| ZfoZ MM EIL|Ct
AccountCsrfToken F7|= HIHE Zt2|Xtof| Ciet 2010 ciet l9| Zfo= A™ EIL|CY.
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717t A= F2 A2H HEH(POST, PUT, TiX|, A E 8 E &= A= ZE Q¥ LS & StLtt I e 0fof

Z2I8tL|CE x-Csrf-Token CSRF EZ2 79| fo 2 MHEEl .

=

=
* EQDYE HICE 8%tz BHQ ZR:AcsrfToken & QIAYE @F 2F 07 Ha)LICH
CSRF ES & PMst{H E AEHLICH "Grid Management APIE & ZSHYA|R" EEE "HIHE 22| API".

@ CSRF EZ 7| MEJI = @EE E HEYLICI "Content-Type: application/json"
JSON 82X 228 CSRF 2Z0|| st 27} 23 7|50 J|tst=s RE QA 9| &|C{LCt.

J2| = H{e[0]M AES AFSRILIC

SEHHE OF 8 AL EX

MEIEEZE 22| = HEHH0]E HE S AFEE &= U= HEE 7HK| 2 A= R oY HIHETL

M- =m-= AN

o
MM E of o StorageGRID A|ARI0|A CHE StorageGRID A|[ARICZ S| EL|CH E|'AET}
SHE = AA HYE F7tE OF 9 AHXt= thY HIHE| =HE LT

HU9EI} HS MAME StorageGRID A|AEI2 HIHES| source GRID_YILICEH EHI'HET} 2H|%|= StorageGRID
AMAHIS HEHEQ| destination GRID_QLICH F HIUE AN 25 SUSHAE ID, 0|5, dH, AEC|X| gkl
SretEl Aoto| JELICEH d2{Lt CHA HIHE = M 30| RE AFEXF S E JHX| 10 UX| SELICEH RtASHLHER 2
TSN R AN S20|2t FAYLI Y "SI 2E HHE 2",

Off Bl 1 A% HEE SRBHOF BLICH DA T2(S S M A4 4. § D20 SYS HUE 18 U AFSAPL
Rl 9% 12|=0| s B2l Y QEME0] ANAT 4 UBLIC

AE 220 Ui HHE IEZR

HIHE AFo * 22| = HHo]d HZ Mg * 0| A= FL Y2EZ CHo|o] A S HESIH OF, AHSXAF AL S3
HMA F|1E EHSHE THAIE 2HelgfLict.
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Permitted

Sign in to tenant
tenant account 0

on source grid

Yes,
e Configure same identity tenant Using No
source on both grids

4 identity
federation?
¢ + Yes, grid

Optional, create
P Create local groups and

Create federated
e . federated groups on .
groups on source grid . users on source grid
source grid
StorageGRID imports StorageGRID clones
\—b federated groups to local groups and users
destination grid to destination grid
e Create 53 access keys ‘—‘

Optional: Clone 53
e access keys from source
to destination

)
1
i
HuU
10
M
0]
m
-
rir
n
gl
1]
my
i)
-
Iul

o HHEo| 2algfL|Ct

24 J2|EEIEEI HE YEE J2| =)ol M BIHE AlFol| 23 1gfLCt.

T —

HlE AR £3 18 9 AABAE ALY 4 YU+ 1Y ID A4 AR * HH0| Y= AL A4 U T EHIE A
DEof hef SUS ID AX(SUSE M AB)S PAFLICL S J2|S0)M SUSH D AAE ALBSHD K| YO
S8t IS8T ABRIE 2RI & UBLICH KNS B2 2 BESHIAIR ID HC2|0| 4 S AFSBILICE,

e O 2 ALSRIE MABILICH

a

* HH| StorageGRID A|AE! 2= E|'HE AHoi| Cisl ID H|H2{[o]M0] M E 2 "M HUE JI52 Mg
ID 220N S8 2FS 7MLt

* ID 0[S AHEHA| gi= AR "M 2Z OFS AL a0 LM "2Z AL

e S3 AUNA 7|2 HaBLICH
[e]

0l

XHE MdgfLict.

o

SYLICH"AEAF D70 M~ 7|2 UL Ee & =8 2 O|SYLICH'THE AEAte] AMA 7|2
A

7t =
HERILICH A4 O2[E = reh 22| =0 M siE 22| =2f HZlof HAMARLICt.



e ZQo e 83 MM A 79|

222 M4 4 sl

 J2|S0] St AN 7|7} 9l Bi20] AMASHOF St HL Ax TS0 AN IS Y TS ElEE
B2} APIE ALRO10] + 502 T4t Ta|=0| 32 MARLIC XM LIZS 8 AZBIIAIR "APIZ AL Z10]
S3 KA F|o| 22S YHELIC
0E, SR 9 S3 UN|A 7|0 SRS MNsts WS RoeiLt?
0| MM HESIO] EILIE 24 J2|=9f S CHAF J2|S ZHi| I8, ALSXH X S3 A 7|0] 22 M4 uryS
olsBLICH.

AA JB|E MME 22 OF0| 2X|EL|Ct

= —=

HIHE AFo| W&o iy 22| =0 =X

HFES| te 2| =0 Xt52

A2l IS oY BE DF0| SYS YMA BE, IF H3t Y S3 IF 0|
AESHIAIR "S3 E|HES IES WNBLICH,

2l = StorageGRID= HIHEQ| AA J2|=0f FIt5t BE 2
2 SH[gLICt

USLICH XpMIEE LIE 2

(=]
=

Tenant source grid

Create local group

Tenant destination grid

Local group cloned

T

Ax J2|E0| 22 083 MY 0f Mzt S D20| the D2|S0| 22 of TakEx|
() st metd 282 95 o ABKHE MEOHA THIAS. ThAl SRS MNE o 182
MegLCE,
A J2|E0| MY 22 ALgXtel 220| ML)
AA J2|S0f M 22 MBS MA5HR StorageGRIDE i SIS T T2/ S0 AFSOR SR[SLICE Uz
AP XIS} T 22 D0l S HA| 01F, ALSK 015 U * HAIA HE < HHO| ALICE F AIBX BE SUt
JE0 &3 ULICE XA LHBS S AXGHUAIQ "2H SIS BlBILICh,

Hotyol 0l

Y M| ABHOF StH= B2

2 2Z MEX} S = Uid 220 SH|E X
HIHE AFES

LHE2 S HESHIAIR "2Z ALEXAIE 2E|RfLICt.

gELICh 22 ALEX7L e J2[=9] HIHE | Xtof|

—— -

FE MEXt= theh 22| =0] s AHEAte| 2= S F=Ttslof LTt XtAet
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Tenant source grid Tenant destination grid
Create local user — Local user doned

Local user | Local user must get
has a password new password

a4 020 HYE dg 20| 22 E UL

OlA O7IRE 222 ALE3}7| Bt QTANES JH- S 2AICt"'SSO(Single Sign-On)" L "ID X" £5E 2 AA
J2|=0f|M HEE s Md(PtH2|)st 2 IF0| tha J2|=9| HIHE| Xts2 2 SH|E/LCE.

22 HHES S8 150 W= 1 i HHEN 2 20| MYEH S AFEAt= & J2|E F StLtoi|A HIHEo|
Za0le 4 ABLch
Tenant source grid Tenant destination grid

Create (import) federated _| \ Federated group
group cloned

Federated user cansignin — | g Federated user can sign in

S3UHA F|E £502 EHE 4 YBLICH

StorageGRID= Zf J2[E0f| M2 CHE 7| & FI16t0 2ots Zotsh?| 20 S3 ML 7|12 RAIS2 2 SH|SHA|
rELct.

T O2|=0M AM A 7| S 2E[5tH ChHE § SHLE "R

* 2t J2|=of Chall St 7|2 AMEY 2RIt gls 3% E MEY = UBLILE "AER 172 MM~ 7S
AH E MAMS
o

HLICH = "THE AFE RIS HA[A 7S WHRLC 2f J2|=0f A
* E 02|20 SYsHF|E ARSH0F St AR AA T2|=0]| 7|12 MM CHS HIUE HE|XEAPIZ ARSI
TSOZ WHY + JAFLILH7|E SHELCH the a2 =0
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Tenant source grid Tenant destination grid

Create S3 access keys

Create S3 access keys
for source

for destination

Y e e | Optionally clone access

keys with API

() =@ Asxiol s3 M 712 2260 ALBRH I S3 ANIA 7|7t 25 Cha ElHE =HIELIC
CH& D220 FIHE 08 3 Ar8Xte 220| My E[X| gt&LCt
SE YWH2HHUES AA J2|E0M HIHES| tiY O2[EZ0H O|Fo{FLICH HIHES| CHa J2|=0 28 3
AEXIE HMSHALE 7HM 2= 2P StorageGRIDE 0[2{8t =& HIHEQ| AA J2|=0f ChA| SX|SHR]| & LTt

Tenant source grid Tenant destination grid
@ No change 4—— New useror group
® No change 44— New S3 access key

2 OF, AEA 8 HhA 7| FH|=IX hELICH

[Eor=]

4 LHE0| CtE =30l SHI=IX| g&LICt

Lo
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Tenant source grid Tenant destination grid

Edit or delete
group or user

—t . @ No change

Edit or delet
@ No change 44— I orgelete

group or user

APIS ALE5t0] 83 HM|A 7|12l SES HHRLIC

H'HE AFol| * J2|= mH2q[0]d HE A& * #e l
A4 J2|E HIHEN AN e J2[=2 HAER S3 HMA 7|1S ¢%9 %HI%* ~
oIA|_||:|.
AlZret7| FHof

* BIHE A™oll= * J2|= Hci2|o]M A ALS * o] lELct

* J2|= Hiofo|d &=+ HE HJEf * It HEE * 2

IJ Hu
HH
>
|1H'I
ﬁ

* E AI2t0] HHEQ AA O2|=0|M HIHE 2t2|Xtof| 2

°
o

| A= AR 2F £3l JASLICH"AHLC] S3 A SF = FE ML Hots 2efghifot.
a

Z2Z AEXtof thet HHA F|E S 2= 2 A8t 0|0 &

©

S35t AFBRIO| S3 HN|A 7|2 SECHH ALBR I S3 AHA 7|7t R Ci4 HIUEN] ZTbELICE

MEX IRO| MM A 7S SHIELIC

= ag|s

|_o

SLet H2I0f| AM|ABHOF Sti= B2 DR BHA F|E EMY = ASLICE

EHA|

—_

O2| 20| HHE 22|Xt A "AHEAF 1172 ML T2 ML & HR2EESAR L csv IHEL
. HIEE 2t2|xt ATt A =22 00|22 MEHSID * API documentation * & ME{BL|CE

2
3.83* MlHOﬂki |_'_|-C> PSP -|EH'6I-|__||_'_|-_

=1

POST /org/users/current-user/replicate-s3-access-key

HHE LT},
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Zf 2XE F2l0 2z EE 0{0F LT

hod}f * peguired
Edit Value | Modei
{ body)
i
"accessKey": "AKIATOSFODMN7EXAMPLE™,
"secretAccessKey™: "wlalrXUtnFEMI/KTMDENG/ bPxRFICYEXAMPLEKEY™",
"expires": “202E8-80-04T0G:00:00.0807"
1

6. 7|7t HZRE[= HL * expires * 2| O|X| F=2 1SO 8601 HIO|E A2t HAlo| EXtEZ HEELICKO: 2024-02-
28T22:46:33-08:00)E S=ILICt 7|7t HRE|X| O™ * expires * FF2| O E * null * S LHSHAHLE*
expires * & 3! ofo| 2 HE H[AHLL|CE.

o
7. Execute * & MEHSIL|CE.

- M SE ZETF* 204 * X[ SABLICE O= 7|7t the D2|E0f| 43 M= =H|EUSS LIEH-HLICE

o]

CHE ALEXLS] HM|A 7|12 SHIFLIC

T 2|29 St M0 HAHASHO0F 5H= B THE AFEXARS] AM|A 7| S SHIE = ASLIC

1. AA J2|E0M HIFE Z2|X} AFE "CHE AL XS] S3 AM|A 7|2 MMEHL|CH B CIR2EESHMAIL . csv IHY.
2. HHE 2ta|X} AT =22 Ol0|22 MENSH D * API documentation * S MEHSHL|CY
3. AF2Xt IDE HELICE CHE A XIS HMA 7|E EX|5t2H 0] ZHo] D BHL|Ct.

|

a. ArEAL* MdoM ChE EFE MEELICH

GET /org/users

e SR 717t A= AFEAIE & *id * =0 HS S SARRILICE

jorg/users/{userld}/replicate-s3-access-key Clone an 33 key to the other grids. a

o. Ngdstr| * & MEgtLICt.
6. userld * E{AE AXj0f| SALSH ALXLIDE 201 E&LICH

7. body * HIAE AXIO A * Of| | HA|A 7| * L * H|Y HHA F| * of 22 =S ST AFBAI2| *.csv * MY GO 2
HF&E LT,

EAE F2l0f| 2UZEE S0{0F LT}
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10.

7|17t BtRE|= AL * expires * 2| Ol|H| &=S 1SO 8601 Ci|O|E| A|Z &Alo| EXMEZ HIEL|CHO: 2023-02-
28T22:46:33-08:00)2 S2ELICL 7|7t THEE|X| RO H * expires * =2 O E * null * S LHSFAHLL*
expires * & 2 9| FHE HAHELICE

Execute * £ MEHBIL|C}.
MH SEF FETL* 204 * QIX| &QIBtLICE Ol 7|7t CHA 2|20 M3XOZ SH|EYSS LIEHHLICE

Xp22|E SH| e

HIHE AHO| HHEAS wf * 22| = H|T{2|0|d HE ALE * Aeho| 2EE 3¢ uxt a22|=
EME M85 HHES 24 2|0 Q= HAIN HIHE iy a2[=0f QU= B3 2o
HHE XANSLE SHY = ASLICEL A=A O2|E SH= ot WY L= F HHOZ fHE
UL,

=L=F eV R EEEES

YIB2L CHoo 1YL F I2|S0f Y A 2 TRA J2| BHIS TAT| Soh 2 EAES RBILIC,

Of={et

22

A= ot2Holl XtA|5] 2|0 °'*|—|Ef



Tenant

v

'

Replication

directions?

Enable cross-grid replication
for only one bucket

in one or both

Create versioning-enabled
user bucket for source tenant

Create identical bucket for
destination tenant

Both

for both buckets

v

bucket

v

v

Delete object from source N
(delete marker inserted)

Delete object version
permanently from source

Add or modify object in source y

—»

Enable cross-grid replication

New object version

replicated to

destination bucket

Delete marker

from destination

replicated to destination
{optional)

Object version is not deleted

WX} a2E =X E P

ChE & B olLt £= F HI0M WXt J2|= SXE st
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Source bucket Destination bucket
Replicate delete markers: Yes

Delete marker

Delete marker added ——» replicated

Replicate delete markers: No

Delete marker added ——P» ® No change
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Cross-grid replication has encountered an error. Failed to send cross-grid replication request from source
Grid 1-Grid 2 my-cgr-bucket bucket 'my-cgr-bucket' to destination bucket 'my-cgr-bucket' Error code: DestinationRequestError, Detail:

InvalidBucketState. Confirm that the source and destination buckets have object versioning enabled and
S3 Object Lock disabled. (loglD 4791585492825418552)
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This tenant account uses the LDAP server that is configured for the Grid Manager.
Contact the grid administrator for information or to change this setting.
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Select the type of LDAP service you want to configure.
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Test Connection

To test the connection and the bind username format, enter the username and password of a federated user. For example, enter your own
federated username and password. The test values are not saved.
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Groups

Create and manage local and federated groups. Set group permissions to control access to specific pages and features.

0 groups Create group

o This tenant has Use grid federation connection permission for connection Grid 1 to Grid 2. New lacal tenant groups will be

automatically cloned to the same tenant on the other grid in the connection. If you edit or remove a group, your changes will not be
synced to the other grid.
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Manage users

You can add users to this group or remove users from this group.
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Users

View local and federated users. Edit properties and group membership of local users.

o This tenant has Use grid federation connection permission for connection Grid 1 to Grid 2. New local tenant users will be automatically

cloned to the same tenant on the other grid in the connection. If you edit or remove a group, your changes will not be synced to the other
grid.
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<CORSConfiguration
xmlns="http://s3.amazonaws.com/doc/2020-10-22/">
<CORSRule>
<AllowedOrigin>*</AllowedOrigin>
<AllowedMethod>GET</AllowedMethod>
<AllowedHeader>*</AllowedHeader>
</CORSRule>
<CORSRule>
<AllowedOrigin>http://www.example.com</AllowedOrigin>
<AllowedMethod>GET</AllowedMethod>
<AllowedMethod>POST</AllowedMethod>
<AllowedMethod>DELETE</AllowedMethod>
<AllowedHeader>*</AllowedHeader>
</CORSRule>
</CORSConfiguration>
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Buckets = my-bucket @ Success x
Starting to delete objects from one bucket.

my-bucket (read-only)

Region: us-east-1
Date created: 2022-12-14 10:09:50 MST
Object count: 3

View bucket contents in Experimental $3 Console [

A All bucket objects are being deleted
StorageGRID is deleting all copies of the objects in this bucket, which might take days or weeks. While objects are being
deleted, the bucket is read anly. To stop the aperation, select Stop deleting objects. You cannot restore ohjects that have
already been deleted.

0% (0 of 3 objects deleted)

Stop deleting objects
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Buckets = my-bucket

my-bucket (read-only)

Region: us-gast-1
Date created: 2022-12-14 10:09:50 MST
Object count: 0

View bucket contents in Experimental 53 Console [

Q Bucket is empty but is still read-only.
This bucket is now empty.

= Toremove this bucket, select Delete bucket.
» To return this bucket to write mode so it can be reused, select Stop deleting objects.

Stop deleting objects
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M NetApp ‘ StorageGRID Experimental S3 Console enanto1

Buckets > bucket-01

1 (7 bucket-01

Upload Mew folder Refresh Actions v search by prefix Q

Loglcal space
used

Name Last modified on

2021-12-03

03_Grid Primer_11.5.pdf 2.73MB
09:43:26 MST

2021-12-03
04_Tenant_Users_Guide_11.5.pdf 1.07 MB
0%:44:24 MST
Select an object or
06_Tenant_Users_Guide 11.5.pdf 125MB e folder to view its

details.

2021-12-03

08_Tenant_Users_Guide 11.5.pdf 1.25 MB 09:44:37 MST

2021-12-03
09:44:26 MST

B
B
3 | 20211203
B
B

09_Tenant_Users Guide_11.5.pdf 1.25MB

2021-12-03
@ 10. Grid_Primer_11.5.pdf 2.8MB
09:43:27 MST
v
Displaying 16 objects
Selected 0 objects
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Platform services endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as
a target for a platform service (CloudMirror replication, notifications, or search integration). You must
configure an endpoint for each platform service you plan to use.

0 endpoints Create endpoint

Display name @ =+ Lasterror @ = Type® = URI® = URN® =~

Mo endpoints found

Create endpoint
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Create endpoint

. ect authentication type
o Enterdetails ——— (2 Vi

Enter endpoint details

Enter the endpoint's display name, URI, and URN.

Display name @
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Cancel
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6. Continue *
7.

Create endpoint

@ Enter details

e Select authentication type

Authentication type @

Select the method used to authenticate connections to the endpoint.

Anonymous w

Access Key
Basic HTTP
CAP (C25 Access Portal)

Previous Continue
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Create endpoint

@ Enterdetails — Select authentication type o Verify :s.en.rer

Verify server

Use this method to validate the certificate for TLS connections to the endpoint resource. If you select "Use custom CA certificate," copy
and paste the custom security certificate in the text box.

© Use custom CA certificate

Use operating system CA certificate

Do not verify certificate

Previous
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Platform services endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service
(CloudMirror replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to
use.

4 endpoints Create endpoint

Display name @ < Lasterror® < Type@® = URI® = URN® =

my-endpoint-1 53 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucketl
my—endpoint—2 0 2 hours ago Search http://10.96.104.30:9200 urn:sgws:es::mydomain/sveloso/_doc
my-endpoint-3 Notifications http://10.96.104.202:8080/ arn:aws:sns:us-west-2::examplel
my-endpoint-4 S3 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucket2
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Overview "~
Display name:; my-endpoint-1 #
Type: 53 Bucket
URI: http://10.96.104.167:10443
URN: urn:sgws:s3:::bucketl
Connection Configuration

Verify connection @

Some errors might continue to appear after they are resolved. To see if an error is current or to force the removal of a

resolved error, select Test connection.

Test connection

3. Test connection * & MEHSILILCY.
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use.

4 endpoints

Platform services endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service
(CloudMirror replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to

my-endpoint-3

my-endpoint-4

Notifications

53 Bucket

http://10.96.104.202:8080/

http://10.96.104.167:10443

Displayname @ * Lasterror® <= Type@® = URI® = URN® =
my-endpoint-1 53 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucketl
my—endpoint—Z 9 2 hours ago Search http://10.96.104.30:9200 urn:sgws:es::mydomain/sveloso/_doc

arn:aws:sns:us-west-2::examplel

urn:sgws:s3::bucket2

28 MF ZE& Ho[X|7} LtEtELICE.

. Configuration * S MEH%}

L|Ct.

89




90

Overview

Display name: my-endpoint-3 #

Type: Notifications

URI: http://10.96.104.202:8080/

URN: arn:aws:sns:us-wast-2::examplel
Connection Configuration

Edit configuration

Endpoint details

URl @

http://10.96.104.202:8080/

URN @

Authentication type 0

Basic HTTP ~

Username @
testme
Password @

T Edit password

Verify server 0

Use custom CA certificate
@ Use operating system CA certificate

Do not verify certificate
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Platform services endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service
(CloudMirror replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to
use.

4 endpoints Create endpoint

Displayname @ * Lasterror® <= Type@® = URI® = URN® =

my-endpoint-1 53 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucketl
my—endpoint—2 0 2 hours ago Search http://10.96.104.30:9200 urn:sgws:es::mydomain/sveloso/_doc
my-endpoint-3 Notifications http://10.96.104.202:8080/ arn:aws:sns:us-west-2::examplel
my-endpoint-4 S3 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucket2
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Delete endpoint X

Are you sure you want to delete endpoint my-endpoint-10?
This might take a few minutes.

When you delete an endpoint, you can no longer use it to access
external resources.

Cancel Delete endpoint
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a One or more endpoints have experienced an error and might not be functioning properly. Go to the Endpoints page to view
the error details. The |ast error occurred 2 hours ago.
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Overview A

Display name: my-endpoint-2 #

Type: Search

URI: http://10.96.104.30:9200

URN: urn:sgws:es:::mydomain/sveloso/_doc
Connection Configuration

Verify connection @

Some errors might continue to appear after they are resolved. To see if an error is current or to force the removal of a
resolved error, select Test connection.

Test connection

Last error details

@ 2 hours ago

Endpoint failure: Endpont has an AWS failure: RequestError: send request failed; caused by: url.Error; caused by:
net:OpError; caused by: os.SyscallError (loglD: 143H5UDUUKMGDRW.)
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<ReplicationConfiguration>
<Role></Role>
<Rule>
<Status>Enabled</Status>
<Prefix>2020</Prefix>
<Destination>
<Bucket>urn:sgws:s3:::2017-records</Bucket>
<StorageClass>STANDARD</StorageClass>
</Destination>
</Rule>
</ReplicationConfiguration>
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Bucket options Bucket access Platform services

Replication Disabled

Enable the CloudMirror replication service to copy objects from a source bucket to a destination bucket that is

specified in an endpoint.

# Platform services must be enabled for your tenant account by a StorageGRID administrator.

# You must have already configured an endpoint for each destination bucket.

# You must specify the URN of each endpoint in the replication configuration XML for the source bucket.

Enable replication

<ReplicationConfiguration>
<hole></Rale®>
<Hule>
<StatusrEnabledsy Status>
<Prefig»zZ020</Prefigs
<Destination
<Bucket>Rra: Bgwsts 53 L2l —recovds</ Bucket>
<StorageClass>STANDARDS/StorageClass>
< /Destinacion>
</ Bules>
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<NotificationConfiguration>
<TopicConfiguration>
<Id>Image-created</Id>
<Filter>
<S3Key>
<FilterRule>
<Name>prefix</Name>
<Value>images/</Value>
</FilterRule>
</83Key>
</Filter>
<Topic>arn:aws:sns:us-east-1:050340950352:sgws-topic</Topic>
<Event>s3:0bjectCreated: *</Event>
</TopicConfiguration>
</NotificationConfiguration>
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Bucket options Bucket access Platform services

Replication Disabled

Event notifications Disabled

Enable the event notification service for an 53 bucket if you want StorageGRID to send notifications about specified
events to a destination Amazon Simple Notification Service [(SNS)

# Platform services must be enabled for your tenant account by a StorageGRID administrator.
® You must have already configured an endpoint for the destination of event notifications.

® You must specify the URN of that endpoint in the notification configuration XML for the source bucket.

Enable event notifications

Clear

<NotificationConfigoration>
<TopicConfiguration>
«Id>»Image—createds/ Ids
wFriters
<5 3Key>
<FilterRule>
<Hamerprefix<;/Hame>
“Waluesimages,/ <,/ Value>
</ FilterBule>
</ 5G3Key>
</Filters

< ToplcsSrnsaws

rEnssus—cast—1 050340850352 sgwa—topics/Topics

®

7. oHIE

J2|E 22 Xt E= O2|E 22| APIE AHE 510 StorageGRID 22| X7t 2t B E A of| CHal
ZHE MH|AE &MSISH0F BLICEH M XMLE MEE I 2 7} EH5HH StorageGRID
2| XHof| A 22t AIL.
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Of Mo M= = ZHH|E 2HS miotCt OfHIE 2E0| HEELICt images/ BF

|0

b. L20| T4 SNS eF o= MEE|JU=X| QIS L},

[l

o€ S0 CHA F=H[7F AWS SNS(Simple Notification Service)dll SAEREl AL 22l M& A| O|HYS
ELHEE A‘IH'&E ?.A'iol- A OIAL_II:'-_

"Records": [
{
"eventVersion":"2.0",
"eventSource":"sgws:s3",
"eventTime":"2017-08-08T23:52:382",
"eventName" :"ObjectCreated:Put",
"userIdentity":{
"principalId":"1111111111111131212111"
br
"requestParameters": {
"sourceIPAddress":"193.51.100.20"
br
"responseElements": {
"x-amz-request-1id":"122047343"
br
s3":{
"s3SchemaVersion":"1.0",
"configurationId":"Image-created",
"bucket": {
"name":"testl",
"ownerIdentity": {
"principalId":"11111111111111112111"

by

arn":"arn:sgws:s3:::testl"

by

"object": {
"key":"images/cat.jpg",
"size":0,
"eTag":"d41d8cd98f00b204e9800998ecf8427e",
"sequencer":"14D90402421461C7"
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dM Se MH| A= Ml 7HX| StorageGRID S F AMH|A F SHLRILICE QEME MM, AF|
CC = Sj{ct |E|-E-||O|E-| CE=EjO7} Sh|O|EE ufjojCt CHAN ZdAH ol Ao QEHE
HEFHIOIE|S HASHES O] MHIAS BASI2 4 YALICH

HIUE Z2|XE AFESH0] B2l ALEXt X|H StorageGRID 74 XMLE M 836t0] AM EfS #4E = AUSLICH
M S8 MH|AZ QIsl| JHA| HIEHHO|E{ 7t CHE L 2 .i-i% |7] w201 3iE 74 XMLS _ M|EIH|O|E

(D) e 74 xml_0l2ha ELICE 0| 24 XML OIS Yalg M= O ALEl= _nofification 74
xmi_3 CHELIT

* 2l HEtC)olE €& FES AHIELITE
* Bucket MIEIH|O|E] &3 7 727
* Put Bucket HIEtH|O|E| 2E 74

"HM EStS 2|5 ;Uk-l XML"

"MIEICHOIE] LRI0f ZEHE JHA| HEIC|O|E LIE
"JSONO| Z4 Set AH|20f 23H WY ASLICH
A S MHIAS FYFLICH

"S3 REST APl A"

M SES gt 718 XML

HM E3H MH|A LS o ZTEHEl &l XIstS ALRS10] TAEIL|CH

<MetadataNotificationConfiguration> 3!

</MetadataNotificationConfiguration> Ej1. Zt F&I2 FXI0| HEE[=
QHEHMEQ} StorageGRID7} siE @EHME S| HIEIH[O|H & HLHOF ot= CHAE K™ gL|CH

7HH| O|E2| FOHE 7|ZCE JHHIE EEHAE & USBLICH o€ S0, AL U= 7HH(of CHet HIEIH|O|E{E 2
& UELICE images CHAO| StLEQl AL S MEALZL U= 70K HIEHH[O|E{ RILIC videos CHE AHROIA. BEE=
HEAZL U= 1HL QB6HX| gol HEE [[H HEELICE o2 S0, @FAZE = JHAIof CHel stLtel #2I8
Zotohe PMRULICH test HEAE U= 7HX|01| CHst & eI FRIQULICH test2 SIEX| RELICE
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aM Set MH|AE 2fd MM El StorageGRID AEZQIES| URNES AHESHH CHAHE X|&sHof giL|Ct. o|2{et

AEZEOIE = Elasticsearch 22 AE0f| Mol QlHA 5l @3S LIEFALICE

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>
<Destination>
<Urn>arn:aws:es:region:account-
ID:domain/mydomain/myindex/mytype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Rule-2</ID>

</Rule>
</MetadataNotificationConfiguration>

O EO|M= HIEtCOIE 23! 14 XML2| 240 CHa AF LT}

o|& 443

MetadataNotificationConfiguration  0|E}C||0|E] 22| 7iA| &l CHAIS X|MSH= O] AIRE|=

2 AXSHHAIR Fxlo| ZE|0|Lq EjaQIL|C}.

SHLL O| Ao Al QA7 TEte|of YELCE,

) |EHGI0|E S XITE QIEIA0| 7FsHOF ot A
Aot Fle] Zieoluf EfIRILIC

HEAPH ZXIE FAle AR,

MetadataNotificationConfiguration 240 Z&Hx|0f

ASLILH.

IDRILICE Ao IF MEXYLIC

HEH HEl= gds = HIg ekt 2 5 ASLIT
HI 2ot El 1210i| CHol ofiE ot 2P e A E|X]

&Lt

Rule 24:0f ZE|0] JASLICEH
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HIEtEOIE = XFE &= MSELIM

DE QEHMEZS LXAF[2HH H YEAE XFZELIC

1o
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0z

Off CHSH Z4Ef|Of L EfIRIL|CY. o
Rule 2240 Z&E[0] JAELICE.

urn ZHH| HEtH|O|E 7t M & El= CHAS| urnIL|CH CHS of
£ME 7%l StorageGRID 27X 9| URNO|0{0f BfL|C},

* es M| HI| A0{OfF BtL|Ct

* URN2 HIEIHO|E{7} ME &l A Sl HAlo=
A 0f| ELHOF &LILE domain-
name/myindex/mytype.

ASHQIEL BHUE BH2|x} EE HUE 2Ho| APIZ
A tof THEILIC ChS T 2 HAIZ FELICH

o T

® arn:aws:es:region:account-
ID:domain/mydomain/myindex/mytype

*urn:mysite:es:::mydomain/myindex/myty
pe

mEN| &FQE 404 QEE ° H 2AMo| %I]IH%I'HEL

urn2 Destination 20 ZoHEIL|CE

2E JHA|o HE == HIEIH|O[E &E LTt

Of Mo M 2E REHMES| RQEHME HEIH|O|HE S Y= MESELIC.
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<MetadataNotificationConfiguration>

<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>

<Urn>urn:myes:es:::sgws-notifications/testl/all</Urn>

</Destination>

</Rule>

</MetadataNotificationConfiguration>

T 7HX| #AS AHESH0] HELT|OlE 2E T

Of oAM= B FALRE LX[SH= ZHAM|Q] JHA| HEIH|O|EIE 20| FELICH /images 2(£) e L&
I.

HEAet eX[ots RENES QHHME HEIHO|E = HEELICt /videos F B &2 S ELIC.

<MetadataNotificationConfiguration>
<Rule>
<ID>Images-rule</ID>
<Status>Enabled</Status>
<Prefix>/images</Prefix>
<Destination>
<Urn>arn:aws:es:us-east-1:3333333:domain/es-
domain/graphics/imagetype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Videos-rule</ID>
<Status>Enabled</Status>
<Prefix>/videos</Prefix>
<Destination>
<Urn>arn:aws:es:us-west-1:22222222:domain/es-
domain/graphics/videotype</Urn>
</Destination>
</Rule>

</MetadataNotificationConfiguration>

i
i

e
"S3 REST API AtE"

"M|EIC[O|E] 2R of| ZehEl JHA| HIERH| OB L |t
"JSONO| ZM Sgf MH[A0]| ofs M= AEL|CH

"HM et MH|AS PR

106


https://docs.netapp.com/ko-kr/storagegrid-117/s3/index.html
https://docs.netapp.com/ko-kr/storagegrid-117/s3/index.html
https://docs.netapp.com/ko-kr/storagegrid-117/s3/index.html

YA Set MH|AE LT

M S MH[A= T 7F A, AR o= oS HIEHE|O|E] EE= 17t YT|O| EE motrt
CHeh A QIS A0 JHA| HIEtCO|E S 2 LTt

AlZtst7| o
* StorageGRID 22| X}7} B E A|Hoj| Ciol Z2HZF MH|AS sy SLICt

+ olejAIst Bei% 7} QI S3 TS 0]0] ARLICH

+ 0] 9= ABTH B0 S8 UBLICHDE B2 T ZE ML HBHS H2IFLICK, 0[2{3t FIL HIHIE
2H2IXIE AHBOHO HUS T 1 O e B3 HA| 7

o

—= d

EHQIEZ K| HEIC|OIE 7t H&ELICE o|n] Z4A|7 ol e2Iof Thal 2 Set Mu[AE gdststH 7|E

Mlofl THEt MIELE|O|E LR 0| AIS2Z MEE|X| 5 LICE O[2{et 7|1E JHM|E Y0 E5HH THah 2 A = A0
W& HIEIE| OB 7} 3=7tE| = 5 SHOF BfL|Ct.

A
=]
A HZl0f| Chet HA Sf MH|AS 4ot = M S L 24H| Q| HIEHHO[E] = Ef IS IG|0| E5HH T2

Ere b
n

OF

1z
[>
[m
re
inal
N
muln
>
00
Ot
2
oY
1=
ofm
oot
mo
it
0x
ot
Of
rir
i

H
0]
rot
=
_l"ll
i
S
m
ne
ou
x
=z
—
mo
r2
min
r
_lTl_

<MetadataNotificationConfiguration>
<Rule>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn>arn:aws:es:us—-east-
1:11111111111111:domain/mydomain/myindex/mytype</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

2. HHE 22|Xtof| M * AEE|X|(S3) * > * K3l * S MEfSL|C}

3. &4 {310 0|28 MeistLct,

c
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6. IEFCIO|E] 22 7HS HAE Axjol 201 9D * WY LIS KT * S MeHEhLICt

107



7.

108

Bucket options Bucket access Platform services

Replication Disabled “
Event notifications Disabled v
Search integration Disabled ~

Enable the search integration service to send object metadata to a destination search index whenever an object is created, deleted, orits
matadata or Lapgs are updated

» Platform services must be enabled for your tenant account by a StorageGRID ad ministrator.
& You must have already confligured an endpoint for the search integration service.
» You must specify the URN of that endpeint in the search integration configuration %ML for the bicket you want to index.

Enable search integration

“MetadataNotificationConfiguration>
<Rule>
A5tatusrEnabledd/Status>
LPrafixc/Prefin>
<Destination>
ZUrnr»arniawstes:ua-east-1:111T13T71311311 rdomain/ mydomain/myindex/mytype</0rn>
£/ Deatination>
</Hule>
< /MetadatalotificarionConfigurations)

J2|E 2E|Xt E= 22| APIE AH85H0 StorageGRID 2t2[Xt7F 2 HIHE AFol| Chs E3HE

() MulAZ sstsior gLICE 74 XMLE X&E 1 257} 2445121 StorageGRID 22 KH0f

ZOSHAIL.

A S8 MH|AT7F SHIEZA| REEIRA=X] 2ARfLIC

a. 74 XMLOf| X|IE & C= HEIH|OIE SIS EE|AH5L7| flet @7 MEE SF5t= AHE 22 HAO
=x
e

FetLICt.

Aol oMol M HZlofl EItE RE QEME = HIEHHOE LS E2[AHFLIC

b. F§A|2| HEtHOIE{2t E§ 27t ZBHEl JSON EA7F EF 0l X|HEl HA QlEiA0) F=7He|A=X| ZelgfLCt,
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» AE2IX|(S3)* > * B3 * S MEiotT * A S3t BN} - EQIRtO| MEiS HABLICY,

A
* S3APIE T AtE0t= B2 Delete Bucket HIEtH|O|E] 2 RES AFERLICH. S3 20| E 0fF2|#H(0|M
- leé."’ HESHHAI2.

JSONO| A S MH| A0 25l M= ASLICE

H210j| ciiet A S8 MH|AS 2dstolH FHA| HIEHH|O|E] Ee= Ef2S =7}, YOIO|E E=
APH|E WOICH JSON 2AM7F MAEE[of iy 2= Idé%!'—llih

2

Ol AAIM= 717t [J= FHMI7H M= 2 U= JSONCQ| Of|E H FELICE sGws/Tagging. txt O|(7}) 2h= 0| &2
H2IO| MMELICH test. & SEIYLICH test HAIQ HHO| X|™HE|X| 222 0|(7H) O|(7t) EREL|CH
versionId E{7} H|O{ RUELILCH

"bucket": "test",
"key": "SGWS/Tagging.txt",
"versionId": "",
"accountId": "86928401983529626822",
"size": 38,
"md5": "3d6c7634a85436eee06d43415012855",
"region":"us-east-1"
"metadata": {
"age": "25"
by
"tags": {
"color": "yellow"

HIEFCH[O|E] 2t2lofl etz JHA| HiEtC| OB L Tt

O #0fl= A S¢ho| edotEl Z2 iy BT E MEE= JSON M0 ZehEl BE HET}
LIEElL|Ct.

=X 0|B0ll= K2l 0|5, LEME 0|5 5 HH ID(U= E2)7t ZeHELIC.
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74 o= 0|2 B! HEL|Ct

Hal Y QEHNE M- bucket: H3l2| O| S LIC}

key: 2Kl 7| O| & versionID: QEHME KA HZEO| Q= HZIQ QHHEE
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east-1

size: HTTP 22I0|HEN| HAIE[= md5: Z4A| sHA|
M| 27| (HIO| E)ILICt

AFE Xt H|EFE O & metadata: LEMEQ| R= ALEX} HIEIHO|E S 7| 2L 422 AL

key:value

Ej2 tags: A|0f CH3l Fo|E 2= A EfOE 7| gt Moo= AL

key:value

Ei 2! A Xt HIEHH|O|E{Q| AL StorageGRIDE €Mt %! XS ElasticsearchOf| 2AtE L=

O|HIE zloz FMEst|C} o|2{st EXE S UM tt= X2 A St E ElasticsearchE
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