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# Recommended Cassandra setting: CASSANDRA-3563, CASSANDRA-13008, DataStax

documentation

vm.max map count = 1048575

# core file customization

# Note: for cores generated by binaries running inside containers, this
# path is interpreted relative to the container filesystem namespace.

# External cores will go nowhere, unless /var/local/core also exists on
# the host.

kernel.core pattern = /var/local/core/%e.core.%p

# Set the kernel minimum free memory to the greater of the current value
or

# 512MiB if the host has 48GiB or less of RAM or 1.83GiB if the host has
more than 48GiB of RTAM

vm.min free kbytes = 524288

# Enforce current default swappiness value to ensure the VM system has
some

# flexibility to garbage collect behind anonymous mappings. Bump
watermark scale factor

# to help avoid OOM conditions in the kernel during memory allocation
bursts. Bump

# dirty ratio to 90 because we explicitly fsync data that needs to be
persistent, and

# so do not require the dirty ratio safety net. A low dirty ratio combined
with a large

# working set (nr active pages) can cause us to enter synchronous I/0O mode
unnecessarily,

# with deleterious effects on performance.

vm.swappiness = 60
vm.watermark scale factor = 200
vm.dirty ratio = 90

# Turn off slow start after idle
net.ipvé4d.tcp slow start after idle = 0



# Tune TCP window settings to improve throughput
8388608

8388608

net.ipvé.tcp rmem 4096 524288 8388608
net.ipvé4.tcp wmem = 4096 262144 8388608
net.core.netdev_max backlog = 2500

net.core.rmem max

net.core.wmem max

# Turn on MTU probing
net.ipvé4.tcp mtu probing = 1

# Be more liberal with firewall connection tracking
net.ipvé4.netfilter.ip conntrack tcp be liberal =1

# Reduce TCP keepalive time to reasonable levels to terminate dead
connections

net.ipvé4.tcp keepalive time = 270

net.ipvé4.tcp keepalive probes = 3

net.ipvé4.tcp keepalive intvl = 30

# Increase the ARP cache size to tolerate being in a /16 subnet
net.ipvé4.neigh.default.gc threshl = 8192
net.ipvé4.neigh.default.gc_thresh2 = 32768
net.ipvé4.neigh.default.gc thresh3 = 65536
net.ipvé6.neigh.default.gc threshl = 8192
net.ipv6.neigh.default.gc _thresh2 = 32768
net.ipvé6.neigh.default.gc thresh3 = 65536

# Disable IP forwarding, we are not a router
net.ipvé4.ip forward = 0

# Follow security best practices for ignoring broadcast ping requests
net.ipvé4.icmp echo ignore broadcasts =1

# Increase the pending connection and accept backlog to handle larger
connection bursts.
net.core.somaxconn=4096

net.ipvé.tcp max syn backlog=4096
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sudo ln -s /etc/apparmor.d/<profile.name> /etc/apparmor.d/disable/
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sudo 1ln -s /etc/apparmor.d/bin.ping /etc/apparmor.d/disable/
sudo apparmor parser -R /etc/apparmor.d/bin.ping
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$ 1s -1 /dev/disk/by-path/
total 0

lrwxrwxrwx 1 root root 9 Sep

lrwxrwxrwx 1 root root 9 Sep
./../sda

lrwxrwxrwx 1 root root 10 Sep

-> ../../sdal

lrwxrwxrwx 1 root root 10 Sep

-> ../../sda2

lrwxrwxrwx 1 root root 9 Sep
./../sdb

lrwxrwxrwx 1 root root 9 Sep
./../sdc

lrwxrwxrwx 1 root root 9 Sep
./../sdd
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(=13

o€ =T CtS3at Z2ELCt

19
19

19

19

19

19

19

18:
18:

18:

18:

18:

18:

18:

AHMAE ¢

53
53

53

53

53

53

53

pci-0000:
pci-0000:

pci-0000:

pci-0000:

pci-0000:

pci-0000:

pci-0000:

00:
03:

03:
03:
03:
03:

03:

Eoﬂ 27| 2|2 0|=.% E’é*ok"fo:l *x7| StorageGRID &X| 5!
e ¢l Xl i CHE &
AMEY + UELICtalias ’I“:Oﬂ °' HEL|C} /etc/multipath.conf OHY.

.1-ata-2
.0-scsi-0:0:

.0-scsi-0:

.0-scsi-0:

.0-scsi-0:

.0-scsi-0:

.0-scsi-0:

FA 22| BXE

—

= CElO|HE AEdt= B

(@]

o

./../sx0
0 ->
:0-partl
:0-part?2
0 ->
0o ->
0 ->

=
=

40



multipaths {

multipath {
wwid 3600a09800059d6df00005df2573¢c2c30
alias docker-storage-volume-hostA

}

multipath {
wwid 3600a09800059d6df00005d£3573c2c30
alias sgws-adml-var-local

}

multipath {
wwid 3600a09800059d6df00005d£f4573c2c30
alias sgws—adml-audit-logs

}

multipath {
wwid 3600a09800059d6df00005d£5573c2c30
alias sgws—-adml-tables

}

multipath {
wwid 3600a09800059d6df00005d£6573c2c30
alias sgws-gwl-var-local

}

multipath {
wwid 3600a09800059d6df00005df7573c2c30
alias sgws-snl-var-local

}

multipath {
wwid 3600a09800059d6df00005df7573c2c30
alias sgws-snl-rangedb-0

2{H EHO] of| A Z ClHO| A= LfEf"*LIEf /dev/mapper 2*E°I CHMER| 2, 74 = FRIES 2 M
AE2[X] 2ES AFolor & motCt ot A 4EEl 01FS XEE + ASLICE

StorageGRID == 0}0| T12{|0| 4 S X|st FKA| 0T CHS Z2E MESIERE S/ AE2(XIE

@ MY AR 3E 2 MHED ’“"7t|°F 2 UELICH Jete/multipath.conf BE S X SAE.
2t QAEOHA‘I CIE Docker AEZ|X| EEQ At25t7|3t 5HH EL|CH 2 Docker AEZ|X| 28 LUNS
‘*""Oﬂ EtZl SAE O|E8 EStH EAZ AF2SHH 7|Hst7| 1 0] E':?té*ol THEEILICE,

e Y

"QTAIEE EF0F gL Ct

" £ Z4E|0[LH Ot0| 22{|0] M Al
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Docker AEZ|X| 2&2 L ASLICt

DockerE AX|6t7| 0| Docker AEZ|X| 2&2 ZUSt D of| OFREGOF & 4 JUSLICH
/var/lib/docker.

Of ZfHofl 3

Docker AEZ|X| 280 2Z AEZ|X|E AFET A|20|1 7t XEl S AE TIE[MO)| A8 7ts?

5| b Z7t0
Ol tHAIE HUHE £ JELICt /var/lib.

— —

—_

THA|
1. Docker AE2|X| &0 T A|ARIS MAetL|Ct.

o

sudo mkfs.ext4 docker-storage-volume-device
2. Docker AE2|X| 2ES UIRREYLICEL

sudo mkdir -p /var/lib/docker

sudo mount docker-storage-volume-device /var/lib/docker

3. letc/fstab0ll Docker-storage-volume-device =2 F7tgHL|CL.

o

O] HAIE HotH S AEJ MR E = AEE|X| 280| AAS2 2 CHA| OF2EFLCH

= —-

DockerZE A X|gtL|C}

StorageGRID A|AE2 Linux0il A Docker ZE|0[ 2522 MM EL|C}. StorageGRIDE
MX|5t7| Fofl DockerS A X|sljof BfL|CE.

CHA|
1. Linux BHZ 0| CHSH X[&lof| 2} DockerE M X|gtLC.

@ Docker7F Linux BHEZHOI| ZSHE|0f QK| 942 22 Docker 2 AIO|EO|A LIRS 2SSt & 9 AL|C

=

2. O3 = P S M0 DockerS M3t AIZFHE=X] EolfL|Ct.

sudo systemctl enable docker

sudo systemctl start docker

XHB HO
EE2°t 4
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sudo docker version

S2I0[HE 3 MH H{T2 1.11.0 0] &0|0{OF L|C}.

B He

—

"DAE AEZXE YL

StorageGRID SAE AH|AE MX|giL|Ct

StorageGRID DEB I§7|X| £ At235}0] StorageGRID SAE MH|AS MX|EHL|CE,

O =te10i| CHaH
O| X|&2 DEB M7 |X[0|M S AE MH|AS HX|5t= YEHS HEeLL. = d4 0f9f0|‘='01| ZotE APT
2|EX|E2| HEIHO|E{E AIE3I0| DEB I7|X|E BlH2= gX|g = '%'—IEF Linux 2 AI&|of CHet APT

2| EZX|E2| X|ES EZSHMAIL.

1. 2} S AE0 StorageGRID DEB H7[X|E SASIAL 37 AEZ|X[0|M A £ AT AFFILIC
£ S0, ol BHXIZLICE /tmp CHE THAIOIM O|H| BHEE ALY = ATE CIZEZ|E XIF LT
2. 2} S AE0 REZ 2IQI8t7{Lt sudo HBH0| A= AFS AHBSHH LS Y S AL

£ AX|5{0F BILICt images HA, B! & EESIMAIRL service IN7|X| X, E ||t CIE C|AEE2|0| IH7 | XIS
HiX|St 32 /tmp oA HHE S-St A8t A2 E grELICE

=2 Lod

sudo dpkg --install /tmp/storagegrid-webscale-images-version-SHA.deb

sudo dpkg --install /tmp/storagegrid-webscale-service-version-SHA.deb

StorageGRID I7|X|E & X|5}7| T0f| Python 2.70| 0|0] & X|=[0f RL0{0f BtL|Ct £ SEILICE

@ sudo dpkg --install /tmp/storagegrid-webscale-images-version-SHA.deb
BHS HASIH = E mi7X| Hojee|ct
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