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groups Operations on groups

Parameters

Name

type
string

(query)

limit
integer

(query)

marker
string

(query)

/grid/groups Lists Grid Administrator Groups

Description

filter by group type

Available values : local, federated

v |

maximum number of results

Defauit value - 25

marker-style pagination offset (value is Group's URN)

marker - marker-style pagination offset (value

includeMarker

boolean

(query)

order
string

(query)

Responses

Code

200

VAV S S S
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if set, the marker element is also returned

pagination order (desc requires marker)

Available values : asc, desc

Description

successfully retrieved

Example Value Model

"responseTime”: "2021-03-29T714:22:19.673Z",
"status®": "success”,

"apiversion®: "3.3",

"deprecated”: false,

"data”: [

"displayName”: “"Developers”,
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Response content type

application/json
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* * alert-rules *: 210 7&l0]| CHer =,
* * alert-silences *; A1 &= &,

e * AN *: A EA,

* *auth *; ASXE M Q1SS £8s17| Sfet K.

Grid Management API= Bearer Token Authentication Scheme2 X| 23t 29Q18t2{H Q15 Q& 2| JSON

tod J2| =2 AEfof
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* In-progress-procedures: 21l Il Q| RX|H HXIE HMetL|Ct.
* 2}0|dIA *: StorageGRID 20| MIAE ZMStD RIH|0|Edt= &Y.
* logs: 21 MY S 86t CHREESHE A AL|CH
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Prometheus #2| 40 CHgt XtA|TH LHE2 Prometheus # AIO|EE EZSHYA|I2L.
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* * server-certificate *: Grid Manager At 2!
* * SNMP *: &%l SNMP - 40f cigh 24,

* AEEX] - AEOFE *: AEE|X]| LE /B0 YILICE

* * traffic-classes *: E2liTl 25 HMZ 2ot 2.
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https://hostname or ip address/api/v4/authorize
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ChS OOl M = 2 S0l T2t API TS SE3t= B S 2o FLC

API #7 Q&eiLict WESHRES JURRES
O M} 3t JpsBtLICt 2.1 2.2
O BiT T Sehe|X| ofesL|Ch 2.1 3.0

StorageGRID 2ZEQ|E S MX[otH %[A HHO| APITH 2 HSHEIL|Ct, O2{Lt StorageGRID2| M 7|5
22| xZ 80| =38tH StLt 0| 49| StorageGRID 7|5 2| =0]| CHS 0| X API T Ol A& HMAT 4 USL|CE,

T M-d

X2l HEE M 4= QELICE of CHEt Swagger API A A Q| * config * MIME A ZRSHAMAIQ
@ "Grid Management APIE & ZSHHUA| 2" E HESHIAIR. 2[4 HE S AL} 1 2= API

=
S20[AEES YH|0|Et = O|F H{T0f| Lt X| ¢S HIZH-g2tsl{OoF STt

QefiE RE2 LIS 22 YHZ O 0|y ASEIX| ti= A2 EAIEL|L]

O L—

* JSON £ E20j|= "DEPRECATED"7} Z&HEIL|Ct. TRUE
A

* O o4& AFEEIX| @4= 117t NMS.log0il =7HEILICEH | E S TSt Z&LICt.

= =

Received call to deprecated v2 API at POST "/api/v2/authorize"

il 22| =M X H 5= API H TS 2helgtL|Ch

|

= Mg‘_?; LIC} GET /versions X|¥E=API & HH 552 dietsty| 2ot APl @EILICH O] 2 2 Swagger
AP| AEXMQ| * config * MMOf| ASLICH.

GET https://{{IP-Address}}/api/versions
{

"responseTime": "2023-06-27T22:13:50.750z2",
"status": "success",

"apiVersion": "4.0",
"data": [

2,

3,

4
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path 07 HE ARSI API HEE X|8e &= USLICH (/api/v4a) E= HE[Z (Api-Version: 4)
SIS 5 g2 DS Dok sln Ztol A gre MEolsLc

curl https://[IP-Address]/api/v4/grid/accounts

curl -H "Api-Version: 4" https://[IP-Address]/api/grid/accounts

2t QHF X)) BHOZEH Hg £ QELICH Grid Manager % Tenant Manager= 0| & ¢t
2 2t MOlRtLICH CHE API 2210|ME = 2001t if 2fM3at EE MEHS &

UASLICH
HTTP 24| POSTE} Z10| LI AfO|E0] C$t QXS E2|72 4+ = SHARE ZI9I8H ABXIS] 77|5 ALl
S3 84S Bs 4+ AL

StorageGRID= CSRF E22 AtE3t0{ CSRF SHLZRE HoplL|Ch dystel 32 £ 77|9 LHE2 EF
8|t Ee= 5T POST 22 0H7H H4=0f 82t LKX|sHof LTt

752 gMd3tste{™ 8 A™ESLICH csrfToken OH7H B4 CHA true Q15 . 7|242 YULIC} false.

curl -X POST --header "Content-Type: application/Jjson" --header "Accept:
application/json" -d "{

\"username\": \"MyUserName\",

\"password\": \"MyPassword\",

\"cookie\": true,

\"csrfToken\": true

}" "https://example.com/api/v3/authorize"

£o|H ARILICt GridCcsrfToken F7|& Grid Manager % Of
AccountCsrfToken £7|&= HIHE Zt2|Xt0]| CHet 2010
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SSO(Single Sign-On)7| M3tz 22 APIE AFERLICE

SSO(Single Sign-On)7} 243tz <2 API ALZ(Active Directory)

U= B2 "SSO(Single Sign-On) 74 2! 2H43}" Active DirectoryE SSO S5 AR AHE5H=
4%, J2|E 22| API EE= HHE 22| API0| 2T Q15 EZ2S 7| fIol LEH2 API ¥ S
Al oF gLt

SSO(Single Sign-On)7| &d3tEl 22 APIO| 2318}
Active DirectoryE SSO ID 384tE A&3h= 4 L3 X|&o| MEEL|CH
A|=fstz| o
* StorageGRID A%t IE0] &5t 2|04 AFEXI2| SSO AFEXAt 0| St Y E Y11 JUESLICE.

* HIHE 2] APIOf| AMASH2H E|I'HE AF IDE L1 A0{OF BTt

2l8tL|C} storagegrid-ssoauth.py StorageGRID A X| It C|2E{ 2|0 Y= Python A3 ZE
pms Red Hat Enterprise Linux2| A% . /debs Ubuntu E£= Debian, 3! 2| B2 . /vsphere VMware?)

(.

i b

s curl RHQ| FEZ 0

B2 1R 27 S3olH B T AZH0| £2HE & USLICL THST 22 287 BAIE 4 AUBLICL A

valid SubjectConfirmation was not found on this Response.

(D) oFl cul 93BRE CIE ABRI YSE 2 4 YUES HooHR YALIC

URL 2124 X7t A= B2 L2 E7F HEAIE = JELICH Unsupported SAML version.

° E MEYLICI storagegrid-ssoauth.py Python 23 E . 2CHA 2 0| SEfLICE.

° curl REE AEYLICE 3THAHZ O|SELIC

2. 2(E) M8%t2{= B storagegrid-ssoauth.py 23 EN|A Python QIE{ZZ|HZ AIZEE HMYIstn
ATZEES HAHBIL ||:f

° SSO & ADFS E£= ADFSE =gt Ct.
° SSO AMEXt O] ELICH
° StorageGRIDZt MX|El =H[QIL|C}

° StorageGRID2| FAIL|Ct
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° HI'AE 22| APIOf| AN|AStE = F2 HIHE A|E IDYILICE

python3 storagegrid-ssoauth.py
sso_method: adfs

saml_user: my-sso-username
saml_domain: my-domain

sg_address: storagegrid.example.com
tenant_account_id: 12345

Enter the user's SAML password:
O T T T T T T T S e T T T Y

dkckckkckkkkkckkkchkkkkkkchk ks khkkhkhkkhkkhhkkhkkhkkkhkkkhkkkkkkkkk ki ik
StorageGRID Auth Token: 56eb®7bf-21f6-40b7-afob-5c6cacfb25e7

StorageGRID Q15 EER2 &
CHE 280 E22 AI8E =

export SAMLUSER='my-sso-username'

export SAMLPASSWORD='my-password'

export SAMLDOMAIN='my-domain'

export TENANTACCOUNTID='12345"

export STORAGEGRID ADDRESS='storagegrid.example.com'
export AD FS ADDRESS='adfs.example.com'

@ Grid Management APIO| HAN|ASIZ{H 0 AsE AHESILICH TENANTACCOUNTID.

b. MHEI Q15 URLS 2Ho2{H 0| POST 2K 2 LaHistA AR “/api/v3/authorize-saml™ X SEHO|A X7}
JSON QIZE & H|7HgfLICt.

0| 0fl= of i MHEEI Q1= URLO| CHSE POST 28 E0 FL|CI TENANTACCOUNTID. A3H7F 2

MYELIC python -m json.tool JSON QZLE X|HEL|CE,

curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \
-H "accept: application/json"™ -H "Content-Type: application/json"

--data "{\"accountId\": \"STENANTACCOUNTID\"}" | python -m
json.tool

ol o2l S0z URLE QB E MBE URLO| ZEE|0] QUX|TH =71 JSON QIRE AE2 ZotE K|
Ok |CF,
[Fo =1
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"apiVersion": "3.0",

"data":
"https://adfs.example.com/adfs/1ls/?SAMLRequest=fZHLbsIWEEVS$2FJTuv7. ..
s31%2BfQ33cviwA%3D&RelayState=12345",

"responseTime": "2018-11-06T16:30:23.3552",

"status": "success"

—

C. £ MHYLIC} saMLRequest & 0| AHEY SHO| W2,

export SAMLREQUEST='fZHLbsIWEEV$2FJTuv7/...sS1%2BfQ33cvifwA%3D"'

. AD FSOl|A 22I0|AHE QX D7t &=l MA| URLE 7H4JLCt.

rot

7tX| &M

rlo

O] SECI URLS ArE3t0] 2101 AAS e¥EsH= ALIC

curl "https://$AD FS ADDRESS/adfs/ls/?SAMLRequest=
SSAMLREQUEST&RelayState=$TENANTACCOUNTID" | grep 'form method="post"
id="loginForm"'

SEO

Z20|AHE ¥ ID:

rr

<form method="post" id="loginForm" autocomplete="off"
novalidate="novalidate" onKeyPress="if (event && event.keyCode == 13)
Login.submitLoginRequest () ;" action="/adfs/1ls/?
SAMLRequest=fZHRToMwFIZfhb...UJikvo77sXPw%3D%3D&RelayState=12345&clie
nt-request-i1d=00000000-0000-0000-ee02-0080000000de" >

. SEOIAM 220|HE @K IDSE MEEL|CE

export SAMLREQUESTID='00000000-0000-0000-ee02-0080000000de"

-t

. O™ SEOIM LAl &Yoo = Xt ZHS HLCt.

curl -X POST "https://SAD FS ADDRESS
/adfs/1ls/?SAMLRequest=$SAMLREQUEST&RelayState=STENANTACCOUNTID&client
-request-1d=$SAMLREQUESTID" \

--data "UserName=$SAMLUSERW@S$SSAMLDOMAIN&Password=
SSAMLPASSWORD&AuthMethod=FormsAuthentication" --include



AD FS& sitfofl =7t &It etz 302 2[C|2 M S HheketLct,

rir

@ SSO A|AE0]| CHol MFA(CES R4 21F5)7t gdstel 22 SA AA=20lls = i s =
CHE XtH 38 E ZSEL|CL

HTTP/1.1 302 Found

Content-Length: 0

Content-Type: text/html; charset=utf-8

Location:
https://adfs.example.com/adfs/1s/?SAMLRequest=fZHRToMwFIZfhb...UJikvo
77sXPw%3D%$3D&RelayState=123456&client-request-1d=00000000-0000-0000-
ee02-0080000000de

Set-Cookie: MSISAuth=AAEAADAVSHpXk6ApV...pmPO0aEiNtJvWY=; path=/adfs;
HttpOnly; Secure

Date: Tue, 06 Nov 2018 16:55:05 GMT

. B MZELICt MsTsauth SEOA B2 7|1 Ct
export MSISAuth='AAEAADAVsHpXk6ApPV...pmPOaEiNtJvWY="
. 2153 POSTHM 7|2 ALESIH X|™E YIX|ZE GET 282 EHL|CH

curl "https://S$SAD FS ADDRESS/adfs/ls/?SAMLRequest=
SSAMLREQUEST&RelayState=STENANTACCOUNTID&client-request-
1d=$SAMLREQUESTID" \

--cookie "MSISAuth=SMSISAuth" --include

SH sIHoll= LIB0| 23012 AF22 218t AD FS MM ME7t ZotE|H SH 2E0= 54T &4 HEo|
SALMLResponseZt EEHEIL|CE.



HTTP/1.1 200 OK

Cache-Control: no-cache,no-store

Pragma: no-cache

Content-Length: 5665

Content-Type: text/html; charset=utf-8

Expires: -1

Server: Microsoft-HTTPAPI/2.0

P3P: ADFS doesn't have P3P policy, please contact your site's admin
for more details

Set-Cookie:
SamlSession=a3dpbnRlcnMtUHIpbWFyeS1BZGlpbi0xNzgmRmFsc2Umcng4NnJDZmEKV
XFxVIWx3bk1l1IMnFuUSUzZ2CUZzZCYmJ1YmXzE3M]AyZTASLThmMDgtNDRkZC04Yzg5LTQ3ND
UxYzA3ZjkzYw==; path=/adfs; HttpOnly; Secure

Set-Cookie: MSISAuthenticated=MTEvNy8yMDE4IDQ6MzI6NTkgUEO=;
path=/adfs; HttpOnly; Secure

Set-Cookie: MSISLoopDetectionCookie=MjAxOCOxMSOwNzoxNjozMjolOVpcMO==;
path=/adfs; HttpOnly; Secure

Date: Wed, 07 Nov 2018 16:32:59 GMT

<form method="POST" name="hiddenform"
action="https://storagegrid.example.com:443/api/saml-response">

<input type="hidden" name="SAMLResponse"
value="PHNhbWxwO1lJ1c3BvbnN. ..1lscDpSZXNwb25zZT4=" /><input
type="hidden" name="RelayState" value="12345" />

i. 2 MZELICt sSAMLResponse SAHZ 0| A:

export SAMLResponse='PHNhbWxwO1lJ1lc3BvbnN. ..lscDpSZXNwb25z72T4="

MEE 2 A2LICH saMLResponse, StorageGRIDE PHELICt/ api/saml-response StorageGRID
B EZ ML @A

& Relaystate, HI'AE AF IDE AHE5H7LE 22| = 22| APIO| 201512 H 05 AFERLICE

curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \
-H "accept: application/json" \
--data-urlencode "SAMLResponse=S$SAMLResponse" \
--data-urlencode "RelayState=$TENANTACCOUNTID" \
| python -m json.tool

SEl= 215 E20| ZeEL(M.



"apiVersion": "3.0",

"data": "56eb07bf-21f6-40b7-af0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",
"status": "success"

a. SH 213 EZS CHE 0|52 E XNEELICE MYTOKEN.
export MYTOKEN="56eb07bf-21f6-40b7-af0b-5c6cacfb25e7"

O|H| & AEY & UAELICH MYTOKEN CHE RH0|M = SSO7t AL E|X| @f= B2 APIE AIE5t= EiEat
FAFRLICH
T = -

SSO(Single Sign-On)7} &43tE Z<2 APIO|A 20t ELICH

SSO(Single Sign-On)7t ZAst=El AL J2|E 22| API EE= EHIHUE 22| APIO|A 2012617| 2|8 L] API
282 MHs|of BHLICE. Active DirectoryZ SSO ID 2SXIE AI23st= FR LIS X|& 0| M ElL|Ct

Of ZhHofl CHaH

LI Q% AQ XX|o| ot 2710} H|0|X|0f|A] 230125104 StorageGRID APIO|M 2T0t2e &~ JUGLICH E=
StorageGRIDO||A 23t StorageGRID H|0{2{ EZ0| Eot o 20t2(SLO)E EE|AHY = JSLICH

1. JHE 201 QXS MAMSIE{H "cookie "sso=true"S SLO API0| FEr&tL|Ct,

curl -k -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json"™ \

-H "Authorization: Bearer SMYTOKEN" \

--cookie "sso=true" \

| python -m json.tool

20t URLO| gt L|CE

"apiVersion": "3.0",

"data":
"https://adfs.example.com/adfs/1ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%$3D%3
D",

"responseTime": "2018-11-20T22:20:30.8392",

"status": "success"

13



2. 270} URLE MZERLICE

export LOGOUT REQUEST

='https://adfs.example.com/adfs/ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%
3D'

3. 2302 URLO| M2 2 SLOE E2|7{st1 StorageGRIDZ CHA| 2|C|l MEFL|C},

curl --include "SLOGOUT REQUEST"

302 SEO| BretEILICE 2|C[HM 9fX|= API M8 20t20l= M EE[X| &LICH

- 1O (=]

HTTP/1.1 302 Found

Location: https://$STORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwWV0o7ss%...%23rsa-sha256

Set-Cookie: MSISSignoutProtocol=U2FtbA==; expires=Tue, 20 Nov 2018
22:35:03 GMT; path=/adfs; HttpOnly; Secure

4. StorageGRID bearer tokens A& ST}

StorageGRID H|0{2] EES AH|SH= 2 SSOE AM2SIXA| b= Aot ST A O = ZHEBELI|C. 'cookie
"sso=true"7} MIZE|X| 2™ ALEXt= SSO AEfof| BFS FX| 9411 StorageGRIDO|A 202 ELICE

curl -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize™ \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--include

A204 No Content SE - AI2XJI 201K E[QSS LIEFHLICE

HTTP/1.1 204 No Content

SSO(Single Sign-On)7t &M3lEl 22 API AH2(Azure)

U= 2 "SSO(Single Sign-On) 74 2! 2H M43t AzureE SSO S 2XIE ALES= E2, F
FHe| Of|X| ATRIEE AFRSHN Grid Management API EE= Tenant Management APIO]|
facteld EES ¥ + JASLICL

Azure Single Sign-On0| ZXM3tEl A2 APIO| 23QIgL|C}

AzureE SSO ID 3242 At83t= 22 LhS X[ 0| HEEL|Ct
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AlZtsE7| o
* StorageGRID AtEAL 2F0f| £ HEH2|0| M ALEXFS| SSO FAL MY F40t 4SS & ASLICEH

=
* HIHE 2] APIOf| ANASEZ{H E|IHE AF IDE L1 A0{Of LTt

O =fe40i| CHH
215 EZS Ao O3 O|x| 23EES AEE = ASLICL

£ Z&/8LIC} storagegrid-ssoauth-azure.py Python 232 E
=2
=

2lotLICt storagegrid-ssoauth-azure.js Node.js 23 EE

FASRE DR StorageGRID MX| Y Cl2E 2|0 AESLICH (. /rpms Red Hat Enterprise Linux2| 2% . /debs

Ubuntu EE= Debian, 3! 2| 22 . /vsphere VMware?2| Z2).

Azure2te| API £ 7|52 ZIH™ Xt MSIE{H 2 HZXSHMAIL storagegrid-ssoauth-azure.py 23EE.
Python ﬁi%‘é'— StorageGRIDoﬂ ™ T ol 288 st (HA SAMLRequestE 21 LIS0| 015 E2S 7|
2I8H) Node.js AT ZEE SESI0 Azure?t A5 28510 SSO XS A etL|C

SSO 2 LA API QEES AFESH Mg & JUX|TH I A 5t= A2 ZHESHK| S LICH Puppeteer Node.js
HE2 Azure SSO QIE{H|0|AE A3 W PE ol At EL|CE

URL 2124 X7t A= B2 L2 F7F EAIE = JELICH Unsupported SAML version.

= =
. Node.jsE MX|EL|CHEX) "https://nodejs.org/en/download/")S E2l8tL|Ct.

a
b. Q3 Node.js 2= (puppeteer & jsdom)S MxX|EL|Ct,

npm install -g <module>

3. TEZEJI HAIE|H CHS Ql4~0f CHet 242 L=SIAHLE 0i7H WS AHSSte] MEFLICH
° Azure0l| 2130I5H= 0| AF8 &= SSO O|H|Y FALICE
° StorageGRID2| F=AQIL|Ct
° HFE 22| API0f| HM|ASIE = A2 HIEE AF IDYLICH

4. OIAX|I7L HAIEH = E UGt @F Al AzureOll MFA #ote ®I3g EH|S FLICH

sarpy  storagegrid-azvre-sso. eri py - -=-sso-email-address  user@my -dosain.com
| om - -tenant -account -
Enter-the-u

Watch for -and approve-a IFA avthorization request

21-18-84T21: - - 'success” ,  "apiVersion':

Gcd2559709e " )
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@ 0] A3 E = MFAZ} Microsoft AuthenticatorE AF256H0] 3=l O 2 7P TIL|Ct CHE HELQ
MFAE K|St E AT EES £HGlOF & & JUSLICHO: HIAE HA|X|off A= TE =),

StorageGRID 215 EZ2 £H0|| NS ELICL O|X| SSO7t AFEE|X| gb= B2 APIE A8StH= W1t S ALSHA|
CHE oMo EZ22 AI8E =
SSO(Single Sign-On)7} 242tz 22 API AtE(PingFederate)

B "SSO(Single Sign-On) 74 5! Mol 2|1 PingFederateE SSO S2AtE
AL L API REZ UZ3t0 Grid Management API EE= Tenant Management
SHL|C}

SSO(Single Sign-On)7t EM3}=l A2 APIO| 2
0| X2 PingFederateZ SSO ID 22AtZ AI25t= AL MEEL|Ct

AlZtst7| o
* StorageGRID AFEX} 250 £ HIE2|0[ 8 AHEXI2| SSO AHEXL O|F 2t 2= E &0 ASLILE

* HIHE 2] APIOf| AM[AS2{H E|I'HE A IDE L1 A0{Of BTt

* E Z=lgLIC storagegrid-ssoauth.py StorageGRID & X[ It C|AE 2|0 U= Python 23 ZE
/rpms Red Hat Enterprise Linux2| A< . /debs Ubuntu EE= Debian, 3! 2| 2L . /vsphere VMware2|

s curl RHS| fFEZ 0

ZE UF 2|7 dotH 2 &Y AlZto] £2utE 4+ JUSLICE tEat 22 277t #AIE & JASHCH A

valid SubjectConfirmation was not found on this Response.
() oFlcun 9aB2E O B IS 2 4 YT HstK ek,

URL 21324 EZX7t A= B2 L2 E7F HEAE = JELICH Unsupported SAML version.

1. Q15 EZ2 ¢oz{H Ot U T otLtE MEfBtL|Ct,
° E MEYLICI storagegrid-ssoauth.py Python 23 E . 2CHA 2 0| SEfLICE.
° curl ™S AHEELICL 3THAHZ o|SELICE.

2. 2(E) M8%t2{E B storagegrid-ssoauth.py 23 EN|A Python QIE{ZZ|HZ AIZEE MYst
A =
= =

° SSO Bt "pingfederate"(PINGFEDERATE, Pingfederate §)2| 2 E HYS 2%t 4= QI&LICE
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o

o

StorageGRID 215 EZ2
CIE QM| ESE AT

SSO AEX} O| ERILIC

StorageGRID7t AX| 2l =H[QIRIL|C}. 0] Z =& PingFederateOf| AF2E|X| et&LICH Bl ZHO 2 S=qL}

Asts 22 Y + ABLICE

StorageGRIDS| FAQIL|C}
EHIHE 22 APIO]| WM ASHH = 2R EHIHE A IDRILICE

python3 storagegrid-ssoauth.py
sso_method: pingfederate
saml_user: my-sso-username
saml_domain:

sg_address: storagegrid.example.com

tenant_account_id: 12345

Enter the user's SAML password:
ok kokokokokokokokkkok ok kkokokkkskokkkskkkkkokkk ko dkkkkkkkkkk ok kkk

StorageGRID Auth Token: 56eb@7bf-21f6-40b7-afob-5c6cactb25e7

> iy
1
=2
=
O
o
-
iul
=)
=t
7))
1)
e}
N
>
o
H
Ral
rir
ox
-0
>
Y
i
>
00
Of
rr
oz
I
1!
30
=
Of
N

3. curl RHE AF8SIE{H Ch2 BAE MEHA L.

a.

b.

—_

Z70lof| ZQet HeS MARLICE

export SAMLUSER='my-sso-username'

export SAMLPASSWORD='my-password'

export TENANTACCOUNTID='12345"

export STORAGEGRID ADDRESS='storagegrid.example.com'

@ Grid Management API0{| M| ASIHH 0 AsE AFEELICI TENANTACCOUNTID.

MEE 21F URLE 2tos{H 0of| POST RS LAHSII AL /apilv3/authorize-saml™ 3 SEOI|A 37}
JSON QI3 E H|HgfL|Ct.

O| Of|d|ofl A= TENANTACCOUNTIDO| CHet MEEl 21F URLO| CHSE POST @M 2 EOf ELICH Z1t=
python-m json.tool0f| & =[0{ JSON QIZE S H|AHELICt

curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \
-H "accept: application/json"™ -H "Content-Type: application/json"

--data "{\"accountId\": \"STENANTACCOUNTID\"}" | python -m
Jjson.tool

o| oild|e| SEol= URLE QR E MHE URLO| ZEE|0] JLX|TH 7L JSON QAL AHE2 ZEE X
oE Lt
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"apiVersion": "3.0",

"data": "https://my-pf-baseurl/idp/SSO.saml2?...",
"responseTime": "2018-11-06T16:30:23.3552",
"status": "success"

(-

C. £ NHTILICt sAMLRequest &4 HHO| ALEE SH 0| 2}

export SAMLREQUEST="https://my-pf-baseurl/idp/SSO.saml2?..."

RESPONSE=S$ (curl -c - "SSAMLREQUEST")

echo "SRESPONSE" | grep 'input type="hidden" name="pf.adapterId"

id="pf.adapterId"'

e. 'pf.adapterld' 22 LHELH D S-S of| FEL|C,

export ADAPTER='myAdapter'

echo "SRESPONSE" | grep 'base'

f. href 2t LHEU (Y SaiAl/ HH) SEHE olIZRLICE

export BASEURL='https://my-pf-baseurl’

echo "SRESPONSE" | grep 'form method="POST"'

g 'ZX[" 2 LHELHT:

export SSOPING='/idp/.../resumeSAML20/idp/SSO.ping"

h. XA &t et 27| =L

18



curl -b <(echo "SRESPONSE") -X POST "S$BASEURLSSSOPING" \
--data "pf.username=$SAMLUSER&pf.pass=

SSAMLPASSWORD&pf .ok=clickedé&pf.cancel=&pf.adapterId=SADAPTER"
--include

i. & YHELICH saMLResponse AT HEO|A:

export SAMLResponse='PHNhbWxwOlJ1lc3BvbnN...lscDpSZXNwb25zZ2T4="
Af%ﬁ*l-ltt SAMLResponse, StorageGRIDE PtELICH/ api/saml-response StorageGRID
8 RelayState, HIHE AH IDE ALESHALE 2| E 22| APIO| 2321612 ™H 02 AFEEL|CT.

curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \
-H "accept: application/json" \
--data-urlencode "SAMLResponse=S$SSAMLResponse" \
--data-urlencode "RelayState=$TENANTACCOUNTID" \
| python -m json.tool

SHOlE ¢1& E20| ZeE LT

"apiVersion": "3.0",

"data": "56eb07bf-21f6-40b7-af0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",
"status": "success"

a. S 2! O|ECZ MHEEILICI MYTOKEN.

Ol

EZ

jo

C}

Tl

export MYTOKEN="56eb07bf-21f6-40b7-af0b-5c6cacfb25e7"

O|H| E AM8E & USLICE MyTOKEN CHE RMO0|M = SSOZF AL E|X| gt 22 APIE AFE5H= W at
SARRLICE,
S$SO(Single Sign-On)7t Z X 3tEl Z 2 APIO|A 202 EHLICH

SSO(Single Sign-On)7t &-4stEl 22 J2|= 22| API = HIEHE 22 AP|01|A1 T10HRSE7| 23l L2l AP
Mg Ao gL|Ct 0] X|XE PingFederateE SSO ID 32Xt A&t 22 HEEL|CH

Of ZfHofl 3

19



J0t2 Ho|X|of|A 2302610 StorageGRID APIO|A 2302 = JELICH E=
StorageGRID H|0{2] EZ0| 23t oY 20t2(SLO)S E2|HE & JUSLILCL.

ot
[or |'ﬂ-|

1. MHEl 27012 2KF S MM3sIE{ ™ "cookie "sso=true"S SLO API0|| eS|t

curl -k -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--cookie "sso=true" \

| python -m json.tool

270t URLO| gFetELICE

i

"apiVersion": "3.0",

"data": "https://my-ping-
url/idp/SLO.saml2?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%3D",

"responseTime": "2021-10-12T22:20:30.8392",

"status": "success"

2. 270}2 URLEZ XN ZAFgtL|Ct,

export LOGOUT REQUEST='https://my-ping-
url/idp/SLO.saml2?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%3D"

3. 2702 URLY| XS HLf SLOZE EZ|H3t11 StorageGRIDZ CHA| 2|C|2MBtL]C},
curl --include "$LOGOUT_REQUEST"

302 SEO| HretEIL|CE 2|C[2M 9IX|= API & 20t20l= XM EE[X| E&LICH

- 10 (=]

HTTP/1.1 302 Found

Location: https://$STORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwWV0o7ss%...%23rsa-sha256

Set-Cookie: PF=QoKs...SgCC; Path=/; Secure; HttpOnly; SameSite=None

4. StorageGRID bearer tokenS AHK|$HC}.

StorageGRID H[0{2] EZE AH|5H= 242 SSOE AHESHK| E’at._ Zdl'f St Ao = F E.Ll C}. 'cookie
"sso=true"7} MISE[X| 2A2H ALEXt= S O’é!EHOH FeS FX| 411 StorageGRIDO| ‘| JotEL|C
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curl -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize™ \
-H "accept: application/json™ \

-H "Authorization: Bearer SMYTOKEN" \

--include

A204 No Content SE - AFE2XI7| 2I0I2EUS S LIEFHLICE.

HTTP/1.1 204 No Content

APIE AE5t0 7|53 HIZ gL Ct

J2|E 22| APIS AH2310] StorageGRID A|AEIS] EX J|5E2 bS] HIZMlst 4
USLICEH 7|s0| H|2Hdote|™ ST 7| 5ot 2HHEl 2SS £ 4 Qe HSHS OIR L gttt
2 &L,

o] ZkAoi| CHaH

BZASIEl 7|5 AILHS ALSSIE StorageGRID NARIS| S 7150 HMASHE o1 & 4+ gLict 2E
AEXL e * 2E HA|A * HBt0| Qe R2|KF 20 &3 AFRXITL Y 7|58 AFRE £ QIEE 3t QU

42 7|52 Al ZHelLIC,

0] 7|50] oA REX| Ol3li5taAH LIS AlLIE|2E 123l EHA|I2.

_Company A= HIFUE A™S HH5t0 StorageGRID A|AHIS] AEZ|X| 82 Cist= MH|A SFRHLICEH
DAL AE LXERIS| K| Hotg H5t7| (sl AFO| HHEEl = Xtilo| X0 HIHE AFof| HMAY 4~ SUES
St gL _

_SIAPAE J2IE 2] APIOIA| 715 BIZAIEE AIAEIS AFBS10] O] SEE SAY 4 JlaLch J2IE BRIRHUI A
API 2N " EIEIE 22 i w12 - 7158 2izic] HIEUSROSM S AL ZE NSX 31+ BE ANL

ool A= A0 £ot= ALEXIE Z&SH0] 22X MEXILEIHE A|F | RE AHE X0 Chet
giEE Sk A 0I*|__||:|-_

= =2 T M-

A

1. Grid Management API0]f| L3t Swagger E A0l HAMABILICE 2 &ZSHYAIL "Grid Management APIE
AFEBHL|C}".

2. 7|5 HlgMdst 2Fe 5L
3. HHUE RE 25 HE 59| 7|52 H|gdststa{H L3 1t Z0| APIZ 228 E-LICH
{ "grid": {"changeTenantRootPassword": true} }
20| AZE|B BLE ZE o #F 7| 50| HFNIELICL EHHE RE 45 ¥ * Ba| F3to| O 0f4
AFEX} QIE{H|O| A0 HAIE|X| gt HIHES| RE A5 HASIH LD A=tz 2= API 2%0| "403 AHE #ot

HS"at SH HoRfLct.
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HlZtdotEl DX E CHA| 2t |Ct
Z|E 22| APIE AESH0 H[2HM3tEl 7|52 ChA| 2td3etet 4~ JELICtH J2{Lt H|ZMSHE T A7t CHA|
S| X] Y2 St2{™H * activateFeatures * 7| s WIE H|gtdstet 4 JAELICE.

LIC}. 0] 7|S= Hlgdststzi= 3

activateFeatures * 7| = CIA| &M3te & ¢
O Qs 7150 @pmom AMgLC a4E J|s

= =
CHE 2E 7|58 ChAl gdstet 5= U= 7

X| @ £ Mol 2<lsf{of LTt

of Ol
-1

—=2-

cHA|
1. Grid Management APIO| CH$t Swagger 2 A0 M| ABILICE,
2. 7|5 |2 Y3t 2™2 5L/

o=
3. BE 7|52 CiA| M3tz C31t 20| APIZ 222 ELHNAIR.
{ "grid": null }

O RHO| A=E|HHHE RE s HE 7|58 et ZE 7|S0| ChA| 2-GSHELICE OIF| ALt
A+ 2| A

QEHO|20) * HHE RE &% tHE * 22| 0| HAIZ|H, ALEXI0AH| * RE HHA* E=*HEHE RE &S
HE * 22| Foto] A= AR HEHES RE 22 E HESIH 1 A E5h= ZE API 2E0 ’g%?:.“—llif.

O 0ol A= _ALL_DEACTED I|x{7} RieHStElLICk HIEHa8tEl AEf2 X|5|0fof 8 Ch2
7150| B8l F9, PUT 80| BAIXO X|Hefof BLICH 05 Sof HHE 2E oz 1
(D) 7152 o Zasieln 22 591 7158 A4 HIggstsiaE CHg PUT 3 BN,

{ "grid": { "alarmAcknowledgment": true } }
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