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Client application saves
object to StorageGRID.

Synchronous placement Dual commit — The method that is
ILM applied later used depends on
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WA configured.

= ILM scan Background verification
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7] placed correctly? data correct?
o
% No
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= ILM action
8 Make new copy. MOVE: copy.

Delete copy. Repair copy.

] - . Deletion is triggered by ILM or S3 bucket

Rsspplication deletes object. lifecycle. (Objects in buckets with 53 Object

Lock enabled must have met retention date
and cannot be under legal hold.)
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All object copies removed.
Space is reclaimed.
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Client application saves
object to StorageGRID

Dual commit Balanced Strict

“Ingest
failed”

Interim object copies
stored.

Can day 0 copies be
made immediately?

Can day 0 copies be
made immediately?

v

Object queued for ILM Copies created to satisfy
evaluation. ILM.
ILM evaluation l - ¢
Ingest
successful”
Copies created to satisfy

ILM.

Any interim copies that are
not needed are deleted.

td

StorageGRID responds to the client.

StorageGRID completes the
actions that were prompted by
the client save operation.
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Time period and placements + Sort by start date

If you want a rule to apply only to specific objects, select Previous and add advanced filters. When objects are evaluated, the rule is
applied if the object's metadata matches the criteria in the filter.
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Simulation results

Use this table to confirm the results of applying this policy to the selected objects.
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System Metadata
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Container source
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Size £E24 MB

Creation Time

Modified Time

2020-02-19 12:15:59 P5T

2020-02-19 121559 PST

Replicated Copies

Node Disk Path
99-37 ivarflocallrangedb/2/p/06/0B/00nMEBHS TFbRQQ}ICVIE
99-99 ivarflocallrangedb/1/p/12/04/00nMEHS{ TFEoW2B|CXG%
Raw Metadata
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"PHED" . "FEABAES1-534A-11EA-9FCD-31FFEACIB05E",

"PRTH ' "solrce™,

"META": {

"BASE": {
"PAMR": "27,;
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Compliant:

Ingest behavior:

2 copies 2 data centers

No

Strict

Reference time: Noncurrent time

| Clone | ‘ Edit | | Remoue|

Rule detail Used in policies

Time period and placements

Retention diagram Placement instructions

Time period Storage pool

» Objects processed by this rule will not be deleted by ILM.

Sort placements by

Replicated copy Erasure-coded (EC) copy

Rule analysis:

Reference time: Nencurrent time
Day 0

Ingest behavior: Strict

Day 0 - forever
Y 2 replicated copies - Data Center 1

EC2+1 - Data Center 1

Duration Forever
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Grid Review considerations for
Administrator 53 Object Lock
I=
: Creste new default rule
default rule in Mo
- - — that keeps at least two
Iu;n: ;ﬁ‘alﬂlq’ copies forever
v l
Enable global Create new ILM policy
53 Object Lock setting * and activate
Maintain compliant LM
rules and ILM policy
|
Y
Review considerstions for
Tenant User uzinz 52 Object Lock
Isthe global No .
53 Object Lotk —— g Lorzacos
setting enabled? FEILTE
+ Yes
Create bucket with 53 Optionally, set default
Object Lock enabled » bucket retention settings
Add objects |
Optionally specify object-
level retention settings
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503: Service Unavailable

Unable to update compliance settings because the settings can't be
consistently applied on enough storage services. Contact your grid
administrator for assistance.
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Reference time @

Ingest time v

Time period and placements + Sort by start date

If you want a rule to apply only to specific objects, select Previous and add advanced filters. When objects are evaluated, the rule is applied if the object's metadata matches
the criteria in the filter.

Time period 1 FromDay O S store  forever W

Store objects by replicating ~ 1 C | copiesat Site 1 X| # X

and store objects by~ replicating W 1 C | copiesat | Site 2 | X

Add other type or location
Add another time period

Retention diagram Replicated copy
Rule analysis: ® StorapeGRID site-loss protection will apply for the duration of this rule.

® Dbjects processed by this rule will not be deleted by ILM.

Reference time: Ingest time

Day 0
Day 0- fou
SRS 1 replicated copy - Site 1
1 replicated copy - Site 2
Duration

Forever

101



of 12] ILM %! 2: 21 O A| AK| 2E =22

Of ofiHl ILM &2 AR 2E Z23 1} S3 KIS A8t LEHETL M= 9fX| & 7|12tS 2FHLIC.

& Fol Of| %l 2k
2] AFOIETt A= AE2|K] * 371 ALO|EO]| A&l AEE|X| Z 17H(AIO|E 1, 2, 3)
=YLt

* 6+3 AM| 2Y LES AEELICE

7l ol2 S3 B2l TS 7|2
HE AlZt 27 AlZt
b ] S3 {200 TS BTt QEMES] AL Al Y TR o| X|HE

|
E0IM AF 2 FAZ 17HE HIRLICE O] SAES GFHCR
FABHIAIL.

Time period and placements % Sort by start date

If you want a rule to apply only to specific objects, select Previous and add advanced filters. When objects are evaluated, the rule is applied if the object’s
metadata matches the criteria in the filter.

Time period 1 FromDay 0 Z  store  forever

Store objects by erasure coding W using 6+3 ECscheme atSites 1,2,3 ,‘

Add other type or location

Add another time period

Retention diagram Erasure-coded (EC) copy

Rule analysis: * StorageGRID site-loss protection will apply for the duration of this rule.
* Objects processed by this rule will not be deleted by ILM,

Reference time: Ingest time

DayD

Day 0 - forever =
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Duration
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Proposed policy name

Object Storage Policy

Reason for change

example 1

Manage rules

1. Select the rules you want to add to the poficy.
2. Determine the order in which the rules will be evaluated by dragging and dropping the rows. The default rule will be automatically placed at the end of the policy and cannot be moved.

Rule order Rule name Filters
- i Tenant is Finance
¥ » S3Bucket finance-records @ Y
Bucket name is finance-records
Default Two Copies Two Data Centers
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Older Object Versions: Two Copies Two Years
Description (optional)
Older versions only

Basic filters (optional)
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Strict ingest to guarantee Paris data center

Compliant: Yes . Ingest behavior: Strict

Used in active policy: No Reference time: Ingest time
Used in proposed policy: No
| Clone | Edit | | Remave
Filters
/ "~
This rule applies if:
* Tenant is Paris tenant
And itonly applies if objects have this metadata:
* | ocation constraint is eu-west-3
h v
Time period and placements
Retention diagram Placement instructions
Sort placements by Time period Replicated copy
Rule analysis: * StorageGRID site-loss protection will not apply from Day 0 - Forever.

# Objects processed by this rule will not ba deleted by ILM

| Reference time: Ingesttime  Ingest behavior: Strict
Day0

Day - f¢
e 2 replicated copies - Site 1
!

Duration Forever
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