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https://docs.aws.amazon.com/AmazonS3/latest/API/API_HeadBucket.html
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListMultipartUploads.html
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjectsV2.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjectsV2.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjectsV2.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjectVersions.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjectVersions.html
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListParts.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListParts.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListParts.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListParts.html
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketCors.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketCors.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketEncryption.html
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketLifecycleConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketLifecycleConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketLifecycleConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketNotificationConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketNotificationConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketNotificationConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketNotificationConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketNotificationConfiguration.html
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketReplication.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketReplication.html
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketVersioning.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketVersioning.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketVersioning.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketVersioning.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObject.html
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObject.html
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObject.html
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObjectTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_RestoreObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_RestoreObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_RestoreObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_RestoreObject.html
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_SelectObjectContent.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_SelectObjectContent.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_SelectObjectContent.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_SelectObjectContent.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_UploadPart.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_UploadPart.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_UploadPart.html
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_UploadPart.html
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_UploadPartCopy.html
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PUT /bucket?object-lock HTTP/1.1

Accept-Encoding: identity

Content-Length: 308

Host: host

Content-MD5: request header

User-Agent: s3sign/1.0.0 requests/2.24.0 python/3.8.2
X-Amz-Date: date

X-Amz-Content-SHA256: authorization-string
Authorization: authorization-string

<ObjectLockConfiguration>
<ObjectLockEnabled>Enabled</ObjectLockEnabled>
<Rule>
<DefaultRetention>
<Mode>COMPLIANCE</Mode>
<Years>6</Years>
</DefaultRetention>
</Rule>
</ObjectLockConfiguration>
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GET /bucket?object-lock HTTP/1.1

Host: host

Accept-Encoding: identity

User-Agent: aws-cli/1.18.106 Python/3.8.2 Linux/4.4.0-18362-Microsoft
botocore/1.17.29

x—amz-date: date

x—amz-content-sha256: authorization-string

Authorization: authorization-string
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HTTP/1.1 200 OK

x—amz-id-2:

1VmcB70XXJRkRHIFiVgl151/T24gRfpwpuZrEG11Bb9TmOMARAe 980xSpX1knabAOLTVBYJpSIX
k=

x—amz-request-id: B34E94CACB2CEF6D

Date: Fri, 04 Sep 2020 22:47:09 GMT

Transfer-Encoding: chunked

Server: AmazonS3

<?xml version="1.0" encoding="UTF-8"?>
<ObjectLockConfiguration xmlns="http://s3.amazonaws.com/doc/2006-03-01/">

<ObjectLockEnabled>Enabled</ObjectLockEnabled>
<Rule>
<DefaultRetention>
<Mode>COMPLIANCE</Mode>
<Years>6</Years>
</DefaultRetention>
</Rule>
</ObjectLockConfiguration>
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"Rules": [

{

"ID": "rulel",
"Filter": {
"And": |
"Prefix": "categoryl/",
"Tags": [
{
"Key": "key2",
"Value": "tag2"
}
]
}
by
"Expiration": {
"Date": "2020-08-22T00:00:002"
by
"Status": "Enabled"
by
{
"ID": "rule2",
"Filter": {

"Prefix": "category2/"
b
"Expiration": {
"Days": 100
b
"Status": "Enabled"

"ID": "rule3",

"Filter": {
"Prefix": "category3/"

by

"NoncurrentVersionExpiration": {
"NoncurrentDays": 50

bo

"Status": "Enabled"
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aws s3apli —-—endpoint-url <StorageGRID endpoint> put-bucket-lifecycle-

configuration

--bucket testbucket --lifecycle-configuration file://bktjson.json

S+ F7| FM0| Ao d3Ho= MEE|JE=X| &olst2{™ GetBucketLifecycleConfiguration S AHBILICH
OlE S Ct31t Z2&L

aws s3apil --endpoint-url <StorageGRID endpoint> get-bucket-lifecycle-
configuration
--bucket testbucket
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aws s3apli --endpoint-url <StorageGRID endpoint> head-object
--bucket testbucket --key obj2test?2
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"AcceptRanges": "bytes",

*"Expiration": "expiry-date=\"Thu, 01 Oct 2020 09:07:48 GMT\", rule-
id=\"rule2\"",

"LastModified": "2020-06-23T09:07:48+00:00",

"ContentLength": 921,

"ETag": "\"9762f8a803bc34£5340579d4446076£7\""

"ContentType": "binary/octet-stream",

"Metadata": {}
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A2 CSV E= JSONLE X[HsHof gfL|Ct,
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* SQL Al9| *|cf Z0|= 256KBRILICY
e ol e Ao Y= DE HFEQ| A 210|= 1MiBIL|LCY.

CsVv el 7z o

POST /{Key+}?select&select-type=2 HTTP/1.1
Host: Bucket.s3.abc-company.com
x—amz-expected-bucket-owner: ExpectedBucketOwner
<?xml version="1.0" encoding="UTF-8"?>
<SelectObjectContentRequest xmlns="http://s3.amazonaws.com/doc/2006-03-
01/">
<Expression>string</Expression>
<ExpressionType>string</ExpressionType>
<RequestProgress>
<Enabled>boolean</Enabled>
</RequestProgress>
<InputSerialization>
<CompressionType>GZIP</CompressionType>
<CSV>
<AllowQuotedRecordDelimiter>boolean</AllowQuotedRecordDelimiter>
<Comments>#</Comments>
<FieldDelimiter>\t</FieldDelimiter>
<FileHeaderInfo>USE</FileHeaderInfo>
<QuoteCharacter>"'</QuoteCharacter>
<QuoteEscapeCharacter>\\</QuoteEscapeCharacter>
<RecordDelimiter>\n</RecordDelimiter>
</Csv>
</InputSerialization>
<QOutputSerialization>
<CSV>
<FieldDelimiter>string</FieldDelimiter>
<QuoteCharacter>string</QuoteCharacter>
<QuoteEscapeCharacter>string</QuoteEscapeCharacter>
<QuoteFields>string</QuoteFields>
<RecordDelimiter>string</RecordDelimiter>
</CSV>
</OutputSerialization>
<ScanRange>
<End>long</End>
<Start>long</Start>
</ScanRange>
</SelectObjectContentRequest>
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POST /{Key+}?select&select-type=2 HTTP/1.1
Host: Bucket.s3.abc-company.com
x—amz-expected-bucket-owner: ExpectedBucketOwner
<?xml version="1.0" encoding="UTF-8"?>
<SelectObjectContentRequest xmlns=http://s3.amazonaws.com/doc/2006-03-01/>
<Expression>string</Expression>
<ExpressionType>string</ExpressionType>
<RequestProgress>
<Enabled>boolean</Enabled>
</RequestProgress>
<InputSerialization>
<CompressionType>GZIP</CompressionType>
<PARQUET>
</PARQUET>
</InputSerialization>
<QutputSerialization>
<Csv>
<FieldDelimiter>string</FieldDelimiter>
<QuoteCharacter>string</QuoteCharacter>
<QuoteEscapeCharacter>string</QuoteEscapeCharacter>
<QuoteFields>string</QuoteFields>
<RecordDelimiter>string</RecordDelimiter>
</CSV>
</OutputSerialization>
<ScanRange>
<End>long</End>
<Start>long</Start>
</ScanRange>
</SelectObjectContentRequest>

sQL #4229 of

O #2|= Al/= O[F, 20108 2171, 2015 ofl&} @1+, Ol= I3t Z=AF HIO[E{S] HE HIES I LTt ZEH7t Ot
ool Y ZEE= FAIELCEH

SELECT STNAME, CENSUS2010POP, POPESTIMATE2015, CAST((POPESTIMATE2015 -
CENSUS2010POP) AS DECIMAL) / CENSUS2010POP * 100.0 FROM S30Object WHERE
NAME = STNAME

Eolg melo| M % &, "SUB-EST2020 ALL.csv' LSt ZH0] EAA|L.
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SUMLEV, STATE, COUNTY,, PLACE, COUSUB, CONCIT, PRIMGEO FLAG, FUNCSTAT, NAME , STNAME,
CENSUS2010POP,

ESTIMATESBASE2010, POPESTIMATE2010, POPESTIMATEZ2011, POPESTIMATE2012, POPESTIM
ATE2013, POPESTIMATE2014,

POPESTIMATE2015, POPESTIMATE2016, POPESTIMATE2017, POPESTIMATE2018, POPESTIMAT
E2019, POPESTIMATE042020,

POPESTIMATE2020

040,01,000,00000,00000,00000,0,A,Alabama,Alabama, 4779736,4780118,4785514, 4
799642,4816632,4831586,
4843737,4854803,4866824,4877989,4891628,4907965,4920706,4921532
162,01,000,00124,00000,00000,0,A, Abbeville
city,Alabama,2688,2705,2699,2694,2645,2629,2610,2602,
2587,2578,2565,2555,2555, 2553

162,01,000,00460,00000,00000,0,A,Adamsville

city,Alabama, 4522,4487,4481,4474,4453,4430,4399,4371,
4335,4304,4285,4254,4224,4211

162,01,000,00484,00000,00000,0,A,Addison

town,Alabama, 758,754,751,750,745,744,742,734,734,728,

725,723,719, 717

AWS-CLI ALE 0f[(CSV)
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aws s3api select-object-content --endpoint-url https://10.224.7.44:10443
—--no-verify-ssl --bucket 619c0755-9e38-42e0-a614-05064£f74126d --key SUB-
EST2020 ALL.csv --expression-type SQL --input-serialization '{"CSV":

{"FileHeaderInfo": "USE", "Comments": "#", "QuoteEscapeCharacter": "\"",
"RecordDelimiter": "\n", "FieldDelimiter": ",", "QuoteCharacter": "\"",
"AllowQuotedRecordDelimiter": false}, "CompressionType": "NONE"}' --output
-serialization '{"CSV": {"QuoteFields": "ASNEEDED",
"QuoteEscapeCharacter": "#", "RecordDelimiter": "\n", "FieldDelimiter":
",", "QuoteCharacter": "\""}}' --expression "SELECT STNAME, CENSUS2010POP,

POPESTIMATE2015, CAST ((POPESTIMATE2015 - CENSUS2010POP) AS DECIMAL) /
CENSUS2010POP * 100.0 FROM S30Object WHERE NAME = STNAME" changes.csv

H ool H2 H F, ‘changes.csv' LISt 20| EAMA|L.

Alabama,4779736,4854803,1.5705260708959658022953568983726297854
Alaska, 710231,738430,3.9703983633493891424057806544631253775
Arizona, 6392017,6832810,6.8959922978928247531256565807005832431
Arkansas, 2915918,2979732,2.1884703204959810255295244928012378949
California, 37253956,38904296,4.4299724839960620557988526104449148971
Colorado,5029196,5454328,8.4532796097030221132761578590295546246



AWS-CLI AHE Of[(Parquet)

aws s3api select-object-content -endpoint-url https://10.224.7.44:10443
--bucket 619c0755-9e38-42e0-a614-05064£f74126d --key SUB-

EST2020 ALL.parquet --expression "SELECT STNAME, CENSUS2010POP,
POPESTIMATE2015, CAST ((POPESTIMATE2015 - CENSUS2010POP) AS DECIMAL) /
CENSUS2010POP * 100.0 FROM S30bject WHERE NAME = STNAME" --expression-type
'SQL' --input-serialization '{"Parquet":{}}' --output-serialization
'{"Csv": {}}' changes.csv

=3 IOl §S H £ changes.csve CHSt ZH&LICH

Alabama, 4779736,4854803,1.5705260708959658022953568983726297854
Alaska,710231,738430,3.9703983633493891424057806544631253775
Arizona, 6392017,6832810,6.8959922978928247531256565807005832431
Arkansas, 2915918,2979732,2.1884703204959810255295244928012378949
California, 37253956,38904296,4.4299724839960620557988526104449148971
Colorado,5029196,5454328,8.4532796097030221132761578590295546246
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HTTP/1.1 200 OK

Date: Fri, 18 Sep 2020 01:02:18 GMT
Connection: CLOSE

Server: StorageGRID/11.5.0
x—amz-request-id: 12345
Content-Length: 127

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?>
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PUT /bucket?x-ntap-sg-lastaccesstime=enabled HTTP/1.1
Date: date

Authorization: authorization string
Host: host
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PUT /bucket?x-ntap-sg-lastaccesstime=disabled HTTP/1.1
Date: date

Authorization: authorization string

Host: host
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DELETE /testl?x-ntap-sg-metadata-notification HTTP/1.1
Date: date

Authorization: authorization string

Host: host
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GET /bucket?x-ntap-sg-metadata-notification HTTP/1.1

Date: date

Authorization: authorization string

Host: host
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<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>
<Destination>
<Urn>arn:aws:es: region:account-
ID :domain/ mydomain/myindex/mytype </Urn>
</Destination>
</Rule>
<Rule>
<ID>Rule-2</ID>

</Rule>
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HTTP/1.1 200 OK

Date: Thu, 20 Jul 2017 18:24:05 GMT
Connection: KEEP-ALIVE

Server: StorageGRID/11.0.0
x—amz-request-id: 3832973499
Content-Length: 264

Content-Type: application/xml

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix>2017</Prefix>
<Destination>
<Urn>arn:aws:es:us—-east-
1:3333333:domain/records/current/2017</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

Put Bucket H|EIC||[O[|H 2l 1M

Put Bucket HIEICIO|E] 22 741 E2 AHSSHE JHE 0| Ch2t 24 S5t Hu|AS
ghyster & QALICH 98 220 MBots HEK0|E 22 T4 XML ThA A4 ol
lEHGIO| {7 Rl = JHHIS XIFBHLICE,

Hed

2
il
mjo

etZ stz ™ H3l0f| CHet S3:PutBucketMetadataNotification 20| QHLE HX ZE0{of gL |C},

QEGIHMA L

0

24 2=0l= HEIHO0IE &E 40| Zetk|0{oF gL|Ch 2 HIEIH|O|E &E F-d0il= Stit 0| 42| #|0]
SrElLCH 2 A2 HEE I._ QHHEEQ} StorageGRID7t LE M E HEIH|O|E{E HLIOF = &S XIFELICE

I.

WK O|EQ| MFOUE 7|ZECZ 7HME LEHEY & JUSLICE o2 SO, BEAZ U} = 7HM[of CHSH HELH|O|HE E'H
2 UELICE /images SAX| SHLIQE HFAZE )Jle QEHNME /videos CHE AFROA.
SEE = MEAP s 742 FR6HK] oM MEE W HRELICH oE S0, ™EAE U= 7HA[0f| CHaH SHLte

A0 ZetE AYYULILt test ’é.* FAE QA= FHA|of cHet & ) A EJLIC test2 S1EE| K| ELICE

a2 StorageGRlD 279 URNS A85Ho] X|Zsof 2FL|CE MEIH|O|E] 22 70| MEE|AL 2F0| 2
AIiSt= AR AEXRIETL JQO{OF ELICH 400 Bad Request. 2F MA|X|= ChS It Z&LICH Unable to
save the metadata notification (search) policy. The specified endpoint URN does
not exist: URN.
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<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>
<Destination>
<Urn>arn:aws:es:region:account-
ID:domain/mydomain/myindex/mytype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Rule-2</ID>

</Rule>
</MetadataNotificationConfiguration>

O HO|M= HIEtCO|E 23! 74 XML2| 240 CHa AEHELIC}

o|& 243

MetadataNotificationConfi M|E}C||0|E| 22lo| JA| &l CHAMS K| A SH= 4| AFRE| =

o

gurationS HZESHIAIR  7pxlo| #4H|0[L E§IQIL|CH,

SHLE O 9| & AT} Zotk|0] JLELICE

Es HEFOIE}S XIHE Q120 Z7ksHof s KIS
Algistis 0] ZAeo]i ejIRlLch

MEAHAA S FAS AR EL

MetadataNotificationConfiguration 2240 L=

ALt

IDYLICE Ao IR AEXALIC.

HEl HEi= gl E= H|gdsh Tt & 5 ASLIC
H| 2 g stEl 72101 CHall oot AP e A= K|
graLct.
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Rule 240 Z&E[0 JASLICE.

urn ZHH| HEtHIO|E 7t M&El= CHAS| urnIL|CH CHS of
£ME 7%l StorageGRID £X 2| URNO|0{0f BfL|C}.

* es M| HI| A0{OfF BtL|Ct,

* URN2 HIEIH[O|E{7} MF&l A=A gl
A 0f| ELHOF &LILE domain-
name/myindex/mytype.
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>
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ASZOIEL B 1E P2|X} EE HHE B2| APIS
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* arn:aws:es:region:account-
ID:domain/mydomain/myindex/mytype

*urn:mysite:es:::mydomain/myindex/myty
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T XML XMEStH7| Jof| -2 FLA6H0F gfL|Ct.
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PUT /testl?x-ntap-sg-metadata-notification HTTP/1.1
Date: date

Authorization: authorization string

Host: host

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn>urn:sgws:es:::sgws-notifications/testl/all</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

Of ofiFIof| M= HEALRE LX[SH= ZHAM|S| ZHA| HEIHOIHE 20 FLICH /images 2(£) & HE 22 HESE |

HEALE LX[ohs REMES QHHME HEIHO|E{= HEELICE /videos & HM M= MEEL

PUT /graphics?x-ntap-sg-metadata-notification HTTP/1.1
Date: date

Authorization: authorization string

Host: host

<MetadataNotificationConfiguration>
<Rule>
<ID>Images-rule</ID>
<Status>Enabled</Status>
<Prefix>/images</Prefix>
<Destination>
<Urn>arn:aws:es:us-east-1:3333333:domain/es-
domain/graphics/imagetype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Videos-rule</ID>
<Status>Enabled</Status>
<Prefix>/videos</Prefix>
<Destination>
<Urn>arn:aws:es:us-west-1:22222222:domain/es-
domain/graphics/videotype</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>



JSONO| M =

HZ10] chet

St HA
2fa=
E'k|7|' o)é

I01

Of ofiFIof M= 717t A= ZHH|7H g =
YHELICt test.

SEALY

2 MH[201 23l Hd = ASLIC

H WA HELCOE] E= EfOE 371, YTIO|E = AN[E

& A= JSONQ| HE EX ELIC sews/Tagging. txt O|(7}) =
E 2L} test A HHO| X|™E[X| 222 0[(7}) 0f(7h) ERELICt

LS ——

versionId Ef7} H|O| Q&ELICE

"bucket": "test",

"key": "SGWS/Tagging.txt",

"versionId": ""

"accountId": "86928401983529626822",

"size": 38,

"md5": "3d6c7634a85436eee06d43415012855",

"region":"us-east-1",

"metadata": {

"age": "25"
by
"tags": {
"color": "yellow"
}
}
HIEIH|O|E 22lof ZetEl JHA| TEHH| OB LTt
o Holl= 24 £310| HABHE FL T4 BHOR MAE|E JSON EA0| Z3El RE W LEL
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Hal A QEHNE M- NP H3! SH (0| us-east-1
A| A2 H|EHH[O]E 37| HTTP SZI0|AE0| EAI=|= 7HA|
37|(HIO|E)L|C}

A| A2 H|EHH[O[E MD5 ZHA| SHA|
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ol AolN 2A2| TE HAlS ML & giAL|Ct
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Get Storage Usage 22 A|HO| AtESH= & AEZ[X| ot A™E ot AAE 2F H3I0f| CHs
e ELICt
= [=]

A ST HAOM AFESH= AEE|X|2] Y2 2 AHESI0 =T E ListBucket REE Sl ¥2 & USLICH x-
ntap-sg-usage #HZ| 0170 HEUL|CEH AJARIOAM H2[5t= PUT &AMl @8 1t= EEE H2l AEE|X| AL ™S
FMYLICE E5| A|ARIO| RS MENQI B2, AMR 20| 28 ME2|E 7|ECE o4 2tut 7] Hof| ekzte|
X[Ho| AE £ ASLIC
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O] Zt S =5t S3:ListAllMyBucket #2t0| QUAHLE AH FEOF L|Ct.

GET /?x-ntap-sg-usage HTTP/1.1
Date: date

Authorization: authorization string
Host: host
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HTTP/1.1 200 OK

Date: Sat, 29 Nov 2015 00:49:05 GMT
Connection: KEEP-ALIVE

Server: StorageGRID/10.2.0
x—amz-request-id: 727237123
Content-Length: 427

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?>

<UsageResult xmlns="http://s3.storagegrid.com/doc/2015-02-01">
<CalculationTime>2014-11-19T05:30:11.000000Z</CalculationTime>
<ObjectCount>4</0ObjectCount>

<DataBytes>12</DataBytes>

<Buckets>

<Bucket>

<Name>bucketl</Name>

<ObjectCount>2</ObjectCount>

<DataBytes>6</DataBytes>

</Bucket>

<Bucket>

<Name>bucket2</Name>

<ObjectCount>2</ObjectCount>

<DataBytes>6</DataBytes>

</Bucket>

</Buckets>

</UsageResult>
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oo 22E 8 &+ ¥ S gdslet 32 st o ageGRID 11.601[ A 7.‘_*°—E'. S3 M &= 270l &-detELc.
PS A

o = |-
ComplianceS AI2ot== MATH AEY 22 O o| A Mgt &~ gixX|TH Heo w2} StorageGRID S3 REST
APIE AL23t0] 7|E9| ™ E F4acte H3lg JEIZ = AELct.

__1

* "S3 REST APIE AI23t0{ S3 QEHNE A2 S ML Ct

* "NetApp 7|2 XtZ: StorageGRID 11.50{|A 2| HA| &4 HIAIS 2|5t 2"

SGCompliance XML 2= AtBEIX| & LIEH, O[T BIT0IM = 0] StorageGRID AF8Xt Bl 248 PUT 812l
Qo] MefE XML 2K 220 ZE810] 24 S MM > UALIC

Get Bucket & 282 [ 0| AHEE[X| gigLICt 2L} 0] RES A% AESHH 7|1E 2[AHAl 4= M0 AR
A t

sQEls Fa 4HES Hol 4 JSLCH R
« AFEEIX] SS - Put B2l E4"
PUT B2l £4 RHS ©f 0[4 ALBEIX| S&LICH J21Lt 0] RES 74 ALZSI0] 7|2 (Al 4 Mo &4
HEE ¥ & JASLICL OE S0, 7|E HIIS2 HY EE MEliz /L EE 7|7t8 58 = JSLIh
ABEIX| t5: ™ E4E /%t CreateBucket 28
SGCompliance XML @4 &= AFE|X| §4&L|Ct 0|F0f|= 0| StorageGRID AH&Xt K|

S AE CreateBucket 2K 9| MEHM XML @K 220 ZEA|H =& HIIS OIS £
QIANELLCE.

O|™ StorageGRID HHO|AM AFRE 4 QIAE StorageGRID 7 =4 7|52 [ 0|4 AF2E[X]|
O S3 QEHE FHFO=E N EU}SLICEH XtM|Tt LHE2 LIS 8 EXSHMAIL.

@ * "S3 REST APIE AI23}0{ S3 QENE IS FHEL|CH
* "NetApp 7|2 At=Z: StorageGRID 11.50{| A 2|HA| &4 HIIS 225t 2"

Compllance7f HEE M HZIS O o4 MM £ IELICEH 7 E4E fdH CreateBucket @8 =X g A3
M &= HZIE M-ste{ D stH CHS 2F HAIX| 7t BtetE Lt

The Compliance feature is deprecated.

Contact your StorageGRID administrator if you need to create new Compliant
buckets.

MEEIX] g48: HI £ 2F 7t 27|

Get Bucket & 272 [ 0| AHEE|X| gISLICH 22{L} O] 2F S A& AESHH 7[&
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GET /mybucket/?x-ntap-sg-

Date: date

Authorization:

Host: host
SE

SE XMLO|AM <sGCompliance> Ofl&
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HTTP/1.1 200 OK

Date: date
Connection: connection
Server: StorageGRID/11.1.

x—amz-request-id:
Content-Length: length
Content-Type:

<SGCompliance>

compliance HTTP/1.1

authorization string
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request ID

application/xml

<RetentionPeriodMinutes>525600</RetentionPeriodMinutes>
<LegalHold>false</LegalHold>
<AutoDelete>true</AutoDelete>

</SGCompliance>
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{
"Effect": "Allow",
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]
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"arn:aws:iam:s3:: :mybucket",

"arn:aws:iam:s3:::mybucket/*"

HZ! FM2 37| H|2to] 20,480HI0[E0|11 OF FM2 37| H|2to| 5,120HH0| ELILCE.

o

105



of ety
Hoz OF FMo| ciet 2= HO0|EE 2ETHoZ LX|PIL|CE OF FMO| Lt FHM FjL oz Qlsf HE
| 8&|= O 1520] O ZE = JASLICHL 7|2H o2 A HMof| et 2 E H0|E= o L= Lot
of w2k 2l A AC|0|EQ| L2td S HEY &= UASLILE o|E S0{ AO|E S S0l M3l Mo HES
St A QIEE SHA QAL
T M = =2 T M-

0| 22 & H¥Y 4 UELICt consistency-Control PutBucketPolicy 29| 8|l EE= Put Bucket B4
2

od
QULICE B2l Hao] HEro| HIE|R FH HACR olo) #2 Lgo| MBEE ol 8% O 2 4

e Al & 9
&L
() LM EUS HED| 9 YIS OE YO a2 NS DRl 3l 25 WA ael
2t ChA| MESHoF SLICH T2X| L0 0|Z0| RE B3l Q0| AXE AHO| AFREL|CH
X% Moo ARNS AF2BHLICH

Al 20l 4| ARN Principal 3 Resource 2240{| A AH2ELICE

O +E2 A8t S3 2|AA ARNS X|HBILICE.

arn:aws:s3:::bucket-name
arn:aws:s3:::bucket-name/object key

O 22 A2t ID 2|&A ARN(AEA & O &)= XIFE Lt

arn:aws:iam::account id:root

arn:aws:iam::account id:user/user name
arn:aws:iam::account id:group/group name
arn:aws:iam::account id:federated-user/user name
arn:aws:iam::account id:federated-group/group name

7|Bt 112 Abek:

BH(*)S ALEIERZ ALESH JHA| 7] 2tofl 07 O Q| EXIE LXIAZ = ASLICEH

=
M| Z10fl XEE 4= U= FH EX= JSON UTF-8 EE= JSON\ O|AH|0| I A A S ALESH0] QIR SHOf
Lot HHE AR 2 X[HE[X| gfaLtt.

"RFC 2141 URN &"

PutBucketPolicy X0l CHst HTTP @8 222 charset=UTF-82 Q2 & =|0{OF fL|LC,

M Z0|lM Resource QA5 AFE5I0] AHE 20| HEE[HLE HRE[= M2l = TN E X-E 5= ASLICH

106


https://www.ietf.org/rfc/rfc2141.txt
https://www.ietf.org/rfc/rfc2141.txt
https://www.ietf.org/rfc/rfc2141.txt

* 2t MM 20|l = Resource 47 ZQPL|CH HAMO|M 2|AAE QAR HA|EL|CHResource EE
‘NotResource H|2].

* 83 2|42 ARNES AtESHO] 2|22 S X|FELICH o2 S th3a Z&L

"Resource": "arn:aws:s3:::mybucket/*"

WA 7] Lol M HH H-E AL S Y == AFLICE HE SH 32 25U

"Resource": "arn:aws:s3:::mybucket/home/${aws:username}/*"
* 2lAA e DB MO WA uf ofx] EXYSIK| Qs HAS KT 4 YBLIC

Mol 2ot FH|E X[FLnt

Principal 225 AHE3I0{ policy 20| 2[sH 2|AA0| CHEE HMATE HE/HEE AHEXL 08 E= HIHUE A
Al shL|C}
1 =2d .

* K3l HAo| Zt M MAH0|l= Principal 2247t IetE|0{of SHL|CH 12 HxHo| i MHL 1=20| HO
QIAlE|7| 20| Principal 247 ZQ6}X| t&L|Ct

MO M FH|= "Principal” &= "NotPrincipal” 22 HEA|E/LIC}

AHE 7|8H IDE ID = ARNS AtESH0] X|&sH{of tL|Ct,

"Principal”: { "AWS": "account id"}
"Principal”: { "AWS": "identity arn" }

Ol ol M= AIE RE I AF BE AZXE Eoh= HIFE A1 ID 272339069346844275255 AHEELICE.

"Principal": { "AWS": "27233906934684427525" }

* AE REU XEE + ASLICE

"Principal": { "AWS": "arn:aws:iam::27233906934684427525:root" }

* £ 0|EE 0|4 ALXH("Alex")E X8 + AELICL

"Principal": { "AWS": "arn:aws:iam::27233906934684427525:federated-
user/Alex" }

Am

M ES 222X S K- 4 USLICH

107



"Principal": { "AWS": "arn:aws:iam:

:27233906934684427525: federated-
group/Managers" }
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S3:PutBucketLastAccessTime K2l 2= 2 A2t
S3:PutBucketMetadataNotification Put Bucket H|EIH|O|E] &2l 1A
S3: PutBucketNotification PutBucketNotificationConfiguration=

HZESHIAIR

S3:PutBucketObjectLockConfiguration * £ Al25}0] CreateBucket 2 otsL|C}

x—amz-bucket-object-lock-
enabled: true 8#
8]4(S3:CreateBucket HetT Z Q)

* PutObjectLockConfiguration 2
XA

S3: PutBucketPolicy BucketPolicyE & ZSHMAIL
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S3: PutBucketTagging

S3: PutBucketVersioning

S3: PutLifecycleConfiguration

S3:PutReplicationConfiguration

S3:BypassGovernanceRetention

S3:DeleteObject & MEHSL|C}

S3:AHH| ObjectTagging
S3:DeleteObjectVersionTagging
S3:DeleteObjectVersion

S3:GetObject

S3 REST API %Y StorageGRID AtEXt

INES
* DeleteBucketTagging 1 £ EZsHMAIR
» BucketTagging
PutBucketVersioningS & XA
* DeleteBucketLifecycle + 2
XA
* PutBucketLifecycleConfiguration=

XA

PutBucketReplicationS & ZE 5t AR off, &) 3¢ AKX
2 L

S3 REST API =H¢ StorageGRID A2 X}

INES
* AbortMultipartUpload £ 22/8fL|C}

* RestoreObject & MEBfL|C}

* DeleteObject & S=I2LICt
* DeleteObjects £ S2/3fL|C}

* PutObjectRetention

* DeleteObject & S2ITHL|Ct
* DeleteObjects £ 22/gtL|C}

* RestoreObject £ MEHT}L|C}
DeleteObjectTagging & AEHSHL|C}
DeleteObjectTagging(ZHAI2] EH HZ)
DeleteObject(ZHAI2] EX HH)

* GetObject E x4
* HeadObject £ ME4BIL|CH

* RestoreObject & MEHS}L|Ct

=
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* SelectObjectContent S AMEHSIL|C}
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st S3 REST API X9 StorageGRID AtEX}
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S3:GetObjectAcl GetObjectAcl
S3:GetObjectLegalHold GetObjectLegalHold & & ZESHUAIR
S3:GetObjectRetention GetObjectRetention2 & ZSHMA|L
S3:GetObjectTagging GetObjectTagging
S3:GetObjectVersionTagging GetObjectTagging(HAl2] EH HH)
S3:GetObjectVersion GetObject(ZHA|2| EH HH)
S3:ListMultipartUploadParts(S3:ListMultim  LijstParts, RestoreObject & & ZE st A2
partUploadParts) &
S3:PutObject * PutObject & MEHGIL|C}

* CopyObject & MEHBILIC}

* RestoreObject = AMEHEHL|C}

* CreateMultptUpload £ Z2!gtL|Ct

* CompleteMultipartUploadS Z2!gtL|C}

* YZC OIE

* YZEIE A
S3:PutObjectLegalHold PutObjectLegalHoldE ME{EL|Ct
S3:PutObjectRetention PutObjectRetention
S3:PutObjectTagging PutObjectTagging
S3:PutObjectVersionTagging PutObjectTagging(ZHH[2] EX HH)
S3:PutOverwriteObject * PutObject & ME{BIL|C} ol

* CopyObject & ME#BIL|C}

» PutObjectTagging
* DeleteObjectTagging = ME{TtL|C}
* CompleteMultipartUploadS Z2!gtL|C}

S3:RestoreObject RestoreObject & MEHEIL|C}
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Condition: {
condition type: {

condition key: condition values

Ct2 oMo A IPAddress =712 SOURCEIP = 7| Ar2gtL|C}.

"Condition": {
"IpAddress": {
"aws:SourceIp": "54.240.143.0/24"
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StringNotEqualsignoreCase &
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NumericEquals
NumericNotEquals
NumericGreaterThan
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NumericLessThanEquals
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S3:ListBucket &
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S3:41A| ObjectTagging

S3:DeleteObjectVersionT

agging

S3:GetObject
S3:GetObjectAcl

3: GetObjectTagging
S3:GetObjectVersion

S3:GetObjectVersionAcl

S3:GetObjectVersionTagg

ing
S3: PutObjectAcl
S3:PutObjectTagging

S3: PutObjectVersionAcl

S3:PutObjectVersionTagg

ing

S3:ListBucket 3!

S3: ListBuckketVersions
ot

S3:PutObject

S3:PutObjectRetention

S3:ListBucket 3!
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* CopyObject & ME#BtL|C}

* CreateMultptUpload £ 22!%fL|Ct

* PutObject & MEHEL|
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S3: S3:PutObject WAl 2Hof| EfaVF ZotEl AL EX™ e 7|2} Z40]
RequestObjectTag/<tag- o QskL|C},

key> S3:PutObjectTagging

S3:PutObjectVersionTagg
ing
Mol A ABSI0] AL THs 3 B HEE AS 4 UALICH oM T H4ES ALBY 4 UBLICH Resource

O] MM Ha= [ULICH $ {aws :username} 2(=) Resource 42| YL QILICH
"Resource": "arn:aws:s3:::bucket-name/home/S${aws:username}/*"

0| Of|H|0|M = QLICE ${aws:username} =71 80

Y
\J

"Condition": {
"StringLike": {
"s3:prefix": "S${aws:username}/*"

b o
B A
${aws:Sourcelp} SOURCEIP 7| X3 &l Ha2 AFEEL|CE.
${aws:username} N3E HEZ ALK} 0| 7|1 AFERLICE
${s3:prefix} MH|AHE prefix keyS S variable £ AFESICE
${s3:max-keys} MH|AHE X|Cf 7| 7|E MBS E HLZ AFEEL|CE
S${*} E EX X2 2[EE * EXIE AF2EL|CE
${?} Ex ZXL 2XE 2HEE ALESLI? 2XL.
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WORM(Write-Once-Read-Many) 2=

WORM(Write-Once-Read-Many) HZl 2 M435t0{ O|0|E, ALEXt Ho| QEHE HEIH|O|E 5! S3 REHME EfA S
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* C}S 72 Y S3 HMS Mgt
° 83 MM0j| PutOverwriteObject 75 X4 27t C}.
° DeleteObject {57 %S S3 ™o F71gfL|ct,
° S3 H#0f| PutObject 518 ZHS F7tetLct.
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/mybucket/important.doc
PUT#1 ---> OK
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O] MMo| 0| E AHE5H0] H{ZI0f| CHt StorageGRID HM[A M S FEBILICH
2l G2 F™Mo| AAE HII0|| Ciet HMA HotS X[F LT K3 FH2 S3 PutBucketPolicy APIE AHE 510
FHELICH 8 HEBHIAS "H21 Hel

> aws s3api put-bucket-policy --bucket examplebucket --policy
file://policy.json

Of oiH|o| M= anonymous% H|Zot 2= AMEXZL IS QEMEZS LIEst Mo ZE QEHE L3
GetObject M US +HY &= AFLICL LHE o2 Of M2 AH RE 2lo= Halo & = A=
ool gleB =z 35| RESHA| g2 =+ ASLICH

"Statement": [
{
"Sid": "AllowEveryoneReadOnlyAccess",
"Effect": "Allow",
"Principal": "*",
"Action": [ "s3:GetObject", "s3:ListBucket" ],
"Resource":
["arn:aws:s3:::examplebucket", "arn:aws:s3:::examplebucket/*"]
}
]
}
of: of A™e| 2= AFEXIIt TS| MM AS = JALF 581 CHE AFO| 2= AEX= HZI0| 87| HE2=
UM AT AELICH

Of Mo M = XIFE AE2 EE ALEXIIt H{ZI0)| 2t7T5] AMAS = AX|TH XFE COHE AZL BE AL A=
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"Statement": |

{

Ol: 2= AFSXEZE HZI0f CHel 87| HE AM|A S XFE 20 ofet H

of o ofl ]
sS4+

HM 2Tt S

"Effect": "Allow",

"Principal": {

"AWS": "95390887230002558202"
by

"Action": "s3:*",

"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

]

"Effect": "Allow",

"Principal": {

"AWS": "31181711887329436680"
by

"Action": "s3:GetObject",

"Resource": "arn:aws:s3:::examplebucket/shared/*"

"Effect": "Allow",

"Principal": {

"AWS": "31181711887329436680"
by

"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::examplebucket"
"Condition": {

"StringLike": {
"s3:prefix": "shared/*"

= anonymousE E&st= BE AFEXZL HZIO| U= BE
& = ACH, of A2 I F0f £ ALEXI AT = AS
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"Statement": |

{

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202:federated-
group/Marketing"
by
"Action": "s3:*",
"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"
]
by
{
"Effect": "Allow",
"Principal": "*",
"Action": ["s3:ListBucket","s3:GetObject"],
"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"
]
}
]
}
of: 22t0IAETHIP HRI0| A= B B AFSXIF 10| Chet 917] 3 M| HMA S S{EeLCt

O] GIMUA= QEO| X|HEl IP H2I(54.240.143.0 ~ 54.240.143.255, 54.240.143.188 H|2|)0{|A] LAlist AL
anonymousE Xt B = ALRIO| H2IZ LTG5 HZlo| BE QEME O QLENE XS 3 o+~ JASLICL
CHE & 20| HRE|D IP HRIE Hojt 2= Q0| HREL|CH
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"Statement": |
{
"Sid": "AllowEveryoneReadWriteAccessIfInSourcelIpRange",
"Effect": "Allow",
"Principal": "*",
"Action": [ "s3:*Object", "s3:ListBucket" ],
"Resource":
["arn:aws:s3:::examplebucket","arn:aws:s3:::examplebucket/*"],
"Condition": {
"IpAddress": {"aws:SourcelIp": "54.240.143.0/24"},
"NotIpAddress": {"aws:Sourcelp": "54.240.143.188"}

of: XIEE S& ALEXI7F S22 HAIS 2ATs

HMAT = ATE S| ERILICE
Of oflofl M= m|TH2f|0]d AL Xt AlexZt Of TSt HA| MM AES 5] ELILILE examplebucket MM 1 =K. "root"E
a

ZSHCHE BE ALK BE 22 BAXHCZE HRSLICE J2{Lt "root"= PUT/GET/DeleteBucketPolicyOi|
CHet #oto] HEE|X| F&LICE
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"Statement": |

{

"Effect": "Allow",

"Principal": {
"AWS": "arn:aws:iam::95390887230002558202:federated-user/Alex"

by

"Action": [
"s3:x"

I

"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

]

by
{

"Effect": "Deny",

"NotPrincipal": {
"AWS": "arn:aws:iam::95390887230002558202:federated-user/Alex"

by

"Action": [
"s3:x"

1,

"Resource": [
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

0ll: PutOverwriteObject # 3t

0| oflofl M = LICt Deny PutOverwriteObject X DeleteObject Off CHet ot 7HA|2| H|O|E], AF2 Xt & 9| H|EIH|O|E]
% S3JHA| EH D X|HE HOMALE MHE o~ IELICE
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"Statement": |

{

"Effect": "Deny",
"Principal": "*",
"Action": [

"s3:PutOverwriteObject",
"s3:DeleteObject",
"s3:DeleteObjectVersion"

1,

"Resource": "arn:aws:s3:::wormbucket/*"
b
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202: federated-
group/SomeGroup"
b
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::wormbucket"
b
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202: federated-
group/SomeGroup"
b
"Action": "s3:*",
"Resource": "arn:aws:s3:::wormbucket/*"

—
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"Statement": |
{
"Action": "s3:*",
"Effect": "Allow",
"Resource": "arn:aws:s3:::*"
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"Statement": |

{

"Sid": "AllowGroupReadOnlyAccess",
"Effect": "Allow",
"Action": [

"s3:ListAl1MyBuckets",
"s3:ListBucket",
"s3:ListBucketVersions",
"s3:GetObject",
"s3:GetObjectTagging",
"s3:GetObjectVersion",
"s3:GetObjectVersionTagging"
1,

"Resource": "arn:aws:s3:::*"
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"Statement": |

{

"Sid": "AllowListBucketOfASpecificUserPrefix",

"Effect": "Allow",
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3::

"Condition": {
"StringLike": {

"Sid": "AllowUserSpecificActionsOnlyInTheSpecificUserPrefix",

"s3:prefix": "S${aws:username}/*"
}
}
by
{
"Effect": "Allow",
"Action": "s3:*Object",
"Resource": "arn:aws:s3::
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:department-bucket",

:department-bucket/${aws:username}/*"
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