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Create endpoint

@ Enterdetails — Select authentication type o Verify :s.en.rer

Verify server

Use this method to validate the certificate for TLS connections to the endpoint resource. If you select "Use custom CA certificate," copy
and paste the custom security certificate in the text box.

© Use custom CA certificate

Use operating system CA certificate

Do not verify certificate

Previous
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Platform services endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service
(CloudMirror replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to
use.

4 endpoints Create endpoint

Display name @ = lLasterror® < Type® = URI® = URN® =

my-endpoint-1 53 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucketl
my—endpoint—2 0 2 hours ago Search http://10.96.104.30:9200 urn:sgws:es::mydomain/sveloso/_doc
my-endpoint-3 Notifications http://10.96.104.202:8080/ arn:aws:sns:us-west-2:examplel
my-endpoint-4 S3 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucket2
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Overview N
Display name:; my-endpoint-1 #
Type: 53 Bucket
URI: http://10.96.104.167:10443
URN: urn:sgws:s3:::bucketl
Connection Configuration
Verify connection @
Some errors might continue to appear after they are resolved. To see if an error is current or to force the removal of a
resolved error, select Test connection.
Test connection
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Platform services endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service

(CloudMirror replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to

use.

4 endpoints

Create endpoint

Displayname @ * Lasterror® <= Type@® = URI® = URN® =
my-endpoint-1 53 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucketl
my—endpoint—2 0 2 hours ago Search http://10.96.104.30:9200 urn:sgws:es::mydomain/sveloso/_doc

my-endpoint-3 Notifications http://10.96.104.202:8080/

arn:aws:sns:us-west-2::examplel

my-endpoint-4 S3 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucket2
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use.

4 endpoints

Platform services endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service
(CloudMirror replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to

Create endpoint

my-endpoint-3

my-end point-4

Notifications

53 Bucket

http://10.96.104.202:8080/

http://10.96.104.167:10443

Displayname @ < Lasterror® <~ Type@® < URI® = URN® =
my-endpoint-1 53 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucketl
my—endpoint—2 0 2 hours ago Search http://10.96.104.30:9200 urn:sgws:es::mydomain/sveloso/_doc

arn:aws:sns:us-west-2:examplel

urn:sgws:s3::bucket2
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Delete endpoint X

Are you sure you want to delete endpoint my-endpoint-107?
This might take a few minutes.

When you delete an endpoint, you can no longer use it to access
external resources.

Cancel Delete endpoint
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g One or more endpoints have experienced an error and might not be functioning properly. Go to the Endpoints page to view
the error details. The last error occurred 2 hours ago.
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Overview A

Display name: my-endpoint-2 #

Type: Search

URI: http://10.96.104.30:9200

URN: urn:sgws:es:::mydomain/sveloso/_doc
Connection Configuration

Verify connection @

Some errors might continue to appear after they are resolved. To see if an error is current or to force the removal of a
resolved error, select Test connection.

Test connection

Last error details

@ 2 hours ago

Endpoint failure: Endpont has an AWS failure: RequestError: send request failed; caused by: url.Error; caused by:
net:OpError; caused by: os.SyscallError (loglD: 143H5UDUUKMGDRW.)
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<ReplicationConfiguration>
<Role></Role>
<Rule>
<Status>Enabled</Status>
<Prefix>2020</Prefix>
<Destination>
<Bucket>urn:sgws:s3:::2017-records</Bucket>
<StorageClass>STANDARD</StorageClass>
</Destination>
</Rule>
</ReplicationConfiguration>
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Bucket options Bucket a

Replication

specified in an endpoint.

# Platform services must be enabled fory
* You must have already configured an en

Enable replication

cCess Platform services

Disabled

Enable the CloudMirror replication service to copy objects from a source bucket to a destination bucket that is

our tenant account by a StorageGRID administrator.
dpoint for each destination bucket.

# You must specify the URN of each endpoint in the replication configuration XML for the source bucket

<ReplicationConfiguration>
<hole></Rale®>

<Rule>

<Prefix>Z030</Prefins

<Destination>

</Destination>
</ Rule>

<;Repllcatichcnflguratlcnﬂ

<StatusrEnabledes Scatusss

<Bucket>nrn: sgws: s3:

<StorageClass>STANDARDS/StorageClass>

Dr2llF—-records<iBuackets>
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<NotificationConfiguration>
<TopicConfiguration>
<Id>Image-created</Id>
<Filter>
<S3Key>
<FilterRule>
<Name>prefix</Name>
<Value>images/</Value>
</FilterRule>
</83Key>
</Filter>
<Topic>arn:aws:sns:us-east-1:050340950352:sgws-topic</Topic>
<Event>s3:0bjectCreated: *</Event>
</TopicConfiguration>
</NotificationConfiguration>
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Bucket options Bucket access Platform services 53 Console

Replication Disabled

Event notifications Disabled

Enable the event notification service for an 53 bucket If you want StorageGRID to send notifications about specified events to
a destination Amazon Simple Notification Service [SNS} or 2 destination Apache Kafka cluster.

= Platform services must be enabled for your tenant account by a StorageGRID administrator.

* You must have already configured an endpoint for the destination of event notifications.
* You must specify the URN of that endpoint in the notification configuration XML for the source bucket.

Enable event notifications

Clear

<TopreConfiguration:
<Id>Image-created</Id>
<Filter»
<53Key >
<Filterfule>

<Name>prefix</Name>
<Valuerimages/</Valuer
</EilterRules
4 [fS3Key>
</Filters hd

Jz|E #e2|X} Es O2|E 22| APIE AHE3HY StorageGRID 22| X7t 24 E|HE A of| CHat

(D) == Mul2S Zasie0} SLICE 74 XMLE MEY 1 257+ 4318 StorageGRID

HE|XH|A ELISHYAL.

- A XML A= A2IS ER|7Ho] QT T AFES £F5HE AA HZIQ| Ao Cist ZS
A
T o

0f

—_

EIo M= = WM E 2= motCE ofHIE 2E0] HMEELIC images/ BF

210| CHA Amazon SNS = Kafka ETOf| MEE|QJA=X| golgt|ct,

29




o€ S0 th& X7k Amazon SNSO| SAEIE|0 Q= 22 20| HiEE I O|HY S ELHE=E MH|AE
A A
ES

"Records": [
{
"eventVersion":"2.0",
"eventSource":"sgws:s3",
"eventTime":"2017-08-08T23:52:382",
"eventName" :"ObjectCreated:Put",
"userIdentity": {
"principalId":"1111111111111111111"
br
"requestParameters": {
"sourceIPAddress":"193.51.100.20"
br
"responseElements": {
"x-amz-request-1d":"122047343"
br
"s3":{
"s3SchemaVersion":"1.0",
"configurationId":"Image-created",
"bucket": {
"name":"testl",
"ownerIdentity": {
"principalId":"11111111111111311111"
br
"arn":"arn:sgws:s3:::testl"
by
"object":{
"key":"images/cat.]jpg",
"size":0,
"eTag":"d41d8cd98f00b204e9800998ecf8427e",
"sequencer":"14D90402421461CT7"

+ i &0l 2Z 0| =41=|™ StorageGRID 2Z0f| CHot 24 HAIE SH 2 4ot AYLCH

30



"S3 REST API AtE"

M S MH[AS ALE LT

M S MH|AE= Ml 7HK| StorageGRID S E AH|A F SHLHRILICEH QEME MY, AF|
= ol HIEtH|O|E] = Ef 7t |0 EE WHOFCE CHef 244
MIEIHO|H E &SR Of MH|AE Sdstet = ASLICE

HIHE Zt2|XHE AFESto] H{ 210 AHE Xt X|H StorageGRID 74 XMLE M &8¢t0] AM S¢S 2ME £ USLICH

AM 5 MH|AZE QI5l 7HA| HIEIH|O|E{7} AR .i-é— |7] ti20]| SHE 24 XMLS _ HIEIH|O|E
otz M xml_ 0|2t BHLICH O] 4 XML O[HIE §A2IS MFsH= O| AF2E|= notification T4
xml_2+ CHELICE

©

* 2l HiEtC)o|H 2E FdS AMIRLITE
* Bucket MIEIH[O|E] &3 7 7t 27|

* Put Bucket HIEtH|O|E] &E 4

"HM %@% flet 74 XML
"H|EtH| OB 2rRI0fl Z&HEl ZHA| HIEFCO|Ef & L|CH
"JSONO| ZM St M| 200 ofs Y =ASLICH

"HAM SE MH|AE PR

HM E3F MH| AL of ISR 7| ®Zste At2sto] LA EIL|C}
<MetadataNotificationConfiguration> %
</MetadataNotificationConfiguration> Ej. Zt F&I2 FXI0| HEE[=

QHHMECQ} StorageGRID7} sie RLEHME9) IJ1IEHZ1|0|E1E HUfjof 5h= tedS XIFELICE

Al 0150 HEOIZ JIFQR HHIS WEYE 4 YBLICH OIS S0f, EAPE 2= JHH 0l it BEHO|ES b
% QISLICH inages HHO| StLiel 32 9 MEAL 21 HAIO| HEFEOIEIALI videos CHE ARIOI7. S5l
BEA}gls 22 fashl gool Had o AR o8 Sof, HEAE 2L AHlol chel sitel 7AS

EoSt= PHYULIC test BFAIE U= 7HX|01| CHet & 1?“5!0"-“1# test2 S18EX| g&LICH.

AM =5t MH|AZ 2|l MM =l StorageGRID AEXQIES| URNS ARSI CHAIS X[ dloF SfL|Ct. o|2{st
°1|':£?_|E'.: Elasticsearch 22{AE0| Mol &l QIHA 5 RAHS '—fEf"” L|Ct.

31


https://docs.netapp.com/ko-kr/storagegrid-118/s3/index.html
https://docs.netapp.com/ko-kr/storagegrid-118/s3/index.html
https://docs.netapp.com/ko-kr/storagegrid-118/s3/index.html
https://docs.netapp.com/ko-kr/storagegrid-118/s3/index.html
https://docs.netapp.com/ko-kr/storagegrid-118/s3/index.html
https://docs.netapp.com/ko-kr/storagegrid-118/s3/index.html
https://docs.netapp.com/ko-kr/storagegrid-118/s3/index.html
https://docs.netapp.com/ko-kr/storagegrid-118/s3/index.html
https://docs.netapp.com/ko-kr/storagegrid-118/s3/index.html
https://docs.netapp.com/ko-kr/storagegrid-118/s3/index.html
https://docs.netapp.com/ko-kr/storagegrid-118/s3/index.html
https://docs.netapp.com/ko-kr/storagegrid-118/s3/index.html
https://docs.netapp.com/ko-kr/storagegrid-118/s3/index.html
https://docs.netapp.com/ko-kr/storagegrid-118/s3/index.html
https://docs.netapp.com/ko-kr/storagegrid-118/s3/index.html

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>
<Destination>
<Urn>arn:aws:es:region:account-
ID:domain/mydomain/myindex/mytype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Rule-2</ID>

</Rule>

</MetadataNotificationConfiguration>

O HO|M= HIEtCO[E 23! 74 XML2| 240 CHa AEHELIC}

JE KL mas 94

MetadataNotificationConfiguration  M|E}C|O|E{ 29| JHA| & CHANS X|HSH= O AFRE= o
= gxotdA e & of ZAE|ofLA EfaLCY.

StLE O 9| & @A} Zotk|0] JUELICE

T2 HIEIHIO|E & X|FE A= A0] 7130k 3h= IHAME o
AEsts Ao AUH|O|H Ef LT,

HEAL BXlE A2 AR EL.

MetadataNotificationConfiguration 2240 L=/

ALt

IDYLICE Ao IR AEXLIC. oL

HEH HEiE gl E= HIgdsh Tt & 5 JASLICH of
H| 2 gstEl 72101 CHall oot AP e A= K|
gaLct.

Rule 240 Z&E|0] JAELICE

32



= A
018 oy z

7IS—IIZ—O'I ~ I:AI'QI' OIXl I_|_ 7Hx'"|_
HIEIH|O|E{= X|HEl CHAIS

H“ Jﬁ
X
o
il
-
Il

DE QEHMEZS LXAF[HH H YEAE XFELIC

1o
1
Rl
=1
it
10
=2
0z

Off CHSH Z4Ef|Of L] Ef I RIL|CY. o
Rule 2240 Z&E[0 JASLICE.

urn ZHH| HEHH|O|E 7t M& &= CHAS| urnIL|CH CHS of
£ME 7%l StorageGRID 27X 9| URNO|0{0f BfL|C}.

* es M| HI| A0{OfF BtL|Ct

* URN2 HIEIHO|E{7} MF &l QA Sl HAlo=
A 0f| ELHOF &LILE domain-
name/myindex/mytype.

ASHQIEL BHUE BH2|x} EE HUE 2Ho| APIZ
A tof THEILIC ChS T 2 HAIZ FELICH

o T

* arn:aws:es:region:account-
ID:domain/mydomain/myindex/mytype

*urn:mysite:es:::mydomain/myindex/myty
pe

mEN| 9:95 404 QEE ° H 2AMo| %I]IH%I'HEL

urn2 Destination 20 ZoHEIL|CE

HE HEIHIOIH €& 718 XMLE AHE0t0] 7ot XMLE Fd5t= &#HS gLt

HE Aol MEel= HEHH O &3 P ILICH

Of iAo 2E REHES| QEHE HEIH|O|HE St &= MSELIM.



<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn>urn:myes:es:::sgws-notifications/testl/all</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>
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HEAR EX[5ts QEMES| QHHE H|EtH|0|E = MEELICE /videos F B Y2 HEE

<MetadataNotificationConfiguration>
<Rule>
<ID>Images-rule</ID>
<Status>Enabled</Status>
<Prefix>/images</Prefix>
<Destination>
<Urn>arn:aws:es:us-east-1:3333333:domain/es-
domain/graphics/imagetype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Videos-rule</ID>
<Status>Enabled</Status>
<Prefix>/videos</Prefix>
<Destination>
<Urn>arn:aws:es:us-west-1:22222222:domain/es-
domain/graphics/videotype</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>
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<MetadataNotificationConfiguration>
<Rule>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn>arn:aws:es:us—-east-
1:11111111111111:domain/mydomain/myindex/mytype</Urn>
</Destination>
</Rule>

</MetadataNotificationConfiguration>
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Bucket options Bucket access Platform services

Replication Disabled “
Event notifications Disabled v
Search integration Disabled ~

Enable the search integration service to send object metadata to a destination search index whenever an object is created, deleted, orits
matadata or Lapgs are updated

» Platform services must be enabled for your tenant account by a StorageGRID ad ministrator.
& You must have already confligured an endpoint for the search integration service.
» You must specify the URN of that endpeint in the search integration configuration %ML for the bicket you want to index.

Enable search integration

“MetadataNotificationConfiguration>
<Rule>
A5tatusrEnabledd/Status>
LPrafixc/Prefin>
<Destination>
ZUrnr»arniawstes:ua-east-1:111T13T71311311 rdomain/ mydomain/myindex/mytype</0rn>
£/ Deatination>
</Hule>
< /MetadatalotificarionConfigurations)
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"bucket": "test",
"key": "SGWS/Tagging.txt",
"versionId": "",
"accountId": "86928401983529626822",
"size": 38,
"md5": "3d6c7634a85436eee06d43415012855",
"region":"us-east-1",
"metadata": {
"age": "25"
by
"tags": {
'color": "yellow"
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