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~  You have 4 notifications: 1 @ 3 A

Overview Performance Storage ILM Nodes
Health status @ Data space usage breakdown @ Lt
2.11 MB (0%) of 3.02 TB used overall
License
1 Sitename & Data storage usage + Usedspace S Total space %
Data Center 2 0% 682.53 KB 926.62 GB
Data Center 3 0% 646.12 KB 926.62 GB
License
Data Center 1 0% T79.21 KB 1.247TB
Total objects in the grid @ Metadata allowed space usage breakdown @ e
3.62 MB (0%) of 25.76 GB used in Data Center 1
0 Data Center 1 has the highest metadata space usage and it determines the metadata space available in
the grid
Metadata space 2
Sitename % P + Usedspace = Allowed space %
usage
Data Center 3 0% 2.71MB 19.32 GB
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groups Operations on groups
GET /grid/groups Lists Grid Administrator Groups
Parameters
Name Description
type
string filter by group type
s Available values  local, federated
v |
limit
integer maximum number of results
(query)
Default value : 25
marker
string marker-style pagination offset (value is Group's URN)
(query)
marker - marker-style pagination offset (value
includeMarker
boolean if set, the marker element is also returned
(query)
v
order
string pagination order (desc requires marker)
ey Available values - asc, desc
Responses Response content type [ application/json
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Code Description

200
successfully retrieved

Example Value = Model
"responseTime™: "2021-03-29T714:22:19.673Z",

"status”™:
"apiversion

"deprecated”:
"data”: [
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A

RECRE-CEE =)

rir
12

* *S3QHHE ZF * IR S3 QUME TF M A| 2,
* * server-certificate *: Grid Manager A|H 25
* * SNMP *: 3% SNMP o] chgt =he].

* AERIX] - AEOFE * AEE|X]| LE /B0 YLICE

* * traffic-classes *: E2iTl 25 MM 2ot 2.

o * AR 4 gls 2EI0IGE-HIESRR = MY + gl= 220|E HESZ Fd0M2| 2

* AF2X}* J2|E 22X AIRXIE B0 B2|sHs =

Grid Management API 7 22|
Grid Management API= HZX 22| E Aot FF ¢ € 2(0|=EE X[ L Cf.

O£ 0, 0| 2" URLE API HH 45 X|™gtL|Ct.

14



https://hostname or ip address/api/v4/authorize

O % B{TIT} SEE(X| k= H ALSHO| LA4SHE APIQ| X H{FHO| HBIEILICE APIO| £ MMS OF MM _ 53t
2(2) WAL o WHELICH S8 JH53 W ARl M 2 5 M 44 7P ZeELC

CHS GlAoM = 3

0

Hofl 2t API HHE SS5t= WHE 20 FLCH

APl HE SHELICE o] HF A B
O|F K1t S8t JHsEhL|Ct 2.1 29
O|™ H{HMut S| x| gb&LICt 2.1 3.0

StorageGRID 2ZEQ0{E XS HX[SIH x| A HHO| APITH 2 M3 EIL|CH TO2{L} StorageGRID2| M 7|5
Ze| =2 ¥I20|=5HH StLt 0| 49| StorageGRID 7|s EE|=0] et 0| API {0 A& M| AS &~ AJSLICH

XRels HEE 2T £ QELICE o CHE Swagger API MEA Q| * config * MMS EHZSHUAIL
"Grid Management APIE & ZSHUA|R" & HESHIAIR. 2[4 HEZ AL} 1 2E API

=
S2H0[AEE YH|0|Et = O H{Tf| CHet X| @S HIE-dets{oF ghL|Ct.

QelE RE2 LIS 22 YHOZ O O|Y ASEIX| gi= A2 EAIELIL]

LS i

Received call to deprecated v2 API at POST "/api/v2/authorize"

S EHElZ0M X YEl= API TS gfolstL|Ct

E MEBYLICIGET /versions A[™E[= API F HH SE& Htetsty| 218t API @ HLICE o] 22 Swagger
AP| MO * config * MIM0of| LELICE,

GET https://{{IP-Address}}/api/versions
{
"responseTime": "2023-06-27T22:13:50.7502",
"status": "success",
"apiVersion": "4.0",
"data": [
2,
3
4

15



SO0l CHet API TS X FeLct

path O{7 H-E AMESHO] API HEE X| &g & -r UELICE (/api/v4) EE HE|2 (Api-Version: 4)E
S2ISHL|CH £ 22 D& ®|2sHH 3|0 20| 22 22 xHE oSt |Ct.

curl https://[IP-Address]/api/v4/grid/accounts

curl -H "Api-Version: 4" https://[IP-Address]/api/grid/accounts

AIO|E 7t @8 QIZ(CSRF)EEEH E=

CSRF EZ2 A5 7|2 AtEdt= &2
7t HF X)) 3HOEEH Eog o~ JELICL Grid Manager £ Tenant Manager— OI EOP
JlsE AsL= gdetetL|Ct. CHE API 22t0[YE

OF*LJ[}
HTTP 2FA| POSTS} 20| CH2 APO|E0| h3t Q&S E2|72 4 = BARHE 20U ALBRLS] 77|12 AGSt
S 9HS OIS 4 ABLICH

StorageGRID= CSRF E28 AI2310] CSRF 2202 HE EtiL|Ct &Mt 22 EX R7|9 LIE2 EH
S| £= EX POST 22 Oi7 42| LiEn} L X[sHOf ShL|Ct.

7158 ddetote® & AEYLIL csrfToken O Hay e true 21F &. 7|28 2 YLICH false.

curl -X POST --header "Content-Type: application/json" --header "Accept:
application/json" -d "{

\"username\": \"MyUserName\",

\"password\": \"MyPassword\",

\"cookie\": true,

\"csrfToken\": true
}" "https://example.com/api/v3/authorize"

AccountCsrfToken #7|= HIHE J-h“-leoil Chet §—|0|o1| EHE* Yol gto= AFELILt
FI7t Az B2 AAH HEH(POST, PUT, THA|, &4H)E +8Y = U= 2= Q| C SHLE7F ZetE[0fOF

S2IHL|Ct x-Csrf-Token CSRF E2 F7|9| 202 MFEE &|O.

= =
=
* ZEQIAYE HICIE +8%t= BFO BR:AcsrfToken & QALE 28 22 07 HaL|C

=7hOlA S MR 2= 222 AP

nx

A

]

HEXSHMAIL.

@ CSRF EZ 27| METI = 282 CSRF 340l tigt 7t Ez2 M JSON 8H 228 7|tidt=
2 E QA cisl "Content-Type: application/json" s|HHE M E2¢tL|C}.

16



SSO(Single Sign-On)7| gd3tE A2 APIE AHERILICH

SSO(Single Sign-On)7} ZA%tEl 22 API AFE(Active Directory)

Ql= AL "SSO(Single Sign-On) 741 2! 2t %} Active DirectoryS SSO 22 XIE At&SH=
32, 12|E #E| APl £= HIHE 22| APIO| R=2tt Q15 EZS 7| fldl €T API RF S
Aasiof efL|Ct,

SSO(Single Sign-On)7t &4 3tEl 22 APIO| 2QIgL[C}
Active DirectoryE SSO ID 33XAtZ AH25H= F L CHS X|A0| HEEL|CH
A|=tstz| Fof|
* StorageGRID AH2XF IE00 &3t HIH2)|0]d ALE Xt SSO AFEAL O[St Y= E Y1 JUESLICE.

* EflE 22| APIO| UM AR HIHE A|F IDS 21 0{0f BHLIC

* E S22I8LIC} storagegrid-ssoauth.py StorageGRID A X| It C[2IE2|0f| Q= Python A3 EE
/rpms Red Hat Enterprise Linux2| < . /debs Ubuntu E£= Debian, ¥ 2| AL . /vsphere VMware2|

° curl RFQ YIEZE 0
2 P L2[A ootH A 2 A|ZHo] XoHE £ JSLICH Ot 22 @F7 EAIE £ JSLICH A

valid SubjectConfirmation was not found on this Response.

(D oFl cul USBRE CIE ABAIL YBE B 4 YUES SR YALIC

URL 212 EA[7t = B2 O3 2F 7t BAIE = J}SLICH Unsupported SAML version.

£ £32 @o2iR [} WY 3 SILIS MegiLICY
° E MEYLICI storagegrid-ssoauth.py Python 23R E . 2CHA 2 0| SgILICE.

° curl RHE ArEefL|C} 3THAZ Ol S gtLCt.

° SSO Wt ADFS &= ADFSE i=fgtLct.

° SSO AHZX} O| ELICE

° StorageGRID7} &X| & =HQILICF

° StorageGRID2| FAlL|Ct

° HIFE 22| API0f| HM|ASIE = Z<L EIHE A IDRLICE

—_— -
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python3 storagegrid-ssoauth.py
sso_method: adfs

saml_user: my-sso-username
saml_domain: my-domain

sg_address: storagegrid.example.com
tenant_account_id: 12345

Enter the user's SAML password:
e - e =

e
StorageGRID Auth Token: 56eb87bf-21f6-48b7-afob-5c6cacfb25e7

export SAMLUSER='my-sso-username'

export SAMLPASSWORD='my-password'

export SAMLDOMAIN='my-domain'

export TENANTACCOUNTID='12345"

export STORAGEGRID ADDRESS='storagegrid.example.com'
export AD FS ADDRESS='adfs.example.com'

@ Grid Management API0]| HH[ASI2{™ 0 AsE AF2EfL|CH TENANTACCOUNTID.

b. MHEI Q15 URLS 202{™ 0] POST 2A 2 WaHistA AR */api/v3/authorize-saml' X SEHO|A 7}

JSON QIZE & MAHELICL

0| 0f|= ofl CHSt MHEI Q1= URLO| CHSE POST 282 H0| ZL|CI TENANTACCOUNTID. 237t 2
MYEILIC python -m json.tool JSON QZES X|HEL|CE,

curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \
-H "accept: application/json" -H "Content-Type: application/json

"

--data "{\"accountId\": \"STENANTACCOUNTID\"}" | python -m
Jjson.tool

ol dlHe SE0l= URLE QREEl MEEI URLO| T[] UX[2E =7 JSON Q12

grE L.

on
=
ot
rlo
HH
oot
n
al



"apiVersion": "3.0",

"data":
"https://adfs.example.com/adfs/1ls/?SAMLRequest=fZHLbsIWEEVS$2FJTuv7. ..
s31%2BfQ33cviwA%3D&RelayState=12345",

"responseTime": "2018-11-06T16:30:23.3552",

"status": "success"

—

C. £ MHYLIC} saMLRequest & 0| AHEY SHO|| W2,

export SAMLREQUEST='fZHLbsIWEEV$2FJTuv7/...sS1%2BfQ33cvifwA%3D"'

. AD FSOl|A 22I0|AHE QX D7t &=l MA| URLE 7H4JLCt.

rot

JtX| &M

rlo

O] SECI URLS ArE3t0] 2101 AAS e¥EsH= ALIC

curl "https://$AD FS ADDRESS/adfs/ls/?SAMLRequest=
SSAMLREQUEST&RelayState=$TENANTACCOUNTID" | grep 'form method="post"
id="loginForm"'

SE

Z20|AHE ¥ ID:

rr

<form method="post" id="loginForm" autocomplete="off"
novalidate="novalidate" onKeyPress="if (event && event.keyCode == 13)
Login.submitLoginRequest () ;" action="/adfs/1ls/?
SAMLRequest=fZHRToMwFIZfhb...UJikvo77sXPw%3D%3D&RelayState=12345&clie
nt-request-i1d=00000000-0000-0000-ee02-0080000000de" >

. SEOA 220|HE @K IDSE MEEL|CE

export SAMLREQUESTID='00000000-0000-0000-ee02-0080000000de"

-t

. O™ SEOIM LAl &Yoo Z Xt ZHS HLCt.

curl -X POST "https://SAD FS ADDRESS
/adfs/1ls/?SAMLRequest=$SAMLREQUEST&RelayState=STENANTACCOUNTID&client
-request-1d=$SAMLREQUESTID" \

--data "UserName=$SAMLUSERW@S$SSAMLDOMAIN&Password=
SSAMLPASSWORD&AuthMethod=FormsAuthentication" --include

19



20

AD FS& stfofl =7t &It etz 302 2[C|2 M S Hheketict,

(D) SSO Aol st MPACIS 24 0137t 2518 22 g A0l
CH2 X4 ZHE ZerELich

HTTP/1.1 302 Found

Content-Length: 0

Content-Type: text/html; charset=utf-8
Location:

k
rir

https://adfs.example.com/adfs/1s/?SAMLRequest=fZHRToMwFIZfhb...UJikvo
77sXPw%3D%$3D&RelayState=123456&client-request-1d=00000000-0000-0000-

ee(02-0080000000de

Set-Cookie: MSISAuth=AAEAADAVSHpXk6ApV...pmPO0aEiNtJvWY=; path=/adfs;

HttpOnly; Secure
Date: Tue, 06 Nov 2018 16:55:05 GMT

- & MEELCt MsTsauth SHOIM 22 27| L|Ct

export MSISAuth='AAEAADAVsHpXk6ApV...pmPOaEiNtJvWY="

- 215 POSTOM F7|E ALE5I0] X|FE ?IXIZ GET ES EHLIC}

curl "https://S$SAD FS ADDRESS/adfs/ls/?SAMLRequest=
SSAMLREQUEST&RelayState=STENANTACCOUNTID&client-request-
1d=$SAMLREQUESTID" \

--cookie "MSISAuth=SMSISAuth" --include

SE dICol= LB 230t AFE2 2I$HAD FS MM HEJH Z8E|H SEH 220=
SALMLResponseZt EEHEIL|CE.



HTTP/1.1 200 OK

Cache-Control: no-cache,no-store

Pragma: no-cache

Content-Length: 5665

Content-Type: text/html; charset=utf-8

Expires: -1

Server: Microsoft-HTTPAPI/2.0

P3P: ADFS doesn't have P3P policy, please contact your site's admin
for more details

Set-Cookie:
SamlSession=a3dpbnRlcnMtUHIpbWFyeS1BZGlpbi0xNzgmRmFsc2Umcng4NnJDZmEKV
XFxVIWx3bk1l1IMnFuUSUzZ2CUZzZCYmJ1YmXzE3M]AyZTASLThmMDgtNDRkZC04Yzg5LTQ3ND
UxYzA3ZjkzYw==; path=/adfs; HttpOnly; Secure

Set-Cookie: MSISAuthenticated=MTEvNy8yMDE4IDQ6MzI6NTkgUEO=;
path=/adfs; HttpOnly; Secure

Set-Cookie: MSISLoopDetectionCookie=MjAxOCOxMSOwNzoxNjozMjolOVpcMO==;
path=/adfs; HttpOnly; Secure

Date: Wed, 07 Nov 2018 16:32:59 GMT

<form method="POST" name="hiddenform"
action="https://storagegrid.example.com:443/api/saml-response">

<input type="hidden" name="SAMLResponse"
value="PHNhbWxwO1lJ1c3BvbnN. ..1lscDpSZXNwb25zZT4=" /><input
type="hidden" name="RelayState" value="12345" />

i. 2 MZELICt sSAMLResponse SAHZ LEOf|A:

export SAMLResponse='PHNhbWxwO1lJ1lc3BvbnN. ..lscDpSZXNwb25z72T4="

MEE 2 A2LICH saMLResponse, StorageGRIDE PHELICt/ api/saml-response StorageGRID
B EZ UL @A

& Relaystate, HI'AE AF IDE AHE5H7Lt 22| = 22| APIO| 201512 H 05 AFERLCE

curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \
-H "accept: application/json" \
--data-urlencode "SAMLResponse=S$SAMLResponse" \
--data-urlencode "RelayState=$TENANTACCOUNTID" \
| python -m json.tool

SEl= 215 E20| ZeEL(M.

21



"apiVersion": "3.0",

"data": "56eb07bf-21f6-40b7-af0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",
"status": "success"

a. SH 213 EZS CHE 0|52 E XNEELICE MYTOKEN.
export MYTOKEN="56eb07bf-21f6-40b7-af0b-5c6cacfb25e7"

O|H| & A2 & UAELICH MYTOKEN CHE @H0|M= SSO7t AL E|X| @f= B2 APIE AIE5t= EiEnt
FAFRILICH
T = -

SSO(Single Sign-On)7} &4 3tEl 22 APIO|A 20t RLICH

SSO(Single Sign-On)7t A3l AL J2|E 22| API EE= EHIHUE 22| APIO|A 2012617| 28 L9 API
XS MHs|of BHLIC}. Active DirectoryZ SSO ID 2SXIZ AI28t= F R LIS X|& 0| M ElL|Ct

Of ZhHofl CHaH

LRt AQ XX|o| ot 210} H|0|X|0f|A] 230123510 StorageGRID APIO|M 2T0t2e &~ JUGLICH E=
StorageGRIDO||A 23t StorageGRID H|0{2{ EZ0| Eot o 20t2(SLO)E EE|AHY = JSLICH

1. JHE 2701 @S MAMSIE{H "cookie "sso=true"S SLO API0| FEr&tL|Ct,

curl -k -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json"™ \

-H "Authorization: Bearer SMYTOKEN" \

--cookie "sso=true" \

| python -m json.tool

20t URLO| gFetEL|CE

"apiVersion": "3.0",

"data":
"https://adfs.example.com/adfs/1ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%$3D%3
D",

"responseTime": "2018-11-20T22:20:30.8392",

"status": "success"

22



2. 270} URLE MERLICE

export LOGOUT REQUEST
='https://adfs.example.com/adfs/ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%
3D'

3. 2302 URLO| M2 2 SLOE E2|7{st1 StorageGRIDZ CHA| 2|C|i MEL|C},

curl --include "SLOGOUT REQUEST"

302 SEO| HretEIL|CE 2|C[HM 9fX|= API M8 20t20l= XM EE[X| E&LICH

- 1O (=]

HTTP/1.1 302 Found

Location: https://$STORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwWV0o7ss%...%23rsa-sha256

Set-Cookie: MSISSignoutProtocol=U2FtbA==; expires=Tue, 20 Nov 2018
22:35:03 GMT; path=/adfs; HttpOnly; Secure

4. StorageGRID bearer tokens A& ST}

StorageGRID H|0{2] EE2 AH|SH= 2 SSOE AM2SHXA| b= Aot ST A O = ZHEBELI|C. 'cookie
"sso=true"7} MIZE|X| 2™ ALEXt= SSO AEfof| BFS FX| 9411 StorageGRIDO|A 202 ELICE

curl -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize™ \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--include

A204 No Content SE - AI2XJI 201K E[R}ISS LIEFHLICE

HTTP/1.1 204 No Content

SSO(Single Sign-On)7t ZAM3tEl A2 APl AHE(Azure)

U= AL "SSO(Single Sign-0On) 74 2! 2hM 51 AzureE SSO 2 2AIE AIR%t=E 2R, &

= 8%
49| GllH| AT ZEE AFE3I0{ Grid Management API EE= Tenant Management API0]|
fattels EES ¥ + JUSLICL

Azure Single Sign-OnO| 24 3tEl 22 APIO| 2QIgL|C}

AzureE SSO ID SEAZ AtEdsH= B2 LhE X|E0| HEELILE



AlZtst7| o
* StorageGRID AtEAL 2 F0f| £ HE2|0| M ALEXAFS| SSO FAL MY F40 oS & ASLICEH

* HIHE 2] APIOf| AN AS2{H E|I'HE AF IDE L1 A0{Of BTt

O =te1oi| CHaH
E EZS HoH LIS ol 23R EE A8 = JASLIC

£ Z&/8lLIC} storagegrid-ssoauth-azure.py Python 232 E
=2
=

2l8IL|C} storagegrid-ssoauth-azure.js Node.js ATEE

& A3ZE 2% StorageGRID AX| It C|HE 2[00 QAELICE (. /rpms Red Hat Enterprise Linux2| 22 . /debs
Ubuntu &&= Debian, %! ¢ B2 . /vsphere VMware2| E2).

Azure2t2| API 8¢ 7|s2 &H HM5tE{H 2 BERSHYA|R storagegrid-ssoauth-azure.py 23EE,
Python 232 E= StorageGRIDO| 2T F 72| 78S 5t11(HX SAMLRequestE 211 LIE0]| 215 EES 27|
2I5) Node.js AT EE SESI0]| Azure?t 4= 28510 SSO A S A LICEL

Al

SSO Zfele Uzio| API RHS AFBSI0Y MYt 4 UK 2

=
HE2 Azure SSO QEIO|AE AT ESH= O A

o
a

I

L4
opt

A Bt

rr
rlo

ZEHSER| Y& LICH Puppeteer Node.js

rn
-

URL 21324 X7t A= B2 L2 F7F HEAIE = JELICH Unsupported SAML version.

= =
a. Node.js& MX[ELICHEX) "hitps://nodejs.org/en/download/")E S&l8tL|Ct.
b. Q3 Node.js 2 =(puppeteer % jsdom)S MX|&fL|Ct,
npm install -g <module>
2. Python 23 EE Python QIE{Z2|E 2 MESH ATREES HABILICL
J& ChS Python 23 E = 82 Node.js ATZEE SE6H0 Azure SSO = E88 - BIL|CH
3. TEZEJI HAIEH CHS Ql4=0f CHSt 2k L=SIALE 0i7H HE-E AHESHo] MEFLICEH
° AzureOl| 2101%}t= O| AF2E[= SSO O|H|Y FAQLICE
° StorageGRID2| FAIL|Ct
° HHE 22| APIO| AN[ASHE = 22 HIHE AE IDYLICH

4. ARt HEAIZH AdS E U250 QF Al Azured| MFA E3H2 MIE3E £H|E gfLICt.

S\BZura_ssorpy storageprid-srure -ssoauth. py sso-pmail-address ut-l.'l"i?'n:.' comain. com

-=tenant ~account-id- &
Enter - the-use
EEERREITREARIARERR

Watch  for-and a

s apiVersion®:

24


https://nodejs.org/en/download/

@ 0] AR E = MFAZ} Microsoft AuthenticatorsS A2t £3 =l 74O Z JHATHL|C} CHE HEY
MFAE K|St E AR EES £HlOF & & JUSLICHO: HIAE HA|X|0ff A= TE =),

A—— T —

StorageGRID ¢I1Z E22 20| M ZELICL O|X| SSO7t AFRE|X| o= AL APIS AESHE gt QALSHA|
CHE QFO| EZ2S A8 &

SSO(Single Sign-On)7t 2M3tEl A2 API AHE(PingFederate)

‘RAE a2 "SSO(SingIe Sign-On) 74 2l &3l O2| 1 PingFederateE SSO 35 XAtE
= LHO| API @A E LE5HH Grid Management API &£ = Tenant Management

AP|01| %iﬁi 0_% EZS H0fof gfLCt.

SSO(Single Sign-On)7t EM3t=l 22 APIO| 2

0| X|&2 PingFederateE SSO ID 32AtZ AtE5t= AL MEELICt

AlZtst7| o
* StorageGRID AFEAL F0f| £ HEH2|0] M ALEXtS] SSO AFEXL O|E 1 = E &1 AUSLICE

* HIHE 2] APIOf| AN ASHZH E|I'HE AF IDE L1 A0{Of Lt

x|
215 EZS HoH LIS o & StLHE A8E + ASLICH

Il

« £ 22I8L|Ct storagegrid-ssoauth.py StorageGRID A X| ot C|2IE 2|0 Q= Python AT RIE
/rpms Red Hat Enterprise Linux2| < . /debs Ubuntu &= Debian, ¥ 2| 2L . /vsphere VMware2|

*curl RES YIEZE o
S U 2|7 3ot 22 Bte) AZto] XTE 4 YALICH THST 22 @RI BAIE 4 AsLitha
valid SubjectConfirmation was not found on this Response.

(D ofl cul 93BRE 12 ABTI YSE 2 4 QUES HootN YALIC

URLQIZY EX7} Q= ER OS LB EAE £ YELICH Unsupported SAML version.

1. 915 E2S QOB [}Z WY 5 SILIE MefpILICh
E MEBYLICt storagegrid-ssoauth.py Python A3ZE 2EHA| 2 O|SgLICE
° curl RS AFZELICt 3EA 2 o|S gL Ct.

86l = 42 storagegrid-ssoauth.py 232 EO0f|A| Python QE{ZEZ|HZE ATIEEE MESID
£ ML

IH
O
|H
[m
N
H
>
Ll
rg
_|T|_
dlo

21=0f CH

rot

US YL

° SSO Bt "pingfederate"(PINGFEDERATE, Pingfederate 5)2| 2 E HYS 2%t 4= QI&LICEH
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o

o

StorageGRID 215 EZ2
CIE QM| ESE AT

SSO AEX} O| ERILIC

StorageGRID7} A X|El =H[QIRIL|C} O] ZE = PingFederate0f| AFEE|X| &
siste 2t YA + AL

= T Md

StorageGRIDS| FAQIL|C}
EHIHE 22 APIO]| WM ASHH = 2R EHIHE A IDRILICE

python3 storagegrid-ssoauth.py
sso_method: pingfederate
saml_user: my-sso-username
saml_domain:

sg_address: storagegrid.example.com

tenant_account_id: 12345

Enter the user's SAML password:
ok kokokokokokokokkkok ok kkokokkkskokkkskkkkkokkk ko dkkkkkkkkkk ok kkk

StorageGRID Auth Token:

3. curl RHE AR

26

a.

b.

SteE ChS BAIE MEHAL.

—_

Za0lof| ZQet HeS MARLICE

export
export
export
export

®

MEE 215 URLE 2o 0of| POST RS &SI AL /apilv3/authorize-saml®

JSON QI3

SAMLUSER="my-sso-username'
SAMLPASSWORD="'my-password'
TENANTACCOUNTID="12345"

STORAGEGRID ADDRESS='storagegrid.example.com'

L|c}.

56ebe7bf-21f6-48b7-afob-5cecacfb25e7

¥l ZHo= £7iL}

—

> iy
1
=2
=
O
o
-
Iul
=)
=t
7))
1)
e}
N
>
o
H
Ral
rir
ox
-0
>
Y
i
>
00
Of
rr
oz
I
1!
30
=
Of
N

Grid Management APIO| HN|ASIZ{H 0 AsE AHESILICH TENANTACCOUNTID.

d2 MAHELIC

0| oi|M|ofl A= TENANTACCOUNTIDO|| CHEt A HE Q1
python-m json.tool0f| & =[0{ JSON QIZE S H|AHELICt.

% SEOIA 7t

= URLO|| CH3H POST 282 Hof FL|CH H1t=

curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \
-H "accept: application/json"™ -H "Content-Type: application/json"

--data "{\"accountId\": \"STENANTACCOUNTID\"}" | python -m
Jjson.tool

of oifx|el SH
ELct.

tol= URLE A2 & MEE URLO| ZetE|0] RLX|2H =T JSON

b

Y AZ2 L



"apiVersion": "3.0",

"data": "https://my-pf-baseurl/idp/SSO.saml2?...",
"responseTime": "2018-11-06T16:30:23.3552",
"status": "success"

(-

C. £ NHTILICt sAMLRequest &4 HHO| ALEE SH0f| 2}

export SAMLREQUEST="https://my-pf-baseurl/idp/SSO.saml2?..."

RESPONSE=S$ (curl -c - "SSAMLREQUEST")

echo "SRESPONSE" | grep 'input type="hidden" name="pf.adapterId"

id="pf.adapterId"'

e. 'pf.adapterld' 22 LHELH D S-S of| FEL|C,

export ADAPTER='myAdapter'

echo "SRESPONSE" | grep 'base'

f. href 2t LHEW (Y S2iAl/ HH) SEHE olIZRLICE

export BASEURL='https://my-pf-baseurl’

echo "SRESPONSE" | grep 'form method="POST"'

g 'ZX[" 2 LHELHT:

export SSOPING='/idp/.../resumeSAML20/idp/SSO.ping"

h. XA &t et 27| =L



curl -b <(echo "SRESPONSE") -X POST "S$BASEURLSSSOPING" \
--data "pf.username=$SAMLUSER&pf.pass=

SSAMLPASSWORD&pf .ok=clickedé&pf.cancel=&pf.adapterId=SADAPTER"
--include

i. & YHELICH saMLResponse AT HEO|A:

export SAMLResponse='PHNhbWxwOlJ1lc3BvbnN...lscDpSZXNwb25zZ2T4="
Af%ﬁ*l-ltt SAMLResponse, StorageGRIDE PtELICH/ api/saml-response StorageGRID
8 RelayState, HIHE AH IDE AL2SHALE 2| E 22| APIO| 2321512 ™H 02 AFEEL|CT.

curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \
-H "accept: application/json" \
--data-urlencode "SAMLResponse=S$SSAMLResponse" \
--data-urlencode "RelayState=$TENANTACCOUNTID" \
| python -m json.tool

SHol= 215 E30| ZEELC

"apiVersion": "3.0",

"data": "56eb07bf-21f6-40b7-af0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",
"status": "success"

a. S 2! CIE 0|ECE METILICE MYTOKEN.

Ol

EZ

jo
Tl

export MYTOKEN="56eb07bf-21f6-40b7-af0b-5c6cacfb25e7"

O|H| E AMH8E & USLICE MyTOKEN CHE RMO0|M = SSOZF AL E|X| gt 22 APIE AFE5H= W at
SARRLICE
S$SO(Single Sign-On)7t ZA3tEl 22 APIO|A 202 ELICH

SSO(Single Sign-On)7t &-4stEl 22 J2|= 2| API E£= HIEHE 22 AP|01|A1 T10HRSE| 23l L2l AP
e™s Ao gL|Ct o] X|XE PingFederateE SSO ID 32Xt A&t 22 HEEL|CH

Of ZfHofl CHaf
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J0t2 Ho|X|of[A 2302610 StorageGRID APIO|A 2302 = JELICH E=
StorageGRID H|0{2] EZ0| 23t oY 20t2(SLO)S E2|HE & JUSLILCL.

ot
[or |'ﬂ-|

1. MHEl 27012 K-S MM3sIE{ M "cookie "sso=true"S SLO API0| MEHStL|Ct.

curl -k -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--cookie "sso=true" \

| python -m json.tool

270t URLO| gFetELICE

i

"apiVersion": "3.0",

"data": "https://my-ping-
url/idp/SLO.saml2?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%3D",

"responseTime": "2021-10-12T22:20:30.8392",

"status": "success"

2. 270}2 URLEZ XAt}

export LOGOUT REQUEST='https://my-ping-
url/idp/SLO.saml2?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%3D"

3. 2702 URLY| XS HLf SLOZE EZ|H3t11 StorageGRIDZ CHA| 2|C|2MBtL]C},
curl --include "$LOGOUT_REQUEST"

302 SEO| HretEIL|CE 2|C[2M 9fX|= API & 20t20l= XM EE[X| E&LICH

- 10 (=]

HTTP/1.1 302 Found

Location: https://$STORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwWV0o7ss%...%23rsa-sha256

Set-Cookie: PF=QoKs...SgCC; Path=/; Secure; HttpOnly; SameSite=None

4. StorageGRID bearer tokenS AHK|$HC}

StorageGRID H[0{2] EZE AH|5H= 242 SSOE AHESHK| E’at._ Zdl'f St Ao = E.Ll C}. 'cookie
"sso=true"7| MISE[X| 2A2H ALEXt= S O’é!EHOH FeS FX| @411 StorageGRIDO| ‘| JotEL|C
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curl -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize™ \
-H "accept: application/json™ \

-H "Authorization: Bearer SMYTOKEN" \

--include

A204 No Content SE - AFEXI7| 210I2EUSS LIEFHLICE.

HTTP/1.1 204 No Content

APIE AME30 7| 5S HlgdatafL|tt

J2|E 22| APIE AH23H0] StorageGRID A AR £ 7|52 2tX35| H|gdatet &
USLICL 7|S0| HIZHS}E|H 8|S 7|sa HHE HUS s + A= dotS OtR: 2

= QELIC)

o] ZrAHof| cHaH

H|ZMSLEl 7|5 A|AEIS AF23SIH StorageGRID A|AHIS| EF 7|50f HMASHK| 281AH & )
AR EE * ZE A * HBH0| = B2|Xt OFN| S8 ALEXIL oY 7|52 A EY 4 IS ot Rt
HIHS J| 52 H|g2dstste Lot

=
ot

O] 7|50] oA RETX| Ol3li5taAH LIS AlLIE|2E 123l EHAI2.

_Company A= HIFE AN E 48510 StorageGRID A|AHIS] AEZ|X| 82 ACiSt= MH|A SSRHLICE
QA AE YXEXIS| K| Hots Hst| (ol Aol HHEEl = XtAlo| X210 HIHE AFof| HMAY = =S
St gLt _

_SlAFAE J2|= 22| APIOM 7|5 HIZHEsE A|ARIS AFESH0] 0| SHE EHY + ASLIC
API EE)0M *HIHE RE &% HE * 7|53 2AT| HIZHSIA O ZM 3|At A= FE ALEXL
oo A= A £5h= ALEXIE E&SH0] 22X AEXILEIHE A|FHe| RE ALEX0) Chet 228 HEY

ReE o+ ASLIC _

32| E 2h2[Xhul 3

|

1. Grid Management APIO| CH$t Swagger A0 AN ABILICEH & HZESHYAIL "Grid Management APIE
AL LTt

{ "grid": {"changeTenantRootPassword": true} }
RHO| 2A=EHHHE FE o HE 7|50| HZ M ELICEL HEHE FE 2 HE * 22| #gto| o o4
2=

AFEX} QUE{TO| A0 HA|Z|X| O HHES RE S HESIE 1 AEot= APl 2780] "403 AtE #ot
AS"at SH HofEfLct.
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HIZ-gotEl DX E ChAl ZdstetLct

[

712MOo=2 O2|= 22| APIE A5t H|2HH3tEl 7|53 CHA| st = UAS
SHMSIE|X| U= 2 St H * activateFeatures * 7|5 AHH|S H|Z Mg £ Q&L Ef.

activateFeatures * 7|52 CIA| &d3tet 4 ¢l
(D cEmErise o gasie £ 9l Jls0|
X 2ol 22|s{oF ZL|Ct.
THA|
1. Grid Management API0]| CH$t Swagger 2 A10f] HA| ABFL|CE.
2. 7|5 H|gd3t 2 S &L

3. BE 7|52 CHA| 2M3tst2{H CHS 3t 20| APIZ 222 EUNAIR.
{ "grid": null }
0| RHO| &4ZE|H FHH

QIE{H|O| A0 * HIHE =
HE ~ 22| ool A= 75'—‘?— B

= Eé.*if B = 7|50| CHA| ZMSHELICE OfH| AL X}
SHO| EA|E|H, ALEXO|A| * RE HMA * EE=*HEHE RE s
St A|E8H= ZE API RK0| Mﬂgﬂ-ltr.

_11
mr.
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!
Im
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rulru
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O G0 A= _ALL_DEACTED HIx{7} REABHEILICE HZHAstEl MEj2 SIE|0fof st Cf2
7i50| H2H3HEl A2, PUT R0 HAIHOR XIZsof BLICH 0lE S0f HIHE FE o3 #2
() 7lss i gssteln 22 500 7158 Al BRI CF PUT 288 BUHAL.

{ "grid": { "alarmAcknowledgment": true } }

StorageGRIDO| Cl{ot HM|A S KO EhL|C}

Control StorageGRID 2 M[A: 7HR

StorageGRIDO]| 2 M|A T
|ICt. MEH™ O Z SSO(Single
J2|E Y42 E HEAY = JGLICL

OE 9 AFEXHE BHEL JiHeD 2 1
Rl ALBXISH AR A8E 4 Qi
Sign-On)E E4atel, 22to|E ol

2 mHu
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rot

ot [u|0
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Jz2|E 22| Xtofl Cheh HMA S Mo RLTh

ID M| 20| MH|AOM OF 1 AAXIE 7HM AL 22 OF % 22 MEXIE HH5SI0| Grid Manager ¥ Grid
Management APIOf| HM[A S = QU= AFEXIE ZEELICE

A "D Mg H™EE AHYLICH O E" W "ALE R EEBt AL Xt A=t AtH ZHE AHESH0] StorageGRIDoil K|
bt 2 A 2218t 4= QI&LICEH Active Directory, OpenLDAP EE= Oracle Directory ServerS At38t= 2 ID
H 0| ME F+ MY = JSLICL

() T2 LDAP\3 MHIAZ AgSHRIE 712 X2 B0l 2olstAIL.

CHE XIUS SHTIot0] 2 ALS AP £33t 4 Qi KIS ZFBILICH Hek SOIBt £ UBLICE O S S0f 3 150
AFSAPZLILM 78 B CHE 0| ALS RIS BH2lotol 9K BHa| IS £33 4+ QT E B 4 UBLICE AJAH0|

M |
o M| ASHAH AFZXEZL StLL O] Ake| T E0i| &8l QU0{OF BFL|CY.
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SSO(Single Sign-On)E A stetL|Ct

StorageGRID A|AEI2 SAML 2.0(Security Assertion Markup Language 2.0) EZ2 AF23t0| SSO(Single Sign-
On)E X|YELICt MK 8l "SSOE #4511 ML= AHELCI'"EE AH8XH= O2|= 2H2|Xt, HIHE 22|X}
J2|E 22| APl EE= HIHE 22| APIO| AN ASEZ| T0f| 2| F ID SSA0l| 23 QIS E|0{0F LTt 2F AMEXt=
StorageGRIDO| EJ?_"’E* = ASLICH

IZH|NE =S HEFLL O

>

-

DTEHNY s e we 4K 9 fX| 22| At StorageGRID =7 17| X| CHRZ =0 2L Ct L3t
StorageGRID A|ARI0|| Cig J2|E EEZ2X| FHe oo 7|0 S crézoram LS Er BRSO}
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b s E HATILCH 2ozt

=S 22 2SS WAL
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Ofs 2 HFBILICH 2t Sof o)
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QUX| UELICt Passwords. txt I, TZH|XHY A5 E 2 A St OFMSH ZHA0| EJ—POHOF SHL|C}.

T

17> > AMA HO* >+ 02| = H|LHD * S MERBHLICH

2. TZHINE Yz HEY * oM *HF * S MEdst|Ct

3. ¥ Z2H|XMY =S YAPLICE

4. M =S UPLICE A== 8Kt O]t 324 O[5104OF BIL|Ct. == CH/AZEXHE FE LT
o M ZZH|N'Y 2= E rEet Ko MERLICE 2K, 2 8 K X2+ Zxtof 2oL,

6. Ml §=E CIA| 5t * Save * E MEARILICH.
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Z2H|X Y oS HHO| ABE|B =4 T BT EAIEILIC
0 Provisioning passphrase successfully changed. Go to the Recovery Package to download a new Recovery Package.

7. =2 7K+ & MEBLICE
o

8. M Z=ZH|NE 2= E HsI0] M

T
-1
8
N
A
M
n

0
Hu

n

o
il
iul

AsLICt L= BHAS

mo i
L)t
HT
3o
Of
I-J
i
~
il
0
ﬁ
re
E
r|
rr
Sl
Im
JO
=
>
H
of

LC 2L AT E AMESI0 SSHE AFESHH 20| "admin"QE Z2I5tALL VM/EEH 24 HZ9 RE
ALEXIOA 23018 £~ JYSLICH LE 25 245 HE T2 MA0ME T2[E9 2F =0 I:HOH M E MMstn
AT E HHO|EE off EEL|Ct Passwords. txt IS 27 IHF|X[0] MEEILICH S = Passwords.txt I Q)
s Fof| LS ELICE

() =52 B0 ABSIs SSH 7l chel M=l SSH oML et it of Aol ssk
AN|A S WS BLIC

— —

O ALl A ABHL|CE
THA|
12> > AMA HO* >+ 02| = H|LHS * S MERBHLICEH

2 1C 3 obs W oA Mt 2 MBI

r
J
i
I}

=C 24 oS W] Mol XY 27 IIXIS CHREESHIAIR. o] gt oS W TRAHIATL AT ZS
ol Ifele| YSE ABE 4 BLICH



ch
1. 237 147|X| CHRRE * & Meysict,

2. S O{7|X| LS SAZLLCE (. zip)E AHESH0] £ I QXS D M2 THE 9IX|off QTISHA| H2tefL|Ct,

@ =7 I{7|X| I}Y2 StorageGRID A|AROA HIO|E{E 7IM 2= Ol A Y = A= =t 7| I
LIt TS0 J2B 2 QHHSHA| E= 6l oF gfL|Ct.

4. 2ol thot &Xp7F LIEFLHH (L E 24 245 HAS AEY ZH(Jt E[JAQH * of * S MEHSHL|CY.

E 24 ofs TEAATL AISER A 9SS ESHe A 27 I7|X|7H AELICH 181 Ok 2 EolA 2Tt
elo[E gLt
2

1. A 237 T47|X|7H A E okl JIChRILICH 2 2 HE HE 4 YL

2. M 27 Ij7|X| Che2E * & Mgt

£
3. CIREC7t 2tRE|H CHE S sHeLICH

a. E gLCt . zip OHY.

b. £ Zoloto] ZEIXO| HMAY 5= A=K SABILICt Passwords. txt M =E 2& L=7H S0 A=
o Lt
C. M S Ii7|X| IS SARLICH (. zip)E AHESI0] F 12| QFHEI M2 CHE QIX[0f 2EFSHA|

(D olF 27 17IXS HoiuK oA,
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@ CHAl Aol O/ F e 1 Al B0l Anfgt o e Bg ofent WRE L,

6. BE LEOf Ofsl| = 24 Y2 E HAFD = S ANELICH HE CH2EE0E =+ 07X LT,
=3

7. Hof mat* 55 7 X * A3 E ALE5H0] M F7 17|X|2] FIt SARE S CHR 2 ERL L.

ID H|T{2{| 0] M S AHERILICE

ID HH{2{|0|MS AFESHH O F 9 ALE Xf% O WEAH d-e ¢~ QJOH, AHEXH= =0t K14
SHZ AHESH0 StorageGRIDoﬂ 201 £~ JUEL|CY,

Grid Manager?2| ID I 20|42 A gtL|Ct
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2. ID H|C{|0| 8 AL * S MEHBILICE
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3. LDAP MH|A Q¥ MMOo|M 74 LDAP MH|A Y S MEiSL|CE

LDAP service type

Select the type of LDAP service you want to configure.
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sAMAccountName Active Directory 3! 2| 2 uid OpenLDAP2| Z<. Oracle Directory ServerE
T4t B2 & YHLICH uid.

oOT =2 -H—d

° * AF2XHUUID *: LDAP AFEXte| 4 117 AEXIF XetEl £42| o|ERIL|CH 0] M2 uf Z&L|Ct
objectGUID Active Directory & 2| AL entryuuID OpenLDAPS| Z<L. Oracle Directory Servers
TS B2 E YHYLIC nsuniqueid. XA[™HE SH00| CHeE 2F AFEX}e| 22 16HI0|E E= EXI1E
g Aol 32Xt2| 16 %l <=XI0{0F 6tH, St0|Z=2 FA|EL|LCL.

°*1F 117 0|8 *: LDAP 182 17 MEX7} XetE £40| 0|SQILICE o] £42 ot Z2&L|Ct
sAMAccountName Active Directory % 2| 22 cn OpenLDAP2| Z<. Oracle Directory Servers
Tdste 22 E LHYLICH cn.

° *JF UUID *: LDAP 182 @+ 117 AEX7 Xl EM9| o|FLICt o] 42 3t Z&LCt
objectGUID Active Directory 3 2| A2 entryuulb OpenLDAP2| Z<. Oracle Directory Servers
Tdote 22 £ LHYLIC nsuniqueid. A™E £40f Chet 2 52| 242 16HI0|E L= EXIE gAl9|
32Xt2| 16%l4 =Xt0{0f SHH, StO[E2 FA|ELICE

5. I E LDAP MH|A 80| CHsH LDAP M A MMoj| ZR3t LDAP A
o * SAE 0|E *: LDAP AMH 2| FQDN(HtetE =2l 0|E) EE= IP
o * ILE *: LDAP MHO| HASH= Ol AL E= ZEQILICE

B 9 HESIT 912 EE Y BLIch
=
T

2Lt

@ STARTTLS?| 7|2 ZE= 3890|11 LDAPS?| 7|2 ZE = 636RL|Ct J2{Lt stHO|
SHIEH FHE 3 BE ZEE MEE + USLIL

° * AtEX} 0| & *: LDAP Aol HZE AFEAtS| DN(27 0 &)2| A Z=YLICt.

XNEE A8AtE OF W ALEAIE LHESH D THE 40 AM AT & = ZTto] RL0{oF BfL|Ct.

* sAMAccountName = uid
* objectGUID, entryUUID, & nsuniqueid

" cn

36



* memberOf BEE isMemberOf

* * Active Directory *: objectSid, primaryGrouplD, userAccountControl, ¥
userPrincipalName

* *Azure *: accountEnabled ¥ userPrincipalName

o * T * AFEX O|F R AAE L= LT

LtSo =& HE

I

ote 8% Ol HIo[X|0[A =& HHlOo|E8HOF BiLICt.

° * Group Base DN *: 152 A& LDAP 52| E2|of st DN(Z] 0|2)Q| HA| ZZIL|Ct. Active
Directory 01|I1|(0}EH)01| M 1§ 0|50] 7|2 DN(DC=StorageGrid, DC=example, DC=com)1} Z#H =l D=
JIEE S IECE A8Y = JUSLILCL

= =
() 2Eagoz-u

* ALKt 7|2 DN *: ALEXHE AME LDAP 5t E2|Q] 11} O|F(DN)2| HH| Z= LIt

ro

* & 7| DN * LHof| A 11 8HoF SfL|Ct.

o

()  A8x 1R 05~ 2k * AFBXF 71 DN * LhollAl DRBHOF BTt

tole = gl= 82 StorageGRIDOIA 7|2 AHEXt

tot

“ ALEZL O|F g HiQl * (ME Alel): INES X522
0|8 TES AtEdHOF SfLICt.

J

StorageGRIDZt MH|A A FHof| HiQIFE & §l= 22 AL 200" = QD2 * ALK} 0| F 4
Hield * S ®MSdth= A0l S&LICt.

CHE E & SHLIE =gt

* * UserPrincipalName I{&l(Active Directory 3! Azure) *: [USERNAME] Qexample.com
* * 519l &= 232 0|5 I{E(Active Directory X Azure) *: example\ [USERNAME ]

* * 1R 0|5 & *: cN=[USERNAME] , CN=Users, DC=example, DC=com
[UserName] * € AM™ JCHE ZgtefL|C}

6. TLS(TS AIE 2 MMoilM Hot BYS MedgtL|Ct.

° * STARTTLS A2 *: STARTTLSE AHE510{ LDAP A{H2te| S4I HotZ2 MHEIL|Ct 0] M2 Active
Directory, OpenLDAP EE= 7|E} Off CHaH #ZEH= III':'fAzureOHH |$._JE| | Sf&LCt

° * LDAPS * At2: LDAPS(LDAP over SSL) SM2 TLSE AF23t0 LDAP M0l HZSILICH Azure2| AL
Ol ZME MESHof SfLICE.

° *TLS * At 9t & StorageGRID A|AEIT} LDAP MH 7to| HE2|3 EEfE2 HSE|X| F&L|CE O] SM2
AzureOf| A X| | X| Qt&LICE,

ot

@ Active Directory A7} LDAP MEE M E%t= 42 *TLS A8 ¢t gt * SHS AtE
QI&LICE STARTTLS = LDAPSE AFR3HOF SHLIL}.

7. STARTTLS = LDAPSE MEHSH AR HZA HOtO|| AL &= QS AME MEHBIL|CH

=
o * 2 ME CAASM A *: 2F MAo| X[l 7|= J2|= CAUSME A8 HES ESFILICE

37



° * AFEXL X[E CAASAM ALE *: ALEXF X|F 2ot S M E AHE-LICE

O HH S MBSt AR AR X Hot JIZSME SASH0 CA S A HIAE dXjof| 20 EELICE

S HEsx| ke A

2
!
nx
Jal
o

2 "Test connection successful(@Z HIAE HZ)" HA|X|7} LFEFLL|CE Save * &

o od
© HE HYO0| BRE FR "HIAE HES BTY + USLICE" HAIX[ZF LIEFELICH B7] « & MEtghL|c). O
Ct2 EXE sliZste HES ChA| HIAERLIC

3. Hield AHEXt 0| HAIS M3t 22 futt ST AH8X2 AFZX} 0|81 Y2 E Y=gt

Ol S0 AtEX} 0| 21t A= E YAHYLICL @ =/ &2 S ZXAHE ALK} 0| S0 Z&SHX| OYA|2.

Test Connection X

To test the connection and the bind username format, enter the username and password of a federated user. For example, enter your own
federated username and password. The test values are not saved.

Test username

myusername

The username of a federated user,

Test password
o A& MH0| Rt L "Test connection successful(HZ EHAE H3)" HA|X|7} LIEHELIC} Save * &
MEdSt] d™ S XV*E“-I Ct

|
=
Z )
Z 47, diolel ALBX} 0|2 #A| L HIAE ALRX} 0|21} @57} SHIZX| YOH 2F HIAIX|7}
EFILICH 25 2RI fZotn HAS ChA| BAERLICH

ID 229 X2 S7|SkRfL|Ct

£ YI1HMo=z ST|StefLICt. AFZ Rl #ets Z[chet

—

StorageGRID A|AEI2 ID 2AA0AM HEHZ0|M OED
NES

FA
wa| HSHHLL Mgt = 22 S719E ZHZ AR

ot
1. 1D TE{2]0]4 TO|X| 2 o] SBHLict.

38



H|OfX| 2 2{0f[A * Mt S7[=t* & MEFLICH

S7|st T2 M| AE 2F0f e Ok AfZHo] 2 = AFLICE

@ ID 2201A HE{2[o] 8 2 F2t AEXE S7[etst= ol 287t A= L

Amj * 207t E3|HELCH

D I|C{2|0| M-S H|EASFBH|C
= =

J5 X ARSXtol| Ciet ID HH{20| Mg LAMO R = FFXN O = Hg et = AUELICH ID HEHao|8 S
JBfLt St AE2 2

AESHX| =2 MHSHH StorageGRIDSE ID A A ZH0f| £410] O|FO{X|X| Q&LICE.
KX B2 LIS ID HC2|0] 48 &7 CHA| ALRE 4 USLICE

O] Zreiof chel
ID HE20[ S AHESHA| BT HT5H7| Tof| THE AgS =helsl{of fLICt.

* Hoo]d AHEAE 2ol &= YIELIT.

« Sixl 23918t I|E2|0| M A2 XtE MIMO0| BtZ E [7HX| StorageGRID A|AEIOf| CHSE A A
MMo| Btz El 20fl= 22le 4~ gi&L|Ct

* StorageGRID A|ART}H D AA 7t B7[3H= 8| X| ol S8t K| 942
L MSH| EELICt

* SSO(Single Sign-On)7t * Enabled * &= * Sandbox Mode * 2 A& El A2 * Enable identity federation *

* ID HiE2o] ¥ S7|=t

—
2 e

Ao el &

efelztol H|ZdsHELIC ID HH2{|0| M S H|Z 4S5t Single Sign-On II1|0|7(|9-| SSO HENT* AL o e *

O|0{OF BtL|Ct. 2 EHZSHI AR "SSO(Single Sign-On)E H|ZHMsatL| T,
thH
1. 1D H|{2{|0| M H|O|X| 2 o] S&fL|Ct.

2. 1D HC{20] M AFR * Stolzto] ME4S FABLICH

= - -

OpenLDAP AMH T4 X|%|

OpenLDAP MHE ID m|T{2{|0] 0] AL23t{™H OpenLDAP MH{0M £ HHS Fslof gLCt.

ActiveDirectory &= Azure7} Ol ID 2 A 9| AL StorageGRIDE 2| £ A H|ZHHSHEI AF2XL0]
(D et S3 ANAS RHSOR AEHHX| AALICE S3 AMAS Kekteiel A8l 53 712 ARSI

SE IZ0M ALERIE MAELICE

MemberOf %! 714|3t 2Hz|[0]

MemberOf 3! 71 X2t 2H{2i|0|E &M 2tsof SfL|Ct XtM|et LIS of et 1
EZSHYA| LR "OpenLDAP AHA: HH 2.4 22|X} 710| =",

oley
X™E QlHA 7| EE AHESH0] CHS OpenLDAP £4S 1A sl{oF gLt

®* 0lcDbIndex: objectClass eq

®* olcDbIndex: uid eq,pres, sub

i
-1

39


http://www.openldap.org/doc/admin24/index.html
http://www.openldap.org/doc/admin24/index.html
http://www.openldap.org/doc/admin24/index.html
http://www.openldap.org/doc/admin24/index.html
http://www.openldap.org/doc/admin24/index.html
http://www.openldap.org/doc/admin24/index.html
http://www.openldap.org/doc/admin24/index.html
http://www.openldap.org/doc/admin24/index.html
http://www.openldap.org/doc/admin24/index.html

* olcDbIndex: cn eq,pres,sub

®* 0lcDbIndex: entryUUID eq

ot KMol Y5E I ALEXL 0| =22 gE 2EE lEldsliof gLt

HE|X 2SS TS0 SfLf o[ 2| Z2|Xt AL X0 Chet 2ot AStS 22[e 4 ASLIC
StorageGRID A|AE0]| Lot AM[A AotS RO5HH ALEXAL7E 2500 £oH{0F BfLICE.

muln
>
00
_o'l
2
]
o
n
H
r

|KHofl 2aIMSLIC "R = & BEteA"

M
* S IS /MR = 32 ID HEH0|ME 795t & 2F0| o]0 4 ID 240 ASLICH.

od

12
=
>

ot

22Xt 2ES AHESHH J2|E 2tE|XAH 8l J2|E 22| APIOIAM O 7S 2t 2ol
ol |
AN

17> > A HO * >+ 22| OF * S ME{SL|CE

2. Create group * 2 MEHBIL|CE.

40


http://www.openldap.org/doc/admin24/index.html
http://www.openldap.org/doc/admin24/index.html
http://www.openldap.org/doc/admin24/index.html
http://www.openldap.org/doc/admin24/index.html
http://www.openldap.org/doc/admin24/index.html
http://www.openldap.org/doc/admin24/index.html
http://www.openldap.org/doc/admin24/index.html
http://www.openldap.org/doc/admin24/index.html
http://www.openldap.org/doc/admin24/index.html

joll o7

N - o -

{0 o r =

= . B WX

= <k o = xd = =

|__._ o__.= - mLI m._m a o__._._

E 2 QIS5 K z

K < 4+ &zl X 3 wm

ol 5} w < 0% =2 =

=< ) o — o 2 .

B ek R 2 =

<k = = — 2 g

H_._ Tl A_I 10 _._t s x*

il o op YRz n 0

R R a1 HE o o X
oF W &l : o0

= < K 7 = ]

= . =z M o= M
=y s = et T = 1o

o g J o = o 9o * I b x

L J 3 u o o Kol 00= - o

) ol oI - < B o< ._ﬁ._.ﬂx = 0

jol a0 JoI o - =ike N UfD M

AT ol < % Moo= g o rl ]

o <o U ® WK x5 B

om o 2 Ofu o7 . m rfad ™ ol .

= ¥ S L Mg o o< mil o8 g

° w = LT N R

< mr o = ol —_ jol B i K Ul o o =1

o wga T8 % sim O T

o oW ° 2o I mY R gw fE oo

L o= < & g E om0 300 2

N s = Yg H —oh B 7 J

¢ = & o om M o . P ]

Il ok oF W1 — M2 & 5 i & 2

o5 M o = & LR o T ZF o 2 il

_ R R0 o ) NN D~ S — M 1 ol

<+ ol = o5 owm w3 oo e L W -

TR NI T W x o oAl K@ »

T o N[ = Y < O w T ol_H_._E < <& m|_u.x o 1ol =
= = 2 - oo = N VL . -

J o 3 3 ™ WooK ok o O WMol o S ~R0O T T *

R w5 > R g ©r Mo ™ X I o ok

w oUW * _ g o 5 U4 oF ™ = = olo |l .._mu ) N

g oy w e gL q = Rm > FH 0 Xo @By

m s S M M_ 5 3 < w - SR L o 1y U]

* @u_ o * pal ® |n_ o L.u x XN _M/_ o = _._.___._._ m . od

AL, B0 S s 2 2 g w 3 &l uly XS o K o

N s%x 5 £ T B < o0 o £ v HH D D @ 2 T D

meooomoKm K5 Wm0 0§ ol IR TE S WD T

me W IWM IO O FF O ! o T TN

m . . - - 10 . . - Jﬂ =r |M —_ Luﬂ A_I _._._._
2 v~ N ™ < 2~ N (2] __ oo 10 N

M ol o 5 w T 2 o

r o

41

LICE AFE X HO| X0l A O]

ol A
2| 8 HESHIAIR.

A H

t

X 6 I8 HE 4
pr
—_

-

o
MYAIL "AFE R}

o
o

S xhx

MEXIE =7}
=

o
T

o
QAL

AA

ok
5

=X

ALEXIONA =Tt 4=

=

o

=

Qo w2t o] JF0f| CHel StLt o|&e| 2 AL XHE MEiRiL|C
|
=
=

Ot2] 2 ALEX}

MEX FIHZ
a

|

1.



*cBEIOEQ 7|2 EEE H{H I8 Ho[X|e] #E AESHIAR
* EF OE00 et 2E MR ZEE BEL A58 HESHE{T * 2 * 05 = MR M2 H0|X|E A85HAI2.
e &Y lF MIE EE To[X]|
JE MR BEHE a. J5°| gelgts MESIL|CE EHIO|Z0I|M OF O|ES MEiBILICE
EL' EI- 1 * * H H * =
b. Actions * > * View group details * £
MEHSILICE,
HAO|Z HMZ(ZZEH a 1E9 &olzts MEfstL|Ct a. M2 HHE BAE OE 0|ES
= MEHSHL|C}
. s) b. Actions * > * Edit group name * 2 =
MEHSHLICE. b. TMZE of0|2S MEABILICt .
c. \Mf 0|52 Y=HRLICE c. \Mf 0|22 YHLLICE
d. HZE L8 N& * S MEHgfL|Ct d HE 8 M&* S MEfgiL|Ct
HMA BE EE= a. JF°| gelzts MeNstL|Ct a. M2 HHE BAE OE 0|82
ﬂ_ﬂ'g Jl:[_qxl'é'l-L_||:|. )\-|EH'6I-|__||:|._
=== b. Actions * > * View group details * £ -
MEHSHL|CE, b. MEMOZ OFo| HMA REE
= - HESL
C. MEHXMOZ 59| UNA REE
HASLICH C. 2o w2t E MENSEAHLE AME
E|ASHL|C} 22| X} 0= HSt
d. ERo| Tj2} B MefoLt M FEBHE e AE
FAgL|CE 22| Xt OF #Hek d HE W8 M&* S MEfgiL|Ct
e. HZ LI XMz * S MEfgtL|C}

2. Actions * > * Duplicate group * & MEHS}L|C,
3

- S O OHHAS t=EfLIc

AMAERIOM 2ES Mot OF 2HAE 2= #ots M sie{H 2e[X AFS MHE + ASLICH 22Xt AES
AHESHHE DM 2= ALERZE AR X2 ALE A= AMH|=| K| Q& LTt
T

42



1. 38 HO|X[0f|A HM7HE 2 O F0)| ciot helzts MEdstL|Ct.
2. Actions * > * Delete group * 2 MEfBIL|CE.

3. OF AtH| * & MegtL|Ct.

Oz = ZHE|Xe] £ 71s0l tigh UM A S Hof5hH= HetS St
2 Ch2 2 AL ALE Ol2et J‘-'*EI OF & otLt ool 25t AFEXE7E
=} X 2
= e

2} 250 Mo{x stLte| Meots gEtsjof giLict O™ X| o sy I F0l &%t ALZXI7t Grid Manager & Grid

712X Q= StLt O| 42| AR HTH0| A= 2E0] &8t AF8Xt= TS HYUS +8Y £ ASFLICH

* Grid Manager0l| 23 Q18tL|C}
* CHA|EE H7|
* E Ho|X|E FLCt

* J2|E EEZX[E ELEEL T

© A S Ak 2 EI|EIHAl AIAE)

=

* RRAO| T (2 ALSKIE of)

- 74 99X Bl Holxof MZE SF S St
AHS T UM A DE Ho| M X
DE 0| Chef TFO * AHA BE * ML NBAPH MHS WD TAS $ 4 YLK Ei 2N MY Y
TS 2 4 Q=X ofRE BHBILICL. Arﬂxwr ofzf I $of N BE 10| * 97| HE * O MHE AL
AFBRHE MEfEl BE M3 W 7S50 et 97| HE AMIA HetS 20| Elict
CHS MMOIAS Bi2Ixt 1SS SHEALE RS of SEe 4 s Hetol oo AYELICHL BAHOR AAFe|X| 92
J152 AFgota{H * RE AM|A * Ato| BRBILC

o] ot2 EE J2|= 22| 7|S0f gt HMAS HMSELIC.

HEHICEN
0 TS Soff LA AAH)S oISk 0[0f hSE 4 YBLICK 2B DE ALBRHE HAY L A LS
2 4 gt

AMEXL J2|E EERXIE ZLIEESH D LS ehelsta{H o] A

43



O] Zot2 HI'AE HO|X|Q| * RE H HE * M0 Lol HMAS RSSIEZ HHES 2H FE A =S
HEY = A= AMEXE J(1|01 =+ AFLCH o] g2 s3 7] 7R197| 7|s0| dstEl 22 S3 712
o[ 22f|o| M= M= MEE.:.'LIEL Of Heho| Rl= AERI=* RFE L HE * “% = —’.‘— gLt

E iz HE * 50| ZE HIHE H|o|X|of CHet M| A HMotsS F0{52H * EIHE AFE * Hete
oSO}
od

©
et

Jg|= EEZX] HO|X| 4

Of Mot * X[ *>* 3 *>* 2| EZZX| * I|0|X|Q] 7+ |0l CHet HMAS FISELIC.

Of ot2 LHE * ILM * M7 S30] TSt M A S WS ELIC.

@ AEXtE * 7|Bt J2|E g * 8L+ 2| EZZX| HO|X| 7+ * #eto] QA0 AER[X| SE5S
#E|g = ASLICE

CHE S8 S AHESHH AMEXIOA| FXI 22| HeHo] A0{0F LTt

* M % > OHM|A H|O *:
o J2|E A4S

e x M x>+ I EQ

° S3 X M2l 0|2

. *OxlEA*> Ell-?:l-l*

*.

|

o MH|A BliK|

[t

° M EX o2 HAL

- =
P RXIES > A A

Jhot

o 23 1§7|x]
- AmEZ0| Yojo|E

oxl_?l;_l*>*§*:

44



° 271

R 2| Heto] gl= AHEAHE T2 HOIX|E & & AUX|TH WA = YUSLIT

al
ot

CrRABA > HEYD .
° DNS At
o J2|E HEQA

° NTP A{HH

CREIES > AAY

o ZLo|MIA

P> HEYI
° S3EH hel o] &
*—_I'I'gl *>*EI.!. *:

- U5 A

R BLEY

o ZtAL 2 syslog A{H

Hot2 23 22| FM0i| et HMA S MSELICH A= 0] #ehs 7HA[ 1 L0{0F Silence, 211 €& X E1
nl |

Ol e CHR0l Thst AN AS HBELICH
*RR > ET > HER] * TO|X

* Grid Management API2| * Metrics * MM S AFE510{ BHES Prometheus HIEE! 2| A SLICH

* HE2I0| Z3tEl Grid Manager CHA|2E FtE
7HH| HlEtH[O|Ef =3
Of #eh2 * ILM * > * JHA| HIE}H|O|E 2| * I|O|X|0f| CHEt AMAE H|SEHLICt.

7|Et 22|E 7

Of ot2 =7t J2|= 71 0] st HMAS HMSELIC

_,_
o

0l2{3t %7t SN H2{H AU * 22| EB2X| Ho|X| 74 * AT 2ofof gLCt,

= AN

45



° AER[X| ZM
© K| x> LREIAHA >
° AFEXt X OJHIE
o M| Lt
o Al MALOY MY
* X|§*>*I[Ef*

o 2|3 H|I

o —

AE2|X] O{S2t0[AA EE| Xt

o] o2 LSS MSHLICt.

—_ =

« J2|E 22|XHE Eof AE2|X| 0{Z2t0|AH AN M E-Series SANtricity System Manager0f] 2 M| A S 4 QI&LILCE,
|

* Of={et X US XIRsH= ofZ 20| A 200 Cet =2f0[E 22| oA 28| o2 3 /X 22| ZHYS Aot

rir
\d
or

HHE AN

4=

o| &

—_

 H|E1E HO|X|0f HM|ABHO HIUE AT 44
- 7|E E3T 25 BMS B

* HIHE M2 ME7} Z3tEl Grid Manager CHA|E = FtEE &LICEH

i
A
|J
I
=2
ot
ol
ot
2

2 YU S AEANE = = ASHCHL ZE MEXE USU ZH A
O[2{Sr AtEXI7 UM AT = U= T2|E HEX} 7|52 2HE =k JUSLICH

* £ A8SHe d2|= e Xtof] 2aJYSLIC "R = & EEteA"

22 AIRXIS MAMTHL|C}H

ocood

StLE O| Ao 2 AFEXIE MMt 2t AFEXIE StLt O|Ael 2 JF0| g2e = USLICEH OF9| Hot2 AHSXt
MM AT 4= Q= Grid Manager 2 Grid Management APl 7|52 H|0{gfL|Ct.

A
= T AN

2Z AR MEY = AFLICEH R ID 2AE AFESIH HZE ALEA A OES 2t2|FLICt.

-

Grid ManagerOfl= "root"2t= O|E2| O|2] YolEl 2& ALEXL o HO| 2|0 JSLICH FE ASXE MAHE +
&LICt.
HAI:I

@ SSO(Single Sign-On)7t &dstEl 22 2Z AHEXH= StorageGRIDO| 2101 4= gi&L|Ct.

46



DR Ao M| ATt

=
1.7 > AMA HO| * >+ 22|X} ALK} * S MEdSL|CY,

2. AEX} 8+ & MEfpLCt

AFER R S QB

ot
1. AFgXte| XA 0|5, DR ALSXI 0| o Y52 YABLICE,
2. 0 A{BXI7} 12|S B2|Rt i J2|E 22| APIO| HNAT 4 gl B * 0 * 2 ME{SILICHAME AL

3. Continue * £ MEHSIL|CY.

1. ZHQof w2t AFZXHE St ol 42 O F0| 2Ydto] ArZXtel #ets Z2FetLIct

OFE| 182 OIS %2 A2 IES MeSHR| Q43 AFBXIE K& 4+ ALLICE O] AFBXIE 18 Holx|e
JE0 Foke 4 AL,
FSXI7} olzf IE0 A3 A2 HIS LHELICL 2 ARSI "HE IES HARLICK B ARG

J|E 22 9 S8 ASKI0| T3t M5 HEE 2 4 JALICH 22 ABRES £8510] AR HA| 0|F, oS Ee
OE 7PARS WA 4+ AaLch ASAPE 12| Helxt 3 8|S Be| APIO| UNHOZ HN|AGHK] RIS B

2Z MEXI2H HES & JELICL 25 ID AAE ALY H|H2[0] 8 ALSXHE 22| SfL|Ct

* BE 2 3 Se AEX| gt 7= YEE 22 ALEX H0[X|2] EE AESHIAL.

* EF AEXL ZE ME BEE EAU, 22 AEXIE HESHALE, 22 AFEA Y= E HESHE * A * Hiw
L= MR ZE HO[X|E AHESHAI2.

CtSOll AFEXEZF 2023 CHS CHA| 2= Z2[Xto| 230l nf 2= ME W &0| MEE/L|Ct
@ 2 MEXH= Grid Manager HIL 0| Ql= * 25 HE * SM2 AF2510] KHhlol AT E HAS 4
USLICH
ES ol I ol N2 HE 10| X|
AEALME HEE  a ALKt =elzts MEfgtL|C. O[S0l A AFEXt O|ES MEdILICE
=LICH
=

b. Actions * > * View user details * £
MENSHL|C}
[ = | -

47



MIE ZE Ho|X|

ar

HA| O] ME(EZE  a AEXIe =elztg MefstL|Ct a. AL2X} 0|22 MEISIH MR HEE
=2 ol sHCF St
AFSAHDE B b, Sl + >+ WA o|E W * = EAIZLICH
Mefgtct b. MZ ofo]22 MeyeiLICt 4
c. M 0|22 QaigtLict c. M 0|22 QlaigtLct
d. #Z LHE X+ g Metgi|ct d #7 LHg M+ g Meferict
StorageGRID a. AFEXte| =helzts MEfpiL|Ct a. AFEX} 0| S MEHSIH| MR HEE
HMHAE HESHALL _ _ N HA[ELIC
s|2st|ct b. Actions * > * View user details * £
MEHBIL|CE, b. CHM|A EHS MEHSHL|C,
C. GHM|A B4S MEHSHL|CE, C. AtgXt7t J2|E 2Kt EE O2|E

22| APIO| 21915tK| RS2 Bt
o * § HEfstD, A8A} 2201
A QER o2 fol|R * 2

d. AF2X}7F 2|2 RE|X}EE a2
#2| APIO| 23Q18tX| EOPEE St
* 01| * E MEdstD, AREXL 20l

2= JU!EE St oL * £ -
MEHSIL|CE, d. HZE LHE H& * 2 MEeiphL|C}.
e. HA LI XMZF * 8 MEfghL|Ct,
Ao HE(EZ a. AbEXte| etQI2hE MEHDHL|CY a. AF2X} 0|2 MEISIH ME MEE
FEXIEH Bl . . . HEA|EHL|CE
< S) b. Actions * > * View user details * =
MEHBEL|CY, b. 2t EHE MEHSIL|CE,
c. s Mg MEHBHL|CE c. M s E Ughct.
d M SsE AABtLICE d. Qts HA * Z MEHSHL|CE,
e. Ao HEF * S MEfBHL|CE
O HEEZ a. AtEXte| etolzts MEHBILICE, a. ALEXI 0|22 MESIH N8 HEE
INE=IN I e =y HEA|StL|C}.
< <) b. Actions * > * View user details * = =
et b 1E W MefELI
c. OF HS MEighL|C}, c. Bo w2t 2F 0| ol Y= IS
MEHBIO] A HEtOX] EHoM O=e
0 BRI TR IF OIS U AS AR o merm mig o
MEHSH| A H2 JE‘| oM O E2| TeT=- )
NE HEE SL|Ch d. C}2 J&2 MEst2{™ * Edit groups *
- . £ MEeqghL|Ct,
e. CtE 053 MEfSIZ™ * Edit groups *
£ MESIL|CY, e. HA LHE N&E * S MEdBIL|Ct
f. HA W XM&* 8 MedghL|Ct

AFXIE 2H|BH|C}
7|E MEXIE EXIoto] STt HeE 71Xl M AFEXHE THE = JUSLICH

| —_ —

|

48



1. AH8Xte| 2olgts MEfRILCE.
2. Actions * > * Duplicate user * & MEHSIL|LC},

3. AFEXt S| OHYHALS t=etL|ct.

MEXHE AHIELICt

Z2Z MEXIE AHSHY ST AFEXIE AIA-0M STEOZ HAHE = ASLIC.

CHA|
1. AF2XL HO[X|O|A A 2t AF2XL0f| CHEH 2foI2hs MEHSHL|CT,
2. Actions * > * Delete user * & MEHSHL|C}

3. AMEXt A * & MefetL|Ct,

SSO(Single Sign-On) AIE
Single Sign-On 714

SSO(Single Sign- On) P gdstEl 32 A 8XHE ZE0|M Foiet SSO 22 ZZ2MAE
Arg3st Xt4 ZHOo| ¢l —|—01|':.ﬂ Grid Manager, Tenant Manager, Grid Management
API| EE= Tenant Management API0| MA S 4= AELICH 22 AF2XH= StorageGRIDO|

E_'Ol%*—’l“—%’iél—llif.

Single Sign-On2| x5 4|

StorageGRID A|AEI2 SAML 2.0(Security Assertion Markup Language 2.0) EZS AF2310| SSO(Single Sign-
On)E X[AgL|Ct.

SSO(Single Sign-On)E &4%}5t7| ol SSOE AL S | StorageGRID 291 5! 20t T2 M| AT} O EA|
Fors =X AESHIA 2.

§SO7} gdete|H ZaRISHHAIR

SSO7t &M 3te|0 A1 StorageGRIDO| 21215HH EZ2| SSO H|0|X| 2 2|C|M&[0] XA

0|>|
rulo
X
Ol
oot
C
n

CHA|
1. @l H2t2X{0f| StorageGRID #2| =2 H%tE =HQl 0| £ IP FAE YHELICE

StorageGRID 239! H[O|X| 7} LtE}EL|CE.

° O] E2t2X0f|A URLO| M Z HMAct B2 A|H IDE YHdtets HAIXIZF EAIELIC

49



50

M NetApp StorageGRID®
Sign in
Account

0

NetApp support | NetApp.com

° 0|0l Grid Manager == Tenant Manager0f| 2{H[ASH 22 X2 AHZE MESIAHLE AIE IDE YLHSIEL
HA|X| 7} LIEFELICE,

M NetApp StorageGRID®
Tenant Manager

Recent
53 tenant 4
Account

62984032838045582045

NetApp support | NetApp.com

rir



Bl E Ao Al URL(S, Z3tE Solol 0|2 Ei 1P 4 S0l 25)3 it

@ StorageGRID 232! H|O|X|7} EA|E|X| R ELICH /2accountId=20-digit-account-id

) 22ItL|C} Al Xxlo| SSO 2391 HIO|X|2 SA| 2|C|2MEIL|C} of 7|0l A s H|o|X|2
0|58 4 USLICE SSO At ZHOE 2 QI8 C},

2. J2|E f2|xt Es HEE 2t2|Xtof] HMAEX| 2 E K™t
° Grid Manager0i| HM[ASH2{™ * Account ID * HEE H| 10 A IDE * 0 * S Y=SIALE, 22 AH

220 * Grid Manager * £ ME{BtL|CT,

° Tenant Manager0l| M| ASt2{™H 20Xt2| HHE AH IDE YLSIALE X2 AH SE0|| LiEtL=E R
0|22 2 TenantE MEHSIL|C}.

(R N =

3. 2391+ g Meygic

StorageGRID7t Z%|°| SSO 219! H|0|X|Z 2|C|2MEtL|Ct o E EH

CtZ2 2L Ct

Sign in with your organizational account

someone@example.com

|3355-:-|:~rd

a. IDP(Identity Provider)= StorageGRIDO|| 2|5 S& S HSeLCt.
b. StorageGRIDE 915 S ABELICH

c. SEO| R&5}t1 StorageGRID HAM|A HPHO| = S I50| &6 U= &
22|X} e HUE B|XH0| 21|

— -k

@ MH|A AHO| BMAE 4 = AR StorageGRID M A HPH0| Q= E8F AFE| &8 7|

AHEXI2HH A& 20l %'é'—l Ct.
o. WPt AR CIE 2| 2o HMASIAHLE MAESH Hoto| Qs 22 O2|E 22|X} = HIEE 22|Xtof|

°—*.'*1|¢E”—|Ef
SSO XA ZHS CHA| Y=d5HX| gtote ElL|Ct,

SSO7t gMste|™ 20ttt

StorageGRIDO|| CHsll SSO7t &M3tEl 22 2012 i YMsH= 22 2015t A 5! 20t 2|X|off 2t

I:.I'El-Il |__| |:|-

= [=] .

51



e
1. ALEX} QIEIHl0|A| @22 ATt mAf2|0fl Qi

2. 270}2 * 2 MEdgtL|Ct,

Z2O0R* &3S

L.

StorageGRID 27121 H|O|X|7} LIEFELICt, 2|2 AF * EFCI22 * O2|= 2A2|Xt* E= HEHE 0[§2
oSt £ A0 EEE2 LES0]| 0|21t ALK} QIE{H|O| A0 Tt 2 H| HMAS 4= ASLICE

Ol M 230F2SfL|Ct.

SiLf Ol &t 22| lLE0M OB

2|z}
SiLtolAfel B2 EOIM BIHE  RE Ba| LEo| HAE 22|}
|zt

Grid Manager?t Tenant Manager 12|E Zt2|Xt
RE

O] Hojl= £t HEtRX MMHE At8SH= 22 EO0IRY
@ HEFRX MM0f| A StorageGRIDoﬂ 23918t
rLct.

o

SSO(Single Sign-On)0i| CHot @71 AFgh 3! 2] AFE

StorageGRID A|AEIY| CHSH SSO(Single Sign-On)E &4

AetS HESHIA R,

D 2%t 2F A
StorageGRID= Ct2 SSO ID 23 XKIDP)E X[ EHL|Ct.

* AD FS(Active Directory Federation Service)
» Azure Active Directory(Azure AD)
* PingFederate(PingFederate)

SSO ID S=AE F4ota{H A
At83H= LDAP MH[A RH2 7Y = A= SSO RES HO{FLIC

52

RE g LEQo| Og|E ek}

StorageGRID A|AEI0) CHSH ID i 2q|0|M
[13

ol 2 30tE|ASLICE...

RE AE| LEQo| Og|E ek}

* X1 * SSOO|| AzureZS
AMESt= 42 ZE 22

LEOM 2025 O R 2
Hr 22 = s

DE &2 =29 HHE 22X}

J2|E 22| X} M. SSOU|AM
Z 01252 H EHE 22| XMl AM
Z0}28HOF L},

tol Rof&[0f AFLICH o
MEEZZ E_IO} SH{oF

_I_JH

otot7| Hofl 7 Arg 3 112

H8H{OoF ZfLICt. ID HT{2[0] Mo



TAME LDAP AMH|A Q8QIL|C} SSO ID ZZXtol| Ci3t SM
Active Directory2 22/%tL|Ct * Active DirectoryS 22/ gfLICt
* AzureS XLt

» PingFederate(PingFederate)

AzureZ K| ILICt AzureZ K| ILCH

AD FS 27 AFg
CtE HZT2| AD FSE A2 = AUELICE

* Windows Server 2022 AD FS
* Windows Server 2019 AD FS
* Windows Server 2016 AD FS

@ Windows Server 20160{A] S AFEdliOF LIt "KB3201845 H[O|E"E= 1 0| Y.

=7t T Alet

* TLS(F% #1Z HOoH 1.2 = 1.3
* Microsoft .NET Framework HHX 3.5.1 0|4}

Azure 113 Atgt

AzureE SSO §YOZ AFE5tT sAMAccountNames B FALR AF2SHX| b= AFEXL 7|2 0|80| Je B
StorageGRID2} LDAP At Z2t2| HZAO| HO{X|H 2001 EX|7t LAMe £~ JUSLICH AFEXF 2018 £~ QS

Ste™ LDAP AHof gt AAS SsHOF §HLCt.

M AEM 27 Aret

72X Qo= StorageGRID= 2t 22| L =9| 22| QIEH[0|A QIS ME AL J2|E 2a[Xf HIHE 22|Xt, J2(=
22| APl & HIHE 22| APIO]| CHEt HHAE HSELICEH AD FS(AFE XL EB{AE), Azure(YNE{E2I0|X S8

T2 %) = StorageGRIDO|| CHSH MH|A ZEXt A& (PingFederate)2 785t= 89 MH AUSME
StorageGRID 280| Ciet ME QS ME ALETILICE.

kl

ofxl S28ix| o2 AP
XE M ABME 5=
e S ZOM AR

FE| QIE{T| O] A0 CHEE AFEXF X[E QIS ME FEUSLICHOIH 2= A| sHoF LI ALEXL
2| . E0f| AF2E[H EE StorageGRID AZE &= U= AL AE{Z2I0| = S8 T2
olAL|C}
A H .

r

o

1

A 91 A2, E{Zat0|x S8 H2 I i SP UH0|M B2l Eo| J|2 M AEHE
At e HEE|X| ALICH Lot ATt SPElw M2 7|2 M oIE A7 ML

(D 2381 2o 2 a0lsfei oix izl + Sl e Az, Aielol = ojZ ool F2 P
HZES M BN A0l EcfoF LT

LEo HY Mol 23015t 2 0| S50 22| == A ABS M| HMAL = JSLICH /var/local /mgmt-api
ClAER| AF2XL XIH M Q1B A Q] 0|£0| X|HEILICt custom-server.crt. = E2| 7|2 MH 21F A 0|52
QILICt server.crt.

53


https://support.microsoft.com/en-us/help/3201845/cumulative-update-for-windows-10-version-1607-and-windows-server-2016
https://support.microsoft.com/en-us/help/3201845/cumulative-update-for-windows-10-version-1607-and-windows-server-2016
https://support.microsoft.com/en-us/help/3201845/cumulative-update-for-windows-10-version-1607-and-windows-server-2016

TE QF AR

Al

SSO(Single Sign-On)& 2l

YotH| M BHAE HMO{RILICH".

3=l Grid Manager = EHHE 2t2|X} ZEO| M= SSO(Single Sign-On)S AH2% 2= i&L|CE.
ST E St2{™H 7|2 HTTPS X E(443)E Ar2sl{of B

LCt 2 &=

HCi2f0| M AFRXI7E 2018t 4 Qx| StolstLict

SSO(Single Sign-On)E &M s}s}7| Jc._'|0||
20I5t1n 7| & HIHE AHo

AlZfoto] Fof
* E A3 2| = 22Xl 2

* QISLICH"EX oA HSh,

* ID H|{2f|o]d

|

[
—_—t
rot
m
11
rH"‘
ru—u—

1S 0|0 L EYSLICt.

N8R}
sHAIR 9l

1. 71Z HIHE A™o| A= R i EHIHEIL RlQ ID AAS AHE35I1 AX| 42X gfoleti|Ct.

2.

54

o

o

SSOE &4ststH HI'HAE 22|Xtof| EE ID 227 O2|E 2H2|XHof 7

MLt HdE

ol ID &A0f| £38H= AHEXt= Grid Manager ID *ﬁ |

Oo|AF 20l8 4~ gi&L|C)

= T HAG

a. Z} HHE A™ HIHE 2t2|Xtof 23 Q1SfL|CY.

b. oM A 22| * > * D H|T{2|0| M * S MENSL|CE,

o

d. 0| 2 O| HHE 7;||JE ol AHE
F A Of_' * Save * £ ME{T!

E% AL X7} Grid Manager0f|
a. Grid ManagerOl|A * 34 * >
. Active Directory ID 2A0]| A
c. 2a0t2eLt.

(o

ID HIE2[0]d AHE * =tQlZto] MEHE|X] ©

2 2= S8 280| H 0| ER5HX| §2X| =elstn

L|C}.
M| AT = A=K 2hlRfL|Ct.
*HMIA HOf x> > e OF * S MEHStL|CE

=
StLt Ol&tel S& 28S 7M1

d. S8 3189 AIZXIZ J2|E 22|Xtof CHA| 23008 & A=X| =elSfL Tt

a. Grid Manager0f|A| * Tenants
b. HHE AN S MEHStD * =
C. M& HE U= RO * AL

d. Use own identity source * (1
(KM% *)E MEiSL|CE

* 2 MEHSHL|C}.

* > * MX| * S MENSHL|C}.

Lt O|&te| ETt AFEX}I} Grid ManagerOf|
t2|xtoll 20l o~ U=X| =felsof hL|Ct.

=l D A0 odl

|X-IO|

glow o



Edit the tenant

@ Enterdetails ——— o Select permissions

Select permissions

Select the permissions for this tenant account.
Allow platform services @

Use own identity source @

Allow $3 Select @

H|'=E O X[ 7} LtEHELICE.

a. HIHE AES Mot » 2701+ S MEiSH CI3 HIHE AFo| 22 FE AI8Xtz 2IQIFLIC.

b. BIHE ZI2|XI0l|A] * HM|A 22| *>* O F * S MEHBILICE

C. Grid Manager0f|l A StLt 0| 42| Sg J1F0l| 0] Bl A E0i| Chist RE MM A Moto] HHEU=X] =teletL|ct.
d. 20rRgfLCt,

e. S I1EC ASXE HIHAE CiA| 21e 5= A=X] SFltL|ct.

H -
* "SSO(Single Sign-On)0i| CHt @71 AFg 8 112 AR

e S etelgh o

e
0z

* "HHE AFES AL

sandbox T EE AtE8HL|C}

sandbox ZEE ALE38tH 2 E StorageGRID AF2XF7F SSO(Single Sign- On)% A3t E
AES7| Hoj| 0|2 LSt HIAEY 4= JELICH SSO7t &detE 20|z F4 S HESHHLE
CHA| HIAESHOF & miOjCt MESIA HEZ S0t = UYSLICH

AFE3H a2 22| Xtof 28l

=N
=
* 2(8) ERotL JASLICHFE A

> ?9:*

.
O|_I-"-

LI "AEHE[= & 2etA.
fa.

* StorageGRID A|A&0f| CHsH ID H|C{2]|o| S LA} SLICE

55


https://docs.netapp.com/ko-kr/storagegrid-118/tenant/index.html
https://docs.netapp.com/ko-kr/storagegrid-118/tenant/index.html
https://docs.netapp.com/ko-kr/storagegrid-118/tenant/index.html
https://docs.netapp.com/ko-kr/storagegrid-118/tenant/index.html
https://docs.netapp.com/ko-kr/storagegrid-118/tenant/index.html
https://docs.netapp.com/ko-kr/storagegrid-118/tenant/index.html
https://docs.netapp.com/ko-kr/storagegrid-118/tenant/index.html

* ID H|{2i[0| M * LDAP AMH|A R * 2| 22 AME3t2{E= SSO ID SZAt0l| M2 Active Directory EE= AzureS
MEdHELICE.

ZME LDAP AH|A £31Q1L|C} SSO ID S=X}oi| tigt SM
Active DirectoryS Z2!8fL|Ct * Active DirectoryS Z2IgL|C}

* AzureE X[ gfL|Ct

* PingFederate(PingFederate)

AzureE K| EL|Ct AzureE K| EtL|CH
o Zkedof| CHaH
SSO7t ZM3tE|0f U0 AP X 22Xt =20 2

|2 A|=5HH StorageGRID= 215 2EE SSO ID =Xt
|

O
HEL|C} E5F SSO ID SEAtE 5 80| d3Y=R R E LIEHL= 215 SHE StorageGRIDZ CHA|

HYL|CH 4350l Q9| B!
* Active Directory .= PingFederate®| SE0ll= AFEXEC] UUID(Universally Unique Identifier)7t ZetEL|Ct.
* Azure®| SEH0l= UPN(User Principal Name)O| Z3HE/L|CE,
StorageGRID(MH|A ZSEXH2F SSO ID S2AH7F ALEXL @1F M of| Cisf FTSHA S4IE = UL E SH{H
StorageGRIDOIA EH M™E FAsljof gL|CH O7 CFS SSO ID 35Xt 2T EL0E AHE5H0] 2t 22| =0

CHSE 7|9t AD FS(IE| ER{AE) Azure(NE{ 20| = OfZ2|7|0|M) EE= MH|A SFXH(PingFederate)E BH=0{0f
SLICH OFX|2tO 2 StorageGRIDZ =0t7tA SSOE & 3taljof ghL| I-_-|'.

sandbox 2EE AI236IH SSOE &hMststy| Mo o] MHt = HS Z7tM
USLICH MEHA BEZ AIESH= 2 AMEXt= SSOE AHESI 219l
sandbox 2 E0f| M| ATIL|C}

EHA|

1.7 x> AMA HOf * > * ThU ARIR * S MEHBLL|CY,

—

The! Atel2 H|O[X| 7t LIEtLE D * HI- gt * 40| MEHELICE

You can enable single sign-on (S50) if you want an external identity provider (IdP) to authorize all user access to StorageGRID. To start,
enable identity federation and confirm that at least one federated user has Root Access permission to the Grid Manager and to the Tenant

Manager for any existing tenant accounts. Next, select Sandbox Mode to configure, save, and then test your SSO settings. After verifying
the connections, select Enabled and click Save to start using SS0.

550 status @ ® Disabled Sandbox Mode Enabled
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Sandbox mode is currently enabled. Use this mode to configure relying party trusts and to confirm that single sign-on (SS0) and
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Sandbox mode is currently enabled. Use this mode to configure service provider (SP) connections and to confirm that single sign-on (S50) and
single logout (SLO) are correctly configured for the StorageGRID system
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Tenants = tenant A for grid federation

tenant A for grid federation

Tenant ID: 0899 6970 1700 0930 0009 I_D Quota -
Protocol: 53 utilization:
Object 0 Logical 0 bytes
count: space used:

Quota: —

Description:  this tenant was created on Grid 1

‘ Edit ‘ |Actionsv

o This tenant has been cloned to another grid. If you edit or delete this tenant, your changes will not be synced to the other grid.

Space breakdown Allowed features Grid federation
B Q Displaying ane result
Connection name = Connectionstatus @ 2 Remote grid hostname @ % Lasterror @ &
Grid 1 to Grid 2 & Connected 10.96.106.230 Check for errors
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Remove permission to use grid federation X
connection

Are you sure you want to prevent Tenant A from performing account sync and cross-
grid replication using grid federation connection Grid 1-Grid 2?

» Removing this permission does not delete any items that have already been
copied to the other grid.

After removing this permission for the tenant on this grid, go to the other grid
and remove the permission for the corresponding tenant account,

e. Connection '5427cbf8-0dd0-4b83-a2c8-25223ccd9cch’ s used by bucket 'my-cgr-bucket’

for cross-grid replication, so it can't be removed. From Tenant Manager, remove the coss-
grid configuration from the tenant bucket and retry.

A\, Using Force remove removes the tenant's permission to use the grid federation
connection even if tenant buckets still have cross-grid replication enabled. When the
permission is removed, data in these buckets can no longer be copied between the grids.

Canicel Force remove Remove
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Tenants = test
test
Tenant ID: 00402213 8117 4859 6503 i_D Quota -
Protocol: s3 utilization:
Object count: 0 Logical space 0 bytes
used:
Quota: -

m ‘ Edit ‘ ‘Actmnsv

0 Tenant account could not be cloned to the other grid.
Reasan: Internal server error, The server encountered an error and could not complete your request. Try again. If the problem persists, contact support. Internal
Server Error

Retry account clone
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Grid1-Grid 2

Local hostname (this grid): 10.96.130.64
Port: 23000
Remote hostname (other grid): 10.96.130.76
Connection status: @& Connected
‘ Edit ‘ Test connection
Permitted tenants Certificates
Seail] O\ Displaying one result
Tenant
Lasterror @ =
name
2022-12-22 16:19:20 MST
Cross-grid replication has encountered an error. Failed to send cross-grid replication request from source
% S bucket 'my-bucket’ to destination bucket 'my-bucket’. Error code; DestinationRequestError. Detail:
enan

InvalidBucketState. Confirm that the source and destination buckets have object versioning enabled and $3
Object Lock disabled. (logiD 13916508109026943924)

Check for errors
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2. audit.log 0l A CGRR HIAIX|E HAMSt D ZAL BE =75 AFESI0] 2ntE ST,
O£ S0 0| H2 Xt 302 S 2= CGRR HIAIX|0f| CHH grepsE &5t ZiAt 2 =FE AHSELICE

# awk -vdate=$(date -d "30 minutes ago" '+%Y-%m-%dT%H:%M:%S') '$1$2 >= date {
print }' audit.log | grep CGRR | audit-explain

Ho| Zut= o] of[t 20| =M, 0] of|H|0ll= 67H2] CGRR HIA|X|0l| CHEE S=0] JASLICE O] oo = ZE IEA
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CGRR Cross—-Grid Replication Request tenant:50736445269627437748
connection:447896B6-6F9C-4FB2-95EA-AERFI3A774E9 operation:"replicate
object" bucket:bucketl23 object:"audit-0"
version:QjRBNDIzZODAtN]jQ3MyO0xMUVELTg2QjEtODIJBMJAWQkI3NEM4 error:general
error

CGRR Cross-Grid Replication Request tenant:50736445269627437748
connection:447896B6-6F9C-4FB2-95EA-AERFI93A774E9 operation:"replicate
object" bucket:bucketl23 object:"audit-3"
version:QjRDOTRCOUMEN]jQ3MyO0xMUVELTkzMOYtOTgIMTAWQkI3NEM4 error:general
error

CGRR Cross-Grid Replication Request tenant:50736445269627437748
connection:447896B6-6F9C-4FB2-95EA-AERBFI93A774E9 operation:"replicate
delete marker" bucket:bucketl23 object:"audit-1"
version:NUQOOEYxXMDAtNJQ3NCOxXMUVELTg2NjMtOTYS5NzAWQkI3NEM4 error:general
error

CGRR Cross-Grid Replication Request tenant:50736445269627437748
connection:447896B6-6F9C-4FB2-95EA-AERFI93A774E9 operation:"replicate
delete marker" bucket:bucketl23 object:"audit-5"
version:NUQIODUwWQKUENJQ3NCOxXxMUVELTgINTItRDkwNzAWQkI3NEM4 error:general
error
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@ "H|ZI"= BA|El StorageGRID APl 272 0|11 glo] HEE & AUSLICH StorageGRID M &
ANEZQIER QHO| API HH S FARLICE

3. Cross-grid-replication-advanced * MMO|A| Ctg X2 MEHSHL|CY
POST /private/cross-grid-replication-retry-failed

4. Hgsto| * £ MedetL|ct.

5. body * H|AE MX0|A * versionID * 2| Of|X| &= Muist wkt J2|= SX| Q0| siZsH= audit.log 2| HH
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1. M8 API HEMQ| * cross-grid-replication-advanced * MMO|| A CHS 2™ S MEHSIL|CE,
GET /private/cross—-grid-replication-object-status/{id}

2. HiEsts| * & MefgtL|Ct,

3. Of7H H4 MMM o AF2SH HE IDE YAHBILICH cross-grid-replication-retry-failed
QAESIAA L.

4. Execute * & MEHBIL|CY,
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Matches the test configuration used for Common Criteria certification.

o Some StorageGRID services have not been updated to use the ciphers in this policy.
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Tenants

View information for each tenant account. Depending on the timing of ingests, network connectivity, and node status, the usage data shown might be out of date.

To view more recent values, select the tenant name.

e L Q Displaying 5 results
Name @ = Llogicalspaceused @ =  Quotautilization @ = Quota @ = Objectcount @ =  Signin/Copy URL @
Tenant 01 2.00GB 10%  20.00GB 100 41 0
Tenant 02 85.00G8 85%  100.00GB 500 < 0
Tenant 03 500.00 T8 50%  1.00PB 10,000 <1 0
Tenant 04 4750078 95%  500.00TB 50,000 < 0
Tenant 05 5.00 GB 500 4 0
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Tenants

View information for each tenant account. Depending on the timing of ingests, network connectivity, and node status, the usage data shown might be out of date.

To view more recent values, select the tenant name.

Export to CSV Search tanants by name or IC O\ Displaying 5 results

Name @ 2 Llogicalspaceused @ 4  Quotautilization @ 2 Quota @ % Objectcount @ 2  Signin/Copy URL @
Tenant 01 2.00GB 10%  20.00GB 100 4 D0
Tenant 02 £5.00 GB 850  100.00GB 500 41 0
Tenant 03 500.00 T8 50%  100PB 10,000 4 0
Tenant 04 475.00TB 95% 500.00 TB 50,000 —)] |_D
Tenant 05 5.00 GB 500 4 0
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g One or more endpoints have experienced an error and might not be functioning properly. Go to the Endpoints page to view
the error details. The |ast error occurred 2 hours ago.
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Platform services endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service (CloudMirror
replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to use.

o One or more endpoints have experienced an error. Select the endpoint for more details about the error. Meanwhile, the platform service request will be retried automatically.

5 endpoints Create endpoint

Display name @ = Lasterror @ = Type ® + URI® = URN@ =

my-endpoint-2 0 2 hours ago Search http://10.96.104.30:9200 urn:sgws:es::mydomain/sveloso/_doc
my-endpoint-3 0 3days ago Motifications http://10.96.104.202:8080/ arn:aws:sns:us-west-2::examplel
my-endpoint-5 12 days ago Notifications http://10.96.104.202:8080/ arn:aws:sns:us-west-2::example3
my-endpoint-4 Notifications http://10.96.104.202:8080/ arn:aws:sns:us-west-2::example2
my-endpoint-1 53 Bucket hitp://10.96.104.167:10443 urn:sgws:s3::bucketl
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Add interfaces to the HA group

Select one or more interfaces for this HA group. You can select only one interface for each node.

SEAET Q Total interface col
MNode = Interface @ =2 Site @ = IPv4 subnet 2 Mode type @ =
DC1-ADM1-104-96 ethD @ pC1 10.96.104.0/22 Primary Admin Node
DC1-ADM1-104-86 eth2 @ DC1 Primary Admin Node
DC2-ADM1-104-103 ethD @ bc2 10.96.104.0/22 Admin Node
DC2-ADM1-104-103 eth2 @ pcz2 Admin Node

0 interfaces selected
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Site @ = Node name @ =
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You have already selected
an interface on this node.
Select a different node or
remove the other selection.
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Determine the priority order
Determine the primary interface and the backup (failover) interfaces for this HA group. Drag and drop rows or select the
arrows.

Priority order @ Node Interface @ Node type @

1 (Primary interface) : DC1-ADM1-104-96 eth2 Primary Admin Node

2 s DC2-ADM1-104-103 eth2 Admin Node
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Enter details for the HA group

Subnet CIDR @

Specify the subnet in CIDR notation. The optional gateway |P and all VIPs must be in this subnet.

Gateway IP address (optional) @

Optionally specify the IP address of the gateway, which must be in the subnet. If the subnet address length is 32, the gateway IP
address is automatically set to the subnet IP.

Virtual IP address @

Specify at least 1 and no more than 10 virtual IPs for the HA group. All virtual IPs must be in the same subnet. If the subnet length is
32, only one VIP is allowed, which is automatically set to the subnet/gateway IP.

Add another IP address
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DC2-SGA-010-096-106-021 (Storage Node) &

X
Overview Hardware Network Storage Objects ILM Tasks
Node information @
Mame DC2-5GA-010-096-106-021
Type: Storage Node
I0: f0890e03-4c72-401f-2€92-245511a38e51
Connection state: o Connected
Storage used: Object data T @
Object metadata 5% @
Software version: 11.6.0 (build 20210915.1941 afce2d3)
|P addresses: 10.96.106.21 - eth0 {Grid Network)
Hide additional IP addresses A

Interface 5 IPaddress =

eth0 (Grid Network) 10.96.106.21

eth0 (Grid Network) fe80::2a0:98ff:fe64:6582

hic2 10.96.106.21

hic4 10.96.106.21

mitc2 169.254.0.1

Alerts
Alert name 2 Severity @ = Time triggered 5 Current values
ILM placement unachievable (£
© major 2 hoursago @

A placement instruction in an ILM rule cannot be achieved for certain objects.
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Parent interfaces
Select one or more parent interfaces for this VLAN interface. You can only select one parent interface on each node for each VLAN interface,
Site @ =& Nodename @ 2 Interface @ %  Description @ 2  Nodetype @ = Attached VLANs @
Data Center 2 DCZ-ADM1 etho Grid Network Non-primary Admin
Data Center 2 DC2-ADM1 eth2 Client Network Non-primary Admin
Data Center 1 DC1-G1 etho Grid Network Gateway
Data Center 1 DC1-G1 eth2 Client Network Gateway
Data Center 1 DC1-ADM1 eth0 Grid Network Primary Admin
2 interfaces are selected. Previous
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Technical Support
Chassis serial number: 031517000693
& NetApp My Support ('

. . US/Canada 888.463.8277
Support Resources Diagnostics AutoSupport Other Contacts

AutoSupport operations AutoSupport status: Enabled @

Enable/Disable AutoSupport Features
AutoSupport proactively monitors the health of your storage array and automatically sends support data ("dispatches”) to the

support team.

Configure AutoSupport Delivery Method
Connect to the support team via HTTPS, HTTP or Mail (SMTP) server delivery methods.

Schedule AutoSupport Dispatches
AutoSupport dispatches are sent daily at 03:06 PM UTC and weekly at 07:39 AM UTC on Thursday.

Send AutoSupport Dispatch
Automatically sends the support team a dispatch to troubleshoot system issues without waiting for periodic dispatches.

View AutoSupport Log
The AutoSupport log provides information about status, dispatch history, and errors encountered during delivery of

AutoSupport dispatches.

Enable AutoSupport Maintenance Window
Enable AutoSupport Maintenance window to allow maintenance activities to be performed on the storage array without

generating support cases.
Disable AutoSupport Maintenance Window

Disable AutoSupport Maintenance window to allow the storage array to generate support cases on component failures and
other destructive actions.
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2. NFS 74 RE2[E|E AERLICL config nfs.rb

add-audit-share add-ip-to-share validate-config

enable-disable-share remove—-ip-from-share refresh-config
help
exit

- BS: add-ip-to-share

2| oo A™E NFS ZAI 2] SE0| HAIELICH ZAI 2R= CHSot 20| LIZELICE /var/local/log

4. UM 3R HSE YHBLIC audit share number

S HARIZ EAIEH ZA SF| ZAL S2I0[HUES] IP F4 L= 1P 34 HIE LHHLICH
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ZETJHOM HEELICHs & MERILICH 4.

ELICH config nfs.rb

add-audit-share add-ip-to-share

enable-disable-share remove-ip-from-share

validate-config
refresh-config
help

exit
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Overview Alarms Reports | Configuration ‘\

Wain Alarms

m Configuration: ARC (98-127) - Target

Updated: 2015-09-24 15:48:22 PDT

Target Type

Cloud Tiering (33)

Cloud Tiering - Simple Storage Service (53)

Account

Bucket Name
Region
Endpoint

Endpoint Authentication
Access Key

Secret Access Key

Storage Class

4. Target Type EELIR 55

name
“irginia or Pacific Morthwest (us-east-1)

https:10.10.10.123:8082

r
ABCD123EFG45AB

Standard (Default)
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Overview Alarms Reports | Configuration ‘\

Wain Alarms

m Configuration: ARC (98-127) - Target

Updated: 2015-09-24 15:48:22 PDT

Target Type Cloud Tiering - Simple Storage Service (53) LI

Cloud Tiering ($3) Account

Bucket Name name

Region Virginia or Pacific Morthwest (us-east-1) LI
Endpaoint hitps:/10.10.10.123:8082 ™ Use AWS
Endpoint Authentication r

Access Key ABCD123EFG45AB

Secret Access Key ssssee

Storage Class Standard (Default) LI

Apply Changes .

4. Lo w2t AN YEE +FELC
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1. X *>+ x>+ 02| E EZZX| * E MEHSHL|C},
2. Archive Node *>*ARC * & MEqSIL|LC,

3. Configuration * > * Main * S AME{gtL|C},

Overview Alarms Reports | Configuration l\

Wain Alarms

Configuration: ARC (98-127) - ARC

Updated: 2015-08-24 17:18:28 PDT

ARC State | Online

=

Cloud Tiering Service State | Read-Write Enabled

4. Cloud Tiering Service State * £ MEHTIL|C}.
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Overview Alarms Reports | Configuration '||
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ARVF(Store Failure
UASLICE.

Kain Alarms

5 Configuration: ARC (98-127) - Store

Updated: 2015-09-29 17:54:42 PDT

Reset Store Failure Count r

4. Reset Store Failure Count * £ MEASHL|C},
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define library tapelibrary libtype=scsi

?IX| tapelibrary EI|O|Z 2t0|E2{2|0f 3l 11EHT 19| O] F0[H 2| ZfYLICt 1ibtype HIO|Z 2}0] 2222
PO et H2E 5 AELICH

2. MEOl|A E[O| & 2to|22{2| 29| FZRE FolLICt

define path servername tapelibrary srctype=server desttype=library device=1lib-
devicename

° servername TSM AMH2| O|EQIL|C}
° tapelibrary &2|ot H|O| 20|EH2{2| O|SLICt
° lib-devicename E||O|Z 2l0|E2{2|2| C|HIO|A O|SRIL|C}

3. 2to|E2{2|9| E2t0|HE FolgtLCt.

314



define drive tapelibrary drivename

° drivename E2I0|E0| X|HE O|SQILICH

° tapelibrary &2|t E|O|Z 2t0|E2{2| O|SRILICt

SEERO L 4of| wha2f =71 E2H0|E = E2f0[E2E F48E = ASLILE OlE S0 TSM A7 H|O[&
2to[E={2|of| M = 72| @i=10] U= Fibre Channel 29 X|0f] HEE|0 U= L 2 Y=o T3l =20[EE
Holg = A&LICt.

4. MHHOl|lM Hogt E2to|EtX|e] A2 E FolRLICt.

define path servername drivename srctype=server desttype=drive
library=tapelibrary device=drive-dname

° drive-dname EEI0|E2| EX| O|SL|C}
° tapelibrary &2|ot H|O|X 20|EH2{2| O|SLICt

Ejo|Z 2to|=e{2|0f chal Folet 2f =2t0|2of thall 2| & AE35t0 O ntH S RIS EILIL drivename

— 1 —

3! drive-dname 2 EEI0|E0|| CHaH.
5. E2I0|E Q| C|HIO|A EHAE HolgtL|Ct,

define devclass DeviceClassName devtype=lto library=tapelibrary
format=tapetype

° DeviceClassName C|HIO|A S2{A S| O|EILICE
° 1to MHof| AZE E2jo|E RYILICH

° tapelibrary ‘Q°[%t H|O| 2to|E2{2| O| S RILICt
° tapetype 2 EH|O|Z SHLICHO: ul3um3)

6. 2to|=2{z|e| QIHIER|0f| EHlo| T E&S F7ELCt,
checkin libvolume tapelibrary
tapelibrary ™[t H|O|Z 2t0|E2{2| 0| SRIL|C.

7. 2F HO|Z AER|X| E2 MMBLICH

define stgpool SGWSTapePool DeviceClassName description=description
collocate=filespace maxscratch=XX
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° SGWSTapePool O}FI0|E =EQ| H|O|Z AEZ|X| E
T2 E M83H= 22 HIoO|Z AEZ|X| E2| 0|E2 ME

° DeviceClassName H|O|Z 2l0|E2{2|2| C|H}IO|A

° description 2 & AM25I0] TSM AHOf| EA[E £ Q!
stgpool BH. 0f: "OI7I0|E E& H|0|Z AEZ|X| &."

° collocate=filespace TSM At{7} St It Z7He| K|S THY H|O|Zof| 7| E5H=F X ELICE.

9| OI%?:.
EH [e]
EH

= 2E2[X] 20| chet BHYULICE query
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define stgpool SGWSDiskPool disk description=description

maxsize=maximum file size nextstgpool=SGWSTapePool highmig=percent high
lowmig=percent low

° SGWSDiskPool OF7}0|H =EQ| C|A3 Z9| 0
AR CA3 AEE|X| E9| 0|E2 MEfE £ QUELICL.

° description 2 & AMESI0 TSM MHO| EAIZ & U= AEZ|X| 0 cist MHULICH query
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° maximum file size L|A3 ZEO0| FHHEX| ¢ O] 27|20t 2 LERMES H|0| =0 21F 7|F gLt

HH™SH= A0l EELICt maximum file size 10GBE HEgL|CH

° nextstgpool=SGWSTapePool LA AEZ|X| £E2 OIFI0|H L =0f CHsl Ho|El HIO|Z AEZ|X| EZ

LIEFE LT,
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define volume SGWSDiskPool volume name formatsize=size

° SGWSDiskPool C|AA E O|EQIL|LC}.

o

volume name
HO|Z M&S ZH[oH7] ff8ll L2323 E9| LIS 7IFELICE
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define policyset tsm-domain standard
define mgmtclass tsm-domain standard default
default = HiZES| 7|2 22| A LICE.

3. MMt AE2|X| Bojl FIISS MABHLICE Y2 (3 Foll).

ocod H =\ =

define copygroup tsm-domain standard default type=archive
destination=SGWSDiskPool retinit=event retmin=0 retver=0

default Of710|E = E9| 7|2 2t2| 2e{AQULICt Q| Zf retinit, retmin, B retver OI7}O|E ==0f|A
oMl AFRSH= HE S22 UGS E MEHE[QIEL|CE
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S M M MEE gdoz AFELICL
activate policyset tsm-domain standard
activate HHEE Q121& tff LIEILH= "no backup copy group" 2= 2 A|EL|CH
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