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FLICt.
System Metadata
Object 1D AT2ES6FF-B13F-4905-9E9E-453T3FEETDAR
Mame testobject
Container source
Account -1582139188
Size 524 MB

Creation Time 2020-02-19 12:15:59 PST

Modified Time 2020-02-1912:15:59 PST

Replicated Copies

Node Disk Path

99-97 ivarflocalirangedb/2/p/06/ 0B/ 0nMEHS TFEnQQNCV2E
99-39 ivarflocallrangedb/1/p/12/04/00nMEHS TFEoW2B|CXG%
Raw Metadata

“TYRE™ - “CTHNT",
“CHND": "A1ZE9GFF-B13F-49@5-0c9E-45373F0CTDAR",
"HAME": “testobjsct”;
"CEID": "8x3823DETECTCILAIE",
"PHND": “FEABAES1-534A-11EA-9FCD-31FFERCIR056",
"PPTH™: “source”,
"META": {
"BASET: {
"PAWS": =2",

QHHME KHAUMAEZ|X| 28) ZHOH7} LHMMSL|C}

AEE[X| LB 7|2 AEEX|= REHE NF4 = LHELCH 2

=Z0|2tnk gtL|C},

2t AER|X| O 3 QUFE A4 HHE 2 4 UBLICL QEHE NE
AE2|X| * Ho|x] stetofl EAIELIC

2| ZRE 2=

HHE HEtH|olH =3 20E 20

I_
t:'* LE xS

KA E AEE|X|

FAERR EE x>



Disk devices

Name @ = World Wide Name @ 2 I/Oload @ = Readrate @ = Writerate @ 2
sdc(8:16,5db) N/A 0.05% 0 bytes/s 4KB/s
sde(8:48,5dd) N/A 0.00% 0 bytes/s 82 bytes/s
sdf(8:64,sde) N/A 0.00% 0 bytes/s 82 bytes/s
sdg(8:80,sdf) N/A 0.00% 0 bytes/s 82 bytes/s
sdd(8:32,sdc) N/A 0.00% 0 bytes/s 82 bytes/s
croot(8:1,sdal) /A 0.04% 0 bytes/s 4 KB/s
cvloc(8:2,5da2) MN/A 0.95% 0 bytes/s 52 KB/s

Volumes
Mount point @ = Device @ = Status @ = Size @ = Available @ = Write cache status @ =
/ croot Online 21.00 GB 14.73GB 1l Unknown
Jvar/local cvloc Online 85.86 GB 80.94GE 1ls Unknown
/var/local/rangedb/0 sdc Online 107.32GB 107.17GB 1l Enabled
Jvar/local/rangedb/1 sdd Online 107.32GB 107.18GB il Enabled
/var/local/rangedb/2 sde Online 107.32GB 107.18GB 1ls Enabled
/var/local/rangedb/3 sdf Online 107.32 GB 107.18GE 1ls Enabled
/var/local/rangedb/4 sdg Online 107.32 GB 107.18GB 1l Enabled

Object stores

DO =2 sSize@® = Available @ 2 Replicateddata @ = ECdata @ =2 Objectdata(%) @ = Health @ =

0000 107.32GB  96.44GB 1l 1.55MB il 0bytes 1ls 0.00% No Errors
0001 107.32 GB 107.18GB 1ls 0 bytes 1ls 0bytes 1l 0.00% No Errors
0002 107.32 GB 107.18GB 1l 0 bytes 1ls 0bytes 1l 0.00% No Errors
0003 107.32 GB 107.18GB ils 0 bytes ils 0bytes il 0.00% No Errors
0004 107.32 GB 107.18GB 1l: 0 bytes ils 0 bytes 1l 0.00% No Errors
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S XML "ZF AEEX| =0 tieh MF FEULICH, ChE HAIE +3eL
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2. site_ * > *Storage Node * > * LDR * > * Storage * > * Overview * > * Main * 2 MEH&L|C},

Overview: LDR (DC1-51) - Storage

Updated: 20200139 150339 PET

Storage State - Desired Online

Storage State - Cumrent Online =
Storage Status Mo Errors =%
Utilization

Total Space 322 GB

Total Usable Space INGB i |

Total Usable Space (Percent) 96.534 % g
Total Dats 594 KB i

Total Data (Percent): 0% i |
Replication

Block Reads 1} bt
Block Wiites i} =
Objects Ratdeved 0 |
Objects Committed 1] b |
Objects Delated 1] =
Defete Service Stata Enabled =
Object Store Volumes

D Total ~ Avallable Replicated Data EC Data  Stored (%) Health

0000 107 GB 96.4 GB [ 994 KB Hoe 0.001 % No Errors ]
0001 107 GB 107 GB Hoe =Hoe 0% Mo Errors ]
0002 107 GB 107 GB 08 ™0B  W0% No Erors e
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Perform an object existence check if you suspect some storage volumes have been damaged or are corrupt and you want to verify that objects still exist on

these volumes.

If you have guestions about running object existence check, contact technical support.

Active job Job history
Status: Accepted Consistency control @: All
Job 1D: 2334602652007829302 Starttime @: 2021-11-10 14:43:02 MST
‘ Mls:n‘g ob|cct coui‘c‘-s‘t‘:i‘crccted. 0 0 ’_'I Elapsed time @:

Progress: 0% Estimated time to completion @:
Volumes Details
Selected node 2= Selected storage volumes Site =
DC1-51 0,1,2 Data Center 1
DC1-52 0,1,2 Data Center 1
DC1-53 0,1,2 Data Center 1

A
T
o 2HE RS 4

o>

LICt =9 =X|7} HROHK| S5 LIC).
f

=
2t=l JiK| AH20| 0 LCE 310 * Objects Lost * 217 EB|HE|X| 42 AR F2tEl RE AR
CHSE &4

o ZFX| =
[=] —
A 2RO SFE[JSLIC = JHH| S At=0] 42 LRISH| 28l st=/0 2X7E HEEU[=X
stolstLct,

° YX|E F2HE WA AR20] 02LE 20 * TN &4 * 10Ut ER[AHE|H HIo[Ef FEH0| FYE HE +
UASLICL 7|= X BM0 22[SHAIL.

° grepE AFE5I0] LLST ZAF HIAIX|E FE5I0] 2 E JHH EAHES ZAE = UELICH grep LLST

audit file name.

Of BXt= of BXtet RALICH "ZLEl SHIE ZAF SYULICIIHN SA=E 22 & AAMSHA2 LsT CHA
OLST.

- EtHofl thol 22t AIO|E = Z=ol =2E LS MBSt 32 HEIH|OIE LdS ?I8] 2 352 7|tz
ChE 22 S80I HYUS ChAl gL C).

StorageGRID7t 20| ZelEl = =9t %E°| EHIEfﬂlol B 22dS E4Y A0l A= E2, HYUS CHAl
HAoH R ENE FEE QEME SAES XA FEE B It QEME SAES "olg
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Perform an object existence check if you suspect some storage volumes have been damaged or are corrupt and you want to verify that objects still exist on these
volumes.
If you have questions about running object existence check, contact technical support.
Active job Job history
| 3
‘:Delete l Search by Job (D/ node name/ consistency cantral/ start time. Q@ Displaying 4 results
<5 J
Nodes (volumes) Missing object Consistency . [ }
JobID Stat = -~ e Start t End t -
= e o AR == -] copiesdetected @ 7 control - i = L geiin d M J
DC1-51(3
volumes)
DC1-52 (3 2021-11-10
2021-11-10
2334602652907829302 Completed volumes) 0 All 14:43:06 MST
14:43:02 MST
DC1-53 (3 (3 weeks ago)
volumes)
and 7 more
DC1-52 (2
volumes)
- DC1-53(2 2021-11-10
11725651898848823235 ; 2021-11-10
i Completed volumes) Q Strong-site 14:42:11 MST
(Rerun job) 14:42:10 MST ;
DC1-54 (2 {17 minutes ago)
volumes)
and 4 more
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—

HolE fZ2d0f thigt 27t A= L * KNP *>* = *>* A2 E EZZX| *>* MO|E_*>* AEFX| LE
* * K

*>*DR*>*HET *>* A *>*F* 2 0|SSI0] HiZ AT HIES F0|HA2. MO22E HAe NMEE 2E
JHA| CllolEe] Yetd S efelstu AR ERE ZF STELICH 7k o Ba| HMA EXE R0t 2|5t C|o[H
49| "o ZAYLIE

S3 Put Object size too large 21 24| i &

HHEZE S3 37| Mietel 5GIBE x1tdt= LS £& PutObject”t OF:l S A|E5HH S3
Put Object 37|7} LR 2 &&l0| EE|AHEL|CE
AJEHS

x|
£ AE5t0] J2| = Zefxtof] 2alSL "R e = E EeteA

N
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2A2BfLICt cd /var/local/log
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3.

o

20| E ofZS2[A|0|Me] ¢7| M, SH|E QEHE H|O|He| 2R E HE, ILM ME”
AEEX| LE 571 5 LEHE 0| SRS HIXRS 62| 7HX| 0| R = QEHES HMY -
olAL|C}

audit.log:2023-01-05T18:47:05.525999

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64) :1672943621106262] [TIME (UI64):80431733
3] [SAIP(IPAD) :"10.96.99.127"] [S3AI (CSTR) :"93390849266154004343"] [SACC(CS
TR) :"bhavna"] [S3AK(CSTR) : "060X85M400Q090Y280B7YT"] [SUSR(CSTR) :"urn:sgws:id
entity::93390849266154004343:ro0t"] [SBATI (CSTR) :"93390849266154004343"][S

BAC (CSTR) :"bhavna"] [S3BK(CSTR) :"test"] [S3KY (CSTR) : "large-
object"] [CBID(UI64) :0x077EA25F3B36C69A] [UUID (CSTR) :"A80219A2-CD1E-466F-
9094 -

BO9COFDEZ2FFA3"] [CSIZ (UI64) :6040000000] [MTME (UI64) :1672943621338958] [AVER (
UI32):10] [ATIM(UIb64) :1672944425525999] [ATYP (FC32) : SPUT] [ANID(UI32) :12220

829] [AMID (FC32) : S3RQ] [ATID(UI64) :4333283179807659119]]

S2t0[AE M7(7t 0| Ot H2 229 HIHE IDE AtE3I0] HIHEES MELIC

>*ER x> 20 2 0|SEYLICE 2| A= AEE|X| =20 Cet oZ2|AH[0|M 28

_?_ *
LIch €2 M= 1522 XFeL

b. mlo| t=Z E11 2 0|SELICt bycast. log:
/GID<grid id> <time stamp>/<site node>/<time stamp>/grid/bycast.log
c. 215 AMBILICt method=PUT OllA 22I0|HEE SHQIELICt clientTP BEO| YHTLICE

* bycast.log2| of *

Jan 5 18:33:41 BHAVNAJ-DC1-S1-2-65 ADE: |12220829 1870864574 S3RQ S%CEA
2023-01-05T18:33:41.208790| NOTICE 1404 af23cboob7e3efab S3RQ:

EVENT PROCESS CREATE - connection=1672943621106262 method=PUT
name=</test/4MiB-0> auth=<V4> clientIP=<10.96.99.127>
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DC1-S1 (Storage Node) & X
Overview Hardware Network Storage Objects ILM Tasks
1 hour 1 day 1 week 1 month Custom
53 ingest and retrieve @ Swift ingest and retrieve @
18B/s 1B/s
D.800 B/s D.B00 Bfs
0.600 B/s Mo data 0600 B/s Mo data
D400B/s 0.400B/s
0.200 B/s 0.200 B/s
DB/s 0B/s
1510 15:20 15:30 1540 15:50 16:00 1510 1520 1530 15:40 15:50 1600
Object counts
Total objects: @ 0
[ La;stc;bgecis: e 1 ||| |
S3 buckets and Swift containers: @ 2

- e[ LEO|M, "ZAF 2T10f| HM|ASLICI Objects Lost * Y &S E2|$ 7HA|2] UUID(Unique Identifier)E
efolstz{H LSS AL

a. J2|E L=of 230l C}.

i Cfe

ASE QUHBILICI Passwords.txt It ZEZ EQISH TETEJL 0| M HAEILICHS
#

b. ZtAt 27} Qe ClHER|ZE HATLICH {3 cd /var/local/log/
C. grepE ALE3I0| OLST(Object Lost) ZHAF HIAIX|E F=EEILICE &3 grep OLST audit file name

d. HIAIX[ofl Z&HEI UUID 2te EeletL|Ct,
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>Admin: # grep OLST audit.log

2020-02-12T19:18:54.780426

[AUDT: [CBID(UI64) :0x38186FES53E3C49A5] [UUID(CSTR) :926026C4-00A4-449B-
AC72-BCCA72DD1311]

[PATH (CSTR) : "source/cats"] [NOID(UI32) :12288733] [VOLI (UI64) :3222345986
] [RSLT (FC32) :NONE] [AVER (UI32) :10]

[ATIM(UI64) :1581535134780426] [ATYP (FC32) :OLST] [ANID(UI32):12448208][A
MID(FC32) : ILMX] [ATID(UI64) :7729403978647354233]]

AL objectByUUID BHS AFESI0] 3lE ID(UUID)Z 7HMIE &2 CH2 CIOIE 7L fI”0ll XSt=X

=]
oIt

ot

LDR 2&0]| HMNASIZ{H |ocalhost 14020 TelnetS AF2EtL|CY.

a.
b. 2. /proc/OBRP/ObjectByUUID UUID value

T el /IX|7F LHE [ IELICE.

ade 12448208: /proc/OBRP > ObjectByUUID 926026C4-00A4-449B-AC72-

BCCA72DD1311
{
"TYPE (Object Type)": "Data object",
"CHND (Content handle)": "926026C4-00A4-449B-AC72-BCCA72DD1311",
"NAME": "cats",
"CBID": "0x38186FE53E3C49A5",
"PHND (Parent handle, UUID)": "221CABD0O-4DS9D-11EA-89C3-
ACBBOOBB82DD",
"PPTH (Parent path)": "source",
"META" : {
"BASE (Protocol metadata)": {
"PAWS (S3 protocol version)": "2",
"ACCT (S3 account ID)": "44084621669730638018",
"*ctp (HTTP content MIME type)": "binary/octet-stream"
by
"BYCB (System metadata)": {
"CSIZ (Plaintext object size)™: "5242880",
"SHSH (Supplementary Plaintext hash)": "MD5D
O0xBAC2A2617C1DFF7/ES59A76731EGEAFS5E",
"BSIZ (Content block size)": "5252084",
"CVER (Content block wversion)": "196612",
"CTME (Object store begin timestamp)": "2020-02-
12719:16:10.983000",
"MTME (Object store modified timestamp)": "2020-02-

12T719:16:10.983000",

L
—

O] A HHmy of|H[U| M= 2] 7HM|E 20 ELICH UUID 926026C4-00A4-449B-ACT2-BCCA72DD1311 Ofl&=
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"ITME": "1581534970983000"
b
"CMSM": {
"LATM (Object last access time)": "2020-02-
12T719:16:10.983000"
b
"AWS3": |
"LOCC": "us-east-1"

b o
"CLCO\ (Locations\)": \][

\{
"Location Type": "CLDI\ (Location online\)",
"NOID\ (Node ID\)": "12448208",
"VOLIN\ (Volume ID\)": "3222345473",

"Object File Path":
"/var/local/rangedb/1/p/17/11/00rHO%DkRt78I1a\#3udu",

"LTIM\ (Location timestamp\)": "2020-02-
12T19:36:17.880569"
\'},
\ {
"Location Type": "CLDI\ (Location online\)",
"NOID\ (Node ID\)": "12288733",
"VOLI\ (Volume ID\)": "3222345984",

"Object File Path":
"/var/local/rangedb/0/p/19/11/00rHO%DkRt78Rrb\#3s;L",
"LTIM\ (Location timestamp\)": "2020-02-
12T719:36:17.934425"
}

= I oMol = 2 EH JHMIE LIEFHLICE yuID 926026C4-00A4-449B-AC72-BCCA72DD1311 Of
LI =l {IX|7t ei&LICt.



ade 12448208: / > /proc/OBRP/ObjectByUUID 926026C4-00A4-449B-AC72~-
BCCA72DD1311

"TYPE (Object Type)": "Data object",
"CHND (Content handle)": "926026C4-00A4-449B-AC72-BCCA72DD1311",
"NAME": "cats",
"CBID": "0Ox38186FE53E3C49A5",
"PHND (Parent handle, UUID)": "221CABD0-4D9D-11EA-89C3-ACBBO0OBB82DD",
"PPTH (Parent path)": "source",
"META" : {
"BASE (Protocol metadata)": {
"PAWS (S3 protocol version)": "2",
"ACCT (S3 account ID)": "44084621669730638018",
"*ctp (HTTP content MIME type)": "binary/octet-stream"

}o
"BYCB (System metadata)": {

"CSIZ (Plaintext object size)": "5242880",
"SHSH (Supplementary Plaintext hash)": "MD5D
O0xBAC2A2617C1DFF7ES59AT76731EGEAFS5E",
"BSIZ (Content block size)": "5252084",
"CVER (Content block wversion)": "196612",
"CTME (Object store begin timestamp)": "2020-02-
12719:16:10.983000",
"MTME (Object store modified timestamp)": "2020-02-
12T719:16:10.983000",
"ITME": "1581534970983000"
by
"CMSM": {
"LATM (Object last access time)": "2020-02-

12T19:16:10.983000"

s
"AWS3": {
"LOCC": "us-east-1"

a. /proc/OBRP/ObjectByUUIDS| &2 HESI MAS &S AL
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b. ZtAt 237} = CIAER| 2 HAELICH cd /var/local/log/

C. grepE AI23t0] £ FEYLICH "EA = &M E JHA|2F 2HAE ZA HAX|YLCH 53 Tt 2 2YL|CH
U=A: :grep uuid-valueaudit file name > output file name

L

Admin: # grep 926026C4-00A4-449B-AC72-BCCA72DD1311 audit.log >
messages_ about lost object.txt

d. grepE A5t 0| £2 T+AN| A LLST(Location Lost) ZHAt HIA|X|E FEELICE &&: grep LLST
output file name

of

Il
mujn

H Ch3 1 2Lt
Admin: # grep LLST messages_ about lost objects.txt
LLST ZHAL BIAIX|= Of Of|H| HIA|X|2F Z& LT},

[AUDT:\ [NOID\ (UI32\):12448208\] [CBIL(UI64) :0x38186FE53E3C49A5]
[UUID(CSTR) :"926026C4-00A4-449B-AC72-BCCA72DD1311"] [LTYP (FC32) :CLDI]
[PCLD\ (CSTR\) :"/var/local/rangedb/1/p/17/11/00rHO%DkRs&LgAS\#3tN6"\]
[TSRC (FC32) : SYST] [RSLT (FC32) :NONE] [AVER (UI32) :10] [ATIM(UIG64) :
1581535134379225] [ATYP (FC32) : LLST] [ANID(UI32) :12448208] [AMID(FC32) :CL
SM]

[ATID(UI64):7086871083190743409]]

PCLD 20| Y= B2 FEfEl =H A SAL=0f| chist CjA39| HA| HZLICE noid 22 7HAIS] SALES
WA /IKIE HoH JHHE S = ASLIC

a. O| LDR £ D2t HAE AEE[X| =EE FELICL Grid Manager®| A * X|§ *>* £ *>* O2|E
EZEX| * & MEfptL|Ct O& CH2 *O|0|E] MIE * > *AEZ|X| LLE * > * | DR * 2 MEHSIL|CY

HJIHJ

LDR AH|AS| .- E |ID= Node Information H|O|20f| QIELICEL. O] LDRE SAEISH= AER|X| LE
WX 2t AEE|X| = E0f CHEE HEE HESHAIL.
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2. ZAHIAX|Off EAlE AER|X] =20 M| 7 UA=K] let|ct.

-

FEZ 2OQI6IH IETETof| M HAELICH s S MEUBILICH 4.
b. FHx|o| oY F=Z7t A=K RISt Lt
2ol ot =0l LLST ZtAt HIA|X|2| PCLD 242 AHEeLCt.

O£ S0i CtSS Y=SLIC

1s '/var/local/rangedb/1/p/17/11/00rHO%$DkRs&LgA%#3tNG'

() 54+ 2x= oasfolmetaie sy FOIA A 1Y Z2S SSUSEE F0{oF LT
B2E AS & QW ML £LE[0f O] EXIE AME5IH SEE & gSLIC 7I= X £

=]
M 27t HAH Chz HAE AL TIARLICH M E ZHH S CHA| StorageGRIDZ S#Y

3. JHH| ZZE %2 FL JHHIE StorageGRIDZ 2 I8 EAA|2.
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a. SYst AER|X| 20| StorageGRIDO|A 2| o JAEE K| It ARH
chown ldr-user:bycast 'file path of object'

HJIO

HE

II°J
r
n
o
I

b. LDR &0 HMASIE{™ |ocalhost 140201 TelnetS AF2EL|C} Q2 telnet 0 1402

o
14

&: cd /proc/STOR

d. 2 object Found 'file path of object'’
O£ S0 k=S et

Object Found '/var/local/rangedb/1/p/17/11/00rHO%$DkRs&LgA%#3tN6"

£ ZHYLICt object\ Found Command 7HA| {IX|E =3 0i EIL|CH Eot gy ILM HXo| E2|H &[0
ZF MRO|| K| REl CHE X7} 2AH20| WA EIL|C},

HHE S AER[X| LET} QEERIQN AL 2201 MEfQl AEZ|X| =0 KIS SALE
LICt. Z4H|E 22kl AEE|X| = =9| /var/local/rangedb C|2I E2|0f| HX|EtL| Ef a2
HASLIC Object\ Found Z4A|0f| CHEH MY A2 E AHESH= HHEYLICH



- JHHIE 2USH A of
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ZOSHHAIL.

rir

* JiH|7t StorageGRIDZ =@ | 45 HAIX|7t LIEFELICE O S S 32 Z&LICt

ade 12448208: /proc/STOR > Object Found
'/var/local/rangedb/1/p/17/11/00rH0%DkRs&LgAS#3tNG6"'

ade 12448208: /proc/STOR > Object found succeeded.

First packet of file was valid. Extracted key: 38186FE5S3E3C49A5

Renamed '/var/local/rangedb/1/p/17/11/00rHO%DkRs&LgA%S#3tN6G6' to
'/var/local/rangedb/1/p/17/11/00rH0%DkRt78I1la#3udu’

CHS IS AL,

4. 4|7} StorageGRIDE 27| A Q|X|7} MM | =X| SolstL|C},

©

. 2™ cd /proc/OBRP

22 ObjectByUUID UUID value

CtZ 0f|0ll A= UUID 926026C4-00A4-449B-AC72-BCCA72DD13110] U= 7HA[2| IX[7t & ZHK|
2o FLIC}.

ade 12448208: /proc/OBRP > ObjectByUUID 926026C4-00A4-449B-AC72-
BCCA72DD1311

"TYPE (Object Type)": "Data object",
"CHND (Content handle)": "926026C4-00A4-449B-AC72-BCCA72DD1311",
"NAME": "cats",
"CBID": "Ox38186FE53E3C49A5",
"PHND (Parent handle, UUID)": "221CABD0-4D9D-11EA-89C3-ACBB0O0BB82DD",
"PPTH (Parent path)": "source",
"META" : {
"BASE (Protocol metadata)": {
"PAWS (S3 protocol version)": "2",
"ACCT (S3 account ID)": "44084621669730638018",
"*ctp (HTTP content MIME type)": "binary/octet-stream"
b
"BYCB (System metadata)": {
"CSIZ (Plaintext object size)": "5242880",
"SHSH (Supplementary Plaintext hash)": "MD5D
O0xBAC2A2617C1DFF7E959A76731E6EAFSE",
"BSIZ (Content block size)": "5252084",
"CVER (Content block wversion)": "196612",
"CTME (Object store begin timestamp)": "2020-02-

B2 & HZSHAL Object\ Found BHO| AMFELICE 7|z X[& A0
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12719:16:10.983000",

"MTME (Object store modified timestamp)": "2020-02-
12T719:16:10.983000",
"ITME": "1581534970983000"
b
"CMSM": {
"LATM (Object last access time)": "2020-02-

12T719:16:10.983000"
by

"AWS3": |
"LOCC": "us-east-1"
}
b
"CLCO\ (Locations\)": \][
\ {
"Location Type": "CLDI\ (Location online\)",
"NOID\ (Node ID\)": "12448208",
"VOLI\ (Volume ID\)": "3222345473",

"Object File Path":
"/var/local/rangedb/1/p/17/11/00rHO%DkRt78I1a\#3udu",

"LTIM\ (Location timestamp\)": "2020-02-12T19:36:17.880569"
N
\ {

"Location Type": "CLDI\ (Location online\)",

"NOID\ (Node ID\)": "12288733",

"VOLI\ (Volume ID\)": "3222345984",

"Object File Path":
"/var/local/rangedb/0/p/19/11/00rHO%DkRt78Rrb\#3s;L",
"LTIM\ (Location timestamp\)": "2020-02-12T19:36:17.934425"

a. LDR 220X 20t ¢tL|CH & exit

#e| =20l M O] Z4A|ofl CHel ORLM ZHAL HIAX|Of| CHet ZAF 25 AMSIH ILM(BE =3 F7| 22()0] 20
et SX=S I =X] 2Lt

a. 12|E LE=Eo| 23Q1gL|Ct,
i Ot HEdg ol
i off LIZEl A5 E UBBILICt Passwords. txt IHY.

iil. REZ Metsta{H CHg HHS A=eLICh su -
of

a— Lod

El A5 E UHPLICE Passwords. txt IHY. FEZE 2OQI6IH TETEJ} oA HAELICHS
#

b. ZtAt 237} Q= CIHER|2 HARLICE cd /var/local/log/



C. grepE AFBt0] ISt BT 2AL HIAIKIS S Thlofl ZEELICE 9 grep uuid-
valueaudit file name > output file name

of

i
mujn

™ OtEa 25U

Admin: # grep 926026C4-00A4-449B-AC72-BCCA72DD1311 audit.log >
messages about restored object.txt

d. grepE AF25I0] 0] 2 mtA0| A ORLM(Object Rules MET) ZHAt HIA|X|S Z=E¢tL|Ct 3 grep ORLM
output file name

of

i
mujn

H Ch3a 2Lt
Admin: # grep ORLM messages about restored object.txt
ORLM ZHAr HA|X|= O] Of|A| HA|X|2F Z&LCE.

[AUDT: [CBID(UI64) :0x38186FES53E3C49A5] [RULE (CSTR) : "Make 2 Copies"]

[STAT (FC32) : DONE] [CSIZ (UI64) :0] [UUID(CSTR) :"926026C4-00A4-449B-AC72~-
BCCA72DD1311"]

[LOCS (CSTR) :"**CLDI 12828634 2148730112**, CLDI 12745543 2147552014"]
[RSLT (FC32) : SUCS] [AVER(UI32) :10] [ATYP(FC32) : ORLM] [ATIM(UI64) :15633982306
69]

[ATID(UI64) :15494889725796157557] [ANID(UI32) :13100453] [AMID (FC32) :BCMS] ]

a. ZAL HAIX[O| M Locs EEE R&LICEH

D 3 A 20| HdE =& IDYLICE. O HAIX|= ILMO]

A2 Locs®| CLDI 2 =E | =
M 5 7He| 7HA| SAH20| MM E|ASS LIEFHLICE.

(o] = 2k
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6. "2 9 FEE VM| 5 AP C a2 E 2alxt
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AZIX| 2olot = &4 E JHA| £42| S 022 CHA| e &= JUSLICEH
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Object Segmentation
Description Settings
Segmentation Enabled
Maximum Segment Size 1GB

Storage Watermarks

Description Settings
Storage Volume Read-Write Watermark 30 GB
Storage Volume Soft Read-Only Watermark 10 GB
Storage Volume Hard Read-Only Watermark 5 GB
Metadata Reserved Space 3,000 GB
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Main History

. Alarms: LDR (DC1-S3-101-195) - Storage
Updated: 2019-10-08 12:52:43 MDT

 Alarm Time

Insnﬁaeni Free 2019-10-09 Insufficient Free Enm:ﬁiaen{ Free —
_IWSBTS {S“““'?"- Stalus)  goace " 124251MDT  Space ‘Space U
| SAVP (Total Usable Space 2019-10-09
_] ;{Pmm” Under 10 % Gaianr D% 7.05 %

Apply Changes .
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Reporis

Main

Overview: LDR (DC1-S1-101-193) - Storage

Updated: 2018-10-02 12:51:07 MDT

Storage Siate - Desired Online =
Siorage State - Current Read-only =
Storage Status Insufficient Free Space =
Utilization

Total Space: 164 GB B
R e st B

Total Usable Space (Percent): 11.937 % mHS
Total Data: 133 GB B

Total Data (Percent): 84.567 % B
Replication

Block Reads: 0 |
Block Writes: 2,279.881 Z
Objects Retrieved 0 =
Objects Committed: 83,582 |
Objects Deleted: 16 = |
Delete Service State: Enabled =
Object Store Volumes

D Total  Available Replicated Data ECData Stored (%) Health

ooog 4.7 GB 2593 GB 3462 GB M0B ) 84.486 % Mo Errors = ]
0001 547 GB 832 GB . | F9 463 GB Mo0B fH 84644 % Mo Errors =59
nooz 547 GB 836 GB | H 463 GB OB 5 84.57 % Mo Errors =17
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Overview

Alarms | Reports || Configuration |

Charis

Text

Reports (Charts): LDR (DC1-51-101-193) - Storage

YVYIMMIDD HH MM SS

Aftribute: | Total Usable Space Y| Vertical Scaling: ¢! Start Date: 2019/10/09 12-00:00
Quick Query: | Custom Query v| | Update |  RawData o EndDate: 2019/10/09 13:10:33 |
Total Usable Space (GB) vs Time
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Owverview _f Alarms | Reports || Configuration |

Charis Text

o Reports (Charts): LDR (DC1-S1-101-193) - Storage

VY Y VMDD HHMANSS
Attribute: | Total Usable Space {F’ercenl} T | Vertical Scaling: |« Start Dale: | 2019/1 []mg 12:00:00
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The following Storage Nodes are using more than 90% of the space allowed for object metadata:

Node % Used Used Allowed
DC1-52-227 104.51% 6.73 GB 6.44 GB
DC1-53-228 104.36% 6.72 GB 6.44 GB
DC2-52-233 104.20% 6.71 GB 6.44 GB
DC1-51-226 104.20% 6.71 GB 6.44 GB
DC2-53-234 103.43% 6.66 GB 6.44 GB

Undesirable results can occur if object metadata uses more than 100% of the allowed space. You must add new Storage Nodes immediately or contact support.
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Cperating System Linuzx
3.16.0-4-amd64

Services

Account Service 10.4.0-20161224.0333.803cd91 Running B & 7 E90002% B 12MB [
ﬁ’;&’;‘““‘”e Domain Controller 414 4 0.20170329.0039.8800c ae Running 5§ @) 52 T90.14% 9631 MB

46.12-1.byc 0- Not =

Cassania 20170308.0109.ba3598a R B © 0 | H0% 98 B
Content Management System (CMS)  10.4.0-20170220. 1346 1a76aed Running 25§ &) 18 59 0.055 % §520.6 MB 5
Distributed Data Store (DDS) 10.4.0-20170329.0039.8800c ae Running & &) 104 £91.301 % 5976 MB E
Identity Service 10.4.0-20170203 2038 a457d45 Running 2% 6 0% @875MB E
Keystone Service 10.4.0-20170104.1815 6252138 Running B{® 5 B§0% 777 MB
Local Distribution Router (LDR) 10.4.0-20170329.0039.8800c 2e Running 5 &) 109 590.218 % 9§96 MB 5
Server Manager 10.4.0-20170306.2303.9645 af Running 25 & 4 $9358% 9191 MB [
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$ storagegrid-status

Host Name 99-211

IP Address 10.96.99.211

Operating System Kernel 4.19.0 Verified
Operating System Environment Debian 10.1 Verified
StorageGRID Webscale Release 11.4.0 Verified
Networking Verified
Storage Subsystem Verified
Database Engine 5.5.9999+default Running
Network Monitoring 11.4.0 Running
Time Synchronization 1:4.2.8pl0+dfsg Running
ams 11.4.0 Running
cmn 11.4.0 Running
nms 11.4.0 Running
ssm 11.4.0 Running
mi 11.4.0 Running
dynip 11.4.0 Running
nginx 1.10.3 Running
tomcat 9.0.27 Running
grafana 6.4.3 Running
mgmt api 11.4.0 Running
prometheus 11.4.0 Running
persistence 11.4.0 Running
ade exporter 11.4.0 Running
alertmanager 11.4.0 Running
attrDownPurge 11.4.0 Running
attrDownSampl 11.4.0 Running
attrDownSamp2 11.4.0 Running
node exporter 0.17.0+ds Running
sg snmp agent 11.4.0 Running

8. nginx-GW MH|AJt A&l ZOIX| 2AQIBLICt # service nginx-gw status

9. 23 £HOof lumberjacke AFEBLICE # /usr/local/sbin/lumberjack.rb

O|Foj| ATt 21E0| YMWot B —start X - end lumberjack AIZE M S ALt HHETE A|7HHE|
X Ee 4= JAELICE 0[2{et ZM0f CiEt XtMIet LIE 2 lumberjack-hE AFZSHYAIL.

Efoj ol Chet £32 27 Ot7t0| 27t SAMEl 9IX|S LIEFHLICE.

10. Ctg 202 HAESLICH
° /var/local/log/bycast.log
° /var/local/log/bycast-err.log
° /var/local/log/nms.log

° ** /*commands.txt

]
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422: Unprocessable Entity

Validation failed.
the values you entered for

Please check

errors. Test connection failed.
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Unable to
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configuration.
authenticate,
your username and password:
LDAP Result Code 8 "Strong
Auth Required": 00002028:
DSID-0C090256,

The server requires

LdapErr:
comment:
binds to turn on integrity
checking if SSL\TLS are not
already active on the

connection, data 0, v3839
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Linux =271 22| 2 MEjof ALt E0dh= 2 ChaS A oF gLt

3

c ZO0M 2F YU HAIXIE &l
* LLEE CHA| A|ZFSH2{ 10 BhLCL,

|IOI-

fLICE.

* Zact Z U0 AT HHES AHE5I 7| E L& HE||0|HE SXIELIC

—

=
* LLE S TRA| AIEFRILICE.

CHA|

1. MH|A 23t 22| = =of tigt 2304 o] 7| X| 42 ZE0f| Chet Hudst 3 = HIA|X|E SQIRL|CE

2. SAEN REZ Z9I8t7L} sudo HTH0| U= A™S AFSELICE

3. [t HHS Aot L EE CHA| A|ZtSt{ D BLICH $ sudo storagegrid node start node-name

$ sudo storagegrid node start DC1-S1-172-16-1-172
=E7} 228 32 S Lt
Not starting ORPHANED node DC1-S1-172-16-1-172
4. LinuxOll Al ZiEflo[L] A% % 2= H|Of StorageGRID ‘=& T2 M| A S SX|ELICL oS T CH32t Z&LICt

.sudo docker stop --time secondscontainer-name

& “seconds 0| A ZIE|O|A7F SX|E WX Ch7|eh AZh(E)S YRLICYEMHEO = 152 0[3}). 0§ =

o

Ctsat Z2&LIC

sudo docker stop --time 900 storagegrid-DC1l-S1-172-16-1-172
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S. L EE CIA| A|ERILICH storagegrid node start node-name

storagegrid node start DC1-S1-172-16-1-172

Linux: IPv6 X|& 2X| sfZ&

Linux SAE0| StorageGRID =EE MX[3t 22 H'E0A IPv6 X|&lS EAM3tsliof otH, IPv6e A7t O MTHE L E
ZEH|O|L{of| EHE|X| 2 HS 20lT

A
[ = —=2 T M

Of ZFHofl 3

Grid Manager®| CH2 IX|0|AM J2|E =0 StEl |Pve FAE 2 4 AUSLICL

* nodes * £ MEHStT L E 5 MEHSILICH O Ch2 IR B * IP =& * Fof| * O 27| * £ MEfgtL|ct.
DC1-S2 (Storage Node) & X
Overview Hardware Network Storage Objects ILM Tasks

Node information @

Name: DC1-52

Type: Storage Node

ID: 352bd9T8-ffle-45c5-aacl-24cT2782061a

Connection state: o Connected

Storage used: Ohject data 0% @
Object metadata 0% [}

Software version: 11.6.0 (build 20210924.1557.00a5eb9)

IP addrasses: 172.16.1.227 - oth( (Grid Network)

10.224.1.227 - ethl (Admin Networik)

Hide additional IP addresses A

Interface = IP address %
eth0 (Grid Network) 172.16.1.227
eth0 (Grid Metwork) fd20:328:328:0:250:56ff:fe87:b532 l

s X *>* P>+ 2| E EZEZX| * E MEHSHL|CH O CH2 *NODE * > * SSM * > * Resources *
MEHBILICE IPv6 A7t SEE AR * HEY FA * M| |Pv4 T2 of2lof] LI E LICE.

lO

IPv6 =27t BAIE|X| 9410 L ET} Linux 2 AE0 BX[El 22 ChS Tl e H oA IPve X[ @S E-detelL|C).

EHA|
1. SAEQ| FEZ Z018t7{Lt sudo H$H0| U= AFS AF2EtLICE.
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2. r}

dlo

HIFS HAHYLICH sysctl net.ipv6.conf.all.disable ipvé

root@SG:~ # sysctl net.ipvé.conf.all.disable ipvé

Z2h= 00]0{OF ZLCE,

net.ipvé6.conf.all.disable ipv6 = 0

(D 2271 00| Ot A2 2T AN HEME H=50] HAYLIC sysctl 8. O2 LHS AH|&5}7|
Hofl ZtS 0202 HAFLICY.

3. StorageGRID == ZH|0| 22 storagegrid node enter node-name

MESILICH sysctl net.ipv6.conf.all.disable ipvé
root@DC1l-Sl:~ # sysctl net.ipvé6.conf.all.disable ipvé6
Z1t= 10]0{0F ZL|Ct.

net.ipvé6.conf.all.disable ipv6 = 1

() ZmH10l ot F= o] Mits MK YBLICE 712 X2 LA 2OISHIAIR.

5. ZE0|HE ZRBLICE exit
root@DC1-S1:~ # exit

6. FEZ Ct2 OfUS HEBILICL /var/lib/storagegrid/settings/sysctl.d/net.conf.
sudo vi /var/lib/storagegrid/settings/sysctl.d/net.conf

7.

gl
o

T &= A0 FH EOE MAYLICH O3 o2 TS MEst HELIn

net.ipvé6.conf.all.disable ipv6 = 0

net.ipvé6.conf.default.disable ipvée = 0

8. C}

glo

HHS M3SH0] StorageGRID ZIH|0|LHE CEA| A|ZFEHL|CE,
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storagegrid node stop node-name

storagegrid node start node-name

Q|2 syslog AH2| =X|Z SiZgfLICt

CHS BHO|l= 2% syslog A2t 2160 LMeh = Q= QiF HIAIX[2 3 & Z=X| 7} Liet

Q|2 syslog AHE ZiAL HEE HLi= 2ol CHSt XHM|g I8 2 LSS HESHYAI2.
* "Q|& syslog At AtE A| 102 AtE"

o

o "ZEAL HIAIX] B 2| E syslog AIHE AL CH"

QR HIAX] oY o 2E =X
SAEO|SS 2l &= syslog ME{0]| CH3l 2ot FQDNS IP F42 2felet 4 iELC.
glELICH
1. Aot TAE O|FS QO_I&QAIQ. IP FAE 2t Z WX.Y.Z("HEE
T BIIH0N Rz 1P FAQIX] el

HEO| HEE|U}SLICH syslog AH0f| CHSE TCP = TLS HZAO| HREE[J}ESLICH SAEL| TCP E= TLS
EEO|M =41 CH7| Bl MH[ATL GALE WSO HMAE KITHta JAS 5+
A&LICE.
1. syslog ME{Ol| CHel SHHZ FQDN E= IP F4, ZE U IZESS A=K
gtolgtL|Ct.
2. syslog MH|AS| SAETL X|HEl REO|M £l C{7|8H= syslog Hl=2S Al

SUX| eelgfLct.

oH0| LLE0j| M syslog AMH{ 2| IP 3! ZEZQ| TCP/TLS HZOf| Ciet HMAE
XHEFSHX| gb=X] SHolgtL|ct.

HEYIo d&8 syslog A7} 21H AZAE MEUI0| elELICH 2H2E7F ICMP 2F HA|X|E gHetstod

= LIZEl L Eo| BH|AE H|A|X|S syslog MHE e 4 ¢SS LIEFHL|CT,

—_=2=2 T HAo=

1. syslog AH{0]| CHSH 2HIE FQDN E&

XAE O
PT—+—EI:I

1

YEX| ettt

=

22/0|01E WE3 H0|EYI0|Z SOIBtLICE E2fTo| o4t HIEYS ?_|E1111|0|¢
8! #|0| E9II0](Grid, Admin = Client)E Edll syslog AHZ 2tREIE| =2
TEEA=K] SlghL|Ct,

2. Lpgel 2t 0l Cfsh J21C HIER A S5, 22] WSS S 25
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QE H|A|X| M gl HE XK

SAEQN HEY syslog M= A& HZE MEU(O2|E, 2| = 20| E IP A0 Cisl LI E
SAELICt LEOM AESHE MEUN| JELICH LE7t HIAE HIAX[E ELi2{ D A|=ZHX| ¢
syslog MH 2| MAC F=40f Cist ARP QE| CHt SEFS MoK 2R ELICE.

2 NZH0| £BEIZSLIC TCPITLS AZE A=TIE 25t sysiog A2 2E| SHO| +HIEIX) gots
28 20| HEEAL eiHo] SUS MUK 01 SIS ol 4 UL

(S 74).

NTH

1. syslog AHOf| CH3t S2HIE FQDN £ IP FAE AU EX]

2. LIEE 2t 2o sl 22|E HE/R MEU =8, 22| HEI MEU =
Z2H0[AE HIESRIZ AO|EH0|S ﬁé.*?_'%“-l':f syslog Mo =2e Ao =
&&= HIER R QBT oA Sl AO|EL0|(AZ|E, &E| E= ElEf0|°*E)%
AE5H0] EZHIE syslog MH 2 2tRESEE FHE|A=X] 3.*9_|E.“-| Ct.

3. W3HH0| syslog A1H1°I IP S ZEO| LIEE = =0|A TCP/TLS HZ0f CHst
HMAE KHCHstX] ob=X| 2HolgtL|Ct.

Jhot

FOISHL|C},

[y =

OIEL 7t HES HASLICH syslog AHO| CHet TCP HZ0| M3HMOZ MHEUX|D LIFH SREIR}SLICE O
Olge= CH3t Z&L L
* syslog M7} CEA| A[ZHE[RUALE ZIHEE =AY
* =2} syslog AH{2| TCP/TLS AHO0| CHE
S HSIHO| QE TCPHZS HESY £

* syslog At ZEOf|A =41 CH7|SH= H| syslog AlH

O] 2MIE sl Zst2{H:
1. syslog MHO]| CHsl 2HIE FQDN = IP 34, ZE QY IZEZS QHM=X]
stolgtLCh.

2. TLSE AMt83t= AL syslog MH7t TLSE AF2st Q
Ar28H= AR syslog MHE TCPE ARSI Qe=X| Eolst |_|

3. RF TCP AZS SROITE 7 Weko| PAIs|0f YUK| $eX| HolBHct,

s

fjo
0

TLS 21BN 2FILICH syslog MHZRE] &2 MH QS M7t HISE CAQAUSAM HS 3 S2H0|UE AS MLt
S SHE|X| LIt

1. CAQIZEM HE U Z2I0|HE QASM(UE= Z)7F syslog M| Mt QIZ A<}
SRR =] efelgtct.

2. syslog MH{ o] ME 215 IDO|| 0fl&f IP EE= FQDN (0] Zet=[0] Q=X
gelg|ct.
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QE H|A|X| M gl HE XK

HEO| LA BHE[R}ESLICH syslog BIZE7} H 0|4 syslog AIHZ MEE[X| 2O StorageGRIDO|A| O|RE

TLS MM0| B2E[UAELICE syslog MHIETLS MMS

YA == YELIT.

O] @Fet &M MSE CiHZd 208 HESHH 2= /¢

Op

2 OM StorageGRIDU|A 0| RE LXK 4 l&LICEH
1. 0| 2Fet aH ®MSE ClHZ 235 HESH 22 22

2. syslog MH 0| CHa SHIZ FQDN & IP F4, ZE g
StoIBfLILt.

Hu
m
Mk
o
s}

HY=x

3. TLSE AI83t= AR syslog MH 7t TLSE A5t
AE5H= E 2 syslog AIHE TCPE A%t Q=X

4. CAQIZM HE U S210|HE QS M (e AR)7t syslog M| Mt Q1S A9}
S otE[=X| golgtL|Ct.

Q=X 2QIBtLICE TCPS
slolstL|C},

= k-

5. syslog AH 2| A QIZA] IDO]| o & IP EE= FQDN 2{0| Z3tx[0f Q=X
gtolgtL|Ct,

Z0t 2|0 HIMSLICE  syslog MH 74 L EHIAEO AFEE 2E2|X} L EJt LIEE LEO|M HAE Z2IHE
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