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System Metadata
Object 1D AT2ES6FF-B13F-4905-9E9E-453T3FEETDAR
Mame testobject
Container source
Account -1582139188
Size 524 MB

Creation Time 2020-02-19 12:15:59 PST

Modified Time 2020-02-1912:15:59 PST

Replicated Copies

Node Disk Path

99-97 ivarflocalirangedb/2/p/06/ 0B/ 0nMEHS TFEnQQNCV2E
99-39 ivarflocallrangedb/1/p/12/04/00nMEHS TFEoW2B|CXG%
Raw Metadata

“TYRE™ - “CTHNT",
“CHND": "A1ZE9GFF-B13F-49@5-0c9E-45373F0CTDAR",
"HAME": “testobjsct”;
"CEID": "8x3823DETECTCILAIE",
"PHND": “FEABAES1-534A-11EA-9FCD-31FFERCIR056",
"PPTH™: “source”,
"META": {
"BASET: {
"PAWS": =2",
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Disk devices

Name @ = World Wide Name @ 2 I/Oload @ = Readrate @ = Writerate @ 2
sdc(8:16,5db) N/A 0.05% 0 bytes/s 4KB/s
sde(8:48,5dd) N/A 0.00% 0 bytes/s 82 bytes/s
sdf(8:64,sde) N/A 0.00% 0 bytes/s 82 bytes/s
sdg(8:80,sdf) N/A 0.00% 0 bytes/s 82 bytes/s
sdd(8:32,sdc) N/A 0.00% 0 bytes/s 82 bytes/s
croot(8:1,sdal) /A 0.04% 0 bytes/s 4 KB/s
cvloc(8:2,5da2) MN/A 0.95% 0 bytes/s 52 KB/s

Volumes
Mount point @ = Device @ = Status @ = Size @ = Available @ = Write cache status @ =
/ croot Online 21.00 GB 14.73GB 1l Unknown
Jvar/local cvloc Online 85.86 GB 80.94GE 1ls Unknown
/var/local/rangedb/0 sdc Online 107.32GB 107.17GB 1l Enabled
Jvar/local/rangedb/1 sdd Online 107.32GB 107.18GB il Enabled
/var/local/rangedb/2 sde Online 107.32GB 107.18GB 1ls Enabled
/var/local/rangedb/3 sdf Online 107.32 GB 107.18GE 1ls Enabled
/var/local/rangedb/4 sdg Online 107.32 GB 107.18GB 1l Enabled

Object stores

DO =2 sSize@® = Available @ 2 Replicateddata @ = ECdata @ =2 Objectdata(%) @ = Health @ =

0000 107.32GB  96.44GB 1l 1.55MB il 0bytes 1ls 0.00% No Errors
0001 107.32 GB 107.18GB 1ls 0 bytes 1ls 0bytes 1l 0.00% No Errors
0002 107.32 GB 107.18GB 1l 0 bytes 1ls 0bytes 1l 0.00% No Errors
0003 107.32 GB 107.18GB ils 0 bytes ils 0bytes il 0.00% No Errors
0004 107.32 GB 107.18GB 1l: 0 bytes ils 0 bytes 1l 0.00% No Errors
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2. site_ * > *Storage Node * > * LDR * > * Storage * > * Overview * > * Main * 2 MEH&L|C},

Overview: LDR (DC1-51) - Storage

Updated: 20200139 150339 PET

Storage State - Desired Online

Storage State - Cumrent Online =
Storage Status Mo Errors =%
Utilization

Total Space 322 GB

Total Usable Space INGB i |

Total Usable Space (Percent) 96.534 % g
Total Dats 594 KB i

Total Data (Percent): 0% i |
Replication

Block Reads 1} bt
Block Wiites i} =
Objects Ratdeved 0 |
Objects Committed 1] b |
Objects Delated 1] =
Defete Service Stata Enabled =
Object Store Volumes

D Total ~ Avallable Replicated Data EC Data  Stored (%) Health

0000 107 GB 96.4 GB [ 994 KB Hoe 0.001 % No Errors ]
0001 107 GB 107 GB Hoe =Hoe 0% Mo Errors ]
0002 107 GB 107 GB 08 ™0B  W0% No Erors e
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Perform an object existence check if you suspect some storage volumes have been damaged or are corrupt and you want to verify that objects still exist on

these volumes.

If you have guestions about running object existence check, contact technical support.

Active job Job history
Status: Accepted Consistency control @: All
Job 1D: 2334602652007829302 Starttime @: 2021-11-10 14:43:02 MST
‘ Mls:n‘g ob|cct coui‘c‘-s‘t‘:i‘crccted. 0 0 ’_'I Elapsed time @:

Progress: 0% Estimated time to completion @:
Volumes Details
Selected node 2= Selected storage volumes Site =
DC1-51 0,1,2 Data Center 1
DC1-52 0,1,2 Data Center 1
DC1-53 0,1,2 Data Center 1

A
T
o 2HE RS 4

o>

LICt =9 =X|7} HROHK| S5 LIC).
f

=
2t=l JiK| AH20| 0 LCE 310 * Objects Lost * 217 EB|HE|X| 42 AR F2tEl RE AR
CHSE &4

o ZFX| =
[=] —
A 2RO SFE[JSLIC = JHH| S At=0] 42 LRISH| 28l st=/0 2X7E HEEU[=X
stolstLct,

° YX|E F2HE WA AR20] 02LE 20 * TN &4 * 10Ut ER[AHE|H HIo[Ef FEH0| FYE HE +
UASLICL 7|= X BM0 22[SHAIL.

° grepE AFE5I0] LLST ZAF HIAIX|E FE5I0] 2 E JHH EAHES ZAE = UELICH grep LLST

audit file name.

Of BXt= of BXtet RALICH "ZLEl SHIE ZAF SYULICIIHN SA=E 22 & AAMSHA2 LsT CHA
OLST.

- EtHofl thol 22t AIO|E = Z=ol =2E LS MBSt 32 HEIH|OIE LdS ?I8] 2 352 7|tz
ChE 22 S80I HYUS ChAl gL C).

StorageGRID7t 20| ZelEl = =9t %E°| EHIEfﬂlol B 22dS E4Y A0l A= E2, HYUS CHAl
HAoH R ENE FEE QEME SAES XA FEE B It QEME SAES "olg

ALt
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ot = Aot B3 H0| HollM YRS ALOIE e 2t 22 AO|ES HARRILICH
C. TAIE 2t KQi0] SOIRHS MEfSH TS * A * 2 MEEiLITH

Perform an object existence check if you suspect some storage volumes have been damaged or are corrupt and you want to verify that objects still exist on these
volumes.
If you have questions about running object existence check, contact technical support.
Active job Job history
| 3
‘:Delete l Search by Job (D/ node name/ consistency cantral/ start time. Q@ Displaying 4 results
<5 J
Nodes (volumes) Missing object Consistency . [ }
JobID Stat = -~ e Start t End t -
= e o AR == -] copiesdetected @ 7 control - i = L geiin d M J
DC1-51(3
volumes)
DC1-52 (3 2021-11-10
2021-11-10
2334602652907829302 Completed volumes) 0 All 14:43:06 MST
14:43:02 MST
DC1-53 (3 (3 weeks ago)
volumes)
and 7 more
DC1-52 (2
volumes)
- DC1-53(2 2021-11-10
11725651898848823235 ; 2021-11-10
i Completed volumes) Q Strong-site 14:42:11 MST
(Rerun job) 14:42:10 MST ;
DC1-54 (2 {17 minutes ago)
volumes)
and 4 more

£ THY E40| LIERLLICS. MEi3t BE X4RI0] 2Y2{ek AtO|E0| AP0 A SHLIC| IO ChA| AMEILICE Al
A Mol * 221 X9 * TEof 2l Jtie] Jef D7} LI ELC,

a2 ol

—

HolE fZ2d0f thigt 27t A= L * KNP *>* = *>* A2 E EZZX| *>* MO|E_*>* AEFX| LE
* * K

*>*DR*>*HET *>* A *>*F* 2 0|SSI0] HiZ AT HIES F0|HA2. MO22E HAe NMEE 2E
JHA| CllolEe] Yetd S efelstu AR ERE ZF STELICH 7k o Ba| HMA EXE R0t 2|5t C|o[H
49| "o ZAYLIE

S3 Put Object size too large 21 24| i &

HHEZE S3 37| Mietel 5GIBE x1tdt= LS £& PutObject”t OF:l S A|E5HH S3
Put Object 37|7} LR 2 &&l0| EE|AHEL|CE
AJEHS

x|
£ AE5t0] J2| = Zefxtof] 2alSL "R e = E EeteA

N
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2. Client Writes7t NormalQl AL ZrA 230f| HM[ATILICE.

a.

i
o
o

oot
=

ICt ssh admin@primary Admin Node IP

b. off LIBE A4S E UABILICt Passwords. txt IHY.

c. REZ MSIHH O3 BHS LHYLICH su -

d. o LIEE 25 E UHAYLICt Passwords. txt IHY.

20QI5IH TETET} of| M HAELICE s E MEHSILICE 4.
b e CMER| 2 HESLCL

At 2O CEEE| S HE Jhstt == FAL i 230 w2t CHE LT

rir

SMS MEHSL|CE SHA
EHLECI2 /var/local/log/localaudit.log
e LE/2HE L E © e LE(R2Y H HIRY):
/var/local/audit/export/audit.log
* Allnodes(2& E): /var/local/log/localaudit.log O]
DEOM= YetH o= mrAo| H|o] QAL &Lt
Q|& syslog AH /var/local/log/localaudit.log

AL CHAY - W2t EE= /var/local/audit/export/ & YHYLICH cd /var/local/log

i. & YHYLIC zgrep SPUT * | egrep "CSIZ\(UI64\): ([5-91|[1-9]1[0-9]+)[0-9]{9}"
ii. Antof| L= 2F ZAF HIA[X] o]l CHal £ 7@!‘_7.(_0|-MA|52 S3AT HUE A™ IDZ &918H= ZEQlL|C}
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1= EEs
0| A3KY QEHE
CSRZ 37|(HIO|E)

* A2 ZDto| of| *

audit.log:2023-01-05T18:47:05.525999

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64) :1672943621106262] [TIME (UI64):80431733
3] [SAIP(IPAD) :"10.96.99.127"] [S3ATI (CSTR) :"93390849266154004343"] [SACC(CS
TR) : "bhavna"] [S3AK (CSTR) :"060X85M40Q90Y280B7YT"] [SUSR(CSTR) : "urn:sgws:id
entity::93390849266154004343:ro0t"] [SBATI (CSTR) :"93390849266154004343"][S
BAC (CSTR) : "bhavna"] [S3BK(CSTR) :"test"] [S3KY (CSTR) :"large-

object"] [CBID(UI64) :0x077EA25F3B36C69A] [UUID(CSTR) : "A80219A2-CD1E-466F-

9094-

BO9COFDE2FFA3"] [CSIZ (UI64) :6040000000] [MTME (UI64) :1672943621338958] [AVER (
UI32):10] [ATIM(UIG4) :1672944425525999] [ATYP(FC32) :SPUT] [ANID(UI32) :12220
829] [AMID (FC32) : S3RQ] [ATID(UI64) :4333283179807659119]]

3. S20|HE MT|7} HH0| ofl 2 22| H|IHE IDE AHESH0] HHES AlEiL|Ct.

o

a.

b.

K@ *>* E—_rL >* 2 E o|SeLct L& A= 2E2|X| ==0i chet oiS2[AH 0|8 208
FEELICH L2 P2 1522 XFL/C
mo| =S E1 2 0|SYLCt bycast. log:

/GID<grid id> <time stamp>/<site node>/<time stamp>/grid/bycast.log

c. 218 AMBILICI method=PUT WA 22I0|HEE &QSL|Ct client1p ZEOf [HSILICE.

* bycast.log2| o *

Jan 5 18:33:41 BHAVNAJ-DC1-S1-2-65 ADE: |12220829 1870864574 S3RQ %CEA
2023-01-05T18:33:41.208790| NOTICE 1404 af23cb66b7e3efab S3RQ:

EVENT PROCESS CREATE - connection=1672943621106262 method=PUT
name=</test/4MiB-0> auth=<V4> clientIP=<10.96.99.127>

CH PutObject 2717t 5GiBO| 11 5GIBELH 2 @ENEQ| CisH CtE IIE PEEE AMESHES HIHEO|

ofALt =2fEl QEXME 0|8 XS sHZ LTt

FASHALE =2t E A HolE 22X sHE: IR

SciO|HE ofZE[A|01M2] &17] 2F, SNEl LEXE H|o|E Q] #MO22E AF, ILM ML
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DC1-S1 (Storage Node) & X
Overview Hardware Network Storage Objects ILM Tasks
1 hour 1 day 1 week 1 month Custom
53 ingest and retrieve @ Swift ingest and retrieve @
18B/s 1B/s
D.800 B/s D.B00 Bfs
0.600 B/s Mo data 0.600B/s No data
D400B/s 0.400B/s
0.200 B/s 0.200 B/s
DB/s 0B/s
1510 15:20 15:30 1540 1550 16:00 1510 15:20 15:30 1540 15:50 16:00
Object counts
Total objects: @ 0
[ Lsstob;ects: [~] 1 ||| |
S3 buckets and Swift containers: @ 2
4. 22| LE0fM, "”M E70] M ABFL|CH Objects Lost * Y& S E2|H$t 7HA|2] UUID(Unique Identifier)E
eolste{H Lt st Ct

a. J2|E L=of 230l C}.

I O BES YHYLIC ssh admin@grid node IP
i off LIgEl A5 E QUBBILIC Passwords. txt IHY
i. REZ Metst ™ O 332 LHYLICH su -
iv. off LIZEl 25 E UABILIC} passwords. txt It FEZ ZOQItH TETEJ} oA HAEILICH S
£ MEHBIL|CE #.
b. ZtAt 207} Q= CIHER| 2 HATILIC
A 23 ClAlE2] 8 M JHstt L E= ZhAL Cah ™o mh2f CHELICH
=4S MEfEL|Ct X

22

/var/local/log/localaudit.log

- Be| mE(2F U HI2Y):
/var/local/audit/export/audit.log

* Allnodes(2E =E): /var/local/log/localaudit.log O]
DEOM= YEtH o= mrAo| H|0] QAL gi&LICE.
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g

—

S MeEstLct 25|

Q& syslog A{H /var/local/log/localaudit.log

ZHAF CHAF EHOf| 2}, EE= /var/local/audit/export/ & YHEHELICH cd /var/local/log

P

KiMIEE LHE2 S "ZAr 2 tid S HERL DI EZSHAL.

. grepE ALE%10 OLST(Object Lost) ZHAI HIA|X|E F&=ELICH /= grep OLST audit file name

- HIAIX[Off Z&HE UUID 24 =letL|Ct.

Admin: # grep OLST audit.log

2020-02-12T19:18:54.780426

[AUDT: [CBID(UI64) :0x38186FE53E3C49A5] [UUID(CSTR) :"926026C4-00A4-449B-
AC72-BCCA72DD1311"]

[PATH (CSTR) :"source/cats"] [NOID(UI32) :12288733] [VOLI (UI64) :3222345986
] [RSLT (FC32) :NONE] [AVER (UI32) :10]

[ATIM (UI64) :1581535134780426] [ATYP(FC32) :OLST] [ANID(UI32) :12448208] [A
MID(FC32) : ILMX] [ATID(UI64) :7729403978647354233]]

MERILICH objectByuuID S AHESI0] 8l ID(UUID)Z 7HAIE &2 CHZ IOIE 7t -l XMSt=X]

=

oIStL|C}.

[y =

a. SSHE Ar2%l0] AEE|X| LEo| 2a0lstL|Ct O3 Ct2 "telnet 0 1402"E /243510 LDR 20|
o M[ABELICE.

b. 2. /proc/OBRP/0ObjectByUUID UUID value

O] A HHmy of|H[o| M= 2] 7HM|E 20 FELICH UUID 926026C4-00A4-449B-ACT2-BCCA72DD1311 Ofl=
5 Q| X7t LIEE|0] JELILCE

ade 12448208: /proc/OBRP > ObjectByUUID 926026C4-00A4-449B-AC72-

BCCA72DD1311
{
"TYPE (Object Type)": "Data object",
"CHND (Content handle)": "926026C4-00A4-449B-AC72-BCCA72DD1311",
"NAME": "cats",
"CBID": "0Ox38186FE53E3C49A5",
"PHND (Parent handle, UUID)": "221CABD0-4D9D-11EA-89C3-
ACBBOOBB82DD",
"PPTH (Parent path)": "source"
"META" : {
"BASE (Protocol metadata)": {
"PAWS (S3 protocol version)": "2",
"ACCT (S3 account ID)": "44084621669730638018",
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"*ctp (HTTP content MIME type)": "binary/octet-stream"

}o
"BYCB (System metadata)": {

"CSIZ(Plaintext object size)": "5242880",
"SHSH (Supplementary Plaintext hash)": "MD5D
OxBAC2A2617C1DFFT7ES59AT76731EGEAFS5E",
"BSIZ (Content block size)": "5252084",
"CVER (Content block wversion)": "196612",
"CTME (Object store begin timestamp)": "2020-02-
12719:16:10.983000",
"MTME (Object store modified timestamp)": "2020-02-
12T719:16:10.983000",
"ITME": "1581534970983000"
b
"CMSM": {
"LATM (Object last access time)": "2020-02-

12T719:16:10.983000"
by
"AWS3": |
"LOCC": "us-east-1"

b o
"CLCO\ (Locations\)": \][

\{
"Location Type": "CLDI\ (Location online\)",
"NOID\ (Node ID\)": "12448208",
"VOLI\ (Volume ID\)": "3222345473",

"Object File Path":
"/var/local/rangedb/1/p/17/11/00rHO%DkRt78I1a\#3udu",

"LTIM\ (Location timestamp\)": "2020-02-
12T19:36:17.880569"
\'},
\ {
"Location Type": "CLDI\ (Location online\)",
"NOID\ (Node ID\)": "12288733",
"VOLI\ (Volume ID\)": "3222345984",

"Object File Path":
"/var/local/rangedb/0/p/19/11/00rHO%DkRt78Rrb\#3s;L",
"LTIM\ (Location timestamp\)": "2020-02-
12T719:36:17.934425"
}

= I oMol = 2 EH JHMIE LIEFHLICE yuID 926026C4-00A4-449B-AC72-BCCA72DD1311 Of
LIE =l X7t ei&LICE.



ade 12448208: / > /proc/OBRP/ObjectByUUID 926026C4-00A4-449B-AC72~-
BCCA72DD1311

"TYPE (Object Type)": "Data object",
"CHND (Content handle)": "926026C4-00A4-449B-AC72-BCCA72DD1311",
"NAME": "cats",
"CBID": "0Ox38186FE53E3C49A5",
"PHND (Parent handle, UUID)": "221CABD0-4D9D-11EA-89C3-ACBBO0OBB82DD",
"PPTH (Parent path)": "source",
"META" : {
"BASE (Protocol metadata)": {
"PAWS (S3 protocol version)": "2",
"ACCT (S3 account ID)": "44084621669730638018",
"*ctp (HTTP content MIME type)": "binary/octet-stream"

}o
"BYCB (System metadata)": {

"CSIZ (Plaintext object size)": "5242880",
"SHSH (Supplementary Plaintext hash)": "MD5D
O0xBAC2A2617C1DFF7ES59AT76731EGEAFS5E",
"BSIZ (Content block size)": "5252084",
"CVER (Content block wversion)": "196612",
"CTME (Object store begin timestamp)": "2020-02-
12719:16:10.983000",
"MTME (Object store modified timestamp)": "2020-02-
12T719:16:10.983000",
"ITME": "1581534970983000"
by
"CMSM": {
"LATM (Object last access time)": "2020-02-

12T19:16:10.983000"

s
"AWS3": {
"LOCC": "us-east-1"

a. /proc/OBRP/ObjectByUUIDS| &2 HESI MAS &S AL
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HIEtCH Ol Z22

HHIE &S £ AS("QLE"™) HHIE 32 4= GO "error™:" H|A|X| 7} BHEHEIL|C,
IHHIE A Sl= A2 * Objects Lost * 9| 745 CHA| AH5}0]

xte A [

= T uJLE

ZIEXE = ASL IEf JHA|7E gictE A2 JHH7 o =Moo =
AH| = A S S LIEHRLICE.

Xl >0 =20 EAIE! 2IX|7 QL2™ * Objects Lost * A7t AR Y47t 2 £
ol&L|C}
M H .

A7t EMst=X] eQlgfL|ct. Z30)| LIEE =2 1D H ItY H2E
ArE3H0] A IOl LIEE ?|X|0l Q=X =elgtL|Ct,

(e BAHMEe 2 24 VNS AMELICH L E IDE AHESH0]
SHIE AER[X] =25 & T-2 of LI ASLILE)

—_

|7t U= B2 * Objects Lost * 2| JH+E CHA| A3t 2E X2
= ASLIC.

fIXI=0 0| LIEE /IXI7F QLo JHA7L F2HE = ASLICH Al=g 5=
UELICHINHE Aot SR 2E 2ot 7= K-

BMo E2oE = ASLICE

7l& X RFMolM T Sl AER|X| 57 EXIF JAEX| QS
QNG £+ ASLICE of cHst HEE HESHYAL "Grid Managers
AtESHO] A CIOIHE SAYLICH 3 "QEHE H|0|HE AEE(X|
ZE0 53 LT

| A (AN) ZEot* of
HHIS KOLN Szt 4 o
AlZtst7| o

* OflM AEE 2 &4 E JHM|2] UUIDZF UELICH"&HE JHH S ZAFLCE

2(8) ERot JUSLICE Passwords . txt THY.

O =te10i| CHH
Of Zxtofl w2t J2|=9f CHE {IX|0IM &4 E JHAIS| EXE EAHES HE & ASLICH FE2 3 &4E JHNIE
e 4 ELILE d2{LL B0 et F2HQ =X 2 FY 22 &4E =X HHE Xot 24 = ASLICH

(D ol mxtoll chst x9S Tl X LA 2OIBHIAIR.

THA|
1. 22| 20N ZA 20 ZHs et 2K 91X AAgtL|ct.

a. J2|= LEof 2aQlgtL|Ct

26


https://docs.netapp.com/ko-kr/storagegrid-118/maintain/restoring-volume.html
https://docs.netapp.com/ko-kr/storagegrid-118/maintain/restoring-volume.html
https://docs.netapp.com/ko-kr/storagegrid-118/maintain/restoring-volume.html
https://docs.netapp.com/ko-kr/storagegrid-118/maintain/restoring-volume.html
https://docs.netapp.com/ko-kr/storagegrid-118/maintain/restoring-volume.html
https://docs.netapp.com/ko-kr/storagegrid-118/maintain/restoring-volume.html
https://docs.netapp.com/ko-kr/storagegrid-118/maintain/restoring-volume.html
https://docs.netapp.com/ko-kr/storagegrid-118/maintain/restoring-volume.html
https://docs.netapp.com/ko-kr/storagegrid-118/maintain/restoring-volume.html
https://docs.netapp.com/ko-kr/storagegrid-118/maintain/restoring-volume.html
https://docs.netapp.com/ko-kr/storagegrid-118/maintain/restoring-volume.html
https://docs.netapp.com/ko-kr/storagegrid-118/maintain/restoring-object-data-to-storage-volume.html
https://docs.netapp.com/ko-kr/storagegrid-118/maintain/restoring-object-data-to-storage-volume.html
https://docs.netapp.com/ko-kr/storagegrid-118/maintain/restoring-object-data-to-storage-volume.html
https://docs.netapp.com/ko-kr/storagegrid-118/maintain/restoring-object-data-to-storage-volume.html
https://docs.netapp.com/ko-kr/storagegrid-118/maintain/restoring-object-data-to-storage-volume.html
https://docs.netapp.com/ko-kr/storagegrid-118/maintain/restoring-object-data-to-storage-volume.html
https://docs.netapp.com/ko-kr/storagegrid-118/maintain/restoring-object-data-to-storage-volume.html
https://docs.netapp.com/ko-kr/storagegrid-118/maintain/restoring-object-data-to-storage-volume.html
https://docs.netapp.com/ko-kr/storagegrid-118/maintain/restoring-object-data-to-storage-volume.html
https://docs.netapp.com/ko-kr/storagegrid-118/maintain/restoring-object-data-to-storage-volume.html
https://docs.netapp.com/ko-kr/storagegrid-118/maintain/restoring-object-data-to-storage-volume.html
https://docs.netapp.com/ko-kr/storagegrid-118/maintain/restoring-object-data-to-storage-volume.html
https://docs.netapp.com/ko-kr/storagegrid-118/maintain/restoring-object-data-to-storage-volume.html

. Ot EEs oY
i. off LIGE S8
ii. 2E2 M5l
iv. off LIFE 2 E
£ MEiBILICH 4.
ZAF 20t 9K

A 23 L=z

A

—

%
LECIER)

|1+0
1z

gfLict

Hu
¥

#He| tE/2H L

Q= syslog AMH
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n
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0x
o
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et CIHERZ H

i

LIC}. ssh admin@grid node IP
4

18]
u

J
ot

ILICt Passwords. txt OF.

UHBILICE su -

12}
I
il

LIC} Passwords.txt It FEEZ 20I6tH TETEJ} of| A HAELICE s

od

B,

9l M8 JHs3t e T ZHAL CHAN MHO| Wt ChELCH

/var/local/log/localaudit.log

- Bel E(29 % HI2Y).
/var/local/audit/export/audit.log

* Allnodes(2E E): /var/local/log/localaudit.log Ol
DEOM= e O 2 IHAUO| H|O] JAAHLE HELICEH

/var/local/log/localaudit.log

=H2ILICH cd /var/local/log

KiMIEE LHE2 S " 2 tid S HERL DI EZSHAL.

. greps

oIE1

L O

AMEBHH E FEYLICH "HMA = A E JHA|Qf 2 E ZAF HIAIX[ILCH £ oz 2-L|Ct

=

:grep uuid-valueaudit file name > output file name

o

i
muin

H LiZ o 250

Admin: # grep 926026C4-00A4-449B-AC72-BCCA72DD1311 audit.log >

/var/local/tmp/messages _about lost object.txt

. grepE AF26}10f 0] £ M0 A LLST(Location Lost) ZFAF HIA|X|E E=&=TtL|Ct 3 grep LLST
output file name

o

i
muin

H Ct2 3 Z2&LICh
Admin:

# grep LLST /var/local/tmp/messages about lost objects.txt

LLST ZAF HIAIX[= O] Ol A X|2F Z&LICt.
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2.
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[AUDT: [NOID(UI32) :12448208] [CBIL(UI64) :0x38186FES53E3C49A5]
[UUID(CSTR) :"926026C4-00A4-449B-AC72-BCCA72DD1311"] [LTYP (FC32) :CLDI]
[PCLD (CSTR) :"/var/local/rangedb/1/p/17/11/00rHO0%DkRs&LgA#3tN6"]

[TSRC (FC32) : SYST] [RSLT (FC32) :NONE] [AVER (UI32) :10] [ATIM(UI64) :1581535

34379225]

[ATYP (FC32) :LLST] [ANID(UI32) :12448208] [AMID (FC32) :CLSM] [ATID(UI64) :7

868710831907434091] 1]

e. LLST H[A|X|oflAl PCLD EE2t noid HEE &&L|CH

M A = A=20l| chiet ClA39] FAM| FZRILICH noid 242 ZHH|S] SAHE

IDRt HEE AEE|X| LEE & ﬁ |C}. Grid Manager®i| A * X| @ * >* = * > * A2 |E
H a

| -
EEZX|* & MEgL(Ct. O3 ohZ ool HE * > *AEZ|X| == * > * LDR* S MEL(C

LDR MH|AS| ..E ID= Node Information HIO|20| JELICt. O] LDRE S ARISI= AEE[X| LEE &
WH77FR| 28 AER|X| Eo| LSt MEHE HESIMAL.

LA HIAIXOff AR AEE|X] 20 2|7} UA=X| 2eletL|Ct.

a. J2|= =of| 2aQlstL|Ct.

FERZ ZO0I5tH TETETL oM HFELICH s £ MEABIL|CH 4.

b. JiA[Q| mtY FZ7t A=K =St

=

2ol ot ZF=0f| LLST At HIAIX|2| PCLD 242 AHEoLCt.

oE

S0{ tt2S Y=YLICh

1ls '/var/local/rangedb/1/p/17/11/00rHO%$DkRs&LgAS#3tNG'

() 54+ 2x= oasfolmeteie gy HOIA A 1Y Z2S SSUSEE F0{oF LT

M BRE S 5 YW IMIE £AE[0 O] BAIE AESIH ST = |ISLILL 7|& X[# B Ao

WA B=ot LAEH ChS THHAE Al TARLCH HAME K| S CHA| StorageGRIDZ S e 4=

1

0

Ho

=

=l

E



- YT AEE[X| LEO|A StorageGRIDOHH el = AT A oo ARAS HERLICH ¢=H:

chown ldr-user:bycast 'file path of object’

. SSHE AI2%t0] AE2|X| =0 2aQIEtL|CE O3 C}S "telnet 0 1402"S 22{510] LDR 220
O M| ABHLICH,

. Y™ cd /proc/STOR

23 Object Found 'file path of object'

OlE S0 Ch52 L")

Object Found '/var/local/rangedb/1/p/17/11/00rHO%$DkRs&LgA%S#3tNG"'

i

g WHBILICt object\ Found Command 7HA| 2|X|E =20f L&lL|Ct £t
7_||- PSRN | x|145| EHE 7:7|. EA|.§0| AHMEIL_||:|._

o ocood

HHE XS AERX| LE7H EEI0l AR 220l MEfel AEZ|X| =0 M| E SAFE
HHE 2212 AEZ|X| =E2| /var/local/rangedb CI2 E2|0f| BHX|BFL|CE T34

l"r

x
LICF. 24
HHSLIC Object\_Found Z{X|0f| CHet IHY A2 E AESH= HULIC

2N
A Ol A

T =

=

=

AN
oS

OI'

" HNIE Y & ol B2 E BXSHIAIR Object\ Found BHO| AT FELICE 7|= X[ M0

FOSHAIL.

* Ji¥|7t StorageGRIDZ =& &M 45 HA|IX| 7} LIEFELICE. O & SH LSt Z& LI

ade 12448208: /proc/STOR > Object Found
'/var/local/rangedb/1/p/17/11/00rH0%DkRs&LgA%#3tNG"

ade 12448208: /proc/STOR > Object found succeeded.
First packet of file was valid. Extracted key: 38186FE53E3C49A5
Renamed '/var/local/rangedb/1/p/17/11/00rHO%DkRs&LgAS#3tN6G6' to
'/var/local/rangedb/1/p/17/11/00rH0%DkRt78I1la#3udu’

Ct2 BHAIE Al&Ect

[=]

4. 4|7} StorageGRIDZE 1= M S| 7} MM =X stolstL|Ct,

. &% cd /proc/OBRP

. ¥3: ObjectByUUID UUID value

CH2 0|0l A= UUID 926026C4-00A4-449B-AC72-BCCA72DD13110] Q= JHK|Q| QX| 7t & 71X

2o FLIC}.

ade 12448208: /proc/OBRP > ObjectByUUID 926026C4-00A4-449B-AC72-
BCCA72DD1311

A ILM "H*o| E2|H{ %[0
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"TYPE (Object Type)": "Data object",

"CHND (Content handle)": "926026C4-00A4-449B-AC72-BCCA72DD1311",
"NAME": "cats",
"CBID": "0Ox38186FE53E3C49A5",
"PHND (Parent handle, UUID)": "221CABD0-4D9D-11EA-89C3-ACBB0O0BB82DD",
"PPTH (Parent path)": "source",
"META" : {
"BASE (Protocol metadata)": {
"PAWS (S3 protocol version)": "2",
"ACCT (S3 account ID)": "44084621669730638018",
"*ctp (HTTP content MIME type)": "binary/octet-stream"

}o
"BYCB (System metadata)": {

"CSIZ(Plaintext object size)": "5242880",
"SHSH (Supplementary Plaintext hash)": "MD5D
O0xBAC2A2617C1DFFT7ES59A76731EGEAFSE",
"BSIZ (Content block size)": "5252084",
"CVER (Content block wversion)": "196612",
"CTME (Object store begin timestamp)": "2020-02-
12719:16:10.983000",
"MTME (Object store modified timestamp)": "2020-02-
12T719:16:10.983000",
"ITME": "1581534970983000"
by
"CMSM": {
"LATM (Object last access time)": "2020-02-

12719:16:10.983000"
by
"AWS3": {
"LOCC": "us-east-1"

bo
"CLCO\ (Locations\)": \][

\ {
"Location Type": "CLDI\ (Location online\)",
"NOID\ (Node ID\)": "12448208",
"VOLI\ (Volume ID\)": "3222345473",

"Object File Path":
"/var/local/rangedb/1/p/17/11/00rHO%DkRt78I1a\#3udu",

"LTIM\ (Location timestamp\)": "2020-02-12T19:36:17
\'},
\ {

"Location Type": "CLDI\ (Location online\)",

"NOID\ (Node ID\)": "12288733",

.880569"



"VOLI\ (Volume ID\)": "3222345984",

"Object File Path":
"/var/local/rangedb/0/p/19/11/00rHO%DkRt78Rrb\#3s;L",

"LTIM\ (Location timestamp\)": "2020-02-12T19:36:17.934425"

o. 2| L =0f| A Of 24Kl Chet ORLM ZHAF HIAIX|Off st ZHAL 215 HMBH ILM(EE +=F 7| 22[)0] 20|
et SX=S XY =X ARt

—_

I ChHS HE 2 YHYLICE ssh admin@grid node IP

i. Off LIEEl 25 E AELICH passwords. txt THY.

ii.

Iv. H A E UHAYLICI passwords. txt IHY. FEE 2QI5IH TETEJ} oA HEELICHS
#

b. ZtAt 217} Qe CIMEZ| 2 HARLICH S 61| THAl 1. b&ZSHAI2.

C. grepE ALY JHA|2E 2HEEl ZAF HIAXIE =3 THUo]| FERLICEH 23H: grep uuid-

valueaudit file name > output file name

o

il
muin
2

CHEat Z&LCt.

Admin: # grep 926026C4-00A4-449B-AC72-BCCA72DD1311 audit.log >
/var/local/tmp/messages about restored object.txt

d. grepE AF23104 0] £3 mHA0| A ORLM(Object Rules MET) ZAt BHIAIX|E F=EBILICE 23: grep ORLM
output file name

o

Il
mun

™ OtEa 25Ut

Admin: # grep ORLM /var/local/tmp/messages about restored object.txt

ORLM ZAF HIA|X|= O] Off " T A|X|2t Z&LICt.
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[AUDT: [CBID(UI64) :0x38186FES53E3C49A5] [RULE (CSTR) : "Make 2 Copies™"]

[STAT (FC32) :DONE] [CSIZ (UI64) :0] [UUID(CSTR) :"926026C4-00A4-449B-ACT72~-
BCCA72DD1311"]

[LOCS (CSTR) :"**CLDI 12828634 2148730112**, CLDI 12745543 2147552014"]
[RSLT (FC32) : SUCS] [AVER (UI32) :10] [ATYP (FC32) :ORLM] [ATIM (UI64) :15633982306
69]

[ATID(UI64) :15494889725796157557] [ANID(UI32) :13100453] [AMID (FC32) :BCMS] ]

a. ZtAF HIAIX[O|A Locs ZEE BH&LICEH
Ue 2 Locs?| CLDI 2f2 == ID & 2M| 2XH[=20| MME=l 25 IDYILICE O] HA|X|= ILMO]
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Storage Options Overview

Object Segmentation

Description Seftings
Segmentation Enabled
Maximum Segment Size 1GB
Storage Watermarks

Description Settings
Storage Volume Read-Write Watermark 30 GB
Storage Volume Soft Read-Only Watermark 10 GB
Storage Volume Hard Read-Only Watermark 5 GB
Metadata Reserved Space 3.000 GB
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Overview | |

Alarms ‘\| Reports 1-,| Configuration |
Main History

. Alarms: LDR (DC1-S3-101-195) - Storage
Updated: 2019-10-08 12:52:43 MDT

 Alarm Time

Insnﬁaeni Free 2019-10-09 Insufficient Free Enm:ﬁiaen{ Free —
_IWSBTS {S“““'?"- Stalus)  goace " 124251MDT  Space ‘Space U
| SAVP (Total Usable Space 2019-10-09
_] ;{Pmm” Under 10 % Gaianr D% 7.05 %

Apply Changes .

0| oflof| M= SSTS(Storage Status) &1t SAVP(Total Usable Space(Percent)) 20| &5 Notice 2{|'20f|Af
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"-I: Configuration '

| Overview H! Alamms A Reporis

Main

Overview: LDR (DC1-S1-101-193) - Storage

Updated: 2018-10-02 12:51:07 MDT

Storage Siate - Desired Online =
Siorage State - Current Read-only =
Storage Status Insufficient Free Space =
Utilization

Total Space: 164 GB B
R e st B

Total Usable Space (Percent): 11.937 % mHS
Total Data: 133 GB B

Total Data (Percent): 84.567 % B
Replication

Block Reads: 0 |
Block Writes: 2,279.881 Z
Objects Retrieved 0 =
Objects Committed: 83,582 |
Objects Deleted: 16 = |
Delete Service State: Enabled =
Object Store Volumes

D Total  Available Replicated Data ECData Stored (%) Health

ooog 4.7 GB 2593 GB 3462 GB M0B ) 84.486 % Mo Errors = ]
0001 547 GB 832 GB . | F9 463 GB Mo0B fH 84644 % Mo Errors =59
nooz 547 GB 836 GB | H 463 GB OB 5 84.57 % Mo Errors =17
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Owverview _f Alarms | Reports || Configuration |

Charis Text

Reports (Charts): LDR (DC1-51-101-193) - Storage

Ny MOIMMIDD HHMMSS
Attribute: | Total Usable Space v | Vertical Scaling:  #/ Start Dale: 2019/10/09 12:00:00

Cuick Query. | Custom Quary v | Update |  RawData =2 EndDate: 2019/10/09 13-10:33 |

Total Usable Space (GB) vs Time
2015-10-0% 12:00:00 MDT to 2018-10-08 13:10:33 MDT
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Owverview _f Alarms | Reports || Configuration |

Charis Text

o Reports (Charts): LDR (DC1-S1-101-193) - Storage

VY Y VMDD HHMANSS
Attribute: | Total Usable Space {F’ercenl} T | Vertical Scaling: |« Start Dale: | 2019/1 []mg 12:00:00

Quick Query: | Custom Query M | Update | RawData: =l EndDater 2019/10/09 13-10:33

Total Usable Space (Percent) (%) vs Time
2015-10-0% 12:00:00 MDT to 2019-10-08 13:10:33 MDT
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The following Storage Nodes are using more than 90% of the space allowed for object metadata:

Node % Used Used Allowed
DC1-52-227 104.51% 6.73 GB 6.44 GB
DC1-53-228 104.36% 6.72 GB 6.44 GB
DC2-52-233 104.20% 6.71 GB 6.44 GB
DC1-51-226 104.20% 6.71 GB 6.44 GB
DC2-53-234 103.43% 6.66 GB 6.44 GB

Undesirable results can occur if object metadata uses more than 100% of the allowed space. You must add new Storage Nodes immediately or contact support.
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_ ﬂ’__mi“.’_..l. Alarms | Reports | Configuration
eain Histary
* Alarms: SSM (DC1-S3) - Services
Updated: Z0%4-0814 1628036 POT
?umsmmmm mmﬂ,‘.‘“‘ 14 14828 hot Running  NotRunning -

SSM MH|A 7|2 H|0|X|0|= CassandraZt ASHE| 1 QUX| L&LICE

| Overview i Alarms | Reports | Configuration |
| Main

Overview: SSM (DC2-5S1) - Services

Updated: 2017-03-30 02:53.52 MDT

Cperating System Linuzx
3.16.0-4-amd64

Services

Account Service 10.4.0-20161224.0333.803cd91 Running B & 7 E90002% B 12MB [
ﬁ’;&’;‘““‘”e Domain Controller 414 4 0.20170329.0039.8800c ae Running 5§ @) 52 T90.14% 9631 MB

46.12-1.byc 0- Not =

Cassania 20170308.0109.ba3598a R B © 0 | H0% 98 B
Content Management System (CMS)  10.4.0-20170220. 1346 1a76aed Running 25§ &) 18 59 0.055 % §520.6 MB 5
Distributed Data Store (DDS) 10.4.0-20170329.0039.8800c ae Running & &) 104 £91.301 % 5976 MB E
Identity Service 10.4.0-20170203 2038 a457d45 Running 2% 6 0% @875MB E
Keystone Service 10.4.0-20170104.1815 6252138 Running B{® 5 B§0% 777 MB
Local Distribution Router (LDR) 10.4.0-20170329.0039.8800c 2e Running 5 &) 109 590.218 % 9§96 MB 5
Server Manager 10.4.0-20170306.2303.9645 af Running 25 & 4 $9358% 9191 MB [

3. AEZ|X| LE0|A CassandraE CHA| A|ZHgiL|CE,
a. J2|E LEo 2aQlIgtL|Ct,
i O EES YHYLICE ssh admin@grid node IP
o
=

El 4S5 E QUABILIC Passwords. txt OIHY.
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LIGEl A5 E UHBILICE Passwords. txt I, FEZ 2T0I6H TETE T} oA HAEILICH $
#

b. 12: /etc/init.d/cassandra status
C. CassandraZt Al E[10 QUX| O™ CHA| A|RIRIL|CH /etc/init.d/cassandra restart

4. CassandraZf CHA| A|ZHE|X| QO™ Cassandra7} np SoF =Ctg| QY =X| &Q18tL|C}. CassandraZl 15 O] At
S HEl A2 Cassandra H|O|E{H|O|A S R slOf gtL|C.

@ Cassandra Ci|O|E{H| O] & MH|AT} = 7 o] & SEHE 2 7|= XY Bl E2f 5t¢ LtZ HAHIE
TS| OHYAL.

Cassandra®| 7t SX| A|Zt2 XtEE 24 5H7HLt servermanager.log IHY 2 HESHO &holg o~ QU

5. Cassandra XIE QtS7|:

a X*>*eqx>*02E EEZX| * E MEHgtL|Ct O& CHS *Site * > *Storage Node * > * SSM * > *
Services * > * Reports * > * Charts * £ MEHEIL|C}.

b. Attribute * > * Service:Status-Cassandra *
C. A|Zf &mf * of CHoll SIxf 2ot 16 O| M| HME TILICE = Mt * off X EWE UHSL|CE

d. Update * £ S2/gtL|C}.
€. XLEO| CassandraZl 15 O| A CI2El WO = HA|E|™H Cassandra H|O|E{H|O|A S T F=5TILICEH

CtS XtE H|H|0|M= CassandraZl %A 17 SOt SCHE[RSS HO| FLICH

48



LN =
Alarms | Reports \l Configuration

Taxt

Reperts (Charts): SSM (DC1-S3) - Services

_ O MDD HH MBS
Attribute: |Sem1::es: Status - Cassandra j \ertcal Scaling: [ Start Date: |2[}1.-L.f[]?,r1.—_1. 16:49-35
Quick Query: | Last Morth x| _Update | RewDat: T End Date: [2014/08/14 16-49-38

Services: Status - Cassandravs Time
2014-07-14 164538 FDT 10 2014-05-14 15:42.35 FDT
Running

Mot Running f } } } } 4 }
Jul 15 Jul 15 Jul 22 Jul 27 Jul 21 Aug 4 Aug 2 Aug Lz

Tlme (days)

v

6. AE2|X| =E0|A servermanager.log ItY 2 HESHHH LIS 2 SAHTLICEH

a. J2|= o 2aQlst|C}.

W
fujo
0
il

2LICt ssh admin@grid node IP

I Passwords.txt OHY.

o= d
iv. Ooff LIEE =S YHYLICH Passwords. txt IIY. FEZ 20I5tH TEIXETL Of| A HAELICH$
2 MefgtLICt ¢
b. 124: cat /var/local/log/servermanager.log
servermanager.log It 2| Lf0| EA|E/LIC}.
CassandraZt 152 O|At ZEHEl AL servermanager.log TFU | CHS HIA|X| 7} EA|E LT,
"2014-08-14 21:01:35 +0000 | cassandra | cassandra not
started because it has been offline for longer than
its 15 day grace period - rebuild cassandra
a. O] HA|X|2| EFUABHI T} £t Q| X|&lof| (2} Cassandras CHA| A|&FS2 11 Al =3t A[ZHQIX] =HQIFL|CE

AEZ|X| E0||AM CassandraZs CHA| A|ZfEtL|CY,
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09.t

Cassandralfl= 02| 2=0| U2 = USH, 7t %2 2=2 &ojof ghL|Ct,
b. CassandraZt 15¢ 0|4t L=l AL Cassandra H|O|E{H|0| A S XAl OF BL|C}.
TtMIB LHE 2 2 BXSIMAR "AEZ|X| LEE 15Y 0| A ST},

C. CassandraS M7=t £ L7t X[YX|X| ¢ 7|& X2 EM0f| 22BHHAIL.

Cassandra 22| 2& QE(SMTT &2

Cassandra H|O|E{H[0| A0 H22| £F 2F It LAH5HH SMTT(Total Events) ZE 7t 2HAiEL|CE 0] 2F 7}
dHsHH 7] X2 A0 225t0] 2XE sHASHAIL.

Of ZfHofl 3

Cassandra E1|0|E1H1|0|*01| CHoll 22| 25 It ”“‘”5} g gt Hge|1, SMTT(Total Events) ZE 7t
E2|7{E|1, Cassandra & Out of Memory Errors 7t2E7} 14 St I:|-,

chA|

1. O|HIE H7|:

a. Xl *>*E1*>*02|E EEZX| * & MEHSIL|CT
b. AlO|EE &5t CHS *grid_node*S MEARLIC.
C. SSM*S Efol CHZ *O|HIE > *J1 >3 (IEfRlL|C.

—

2. Cassandra & Out of Memory Errors 7}2E7} 1 O|AFQIX| &toltL|Ct,
JtsSELICH T RER[E|E AABL|CH J2| =] MR MEfof| CHEt 7t EE P ELICE

3. SSHE AHE310] "admin"Q 2 MESH LLEof 21015t 2 FE AIEXIE Hetgh

=

Ct.

4. 2 O|SELIC} /var/local/core/ & UZ/BLICH “cassandra.hprof TS ZMsH0] 7|2 K| B0
HEL|CE

5. O HAZ BHELICE cassandra.hprof IS MEYSIO] Of| A ARIRILICEH /var/local/core/ directory.

O Y2 24GBIIX| AHHE += JALE 2 O] IAUS Mt S2HS 2L 3H0F LTt

()  ome 2= umsteie Q2= 222X Ho|x| 74 Asto] oo} Bt
d HefRX, 83 = Swift 22I0|UE = 2F HLEE =55 AE50 StorageGRIDY|
HZSI 1 g EOP L= SM ZH7 2ddt=s B ABME 2elsliof gLt

a2 22Xt 32| 22| AP HIHE 2HE|Xt E= HIHE 22| APIE AH23H0] StorageGRIDO| HZ S 1 5HH
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02l 0|28 AMZ3I0] Grid Manager EE= Tenant Manager0fl M| ASH= AL, TS £ oLt draist
ol ABM I 7} HEA|IZ[X| 10 RAISHES SM0| EA|Z|X| ASLICEH

* MEXXIHE 2| QB HO|A AS M7} 2t ELCE

* AEZXIHE 2| QIEHO|A QIS MM 7|2 MH AFMZ ESELICH

CHZ ool M= AFEX X1 22| QIEHO|A QIS M7t 2tz E B2 BN 2F7E 20 FLICL

G..
=

@ Privacy error X -+ . s

<« C A Notsscure | adm.sg.example.com/grid/#/server-certificates T 6

A

Your connection is not private

Attackers might be trying to steal your information from adm.sg.example.com (for
example, passwords, messages, or credit cards). Learn more

MET:ERR_CERT_AUTHORITY_[NVALID

st Sl |

adm.sg.example.com normally uses encryption to protect your information. When Google
Chrome tried to connect to adm.sg.example.com this time, the website sent back unusual
and incorrect credentials. This may happen when an attacker is trying 1o pretend to be
adm.sg.example.com, or a Wi-Fi sign-in screen has interrupted the connection, Your
information is still secure because Google Chrome stopped the connection before any
data was exchanged.

You cannot visit adm.sg.example.com night now because the website uses HSTS. Network
errors and attacks are usually temporary, so this page will probably work later.

ST X| R E St H M QIS A7t 2 2t=E 0f * Management Interface * &

At b QIFAZ olof S0
E2i7giLich

2ASMZ2
MH QIZ A Btz 20| EE|

2|2 Prometheus £&0| 22I0|HE QIS A

_I_

£ AI25t= 2 StorageGRID 22| QIE{H|0|A QIS M =
215 M mHo[X|of| - El * 2EI0|AHE 2B M Btz * 1

QAZME QIsH QSN RRT} B 2 IALICE
ZetollE QAL 2 Bt E of E2(AFLICH
i
BEREI QIZ A TS 3T YEYS W P AN M|E FEO| AHABILICE . PA > HoH* > QBN+ B
MelS kS "HT S QIS A B2 MEftLIC)
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 oIZAE R EBHLE A

= A A
E HESIMAIL "Grid Manager & EH|'HE Zt2|XHof| CHet AF2Xt X|™ MEH IS A

FLICt.

i)

© 220|2IE QB AS| HP O EAS HESHIAIR "Z2t0[01= AIF A T4

° 215 M2l SAN(Subject Alternative Name)O| x| X[ 11 SANO| HZE FQl LE9| |P A = SAE 0|1t
LKX|SH=X| ZelgfL|Ct
o M2l 0|22 A2 8I0| StorageGRIDO| HZste = AR
. HE QFE F A5t Grid Manager0il AMASHAH ZH|Ql O|F CHA 22| E9| IP FAE ATIL|C
i. J2|= 22|XtollA * 7 * > > Hot* > * oIZ A * 5 MEst I3 "M ot QIS A B2 MELRIL[CH AR
ALEXL X|E QABME AXISHALE 7|2 % ME | AHEgL|Ct.

iii. StorageGRID #2|0f| CH$E X|&I2 Of A& & XS A|L "Grid Manager 2! H|'HE 2H2|XHof| CHEE
AFEXE K| M QIBAM 14",

e
AL
|.|-
>|.I:|

L AFEXL QIEH|O| A 22X S SHERILICE

22| i E 9 StorageGRID ALRX} QIE{H0| A9} Bzigl 2H|o| 2ol Mokt o Z20|
£l 5 JHR| ZlS A 4 AL
201 Q=

StorageGRID 22| = =0 23018 i QFJt SUSHH A|A-0| EX7E JAS £ ASLICH"ID HEHEH0]E 4", A

"HIEZ" EE "SIEO" X, A "B2|X} == MH|A", EE= "Cassandra H|O|E{H|0] A 2t 2HQL|CH HEE
AER|X] E0[A.

* 2(E) ERdta JSLICE passwords . txt O,

#a| 2o 2301512 0 & uff CHg 2F HIAIX|7F LIEILIH TS 28| 3112 X[H S AIE5HYAIL.

®* Your credentials for this account were invalid. Please try again.
* Waiting for services to start..

* Internal server error. The server encountered an error and could not complete
your request. Please try again. If the problem persists, contact Technical
Support.

* Unable to communicate with server. Reloading page..

ChA|
1. 108 T 7|Cl2l & CHA| 23918H4|9.
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$ storagegrid-status
Host Name

IP Address

Operating System Kernel
Operating System Environment
StorageGRID Webscale Release
Networking

Storage Subsystem
Database Engine
Network Monitoring

Time Synchronization
ams

cmn

nms

ssm

mi

dynip

nginx

tomcat

grafana

mgmt api

prometheus

persistence

ade exporter
alertmanager
attrDownPurge
attrDownSampl
attrDownSamp2

node exporter

Sg snmp agent

99-211
10.96.99.21
4.19.0
Debian 10.1
11.4.0

1
Verified
Verified
Verified
Verified
Verified

5.5.9999+default Running

Running

1:4.2.8pl0+dfsg Running

11.4.0
11.4.0
11.4.0
11.4.0
11.4.0
11.4.0
11.4.0
1.10.3
9.0.27
6.4.3
11.4.0
11.4.0
11.4.0
11.4.0
11.4.0
11.4.0
11.4.0
11.4.0
0.17.0+ds
11.4.0

Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running

Running

8. nginx-GW MH|AJt A&l ZOIX| 2AQIBLICt # service nginx-gw status

9.

10.
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° /var/local/log/bycast.log

° /var/local/log/bycast-err.log
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° ** /*commands.txt
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# cat /etc/hosts

# vi /var/local/gpt-data/specs/grid.xml
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| Overview “' Alarms ||

| Idain

Overview: SSM (MM-10-224-4-81-ADM1) - Services

Updated: 2017-01-27 11:52:81 EST

Operating System: Linx
3 16 0-4-amd64
Services
Audit Management System (AMS) T 39907 %c2eqp  RUming  E @ 52 [H0.043% [H357 MB
CIFS Filesharing (nmbd) 2:4.2 14+dfsg O+debBu2 Rumning B=® 1 [H0% H55MB 5
CIFS Filesharing (smbd) 2:4.2 14+dfsg0+debBu Ruming E@ 1 BH0% 5 145MB
CIFS Filesharing (winbindd) 242 14+dfsg-0+debBu2 gﬂtn ing 390 Ho% @B T
Configuration Management Node (CMN) ;gf;;g] (39207 3ecacdg RUMNng B @ 52 [EH0.055% E§41.3MB
Database Engine 5 5.53-0+debBui Running 5% 47 [§0.354% 05133 GB 6
Grid Deployment Utility Server O oiorcsoe, Ruming H©® 3 EH0% 32.8 MB [
Management Application Program Interface 10,4 .0- Mot = e 3
oot J0170113.2136.07c4997 Ruming | D20 HBO0% [B J
—— a0 Nat : .
) [o}
AR Eieshanog J0161224.033380%d91 Ruming H@C H0% BB B
10.4.0- i =

NMS Data Cleanup a4 0333 603cqey  Rumning B 2 m0008% E524M8
NMS Data Downsampler 1 o 4 0333 805gey  Ruming H© 2 [E0049% E195MB S
NMS Data Downsampler 2 s 0333 B0%cger  RUMing  E© 22 [§0.009% [§157MB

; . 10.4.0- . 8 =
NMS Processing Engine AE1994 Atad aneadqe  Running B 40 E§0.132% E200MB B
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"422: H2|g 5 gl= AEE" 2F
422: 82| &= gl= AEHE|= o2 7HX| O| R 2 Eie = JUSLICH 2F HAXIE 25t ZH|e| /IeIS mefgtL|Ct,

LIEE 2F HAIX] F otLt7t BEAIZH HF
QLF HIAIX]

422: Unprocessable Entity

Validation failed.
the values you entered for

Please check

errors. Test connection failed.
Please verify your
Unable to

please verify

configuration.
authenticate,
your username and password:
LDAP Result Code 8 "Strong
Auth Required": 00002028:
DSID-0C090256,

The server requires

LdapErr:
comment:
binds to turn on integrity
checking if SSL\TLS are not
already active on the

connection, data 0, v3839

o= He 3 =7 =X
O| H|AIXl= Wlndows AD(Active Directory)E AHE5+04
ID H|C{2i[0| M S e i TLS(Transport Layer

Security)0| EH6H TLS * AL ot gt M S MEiTH A0
I:éI'AH'c'iI- A o|¢|_||:|.
o= T AMHd .

LDAP MEZ2 ME35t= AD AHO|A = * TLS Af
*EME MEY £ AUESLICH STARTTLS* ALE
TLSO|| CHSH * LDAPS* A2 SM S MEHS|O} g.H-IEr.

.J.:.
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RF HAIX| == 2ol 8l 3 =X
O HIAIX|= X[HEX| gt= LE AFHRSHH
422: Unprocessable Entity StorageGRIDO||A| H|C{2{|0| M EE= 2E2IRE AEZ|X]
E2 MESH= O AFBE= 2R AMARICE TLS(HS
Validation failed. Please check AE E?_P) HES ot & o LIEFELICE

the values you entered for N
QIE A ABIO|A HB3t= CiphererE =QISICE A|AHRIS

errors. Test connection failed. N " o
CHE & StLIE A0k BLICH "Storage GRID M| A

Please Verify your Xl_OLJ—c;l»E Clpherer" LI_7I_E TLS gjazlgl 7(')_-‘_C')_
configuration.Unable to StorageGRID 22| X|&of| Lte} JELICE.

begin TLS, verify your
certificate and TLS
configuration: LDAP Result
Code 200 "Network Error":
TLS handshake failed

(EOF)

J2|E HEL3 MTU 2% <zl

J2|E HER 3 2AEH 0| A(eth0)0]| CHEE X|CH M & THI(MTU) HX™O0| J2|=9| L& Zhof| AES| CHE HAL * Grid
Network MTU mismatch * 2117} E2|HElL|C}.
o| ZrAHoi| CHaH
MTU MHE9| K10|= LE(HT|= OtLl) eth0 HIERZ 7 ME TafQlof| LA RMEACH=E Z4S LIEPH 5= JAEL|CH
MTU 27|7} 10002CH 3H HER3A d&5 X7 g &~ ASL|Ct.
cHA|

1. BE =9 eth00f| CHEt MTU AHE S LIZEIL|CE.

° Grid Managerdi| HIZ & #z2[E A gL|Ct

° 2 O|SLIC} primary Admin Node IP address/metrics/graph CHS #HElE L= eiL|CH
node network mtu bytes{device="eth(O"}

i
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Ral
Of
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Ju

2. "MTU EE +EEL O BE 22| O2|E HES 3 QIEH|0]A(eth0)o]| CHoH S et ArEH
'6'I-|_||:|-
= .

° Linux % VMware 7|8 .E9| A2 C+2 BHS AEELIC} /usr/sbin/change-ip.py [-h] [-n
node] mtu network [network...]
* 0| *: change-ip.py -n node 1500 grid admin

* HI % Linux 7|8 =201 M ZIE[0]L0f| /1= WIES 0] Chdl #dt= MTU 2{0] @ AE QIE{H|0] A0
ojn] Y& S x1t5h= R, HA Hdh= MTU 2tS MESHEE 2 AE QIEH0|AE FHESH LIS E
A& O ZLIL change-ip.py ZIHO|LHMM HEX IS MTU gt2 HEst= 23REYL|L]
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