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Dashboard
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View buckets endpoints View groups View users

View endpoints

Storage usage @ Total objects
6.5 TB of 7.2 TB used 0.7 TB (10.1%) remaining
N e i
objects
Bucket name Space used Number of objects
Bucket-15 969.2 GB 913425
® Bucket-04 937.2 GB 576,806
® Bucket-13 815.2GB 957,389 Tenant details @
® Bucket-06 812.5GB 193,843
Mama: Tenant02
Bucket-10 473.9GB 583,245
1C: 3341 1240 0546 8283 22048
Bucket-03 403.2 GB 981,226 .
/ Platform services enabled
® Bucket-07 362.5GB 420,726 % Caipiisa atinidsnty e
@ Bucket-05 294.4 GB 785,190 o/ Sselectanabled
@ 8 other buckets 14TE 3,007,036
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Bucket name Space used Number of objects
Bucket-02 544.7 GB 7,575
@® Bucket-09 899.6 GB 589,677
@® Bucket-15 889.6 GB 623,542
@® Bucket-06 846.4 GB 648,619
Bucket-07 7308 GB 808,655
Bucket-04 T700.8 GB 420,493
® Bucket-11 663.5 GB 993,729
@® Bucket-03 656.9 GB 379,329
@ 0 other buckets 23TB 5,171,588
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A% Only0.6% of the quota is remaining. If the quota is exceeded, you can no longer upload new objects.
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mH

.I

In

muln

7

rot
oX
4o
pal
-
N
ne
=
=)
me
1kl
0]
Ju
N

2
rid ManagerE AHE5I0{ E2E AH| A0 AEE Lt O| Mo AIEZQIE
Mot AL Tenant Manager CHAIE =0 2107} BA|ElL|Ct

ﬂJEG)

a One or more endpoints have experienced an error and might not be functioning properly. Go to the Endpoints page to view
the error details. The last error occurred 2 hours ago.
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groups Operations on groups

Jorg/groups Lists Tenant User Groups

Parameters

Hame

type

string
(query)
limit
integer
(query)

marker

string

(query)
includeMarker
boolean

(query)

order

string

(query)

Responses

Code

200

12

Description

filter by group type

maximum number of results

marker-style pagination offset (value is Group's URN)

if set, the marker element is also returned

pagination order (desc requires marker)

Description

Example Value Model

{

"responseTime": "2018-02-01Ti6:22:31.
"status": "success",
"apiVer=ion": "2 25

066Z",

Response content type

applicationf/json
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7|Et HIO|E E %M, HHIO|E EE= AN|SHA| YT FO|SHMAIL.

EHA|

1. Q™ NS MEE EH HTTP 2 S MENBtLICE.

2. QHEO| OF £= AFEXL D2 22 37 07 H4o ZQstX| golstL|ct O3 Ot 0] gf2 FRLICH Hest
HEE AHY| I HXA CHE APl QES YUZoHoF & = JASLICE

3. oMl 2K EFS £Hol{0F st=X| =QITIL|CE 0] AL * Model * 2 MEHSIO] 2f LEO| Q7 AtetS =tolgh £~
ol&L|Ct
A H .
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re
4>
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=
™ OH
Ot
X
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fo
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ot
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EIHE 22] API HH 22|

HIEE 22| API= BT 22| E M85 5

_E'_
IJ

HO|=Z X[ ELICt.
GIE £01, 0| 2 URL2 API HT 45 X|FFLICE
https://hostname or ip address/api/v4/authorize

AFEHO| 2HAStE1 APIS] 2 B{FHO| HBIEILICE APIO| £ HA2 OF MAT_ 53
St obs3t B Aol M B s M 54 717t ERELCH

CHS OFIOI M= 7 S0l Ti2t API TS SE81= B S Bol FLTH

API #Z Q&eiLict JESREES JURRES
Ol BT} H3 JHsBiLICH 2.1 2.2
OIF BT} SEHE|X| oALICH 2.1 3.0

StorageGRID 2ZEQHE M MX|5tH x| A HHO| APIPH 2 M EILICE O2{Lt StorageGRIDS| M 7|5
22|XZ H0|=5HH oLt 0| A9 StorageGRID 7| & 2| X0f| Cist O™ API HE| Al HM|AE 4 QUELILCE,

=

XREls HES 2T £ QELICE o CHE Swagger API MEAQ| * config * MME EHZSHUAIL

= oL =
"Grid Management APIS ERSIAA Q" 2 ARSI, £ A HEE AR} 1 DE AP
Z2I0|HEE JO|0|ESt = 0| MM CHet X| @IS H|g&dstsl{of ghL|Ct,

Received call to deprecated v2 API at POST "/api/v2/authorize"

SR HE| 0N X E| = API TS 2HQIgtL| Tt

l

E MEBYLICIGET /versions A&l API F HH SE& Htetsty| 28t API @ HLICE o] 22 Swagger
AP| MO * config * MIM0f| AELICE,
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GET https://{{IP-Address}}/api/versions
{
"responseTime": "2023-06-27T22:13:50.7502",
"status": "success",
"apiVersion": "4.0",
"data": [
2,
3,
4

X0 ciet API HH S X - Ct

i

path 07 HE-E AL fo:l APIHHEEZ X|8e = JESLICH (/api/va) E= HE|Z (Api-Version: 4)
=

SYLICL F 22 25 M3t sl 20l F 2 42 Mot

curl https://[IP-Address]/api/v4/grid/accounts

curl -H "Api-Version: 4" https://[IP-Address]/api/grid/accounts

AIO|E 7t @ 2IZ(CSRF)ZEH ES

CSRF EZ= AI2%I0 7|5 Ar8%t= QIE5 S 225 StorageGRIDOI| CHeE CSRF(AHO|E
2t QM 2|x) BHOZEH HTE £ QELICT Grid Manager 2 Tenant Manager= 0| E9t
Jls2 AsSeE 2 atetL|Ct CHE API 2210|HE = 20018 i M3t R E MEfer
o|£>L|Eh

A H

HTTP &4l POSTS} 20| CHE ALOIEO] Chist RES ES|AHE £ A= A= 20 MEXtL| RI|E AHE5HH
Ed e¥s U= = AgHCh

StorageGRIDE= CSRF E2S AFg0t0| CSRF 2202 2E BoaiL|rh BNstE 2L EX 27|9 4SS EX
slc] = S5 POST 22 07} 0| Lf8t AX|sHoF gLt

71sE gdetstaH £ dEYLIC csrfToken U7 B4 THA true 915 5. 7| 282 YULIC} false.
curl -X POST --header "Content-Type: application/json" --header "Accept:
application/json" -d "{
\"username\": \"MyUserName\",
\"password\": \"MyPassword\",
\"cookie\": true,
\"csrfToken\": true

}" "https://example.com/api/v3/authorize"
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£t0|H ARILICt GridCcsrfToken F7|= Grid Manager % off CHst 23019| Qlo| gfoZ MM E/L|Ct
AccountCsrfToken F7|&= HHE Zt2|Xtof| Ciet 2010l Ciet l9| i = A™ EIL|CY.

717t A= B ALH HEH(POST, PUT, THX|, MM E +8E &= A= ZE QH0| LS & Sttt ZeE|0fof

Z2IL|CE x-Csrf-Token CSRF EE 79| 2102 MAEE §|O.

=

=
* E0lAGE HIC|E £t BHO| ZR: AcsrfToken Z QAL E QX 22 07 HLEQL|CE,
CSRF 23 E 7MiM £ AMETL|Ct "Grid Management APIS & ZESHIA|Q" EEE= "HIHE 22 API",

@ CSRF EZ 7| METI Y= 282 CSRF S0 Chst 7t HS 2 A JSON 28 222 7|tisH=
2E QX0 tisl "Content-Type: application/json" 8|S X 2¢tL|Ct.

72| miozo|d HAS AFgRLCt
S22 HHE 25 9 AIEX}

J2|E L0 M HES ALSSHES HAES BHEJLE A AL T HAES 3

StorageGRID A|AE(AA H|'HE)O| A CHE StorageGRID A|AH(ZEXME HHAE)2Z
SMELC HEEI SHE™ AA HEEN FItE 2E 38 % AFEXE EXE HIEHE|
SEELICL

HHEEI HS MM El StorageGRID A|[AEI2 HIHEQ| source GRID_YIL|CH EHET X == StorageGRID
AAEIS EHIHEQ| destination GRID_YULICE T HHE AN RE SUSHAH ID, 0|2, ¥H AE2|X| stetzf gl
SehE #oto| JIELICE dBLL CHA HIHEE M 30| RE AFEXF 4= E JHX| 1 JUX| SSLICH KA LIE2 2
EXSHHAR "AIE 2E0|2 FAULIIMN A S EE HIHE 22",

Off EIIE 7% HEE SRShoF BLICH Al I2|S 2 A" M3l 24| 2. £ J2|So| SU EHUE 18 U ALSKI
QOB 4% 20| et i3l U QEMEN]| HNAT 2 ULt

HIHE AFo * 22| = mH|o]d HZE AE * ASH0| A= F HAZZ o]0 S HESIH OF, AHEXAF 3 S3
HMA F|1E =HStE THAE 2ARfLIC
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Permitted

Sign in to tenant
tenant account 0

on source grid

A
Yes,

9 Configure same identity tlEnant SEIE No
sgurce on both grids

identity
federation?
¢ * Yes, grid

Opti Il eat
prionaly, oreate Create local groups and

o rEJrEat::sm riEdrid f sted groupscn users on source grid
Ereais : sourcegrid :
StorageGRID imports StorageGRID clones
federated groupsto lzcal groups and users
destination grid to destination grid
o Create 53 access keys 4—‘

Optional: Clone 53
o access keys from source
‘to destingtion
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H

= 1 = OOI_
tFEIXr APIE MESHH =522 2t J2[=0f 2ES WY *EH—IEF KEAIEE LHE2 2 BZSHIAIR "APIE AFE5I0]
S3 UA|A 7|0 BES MABLIC.
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AA J2|E0| MME 2Z O50| 2| ELICt
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2z 127} oTt B2 D0 SYS AYA DS, IF FAUS3
HESHIAIR 'S3 HHE] D22 MALICH,

Tenant source grid Tenant destination grid

Create local group —t - Local group cloned

AA JE|E0 2

=
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MENSHL|C}.
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AHEZt= OEO0| td J2|=0f 22 M ZSE[X|
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AL J2|=of MyYE 22 ALEXe 2 20| WHELCH
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AHEXtet alie 22 ZR0| St TA| OIF, ArEXL 0|5 B * UMA HE * BFHO| AFLICH F AEX ZF STt
OE0 £3ll ASLICE ZtMet HE2 S EESIMAMRQL "2Z ALEXIE 22|RLIC)".

HotYo| O|R=E 2 AIEA 2= e 22|20 SHIE[X] 5Lt 22 AFEXL I J2[=9] EIHE | Xtof|
HM|28HO0F Sh= B2 HIHE A FE AMEX= thed 22|20 siE AFEXte| d=E F=713H0F BHL|CE XbAISH
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Tenant source grid

Create local user

Local user
has a password

Tenant destination grid

Local user cloned

—»>

Local user must get
new password

AA J2|E0| YNE g 250 SRELIC

ol M OI7I2E 22 AB317| 9Bt RTINS el BAICE "SSO(Single Sign-On)’ % D H&" 55
J2I S0l Bl el A (7hx27])st Bt IF0| T4 J2l=0| BHEN XS

£ OE 25 SYs A BE, IF A3 U 3 1F YMES JELICL

A2 EEQ] S8 J80| H4EID 4 HIHEN 220| YHEH S8 AR

20018t 4 AL,

Tenant source grid

Create (import) federated
group

Federated user can signin

—+»

Tenant destination grid

Federated group
cloned

—1» Federated user can sign in

S3AMUA F|IE HZOF EX|E 2 QUBLICH
StorageGRID= Zf J2|E0| MZ CHE 7| & F7I610 Hots &
& LICE
T 2|20l dNA F|E 2E|SHTH OIS & SILIE AL
* 2t 2|0 Chsl st 718 A EY HRert gl 3R EAMEY = US
MESILICH s "CHE AFEXI| HM|A 7|5 Mgt 2f J2|=0lA,
© £ O2E0 SYE 7|12 MEHOF ot R &4 J2|=0f 7|18 Wt T
TSOE Mg £ JUSLICH"7|E SHELCH cha J2| =0,
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Tenant source grid Tenant destination grid

Create S3 access keys Create S3 access keys
for source for destination

Optionally clone access

Create S3 access keys —+—p ceys with API

() S8 Asxiol s3 A JIS 2260 ALBRH U S3 ANIA 717t 25 Cha EHEC =HIELIC

o 22|=0f =7tEl OF S ALEAE 220| WEEIX| LTt

2 M2 HUES| AA J2|So) M HIUES| Cfa J2|E28 0|20 FLIC HAES| That J2|S0) 18 o
AFBRHE MA57ILE P2 A2 StorageGRIDS 0[2{3 222 HIAE| A4 J2|Sof ChAl ZH|BHR| LT

Tenant source grid Tenant destination grid
@ No change 4—+— New useror group
® No change - New S3 access key
HE L= ARE OF, AH8AH ! HMA 7|= X=X &L CH

T =3 S otHoIM OF, AFEXF E= HMA 7|1S HESHAL AH|SHH HE LIEO| CHE =300 SHIE[X| gf&LICt.



Tenant source grid

Edit or delete
group or user

@ No change

Tenant destination grid
—t . @ No change

Edit or delete
group or user
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"accessKey": "AKIATOSFODMN7EXAMPLE™,
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Tenant Create versioning-enabled
user bucket for source tenant

v

Create identical bucket for
destination tenant

'

Replication
in one or both
directions?

Both

Enable cross-grid replication Enable cross-grid replication
for only one bucket for both buckets

) o New object version
Add or modify object in source — replicated to

bucket destination bucket

Delete marker

D[Eilelte c:-blecgrc.)m SDULCE —p replicated to destination
{delete markerinserted) (optional)

v

Delete object version | Object version is not deleted
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o This tenant account uses the LDAP server that is configured for the Grid Manager.
Contact the grid administrator for information or to change this setting.
T4 YepEict
Identify T|H2i[0|MS T4 U StorageGRID7t LDAP AMH| A0 HASH= o Rt S MSYLICH

e
1. NA B3] * > * 1D HEfzilol 4 * 2 MegiLict.

=
il

2. ID HH|0|M AtE * 2 MEHE!
3 X

. LDAP MH|A 8 MMojl M 742 LDAP MH|A 38 MelgiL|Ct

LDAP service type

Select the type of LDAP service you want to configure.

Active Directory Azure OpenLDAP Other

Oracle Directory ServerE At&5H= LDAP MH 2| 72 #4st2{™ * 7|Et * § MEBILICE.

4. 7|E}* 2 MENBE 3 LDAP &4 M40 WES SMBILICH K| QOH Tk B2 oS LCt,

od =

n

S

o * AKX} 17 O|Z *: LDAP AFEXIe| 1R '%IWP ZotEl £4d9| 0|E°'|—|Ef o] £d& 1t Z&LICt
sAMAccountName Active Directory % 2| 22 uid OpenLDAP2| Z<. Oracle Directory ServerE
THSt= B2 & YHEYLICH uid.

o * AFEX} UUID *: LDAP AHEXte| &+t .l_% AEXIL ZE EM9f o| S/ILICE O] £ & 1 ZELCt
objectGUID Active Directory A 2| A2 entryuuID OpenLDAP2| Z<2. Oracle Directory Servers
TF5t= 42 E UHELICl nsuniqueid. X[HE £40f CHot 2 AFRXI| 242 16HI0|E &= EXHE
Aol BZIPEI 167‘._|—’.*— = XAt0{0F SHH, SHO[E2 FA[ELICE.

°o*1F IR 0|E * LDAP 1§29 11 é!b”xwf ZotEl £49| O|EQILICE o] £M2 1p Z&LCt
sAMAccountName Active Directory ™ 2| A< cn OpenLDAP2| Z<. Oracle Directory Servers

T4st= 42 £ YL en.

29


https://docs.netapp.com/ko-kr/storagegrid-118/admin/supported-ciphers-for-outgoing-tls-connections.html
https://docs.netapp.com/ko-kr/storagegrid-118/admin/supported-ciphers-for-outgoing-tls-connections.html
https://docs.netapp.com/ko-kr/storagegrid-118/admin/supported-ciphers-for-outgoing-tls-connections.html
https://docs.netapp.com/ko-kr/storagegrid-118/admin/supported-ciphers-for-outgoing-tls-connections.html
https://docs.netapp.com/ko-kr/storagegrid-118/admin/supported-ciphers-for-outgoing-tls-connections.html
https://docs.netapp.com/ko-kr/storagegrid-118/admin/supported-ciphers-for-outgoing-tls-connections.html
https://docs.netapp.com/ko-kr/storagegrid-118/admin/supported-ciphers-for-outgoing-tls-connections.html
https://docs.netapp.com/ko-kr/storagegrid-118/admin/supported-ciphers-for-outgoing-tls-connections.html
https://docs.netapp.com/ko-kr/storagegrid-118/admin/supported-ciphers-for-outgoing-tls-connections.html

* * 38 UUID *: LDAP 189 ¥7 12 A#Xi7} B3E S49| 0|SYLICE 0] 442 B 2L}

O— T o = O -
objectGUID Active Directory & 2| A2 entryuuID OpenLDAP2| Z2. Oracle Directory ServerS
TdotE 42 & YHYLIC nsuniqueid. X[FE &40 et 2t 159| 212 16HI0|E &= EXIE YAlo
32Xt2| 167‘._|—¢— iXPOEIOF St0, 5t0| 22 FAIELIC

5. B E LDAP AMH|A Q30| CHal LDAP Mt 1M MlMoj| 3t LDAP MH 8! HEQ3 HZA MHEE QladstL|Ct,
° * SAE 0|E *: LDAP M| FQDN(™2t=l =2l 0|E) EE= IP FAQLICE
o * ILE *: L DAP MHO|| HZ&St= O] AF2E|E= ZEQILCE

@ STARTTLSS| 7|2 ZE = 3890|101 LDAPSS| 7|2 ZE = 636QL|Ct TJ2{L} 25t 0|
SHIZA M= ER E': TEE AT 2 QI&L|C}H

[ o= T MHd

° * AL2X} 0| & *: LDAP Aol HZE AFEXte| DN(Z 7 0 &)2| A Z= LIt
Active Directory2| 22 Of2i% 22 0|F = AEXL 7|2 0|52 XFE +== ASLICE
XEE MEXt= OF 3 AFEXIE LIZSt Chg £-40f AMA T = A= Hoto] A0{0F SLCt.

sAMAccountName £ uid

" objectGUID, entryUUID, £&= nsuniqueid
" cn

memberOf FE= isMemberOf

* * Active Directory *: objectSid, primaryGrouplD, userAccountControl, ¥
userPrincipalName

* *Azure *: accountEnabled % userPrincipalName

o * @ % AFEX O| Bt AAE L= LTt

() uzolyssuz

° * Group Base DN *: 152 A& LDAP 52| E2|of st DN(Z] 0|2)Q| FA| ZZIL|C. Active
Directory 01|X1|(O}EH)01| M IR 0|E0]| 7|2 DN(DC=StorageGrid, DC=example, DC=com)a} #HHEl H=
JIES 8¢ I8CE A8Y = UFLICL

G =

° * AZXt 7|2 DN *: AF2XIE AMe LDAP 59 E2[Q] 11} 0| E(DN)2| TK| 2= LCt.

I

ote B2 O] HIo|X|o| M =& HHO|E38HOF ZHL|CE,

* 7}

IR 0I5 &

ro
*

T 7] DN * Lol M 1 Rotof ghCt.

IHru
]

AHEX 1R 0|8 * 22 * AH8X} 7|2 DN * LHoll M 2 R8HOF L T}

QI * (MEH AMEH): INEHE XSO 2 &olet &~ Ql= AR StorageGRIDUIA 7|2 AHEX}

—

Jiot

StorageGRID7H AlH| A ARl HIQIZIE 4 gl 29 ABXI7F 2018 4 0T 2 * AL8X} 0|2 34|
BoIL) * 2 HIZsHe 20| FALIC

CHE TE & olLIE Y=L

30



* * UserPrincipalName I§Ei(Active Directory %! Azure) *: [USERNAME ] @example.com

* * 519 £ZF 22 0|2 m{E(Active Directory %! Azure) *: example\ [USERNAME]

y

# Ol

ol

I{E *: CN=[USERNAME], CN=Users, DC=example, DC=com
[UserName] * 2 A JCH= ZotetL|Ct

6. TLS(MS A Eeh) MMof|M Hot B3 MefgtL|Ct

° * STARTTLS A2 *: STARTTLSE AI25t0{ LDAP AH{2te| EA HOLS ’SEH-IEF. O] ZM2 Active
Directory, OpenLDAP H= 7|E} Off CHal #EE| X2 AzureOl|l M= JE|°JE|7(| FELILCE.

° * LDAPS * At2: LDAPS(LDAP over SSL) SM2 TLSE A23t0{ LDAP Mto|| H1ZBHL|CH Azure2| &
Ol M E MEHSHOF SfLICE.

° *TLS * AL ¢t & StorageGRID A|AEIS LDAP AMH 7to| HEQ3 ERfl2 ESE|X| &L|CE o] SM2
Azurei| A J(|°._JE|7E| & LICE

@ Active Directory AMH{7} LDAP MEE XME3%t= 22 *TLS AL ¢t &t * SME MEE
AELICt STARTTLS £+ LDAPSE ALE46H0F %H—| Ct.

7. STARTTLS &= LDAPSE MEiSH 22 HZ HOMO| ME2E|= QBSME MEHBIL|CE,
o * 2 MK CAQISAM ALE *: 2F HIxof Mx|El 7|2 O2|=

C
° * ALEXL XIE CARASM ALE *: ALEAL XIE 2ot IS M E AFSFLICE

O #ES MBSt AR ALEAL X Het QIS ME SASH0 CA JASA HIAE &Xfof| 20 5L Tt

=
F2¢t 82 "Test connection successful(HZ HAE d3)" HA[X|7} LIEHEL|CH Save * &
=

° HZ 2HO|
MElsto] B8 S MEL

° HZ HYHO| ERE FR "HAE AZS AFY = USLICE" HIAIX[ZF LHEHRLICE 7] * £ dEfgL|Th a2
Ct2 EXE siZste HES ChA| HIAERLIC

31



Test Connection

To test the connection and the bind username format, enter the username and password of a federated user. For example, enter your own
federated username and password. The test values are not saved.
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-----------
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Groups

Create and manage local and federated groups. Set group permissions to control access to specific pages and features.

0 groups Create group

o This tenant has Use grid federation connection permission for connection Grid 1 to Grid 2. New local tenant groups will be
automatically cloned to the same tenant on the other grid in the connection. If you edit or remove a group, your changes will not be
synced to the other grid.
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Buckets = my-bucket @ Success x
Starting to delete objects from one bucket.

my-bucket (read-only)

Region: us-east-1
Date created: 2022-12-14 10:09:50 MST
Object count: 3

View bucket contents in Experimental $3 Console [

A All bucket objects are being deleted
StorageGRID is deleting all copies of the objects in this bucket, which might take days or weeks. While objects are being
deleted, the bucket is read anly. To stop the aperation, select Stop deleting objects. You cannot restore ohjects that have
already been deleted.

0% (0 of 3 objects deleted)

Stop deleting objects
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Buckets = my-bucket

my-bucket (read-only)

Region: us-gast-1
Date created: 2022-12-14 10:09:50 MST
Object count: 0

View bucket contents in Experimental 53 Console [

Q Bucket is empty but is still read-only.
This bucket is now empty.

= Toremove this bucket, select Delete bucket.
» To return this bucket to write mode so it can be reused, select Stop deleting objects.

Stop deleting objects
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Create endpoint

@ Enterdetails — Select authentication type o Verify :s.en.rer

Verify server

Use this method to validate the certificate for TLS connections to the endpoint resource. If you select "Use custom CA certificate," copy
and paste the custom security certificate in the text box.

© Use custom CA certificate

Use operating system CA certificate

Do not verify certificate

Previous
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Platform services endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service
(CloudMirror replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to
use.

4 endpoints Create endpoint

Displayname @ < Lasterror® <~ Type@® < URI® = URN® =

my-endpoint-1 53 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucketl
my—endpoint—2 9 2 hours ago Search http://10.96.104.30:9200 urn:sgws:es::mydomain/sveloso/_doc
my-endpoint-3 Notifications http://10.96.104.202:8080/ arn:aws:sns:us-west-2::examplel
my-end point-4 S3 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucket2
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Overview "~
Display name:; my-endpoint-1 #
Type: 53 Bucket
URI: http://10.96.104.167:10443
URN: urn:sgws:s3:::bucketl
Connection Configuration

Verify connection @

Some errors might continue to appear after they are resolved. To see if an error is current or to force the removal of a

resolved error, select Test connection.

Test connection

3. Test connection * & MEHSILILCY.
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Platform services endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service

(CloudMirror replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to

use.

4 endpoints

Create endpoint

Displayname @ * Lasterror® <= Type@® = URI® = URN® =
my-endpoint-1 53 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucketl
my—endpoint—2 0 2 hours ago Search http://10.96.104.30:9200 urn:sgws:es::mydomain/sveloso/_doc

my-endpoint-3 Notifications http://10.96.104.202:8080/

arn:aws:sns:us-west-2::examplel

my-endpoint-4 S3 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucket2
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Platform services endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service
(CloudMirror replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to

use.
Create endpoint

4 endpoints

my-endpoint-3

my-end point-4

Notifications

53 Bucket

http://10.96.104.202:8080/

http://10.96.104.167:10443

Display name @ = lLasterror® = Type® = URI® = URN® =
my-endpoint-1 53 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucketl
my—endpoint—2 0 2 hours ago Search http://10.96.104.30:9200 urmsgws:es::mydomain/sveloso/_doc

arn:aws:sns:us-west-2::examplel

urn:sgws:s3::bucket2
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Delete endpoint X

Are you sure you want to delete endpoint my-endpoint-107?
This might take a few minutes.

When you delete an endpoint, you can no longer use it to access
external resources.

Cancel Delete endpoint
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g One or more endpoints have experienced an error and might not be functioning properly. Go to the Endpoints page to view
the error details. The |ast error occurred 2 hours ago.

CHAIE 0] LIEHL = SSet @RI ESHE ME|A 7 HO|X| H 0| = LEEFELICH XiMEE 2F HIAXIE EHe{H:

CHA|
1. 28 S20M 2F 7 U= EFS WEPLICH
2. 2™ M5 EE HOIX|0AM * HZE * S MERSILICE O] B2 EFoll Y 7HE 22 LR HAISH L R 7 Edet
AlZhg BAIZLICH w7k x ofo| 20| EatEl o= € x|t 72 ofHoll LR LICH

94



Overview A

Display name: my-endpoint-2 #

Type: Search

URI: http://10.96.104.30:9200

URN: urn:sgws:es:::mydomain/sveloso/_doc
Connection Configuration

Verify connection @

Some errors might continue to appear after they are resolved. To see if an error is current or to force the removal of a
resolved error, select Test connection.

Test connection

Last error details

@ 2 hours ago

Endpoint failure: Endpont has an AWS failure: RequestError: send request failed; caused by: url.Error; caused by:
net:OpError; caused by: os.SyscallError (loglD: 143H5UDUUKMGDRW.)
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<ReplicationConfiguration>
<Role></Role>
<Rule>
<Status>Enabled</Status>
<Prefix>2020</Prefix>
<Destination>
<Bucket>urn:sgws:s3:::2017-records</Bucket>
<StorageClass>STANDARD</StorageClass>
</Destination>
</Rule>
</ReplicationConfiguration>
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Bucket options Bucket access Platform services

Replication Disabled

Enable the CloudMirror replication service to copy objects from a source bucket to a destination bucket that is
specified in an endpoint.

# Platform services must be enabled for your tenant account by a StorageGRID administrator,
# You must have already configured an endpoint for each destination bucket

# You must specify the URN of each endpoint in the replication configuration XML for the source bucket

Enable replication

IIHEHII
<ReplicationConfiguration>

<Role></Role>

<Rule>

<StatusrEnabledes Scatusss

<Prefix>Z030</Prefins

<Destination
<Bucket>Rra: Bgwsts 53 L2l —recovds</ Bucket>
<StorageClass>STANDARDS/StorageClass>
< /Destinacion>
</ Bules>
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<NotificationConfiguration>
<TopicConfiguration>
<Id>Image-created</Id>
<Filter>
<S3Key>
<FilterRule>
<Name>prefix</Name>
<Value>images/</Value>
</FilterRule>
</83Key>
</Filter>
<Topic>arn:aws:sns:us-east-1:050340950352:sgws-topic</Topic>
<Event>s3:0bjectCreated: *</Event>
</TopicConfiguration>
</NotificationConfiguration>
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Bucket options Bucket access Platform services 53 Console

Replication Disabled

Event notifications Disabled

Enable the event notification service for an 53 bucket If you want StorageGRID to send notifications about specified events to
a destination Amazon Simple Notification Service [SNS} or 2 destination Apache Kafka cluster.

Platform services must be enabled for your tenant account by a StorageGRID administrator.
* You must have already configured an endpoint for the destination of event notifications.
* You must specify the URN of that endpoint in the notification configuration XML for the source bucket.

Enable event notifications

Clear

<TopreConfiguration:
<Id>Image-created</Id>
<Filter»
<53Key >
<Filterfule>

<Name>prefix</Name>
<Valuerimages/</Valuer
</EilterRules
4 [fS3Key>
</Filters hd

b.

102

Jz|E #e2|X} Es O2|E 22| APIE AHE3HY StorageGRID 22| X7t 24 E|HE A of| CHat

() == Mul2S Zasie0} SLICE 74 XMLE MEY 1 257+ UA4318! StorageGRID

XA 22l AIL.

—_

- P XML A= A2IS ER|7H5}] QT QT AFES £F5HE AA HZIQ| Ao Cist ZlS
A
T o

Of Mo M= = M E 2H= miotCt OfHIE HE0| HEELICt images/ BF

210| CHA Amazon SNS = Kafka ETOf| MEE|JA=X| golgt|ct,




o€ S0 th& X7} Amazon SNSO| SAEIE|0 Q= 22 20| HiEE I O|HY S ELHE=E MH|AE
A A
ES

"Records": [
{
"eventVersion":"2.0",
"eventSource":"sgws:s3",
"eventTime":"2017-08-08T23:52:382",
"eventName" :"ObjectCreated:Put",
"userIdentity": {
"principalId":"1111111111111111111"
br
"requestParameters": {
"sourceIPAddress":"193.51.100.20"
br
"responseElements": {
"x-amz-request-1d":"122047343"
br
"s3":{
"s3SchemaVersion":"1.0",
"configurationId":"Image-created",
"bucket": {
"name":"testl",
"ownerIdentity": {
"principalId":"11111111111111311111"
br
"arn":"arn:sgws:s3:::testl"
by
"object":{
"key":"images/cat.]jpg",
"size":0,
"eTag":"d41d8cd98f00b204e9800998ecf8427e",
"sequencer":"14D90402421461CT7"
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"S3 REST API AtE"

AM E3t MH|AE M| 7HX| StorageGRID S E AMH|A & SHLIQILICH QEHE MM AF|
cc = gt D-||E|-E-||O|E-| CE= EfO 71 2G|0|EE! ufOjCH CHAN M olEl A QEHHEE
HEIIOIEIS HASHES 0] MHIAS BASI2 2 YLICH

HIHE Z2|XHE A8 St0o] B 210l AE Xt X StorageGRID 74 XMLE M &8¢t0] AM Sgs 7 ME £+ AUSLICH

M E5F MH|AZ QI8 7HA| H|EFH|O|E{ 7t CHAC 2 MEE[7| W20 ST + XML%_ H|EFC| O] E
g2l M xml 0|2t BL|C} o] M XML O|HIE 22 MNst= O] AL E|=  notification 714
xml_2t CHEL Ct,

©

Aol thet

M
o2t
[
Of
bal
>
[mLS)
%)
w
M
'}
=l
re
Im
2
ru|n
g
=l
rz
-
ret
el
1}
g’
olo
=
00
Ral
Ral
0z
%)
(@]
-3
Q
«Q
D
®
2
o
w
w
3|
m
wn
_|
>
E

* HZ OEIH|O|E 22 S AEIgLIC
* Bucket H|E}H[O|E 23 14 7t 27|
* Put Bucket H|E}H|O|E &l F14d
oy

"HM SEE fleh 8 XML
"M|EtH| OB 2rRIofl Z&HEl ZHA| HIEFC O|Ef & L|Ct
"JSONO| Z4 St AJH| A0 QsH M= AELICH

"Z{ A E St A—|H|¢§ O'6|-|_||:|."

dM Se MH[A= off ZehE A HeE Argste] - ElL
<MetadataNotificationConfiguration> 3!
</MetadataNotificationConfiguration> Ej1. Zt F&I2 FXI0| HEE[=
QEHES} StorageGRID7} 8% QEHE 0| HEIH|O[E{S HLHOF 3t CHAMS KRS,

WM O1Z 8l HEOUE 7|ZE22 JHHIE EEET = ASLILL 8IS S0, FAZE = JHA[0f] it HIEtH|0[EE 2~
7 UASLICH images C&H0] 5tLtRl A2 81 HEAZE QU= JHA|S| HIEIH|O|E YILICH videos HHE AFROIAI. S2 &=
HEAL = 742 R0 kel HEE [EH HEELICH oI S0, HFAIE A= ZHA|0l| CHel stte] #AIS
EoSt= PHYULIC test BFAF U= 7HX|01| Ciet & S F A ULICH test2 SIEEX| ¥&LICH

M E5t MH|AE 2|6l MM El StorageGRID AEZXQIEQ| URNS AF2SH0] CHAFS X[ dHoF BfL|Ct. o|2{st
AIEHEOIE = Elasticsearch 22 AE0f| Mol QlEA 5l Q%S LIEFALICE

104



<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>
<Destination>
<Urn>arn:aws:es:region:account-
ID:domain/mydomain/myindex/mytype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Rule-2</ID>

</Rule>

</MetadataNotificationConfiguration>
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<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>

<Urn>urn:myes:es:::sgws-notifications/testl/all</Urn>

</Destination>
</Rule>
</MetadataNotificationConfiguration>
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<MetadataNotificationConfiguration>
<Rule>
<ID>Images-rule</ID>
<Status>Enabled</Status>
<Prefix>/images</Prefix>
<Destination>
<Urn>arn:aws:es:us-east-1:3333333:domain/es-
domain/graphics/imagetype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Videos-rule</ID>
<Status>Enabled</Status>
<Prefix>/videos</Prefix>
<Destination>
<Urn>arn:aws:es:us-west-1:22222222:domain/es-
domain/graphics/videotype</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>
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ol ASt REI 7} QUi S3 HAS 0]0] MAMSLICH

M
fo

2 gstigLct.

© M Se MH|AS| Y2 ALt E AEZQIETL 0|0] A2 URNO| JAELICE

g

" 0| Sl A8 1B0] 43 UBLICH D E B3] Er E o4 S HelHLIC of2fe ML HHE
2T ALBOHO HAS FAE 1 DF Ei b3 HAo| 2

EEN tH;’IOﬂ CHSH A Set MH|IAS T80t = AHE TSHLE 44| HIEIH|OE] = EHIS A0 ESHH Th
AT TOIE 2 2| HEFH|0|E{7} HAEILITE 0[] 2|7} ZEHE 20| CHol ZA) S8t MH|AZ BHstsE 7|Z
2ix|of| CHet HIEHH|OlE Y2I0| (IS 22 HMEEX| A&LICE Ol2{et 7|E JHHIE (0| ESHO] CHAH 2444 QlEl Ao
ot TIEFHIOIE{ 7t 327HE| = 5 SH{OF gL Tt

1. HIAE HEJ|E MBI HM S 2435t= Ol 23t HEHH0|E 22 XMLE BHELICH

<MetadataNotificationConfiguration>
<Rule>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn>arn:aws:es:us—-east-
1:11111111111111:domain/mydomain/myindex/mytype</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

2. HHE Z2|Xtof| M * AE2|X|(S3) * > * K3l * S MEfStL|C}

3. &A HZlQ| 0|FS MEASLCY.

2 M EE HO|X| 7 LIEFELICY,
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Bucket options Bucket access Platform services

Replication Disabled “
Event notifications Disabled v
Search integration Disabled ~

Enable the search integration service to send object metadata to a destination search index whenever an object is created, deleted, orits
matadata or Lapgs are updated

» Platform services must be enabled for your tenant account by a StorageGRID ad ministrator.
& You must have already confligured an endpoint for the search integration service.
» You must specify the URN of that endpeint in the search integration configuration %ML for the bicket you want to index.

Enable search integration

“MetadataNotificationConfiguration>
<Rule>
A5tatusrEnabledd/Status>
LPrafixc/Prefin>
<Destination>
ZUrnr»arniawstes:ua-east-1:111T13T71311311 rdomain/ mydomain/myindex/mytype</0rn>
£/ Deatination>
</Hule>
< /MetadatalotificarionConfigurations)

Q8|= PR|R S B2 APIS AR310] StorageGRID E2IXEt 7 E|IE Ao chey Zat=
() MuIAE ssieor gLich 74 XMLE & 1 287} L4518 StorageGRID EH2| K0l
SoBHIAIL.

7. HM Se M| AT SHEEA| TEE[=K] 2ARILICH

a. 74 XMLOf| X|IE & C= HEIH|OIE SIS EE|AH5L7| flet @7 MEE SF5t= AHE 22 HAO
% 7psHL|C}
e =] .

Aol oMol M HZlofl EItE RE QEME = HIEHHOE LS E2[AHFLIC

b. F§A|2| HEtHOIE{2t E§ 27t ZBHEl JSON EA7F EF 0l X|HEl HA QlEiA0) F=7He|A=X| ZelgfLCt,
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x9ig opl 3

20| waf Chs U S otLt

M

© AEE|X|(S3)* > * {3 *

A
* S3APIE ZH AtEst= &
T4 XIE!" EESHUAIL.

JSONO| HA S AH[20f ofl 4o

EHZl0|| CHS ZAM E3F MH|A
AK|E CHOFCH JSON 2 A7} A

Ol HIM= 7|7t }= FHHI7¢
HZI0| MM EILICH test. & 22IELICH test H3
versionId Ef7} H|O] /JEL|CE.

"bucket": "test",
"SGWS/Tagging.txt",

mwn
’

A key" :
"versionId":
"accountId":
"size": 38,
"md5 " :
"region":"us-east-
"metadata": {

"25"

1"'

nagen .
by
"tags": {

"color": "yellow"
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2 Delete Bucket H|E}H|O|E{ &
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deE = A= JSONS| ol E

"86928401983529626822",
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"3d6c7634a85436eee06d43415012855",
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74 o= 0|2 B! HEL|Ct

Hal Y QEHNE M- bucket: H3l2| O| S LIC}

key: 2Kl 7| O| & versionID: QEHME KA HZEO| Q= HZIQ QHHEE
region M3l FH (0f: “us- A AH! HEIC[O]H

east-1

size: HTTP 22I0|HEN| HAIE[= md5: Z4A| sHA|
M| 27| (HIO| E)ILICt

AHEX} HIEFH|O|E metadata: QEHES| DE AI2X} HEHH|O|E{Z 7| Zt MO Z AFREHL|CH

key:value

Ej2 tags: 4A|0f CH3l Fo|E 2= A EfO2E 7| gt Wo= ArZgLCt

key:value

Ef 2! A Xt HIEHH|O|E{2Q| AL StorageGRIDE Mt & £=XtE ElasticsearchOf| 2AtE L= S3
O|HIE zloz FMEst|C} o|2{st EXE LS UM tt= X2 A St E ElasticsearchES

@ JAMSIHHE =S T ojm 9l S S Al 02 of| CHSt Elasticsearch XXl MEAIA| Q. M E3}
MH|AE -?WOUI Hof| Qe Ao S5 HE IfE S 2dotsof gfL|Ch A7t QIEldEl Sof=

QA0 24 LE HAIS BT £ gigLICH

S3 REST API AFE

S3 REST API X|& HH 5! AG[0|E

StorageGRID= REST(Representational State Transfer) & AH|A NEZ 28E|=
S3(Simple Storage Service) APIE X[ BfL|LCT,

S3 RESTAPIE X|gstE =z StorageGRID AABIZS AHBSH= AH—H QHEHNE AER|X|E ¢l S3 E MH|AEORE

Al A
IHEE ME|A X|E 0 Z2|AH0|HE HEY & ASLICE S20[AE OHE2[A|0[492] AT S3 REST API 2 & ALE0|
CHet 2|2 tHE Ateto] 2L},

X#El= HH

StorageGRIDE CH2 1t 22 S3 S HTTP HE S X|&IEHL|CE.

00t

= BT

S3 AP AFQF "AWS(Amazon Web Services) &A]: Amazon Simple
Storage Service API Reference £ &t A|L"
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HTTP

7
1.1

HTTPOI| CHet XEMISH LHE2 HTTP/1.1(RFC 7230-35)2
ARSI Q.

"IETF RFC 2616:HTTP/1.1(Hypertext Transfer
Protocol)"

* &1 *: StorageGRIDE= HTTP/1.1 I0|Z2t0|d 2
K| SR &Lt

S3 REST API x| HO|0|E

SaLct

11.8

11.7

11.6
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Ol AH2El O| 1t YX[S== S3 22| 0|F S YOO ER;ELICE "AWS(Amazon Web

=

Services) =A1: Amazon Simple Storage Service API Reference & &HZSHMA|L".

FItE[}AELICH "WE &X: X|}E= S3API Q8"
S3 Object Lock2 E8t HHUHA ZE AF2E2 X|@ghL|C.

StorageGRIDO| CHSt X[ 40| £IHE[}AESLICE x-ntap-sg-cgr-replication-
status Get Object 3! Head Object @& 0f| Cigt SE sIHLICE 0] siH= 3 =2A
J2|E SNE 9ISt ZH|el S| HEfE S ELICt.

SelectObjectContent 20| O|H| Parquet ZHX|E K| A gfL|Ct.

* off it X[ 0] 7| RELICH partNumber Get Object 3! Head Object 22| @8

OW7H A= LIt

—

S3 REHE FHZo| HA AN 7|2 &
FItE| RS LI

M

DS

A

7|2tof| cHet x| 0]

ol cHek X| 0] F=IE|RASLICE s3:0bject-lock-remaining-retention-days
Policy Condition 7| - ZiX|0]| 5| &&= E&E 7|2t HRIE ™I}

EHU PUT 2K 2H212] Maximum_Recommended_sizeE 5GiB(5,368,709,120H0| E
)2 HAMSL|CH 5GIBELE 2 A7t = 2 4l HE|IHE FJ2EE AFEELICL

* M2 o} 22| of oist X[#0| FIt=|AS LI
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https://datatracker.ietf.org/doc/html/rfc2616
https://datatracker.ietf.org/doc/html/rfc2616
http://docs.aws.amazon.com/AmazonS3/latest/API/Welcome.html
http://docs.aws.amazon.com/AmazonS3/latest/API/Welcome.html
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11.0
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10.3
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10.1
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* HZLEHD AH|, 31 E D X[ 7HN 7] S ZLED XIE S 2l X[#0]
FItE|AELICH H|E 2 Ef 2= X[ EX| &L

* StorageGRID 11.40|M 2= HZI9| H2 H& ZH Af2i|of S| 7HA| 7] OIE S metdts=
0| I o4 ERBIX| f5LILE.

* o[ 3! L2lof it X|2I0] FIHE[A}ESLICH s3:0bjectRestore: Post O[HIE
SFYYULICE

* O|X| 2] mHEO]| Chet AWS 27| HMieto| HEELICE ZE|ME H=E
5MiBOIl A 5GiB AtO|O{OF LIC}. OFX|2 222 SMIBELE 22 = UAELICE.

* TLS 1.30f| CHeE X[ 40| FIt=|AS LI
* U0 IS¢t 7|(SSE-C)E A5t QEHME H|0[E{e] MH{Z 2tz stof| Lt X| 20|
—jF—7fEIM.=.LIEf.

* H3 +EF7| & (2t= 2Holoh s 3 off cHet ANl 7EH 7] 8 Put X1 =7t x-
amz-expiration & 8.

* T Al ST|A X E AHSH= ILM Ao Foks MHELY| ?Is PUT 7HAl, Put
Object Copy % MultiPart Upload?t &H|0| EE| R} &LICt.

* TLS 1.1 &7} o O| & X| &I &|X| k& L|CE.

2L ﬁEEIXI E3t e ArEE POST REXE S 2l0f chst X[210] FIHe| A& LICH
JE % 2 Il ARN, T3 £74 7| W & #0) Cfeh AWS 12 AI2S XIIetch,
StorageGRID 22 AtE%t= 7|& 08 Y H—|9I MM A& X|AEL|C}.

© &I+ AREXt X[ StorageGRID 7S50 AFEE= AE §.3f0=l CHE 18
JSON/XMLOJIA ARN/URNZ ALE%t= A2 tl“'7:'5|7(| UAELICE.

CORS(Cross-Origin Resource Sharing), 22|E = =0f CH$t S3 22I0|HE HZAS 2ot
HTTP % H2l0f| CHEt 7 =4 M-of| Ciet X[ 0| FIt=|ASLIC

HZlof| Cigt Z2HE MH|A(CloudMirror £H|, 22! 8l Elasticsearch Z44 £ 14 x|
Z=7F EETH H 2101 CHEE 24K Ef T @IX] M[2F 22 B AL Jhs T Fetd HEOf
FIt=[AELICH
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&Lt 249

10.0 StorageGRID AIAE"OM S3 RESTAPIS| £7| X|&. #xl| X|&E|= Simple Storage
Service API Reference_+= 2006-03-012IL|C}.

i

b

O| H| 0| X|0fl M= StorageGRIDW| A Amazon S3(Simple Storage Service) APIE X|Hst=
HtHS QoketLCt.

HZ: X|2E= S3API 2F

|
00
r[§
=]
H
oot
ot
r
_|T|_

0| H|O|X|0fl= StorageGRIDM|A X|2ldt= S

@ 2} xtdof| CH3H AWS MEME E2{H HZ20|A 23S MetstL|Ct

ZE YRI H2| 047K 2 2 9N .
Mz XX SfOR CHST S BE URI AR i7H w47t KigiEL

versionId (QEHME o 2Rt Q)
HE 2 AEX| 942 22 O3 22 LerEQl @F §i|E 7t X[ EL(C

* Authorization
* Connection

* Content-Length
* Content-MD5

* Content-Type

* Date

* Expect

* Host

* x—amz-date

K

HH Y
* "S3 REST AP| 7181 M5 HE"

r

* "Amazon Simple Storage Service API & %: 2t @& &f| "

"AbortMultipartUpload £ Z&!&fL|C}"

Uri 2| 0§71 H4 8 @7 8
StorageGRID= 2FE XAYLILt & 07 #H= 8l H2|= 0] 271t el thEat 22 371 URI #2| 07K tHa=7t
F7HE|AS L

* uploadId
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StorageGRID A Af
"HE|IIE HEE ZY"

— T d

"CompleteMultipartUploadS Z2!gtL|C}"

Uri #2| 07 H= 8 28 8-
StorageGRID= 2FE X|@LICt S5 0070 H4= 81 HE2|2 0] 270 o) Ch3at 22
F7tE|AS LT

* uploadId

22 XML Ef2E QML

StorageGRID= L2 22 28 25 XML EfIE XL Ct.
* CompleteMultipartUpload
* ETag
* Part

* PartNumber

StorageGRID & A
"CompleteMultipartUploadS Z!&fL|C}"

"CopyObject E MEfBfL|CH"

Uri #{2| 07 Ha 3 2738 6|0
StorageGRID= 255 X[AELICH S5 07 Ha 8! HE[Z 0 ¥ gi CHSat 22

®* X—amz-copy-source

* x—amz-copy-source-if-match

* x—amz-copy-source-if-modified-since
X—amz-copy-source-if-none-match

* x—amz-copy-source-if-unmodified-since

* x—amz-copy-source-server-side-encryption-customer-algorithm
* Xx-—amz-copy-source-server-side-encryption-customer-key

* x—amz-copy-source-server-side-encryption-customer-key-MD5
* x—amz-metadata-directive

* x—amz-object-lock-legal-hold

* x—amz-object-lock-mode

* x—amz-object-lock-retain-until-date

Z7FURI # 2| OH7H H4=7t

It olE7F ASLIC
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_CompleteMultipartUpload.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_CompleteMultipartUpload.html
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_CopyObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_CopyObject.html
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* x-—amz-server-side-encryption

* x-amz-server-side-encryption-customer-algorithm
* x—amz-server-side-encryption-customer-key
Xx—amz-server-side-encryption-customer-key-MD5

* x—amz-storage-class

* x—amz-tagging

x—amz-tagging-directive

* x—amz-meta-<metadata-name>
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StorageGRID A A

"CopyObject £ MEHSIL|C}"

"CreateBucket"

Uri #2| 0f71 4= 3 9H s

StorageGRID= 255 X|AHELICH S5 07 Ha= 2L HE[= o] @& ut ghi| ChEaF 22 71 6i|E 7 Q&L
* x—amz-bucket-object-lock-enabled

QM=

o

Ho

StorageGRID= 78 Al Amazon S3 REST API0]| 2[sHf Ho|El ZE @ & 7 HaE K@ EL|Ct.

StorageGRID A Af
||H_|€J Iﬁ"?:]"”

"CreateMultptUpload £ £&!atL|C}I"
Uri 32| 07 H= 8 28 8-
StorageGRID= 2FE X[@LICt S5 070 H4= 8L T2 2 0] 271 &H| ChEat 22 37t 8|5 7F ASLIC.
* Cache-Control
®* Content-Disposition
* Content-Encoding
®* Content-Language
* Expires
* x-amz-server-side-encryption
* x—amz-storage-class
x—amz-server-side-encryption-customer-algorithm

* x—amz-server-side-encryption-customer-key
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* x—amz-server-side-encryption-customer-key-MD5
* x-amz-tagging

* x—amz-object-lock-mode

* x-—amz-object-lock-retain-until-date

* x—amz-object-lock-legal-hold

* x—amz-meta-<metadata-name>
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StorageGRID A Af
"CreateMultptUpload & Z2!gtL|C}"
"APK| B2

Uri 72| 0H7H H4 3 @7 8

StorageGRID= 2F& XEYLICH & 07 H= 8l HE[2 28Y & ASLIC

StorageGRID & A

CEEE
"DeleteBucketCors"

Uri 2| 0§71 = 8 27 8

StorageGRID= BEE X|ISLICH ZE 0f7l #1242 2|2 QA% & JBLct
2y 22
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HA O

StorageGRID A3 Af
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"DeleteBucketEncryption”

Uri 22| 071 H4= 8 2F 3

StorageGRID= 252 X[@LICt S5 07 H=: 8l T2 2 @¥E £ JASLIT
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StorageGRID A Af

CEE
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"DeleteBucketLifecycle"

Uri 2| 0H7H = 8l 27 8

StorageGRID= 2F& XIYLICH S 07 H= 8l HE[2 2¥Y &+ ASLIC
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StorageGRID XA
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"DeleteBuckketPolicy= & Z5HMA|"

Uri 72| 0H7H H4 8 @7 8

StorageGRID= 2FE XHYLICH & 07 H= 8l He[Z2 28Y + ASLIC
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"DeleteBuckReplication & &= AIR"

Uri 2| 0§71 H= 8 @7 8

StorageGRID= 255 XIRSLICH S 07 H=: 8l HE[2 28Y = ASLICH
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StorageGRID M3 A
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"AtH| BucketTagging”

Uri 2| 0§71 H= 8 @7 8
StorageGRID= 255 XISLICH S 07 H=: 5l HE[2 28Y = ASLICH
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"DeleteObjects S Z22!gL|CI"
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StorageGRID= 73 A| Amazon S3 REST APIOf| 2|sHf Ho|El ZE @ 22 7] HE X RIELICH
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PUT /bucket?object-lock HTTP/1.1

Accept-Encoding: identity

Content-Length: 308

Host: host

Content-MD5: request header

User-Agent: s3sign/1.0.0 requests/2.24.0 python/3.8.2
X-Amz-Date: date

X-Amz-Content-SHA256: authorization-string
Authorization: authorization-string

<ObjectLockConfiguration>
<ObjectLockEnabled>Enabled</ObjectLockEnabled>
<Rule>
<DefaultRetention>
<Mode>COMPLIANCE</Mode>
<Years>6</Years>
</DefaultRetention>
</Rule>
</ObjectLockConfiguration>
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GET /bucket?object-lock HTTP/1.1

Host: host

Accept-Encoding: identity

User-Agent: aws-cli/1.18.106 Python/3.8.2 Linux/4.4.0-18362-Microsoft
botocore/1.17.29

x—amz-date: date

x—amz-content-sha256: authorization-string

Authorization: authorization-string

SE

HTTP/1.1 200 OK

x—amz-id-2:

1VmcB70XXJRKRHIFiVgl151/T24gRfpwpuZrEG11Bb9ImOMARAe 980xSpX1knabAOLTVBYJpSIX
k=

x—amz-request-id: B34E94CACB2CEF6D

Date: Fri, 04 Sep 2020 22:47:09 GMT

Transfer-Encoding: chunked

Server: AmazonS3

<?xml version="1.0" encoding="UTF-8"7?>
<ObjectLockConfiguration xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<ObjectLockEnabled>Enabled</ObjectLockEnabled>
<Rule>
<DefaultRetention>
<Mode>COMPLIANCE</Mode>
<Years>6</Years>
</DefaultRetention>
</Rule>
</ObjectLockConfiguration>
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"Rules": [

{

"ID": "rulel",
"Filter": {
"And": |
"Prefix": "categoryl/",
"Tags": [
{
"Key": "key2",
"Value": "tag2"
}
]
}
by
"Expiration": {
"Date": "2020-08-22T00:00:002"
by
"Status": "Enabled"
by
{
"ID": "rule2",
"Filter": {

"Prefix": "category2/"
b
"Expiration": {
"Days": 100
b
"Status": "Enabled"

"ID": "rule3",

"Filter": {
"Prefix": "category3/"

by

"NoncurrentVersionExpiration": {
"NoncurrentDays": 50

bo

"Status": "Enabled"
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aws s3api —--endpoint-url <StorageGRID endpoint> put-bucket-lifecycle-
configuration

--bucket testbucket --lifecycle-configuration file://bktjson.json
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aws s3api —--endpoint-url <StorageGRID endpoint> get-bucket-lifecycle-
configuration
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*"Expiration": "expiry-date=\"Thu, 01 Oct 2020 09:07:49 GMT\", rule-
id=\"rule2\"",
"ETag": "\"9762f8a803bc34f5340579d4446076£7\""
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aws s3apli --endpoint-url <StorageGRID endpoint> head-object
--bucket testbucket --key obj2test?2
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"AcceptRanges": "bytes",

*"Expiration": "expiry-date=\"Thu, 01 Oct 2020 09:07:48 GMT\", rule-
id=\"rule2\"",

"LastModified": "2020-06-23T09:07:48+00:00",

"ContentLength": 921,

"ETag": "\"9762f8a803bc34£5340579d4446076£7\""

"ContentType": "binary/octet-stream",

"Metadata": {}
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POST /{Key+}?select&select-type=2 HTTP/1.1
Host: Bucket.s3.abc-company.com
x—amz-expected-bucket-owner: ExpectedBucketOwner
<?xml version="1.0" encoding="UTF-8"7?>
<SelectObjectContentRequest xmlns="http://s3.amazonaws.com/doc/2006-03-
01/">
<Expression>string</Expression>
<ExpressionType>string</ExpressionType>
<RequestProgress>
<Enabled>boolean</Enabled>
</RequestProgress>
<InputSerialization>
<CompressionType>GZIP</CompressionType>
<CSV>
<AllowQuotedRecordDelimiter>boolean</AllowQuotedRecordDelimiter>
<Comments>#</Comments>
<FieldDelimiter>\t</FieldDelimiter>
<FileHeaderInfo>USE</FileHeaderInfo>
<QuoteCharacter>"'</QuoteCharacter>
<QuoteEscapeCharacter>\\</QuoteEscapeCharacter>
<RecordDelimiter>\n</RecordDelimiter>
</CSV>
</InputSerialization>
<OutputSerialization>
<CSVv>
<FieldDelimiter>string</FieldDelimiter>
<QuoteCharacter>string</QuoteCharacter>
<QuoteEscapeCharacter>string</QuoteEscapeCharacter>
<QuoteFields>string</QuoteFields>
<RecordDelimiter>string</RecordDelimiter>
</CS8V>
</OutputSerialization>
<ScanRange>
<End>long</End>
<Start>long</Start>
</ScanRange>
</SelectObjectContentRequest>

EBLO| Mz 2F 72 o
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POST /{Key+}?select&select-type=2 HTTP/1.1
Host: Bucket.s3.abc-company.com
x—amz-expected-bucket-owner: ExpectedBucketOwner
<?xml version="1.0" encoding="UTF-8"7?>
<SelectObjectContentRequest xmlns=http://s3.amazonaws.com/doc/2006-03-01/>
<Expression>string</Expression>
<ExpressionType>string</ExpressionType>
<RequestProgress>
<Enabled>boolean</Enabled>
</RequestProgress>
<InputSerialization>
<CompressionType>GZIP</CompressionType>
<PARQUET>
</PARQUET>
</InputSerialization>
<QOutputSerialization>
<CSV>
<FieldDelimiter>string</FieldDelimiter>
<QuoteCharacter>string</QuoteCharacter>
<QuoteEscapeCharacter>string</QuoteEscapeCharacter>
<QuoteFields>string</QuoteFields>
<RecordDelimiter>string</RecordDelimiter>
</CSsv>
</OutputSerialization>
<ScanRange>
<End>long</End>
<Start>long</Start>
</ScanRange>
</SelectObjectContentRequest>

saQL #z/29| o

O] 2| Al/= 0|F, 20101 217, 2015t Ol @1, O|= 217 A H|O|E{ Q| HE HIES 7t FLICH HEf7t Of
oo B EE= FAIELCH

SELECT STNAME, CENSUS2010POP, POPESTIMATE2015, CAST((POPESTIMATE2015 -
CENSUS2010POP) AS DECIMAL) / CENSUS2010POP * 100.0 FROM S30Object WHERE
NAME = STNAME

Elojg melo| M % &, "SUB-EST2020 ALL.csv' L2t ZH0| EAA|L.
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SUMLEV, STATE, COUNTY,, PLACE, COUSUB, CONCIT, PRIMGEO FLAG, FUNCSTAT, NAME , STNAME,
CENSUS2010POP,

ESTIMATESBASE2010, POPESTIMATE2010, POPESTIMATEZ2011, POPESTIMATE2012, POPESTIM
ATE2013, POPESTIMATE2014,

POPESTIMATE2015, POPESTIMATE2016, POPESTIMATE2017, POPESTIMATE2018, POPESTIMAT
E2019, POPESTIMATE042020,

POPESTIMATE2020

040,01,000,00000,00000,00000,0,A,Alabama,Alabama, 4779736,4780118,4785514, 4
799642,4816632,4831586,
4843737,4854803,4866824,4877989,4891628,4907965,4920706,4921532
162,01,000,00124,00000,00000,0,A, Abbeville
city,Alabama,2688,2705,2699,2694,2645,2629,2610,2602,
2587,2578,2565,2555,2555, 2553

162,01,000,00460,00000,00000,0,A,Adamsville

city,Alabama, 4522,4487,4481,4474,4453,4430,4399,4371,
4335,4304,4285,4254,4224,4211

162,01,000,00484,00000,00000,0,A,Addison

town,Alabama, 758,754,751,750,745,744,742,734,734,728,

725,723,719, 717

AWS-CLI AtE Of|(CSV)

aws s3apil select-object-content --endpoint-url https://10.224.7.44:10443
--no-verify-ssl --bucket 619c0755-9e38-42e0-a614-05064f74126d --key SUB-
EST2020 ALL.csv --expression-type SQL --input-serialization '{"CSV":

{"FileHeaderInfo": "USE", "Comments": "#", "QuoteEscapeCharacter": "\"",
"RecordDelimiter": "\n", "FieldDelimiter": ",", "QuoteCharacter": "\"",
"AllowQuotedRecordDelimiter": false}, "CompressionType": "NONE"}' --output
-serialization '{"CSV": {"QuoteFields": "ASNEEDED",
"QuoteEscapeCharacter": "#", "RecordDelimiter": "\n", "FieldDelimiter":

", ", "QuoteCharacter": "\""}}' --expression "SELECT STNAME, CENSUS2010POP,

POPESTIMATE2015, CAST ((POPESTIMATE2015 - CENSUS2010POP) AS DECIMAL) /
CENSUS2010POP * 100.0 FROM S30Object WHERE NAME = STNAME" changes.csv

=3 0tUo| {2 % F, ‘changes.csv' LIS 20| HAA|L.

Alabama, 4779736,4854803,1.5705260708959658022953568983726297854
Alaska,710231,738430,3.9703983633493891424057806544631253775
Arizona, 6392017,6832810,6.8959922978928247531256565807005832431
Arkansas, 2915918,2979732,2.1884703204959810255295244928012378949
California, 37253956,38904296,4.4299724839960620557988526104449148971
Colorado,5029196,5454328,8.4532796097030221132761578590295546246
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AWS-CLI AtZ Of[(Parquet)

aws s3apil select-object-content -endpoint-url https://10.224.7.44:10443
--bucket 619c0755-9e38-42e0-a614-05064f74126d --key SUB-

EST2020 ALL.parquet --expression "SELECT STNAME, CENSUS2010POP,
POPESTIMATE2015, CAST ((POPESTIMATE2015 - CENSUS2010POP) AS DECIMAL) /
CENSUS2010POP * 100.0 FROM S30bject WHERE NAME = STNAME" --expression-type
'SQL' --input-serialization '{"Parquet":{}}' --output-serialization
'{"Csv": {}}' changes.csv

=3 0tlo| §2 % £¢QI changes.csve CHS ot Z2&LICt.

Alabama, 4779736,4854803,1.5705260708959658022953568983726297854
Alaska,710231,738430,3.9703983633493891424057806544631253775
Arizona, 6392017,6832810,6.8959922978928247531256565807005832431
Arkansas, 2915918,2979732,2.1884703204959810255295244928012378949
California, 37253956,38904296,4.4299724839960620557988526104449148971
Colorado,5029196,5454328,8.4532796097030221132761578590295546246
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HTTP/1.1 200 OK

Date: Fri, 18 Sep 2020 01:02:18 GMT
Connection: CLOSE

Server: StorageGRID/11.5.0
x—amz-request-id: 12345
Content-Length: 127

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?>

<Consistency xmlns="http://s3.storagegrid.com/doc/2015-02-01/">read-after-
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PUT /bucket?x-ntap-sg-consistency=strong-global HTTP/1.1
Date: date

Authorization: authorization string

Host: host
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Date: date

Authorization: authorization string
Host: host
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HTTP/1.1 200 OK

Date: Sat, 29 Nov 2015 01:02:18 GMT
Connection: CLOSE

Server: StorageGRID/10.3.0
x—amz-request-id: 12345
Content-Length: 127

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?>

<LastAccessTime xmlns="http://s3.storagegrid.com/doc/2015-02-01/">enabled
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PUT /bucket?x-ntap-sg-lastaccesstime=enabled HTTP/1.1
Date: date

Authorization: authorization string

Host: host

Of ofiFIofl M= EHZI2f DFX|2f MM A A|ZHS H|E-S ot efL|Ct.

PUT /bucket?x-ntap-sg-lastaccesstime=disabled HTTP/1.1
Date: date

Authorization: authorization string

Host: host
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DELETE /testl?x-ntap-sg-metadata-notification HTTP/1.1
Date: date

Authorization: authorization string

Host: host
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<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>
<Destination>
<Urn>arn:aws:es: region:account-
ID :domain/ mydomain/myindex/mytype </Urn>
</Destination>
</Rule>
<Rule>
<ID>Rule-2</ID>

</Rule>

</MetadataNotificationConfiguration>
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HTTP/1.1 200 OK

Date: Thu, 20 Jul 2017 18:24:05 GMT
Connection: KEEP-ALIVE

Server: StorageGRID/11.0.0
x—amz-request-id: 3832973499
Content-Length: 264

Content-Type: application/xml

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix>2017</Prefix>
<Destination>
<Urn>arn:aws:es:us—-east-
1:3333333:domain/records/current/2017</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>
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<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>
<Destination>
<Urn>arn:aws:es:region:account-
ID:domain/mydomain/myindex/mytype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Rule-2</ID>

</Rule>
</MetadataNotificationConfiguration>
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PUT /testl?x-ntap-sg-metadata-notification HTTP/1.1
Date: date

Authorization: authorization string

Host: host

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn>urn:sgws:es:::sgws-notifications/testl/all</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

O ofiFIof| M= HEALRE LXISH= ZHH|S| ZHM| HEIHOIHE 20| ELICH /images 2(£) ¢ HY 22 S E X2
HEARE LX[5hs RENMES QHHME HEIH|O|E = HMEELICE /videos F B &2 HEELIC.

PUT /graphics?x-ntap-sg-metadata-notification HTTP/1.1
Date: date

Authorization: authorization string

Host: host

<MetadataNotificationConfiguration>
<Rule>
<ID>Images-rule</ID>
<Status>Enabled</Status>
<Prefix>/images</Prefix>
<Destination>
<Urn>arn:aws:es:us-east-1:3333333:domain/es-
domain/graphics/imagetype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Videos-rule</ID>
<Status>Enabled</Status>
<Prefix>/videos</Prefix>
<Destination>
<Urn>arn:aws:es:us-west-1:22222222:domain/es-
domain/graphics/videotype</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>
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"bucket": "test",
"key":
"versionId": "",
"accountId":
"size": 38,
"md5":
"region":
"metadata": {
"age": "25"
by
"tags": {

"color": "yellow"
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Authorization: authorization string
Host: host
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HTTP/1.1 200 OK

Date: Sat, 29 Nov 2015 00:49:05 GMT
Connection: KEEP-ALIVE

Server: StorageGRID/10.2.0
x—amz-request-id: 727237123
Content-Length: 427

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?>

<UsageResult xmlns="http://s3.storagegrid.com/doc/2015-02-01">
<CalculationTime>2014-11-19T05:30:11.000000Z</CalculationTime>
<ObjectCount>4</0ObjectCount>

<DataBytes>12</DataBytes>

<Buckets>

<Bucket>

<Name>bucketl</Name>

<ObjectCount>2</ObjectCount>

<DataBytes>6</DataBytes>

</Bucket>

<Bucket>

<Name>bucket2</Name>

<ObjectCount>2</ObjectCount>

<DataBytes>6</DataBytes>

</Bucket>

</Buckets>

</UsageResult>
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The Compliance feature is deprecated.

Contact your StorageGRID administrator if you need to create new Compliant
buckets.
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GET /mybucket/?x-ntap-sg-compliance HTTP/1.1
Date: date

Authorization: authorization string

Host: host
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HTTP/1.1 200 OK

Date: date

Connection: connection
Server: StorageGRID/11.1.0
x—amz-request-id: request ID
Content-Length: Iength
Content-Type: application/xml

<SGCompliance>
<RetentionPeriodMinutes>525600</RetentionPeriodMinutes>
<LegalHold>false</LegalHold>
<AutoDelete>true</AutoDelete>

</SGCompliance>
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S3:DeleteObject S MEHTIL|CH
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S3:DeleteObjectVersion

S3:GetObject

* AbortMultipartUpload £ 22/gfL|C}
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* DeleteObject £ 22I8L|C}
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* DeleteObject £ Z22ITL|Ct
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Condition: {
condition type: {
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WORM(Write-Once-Read-Many) 2=
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° 83 HHM0j| PutOverwriteObject 7S XA S F7tEHLICH
° DeleteObject 75 =S S3 EMof| F=7tgfL|Ct.
° S3 MHof PutObject 518 XS FItEtL|Ct.
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PUT#1 ---> OK
PUT#2 —-—-—-—-—--—- > OK
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FHEILICL 2 HESHAIR B2 H

> aws s3api put-bucket-policy --bucket examplebucket --policy
file://policy.json

of: 2E ASXZEHZI0| 817] HE HMAES SIEYLICH

O] GfIM[0| A= anonymousE HIRet R= ALEAI7H 2| QEMEE LIEst D HZlo| ZE REHE| CHsY
GetObject M YUS +HY &~ ASFLICL LHE ZE X2 HEELICE Ol IM2 ATY FE 2ofl= HAH £ = U=
ool gle8= E5| RE5K| g2 & USLICH

>

"Statement": [
{
"Sid": "AllowEveryoneReadOnlyAccess",
"Effect": "Allow",
"Principal": "*",
"Action": [ "s3:GetObject", "s3:ListBucket" ],
"Resource":
["arn:aws:s3:::examplebucket", "arn:aws:s3:::examplebucket/*"]

A3

Of: ot AIFe| ZE AFEXI7 2TS| MM AL =~ UAXF 58311 THE AIF 2| ZE AHSXHE MU0 87| B2 Z AN A Y 4 AFLIT
O fiFIof M= XIFE AES ZE ALEAI7E 20 2bT5] HAMATH 4= AX| 2, X[FE THE AFO| ZE A8
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tement": [

"Effect": "Allow",

"Principal": {

"AWS": "95390887230002558202"
by

"Action": "s3:*",

"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

]

"Effect": "Allow",

"Principal": {

"AWS": "31181711887329436680"
by

"Action": "s3:GetObject",

"Resource": "arn:aws:s3:::examplebucket/shared/*"

"Effect": "Allow",

"Principal": {

"AWS": "31181711887329436680"
by

"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::examplebucket",
"Condition": {

"StringLike": {
"s3:prefix": "shared/*"

A
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EELC}

£ anonymousE Edt= EE AL HZI0) l= 2E QERE Choh B2l
g Ao, Of ZU2 O F0| Lot ArEXT e = ASLIC Marketing Al

1l GetObject
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"Statement": |

{

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202:federated-
group/Marketing"
by
"Action": "s3:*",
"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"
]
by
{
"Effect": "Allow",
"Principal": "*",
"Action": ["s3:ListBucket","s3:GetObject"],
"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"
]
}
]
}
Ol: S2I0IAETLIP HR[0| U= B2 B ALZXIE 0] T 917] W M 7| HMAE S{EfL|Ch

O] GIMUA= QEO| X|HEl IP H2I(54.240.143.0 ~ 54.240.143.255, 54.240.143.188 H|2|)0{| A LAlist AL

o
anonymousE E&ot ZE ARO| HZIS LIFSt D H3lQ| BE QERE| s LEHME =g sl - JSLICH

CHE 2= ZY0| ARE 1 P HeIE Ho{t 2= 2H0| HRELIC
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"Statement": |

{

["arn:

of: XIEEl

Of of|of| M= mH2f|o[ M AHE XL Alex7t Off CHet
HoPohLHE 2 E AFEX= 2E 2YS Al

"Sid": "AllowEveryoneReadWriteAccessIfInSourcelIpRange",
"Effect": "Allow",

"Principal": "*",

"Action": [ "s3:*Object", "s3:ListBucket" ],

"Resource":

aws:s3:::examplebucket”,"arn:aws:s3:: :examplebucket/*"],

"Condition": {
"IpAddress": {"aws:SourcelIp": "54.240.143.0/24"},
"NotIpAddress": {"aws:Sourcelp": "54.240.143.188"}

S3t AFRA} HIEOR MAS S| HNAY & ATE S| BELICH

St
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CHet 2ot HREIX| g4&LITt.

HH| HMAE SEELICH examplebucket HZIT 1 2H|. "root"E
O 2 HEgILICt, O2{Lt "root"= PUT/GET/DeleteBucketPolicyd|

=
=
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"Statement": |

{

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202:federated-user/Alex"
by
"Action": [
"s3:x"
I
"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"
]
"Effect": "Deny",
"NotPrincipal": {
"AWS": "arn:aws:iam::95390887230002558202:federated-user/Alex"
by
"Action": [
"s3:x"
1,
"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

0l: PutOverwriteObject 3t

0| ool M & RILICt Deny PutOverwriteObject 3! DeleteObject 0l CHEt
% S3 7HA| Ef T X|'HE HO{M AL AAE 4~ lELICH
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"Statement": |

{

"Effect": "Deny",
"Principal": "*",
"Action": [

"s3:PutOverwriteObject",
"s3:DeleteObject",
"s3:DeleteObjectVersion"

1,

"Resource": "arn:aws:s3:::wormbucket/*"
b
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202: federated-
group/SomeGroup"
b
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::wormbucket"
b
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202: federated-
group/SomeGroup"
b
"Action": "s3:*",
"Resource": "arn:aws:s3:::wormbucket/*"
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"Statement": [
{
"Action": "s3:*",
"Effect": "Allow",
"Resource": "arn:aws:s3:::*"
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"Statement": |

{

"Sid": "AllowGroupReadOnlyAccess",
"Effect": "Allow",
"Action": [

"s3:ListAl1MyBuckets",
"s3:ListBucket",
"s3:ListBucketVersions",
"s3:GetObject",
"s3:GetObjectTagging",
"s3:GetObjectVersion",
"s3:GetObjectVersionTagging"
1,

"Resource": "arn:aws:s3:::*"
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"Statement": |

{

"Sid": "AllowListBucketOfASpecificUserPrefix",

"Effect": "Allow",
"Action": "s3:ListBucket",
"Resource":

"Condition": {

"arn:aws:s3:::department-bucket",

"StringLike": {

"s3:prefix":

"S{aws:username}/*"

"Sid": "AllowUserSpecificActionsOnlyInTheSpecificUserPrefix",
"Effect": "Allow",

"Action": "s3:*Object",

"Resource": "arn:aws:s3:::department-bucket/S${aws:username}/*"
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-U <Tenant Account ID:Account User Name>
-K <User Password>

-A https://<FQDN | IP>:<Port>/info
capabilities
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touch test object

swift

-U <Tenant Account ID:Account User Name>
-K <User Password>

-A https://<FQDN | IP>:<Port>/auth/v1.0
upload test container test object
-—object-name test object
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swift

-U <Tenant Account ID:Account User Name>
-K <User Password>

-A https://<FQDN | IP>:<Port>/auth/v1.0
list test container

4. JHH| AFH:

swift

-U <Tenant Account ID:Account User Name>
-K <User Password>

-A https://<FQDN | IP>:<Port>/auth/v1.0

delete test container test object

o. ZIH|0|H S AtA|EtLCt.

243



swift

-U "< Tenant Account ID:Account User Name >

-K "< User Password >

-A “\https://< FQDN | IP >:< Port >/auth/v1.0'
delete test container
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