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PUT /bucket?object-lock HTTP/1.1

Accept-Encoding: identity

Content-Length: 308

Host: host

Content-MD5: request header

User-Agent: s3sign/1.0.0 requests/2.24.0 python/3.8.2
X-Amz-Date: date

X-Amz-Content-SHA256: authorization-string
Authorization: authorization-string

<ObjectLockConfiguration>
<ObjectLockEnabled>Enabled</ObjectLockEnabled>
<Rule>
<DefaultRetention>
<Mode>COMPLIANCE</Mode>
<Years>6</Years>
</DefaultRetention>
</Rule>
</ObjectLockConfiguration>
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GET /bucket?object-lock HTTP/1.1

Host: host

Accept-Encoding: identity

User-Agent: aws-cli/1.18.106 Python/3.8.2 Linux/4.4.0-18362-Microsoft
botocore/1.17.29

x—amz—-date: date

x—amz-content-sha256: authorization-string

Authorization: authorization-string
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B o

HTTP/1.1 200 OK

x—amz-id-2:

1VmcB70XXJRKkRHIFiVgl1l51/T24gRfpwpuZrEGL1Bb9ImOMAAe 980xSpX1knabAOLTvBYJIpSIX
k=

x—amz-request-id: B34E94CACB2CEF6D

Date: Fri, 04 Sep 2020 22:47:09 GMT

Transfer-Encoding: chunked

Server: AmazonS3

<?xml version="1.0" encoding="UTF-8"?>
<ObjectLockConfiguration xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<ObjectLockEnabled>Enabled</ObjectLockEnabled>
<Rule>
<DefaultRetention>
<Mode>COMPLIANCE</Mode>
<Years>6</Years>
</DefaultRetention>
</Rule>
</ObjectLockConfiguration>

T ALt

QUEE #|uo| BE MFE 53 RESTAPIZ AH8510] NIFEILIC 2%0f Chet Z MBS w310 7|2 BE
MEEct eMBiLIc

T —-g



2} JHA|ofl cHal oh2 2 E S XEY = ASLICE

e *HZE QL * OX A L A = SHLFQIL|CEH
* * Retain-until-date *: StorageGRID()iIH A HHE RX|SHOF ot= 7[7+E X[™SH= EMmL|C,

© F4 DEOH HE 7|3H0] O[2H! AP QEMES ZAs & QXIS £HSPALE ARIE 4 AL B2
JI%t S 5 4 IXIg o] WA 244 £ AL 4 gaLic

° HHEA HEOM EE :-%JOI U= A= BE 73t BH S BAIY £ AFLITE 2 7|2H0] Zatst7|
Hofl 2K HE S ”HI = AFUCH ot BHE 7[2hs S2|AHU S0 LE HAY +== ASLICH
* A S XtE 22 OHA HE| EE A Atz B2 71S5S HME0tH s VM7 FA| HULICH olE
ZAPEE A 20 2 E Mo HY 27 E X|YH0F T+ ASsLILE HE HR= e IRt Gl IIE*

BAHL = HMAHE W7tK| RXIELIC

HE2 2ZE 2= 8l & Jfet of f2tetL(Ct M| HTo| M S ktm 22t B0 R

QEHE HMS H3lo| E=71Et 1 S3 QEHE FHZ MNS X|™t2{H & MHTIL|Ct "PutObject 2 MEHBHL|C}",

"CopyObject & MEHBIL|C}", EE= "CreateMultptUpload £ S2I2LICH ™SI L.

HJ

Lt

o

ALY £ JAELICH
* "x-amz-object-lock-mode’ N &4 L= HHEAA(CH/AEX 12)Y = JUSLICH

@ E XHe 2 x-amz-object-lock-mode, £t 2 X|HBHOF L|CH x-amz-object-
lock-retain-until-date.

* x—amz-object-lock-retain-until-date

o HZE 7|7F ZH2 S Al0|0{OF BL|CH 2020-08-10T21:46:007. A% XIEl4E= &5 X0 AL 0|8}
el 3Xt2| T XL CHE 2| X tH2]). THE 1ISO 8601 A2 S{2E|X| A&L|C.

AT
© HE Z5 YW= 0|2{0{0F LTt

* x-amz-object-lock-legal-hold

HEY A X2 E2(CAEX 22)0] AN s 22, s ':'Xlé HE A Xtz 22 5ol BXIELICEH HE A
Xz 22 7180l MM U= 22 HE 3 Atz E2t 20| ¢l&L|Ct CHE 242 AH8SHH 400712 2R E
2H(InvalidArgument) @57 2oL T},
Mot At

olz{et R sl A 8%t= 4R Lt 2 gofl RelstiAIL.

ro

fLICE Content-MD5 QM 6|7} RSt AL x-amz-object-lock-* PutObject M0 X

=

S| 7} UELICE content-MD5 CopyObject E£= CreateMultipartUpload0ll= Z 26HX| 2¥&L|CH

=2 3gals
— e
o

* H3l0j| S3 LEME FEZ0| Y& UX| %2 2 A 7t Moo LO{0F BLICE x-amz-object-lock-*
2H 357t Q2™ 400712 HRE 8 (InvalidRequest) 27 7t BHEHEIL|CE,

* PutObject @H0|M = o A8 E X[@BLICH x-amz-storage-class: REDUCED REDUNDANCY AWS
Sxtut AK|A|ZLICH SHX|P QEME VL §3 QEME 20| MHEl HIIQE 47/ E|M StorageGRID= SHAt

exE
05 73l £72 2astct,

* 0|2 9| Get = HeadObject HH™ SEO |'_ 31|E‘|7f TSHEILICH x-amz-object-lock-mode, x-amz-
object-lock-retain-until-date, % x-amz-object-lock-legal-hold, 7HE A2 3 X HH


https://docs.netapp.com/ko-kr/storagegrid-118/s3/put-object.html
https://docs.netapp.com/ko-kr/storagegrid-118/s3/put-object.html
https://docs.netapp.com/ko-kr/storagegrid-118/s3/put-object.html
https://docs.netapp.com/ko-kr/storagegrid-118/s3/put-object.html
https://docs.netapp.com/ko-kr/storagegrid-118/s3/put-object.html
https://docs.netapp.com/ko-kr/storagegrid-118/s3/put-object-copy.html
https://docs.netapp.com/ko-kr/storagegrid-118/s3/put-object-copy.html
https://docs.netapp.com/ko-kr/storagegrid-118/s3/put-object-copy.html
https://docs.netapp.com/ko-kr/storagegrid-118/s3/put-object-copy.html
https://docs.netapp.com/ko-kr/storagegrid-118/s3/put-object-copy.html
https://docs.netapp.com/ko-kr/storagegrid-118/s3/initiate-multipart-upload.html
https://docs.netapp.com/ko-kr/storagegrid-118/s3/initiate-multipart-upload.html
https://docs.netapp.com/ko-kr/storagegrid-118/s3/initiate-multipart-upload.html
https://docs.netapp.com/ko-kr/storagegrid-118/s3/initiate-multipart-upload.html
https://docs.netapp.com/ko-kr/storagegrid-118/s3/initiate-multipart-upload.html

2 UELICE s3:0bject-lock-remaining-retention-days ZHA|0| CHo S EE[= |4 5! £[CH
2 Motsh= A =4 7| LT

71 WA B0l Ciet B B2 K& B3 Es BE SFS YH0|E0F of P TS A o9 2|44 Kl
2azt 4 gLt

* PutObjectLegalHold

M & S Xtz 22 20| AN U siE K= WA A Atz 22t of2fof| BiX|ElL|Ct HAE ZH Xtz =22t
K7t ol B9 HA £40] sHAE L Ct.
®* PutObjectRetention
° HE U2 7N E5 EE AHEAAN/AZEX A2)Y = USLICHL

o HE J|7F Zf2 & A0|0{0F BLICH 2020-08-10T21:46:00%.
XtEla= 3X2| 2 SR EL|CHE 2| X £H2l). CHE 1SO 8601 &4

° M HEO| 7|1E EZ J[eto] /= B2 MM HT S ST 2 ASLICH M

E\I
rio
O
o
2
L
ot
=
o

HHEA BE AL 2

£ 71Xl MM8Xt s3:BypassGovernanceRetention HeH2 HAHHEHA BEE AESH= JHA|Q &8 HZE MY S
FAlg & JAELICEH AH| EE= PutObjectRetention 2H0fl= 7t LEHE|0{OF &FLICtH x-amz-bypass-
governance-retention:true 8% 3. 0[2{2t At8X= Ci23t Z2 I &S oY = JSLICH

* DeleteObject &= DeleteObjects 2 S TSI HE 7|7t0] Zutstr| Hof| FHA| HAM S APx|ghL|Ct.

WE 7] XHE BRSO Al AHE 4 YALICH WE 57 X2 BB 7|52 siFsior ShLict.

* JHHIO| HE 7|70] Zupety| Mol HH HEO| DES HHHAN 7 E4E HHSHE PutObjectRetention
zelg pesiict
E F4 DES AHUAR WSS 21 S{8E(X gALICH

* PutObjectRetention 22 +8SH0] JHA| HHL| EE 7|7tE B7F, &4 E= MARLICE

- 'S3 QEFE ATOR QUHE P!
- 'S3 QEME AIS A

* "Amazon Simple Storage Service AFEX} 7}0|E: S3 Object Lock A
S3 20| ZAO| 2 Fd = MERL|CE

S3 2t0|ZALO|E Fd S MH5I0 StorageGRID A|ARIO|M EH QENE AX| A|7|E Ho{E

= ASLCE


https://docs.netapp.com/ko-kr/storagegrid-118/ilm/managing-objects-with-s3-object-lock.html
https://docs.netapp.com/ko-kr/storagegrid-118/ilm/managing-objects-with-s3-object-lock.html
https://docs.netapp.com/ko-kr/storagegrid-118/ilm/managing-objects-with-s3-object-lock.html
https://docs.netapp.com/ko-kr/storagegrid-118/ilm/managing-objects-with-s3-object-lock.html
https://docs.netapp.com/ko-kr/storagegrid-118/ilm/managing-objects-with-s3-object-lock.html
https://docs.netapp.com/ko-kr/storagegrid-118/ilm/managing-objects-with-s3-object-lock.html
https://docs.netapp.com/ko-kr/storagegrid-118/ilm/managing-objects-with-s3-object-lock.html
https://docs.netapp.com/ko-kr/storagegrid-118/ilm/managing-objects-with-s3-object-lock.html
https://docs.netapp.com/ko-kr/storagegrid-118/ilm/managing-objects-with-s3-object-lock.html
https://docs.netapp.com/ko-kr/storagegrid-118/tenant/using-s3-object-lock.html
https://docs.netapp.com/ko-kr/storagegrid-118/tenant/using-s3-object-lock.html
https://docs.netapp.com/ko-kr/storagegrid-118/tenant/using-s3-object-lock.html
https://docs.netapp.com/ko-kr/storagegrid-118/tenant/using-s3-object-lock.html
https://docs.netapp.com/ko-kr/storagegrid-118/tenant/using-s3-object-lock.html
https://docs.netapp.com/ko-kr/storagegrid-118/tenant/using-s3-object-lock.html
https://docs.netapp.com/ko-kr/storagegrid-118/tenant/using-s3-object-lock.html
https://docs.netapp.com/ko-kr/storagegrid-118/tenant/using-s3-object-lock.html
https://docs.netapp.com/ko-kr/storagegrid-118/tenant/using-s3-object-lock.html
https://docs.netapp.com/ko-kr/storagegrid-118/tenant/using-s3-object-lock.html
https://docs.netapp.com/ko-kr/storagegrid-118/tenant/using-s3-object-lock.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock.html

9| Ztetot o= S3 20| ZEALO|E R0l EH S3 K30 EF 2H|7t AMH|(2tE)=[= A7 E H|ofdt=
2 Ho{FLICE o] MMo| ofx|= HES 2Pt AJLICE S3 2H0|ZALO|E 74 ‘HMof| CHet XEMIS LHE2 E
St A2 "Amazon Simple Storage Service AFEX} 710 E: 24| =~ 7| 2t2|". StorageGRID= TH= EH 0k
St et A2 X| SR eF& Lo,

- 1T

2tO|ZALO|2 Y2 EF S3 Al QEHMEN HEE[= & MEQLIC 2t 722 S Ee JHHlet i JHAI7
URE= AZ|(EE E0 = EF € £ 0|%)E XF&HCt

StorageGRID= =& F7| F£M0|A Z[C 1,0007H2] £ F7| FAI2 X[2EL|Ct. 2 FAl0fl= CHS XML 247t
ZorE £~ ASLICL

o OtZ: XIEE ol TEstALE XFE o 40| ZEE ol N E QAMAES WZLE JIHME AFA|BLICEH

* NoncurrentVersionExpiration: X| & & 0| =g m JHX[7t HIE R I} 2[R S WRE FHHE AFd[eL|CE

* HE(HFAL ET)

. AI‘EH

o

* IDYILICE

7t QEHEL S3 ! 210|TAO|Z Ei ILM Mol BE MHS MELICH S3 B2 2Lo|TAL0| 20| PAE|H
2}0ITALO| BH2 XR10] Bi2l 210|AO| 2 HEf2} x|sts QLS| ChSt ILM &S MFIBILIC) B2l £
77| TE AX[SHA| B HA|E ILM FAO| BE MFS AFZEILICE H87} B3l 2% Z7| Lejo Uxjstn o2
$1010] HAIHOR KHEIK 22 A LM HHO| WX MFO| AR OB A HHO| FPXOZ BEFLIC

S HESHYAL "S3 HZ! 20| ZALOIZ B ILM FH9| 24 &2 of".

kb ILM 7219] BiX| KIEo| Kol Al HEE|Ci2tE D2 SolM HKIS X
ILM BHX] X|j0| BHREl Sol| JHX|7F J2|Sofl Lot 92 4 ULITE AAISHL
21 Futol] 2N BSoh WA,

—

g 4 QUALICH S JHRIof chst
22 2 XX A|9 "ILMO] ZHA|

[}

f =

NEIEN=El _—ruuo S3 QENE xr:xo| st 3HEl 71T
O e

| HAl E4= HIAOM X=X ELICH.

oot
=2
>
00
mot
4>
<)
Ral
=]
T
X
08
N

o

StorageGRID= Lt H 2l ZIYS ALE5I0] 2t0| ZALO|Z Y S 22|RLC).

* DeleteBucketLifecycle
* GetBuckLifecycleConfiguration 2 XA

o

* PutBucketLifecycleConfigurationS &tZSHU A2
S &K AP AN xHA

2tO|ZALO|Z TS TtE= M HM THAO| A= St o] &b2] 7&l0] EetEl JSON IS BHELILE o S0 0]
JSON I+ojl= Ch2at 22 Ml 7kX| #2[0] Zetk|o] RJELICE

1. & 12 HRARRE XStz M0l M BELICH categoryl/ H O|(7t) UELIC key2 @ %t tag2. E
SEIYLICt Expiration OW7H Hae HEQF UX|SH= J0H|7F 20201 8 22 XHHO|| Rtz =5 XF L C
=

2. FE 2= HEARE LX|StE M2 M2 EILIC category2/. £ 2EIBLIC Expiration ON7H H4= ZEQ}
UX|SH= JHHI7H &= = 100Y0| At = X[-H Lt

10


https://docs.aws.amazon.com/AmazonS3/latest/dev/object-lifecycle-mgmt.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/object-lifecycle-mgmt.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/object-lifecycle-mgmt.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/object-lifecycle-mgmt.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/object-lifecycle-mgmt.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/object-lifecycle-mgmt.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/object-lifecycle-mgmt.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/object-lifecycle-mgmt.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/object-lifecycle-mgmt.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/object-lifecycle-mgmt.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/object-lifecycle-mgmt.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/object-lifecycle-mgmt.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/object-lifecycle-mgmt.html
https://docs.netapp.com/ko-kr/storagegrid-118/ilm/example-8-priorities-for-s3-bucket-lifecycle-and-ilm-policy.html
https://docs.netapp.com/ko-kr/storagegrid-118/ilm/example-8-priorities-for-s3-bucket-lifecycle-and-ilm-policy.html
https://docs.netapp.com/ko-kr/storagegrid-118/ilm/example-8-priorities-for-s3-bucket-lifecycle-and-ilm-policy.html
https://docs.netapp.com/ko-kr/storagegrid-118/ilm/example-8-priorities-for-s3-bucket-lifecycle-and-ilm-policy.html
https://docs.netapp.com/ko-kr/storagegrid-118/ilm/example-8-priorities-for-s3-bucket-lifecycle-and-ilm-policy.html
https://docs.netapp.com/ko-kr/storagegrid-118/ilm/example-8-priorities-for-s3-bucket-lifecycle-and-ilm-policy.html
https://docs.netapp.com/ko-kr/storagegrid-118/ilm/example-8-priorities-for-s3-bucket-lifecycle-and-ilm-policy.html
https://docs.netapp.com/ko-kr/storagegrid-118/ilm/example-8-priorities-for-s3-bucket-lifecycle-and-ilm-policy.html
https://docs.netapp.com/ko-kr/storagegrid-118/ilm/example-8-priorities-for-s3-bucket-lifecycle-and-ilm-policy.html
https://docs.netapp.com/ko-kr/storagegrid-118/ilm/example-8-priorities-for-s3-bucket-lifecycle-and-ilm-policy.html
https://docs.netapp.com/ko-kr/storagegrid-118/ilm/example-8-priorities-for-s3-bucket-lifecycle-and-ilm-policy.html
https://docs.netapp.com/ko-kr/storagegrid-118/ilm/example-8-priorities-for-s3-bucket-lifecycle-and-ilm-policy.html
https://docs.netapp.com/ko-kr/storagegrid-118/ilm/example-8-priorities-for-s3-bucket-lifecycle-and-ilm-policy.html
https://docs.netapp.com/ko-kr/storagegrid-118/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/ko-kr/storagegrid-118/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/ko-kr/storagegrid-118/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/ko-kr/storagegrid-118/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/ko-kr/storagegrid-118/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/ko-kr/storagegrid-118/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/ko-kr/storagegrid-118/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/ko-kr/storagegrid-118/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/ko-kr/storagegrid-118/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/ko-kr/storagegrid-118/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/ko-kr/storagegrid-118/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/ko-kr/storagegrid-118/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/ko-kr/storagegrid-118/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/ko-kr/storagegrid-118/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/ko-kr/storagegrid-118/ilm/how-ilm-operates-throughout-objects-life.html

U £2 XY FAL QUL 2TE A 7IZOR BLICE #I) LW 2T Lot
(D *= st s 2o 2ol mA0l2 FH0| B S| U A7t HI0IM HAHE 4
olAL|CH
M- -

3. H&l 32 HEArR X|SH= JHA|of 2t E%%!Lllir category3/ £ S2IYLICt Expiration OH7H B LX|SH=
7HAM[2| HIX| HZEO| Ol 0| | A AEf7} Oof el = 50 20| HHERE[ =5 X[™ELIC

11



12

"Rules": [

{

"ID": "rulel",
"Filter": {
"And": |
"Prefix": "categoryl/",
"Tags": [
{
"Key": "key2",
"Value": "tag2"
}
]
}
by
"Expiration": {
"Date": "2020-08-22T00:00:002"
by
"Status": "Enabled"
by
{
"ID": "rule2",
"Filter": {

"Prefix": "category2/"
b
"Expiration": {
"Days": 100
b
"Status": "Enabled"

"ID": "rule3",

"Filter": {
"Prefix": "category3/"

by

"NoncurrentVersionExpiration":
"NoncurrentDays": 50

bo

"Status": "Enabled"



aws s3api --endpoint-url <StorageGRID endpoint> put-bucket-lifecycle-
configuration

--bucket testbucket --lifecycle-configuration file://bktjson.json
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aws s3api --endpoint-url <StorageGRID endpoint> get-bucket-lifecycle-
configuration
—--bucket testbucket
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PutObject, HeadObject == GetObject RES ML mf +~H F7| L2 Btz 10| EH Aol HEE|=X]
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=
=
0lE S01, 0| PutObject 282 2020'H 63 220 LA ACH off 4K|E BHXIZLIC testbucket HA.

aws s3api --endpoint-url <StorageGRID endpoint> put-object
--bucket testbucket --key obj2test2 --body bktjson.json

H43 SE2 MH7F 1002 (2020 10 1Y) LHO| BE= |10 2tO[ZALO|E 2| 4] 29t YX|eHES LIEFHLICE

*"Expiration": "expiry-date=\"Thu, 01 Oct 2020 09:07:49 GMT\", rule-
id=\"rule2\"",
"ETag": "\"9762f8a803bc34£f5340579d4446076£7\""
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