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/var/local — /dev/mapper/sgws-snl-var-local
rangedb0 — /dev/mapper/sgws-snl-rangedb0
rangedbl — /dev/mapper/sgws-snl-rangedbl
rangedb2 — /dev/mapper/sgws-snl-rangedb2
rangedb3 —# /dev/mapper/sgws-snl-rangedb3
S AE ZH|(Ubuntu &= Debian)

M| B0 SAE FMH|o| MYO| HPE| L A

H[O] HIEH A|ARIO| A StorageGRIDE SAE MHE L8 HATLICH sysctl A,

Ctaat &

ro

HE Ateto] HEELC)

# Recommended Cassandra setting: CASSANDRA-3563, CASSANDRA-13008, DataStax

documentation

vm.max map_ count = 1048575

# core file customization

# Note: for cores generated by binaries running inside containers, this
# path is interpreted relative to the container filesystem namespace.

# External cores will go nowhere, unless /var/local/core also exists on
# the host.

kernel.core pattern = /var/local/core/%e.core.%p

# Set the kernel minimum free memory to the greater of the current value
or

# 512MiB if the host has 48GiB or less of RAM or 1.83GiB if the host has
more than 48GiB of RTAM

vm.min free kbytes = 524288

# Enforce current default swappiness value to ensure the VM system has
some

# flexibility to garbage collect behind anonymous mappings. Bump
watermark scale factor

# to help avoid OOM conditions in the kernel during memory allocation
bursts. Bump

# dirty ratio to 90 because we explicitly fsync data that needs to be
persistent, and
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# so do not require the dirty ratio safety net. A low dirty ratio combined
with a large

# working set (nr active pages) can cause us to enter synchronous I/O mode
unnecessarily,

# with deleterious effects on performance.

vm.swappiness = 60
vm.watermark scale factor = 200
vm.dirty ratio = 90

# Turn off slow start after idle
net.ipvéd.tcp slow start after idle = 0

# Tune TCP window settings to improve throughput
net.core.rmem max = 8388608

net.core.wmem max = 8388608

net.ipvd.tcp rmem = 4096 524288 8388608
net.ipvé4.tcp wmem = 4096 262144 8388608
net.core.netdev_max backlog = 2500

# Turn on MTU probing
net.ipvé4.tcp mtu probing = 1

# Be more liberal with firewall connection tracking
net.ipvé4.netfilter.ip conntrack tcp be liberal =1

# Reduce TCP keepalive time to reasonable levels to terminate dead
connections

net.ipvé4.tcp keepalive time = 270

net.ipvé4.tcp keepalive probes = 3

net.ipvé4.tcp keepalive intvl = 30

# Increase the ARP cache size to tolerate being in a /16 subnet
net.ipvé4.neigh.default.gc threshl = 8192
net.ipvé4.neigh.default.gc thresh2 = 32768
net.ipvé4.neigh.default.gc thresh3 = 65536
net.ipvé6.neigh.default.gc threshl = 8192
net.ipv6.neigh.default.gc _thresh2 = 32768
net.ipv6.neigh.default.gc thresh3 = 65536

# Disable IP forwarding, we are not a router
net.ipvé4.ip forward = 0

# Follow security best practices for ignoring broadcast ping requests
net.ipvé4.icmp echo ignore broadcasts =1

# Increase the pending connection and accept backlog to handle larger
connection bursts.
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net.core.somaxconn=4096
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O}RHIRE EAl RE0f| AFREILICE port_remap_inbound & X| & &l
42 port_remap 2 OI2HIRE 4102t M EL|CH,

AEE[= WA CHEat Z5LIC network type/protocol/default
port used by grid node/new port, ?lX| network type J2|E,
E
O E

Z2|Xt £= Z2t0|AHE, & ULICH protocol TCP E= UDPYLICE

Of: PORT REMAP = client/tcp/18082/443
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QIHIRE EAMZ K™=l LEO| CiA| BHZBILICE port_remap_inbound & MEH Al
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HAEZ X| et&L|Ct

* 58 EE WM AEHRIES 7517 2ol ArEdtE = ZEE CHA|
OHESHX| OFYAIL.

MEE|E= HA2 CHE0 ZELICH network type/protocol

/ remapped port/default port used by grid node, $IX|
network type J2|E, Zt2|X} = Z210|AHE, 8! ULICt protocol
TCP E= UDPYILICE.

Oll: PORT REMAP INBOUND = grid/tcp/3022/22
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* MY O|E Of| *: /etc/storagegrid/nodes/dcl-adml.conf

* Ot LI off:
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NODE TYPE = VM Admin Nod
ADMIN ROLE = Primary
BLOCK DEVICE VAR LOCAL =
BLOCK DEVICE AUDIT LOGS

@

/dev/mapper/dcl-adml-var-local
/dev/mapper/dcl-adml-audit-logs

BLOCK DEVICE TABLES = /dev/mapper/dcl-adml-tables
GRID NETWORK TARGET = bond0.1001

ADMIN NETWORK TARGET = bond0.1002

bond0.1003

CLIENT NETWORK TARGET =

GRID NETWORK IP = 10.1.0.2
GRID NETWORK MASK = 255.255.255.0
GRID NETWORK GATEWAY = 10.1.0.1

ADMIN NETWORK CONFIG = STATIC
ADMIN NETWORK IP = 192.168.100.2
ADMIN NETWORK MASK = 255.255.248.0

ADMIN NETWORK GATEWAY =

ADMIN NETWORK ESL = 192.168.100.0/21,172.16.0.0/21,172.17.0.0/21

AEEX| =Eo| of

1

92.168.100.1

* MU O|E 0f: * /etc/storagegrid/nodes/dcl-snl.conf

* ObU LHE off:

NODE TYPE = VM Storage Node

ADMIN IP = 10.1.0.2
BLOCK_DEVICE VAR LOCAL =
BLOCK_DEVICE RANGEDB 00
BLOCK DEVICE RANGEDB 01
BLOCK_DEVICE RANGEDB 02
BLOCK_DEVICE RANGEDB 03

/dev/mapper/dcl-snl-var-local
/dev/mapper/dcl-snl-rangedb-0
/dev/mapper/dcl-snl-rangedb-1
/dev/mapper/dcl-snl-rangedb-2
/dev/mapper/dcl-snl-rangedb-3

GRID NETWORK TARGET = bond0.1001
ADMIN NETWORK TARGET = bond0.1002
bond0.1003

CLIENT NETWORK TARGET =

GRID NETWORK IP = 10.1.0.3
GRID NETWORK MASK = 255.255.255.0
GRID NETWORK GATEWAY = 10.1.0.1

of71o|E L E9] of

* MY O|E 0: * /etc/storagegrid/nodes/dcl-arcl.conf

* b LHE off:
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NODE_TYPE = VM Archive Node

ADMIN IP = 10.1.0.2

BLOCK DEVICE VAR LOCAL = /dev/mapper/dcl-arcl-var-local
GRID NETWORK TARGET = bond0.1001

ADMIN NETWORK TARGET = bond0.1002

CLIENT NETWORK TARGET = bond0.1003

GRID NETWORK IP = 10.1.0.4
GRID NETWORK MASK = 255.255.255.0
GRID NETWORK GATEWAY = 10.1.0.1

HOIEHO] =E9f of

* OY O|E 0f: * /etc/storagegrid/nodes/dcl-gwl.conf

© OfE LiE off:

NODE TYPE = VM API Gateway

ADMIN IP = 10.1.0.2

BLOCK DEVICE VAR LOCAL = /dev/mapper/dcl-gwl-var-local
GRID NETWORK TARGET = bond0.1001

ADMIN NETWORK TARGET = bond0.1002

CLIENT NETWORK TARGET = bond0.1003

GRID NETWORK IP = 10.1.0.5

GRID NETWORK MASK = 255.255.255.0

GRID NETWORK GATEWAY = 10.1.0.1

2F 22Xt =7} ot =29 of

* DU O|E 0f: * /etc/storagegrid/nodes/dcl-adm?2.conf

© Of LiE off: *
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NODE TYPE = VM Admin Node

ADMIN ROLE = Non-Primary

ADMIN IP = 10.1.0.2

BLOCK DEVICE VAR LOCAL = /dev/mapper/dcl-adm2-var-local
BLOCK_DEVICE AUDIT LOGS = /dev/mapper/dcl-adm2-audit-logs
BLOCK DEVICE TABLES = /dev/mapper/dcl-adm2-tables

GRID NETWORK TARGET = bond0.1001

ADMIN NETWORK TARGET = bond0.1002

CLIENT NETWORK TARGET = bond0.1003

GRID NETWORK IP = 10.1.0.6
GRID NETWORK MASK = 255.255.255.0
GRID NETWORK GATEWAY = 10.1.0.1

oM

M2 OHE £ /etc/storagegrid/nodes 2t StorageGRID = =0 CHsH sHE
ool L8 =

= 2folsf{of fL{ct
TN US| LHES Solst2{H 2 SAE0|A THS BRS HATLICE

sudo storagegrid node validate all

ool SHHE E2, ofiFol EAIE = 2t 7 mtofl CHol * Passed * 7t ZHELICE.

(D HIEtEIOIH ME ==0M LUNS StLtEE AFE3t= BR0E AT Bl 1 HAIX|7} EAE &
AL

Checking for misnamed node configuration files..
Checking configuration file for node dcl-adml..
Checking configuration file for node dcl—gw?_...
Checking configuration file for node dcl-snl.. PRASSEL
Checking configuration file for node dCl—.EiI‘l_.... PASSED

Checking configuration file for node dcl-sn3.. PAS
Checking for duplication of unique wvalues betwsen nodes.. PASSED

ts AX|Q| B2 E AH85I0 o] £HE AN = JELICH -q E= —-quiet o M
‘ storagegrid BH(0|: storagegrid --quiet..)E S=IYLICt EHS HAISIHX| &
d1 L= @RI AXE 32 BHO| 00| ot B= 20| U= AYLICE

F
[0
rd2
-
%

7o mro| ZH2E AL, o] ool M2t 20| EX|7F * warning * X * error * 2 HEA|EIL|CE 2N @F I drAL|H
HXE AlSstr| Mol LR E SHoloF ghLct.



Checking for misnamed node configuration files..
ignoring /etc/storagegrid/nodes/dcl-adml
ignoring /etc/storagegrid/nodes/dcl-sn2.conf.keep
ignoring /etc/storagegrid/nodes/my-file.txt
Checking configuration file for node dcl-adml..
ERROR: NODE TYPE = VM Foo Node
VM Foo Node 1s not a valid node type. See *.conf.sample
ERROE.: ADMIN ROLE = Foo
Foo is not a valid admin role. See *.conf.sample
ERROR: BLOCK DEVICE VAR LOCAL = /dev/mapper/sgws-gwl-var-local
/dev/mapper/sgws—gwl-var-local is not a wvalid block device
Checking configuration file for node dcl-gwl..
ERRCR: GRID NETWORK TARGET = bond0.1001
bond0.1001 is not a wvalid interface. See “ip link show®
ERROR: GRID NETWORK IP = 10.1.3
10.1.2 is not a valid IPv4 address
ERRCE: GRID NETWORK MASK = a5 . Feg. 2550
255.248.255.0 is not a walid IPv4 subnet mask
Checking configuration file for node dcl-snl..
ERROR: GRID NETWORK GATEWAY = 10.2.0.1
10.2.0.1 is not on the local subnet
ERRCER: ADMIN NETWORK ESL = 192.168.100:0/21,172.16.0fo0
Could not parse subnet list
Checking configuration file for node dcl-snl.
Checking configuration file for node dcl-sn3.
Checking for duplication of unique wvalues between nodes.
ERROER: GRID NETWORK IP = I0.T-0.4
dcl-snZ and dcl-sn3 have the same GRID NETWORK IP
ERRCR: BLOCK DEVICE VAR LOCAL = /dev/mapper/sgws-snZ-var-local
dcl-snZ2 and dcl-sn3 have the same BLOCK DEVICE VAR LOCAL
BLOCK DEVICE RANGEDB 00 = /dev/mapper/sgws-snZ-rangedb-0
dcl-snZ and dcl-sn3 have the same BLOCK DEVICE RANGEDB 00

=
o
£

—
i
el

StorageGRID SAE MH|AZ A|ZFStL|CE

StorageGRID ..EE A|&St0 SAEE THEEISH S CIA| A|Z1512{H StorageGRID SAE
MH[AE AEStD AlZ}sHOf gfL|Ct,

1. 2t 2 AE0M CHE BHE dHetLICh

sudo systemctl enable storagegrid
sudo systemctl start storagegrid
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2. o AAHSHo] F=0] FAE 1 A=K| 2AgfLct.

dlo

o

o

sudo storagegrid node status node-name
3. LE7t "not running" £ "stopped” AEHE Hietot= AR CHS HYS AL Ct.

sudo storagegrid node start node-name

[uior
_R,Jl
4O
>
12
mn
29
i
>
1o
>
o
=
&2
rlo

4. O|H0f| StorageGRID SAE MH|AE MH Gl A|ZIst AQ(EE= MH|AT}

Z9) L2 ¥32 AL,

sudo systemctl reload-or-restart storagegrid

az|E M 8 MA| AX[(Ubuntu k= Debian)

Jzje pe|xtE o|SeiLict

= ZE|XIE AHE5H0] StorageGRID A|ARS Fd5h= O 2%t 2= HEE FogL/Ct.

I
|
rH
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License

Enter a grid name and upload the license file provided by MetApp for your StorageGRID system.

Grid Mame

StorageGRID 20|4lA HEHE X[™efL|Ct

StorageGRID A|AEIQ| 0|52 X|™ 5t NetAppOllA HBdt= 20| MA IS HZ =6l 0f
ghL|ct.

£
1. 2to]dIA mMo|X|e| * J2|E 0|5 * F=0f| StorageGRID A|AEI0|| CHot o|0] Q= 0|5 S LHFLIC

AKX =, 0|20| Nodes M+ M ¢{ofl EA|EL|CE

2. §0127| * S MEHBHT NetApp 2HO|HIA TS RELICH(NLF-unique-id. txt)S MEHetD * &7| * 2
Mefgict,

2Ol A MOl R2 0| HAE[D 2B HS 7t HAIELICH

@ StorageGRID 2X| 0}7}0|20fli= ®MZ0fl CHet X2 #oto] gl F= 2to| AT Zote|of
UAELICH 2K = X[E S HMSst= 2to|dlAZ AHH0[ES = ASLICY.

AN
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o 2 3 4 5 7 8

License Sites Grid Network Grid Nodes MTP DNS Passwords Summary

License

Enter a grid name and upload the license file provided by NetApp for your StorageGRID system.

Grid Name StorageGRID
Licenze File Erowse MNLF-955007-Internal txt
License Serial 959007
MNumber

3. Ctg * 2 MegiLict.
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License Sites Grid Metwork Grid Modes NTP DMS Passwords Summary

Sites
In a single-site deployment, infrastructure and operations are centralized in one site.

In a multi-site deployment, infrastructure can be distributed asymmetrically across sites, and proportional to the needs of each site. Typically, sites
are located in geographically different locations. Having multiple sites also allows the use of distributed replication and erasure coding for increased
availability and resiliency.

Site Mame 1 Raleigh x

Site Mame 2 Atlanta + X
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Grid Network

You must specify the subnets that are used on the Grid Network. These entries typically include the subnets for the Grid MNetwork for each site in
your StorageGRID system. Select Discover Grid Metworks to automatically add subnets based on the network configuration of all registered nodes.

Note: You must manually add any subnets for NTP, DNS, LDAP, or other external servers accessed through the Grid Metwork gateway.

Subnet 1 172.16.0.0/21 +

Discover Grid Network subnets
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Grid Nodes
Approve and configure grid nodes. so that they are added correctly to your StorageGRID system.

Pending Nodes

Grid nodes are listed as pending until they are assigned to a site, configured, and approved.

&= Approve | | ¥ Remove Search Q
Grid Network MAC Address it Mame it Type It Platform It Grid Network IPv4 Address  +
@ 50:6bc4b:42:d7:00 MNetApp-SGA  Storage Node  StorageGRID Appliance 172.16.5.20/21
4 4

Approved Nodes

Grid nodes that have been approved and have been configured for installation. An approved grid node’s configuration can be edited if errors are

identified.

/' E 2 ® Remove cearch Q
Grid Network MAC Address It Name It Site It Type It Platform It  Grid Network IPv4 Address

 00:50:56:87-42.fF dcl-adm1 | Raleigh = Admin Node Viware VM 172.16.4.210/21

 00:50:56:87:c0:16 dc1-s1 Raleigh | Storage MNode Viware VM 172.16.4 211/21

 00:50:56:87:79:ee dcl-s2 Raleigh | Storage Node ViMware VM 172.16.4.212/21

 00:50:56:87:db:9c dc1-s3 Raleigh | Storage MNode VMware VM | 172.16.4.213/21

| 00:50:56:87-:62:38 dc1-g1 Raleigh | API Gateway Node | VMware VM | 172.16.4.214/21

4 4

3. Approve * (52l *\& 22l

4. Lot oM B0 w2t g £42 8-S SHELCH

° *NTP &g * J2|E =2 NTP(Network Time Protocol) H&IL|Ct SM2 *XtE *, * 7|2 * 8l *
E2I0|UE * YLICH Automatic * 2 MEHSIH 7|2 H0| 22| .=, ADC MH|AT} Qs AEZ|X| L E,
HO|ERO] .= SLHIFEHN IP FATt A= BE J2|E 20 2P ELT CHE 2E J2|E kE0fl=
22I0|UE o] HELICE
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Grid Nodes

Approve and configure grid nodes, so that they are added correctly to your StorageGRID system.

Pending Nodes

Grid nodes are listed as pending until they are assigned to a site, configured, and approved.

(%)

T
o
vl

Grid Hetwork MAC Address IT  Hame It Type 11 Platform 11 Grid Network IPv4 Address v

Mo results found.

Approved Nodes

Grid nodes that have been approved and have been configured for installation. An approved grid node’s configuration can be edited if errors
are identified.

Searc Q,
Grid Network MAC Address 1T Name 1T Site 1T Type It Platform 1T Grid Network IPvd4 Address +
 00:50:56:87:42:F dcl-adm1  Raleigh Admin Mode Wiware VI 172.16.4.210/21
" D0:50:56:87:¢0:16 dci-s1 Raleigh Storage Node Viware VI 172.16.4.211/21
e 00:50:56:87. 79 ee dcl-s2 Raleigh Storage Mode Wiware VM 172.16.4 212121
" 00:50:56:87:db:9¢c dcl-s3 Raleigh Storage Node Wiware VI 172.16.4.213121
" 00:50:56:87:62:38 dci-g1 Raleigh APl Gateway Mode  VMware VI 172.16.4. 214121
| 50:6b:4b:42:d7.00 MetApp-SGA  Raleigh Storage Mode StorageGRID Appliance | 172.16.5.20/21
1 »
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MNetwork Time Protocol

Enter the IP addresses for at least four Network Time Protocol (WTP) servers, so that operations performed on separate senvers are keptin sync.
Server 1 10.60.245.183
Semnver2 10.227.204 142
Server 3 10.235.48.111

Server 4 0.0.0.0 +
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Domain Name Service

Enter the IP address for at least one Domain Name System (DMNS) server, so that server hostnames can be used instead of IP addresses.
Specifying at least two DNS servers is recommended. Configuring DME enables server connectivity, email notifications, and NetApp

AutoSupport.
Server 1 10224 223130 x
Server 2 10.224 223136 + X
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# loopback interface
auto lo
iface lo inet loopback

# ensl60 interface

auto ensl60

iface ensl60 inet manual
bond-master bondO
bond-primary enl60

# ensl92 interface

auto ensl192

iface ensl192 inet manual
bond-master bond0

# ens224 interface

auto ens224

iface ens224 inet manual
bond-master bondO

# ens256 interface

auto ens256

iface ens256 inet manual
bond-master bond0

=L 2HM0|&
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# bond0 interface
auto bondO0
iface bond0 inet manual
bond-mode 4
bond-miimon 100
bond-slaves ensl60 ensl192 end224 ens256

VLAN QIE{m|o|A

# 1001 vlan
auto bond0.1001
iface bond0.1001 inet manual

vlian-raw-device bond0

# 1002 vlan
auto bond0.1002
iface bond0.1002 inet manual

vlian-raw-device bond0

# 1003 wvlan
auto bond0.1003
iface bond0.1003 inet manual

vlian-raw-device bond0
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