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E S22YLICt audit-sum SOA ZAt 230 CHS S3, Swift S ILM ZHAF HIA|X| 2] =2F A|ZHE IS LIC.

Ic M

=
ARCT S2RE AIS0f|A otFto|E AM - HS
ASCT Archive Store Cloud - Tier & MEHSIL|C}

IDEL ILMOl| A AFR| A[ZE: ILMO| ZHA| AMH| Z2MA S
Az of 7|E gLt

SDEL S3 AtH|: QEHNIE L= HIIS AMA|SH| €6l
EUMME MZXOZ J|2¢hL|C}

SGET S3 GET: 33Xl EMMMES 2510] Z4K|S
HAMSIHLE 7ol QEHEES LIEgtL|Ct

Mo S3 HEAD: M&%t ESMME Z510{ QEHE
e H3lo| ZX B E atolghL|Ct,

SPUT

"ARCT: 22t |50 Ot710| 2 Z A

"ASCT: Archive Store Cloud - Tier(Ot7}0|E

NEa 22RE - AB)

"IDEL: ILM AtH| A|Zf

"SDEL: S3 A"

"SGET: S3 GET"

"Shea: S3 ¢l|E"

"SPUT: S3 PUT"



= A

WDEL SwiFT DELETE(#tZ AtH|): 433 ERMMS
233510 QEHE L= Z1H|0|H S AMX|EtLICE.

FdL|ct SwWiFT GET: 4 32%t EEHMMZ 2510 K|S
ZMBEALE ZAE| 0[] ZHH|E LIFEtL|Ct,

WHEA SwWiFT HEAD: M 3%t EENHME 2510
QHHNE L= HH|0|LHS| =X E olgtL|Ct

WPUT SWIiFT PUT: A 7HA| EE= Z1E|O| L 2 MM St7|
?lo ERHMME MESHOZ J|FeL|Ct.

E 22/8LC} audit-sum EFE L2 2 £ £ ASLICH

ol L oFz
o Hb £= b=

ZAFEOE
audit-sum audit.log
audit-sum 2019-08-12.txt.gz

SAlo Me[gfL(ct oS S ChEat Z&LIC

* o3 oS

S HZSHHAIR

"WDEL: Swift AFH|"

"wget: Swift get"

"WHEA: AQZE §|E"

"WPUT: Swift Put"

audit-sum audit.log 2019-08-12.txt.gz 2019-08-13.txt.gz

audit-sum /var/local/log/*

* OO|Zofl M S ot S AHES EH S EE{-St
=T Ch3a 25Ut
grep WGET audit.log | audit-sum
grep bucketl audit.log | audit-sum

grep SPUT audit.log | grep bucketl |

0| R ofxE| mlS mio| T &l Q20 §|28}X| 0+*L||: sl ES
2 MSStHLE & MEYLICt zcat HA U

HHZE 0
EQLIEL

audit-sum audit.log.gz

zcat audit.log.gz | audit-sum

HHS SMS ALBOHO Kol TS T HER B3 K
Q012 D58t 4 ABLICE J|EHOZ Qofofls A2, AT I B
size (-s) CAM 44l 2718 B SHYLCE,

10

mjo
0]
19
e
N
T
I
X

2:
&
R
L)
2
o
i3
r
n
Q
=
D
e}
0%
o
I
rir
N
m
oz
It
2
muin

audit-sum

=& S HEIOPEF‘ o o5
LICE ol E S L3t

H==
52 2 79



E8LICthelp (-h) SUS S0 ME 7t5S SHS BARLILE IS

Nm
rﬂ

Ct

NO

ot ZELo.

$ audit-sum -h

=

1. 712 22|x} 2o 2aQlg|C},

a.

b.

2. M7|, 47|, SIl= 3 AH| At 2 E 2E HAXIE 2M5t2{H CrS T

a.

- 7ks 2l 107Kl FM Ri2 HAISHEH gre
|

ssh admin@primary Admin Node IP

=2
r
ne
n
o
ot
fuj
o
I
o
r
N

I Passwords.txt DY,

i
1
OOI'
St
o=
=
to

Cte EES =EYLCh 7| /var/local/log/audit.log B24E OtUC| 0| St /XS LIEHRL|CE.
$ audit-sum /var/local/log/audit.log

0| ofl= of YutMol £HE HHOFLICH audit-sum =7 O] 00l = Z2EEES &f0| HOILt 22 HF=X|
Hof FLICL

message group count min (sec) max (sec)
average (sec)

IDEL 274

SDEL 213371 0.004 20.934
0.352

SGET 201906 0.010 1740.290
1.132

SHEA 22716 0.005 2.349
0.272

SPUT 1771398 0.011 1770.563
0.487

0| ofloilAf SGET(S3 GET) &l W 1.13% S0t 71 =2|X|2k SGET U SPUT(S3 PUT) Zle B &
1,770 HEQ| 71 x[eto| ALE LIEFHL|C

p HHES ALE5I0{ SGET HIAIX|2H MEHst T 71 =3 M
ZRIFELICH (-1) N Z2E &M 28 S EtLICt

o

o
grep SGET audit.log | audit-sum -1

Z20of| RH(QEXE L= H3l) 3 271 Zote|0 U0 o2{st EF REMEQ} A E CHE HIA|X|0f| CHaH
ZEAF 202 ZEMSE

11
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Total: 201906 operations

Slowest: 1740.290 sec
Average: 1.132 sec
Fastest: 0.010 sec

Slowest operations:

time (usec) source 1ip

object 5663711385

1740289662 10.96.101.125
backup/r9010aQ8JB-1566861764-4519.1is0
1624414429 10.96.101.125
backup/r9010aQ8JB-1566861764-6618.1is0
1533143793 10.96.101.125
backup/r9010aQ8JB-1566861764-4518.1is0
70839 10.96.101.125
bucket3/dat.1566861764-6619
68487 10.96.101.125
bucket3/dat.1566861764-6615
67798 10.96.101.125
bucket5/dat.1566861764-6617
67027 10.96.101.125
bucket5/dat.1566861764-4517
60922 10.96.101.125
bucket3/dat.1566861764-4520
35588 10.96.101.125
bucket3/dat.1566861764-6616
23897 10.96.101.125
bucket3/dat.1566861764-4516

+ 0| Of|&l| Z=Z0f| A M| 7He| 7tE 21 S3 GET 28 37|7t 2f 5GB! LEHME| Cis CI2 QEMEHLCT &M
2 2 £ JAESLICE 27|7F 2™ HAM A|ZH0] =& 4= JUELCL.

acteEA

J2|E0f|M QIMAEE|D HME[= QEHME 37|

i

audit-sum -s audit.log

object 5375001556

object 5183661466

object

object

object

object

object

object

object

2o 37| FHE M8

28338

27890

27671

27230

26118

11311

10692



message group count min (MB) max (MB)
average (MB)

IDEL 274 0.004 5000.000
1654.502

SDEL 213371 0.000 10.504
1.695

SGET 201906 0.000 5000.000
14.920

SHEA 22716 0.001 10.504
2.967

SPUT 1771398 0.000 5000.000
2.495

Of of|oil M sSPUTS| B iA| 27|= 2.5MB D|2t0|X|2F SGETS| B 37|= &M FL|Ct SPUT HIAIX] £}
SGET HIA|X| s=ECt W BSS LIEIUH, Ol= tHEE2| M7t AMEIX| 4SS LIEFALICE.
4. O A K7} =2|=X| &elst2{H:

=

a. HMAEst ZtA 270 HHS A5t GROUP-By-TIME S8 AF2ELICH (-gt), I CH20f| AIZHO]l: 15M,

grep SGET audit.log | audit-sum -gt 1H
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message group

average (sec)

2019-09-05T00
1.254
2019-09-05T01
1.115
2019-09-05T02
1.562
2019-09-05T03
1.254
2019-09-05T04
1.405
2019-09-05T05
1.562
2019-09-05T06
5.562
2019-09-05T07
2.002
2019-09-05T08
1.105
2019-09-05T09
1.354

otrr
()]

- OfH| DHA[ZE AME| = JHH|e] 27| 8 &feld

=

count

20142

57591

124171

420182

1220371

527142

384173

27591

e 37

(@]

.011

.011

.010

.013

.021

.015

.011

.012

.010

=
A
= HUASLIC

— LS

grep SGET audit.log | audit-sum -gt 1H -s

1274.

1383.

1740.

1274.

6274.

1974.

1740.

1481.

ol HEYR X

ICt(-s) HEHO=E:

.290

961

867

290

511

961

228

290

867

30[ 06:0001| A 07:00 AfO0f| EEHEO| B7I5= AE EOFLICH Z|CH Azt Hat AlZHE O
EQHM, 27t Z7IL 5 HAL SIISIX
53 & 0l X0 80| £1tEl AS 0Lt

J2|EQ| 2F X2



C. XMIEE LIE=2 & HZSHAIR

grep O £H0| o E= O dEl= FR

LHE

message group
average (B)

2019-09-05T00
1.976
2019-09-05T01
2.062
2019-09-05T02
2.303
2019-09-05T03
1.182
2019-09-05T04
1.528
2019-09-05T05
2.398
2019-09-05T06
51.328
2019-09-05T07
2.147
2019-09-05T08
1.878
2019-09-05T09
1.354

ofz{et Zat= H

—

"ZAF -

4173

20142

57591

124171

420182

1220371

527142

384173

27591

UL o 02 2 A

2 =Y At S

grep 2019-09-05T06 audit.log | grep SGET

S HAlots LI

5. #3219 SPUT =40 iAol CHet SPUT XU ELCtH =2|=X| 2ol

a.

= AE3H0 AEELICH —-go REME

grep SPUT sample.log

S H 2 Ao chet

audit-sum -go

0.043

0.083

0.912

0.730

0.875

0.691

0.130

0.625

1740.

1274.

1383.

1740.

4274.

5663711385.

1974.

1740.

1481.

290

961

867

290

511

961

228

290

867

| audit-explain | less

HIAIXIE THEH S

£ FIILLICH 1ess o 10| ot H|O| X| (Tt SFH )M

15
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message group

average (sec)

SPUT.bucket
0.125

SPUT.object
0.236

grep SPUT audit.log

message group
average (sec)

.1dt002

count

audit-sum

.cho-non-versioning

.cho-versioning

.cho-west-region

c. Ot H{Z10] Z[CH SPUT K| 27|E JHXI=X|

grep SPUT audit.log

audit-sum

min (sec
1 0.12
12 0.02

ZHH|ofl cHet SPUT

QIS H & AERLICH -gb HAEZ HIAXIE

ot oh=te A

-gb
count min (sec)
71943 0.0406
54277 0.047
80615 0.040

1564563 0.011

spolstaye & 7

-gb -s

AEs5t=

1770.563

1736.633

55.557

51.569

IXIE 25 AFESIHAIR —gb & -s F4:



message group count min (B) max (B)
average (B)

SPUT.cho-non-versioning 71943 2.097 5000.000
21.672

SPUT.cho-versioning 54277 2.097 5000.000
21.120

SPUT.cho-west-region 80615 2.097 800.000
14.433

SPUT.1dt002 1564563 0.000 999.972
0.352

ZAF HIAIX] H A

ZHAL AR 40K

StorageGRID AIAE Lol A TEEI= ZA HAIXI s ZE HAIX| BEES EE HH 2
EIEl OME T 2SS Muets SH IuAJ} ESELC

1]
nx

oM ®MSet Qof YRl F* "
O[5tz o MMS 7é.*2F_3f*.=IA|

=

AE"SHA A" =L SESHK] $ELITH B ZAHAIXIS] 2 HAS

o =

CHE2 ZAL 23 Dol EAIE &= A= ZAHAIXIS] of LTt

2014-07-17T03:50:47.484627

[AUDT: [RSLT (FC32) : VRGN] [AVER (UI32) :10] [ATIM(UI64) :1405569047484627] [ATYP (F
C32) :SYSU] [ANID(UI32) :11627225] [AMID(FC32) :ARNI] [ATID(UI64) :94457363265006
03516]]

* HEAS2 |[ELICH ]
* EXAE0| ofol =EIRASLICH auDT HAIXIE LHEFHLICH

AL
* o E= S P2 7I§(%!E L= 39 GlZ)E AFE5HR| 5L Tt

17



[ATTR (type) :value] [ATTR (type) :value] ...
[ATTR (type) :value] \n

HAIX|I2 £ 24 = HAIXIQ| O|HE R0 w2t HEHELCH £ 247t £EF &=M2 UHEE[X] gf&LICH
ChE SF0ME 54 22400 che 2 EL(ct

£ B0g= E40l| thet 4X12| ZEQILICE 2E A HAX|0| SSHL2 MEE= 2R E4 H 0|

Mﬁ

* type = Ul64, FC32 S2t 20| 2fo| 22 C|O|E QA9 4X|2| AIEXIULICE HAR2 o= FULICH (
)

* value 40| YSOID UUTOR £ S SAS LI U2 By BEE MELICH ()8 BT

OlO|E YAl CStrel g2 2MSH "2 M0 &L|CH
clolE R

AL HIAXIO 2 E MEoh= O A& = H0[H a2 ChgfLIC,

79 A

UI32 & BZSHHAR 2% gl= 7! B (32H|E). 00| A 4,294,967,295 AtO|2| =XIE MEY 4= UELICE

Ule4 E H=ZHUAL BES Ql= 0|F 21 M4(64H|E). 00llM 18,446,744,073,709,551,6157H X2 £=XIE AL
& UELICH

ol ZM|32 AR} At4=  32H|E B35 QlE B4 242 "ABCD"2t 22 47H2| ASCII 2XtZ EA|E/L|CH

ofo|mE IP Z=A0f AFEELILCE.

CStr(2Xtg) UTF-8 EXI2| 7t ZO| BiEJLICE EXts Chaat 22 Y2 AHE5He] o|AAHo|Zg &~
UAELICE

* WEEAE W\ YLIC,

+ FH2IXl 2lseveLict

+ SO EE 'K BBLICH

- 2tel mE (M 2elywnglLict

* EXH= oY 16T S7HE(\XHH YAO 2, 07| HHE EXHE LEHHE= 16Tl 2HE
CHANE = UASELIC

AL 29[ Zp ZAL HAX| = A A O[HIES} 2 E T|O|E E 7| = RILICE

- - -

THE Mt SYULICH (auDpT: HIAIX| ZHHIE AMEsH= AE|0[H0|H, Lt §d Zet2 ZA HIAIXo| M 2Est=

—



O[HIE = 2o oigt YEE MSELILE o]2{et EM2 LhS oAl Z=E LT,

—

rr

2018-12-05T08:24:45.921845 [AUDT: * \[RSLT\(FC32\):SUCS\] * * \[

AZH(U164\): 11450]\[SAIP\(iPad\):"10.224.0.100"\[S3AI\(CStr\):"60025621595611246499"] * *
\[SACC\(CStH):" A"\ \[S3AK\(CStr\):"SGKH4_Nc8SO1HBW3WONCOFCGK__E6dYzKIumRsKJA="] * *
\[SUSR\(CStr\):"urn:SGWs:identity::60025621595611246499:root"\]* *
\[SBAI(CStr):"60025621595611246499"\[SBAC\(CStr\):"AI " \[S3BK\(CStr\): "t ZI"]* *
\[S3KY\(CStr\):"object\[CBID\(UI64\): 0xCC128B9IBIE428347\] * * \[UUID\(CStr\):"B975D2CE-E4DA-
4D14-8A23-1CB4B83F2CD8"|\[CSIZ\(U164\):30720\] * [aver(U132):10]
\[ATIM(U164):1543998285921845]\[ATYP\(FC32\):Shea\JJANID(UI32):12281045][ACID(FC32):S3RQ]
\[ATID(U164):155524176291717170647261]

SfLICE O ofl | HIAIX[Ofl= 7t et E| O
HEIRSS LHEHHLICE

MO=

S2IELICH aTYyr RACIAOIA RE EA|) HAIX|E MMt OHIES AlH
SLICH"M[o" HIAIX] 2E=([ATYP(FC32):Shea])Z, S3 oll= Q&0 2l A

£ Ml

\J

FAFOIAIR S| &€ 24

0

HE HAHAXO=E S8 2471 ZEEL|CH

Iac o MY
UA&LICt Ol T M|32 DE ID: HIAIXIE MMt R E DOl 4Xt2| AlEXIQIL|CEH 0|42 ZhAt
HA|X|7F MAMEl BE M IHEEZE LIEPHL|CE
ANID ul32 £ LT ID: HIAIXIE MASH MH|AN &2tEl O2|E = IDYL|CEH 2t MH[AE
AESHUAIR StorageGRID A|AEIS St Mg of 1Q AlHEXIE Sttt of
IDE HAE £ I&LICt
ASE ule4 2 ZEAL MM AlEXLE O™ 22| X0 ME O] R4 = MH|ATE A|ZHEl 5 ZEAL
AxSHUAIL AAEIO| X7|3HEl A|ZHS LIEFALICE O] AlZH ZHe 2 MK Epoch(1970H
12 12 00:00:00 UTC) 0|% O10| A2 X tHQ|Z ZHE|UELICE
« &1+ 0| RAE AEE|X| kO ZHALF HIAIX|Of| Tf O] A LIEFLEX]
or&LLC.
ASQN ule4 = ANZHA 4 0| ZE| X0 J2|E = E(ANID)O|A A El ZF ZEAL
EXRSHAA R HIAIX|Ol CHaH O] ZH2E{7F S H AH|A RAIZH A 022 MA™EIL|CE,
o H1:* 0| QAE AFRE[X| O M ZEAF HIAIX|O| I O] A LIEFLEX]
k&L,
ATID ule4 2 =X |D:; tt o|HIE || ofsf E2|HEl HAIX| EEtollN 2K8t=
EXSHAA R AlHTRILICE

19



ATIM

29

Timestamp: ZAt HIA[X|E E2|7{et O|HIETL MAEl AZIC=E, 2F H[H|
Epoch(19704 12 12 00:00:00 UTC) O|% O0|3 2% |2 ZHEIL|CE,

Bt ARMOE 24 UM 9l A|ZIC 2 Hest= O ALY & Y= R 22

EFE LR XS VIO Lt

EUE EIJARMIO| HhZ 2l f= E2tLi7|[ 7 2Hee 4 JAESLICH oA ZHAL
HAIX|S] A|Zf H20f| LIEfLE= AFREO| 912 o Qs AIZHRJILICH audit. log
file 2 ISO 8601 A2 ATIM £AMQILICH It 8l A|ZH2 2 HA|ELICH
YYYY-MMDDTHH : MM: SS. UUUUUU, |IX| T EMt A|ZE M| OIHE Q| A|E}

HEES UEUE 2lHE X8 XL vvovor DFO| 22X

ATYP Ol ZM|32 O|HIE RY: 7|E&[= O[HIES| 4Xt2| AEXIRILICE O]= HIAIX]2|
S

Al
"HO|ZE" 2HIX, & XoE £42 HOof

_— T

X ZEAF HIA| XS] HFQILICE. StorageGRID AT EQ|0{7f BF st
MZ2 HHO| MH|AN = ZA 210 M2 7|50| ZEE £ JAEL
LCE AH83HH AMS MH|AQ| O™ H{Hute| zetME Sdlf 0| H

MH|AOA HEH HAIXIE H2[g 5 JASLIC

HI U
x

RSLT of| LA 32

HIAIX|7t 242 2R X Q4= SUCS thdl AFZE[X| SS&LICE

ZAFHIAIX] o

ZF ZAF HIAKIOA ZEMISE 2 E S = ASLICH ZE HAFHAXE SSEet HAS

LT,

=

CHE2 off LIEHE &+ Q= ZAF HIAXIS] O YLIEH audit. log TFE:

2014-07-17T21:17:58.959669

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :246979] [S3AI (CSTR) :"bc644d
381a87d6occ2l6adcd963fb6f95dd25a38aa2cb8c9a358e8c5087a6af5f"] [
S3AK (CSTR) : "UJXDKKQOXB7YARDS71Q2"] [S3BK (CSTR) :"s3smalll"] [S3K
Y (CSTR) :"hellol"] [CBID(UI64) :0x50C4F7AC2BC8EDF7] [CSIZ (UI64) :0
] [AVER(UI32) :10] [ATIM(UI64) :1405631878959669] [ATYP (FC32) : SPUT
] [ANID(UI32):12872812] [AMID (FC32) :S3RQ] [ATID(UI64) :1579224144
102530435]]

YA HAIXIOE 7|2 El= OHIE CHet FEQL ZHA BIAIX] XpM|of THEE YE7F Zete|0 ASLICE

YA HAIXIO 23l 7| ZE|= O[HIES AlESI2{H ATYP £d(Of2ofl 2= #AIE)S HELIT.

20
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2014-07-17T21:17:58.959669

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :246979] [S3AI (CSTR) : "bco4d4d
381la87docc2l6adcd963fb6f95dd25a38aa2¢cb8c9a358e8c5087a6af5£f"] [
S3AK (CSTR) : "UJXDKKQOXB7YARDS71Q2"] [S3BK (CSTR) :"s3smalll"] [S3K
Y (CSTR) :"hellol"] [CBID(UI64) :0x50C4F7AC2BC8EDF7] [CSIZ (UI64) :0
] [AVER(UI32) :10] [ATIM(UI64) :1405631878959669] [ATYP(FC32) :SP
UT] [ANID(UI32) :12872812] [AMID (FC32) :S3RQ] [ATID(UI64) :1579224
1441025304357 ]

ATYP £49| {2 SPUTYLIC}. "SPUT" REHE QINAES M0 7|Sdh= 83 PUT EZHMA S LIEFLICH.

CHS ZAL HIAXIE M7t ABE H2 T AL

2014-07-17T21:17:58.959669

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :246979] [S3AI (CSTR) :"bc644d

381a87d6cc21l6adcd963fb6f95dd25a38aa2¢chb8c9a358e8c5087a6af5f"] [

S3AK (CSTR) : "UJXDKKQOXB7YARDS710Q02"] [S3BK\ (CSTR\) : "s3smalll"] [S3
KY (CSTR) :"hellol"] [CBID(UI64) :0x50C4F7AC2BC8EDF7] [CSIZ (UIb64) :

0] [AVER (UI32) :10] [ATIM(UI64) :1405631878959669] [ATYP (FC32) :SPU

T] [ANID(UI32) :12872812] [AMID(FC32) :S3RQ] [ATID(UI64) :157922414

41025304357 ]

i

PUT O[HIET} Eliot A|7|E =helsta{™ ZhAL HIA|X] A|ZF 220]| UTC(Universal Coordinated Time) EFJ AR I
7|ZBtLICE O] g2 ZAL HIAIX] XS] ATIM EA 2] A0 A £ U= HEQLICE

2014-07-17T21:17:58.959669

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :246979] [S3AI (CSTR) :"bc644d
381a87d6cc216adcd963fb6£95dd25a38aa2cb8c9a358e8c5087a6af5f"] [
S3AK (CSTR) : "UJXDKKQOXB7YARDS71Q2"] [S3BK (CSTR) :"s3smalll"] [S3K
Y (CSTR) :"hellol"] [CBID(UI64) : 0x50C4F7AC2BC8EDFEF7] [CSIZ (UIG4) :0
] [AVER (UI32) :10] [ATIM\ (UI64\) :1405631878959669] [ATYP (FC32) :SP
UT] [ANID(UI32) :12872812] [AMID(FC32) :S3RQ] [ATID(UIb4) :15792241
441025304357 ]

ATIMZ UNIX epoch Al O] AlZH(EL]: OO 32 28)S 7|SRILICE. Of OloflAf 242 2LITE 1405631878959669
20144 78 172 SR 21:17:59 UTCE HY,

HAF HIAIX] S IHA =3 7

AL HAIX| = X G ELTt?

LA HIAXI = M7t =T | ALt ZAME[HLE APH| = oiObCE g gL AP 213 (S3 2=
Swift) ZAF HAIX|S &OF ZAF 20f| A Of2{¢t EHME AlHe = QISL|Ct
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AL HAIXRIE 4 Z2EZ0| STt AEXE S| AZELICH

D2EE it

S3 &Y A S3BK(HZ!), S3KY(7]) E= & C}

Swift e} A& WCON(Z1H|0| L), WOBJ(ZHM|) EE= = Ct
LiE =tod o4 A CBID(Z{H|2| Li & AlHX})

HAFHAIX] EFOIY

a2|E =E 7HEO|Y Xtol, JHA| 37| 8L HIES{3 XA % | R2IC 2 QId MZ LIE MH|A0H|AM MG E ZHAL
HIAIX|S] &A= Of M| of||of HAIE &=Met CHE = UASLICE.

Of7io|H . E

Of710|E L ET} 2|5 OIFt0|E AEZ|X| A|ARIO R JHA| HIO|HE MEY M HME|= YA ZHAL HAIX|=
SCMT(Store Object Commit) HA|X|7} @iCH= ©E HM|QI5t AEZ|X| L EQ| ZEAL HA|X|2F RAFRILICE O2|1
ATCE(Archive Object Store Begin) % ASCE(Archive Object Store End) HIA|X|= Z4X| H|O|E{2| Of7t0| =l 2t
AH20f| CHol - E LIt

Of7}0|E L ET} Q|2 OF710|E AER|X| A|ARIOM QEME H|0|EHE AMY tf WHE|l= LT 2| ZAL HIAIX| = 2K
Cilo|E{o] AM=l 2t SX|20] CHsi ARCB(Archive Object Retrieve Begin) %! ARCE(Archive Object Retrieve End)
L PNPN P O’SE._”ZL_ HE Helotn AER|X| =9 ZHAF HIA|X| 2t RAFRILICH

Ot710|E L ET} 2| Ot710[H AEZ|X| A|ARIOM QERE H|O|H S MY wf HHE= LT A HAX=

SREM(Object Store Remove) HIA|X[7} i1 2} AFx| @ 0f| CHsH AREM(Archive Object Remove) H|A|X| 7} QICH=
M2 NSty AEE|X| L=2| ZHAL HIA|X|QE RAFRILICE.

Q

AP| 22(S3 EE= Swift) ZEAF HIA|X|E 30t ZEAF 20| M SE2I0|HE £7 ERNHMZ AlHT
= L

A

Ic 0|8 =k Egjo|A = XSGR

SPUT S3 PUT S3 PUT &Z! EaixiMO| CBID, S3BK, "SPUT: S3 PUT"
EH™AM MIMOZ AR E|USL|CH S3KY

ORLM HA| 0] Of ZHA|ofl CHet ILM Z 20| CBID "ORLM: 7HA| 1#%|0|
SEE|YSLICH EEQSL|CE SEEUSLICH

22



SWIFT =& ZHAL HIA|X|

It o|& 24 Ezfo|& S HESHUAIR

WPUT AQIZE PUT  Swift Put % EZHTMO| CBID, WCON, "WPUT: Swift Put"
ExM JEEo RElALIC.  WOBJ

ORLM X 201 Ol FHKIO EHEt ILM 40 CBID "ORLM: 7HA| 72]0]
EZEASHICH ZFEYSLIC EEEUSLICH

of: S3 QENME 47

of2Ho| ZtAt HIAIX| A|l2| == S3 22I0|AUET AER[X| e E(LDR MH|A)0H| JHH| S QIRAES wf ZHAF 270j
HEE| D MEE[= ZAFHIAIXIS] O LTt

Ol Gl M ZA ILM H*40f|= Make 2 Copies ILM F%I0] Z&tz|0f Ql&L|C}.

Hr
m
=l'IIJ=
bal
i
A
Im
=
1=
g

3

(D ofzf ool M= ERM S0l HdE 2= ZAL AKX} LteF QUK S5 LI S3
(SPUT)a} B :

Of oflofl M= S3 HZIS O of| Mgt 7hERfLICt.
SPUT: S3 PUT

SPUT HA|X|= EF HZl0| LEREE 2HS7| ?/dl S3 PUT ENMMH0| HAEIASS LIEILZ| 23 g ElL|Ct.

2017-07-

17T721:17:58.959669 [AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :25771] [SAIP(IPAD) :"10
.96.112.29"] [S3AI (CSTR) :"70899244468554783528"] [SACC (CSTR) :"test"] [S3AK(CS
TR) : "SGKHyalRU 5cLflgajtaFmxJn9461AWRJIEBF33gA0g=="] [SUSR (CSTR) :"urn:sgws:i
dentity::70899244468554783528:root"] [SBATI (CSTR) :"70899244468554783528"] [SB
AC(CSTR) :"test"] [S3BK (CSTR) :"example"] [S3KY (CSTR) : "testobject-0-

3"] [CBID\ (UI64\) : 0x8EF52DF8025E63A8] [CSIZ (UI64) :30720] [AVER(UI32) :10] [ATIM
(UI64) :150032627859669] [ATYP\ (FC32\) : SPUT] [ANID(UI32) :12086324] [AMID(FC32)
:S3RQ] [ATID(UI64) :14399932238768197038]]

ORLM: 7HX| #%|0| ZZE|}ELICE

ORLM HIA|X|:= O] ZHA|Of| TSt ILM FMO| SZE[/US S LIEFHLICE HIAX|0l= 24| 2f CBIDSt HEEl ILM %]
O|E0| ZetELCt.

=HE HHel B2 Locs 2EO|= A #1X|2] LDR =5 ID 3! 2& ID7F ZetELCE
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2019-07-

17T721:18:31.230669 [AUDT: [CBID\ (UI64\) :0x50C4F7AC2BC8EDF7] [RULE (CSTR) : "Make
2 Copies"] [STAT (FC32) :DONE] [CSIZ (UI64) :0] [UUID(CSTR) :"0B344E18-98ED-4F22~-
A6C8-AS3ED68F8D3F"] [LOCS (CSTR) : "CLDI 12828634 2148730112, CLDI 12745543
2147552014"] [RSLT (FC32) : SUCS] [AVER (UI32) :10] [ATYP\ (FC32\) : ORLM] [ATIM(UI64)
:1563398230669] [ATID(UI64) :15494889725796157557] [ANID(UI32) :13100453] [AMID
(FC32) :BCMS] 1]

MR 2 M B Locs 2E0= AH| 2T Z2T D AF| 2T OF ID7F ZetEL|CH

2019-02-23T01:52:54.647537

[AUDT: [CBID (UI64) : 0xFASB8ABESB5001F7E2] [RULE (CSTR) :"EC 2 plus 1"] [STAT (FC32)
:DONE] [CSIZ (UI64) :10000] [UUID(CSTR) :"E291E456-D11A-4701-8F51-
D2F7CCOAFECA"] [LOCS (CSTR) : "CLEC 1 A471E45D-A400-47C7-86AC-

12E77F229831"] [RSLT (FC32) : SUCS] [AVER(UI32) :10] [ATIM(UI64) :1550929974537]1\ [
ATYP\ (FC32\) :ORLM\ ] [ANID(UI32) :12355278] [AMID (FC32) : ILMX] [ATID(UI64) :41685
590464737255601] ]

2 HEO|= A2 E APIO| M2t 83 H2laE 7| FH, Swift ZIE|0| 3! QERE FHI} ZotE|L|CL

2019-09-15.txt:2018-01-24T13:52:54.131559

[AUDT: [CBID(UI64) :0x82704DFA4C9674F4] [RULE (CSTR) : "Make 2

Copies"] [STAT (FC32) :DONE] [CSIZ (UI64) :3145729] [UUID(CSTR) :"8C1C9CAC-22BB-
4880-9115-
CE604F8CE687"][PATH(CSTR):"frisbee_Bucketl/GridDataTestsl51683676324774_1_
1vEod"] [LOCS (CSTR) : "CLDI 12525468, CLDI

12222978"] [RSLT (FC32) : SUCS] [AVER(UI32) :10] [ATIM(UI64) :1568555574559] [ATYP (
FC32) :ORLM] [ANID(UI32) :12525468] [AMID (FC32) :OBDI] [ATID(UI64) :3448338865383
69336]1]

2| AR EHE ML}

API BH(S3 X Swift) ZHAL HIAIXIZ &0} ZHA 2014 QEHE AN EHUMS st 4
olAL|C}

AN H .

CHE HOl= AR EAMM Sof| Y 2= ZA HAIXIZ LioE AUX| S LICH AR ERHTM
HIA|X| 2 Z et LT}

S
2 X5

F|'F
in]

| 2ot

83 Z AL HIAIX| A
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ic 0|8 Mg Egjjo|A £ HXSHUAIR

SDEL S3 A HZloA QEMEE AHst== CBID, S3KY  "SDEL: S3 AHH|"
REMSLICE

LA HIAIXIE ASSHA| AfdEL| T

ic 0| Mg Egjlo|A 2 HXAIR

WDEL AQITE MA  7H|O|L] E= ZH(O[L{0 M CBID, WOBJ  "WDEL: Swift A"

HHE AHStHES
EMYSLICH

0o: 83 QLEHIE Afx|

S3 220U EIL AEZ|X| lLE(LDR MH[2)0| M FHH| S AtRISHHA ZHAF HIAIX|7F M= 0 ZAF 230 HEHEL|CH

(D AR ERHMM Sof| MY El 2= ZAF HIAIX| 7t OfF2f offFoff Lot QUX| QS LTt S3 AfH|
EHM(SDEL)Z HHE S-S0t LIHELCE

SDEL:S3 AfA|

Z2l0|AHE 7} DeleteObject 22 LDR AMH|AZE HL{™ ZHA| AH|ZF A|ZHEILICEH HIA|X|Ol= QERES AXE
Mot QEHHE S AlESt= O AFRE|= QEREQ| S3 7| 7F IEHEIL|CE

2017-07-

17T721:17:58.959669 [AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :14316] [SAIP(IPAD) :"10
.96.112.29"] [S3AI (CSTR) :"70899244468554783528"] [SACC (CSTR) :"test"] [S3AK(CS
TR) : "SGKHyalRU 5cLflgajtaFmxJn9461AWRJIEfBF33gA0g=="] [SUSR (CSTR) :"urn:sgws:1i
dentity::70899244468554783528 :root"] [SBAI (CSTR) :"70899244468554783528"] [SB
AC (CSTR) : "test"]\[S3BK\ (CSTR\) : "example"\]\ [S3KY\ (CSTR\) : "testobject-0-
7"\][CBID\ (UI64\):0x339F21C5A6964D89] [CSIZ (UI64):30720] [AVER (UI32):10][ATI
M (UI64) :150032627859669] [ATYP\ (FC32\) : SDEL] [ANID(UI32):12086324] [AMID (FC32
) :S3RQ] [ATID(UI64) :4727861330952970593]]

AP| 2 (S3 A Swift) ZiAF HIA[X|E 2Ot ZiAL 200|M QEME HM EHMM S A
olAL|C}
PN —] -

Ch2 Holls dM EAMM Sof| MY E 2= ZAL HIAIX 7t Lot AX| EELICE o] EMMMS FHoh= O 2ot

T A| K] 2 E3 |L|Ct.

S3 AM ZAF HIAIX|
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Ic = My Egjo]A 2 HZSIA R

SGET S3 71K 27| HII0AM QERES HMSIEZ2 CBID, S3BK, "SGET: S3 GET"
QEMSLICE. S3KY

SWIFT A ZEAF A K]

Ic = Ay Egjo]A S XS

glolL|ct NES DL HE|O|LHO| A THRIZ HMSIEE CBID, WCON,  "wget: Swift get"
LEPH}ELICE. WOBJ

0f: 3 LEME HM

S3 E20|HEJt AER|X| =E(LDR MH|A)0|M QERES HMSHuff ZEAF HIA|X| 7t A0 ZEAF 2730

MEELCH

ofzf ool M= EHHM F0i| W& 2= ZAF HIAXZF LIEE|X] & LICH S3 24 ERTH(SGET)at 2t &l
'6}%:& |__|.o:|5| |_| |:|._

(= R

SGET: S3 GET

Z2l0|YE T} GetObject XS LDR AMH|AZ ELHH JHA| ZAH0| A|ZHEIL|CH HA|X|0s QEMES ZME 3D
QHMEE A= O AFRE|= QENEQ| S3 7|2 EEHSiL|Ct.

2017-09-20T22:53:08.782605

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :47807] [SAIP(IPAD) :"10.96.112.26"] [S3ATI (

CSTR) :"43979298178977966408"] [SACC (CSTR) :"s3-account-

a"] [S3AK (CSTR) : "SGKHt 7GzEcuOyXhFhT rLSmep4nJtlw75GBh-

O _FEw=="] [SUSR(CSTR) :"urn:sgws:identity::43979298178977966408:root"] [SBAI (

CSTR) :"43979298178977966408"] [SBAC (CSTR) :"s3-account-

a"]\ [S3BK\ (CSTR\) : "bucket-

anonymous"\]\ [S3KY\ (CSTR\) :"Hello.txt"\] [CBID(UI64) :0x83D70C6F1F662B02] [CS
Z(UI64):12] [AVER(UI32):10] [ATIM(UI64) :1505947988782605]\[ATYP\ (FC32\) :SGE

T\] [ANID(UI32) :12272050] [AMID (FC32) :S3RQ] [ATID(UI64) :17742374343649889669]

]

o2 H0| B85t 2
QHMEE Z{Mst A 9

Cl2 o|d| HIA| XA 22t0|HE = KAIO| ALQSHK| &
SBAI 3! SBACS| 22 Il ARXI HIHE A™ ID Y 0|22 7|12 E.thr 0| ID= S3AI Y SACCOiI e
S2to[HEQ| HIHE AHH ID U 0|21t CHELICEH
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2017-09-20T22:53:15.876415

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :53244] [SAIP(IPAD) :"10.96.112.26"]1\[S3ATI
\ (CSTR\) :"17915054115450519830"\ ]\ [SACC\ (CSTR\) :"s3-account-

b"\] [S3AK (CSTR) : "SGKHpoblW1lP kBkgSCbTi754Ls81BUog67I2L1SiUg=="] [SUSR(CSTR)
:"urn:sgws:identity::17915054115450519830:root" ]\ [SBAI\ (CSTR\) :"4397929817
8977966408"\ ]\ [SBAC\ (CSTR\) :"s3-account-a"\] [S3BK (CSTR) : "bucket-
anonymous"] [S3KY (CSTR) :"Hello.txt"] [CBID(UI64) :0x83D70C6F1F662B02] [CSIZ (UI
64) :12] [AVER(UI32) :10] [ATIM(UI64) :1505947995876415] [ATYP(FC32) : SGET] [ANID (
UI32):12272050] [AMID(FC32) : S3RQ] [ATID(UI64) :68887802475156249021]

ol: S3 RLEHE|A MEHSIL|C}
$3 EX0|ASH HHHOIM 83 Select HEIS RS AL HAXZE 28511 M 10| RBELD.

ofzf ool M= EHIM Fof| MM E 2E ZAF HIA|X|Zt LIEE|X| ELICH S3 MEH Egix
(SelectObjectContent)2t 2tAEl =0t LIFEL|CE.

rz

2 22| S3 Select 24| SU(SISR UEL "HerOR UBE)S 29
.l

St ZAL HIAIX|2F A 2] Soi| 2E2(X[0f| A
HIO|EE HMSl= =4 EFE GET HYUO0|2tE F 7HX| ZAL HIAIXIE ddefLlct.

2021-11-08T15:35:30.750038

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64):1636385730715700] [TIME (UI64):29173][SAI
P(IPAD) :"192.168.7.44"] [S3AI (CSTR) :"63147909414576125820"] [SACC (CSTR) :"Ten
ant1636027116"] [S3AK(CSTR) : "AUFDIXNVZ905F3TW7KSU"] [SUSR(CSTR) :"urn:sgws:1id
entity::63147909414576125820:root"] [SBAI (CSTR) :"63147909414576125820"] [SBA
C(CSTR) :"Tenant1636027116"] [S3BK(CSTR) :"619c0755-9e38-42e0-a6l4-
05064£f74126d"] [S3KY (CSTR) : "SUB-
EST2020_ALL.CSV"][CBID(UI64):OXO496FO408A721171][UUID(CSTR):"D64B1A4A—
9F01-4EE7-B133-

08842A099628"] [CSIZ(UI64) :0] [S3SR(CSTR) :"select"] [AVER(UI32) :10] [ATIM(UIG4
) :1636385730750038] [ATYP (FC32) : SPOS] [ANID(UI32) :12601166] [AMID(FC32) : S3RQ]
[ATID(UIG64):1363009709396895985]]
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2021-11-08T15:35:32.604886

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64) :1636383069486504] [TIME (UI64) :430690] [SA
IP(IPAD) :"192.168.7.44"] [HTRH(CSTR) : "{\"x-forwarded-

for\":\"unix:\"}"] [S3AI (CSTR) :"63147909414576125820"] [SACC (CSTR) :"Tenantlo
36027116"] [S3AK(CSTR) : "AUFD1XNVZ905F3TW7KSU"] [SUSR(CSTR) :"urn:sgws:identit
v::63147909414576125820:root"] [SBATI (CSTR) :"63147909414576125820"] [SBAC (CST
R) :"Tenant1636027116"] [S3BK(CSTR) :"619c0755-9e38-42e0-a614-
05064f74126d"] [S3KY (CSTR) : "SUB-

EST2020 ALL.csv"] [CBID(UI64) :0x0496F0408A721171] [UUID(CSTR) :"D64B1A4A-
9F01-4EE7-B133-

088422099628"] [CSIZ (UI64) :10185581] [MTME (UI64) :1636380348695262] [AVER (UI32
) :10] [ATIM(UIG4) :1636385732604886] [ATYP (FC32) : SGET] [ANID(UI32):12733063] [A
MID (FC32) : S3RQ] [ATID(UIG64) :16562288121152341130]]

HIEIH|O|E HTIO|E HIAIX|

A HAIX[= 83 2t0|AUEIF LEMEO| H|EIH|0|E| S HC|0|EE mff M- EL|Ct.

S3 M|EIH|O|E] HCO|E ZHAF T AIX|

c o|& ME Egjo]A £ AZSHAR

SUPD S3 S3 22t0|HETL 27 =l JHH|e] CBID, S3KY,  "SUPD:S3 H|EIH|O|E{7}
MIEICHOIEIZL  MIELH|O|EE 0| EE j HTRH ?QHIOI I%QLIEF‘
UHO|EE|UE MMEIL|C
L{Ct

Ofl: 83 HIEtH|O|E] HHI0IE

O ol M= 71E S3 RLEMES| HIEHH|O|E{E HHI0|ESH= 3%l EMMMES Hof FLIC

SUPD:S3 H|EtH|O|Ef ¥H|0|E

x= Al2.0

S3 220U ETL X|H &l HIEIH|O|E{E YUT|0|EdlEh= RE(SUPD)S LICt (x-amz-meta-\*)E & X5t
AgLCH 7+ >

olxoM= 273 6‘1IE'|7f A ZEEZSHE FHEJCEE HTRH EHEO| @8 §|E7F Zate|of
SLEE > ZAL S syslog MH). S HZSHYAIQ "ZHAF HIAIX] 8L 27 e S G RILC
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2017-07-11T21:54:03.157462

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :17631] [SAIP(IPAD) :"10.96.100.254"]
[HTRH (CSTR) : " {\"accept-encoding\":\"identity\", \"authorization\":\"AWS
LIUF17FGJARQHPY2E761:jul/hnZs/uNY+avVvV01lTSYhEGts=\",
\"content-length\":\"0\",\"date\":\"Tue, 11 Jul 2017 21:54:03
GMT\",\"host\":\"10.96.99.163:18082\",

\"user-agent\":\"aws-cli/1.9.20 Python/2.7.6 Linux/3.13.0-119-generic
botocore/1.3.20\",

\"x-amz-copy-source\":\"/testbktl/testobjl\", \"x-amz-metadata-

directive\" :\"REPLACE\", \"x-amz-meta-city\":\"Vancouver\"}"]

[S3AI (CSTR) :"20956855414285633225"] [SACC (CSTR) :"acctl"] [S3AK(CSTR) : "SGKHyy
v9ZQgWRbJSQc5vI7mgiodwrdpl ShEO2AUaww==""]

[SUSR(CSTR) :"urn:sgws:identity::20956855414285633225:root"]

[SBAI (CSTR) :"20956855414285633225"] [SBAC (CSTR) :"acctl"] [S3BK(CSTR) :"testbk
tl"]

[S3KY (CSTR) :"testobj1"] [CBID(UI64) :0xCB1D5C213434DD48] [CSIZ (UI64) :10] [AVER
(UI32) :10]

[ATIM(UI64) :1499810043157462] [ATYP(FC32) : SUPD] [ANID(UI32) :12258396] [AMID (F
C32) :S3RQ]

[ATID(UI64) :8987436599021955788]]

AL H|A[X]

ZAFHIAIX]: iR

A A0 A HhehEl ZEAF HIALX[Of| CHet XiAjet 2H 2
HIAXl= A HAIX|ZL LIEILH = 25 228 = &
Ol2f{et D Fet= HAtEl= 232 RS Olssta &
MEISH= o REELICEH

TTod™

CHS MA0f| Lt QSLICE. ZF ZiA}
H HAIXIE 25stot= 20| LHEE LI
ot= RSl ZAHIAIX EEEE

A HAIRIE 4Xi2] AEYE ATMBOR LIFELITE O] YTH S22 ALZs1o) ST HAIXI0] Ciet HBE &
+ gLt
T Md

o

Of ZolM AEEI= 4Xt2| ZE= TS O|H| HIAIX[Of EAIE! ZAL HAIX|O] L= ATYP ZERILICEH

2014-07-17T03:50:47.484627

\ [AUDT: [RSLT (FC32) : VRGN] [AVER (UI32) :10] [ATIM (UI64) :1405569047484627] [ATYP\
(FC32\) :SYSU] [ANID(UI32) :11627225] [AMID(FC32) :ARNI] [ATID(UI64) :94457363265
00603516171

HAX =& 24, 22 EHé? HE 3 ZAL HE20]| Cieh 2| F syslog AMH AHZ0]| CHYt XEA[RH LI 2 S
HZSHUA|IR "ZAL EI1|/\|7(| | 20 tfjehs g
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ZAF HIAX] HF

AAE ZAFHAIR]

A|AE ZEA HZ=0f
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