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StorageGRID dashboard Actons

~  You have 4 notifications: 1 @ 3 A

Overview Performance Storage ILM Nodes
Health status @ Data space usage breakdown @ Lt
2.11 MB (0%) of 3.09 TB used overall
License
1 Sitename & Data storage usage + Usedspace S Total space %
Data Center 2 0% 682.53 KB 926.62 GB
Data Center 3 0% 646.12 KB 926.62 GB
License
Data Center 1 0% 779.21 KB 1.24TB
Total objects in the grid @ Metadata allowed space usage breakdown @ L

3.62 MB (0%) of 25.76 GB used in Data Center 1
0 Data Center 1 has the highest metadata space usage and it determines the metadata space available in

the grid

Metadata space 2l
Sitename & P ~ Usedspace = Allowed space %

usage
Data Center 3 0% 2.71MB 19.32 GB
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You have 4 notifications: 1 @

Overview Performance
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StorageGRID dashboard

Nodes

Clone active dashboard
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Tab name
Qverview
Select cards |
s M L M L XL
Health status @ Data space usage breakdown @ iy
0 3.50 MB [0%) of 3.09 TB used overall
License
1 Sitename S Data storage usage o Usedspace 2 Total space &
Data Center 1 0% LTIMB 1.247TH
Data Center 2 0% 52111 KB 926.62 GB
Heiaa Data Center 3 0% 790.21 KB 926,62 GB
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Nodes

View the list and status of sites and grid nodes.

& Q Total node count: 12
~

Name 2 Type = Objectdataused @ 4  Object metadataused @ & CPUusage @ =
StorageGRID Webscale Deployment Grid 0% 0%
~ PEL Site 0% 0%

€ bcr-apm1 Primary Admin Node 6%

@ oci-ArRC1 Archive Node 1%

A DC1-GL Gateway Node 3%

DC1-51 Storage Node 0% 0% 6%

DC1-52 Storage Node 0% 0% 8%

DC1-S3 Storage Node 0% 0% 4%

HE Ef Ot 2

LE7F 2= E2|5|0] Q= R = 0|2 Hof| L2 Ot0|2 F L7t HA|ELICE,

ofol28 4
228
@ © AZE|T) 3

o & Qli= O|RE =9 HAO| #7|7{Lt LE9)|
MH[ATEO7|X| o7 TR E| RS LT Ol E S

20| MH|AT} FX|E| ALt
7| X| ¢t2 HHOZ Qlsli =] HESRA

ot H
- =

HA

4>
gjo

HEO| BAE = UASLICL

LSAAE T

*

el &

—-_= O

of =

S0, =29 SAEZS FX[St7L} CHA|
Aot MH|AS CHA| A|ZFSHOF g 2= AELICE.

C AT pelEls B2 XY B0 LT Y 4
SOZ LIEIL £ UBLICH 023t 2L
MEHS SAIE 2 AT




Oto| 2= Y Aol Hegt

SEIgLCt

o © HEE[X| S - 2| St O] Lo Sgs F= LEO0| A=K 2elgh|Ct
OldEl Ol /2 =7t 220 HARO JAX[  StLt o|go] Fuvt gdstel 2 "2 212
g Lct. MEfLCH F ZXE HEHAL.

Ol S0, 9| & = MH|ATI HAXOo=
BEE /UL LETF HEE FO0[AHLE

AT ELY0{7} Fa20|= SYLICE Stk 042
B0t &y dEY = ASLICE

0l2{3t LEL 7|20l BHZ 7|02 80

— 71— =

O 7Y S10| 22l HEHZ |2 ghLTf.

LEIF BN 2EIEE 7)E 3107t AUS o= AKX "HEE|X| §4S" OI0| 22 LIEFE LI}, L =of 2y 2E
He{H =5 MERL T

mjo

oto|2

-
ot

of c

==

it

4 317t

rir

B2 E 0|5 Hoi| Ct2 Ot0| 2 F StLE7F EA|E LT,

* #12} *: StorageGRID = EL} MH| A9 HXQl Z5S HE H|F Xl =0 EXgLLt. 7|2 2HE
Zoliof HLICt. 2X7F HEE|X| Q™ MH|ATF SEE[HLE CO[E{ 7L &4 E =

50 | ¢

B H U LI

& « Major * #1%) Aol FES DXL /3 ZT0| ChEt AAIZLo DR HIH AN | Zx{SL|Ct,
StorageGRID ' EL} MH|AQ| MAF RH=S HIHAE Ol Al 2 ZX|31X| YE2 £Q ZADE FASID BE 7|2
o2 s SF

T'_‘xﬂa (¢ EOHOI: |=|L‘||:|'-

2
)

* Minor *: A|ARIO| @YX O ZFSIX|T A[ARO| AL 2HFY R A|AH J|500 Jeks & =+ U=
HIEEXQl SEf7E EXEL|CE 2Ot fZiet 2HE X2H5HX]| T AHHE Q2 H2SIX| ¢i2 Atast F1E

HL[E{&IstD sl Zotof fLICt.

A AR ALO|E = B0 CHet M2 FEE SLT

E HO[S0 EAlE HEE “'513'0f31“4 M HEo M 2RSS L™ ELICH A|A”> 0|,
oBHD MG A g,ggql:}(oﬂ_ *gat* & Yot ZE AHO|EQ0] LEE WEA &S £ ASLICH.

—_
~

J2|E, AO|E = L Eof oigt YEE 22 L3S AL )

* EF OIOIH MIE| AIO|EES MEHSIH SHE AO|ES| BE = =0f CHet 84 A4S & + AUSLICE
PS

m

g =5 MESHY ST L E0f| Chet MR HEE UL
e |Ms SLt

e e 2t ol th3t 7|2 HEE MBHLICH E3t #A S0 HHS Fe BE YU
EAIILCE

SAl



e #2 2= =20 ohsl EAIELIC.

e Hol == FH MMo= 2o thet 7|2 27 LHEE LT

Overview

Display name:
System name:
Type:

|D:

Connection state:
Software version:

|P addresses:

NYC-ADM1 (Primary Admin Node)

Node information @

Hardware Network Storage Load balancer Tasks

NYC-ADM1

DC1-ADM1

Primary Admin Node
3adblaa8-9c7a-4901-8074-47054aa06ae6
& Connected

11.7.0

10.96.105.85 - eth0 (Grid Network)

Show additional IP addresses v
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Alerts

Alertname % Severity @ 2 Time triggered 5 Current values

Low installed node memory [

o Critical 11 hours ago (7] Total RAM size: 8.37GB
The amount of installed memory on a node is low.
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DC3-S3 (Storage Node) & X
Overview Hardware Network Storage Objects ILM Tasks
1 hour 1day 1 week 1 month Custom
CPU utilization @ Memory usage @
4% 100%
30%
75%
25%
20% 50%
15%
J 25%
10% \/ [\ﬂ N
5% 0%
14:00 14:10 14:20 14:30 14:40 1450 14:00 14:10 14:20 14:30 14:40 14:50
= Utilization (%) - Used (%)
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Memaory Usage 2]
T00.G0%
2020-05-20 14:08:00
75.00% = lsed {%): 44.70%
Used: 11.30 GB
S0.00% = Cached: 6.55GB
= Buffers: 14256 MB
25 DD% = Freg: 7.2B GB
= Total Memory: 25.28 GB
0%
13:50 14040 14:10 14:20 14:20 14:45
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DC2-SGA-010-096-106-021 (Storage Node) & X

Overview Hardware Network Storage Objects ILM Tasks

Node information @

Mame: DC2-5GA-010-096-106-021

Type: Storage Node

10: f0890e03-4c72-401f-3e92-245511a38e51

Connection state: 9 Connected

Storage used: Object data ™ @
Object metadata 5% @

Software version 11.6.0 (build 20210915.1941 afce2da)

|P addresses: 10.96.106.21 - eth (Grid Network)

Hide additional IP addresses A

Interface & IPaddress &
eth0 (Grid Network) 10.96.106.21
eth0 (Grid Network) fe80::2a0:98ff:fe64:6582
hic2 10.96.106.21
hic4 10.96.106.21
mtc2 169.254.0.1

Alerts

Alert name % Severity e = Time triggered & Current values

ILM placement unachievable [
© Major 2hoursago @
A placement instruction in an ILM rule cannot be achieved for certain objects.
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SIQIEILIC} CHE AI7H 2212 BAIBI2{® ALE i 20T 9(0] Y= HEE 2 o[LEE MSfRILICE 1A1Z) 1
al N L= 17 ZHHO 2 A2 753t MEE EA|°|' 2 QISLICH Euf ol A|ZFHQIE X|HE 4~ =

= T M-d = T M
f%xf x|7g HAS2 4 a2 JAELICHL
DC3-S3 (Storage Node) & X
Overview Hardware Network Storage Objects ILM Tasks
1 hour 1day 1 week 1 month Custom
CPU utilization @ Memory usage @
35% 100%
30%
75%
25%
20% 50%
15% = b
AT aAARAR
1% \n /W ||I | .J"\ﬂ! \ || [\f‘wﬂb’l\
! guy Uil
5% 0%
14:00 14:10 14:20 14:30 14:40 14:50 1400 1410 14:20 14:30 14:40 14:50
- Utilization (%) - Used (%)

[=TK

b. ot 2 ¢3§6+04 MEel 1M @4
] Dﬂ _J‘\_ J(k)

EE 2LCt 0] Hojl= ofSato|otAc] B 0|2, HESE 0|F, Y
Q0| Mefot 22

= = =
2 FEIF T 0] ASFLIC

EH

rr

e

d

|S0l A

rr

@ RS HEES BMC IP 3! ARE St=Qojet 22 28 2E
O{Z2t0[ 1 201 CHEH A 2E LIEFEHL|CE,

AERX| Aol 1HR4 8l HX| Al 2F Pt o{Z20[A A H|0| = of2ef 7HE Ef|o[=0i| EAIELICE
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StorageGRID Appliance

Appliance model: @
Storage controller name: @
Storage controller A management IP: @

Storage controller WWID: @

SG5660

StorageGRID-5GA-Labll

10.224.2.192
600a098000a4a707000000005e8ed5fd

oEcfo|A 2™

AER[X] AEER O|F LIt

AERX| HEEZ AZE[IP

0| StorageGRID HE2I0|AHAQ| B S = SANtricity OSH| L2t

A LI

SANTtricity OSOf| EA|El 0] StorageGRID HZ2t0|A 2| 0|2 Q]L|C}.

s
E
I
1
Ff
Storage appliance chassis serial number: @ 1142FG000135 E
Storage controller firmware version: @ 08.40.60.01 3}
Storage hardware: @ Nominal ||| j{
i
Storage controller failed drive count: @ o} ||| }
Storage controller A: @ Nominal il f
-]
&
Storage controller power supply A: @ Nominal ||| P
!
Storage controller power supply B: @ Nominal ||l
Storage data drive type: @ NL-SAS HDD
Storage data drive size: @ 2,00TE i
Storage RAID mode: @ RAIDG E
3
Storage connectivity: @ Nominal 1
Overall power supply: @ Mominal ||. i}
Compute controller serial number: @ SV54365519 Ii
N
Compute controller CPU temperature: @ Nominal ||| ¥
Compute controller chassis temperature: @ Nominal | I 1 %
3
J
|
;
Storage shelves l
Shelf chassis serial 3
I
$ shefiD @ = Shelf status @ IOM status @ {
number @ {
{
SN SV13304553 0 Nominal N/A i
b
*
Appliance E|O|29| Z = A

AER|X| ZHEEZ AQ| 22| ZE 10f CHSH IP TAQILICE O] IPE A5

SANTtricity OSOl| 2| ASHH AEZ|X| ZH|E SiE

=]
(=13
=

A
T

ol
A

Lot



Appliance E|O|29| Z =
AER|X| HEZER B 22| IP

AEE|X| ZEEZ WWIDYIL|CH

AEE|X| O F2f0[A A
HSQlL|CH

MA| €&

[

AEE|I| 9‘| EEE-l
H—|I1OI|_||:_|.

20

AE2|X| SEES|0f

AE2[X| AEE2{9| E2t0[E 7}
ST

AEZX| HESEH A

AER[X[HAEER B

AER[X| HEER HE 35 XA

AE2[X| HES ME

—

AEZ|X| H|o|E E2}0|E
SYULICH

AEZ|X| H|o|E E2to|H
37|L|Ct

AEE[X| RAID 2E

AER[X| HE

Okl
il
0
>t
o

MH

= O

AEZ[X| ZHEEZ BO| 22| ZE 10 izt IP FAQLICH O] IPE ARSI
SANtricity OSOll HM|ASIH AEZ|X| 2HIZ siZS 4= AUSLICE

LH O Z2t0|HA HEHo| = AE2|X| ZEEE] BIt GlELICH

SANtricity OSOll EA|E[= AE2|X| HAEE Q| ™ MAH AEXIUL|CE

{S2t0[ AL MA[ LA HS LT,

O o{Z=t0|A 20 et AEE|X| HAEER{2| He|0f HHYLICE

AEEX] ZAEED StEH 012 FH| HEIRILICE SANtricity System
Manager0fl Al AE2|X| StELI0{0fl CHEE Needs Attention(F2| ZR)
AEE HNdt= AL StorageGRID A|AEIT 0] f2 E0gLICE

HEf7E ROl HQQl Z MK SANtricity OSE AFE3I0] AE2|X]
ZHEEZE oIt O3 C}S AHZE| HAEER|| ML= 12
=X ZelgfLict.

ZEI}

A[F9| E2t0|E =7t OFEL|CY.

AEZ|X| ZESE AS| HEfYLICE

AE2[X| AEER BO| HEYLICH LF O 20|AA 2R AEE|K]|
ZEE® B7} glaLitt

1 S5 ZAAS| HEfLICt.

rdo

AER[X| AEER O H

—

OH

AER[X| AEER{9 HE

—

= Xl Bl JEHYILICE.

HDD(3HE E2to|g) &
catole fEQlL|Ch

CF= SSD(Solid State Drive)2t 22 0{Z2t0|AHA 9|

StLte| C|OJE E2t0|Ee| 7 37| LT

* AT % B YU Y E0| P9 S ASSHIAIR 2 Yol
HlolEf S2to| =7|elLich cidl Q3 Satols 37| Hmnjct CE
+ it

AN H

o{=2to[ A 20f chdl -4 & RAID ZE=LICt.

AEE|X| H& JEiYLICE
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Appliance H|O|E2| 2=

EE&2| BMC IPE AlttgfL|Ct

oY

3
om
]

2] MA| 28 Al T

g2 S
I MA| LH HS L}

M

of

mH  oR

2to[AA0f CHet 2E T3

— =

Ok

= ZX[o] HEfLIC].

oY

EEl HAEE0| Y= BMC(HIO|ARE 22| HEES) ZEQ| P

F2YLUCh ol IPE Af95f04 BMC QIE{H|0| A0 HESHH O{S2t0[AA

SIERO1E 2LIE{ &St TITHRfL|Ct.

BMC7} ZE|X| 942 O{S2t0|AA Z-O= 0 2EJH HA|Z|X|
OFA L_IEI._

(=]

HRE ZEED{o €& Ha gLt

g HEEF 6f':°4|01°| HEHRILICH Eo| ARE SHEH02f
=907t gl oEEt0|AA 2-of= O| ’1":7f HA|E[X]

HRE ZEES{9 CPUS| 2k HEHYLICE.

HRE HEED 2 HEiLICt

4 2ha MO = SG6060 X SG616001 T XM EL|CH
AEZ|X| 2ol FH| SEHRLICE.

=
Mmo| gz o

oM ot
40 oz
mn

AEE|X| HOo| My 33 HK[Q MA| AEfIL|CE

AER[X| oo Y= E20{9 MEHRJLICE s @IS - MEtof| AEol
Ho

ST

(IOm)2| HEHLICE S S - =hah Hm7t ot

rir



- 2 HEQ30| st BEE He{™ * Network * £ MEHSIAA

g 2=t MY
™ AEfRILICE AER|X| Ao = HZE Mol MA| AEjL|CE.
calole &2 AEZX| HOo| £ E2to|E &8 £QlL|Ct
Clo|e E2to|= AEZ|X| gl E2t0|E 2, H|0|H AEZ|X|0f AFSE/L|CH
Hlo[E E2to|E 37| AEZ|X| 2o = o] E2H0|E 1719l f= 3 7||LICt.
FHAl EtO|E FHAIZ AL E|E AEZ|X| #Io| =20l 4-lL|Ct,
FHAl E2to|E 37| LIt AER|X| oM JHah &2 FHA| E2t0|Eo| I T|L|Ct LR O Z FHA|

cetolEE 2% 37|79t Z&LC

T HEfLIC AER[X| Amof 1Y e LTt

HE{7} "SE"0| OFl B wixi %43'_% dESLICH SANtr|C|ty AA" ZHE|XHE AFESH0 0|22 ot=9l|0f 2t
S LRl CHal ZtM[3| 2otE == AELICE ®MF X[ 3 |X| 22| XHS HESHAL.

=

Q.

HE®Z Eaiy O2iZE= HH| UESS Ecimiol tist %= S ettt

1 hour 1day 1 week 1 month Custom
Network traffic @
650 Kb/'s
600 kb/s
550 kbfs
500 kb/s
450 Kb/s

10:10 10:15 10:20 10:25 10:30 10:35 10:40 10:45 10:50 10:35 11:00 11.05
== Received Sent

a. HESR 3 Hmo|A MMHS HESLICE

Network interfaces

Name @ = Hardware address @ = Speed @ Duplex @ = Auto-negotiation @ = Link status @ =

etho 00:50:56:A7:66:75 10 Gigabit Full Off Up

15



HIE 9IS QIE{HI0| A E|0] =] * Speed * Holl Y= 242 AHEBHOY 0fB2t0|21A0| 10/25-GbE HIEHID
EEJL E|S/HY] D EE L ACP REE AIBSIZE PHEIQUX| HIGHIAIR.

(D) =l BNE 22 arhel Y37t 25 ASEICHD JHBLICE

2|3 o BEcpc JHE HIC &3 &£ X (hic1, 04 O2|=/220|HE
hic2, hic3, hic4) HESIT 2% (etho,
eth2)

A LACP 25 100

x LACP 25 50

nks| Active/Backup(Z4/2e! 25 25

)

A LACP 10 40

ks LACP 10 20

nks| Active/Backup(ZA/#id 10 10

S HXSHYAR "HERT I E FEELICH 10/25-GbE ZE 40| Tt XhMIet LHE2

Receive & Transmit H|0|E2 Zt HERZE Sl 4 & MESE HIO|E S miZIQ| ot J|Ef 41 2 HE
HE2S =HoiFLICh,
Network communication
Receive
interface @ = Data @ = Packets @ = Errors @ %  Dropped @ = Frameoverruns @ = Frames @ =
etho 2.89GB 1 19,421,503 1l o 1h 24,032 1L 0 1h 0 1l
Transmit
Interface @ = Data @ = Packets @ = Errors @ = Dropped @ 2 Collisions @ = Carrier @ =
eth0 364GB ik 18,494,381 1l o 1L o il 0 ih o il
* 2 MEdsE 248 G|0|E| 2 24| HEFC|O|E{of CHe§ AlZtol| 2 AEa|X| AFR S} C|A3 ClHLO|A,

|
U 28] KEA0 e HEE HoiRE QIS 2 4 YALICH



https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/configuring-network-links.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/configuring-network-links.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/configuring-network-links.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/configuring-network-links.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/configuring-network-links.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/configuring-network-links.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/configuring-network-links.html

Storage Used - Object Data @

100.00%
75.00%
2021-03-13 14:45:30
50.00%
= Used (%) 0.00%
2E AD% = Used: 171.12 kB
= Replicated data: 171.12 kB
- 5 = Erasure-coded data: 0B
D a0 T 120=iulih 310.81 GB
== |lsed (%)
Storage Used - Object Metadata @
100.00%
Ta.00%
2020-08-04 14:58:00
50.00%
= Used (%) 0.00%
— Used: 539.45kB
E = Allowed: 132TB
= Artual reserved: 3.00TB
0%
14.50 15:04 1510 15220 1530 15:40
== |zed (%)

. OlEH2 ASZ0t01 2t 28 W QUAHE KEA0IH A THs e AE2|X| Y2 HOIBHLICY,

o - —

2t |:|

e

A 39| M M[A| 0| F2 SANTtricity OS(HZ2I0[AALS| AEZ|X| HEEE0| HZEE 22| AT E0])0i[A
TEESHEEM '—fEH—f =5 WWID(World-Wide Identifier)2t 2 X|gtL|C}.

=5 OM2E X|"ah 23 e o233 ¢7] 8l 7| SHIE diAfota{H C|23 FX| H|0[S2] * 0| & * ol EAIE
O|E(F, sdc, SDD, SDE §)2| A #imj £20| =& H|0|22| * FX[ * Bof| HA|l 2tah LX[L(ct.
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Disk devices
Hame € = World Wide Name 8@ = Woload €@ = Read rate @ writerste @ =
croot{8:1 =dal) MR 0.04% Obytes/= IKBfs
cwloc(8:2 sdal) Ml 0.6T% Obytes/s 50 K8/s
scc{8:16,5db) MR 0.03% Obytess 4 KB/=
sehd (8:32,5dc) MiA 0.00%: 0 bytes/s 32 bytes/s
sdheid:48 sdd) M 000k 0 bytes/s 82 bytes/s
Volumes
Mount peint @ = mevice @ = swas @ 2 sie @ = Avallabie @ = Write cache status @ =
! croot Oniline 21.00GB 147568 1l Unknown
fvarflocal cwlac Oriline 85.86 GB 840568 1l Unknown
Jvarflocal/rangedb /0 sdc Online 107,32 GB 1w7i7ce il Enabled
Ivaeflocalfrangedb/1 sdd Online 107.32 GB 107186E 1l Enabled
Ivar/localfrangedb/2 sde Online 107.32GB wr.iece al Enabled
Object stores
o8& = Size @ = Avalzble @ = Replicated data § = ECdata @ = Dhbject data () @ = Health @ =
Lalily 107.32 G8 9644 GE . 124 60 KB 1, o bytes 1l .00 Mo Errors
ool 107.32 GB 1wr1ece 1l D bytes gl 0 bytes . 0.00% Mo Errors
o002 107.32 GB w7.18Ge |l 0 bytes il O bytes 1l 0.00% Mo Errdes

O{E2to|A 2| == 5l A[O|ES0] L==0f Chet YEE SLIT

' £ HO|X|ofl= MH|A AtEHo] CHEH Mot Ba| L C i H0|ELI0] R AREE 2t MH|A 0jZato|el Ao
CHet 2= ZEE), C|A3 Clbfo|A Y HEST 2|AA0 ch3t HiEo LIREILICH E3t 0|22, AE2|X| sh=Rof,
HERT 2|44, LIEYS QIEIHO|A, HIEYS F4, HlO|E{S 41511 MAFLICH
o

1. == HO| X0 O{Z2}0| Q1A B2| L i 0{Z2t0| A HO|ER0| L ES MEtBtL|TY

2. 742 * 5 MeBtLICt,

e Eeol L FE MM&o= 20| 0|8, RY, ID 3! &2 HEiQt 22 = Eof thet 20 FEIF HAIELUCH IP
T4 FEO|= ChSah 20 2t FA40] oig QIE{H0|A 0|F0] ZetE LT,

c
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° *adllb * %
° *eth* J2[E HES S, 22|Xt HIEH3

° *hic *: O{Z2I0|AHA0| J= 2

*adlli *: 22| HERIZ QE{Ho| A0 &4/ 2T S ArEdts 300 EAIELICH

° *MTC *: {E2I0|HAY U= 2218 1Gb

L= 220

2|™ 10GbE, 25 EE= 100GbE ZE Z SILIQIL|Ct, 0|23t LE = SHj|
HZE|0] StorageGRID 12| = HE 3 (eth0) X S2I0|HE HIERIT(eth2)0fl HEE £ &L

E ZE = SILIQIL|CE SHL} O|M°| MTC QIE{I{|O| A7} 22|

HE23 AE{H0]| 2(eth1)E Y Y 3PE§ EE."-IEF CHE MTC 2IE{H|O|AF HO[E] HIE W 7|=Xte Al
ZZ AZ MY = UALE = = UASLICE
10-224-6-199-ADM1 (Primary Admin Node) & X
Overview Hardware Network Storage Load balancer Tasks SANtricity System Manager

Name:

Type:

D:

P addresses:

Connection stata:

Software version;

Node information @

10-224-56-193-ADM1

Primary Admin Node
6fdc1890-cada-4493-acdd-T2ed317d95fb
Q Connected

11.6.0 (build 202109281331 66E8Teel)
172.16.6.199 - ethD (Grid Metwork)
10.224.6.19% - ethl (Admin Network)

47.47.7.241 - eth2 |Client Metwork)

Hide additional IF addresses A

Interface =

IP address &

ethz (Client Network)

eth2 (Client Network)

eth2 (Client Network)

47.47.7.241

fd20:332:332:0:e42:21f:fe86:b5b0

fe80:e42:a1ff:fel86:b5b0

hic1 A7.47.7.241

hic2 47.47.7.241

hic3 47.47.7.241
i Hol 21 MAMol= =0l chet 2 21071 EA|ELICH

3. O{Z2t0|A20f| TS XhA|H

a. CPU Utilization(CPU AF2&) ¥ Memory(HI22[) J2iT
SHOISHL|C} CI2 A7 2HAS BA|3}2{™ AIE E= 0

[

LHES HefH * StER0] * & HESHHA|I2.

= MHE CPU % HiZ2| AHSH HIES
e 2ofl A= HEE T StLtE MEELICH 14124, 1
o m]

U 1% e HE PHOR AR JHS3 HEE BAIZ 4 UABLICH U U AIZHHIS RFE + A=
|.Rx|. x|x-| 2HAS A™SH &0 QI&L|CTH

12 =2o=2

19



20

Overview Hardware Network Storage Load balancer Tasks
1 hour 1 day 1 week 1 month Custom
CPU utilization @ Memory usage @
12.5% 100%
10%
75%
7.50%
50%
5%
N e
0% 0%
1720 17:30 17.40  17:50  18:00 1810 17:20 17:30 1740 1800 1810
== Utilization (%) == Used (%)
b. Ol2f2 A3 ESI0] HES 14 @A HE SLICH 0| Holls 2H 0|5, YA Hs AEE Helof HH % %

74 249| JEfjet 242 FEIF ZHE[0 JASLICH

StorageGRID Appliance

Appliance model: @
Storage controller failed drive count: @

Storage data drive type: @
Storage data drive size: @
Storage RAID mode: @
Storage connectivity: @
Overall power supply: @
Compute controller EMC IP: @

Compute controller serial number: @

Compute hardware: @

Compute controller CPU temperature: g
Compute controller chassis temperature: @
Compute controller power supply A: @

Compute controller power supply B: @

SG100

0

55D

960.20 GB
RAID1 [healthy]

Nominal

Mominal |||
10.60.8.38
372038000093
Nominal ils
Mominal ils
Nominal ||.
Nominal ils
Nominal ils

Appliance H|0|S2| HE A%

ojZ2o|ia 2

0| StorageGRID 0{Z2t0|HA S| &

=]
=

Gl

=3

ol
=

L|Ct.




M

Appliance E|O|29| Z = Ad
S|

AEZ|X| ZIEER{S| E2[0|E =7t %K 9| E2t0[H 47} OtEL|CY.
AYSLICH

AEZ|X| 40|E E2to|Y HDD(st= E2}0|E) EE= SSD(Solid State Drive)2t 22 H{Z2t0|¢1A S
SYULICE E2to|E 23lL|Ct.

AE2[X| B|oJE =2t0|2 otLte| H|o[E] E2fo[E2| = 37| LIt

37|t

AE2|X| RAID 2E 0{Z2to|dA 9| RAID ZEL|CH

HH HH 52 B4 OfZafoliA0 U= RE HH S5 TR JEIYLIC.

EE2 BMC IPE Al&EL|Ct dFE ZEES0| A= BMC(HIO|AEE 2| AEES]) ZEQ| IP
FAULILE o| IPS Af33f04 BMC 2IE{mf| 0| A0f HEBI0| O{Z2t0[AA
SIE/E ZLIE st ZIEE = AELICE

BMCIt ZE|X| g2 O{F 20| A 2| = 0 EEIH EAIE[X]

eeLCt,
AR HESe| YA MSYLIH  HEY HES2YQ YA MSYLIC,
HEY ot=fof 2B 2ES2 st=flofol AlfeiLict.

ZHEE2| CPU 2 AH|AtgtL|Ct

oY

Ew
om

ZEE2{Q CPUS 2k HENRLIC

H

Z

—

Im
M

EEZ MAI 28 ALt &

om

29| 2 JENRLICY

HEZ E2fE o= FA| HEZ Ecfmof et 292 ST
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1 hour 1day 1 week 1 month Custom
Network traffic @

650 Kb/'s

600 Kb/s

550 kb/s

500 kb/s - — —

450 kb/s

10:10 10:15 10:20 10:25 10:30 10:35 10:40 10045 10:50 10:55 11:00 11:06
== Received Sent
a. LES3 QIE{H0|A MM HESILICE
Network interfaces

Name @ = Hardware address @ = Speed @ Duplex @ = Auto-negotiation @ 2 Link status @ =
eth0 0C:42:A1:86:B5:B0 100 Gigabit Full Off Up
ethl B4:A9:FC:71:68:36 Gigabit Full Off Up
eth2 0C:42:A1:86:B5:80 100 Gigabit Full Off Up
hicl 0C:42:A1:86:B5:B0 25 Gigabit Full On Up
hicz 0C:42:A1:836:B5:B0 25 Gigabit Full On Up
hic3 0C:42:A1:86:B5:B0 25 Gigabit Full Oon Up
hic4 0C:42:A1:86:B5:B0 25 Gigabit Full On Up
mtcl B4:A9:FC:71:68:36 Gigabit Full On Up
mtc2 B4:A%:FC:T1:68:35 Gigabit Full On Up

HE 3 QAE{H|O|A H|O|S229| * Speed * E0f| U= S AFRSI0] HEEI0|AHAL] 407H/100GbE HIER 3
TE 4747} HE|H/ MY R EE | ACP ZES ABSHE S THEIUEX] SelstAIR.

®

O EAE 22 4702 HAT 2F A

ElCt 7t

bakly
oH

L|C}.




2|3 o BEcpc JHE HIC &3 &£ X (hic1, 04 O2|=/220|HE
hic2, hic3, hic4) HERZ £ 5 (etho,
eth2)

EA LACP 100 400

nps| LACP 100 200

Inks Active/Backup(ZA/ei¢] 100 100

)

ZA LACP 40 160

eS| LACP 40 80

Inks Active/Backup(2A/2¢] 40 40

)

b. EYZ S4 MHS HESLICH

-_— — 1=

Receive % Transmit HIO|22 Zt HEEX A0 A A 3 M&E HIO|E 8l Ii31o] ~2F 7|El =41 8l M&
HE=S HHELICT.

Network communication
Receive
Interface @ = Data @ = Packets @ = Errors @ % Dropped @ = Frameoverruns @ = Frames @ =
etho 2.89GB 1l 19,421,503 1l 0l 24,032 1h 0l 0l
Transmit
Interface @ = Data @ = Packets @ = Errors @ = Dropped @ 2 Collisions @ = Carrier @ =
etho 3.64GB ik 18,494,381 i, o il 0 il 0 1l o il

5. MH|A O{E2to|HAQ| C|AS FX| B! 2E0]| CHet YEE 224 * Storage * £ ME{SL|CE
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DO-REF-DC1-GW1 (Gateway Node) & X

Overview Hardware Network Storage Load balancer Tasks

Disk devices
Name @ = World Wide Name & = /Oload @ = Readrate @ = Writerate @ 2
croot(8:1,sdal) N/ 0.02% 0 bytes/s 3 KB/s
cvloc(B:2,sda2) MN/A 0.03% 0 bytes/s & KB/s

Volumes
Mountpoint @ =2  Devie @ =  Status @ =2 Size @ = Available @ =  Writecachestatus @ 2
/ croot Online 21.00GB 14.73GB 1h Unknown
fvarflocal cvloc Online 85.86 GB 84.63GB 1h Unknown

HE®?3 #S SLIt

HEHI #2 =, MO|E = 12|22 BE HE/ S QEHO|AS Soff 4 U HEE
YEYT E2fmg BojFE JHTE EAIFLICH

HERZ H2 ZE 5, ZH A0|E 3 FA| 22| =0f s EAIELIC

CH2 AI7t2h2{2 BASI{B AHE i Y 9|0 Qs HES 3 SHIS MeBILICE 1AI7H 12, 15 = 14
2702 Ag JHSt HEE BAIR 4 USLICH U % AIZ HIIS KW 4 U AR X 2GS 2y 4

AL,
L2 FR UEHA AHIo|A BOf| 2f LEo| E2|H WESRIZ ZEO tist WLt Lot ASLICH Network

E
communications(UE¥3 EA) Hofl= 2t 29| £=A1 3 M4 Xt E2to|Holl M 202l TXF FH2E0fl it M5
HHEI} Lo Q&L

24



DC1-S2 (Storage Node)

Overview Hardware Hetwork Storage Objects ILM Tasks

1 hour 1 day 1 week 1 month Custarm

Mcawork traffic @

650 kbi's
€00 kbr's
550 kb's
B kb/s
450 kb/s
1605 10:14 1315 020 1E25 1033 12:33 40 145 5 1638 11:6d

Network interfaces

Name & = Hardware address @ = speed @ puplex @ % Aute-negotiation @ = Link status @ =

ethi O0:50:56:AT:E8-1D 10 Gigabit Full Off Up

Metwork communication

Receive
Interface @ = Data @ = Packets @ = Errors @ = Dropped @ = Frameoverruns @ = Frames @ =
ethi 30468 1ls 20403428 1l o ik 24,899 il, | o ih
Transmit
intarface @ = pata & = Packet: @ = Errors @ = Dropped @ = Collisions @ = carrier @ =
ethi 36568 1l 19,061.847 1l, o ik | | [ |
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DC1-S1 (Storage Node) & X
Overview Hardware Network Storage Objects ILM Tasks
1 hour 1 day 1 week 1 month Custom
Storage used - object data @ Storage used - ohject metadata i@
100% 100%
75% 75%
50% 50%
25% 25%
0% 0%
15:30 1540 1550  16:00 1610 16:20 15:30 15:40 1550 16:00 16:10 16:20
— sed (%) = Used (%)
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Disk devices
Hame @ = World Wide Hame @ = WOoload @ = Read rate @ = Writerate @ =
croot{8:1,5dal) MR 0045 0 bytes/s JKB/s
cwlocl 82 5dal) WA 0.67% Obytes/s 50 K8/s
sdc(8:16,5db) /A 0.03% Dbytes/'s 4 KB/s
sthd [8:32,5dc) N/ 0009 0 bytes/s 82 bytes/s
scheld 45 sdd) M 0004 0 bytes's 82 bytes/s
Volumes
Mount peint B = Device @ = status @ = sie @ % Avallable @ = Write cache status @ =
! craot Oriline 21.00GB 1475GB 1l Unknown
fvarflocal cwloc Online 85.86 GB 240568 1l Unknown
Mvarflocal/rangedb/0 sdc Online 107.32GB 10717 GE i, Enabled
Ivaeflocal/rangedb/1 sdd Online 107.32GB wrisce il Enabled
Mvarflocalfrangedb/2 sde Online 107.32G8B 10718 GE 1, Enabled
Object stores
cé = size @ = Avaiable @ = Replicated dats @ = ECdata @ = Dbjectdata {3) @ = Health @ =
oooe 107.32 GB a6.44GB 1l 12460 KB 1l obytes 1k 0.00% Mo Errors
00l 107.32G8 wrisce 1k obytes 1l 0 bytes 1l 0.00% Mo Errars
o002 107.32 GB 10718 GE |l O bytes 1l obytes 1l 0.00% Mo Errdrs
B ye
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DC1-S1 (Storage Node) 2

Overview Hardware Network Storage
1 hour 1day 1 week
53 ingest and retrieve 0
1B/s
0.750 B/s
0.500 B/s
0.250 B/s
0B/s
1200 1210 1220 1230 1240 1250
== |ngest rate Retrieve rate
Object counts
Total objects: @ 1,295
Lost objects: @ 0 |l'
53 buckets and Swift containers: @ 161

Metadata store queries

Average latency: @
Queries - successful: @
Queries - failed (timed outl: @

Queries - failed {consistency level unmet): @

Verification
Status: @ No errors
Percent complete: @ 47.14%

Average stat time: @
Objects verified: @ 1]

Object verification rate: @

Data verified: @ 0 bytes
Data verification rate: @ 0.00 bytes |
Missing objects: @ 0

Corrupt objects: @ [1]

Corrupt objects unidentified: @ 0
Quarantined objects: @ 0

10.00 milliseconds

14,587
0

1]

0.00 microseconds

0.00 objects | second

second

Objects

ILM

1 month

1B/s

0.800B/s

0.600B/s

0.400 B/s

0.200B/s

0B/s

1Z2:00

Tasks

Custom

Swift ingest and retrieve 9

No data

1270 12:20 1230

12:40

12:50
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DC2-S1 (Storage Node) @
Overview Hardware Network Storage Objects ILM Tasks
Evaluation
Awaiting - all: @ 0 objects il
Awaiting - client: @ 0 objects il

Evaluation rate: @

Scan rate: @

Status: @ Idle

Mext scheduled: @

Fragments verified: @ 0
Data verified: @ 0 bytes
Corrupt copies: @ 0
Corrupt fragments. @ 0
Missing fragments: @ 0

0.00 objects [ second

0.00 objects / second |||

Erasure coding verification

2021-09-09 17:36:44 MDT

"HE 8 F7| HelE ZLEZL O

"StorageGRID 2"

29


https://docs.netapp.com/ko-kr/storagegrid-118/admin/index.html
https://docs.netapp.com/ko-kr/storagegrid-118/admin/index.html
https://docs.netapp.com/ko-kr/storagegrid-118/admin/index.html

H= iEOﬂ CHoll Xt 0l EAIELICE. O] S ArESt0] .=9| O|F S 7L TR SHAHLE
HEZH0|AA LES FR|E4 HEZ Hate £ SLIC.

of ol 2k S Mol Chet | 27 AR U K|S T3S HESHIAIL.
e "J2|E AIO|E 8! LEQ| O|EZ dlEL|CH"
« "J8|S = ES MR

*"HES RAIEs REZ HERL D

B WRAN BHol 2E WRA AH|A BT BT A5 U FEF I} T o

QALIC

FoF 24 -2 22 == S AO|ES0] L&, 2f AFO|E 8! TA| 22| =0f| CHoH EAIEILICE Zf AO[E0 CH3H Fof 24t

B2 olie MO|ES| HE E:EOH tict SAIE AT RofS MSELICH TA J2[=0M 22 BHM E2 2=
tO|E0f CHet EAIE TAIet RS MISELIC

of 24 MH|AE St A S UEH0| QAL 25 HRAMIL &[0 JAX| H T2 zof "H|o|H giZ"0l
I

30


https://docs.netapp.com/ko-kr/storagegrid-118/maintain/rename-grid-site-node-overview.html
https://docs.netapp.com/ko-kr/storagegrid-118/maintain/rename-grid-site-node-overview.html
https://docs.netapp.com/ko-kr/storagegrid-118/maintain/rename-grid-site-node-overview.html
https://docs.netapp.com/ko-kr/storagegrid-118/maintain/rename-grid-site-node-overview.html
https://docs.netapp.com/ko-kr/storagegrid-118/maintain/rename-grid-site-node-overview.html
https://docs.netapp.com/ko-kr/storagegrid-118/maintain/rename-grid-site-node-overview.html
https://docs.netapp.com/ko-kr/storagegrid-118/maintain/rename-grid-site-node-overview.html
https://docs.netapp.com/ko-kr/storagegrid-118/maintain/rename-grid-site-node-overview.html
https://docs.netapp.com/ko-kr/storagegrid-118/maintain/rename-grid-site-node-overview.html
https://docs.netapp.com/ko-kr/storagegrid-118/maintain/rename-grid-site-node-overview.html
https://docs.netapp.com/ko-kr/storagegrid-118/maintain/rename-grid-site-node-overview.html
https://docs.netapp.com/ko-kr/storagegrid-118/maintain/rename-grid-site-node-overview.html
https://docs.netapp.com/ko-kr/storagegrid-118/maintain/rename-grid-site-node-overview.html
https://docs.netapp.com/ko-kr/storagegrid-118/maintain/rebooting-grid-node-from-grid-manager.html
https://docs.netapp.com/ko-kr/storagegrid-118/maintain/rebooting-grid-node-from-grid-manager.html
https://docs.netapp.com/ko-kr/storagegrid-118/maintain/rebooting-grid-node-from-grid-manager.html
https://docs.netapp.com/ko-kr/storagegrid-118/maintain/rebooting-grid-node-from-grid-manager.html
https://docs.netapp.com/ko-kr/storagegrid-118/maintain/rebooting-grid-node-from-grid-manager.html
https://docs.netapp.com/ko-kr/storagegrid-118/maintain/rebooting-grid-node-from-grid-manager.html
https://docs.netapp.com/ko-kr/storagegrid-118/maintain/rebooting-grid-node-from-grid-manager.html
https://docs.netapp.com/us-en/storagegrid-appliances/commonhardware/placing-appliance-into-maintenance-mode.html
https://docs.netapp.com/us-en/storagegrid-appliances/commonhardware/placing-appliance-into-maintenance-mode.html
https://docs.netapp.com/us-en/storagegrid-appliances/commonhardware/placing-appliance-into-maintenance-mode.html
https://docs.netapp.com/us-en/storagegrid-appliances/commonhardware/placing-appliance-into-maintenance-mode.html
https://docs.netapp.com/us-en/storagegrid-appliances/commonhardware/placing-appliance-into-maintenance-mode.html
https://docs.netapp.com/us-en/storagegrid-appliances/commonhardware/placing-appliance-into-maintenance-mode.html
https://docs.netapp.com/us-en/storagegrid-appliances/commonhardware/placing-appliance-into-maintenance-mode.html
https://docs.netapp.com/us-en/storagegrid-appliances/commonhardware/placing-appliance-into-maintenance-mode.html
https://docs.netapp.com/us-en/storagegrid-appliances/commonhardware/placing-appliance-into-maintenance-mode.html

DC1-G1 (Gateway Node) 2 X
Overview Hardware Network Storage Load balancer Tasks
1 hour 1day 1 week 1 month Custom
Request traffic @ Incoming request mte 7]
1b/s 1
0.800 b/s 0.800
=)
5
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0400 b/s A 0400
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16:50 17:00 17:10 17:20 17:30 17:40 16:50 17:00 1710 17:20 17:30 17:40
Average request duration {nen-erar) [ 7] Error response rate @
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DC1 (Site) &

Metwork Storage Objects LM Platform services Load balancer
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NetApp-SGA-108 (Storage Node)

Overview Hardware Network Storage Objects ILM Events Tasks SANtricity System Manager

Use SANTtricity System Manager to monitor and manage the hardware components in this storage appliance. From SANtricity System Manager. you can review hardware diagnostic and
environmental information as well as issues related to the drives.

Note: Many features and operations within SANtricity Storage Manager do not apply to your StorageGRID appliance. To avoid issues, always follow the hardware installation and
maintenance instructions for your appliance model

Open SANfricity System Manager (4 in a new browser tab.

=  SANtricity® System Manager StorageGRID-NetApp- Preferences | Help ~ | admin | LogOut fim
Home
0 Your storage array is optimal. View Operations in
S Progress >
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Data space usage breakdown ¢ w

1.97 MB (0%6) of 3.09 TB used overall

Sitename 2 Data storageusage o Usedspace o Total space 5

Data Center 3 0Fo 621.26 KB 926.62 GB

Data Center 1 0% T98.16 KB 12478

Data Center 2 0% 552 10 KB 92662 GB

Metadata allowed space usage breakdown @ ._"

2.44 MB {096) of 19.32 GB used in Data Center 3

Data Center 3 has the highest metadata space usage and it determines the metadata space availablein
the grid
) Metadata space Metadata used Metadata allowed y
Site name = i - — —
usage space tpace
Data Center 3 0% 2449 MB 19.32GB
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Storage used - object data @ Storage used - object metadata @
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Object Store 0 Object Store 1 Object Store 2
Usable
Space 0
Usable
Usable Space 2
Space 1
Consumed
Storage
Consumed
Consumed Storage

Storage

Total Usable Space = Usable Space 0+ Usable Space 1 + Usable Space 2

=
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° * ALEE (%) *: LEHE H|O|Eof| ALEE & AME Ths 37t HIZYILIL.

o

*MEE *: REHME H|O|E0f| AEE & A 7Hs Sl LLITt.

o

o * AN ZY OIOIE *: O] lE, AFO|E = 2| =0f| AN 2 XM2lEl 2

°*&E* 0l L&, MO|E E&= J2|E0M AHE 7tstt & SZHL Lt

* 2x|El O|O|E] *; O] .LE, AIO|E &= 2|20 SX|E ZHA| H|o|E{9| &

A E 22 °.=l|—| Ct storagegrid storage utilization data bytes O[F.
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Storage Used - Object Data @

160.00%
75.00%
2021-03-13 14:45:30

50.00%
= Used (%) 0.00%
S Tk = Lised: 171.12kB
= Replicated data: 171.12 kB
i | = Erasure-coded data: 0B

0% &
14:30 14:40 14 = Totak 310.81 GB
== ||ged (%)

—

3. Tz ofz{ol /= Volumes and Object Stores(2& X RLEHME & A) HOM AHE 7HsTt 22 HESLICE

() olefetztol DeHme weiw i= ofo|2g S2Ustct )y 2 2B
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Disk devices
Hame € = World Wide Name 8@ = Woload €@ = Read rate @ writerste @ =
croot{8:1 =dal) MR 0.04% Obytes/= IKBfs
cwloc(8:2 sdal) Ml 0.6T% Obytes/s 50 K8/s
scc{8:16,5db) MR 0.03% Obytess 4 KB/=
sehd (8:32,5dc) MiA 0.00%: 0 bytes/s 32 bytes/s
sdheid:48 sdd) M 000k 0 bytes/s 82 bytes/s
Volumes
Mount peint @ = mevice @ = swas @ 2 sie @ = Avallabie @ = Write cache status @ =
! croot Oniline 21.00GB 147568 1l Unknown
fvarflocal cwlac Oriline 85.86 GB 840568 1l Unknown
Jvarflocal/rangedb /0 sdc Online 107,32 GB 1w7i7ce il Enabled
Ivaeflocalfrangedb/1 sdd Online 107.32GB 10718 GE il Enabled
Ivarflocalfrangedb/2 sde Online 107.32GB wr.iece al Enabled
Object stores
o8& = Sie @ = AvaHzble @ = Replicated data § = ECdata @ = Dhbject data () @ = Health @ =
o000 107.32 G 9644 GE 1l 12460 KB 1l o bytes 1l 0.00% Mo Errors
ool 107.32 GB 1wr1ece 1l D bytes gl 0 bytes . 0.00% Mo Errors
o002 107.32 GB w7.18Ge |l 0 bytes il O bytes 1l 0.00% Mo Errdes

AlZHol 2 Zte DLIE{2ISH0] AL THs 3t AEZ|X| 27H0| AFRE|= £ EE o ZThL|C
HAEOl A|AH 22 SX|SI2H AIR rgzr Z7H0| AH|E|7| Moj| AE2|K| LEZ £715tD, AE2|X| 2ES
#7181t QEHEE H|0|E{ 2 of7to|EtL|Ct.
SIEF A|7|2 AT o 271 AES|X|E KT G MKt O ZE|s AlZHS TRBIAAIL.

@ ILM Mo M ALR| TS A3t A J7|1E AEZ|X| =E0| H|80| o 70%Y 0ff 2HES

AoHBH0] E7IH0F B L E A2 FY A QAL|CH

AER|X| SHE AE|0f CHS REM[SH LIRS E R ZT3IAAIR "StorageGRID 21 X| A",
= Z2stL|Ct "Q EHE H0|Ef AEZ|X|J} EESILICH AER|X| L E0| QEHE H0|E{2 MESLY| 93 27t



https://docs.netapp.com/ko-kr/storagegrid-118/expand/index.html
https://docs.netapp.com/ko-kr/storagegrid-118/expand/index.html
https://docs.netapp.com/ko-kr/storagegrid-118/expand/index.html
https://docs.netapp.com/ko-kr/storagegrid-118/expand/index.html
https://docs.netapp.com/ko-kr/storagegrid-118/expand/index.html

sxst i) 2ot E2|HELC

N

AER|X| 29| x| HEIC|O[E] BFS ZLIE LT

2} AE2|X| =0 HIEHH|O|E] ALR S BLIE|ISt0] T4 HlO|E{H[0|A THRio] ALRE 4 Q= SE3 RIS
ottt ouHE oett|olE{t 512 HIEFHI0|E] 27H0] 100%E Z23t7| F0| 2t AO|E0] A AEE|X| LEES
%7ksfof LIk,

o

| Ztefoll choh

StorageGRID<= 0|E%HE HMSst QEME HEH|0|EE &M ZRE E5H7] 2l8l| ZF A0 E0]| 3712] LEHE
HIEIH[O|E] SAR2 S RAIRLICE Of M| SH22 24 AE2[X] =Eo| AEZ|X| 2F 001 A= HIEHHO|E{ 0] of| 2k
B7H2 A8t 2t AO|EQ| RE AER|X| O ? S5t 2AELICEH

A20| w2t 22|=0] QEHE viEk0]E S20| QUEE AEa|x| SHICHCf W2 AH|E 4 ALIC OIS
Sof, YHIEOR ge 40| X2 QURES ATt YL F2o QUME AE2|X| 80| Hot Ltz

—

HIEIHO|H 82 EEIE1E AEEX| =8 FII8M{0F & 4= ASLIC.

ror

U= KAC 2= ALEX HIEHH|O[E] B EfT9| A7|9F 3, o8| 22 HZE2)

Opt

H Ix
T =

|Eft1|0|E1 Argzs 52
2 ILM AEE|X| QX|2

|

1. nodes * > *Storage Node * > * Storage * £ MEHBIL

.
2. 7{ME Storage Used-object H|E}H|O[Ef 22HT 2{0f O™

Am

g Alztel gt

mjo
g
1
jac]
il
-
n

Storage Used - Object Metadata @

100.00%
T5.00%
2020-08-04 14:58:00

S0.00%
= Used {%): 0.00%
- Lised: 539.45kB
S0 Allowed: 13278
= Aciual reserved: 300TB

0%

14.50 15:00 15:10 15:20 15:30 15:40
= |oed (%
Q_EI (OA) )

O AEE|X| LLEO|M AHEEl 518 HIEHH|O|E S2te| HIZ /ILIC.

Prometheus M E 2! . storagegrid storage utilization metadata bytes x EL
storagegrid storage utilization metadata allowed bytes

MEE

O] AE2|X| =EO|M A E 518E|= HEIH|OIE S2t9| HIO|E

Prometheus M| E&! . storagegrid storage utilization metadata bytes
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s
o] AE2|x| i==0| 24| BEHH|0|E{0f $1 )= SZHILICE 0] 20| 2t AER|X| =0 CiSh OfZA|
HAE|SX| YOIEIE B ARSI "SS5S 0Efl0[E 2240l cist HA| SHelL|Ch,

Prometheus HIE 2! . storagegrid storage utilization metadata allowed bytes

AR of|eFelL|Ct

O] AE2|X| ==of HIEICO[E{of] ofofEl &A| SZHULICE T4 HELCOE 2o 2Rt 32t U HEE
S0l ZetELICt ZF AE2|X| LE0f Tl O] 2ol 71I**EI.': 0l et XtMlet 82 £ EXIIMAIRL
"Ml EtCll O Efol| Tt &K of|ef S2te| Al AF LTt

_Prometheus HE22 g% &2|A0] F7tE o ”LICH _

@ AIO|E B O2|E9| & Ziofl= IRl =9t 20| 2[4 58 S0 HE2IS BEsHK| g2
LEOF ZHE|X| SELIC

3. Used(%) * 2t0] 70% O| &0l H2 2t AlO|Eof| AEZ|X| leEE F7t610] StorageGRID A|AEIS SHEBILICE
A2 E ZH(%) * 240 EX A IZH0| =E2SHH * Low metadata storage * 117t E2|HElL|C}.
@ QEHE HEIHO|E{0|M S{EE= 572 100% O| A2 A2t H P HIREE|SHX| Q42 Z it
ahe o~ JASLIC

M =EE 27t5HH A AHINM ALO|E LHS| ZE AEE|X| 20| A JHA| HEIH|O|EE A5 22 MEHMEILICE £
EtX AR "StorageGRID A|AE! EHEHS 9|$H XA,

S ALE OlES ZLIE>ELICH

AHEXLCIOIE 5! HIEHH[O|E{of| CHet SZt A o] =S ZLIE St R Al7|E HIFELICE "12| =2 = eiL|of,

A7t Ikt AB|O| HSHsHs S 2| E|B * Averaged Over * (B2 %3} *) ECH oiliz0ll A 7t& 222| 27
THEIGH drefohs Of e H9IS MestLich AT IHEIS WA 3 of 71 HelS Mefstct,

M StorageGRIDE &X|gt 32 SZt AL O|ES Eo1ot7| Hof| H[O|E{9f HIEIH|O|E{ 7} ZHE| == §L|Cf.

CHA|
1. A2 E0f| M * Storage * S ME4SIL|LCE,
2. NN 2E FIE, AER|X| EE H[O|E AL 0|% 3! AO|EE HIEIH|O|H AFE 2 0% S =elgtL|Ct.

=]

3. 0] 2t2 AH3t0d HIOIE I HIEIH|O|Ef AE2|X|0l Al AER|X| =ES FI5H0F 5h= AlI7|E IEY 4= AFLICH
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Forecast of data usage by storage pool:  All Storage Nodes ~ @ Averagedover [ Month v @

100 TB

Spaca usod Forecasted space usad

_________________________________________________________.__.___________________________._..__.._......_..._:.’_lfl:".-l_"_"f 0% full on
BD TB
' Mar 20, 2023
80 TB
a0 TB 100% full on
20 TB
May 14,2023
0 Byles
Jun 2022 Jul 2022 Auig 2022 Sep 2022 Ot 2022 Mov 2022
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DASHBOARD

ALERTS

Current

Resolved

Silences

Rules

Email setup

NODES

TENANTS

ILM

CONFIGURATION

MAINTENANCE

SUPPORT

Nodes

View the list and status of sites and grid nodes.

Q\ Total node count: 14

Name @ = Type = Objectdataused @ =  Object metadataused @ = CPUusage @ =
StorageGRID Deployment Grid 0% 0%
~ DataCenter 1 Site 0% 0%

0 DC1-ADM1 Primary Admin Node 21%

& ociarcy Archive Node 8%

9 DC1-G1 Gateway Node 10%

0 DC1-51 Storage Node 0% 0% 29%

2. J2|E 0|§, EX t|0|E{ MIE{ AIO|E = J2[E L EE MENSHCHS * H|E9(3 * B MEfSiLICE
HER3 Bt Jejz= J2|=9| MA| WIERIZ EciT, HIO|E ME| AIO|E = 20 it R HEE
S el Ch.

1 hour 1day 1 week 1 month Custom
Network traffic @
650 kby's
600 kb/s
550 kbfs
500 kb/s
450 Kb/'s
10:10 10015 10:20 10:25 10:30 10235 10:40 1045 10:50 10:55 1100 11:05
== Received Sent
a. J2|E LEE MEfst A< o2 2 AT ESHe] H[o|X|2] * HELIS QIEH[0|A * MMHS HESILICE
Network interfaces
Name @ = Hardware address @ = Speed @ Duplex @ = Auto-negotiation @ = Link status @ =
etho 00:50:56:A7:66:75 10 Gigabit Full Off Up
b. J2|E LEQ| ZL2 Ol2E AT ESHY H|O|X[2| * HIEYZ Al * MME HESL|C
Receive X Transmit HIO|E2 2} HIEQ I[N =41 5! MEE HIO|E S Ti3l9| £t J|Et 4l A ME

HEZS 2oFLIC}
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Network communication
Receive
Interface @ = Data @ = Packets @ = Errors @ =  Dropped @ = Frameoverruns @ = Frames @ =
etho 2.89GB 1l 19,421,503 1l, 0 1k 24,032 1h 0 1l 0 1l
Transmit
Interface @ = Data @ = Packets @ = Errors @ = Dropped @ 2 Collisions @ = Carrier @ =
etho 3.64GB 1k 18,494,381 1l 0 1L 0 1l 0 1k o il

a 74> HEYI* > EdfT 27 - S Mepich

|
Ecfi 2F ZM HO[X|7f LIEILL D 7|E FHO| Eof| LIEE LT,

Traffic Classification Policies

Traffic classification policies can be used to identify nedwoark fraffic for metrics reporting and opfional traffic limiting.

|+ Create || # Edit| | % Remove | | i Metrics |

Name Description 1D
ERP Traffic Conirol Manage ERF fraffic into the grid cd8afbcT-p8be-4208-06f3-TelaT9e2c574
*  Fabric Pools Monitor Fabric Pools 223b0chb-6968-4646-b32d-7665bddc294b

Dizplaying 2 trafiic classification policies.
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Name @ 2 Llogicalspaceused € 2=  Quotautilization @ = Quota @ % Objectcount @ =  Signin/Copy URL @
Tenant 01 2.00GB 10%  20.00GB 100 <1 0
Tenant 02 85.00 GB 85%  100.00GB 500 4+ 0
Tenant 03 500.00 TB 50%  LO0OPB 10,000 <+ [0
Tenant 04 475.00TB 95% 500.00TB 50,000 —):| |_D
Tenant 05 5.00 GB 500 4 0
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Tenant 02

Tenant ID: 4103 1879 2208 5551 2180 1—|:| Quota utilization: 85%

Protocol: S3 Logical space used: 85.00 GB

Object count: 500 Quota: 100.00 GB
Space breakdown Allowed features

Bucket space consumption @

85.00 GB of 100.00 GB used

15.00 GB remaining (15%].
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bucket-0l @ bucket0z @ bucket03

Bucket details

O\ Displaying 3 results

i

Name @ 2 Region @ = Space used @ Objectcount @ 3

bucket-01 40.00 GB 250
bucket-02 30.00 GB 200
bucket-03 15.00 GB 50
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Grid federation

I8 Learn more about grid federation

You can use grid federation to clone tenant accounts and replicate their objects between two StorageGRID systems. Grid federation uses a trusted and
secure connection between Admin and Gateway Nodes in two discrete StorageGRID systems.

Connections Permitted tenants
Upload verification file ‘ Actions Search O\ Displaying 1 connection
Connection name 5 Remote hostname @ 2 Connection status @ =
@ Grid1-Grid2 10.96.130.76 & Connected
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Grid federation

& Learn more about grid federation

You can use grid federation to clone tenant accounts and replicate their objects between two StorageGRID systems. Grid federation uses a trusted and
secure connection between Admin and Gateway Nodes in two discrete StorageGRID systems.

Connections Permitted tenants
Remaove permission ‘ Clear error vearch O\ Displaying one result
Tenantname = Connection name < Connection status @ = Remote grid hostname @ = Lasterror @ =
@ Tenant A Grid 1-Grid 2 Q Connected 10.96.130.76 Check for errors
2 St
H 12|E mi{2f|o|d HZo| Cieh MR HEE = 5 JUSLIC
. Grid Federation(Z12|= &&) HO|X|0]| M & & StLtE MEiSt CH2 H[0| S0l HE 0|2 MEELICL
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Grid 1-Grid 2
Local hostname (this grid): 10.96.130.64
Port: 23000
Remote hostname (other grid): 10.96.130.76
Connection status: @& Connected
Permitted tenants Certificates
Remove permission | | Clear error earct O\ Displaying one result
Tenantname = Last error 9 =
© Tenant A Check for errors

=
=
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Grid A-Grid B

Local hostname (this grid): 10.96.106.230

Port: 23000

Remaote hostname (other grid): 10.96.104.230

Connection status: @& Connected

‘ Edit Test connection ‘ ‘ Remave ‘
Permitted tenants Certificates

Rotate certificates

Server Client

Download certificate

Copy certificate PEM

Metadata @

Subject DN: [C=USs/sT=California/L=Sunnyvale/0=NetApp Inc./OU=NetApp StorageGRID/CN=10.96.106.230
Serial number: 30:81:B8:DD:AE:B2:86:0A

lssuer DN: /C=US/sT=California/L=Sunnyvale/0=NetApp Inc./OU=NetApp StorageGRID/CN=GPT

Issued on: 2022-10-04T02:21:18.000Z

Expires on: 2024-10-03T19:05:13.0002

SHA-1 fingerprint: 92:TA:03:AF:6D:1C;94:;8C:33:24:08:84:F9:2B:01:23:7D:BE:F2.DF

SHA-256 fingerprint:  54:97:3E:77:EB:D3:6A:0F:8F:EE:72:83:00:39:86:02:32:A5:60:9D:6F:C0:A2:3C:76:DA:3F:4D:FF:64:5D:60
Alternative names: IP Address:10.96.106.230

Certificate PEM @

MIIGATCCBF2gAnIBAEIINIGA3a6yhgowDQYIKoZIhvcNAQENBQAWdZELMAKGATUE
BhMCWVVMxEzARBgNVBAgHCkNhbG1mb3 JuaWExEJAQBSNVBACHCVNIbmS SdmFsZTEU
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3. Store State & Store Status A& 2015t Store A @A 7} Online with No Errors Q1X| 2tQIgtL|C},

Overview Alarms Reports Configuration

Main

Qverview: ARC (DC1-ARC1-98-165) - ARC

Updated: 20150815 15:52:21 PDT

ARC State: Online 29
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Tivoli Storage Manager State: Online 3?
Twvoli Storage Manager Status: Mo Errors =Y
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Alert Rules
Alert rules define which cenditions trigger specific alerts.

W Leam more

You can edit the conditions for default alert rules to better suit your environment. or create custom alert rules that use yeur own conditions for triggering alerts.

= Create custom rule || # Edit rule || ¥ Remove custom rule

Name

Appliance battery expired
The battery in the appliance’s storage controller has expired.

Appliance battery failed
The battery in the appliance’s storage controller has failed.

Appliance battery has insufficient learned capacity
)| The battery in the appliance’s storage controller has insufficient
learned capacity.

Appliance battery near expiration
| The battery in the appliance’s storage coniroller is nearing
expiration.
Appliance battery removed
The battery in the appliance’s storage controller is missing

Appliance battery too hot
The battery in the appli ’s storage

Appliance cache backup device failed
A persistent cache backup device has failed

Appliance cache backup device insufficient capacity
There is insufficient cache backup device capacity.

Appliance cache backup device write-protected
A cache backup device is write-protected.

Appli cache y size
The two controllers in the appliance have different cache sizes.

Conditions
storagegrid_appliance_component_failure{type="REC_EXPIRED_BATTERY'}
Major > 0

storagegrid_appliance_component failureflype="REC_FAILED BATTERY"}
Major > 0
storagegrid_appliance_component_failure{type="REC_BATTERY_WARN"}
Major > 0

storagegrid_appliance_component_failure{type="REC_BATTERY_NEAR_EXPIRATION"}

Major =0

storagegrid_appliance_component_failure{type="REC_REMOVED_BATTERY"}
Major > 0

storagegrid_appliance_component failure{type="REC_BATTERY_OVERTEMP"}

Major =0

storagegrid_appliance_component_failure{type="REC_CACHE_BACKUP_DEVICE_FAILED"}

Major = 0

storagegrid_appliance_component_failure{type="REC_CACHE_BACKUP_DEVICE_INSUFFICIENT_CAPACITY}

Major > 0

storagegrid_appliance_component_failure{type="REC_CACHE_BACKUP_DEVICE_WRITE_PROTECTED'}

Major > 0

storagegrid_appliance_component_failure{type="REC_CACHE_MEM_SIZE_MISMATCH'}

Major > 0

Ao 1Rt 0|5 Sl HFYLICH AEA XY B
= 10 A0 LIZELCt 23 % 0|E2 o|H|

Type

Default

Default |

Default

Defauit

Default

Default |

Default |

Defauit

Default

Default

Status

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Displaying 62 alert rules
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Create Custom Rule

Enabled |«

Unigue Name

Description

Recommendad Aclions
(optional)

Conditions ©

Minar
Major

Crfical

Enter the amount of ime a condition must continuously remain in effect before an alert is triggered.

Duration

3] minutes v
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Edit Rule - Low installed node memory
Enabled ¥
Unigue Name Low installed node memory
Description The amount of installed memory on a node is low.
%
Recommended Actions (optional) Increase the amount of RAM available to the virtual machine or Linux host. Check the threshold value

for the major alert to determine the default minimum reguirement for 3 StorageGRID node.
See the instructions for your platiorm:

« Whiware instaliation
= Red Hat Enterprise Linux or CentOS instaliation
» Ubuntu or Debian instaliation

Conditions ©

Minor
Vajor node_memory_MemTotsl bytes < 24080800020
Critical node_memory_MemTotal_ bytes <= 12800820204

Enter the amount of time a condition must continuousiy remain in effect before an alert is friggered.

Duration 2 minutes v
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Email Setup

You can configure the email server for alert notifications, define filters to limit the number of notifications, and enter email addresses for alert recipients.

Use these settings to define the email server used for alert notifications. These settings are not used for alarm nofifications and AutoSupport See
Managing alerts and alarms in the instructions for monitoering and troubleshooting StorageGRID.

Enable Email Notifications @

2. O|of|Y Ul grdst * ofolzts MEfSIo] Y0] M E AA|ZHo| T2 o AT o|HYS BUES X|FEL|Ct.
O|HY(SMTP) MH{, M& #|Z EQKTLS), O|H|Y F4 5! ZE| MMO| LIEFELICE,
3. 0|H|Y(SMTP) M MIM0f| A StorageGRIDZt SMTP A{tHO| HM|ASH=E O] ZQst HEE QldghL|Ct,

SMTP ME{0f| Q150] 2ot H2 ALEX O|Et Y= E 2 F HNS3HOF LTt

Zeof Yaigict 2 st

ol M SMTP A2 FQDN(E7SHE 891 0|2) i 1P FAULICH
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gLt

AFE X} OIS (MY ARRY) SMTP AH{0fl Q150 TR H QBT ALRX} 0|52 ABLIC
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Email (SMTP) Server
Mail Server @
Port &

Username (optional)

Password (optional)

10.224.1.250

[~
o

smtpuser

-------

4. TR Y FA MMM 2P ARZE S 2t Bh= AZHOf| CHEE WX OIY FAS =etLIct
a. HEH AMZ e-f|Y 4 * of CHal 22! TS| Hll AR FAZ AIEY R20te-HY FAE XIFHLICH

OlE =™ CtZt 2 &LIC storagegrid-alerts@example.com
b. HH= ARZE MMOA ZI7} LA T R} HIYS rojof ot 2t MXF 0|Y REO| WA MY FAS
QIABILICE.
Ci5t7| Ot0| 25 MEHSIL|CH o BH= AMRES FTHRILICH
Email Addresses
Sender Email Address € sloragegnd-alerts@example.com

Recipient 1 & recipient1@example.com x
Recipient2 @ recipient2 @example.com + X

5. SMTP AMtetel E410f| TLS(TE Al Heht

MEfglL|ct.

=
=

AE Eeoh) MMojlM *TLS * 2R

a. CA QIS A* 2=0f SMTP AMH| IDE 22I5t= Ol At CA IS ME FMSELItt
LHES SAISI0] O] 2=0f| 20{'EALt * HotEY[ * & MEiStD IS MEE &~ SLICt
2t S g CARIS 7122l B M7 ZotEl B mU S M Ssl{of L. o= ASAM A & Ao
HZE PEM Q12 El CA ASA mtEO| 242} Lot 0of L Tt

b. SMTP MZt B2 MEHOIIM QIES 2Is 22I0|HE AIBME MBS E MA H|Y HiH A2 Hedt A~
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2=
LHES SAISI0] o] 20| 20{'E ALt * ROt T| * & MBSt mAUS MENSr 5= QELICH
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Transport Layer Security (TLS)
Require TLS @ [«

CA Certificate @ -----BEGIN CERTIFICATE-----
1234567898abcdefghijklmnopgrstuvwxyz
ABCDEFGHIJELMNOPQRSTUNMWKYZ1234567898
-----END CERTIFICATE-----

Browse

Send Client Cerdificate @ [+

Client Ceriificate @& -----BEGIN CERTIFICATE-----
1234567898abcdefghijklmnopgrstuvixyz
ABCDEFGHIJKLMNOPQRSTUVINXY 71234567898
-----END CERTIFICATE-----

Browse

Private Key @ -----BEGIN PRIVATE KEY----—-
1234567898abcdefghijklmnopgrstuvwxyz
ABCDEFGHIJKLMNOPQRSTUVIWXYZ1234567898
-----BEGIN PRIVATE KEY-----

Erowse
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NetApp StorageGRID

Low object data storage (6 alerts) @

The space available for storing object data is low. @

Recommended actions @

Perform an expansion procedure. You can add storage volumes (LUNs) to existing Storage Modes, or you can add new Storage Modes. See the instructions
for expanding a StorageGRID system.

DC1-51-226
Node DC1-51-226 @
Site DC1 225-230
Severity Minor
Time triggered FriJun 28 14:43:27 UTC 2019
Jobh storagegrid
Service Idr
DC1-52-227
Node DC1-52-227
Site DC1 225-230
Severity Minor
Time triggered FriJun 28 14:43:27 UTC 2019
Joh storagegrid
Service Idr
(5)
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Silences

You can configure silences to temporarily suppress alert notifications. Each silence suppresses the notifications for an alert rule at one or more severities. You can
suppress an alert rule on the entire grid, a single site, or a single node.

Alert Rule Description Severity Time Remaining Nodes
No results found.
2. Create * £ ME{TfL|C}
Create Silence CHEF&F X7 LIEFEL|CE
Create Silence
Alert Rule ¥
Description (optional)
Duration Minutes
Severity Minor only Minor, major Minor, major, critical
Modes StorageGRID Deployment
Data Centar 1

DC1-ADMA
DC1-GA1
DC1-31
DC1-52
DC1-53
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£4 S OIX[He = Aol 0| Swift Z20[AE M 0| AEE|X| =EZ T El & O|0|E FLICt.

or

StorageGRID_SwiFT_DATA_transfers_bytes_ZIA &l
£40| OpX|Ho 2 MM El 0|= O] AEZ|X| LE0|A Swift 22F0[HET}F Aot

[ Ry Y

Ot

ClofEf FLCt.

StorageGRID_SwiFT_operations_failed & & ZX5IMAI2

=]
Swift 21F A To]| ofsH LMot 2 S K| 2Pt Swift ZrH 2| £ A £~(HTTP AE ZE 4xx U 5xx).

StorageGRID_Swift_operations_successful®L|C}

MBHQI Swift 219 & £(HTTP AE| = 2xx).

StorageGRID_SwiFT_operations_unauthorized= X|&gL|Ct
Q1T M= Qls Mot Swift 22| & ~(HTTP AEi = 401, 403, 405).

StorageGRID_tenant_usage_data_bytes= LIEtHL|C}
HUEQS BE= Ko =2|& 3 7|2lL|C}.
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StorageGRID_tenant_usage_object_count
HIHEQ| K| =~L|Ct.

StorageGRID_tenant_usage_quota_bytes= LtEHHL|C}
EIHE Aol A8 & U= 2|0 =2| S7F 37| JLICE S HERIS MS6IX| oM 22Xt S7H2 A8

o =
= ASLIC.

HE2lo| M| 222 E2{H Grid Management APIE AFE3SHAA|L.

1. Grid Manager A CHof| A =22 Ol0|2& MEfSE T * API documentation * 2 MEHEHL|CE.

HE2! * XS ASLCE

AMBIL|C GET /grid/metric-names &HS.
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MEXL Fo| LES M5t 7|2 2EES MEolY = ASLICE M S2E ASX XY &S

O=2 oo T M-

0| 7|52 StorageGRID A| AR AFEX} K| =218 ELESI= O RE-LICH

TTodg
2 BB =El(EIHAl Al2H)

StorageGRID £40| €& SN2 (7|23 L= 22E AR Fo|)oF 27 M2 +F2| ZHof T3l TRUEZ
HIte|l= LA 2SI 2| HA| 2ol E2|AEL

ek Azt = Lch oo

2
no
rtu
njo
=
0z
moe

_|
i
2
1=
M

o

LE7H OB =0 AZE[O] AR Xl &S0 et

o
FA| o= HIFEEQ HENTH ERHRILIC

)

106



oto|2g M e MzbzelL|ct o)
SEIgLCt
Aot M Z0olghct L7 2|0 AZEO] AR L= 20| SE=
O|& 2~ Q= H| ™Al ZHO| =R etL|Ct,
Ol AZ2|0| 83 YX|5t2AH ZALHOF LTt
T st Fgu HE '=C7F J2|Sof| HAE ] YUK|DH K Zhelo] Bk
0| X|= HIF L&l &Ef7E EXeL|CE ol AZ2f 0|82
YX|StAH Z2E el Fo|7t HRBLCE
Ix) 0 7hAY 4zt =E7F J2|Cof HAE UK B BN 2SS FX|E
HIF&Hel =210 ZXHELICE EXME S Al S ZsH0F
gfLCt,
2 AT W oY AU RE A S0l Chll @YY = ASLICH 2 22| == NMS MH|A = oixf £
22 TIE LA tioh XISH = ZLIE—IRLIC. SEO0| EEIHEIE' XIHE 2E xglo|A| 2o| HAELIC
Normal(Z &2 &A= +&2 2E= E&|HHK| @aLtt.
£ U2 e S0l chsl] YolE LdstEl 2L SF0f| s IELCH o2 =M 2 gE 52 =elsto] 40
CHoH Hol=[n Sdotel 20| A= X Hm e SHAE HSLIT

1. Critical®llA] Notice 71t X| &2t Azt Zt= Global Custom &2t

L3
2. CriticalOll M Notice 7HX| 22t ZIEE 2= 7|2 28

o9 &F —E*EH*OHH S Sdof CHoll 2tstel L2to| UAE = NMS MH|AE= s SaiA LHo M HILEiL|C
NMS MH|AE CHE B2 24 =9 S 20 T3l JE‘47f5|7<| ELCh &, 40 ool 2dstEl 2 2E ALEX F2

BRI U= %4—?— NMS MH|A= 22H ALEXL Fo| 2EOf T Mt £ 2t2 BIIRILICE 7= EE2 7= K|

=20 O

BLICE. W2t £40) O} ZAIstEl 7|2 o2t A E2rjsts o Bast 7|52 358 & AX/E SUs

= 35
£-dof| chsll XIFE 7|&S 55| @= Global Custom 20| EHot=[A 7| mZ ol EEIHEIII FSLICH 22O

(=]
E2|AE X g0 LE0| MEEIX| ghELCt

O IRIE AHESHH TH ALEXAF Fo| 2Tt 7|2 LEO0| E2|AHE= SAS OlsE &~ ASLICEH

=~

CHS OIAI0IIA S40fl 22 AFEX}F Fo| Y2 7|2 L20| FOlEof A1 CHE Hoj Lot l= AN 2dotE[of
olAL|C}
M- .

22 ALK A L ARNENSE) 7= LT YA L)
Ee] >= 1500 >= 1000

Ao|st|ct >= 15,000 >= 1000

XMz >= 150,000 >= 250,000 L|Ct

£4 2401 10002 mf YIt=|H LEH0| EE|AHEX]| ¢t &E0| MEEX| gigLCt.

107



HHM AFEX Fo| 2Eo] 7|2 L RMTLICE 10002] 210 S 2E AFEA X LEe| dA T =Fof Azt
oA S LT O Zaf, 2E 20| Y= HIHELIM.

¢l AlLt2|2 O|= Global Custom(TIX| ArE X} F2l) ZE7} HIZ-dotk|H OtF A HAEX| SSLICH A 2E
2| &O| E2|AHE[Z] Hof| £ 22 TEISHOF gLt

HH ALERE Yol L2 E HIZdetet dEfo|M E4 2E TEISHA 7= 2Ee| A|IZof thel £4 2ol HIHE LTt
2E =2 g8 +F JEE E27ot XIFE A ojHY LS HYLC

£ £0{, UMEMO| 50MBZ HO{X|H & x| ZE7} E&2|AHE|X|2H=50000000) 1 OfzHof U= L&HE ER[AHEX|
& L|CH<=100000000).

Global Alarms
Updated: 2018-03-17 18:05:31 POT

Global Custom Alarms (0 Result(s))

Enabled Service  Attribute Severity  Message Operator Value gggt:]ﬂi ons
M |S5M =] | UMEM (Available Memary) x| |minor | Junderst [= -] [s00C | 7000
M |SSM =] | UMEM (Available Memary) | |minor | Jundertoi |== =] [100C | 2030

M7t HITH 2 B9 UMEMO| 100MBZ E0{X|H & $HX| 22 (<=100000000)0| E2[AHE|X|ZH 1 of2lof Rl=
22H(= 50000000)2 E2|H=|X| gt&LIC.
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Global Alarms
Updated: 20180317 18:05:31 PDT

Global Custom Alarms (0 Result(s))

. . . Additional .
Enabled Service  Attribute Severity Message Operator Value e Actions

¥ |S8M =] | UMEM (Available Memory) | |minor | Jundertor |== =| |100C | 2000
¥ |SSM =] | UMEM (Available Memory) | |minor | |underst |[= -| |s00C | 030

Default Alarms

Fiter by | Disabled Defaults | Y

0 Result(s)
Enabled Senvice Attribute Severity Message Operator Value Actions
Apply Changes .
o2

LE2 MU|AO LT LM = HE) HES EORLIC HE A2 e-HY E= SNMPE S3ll 2 5= ASLICH

Mo| &{xf bzt Azt of| CHol 2zt
, NMS MH|ATEAABRIZ Al
SLEEE rrrar °*E*§ A7 HE O A 6* Z0fot A2 S METLICEH M0
CHSE A 2% Aol =60 7*?(IEI ATt MZIE I HAE| D M YRI0| MEEILICH Z20| A f+FO2
L[S0t ™ gto| s &|E LICt.

2T ME| Lo BAEE E2|A g2 2F A X2 7HK| HrEEE LI T2t £ 2 1.9999= YAIZH0] (<) 2.0
O|2kQl e2ts E2|AHSHX|DE L2t L2 EB[H 7S 2.022 HA[HLICE

ME& MH|A

M OE2|= LE E= MO|ES FII5H0 M| MH|AE 7151 7|2 &Etat

my

2 MEX XE B S&EHULC

U A E
HO| BAE UE AA2 ALY SF0IA] HIZASE 4 USLICE HOIES| i Holl CojME YRS B 4
O-I¢|__|[:_|-
HA EH .

o€ S0{ LIS Eoll= A8 7158 & 7K 58 5 (VMFI) 227t LIt JELICHL *XH *>* &
EZZX| * E MeEdgtL|Ct. & C2 * Storage Node * > * SSM * > * Resources * £ ME{SL|C}

Critical level VMFI alarmO| triggering E|X| (=2 VMFI alarm disable & $= QICH$iX] Critical alarm0| 25

2
greenZ E|0|Z0f| LIEFE). J2{Lt SHLto| VMFI 22| 918 £F 2O 2 BAIE|D T2 SiLis SMOR BAEES
IOl SN EHY RS HIgABIE S QlBLICH
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Volumes

) sdal Dnline
farflocal sdad  Online

© Total Entfies

ﬂﬁl 1DEGB 746GB 33&555369 559,263 5]
B S 63468 59468 1§ 5 35332160 3931842 HE
fvarflocaliranged'0  sdb Online B &) 534 GB 534 GB T @ 52428800 52427856 % Enabled
= %5
3 9

harflocalrangedh/l  sdc Online
fvarflocaliranged/2  sdd  Online

B)534GB 534GB ) © 52428800 52427848 B
B 534 GB 534GB T @ 52420800 52427855

G LE QI HAl AlAH)

HIAA LB AA- £H40| 22 AA|IZH0| =2 mf E2|AELICH £ 2HA| 2B S ES FO|ALE X|2HH
=1 |:|.

tE35t0] 2= 2t2|xtofl 23 06HOF BfLICt "R E[= & B2t A"
i

otz AIAE2 A4 XIRIE|7| TR0 M 2| Srayst mhotct SR 22 HOIX|o| J|E 2 S=0| FItBILIC
AIHOZ AW TAGILIEIE So AAHS O T 2 4 002) 2L Holz 4 AL,

@ Qo w2t HE A|A-OZ M| Metel FR 2t 7| E LE S Yttt 7| E &7l o
FIHEIX =R % = ASLIL

HEE SOI6H 20| C1 MZT +EUIM E2 75| SHZEIUCHH CHA RASHR] ke Bt J2|E B2ixtel )
22t Ho[X|ofl o 0|4 FAIE|X| k&Lic

() 71z gzt Alagie A4 NASIRD, 2 AAHS AT 0 HS HBste ALSO| ZHHBILICH
e

1 X% > * AR(@IZA) * > * R LY+ S MEBILICH

The alarm system is the legacy system. The alert system offers significant benefits and is easier to use. See Managing alerts and
alarms in the instructions for monitoring and troubleshooting StorageGRID

Current Alarms
Last Refreshed: 2020-05-27 09:41:39 MDT

I| show Acknowledged Alarms {1-10of1)

Show | 50 ¥ | Records Per Page | Refresh

2. E|0|20IM MH|A OIS MEfBLCY.

Melst AfH| A0 CifE
*_klﬂlﬁ* *7_—|E
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o
—_
")
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B EHO| LIEFEL|Ch* X[@d * > * £ * > * J2|E EEZX[*>*02E LE *>
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Overview \\ll Alarms \| Reports \\l‘ Configuration \.l

Kain Hisfory

Updated: 2018-05-24 10:46:48 MDT

Ay b . . .
Alarms: ARC (DC1-ARC1) - Replication
N

CHAIEELL 4R 28 H|O|X|of| 2 30| I O] & LtEtLX| gigLICt.

Q) e
AEES &2 2

4. WQt AL BtolE| A2t =L}

Q10| L2 B2| E2 ZAREIX| %SLICE K2tk CH2 Admin NodeOi| A
2y 90| 4 BAIE £ AL

a. X[ x> AsHEIAHAl) * > * oixf L2t~ S MEFL|Ct
b. Show Acknowledged Alarms * & MEfStL|C}.

el El LEO0| EAIELIC

— L

The alarm system is the legacy system. The alert system offers significant benefits and is easier to use. See Managing alerts and
alarms in the instructions for menitoring and troubleshesting StorageGRID.
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Global Alarms

Updatad: 2010-03-01 15:12:02 MET

a

* Enter * £ F&LICL.

Global Custom Alarms (0 Result{s})

rice  Atiribute  Severity

Default Alarms

Filter by | Atribute Code v | equals|* | 9
221 Result(s)
Enabled Service fiklia Sl Messaie. or Value. Actions.
v E?b?ech:”mber g ﬁa;m Greater than 10,000,000 >= 10000000 2@l
‘ Obecy o of o, Greater than 1,000,000 s= 1000000 gl
’ E?b?ech:”mber of . Greaterthan 150,000 >= 150000 2d
-' Comptor) oo Compies = w0 pd
4 ADC ADCA (ADC Status) % Error s= 10 2
4 ADC ADCE (ADC State) . . Standby = 10 2
4 ADC Atribuis Sessions)  Totice '€ 100 = 100 2
. noc oSOt ) r o -m ol
o7 Ak 5l A BIE HAE(RIHA AIAH)
EHE HZY w 2 HA| LEO| OfFHof| EB|HE HIEE HES &+ AFLICH
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Global Alarms

Updeted: 2098-02-18 14:00:28 POT
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Global Custom Alarms (0 Result{s})

Enabled Senice  Attribute.

W [ARC ] [ARCE (ARC State) ~ '10|Nouoe J fStanony [ =l [0 [ 7090
W [ARc x| [AROQ (Objects Queued) | ® [Minor =] [atieaste [>= =] [600c | 7090
¥ [ArRc =] [AROQ (Objects Queued) | W [Notice v] [Atieast: [>= +] [300¢ | 700

Default Alarms

Ferby | Attribute Code  +| equas|AR" 2

9 Result(s)

| Enabled Senice  Atribute Severity  Message
F ARG ARCE (ARC State) Z Motice  Standby
F  ARC AROQ (Objects Queusd) £ Minor Al least 6000 >= 6000 gl
F ARC AROQ (Objects Queved) o) Motice At least 3000 >= 3000 gl
= ARC ARRF (Request Failuras) & Major At least 1 »= 1 _-?II
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~ ARC ARVF (Store Failures) F Y Major Af least 1 = | fil
7 NMS ARRC (Remaining Capacity) 2] Notica Below 10 = 10 2l
= NMS ARRS (Repository Status) & ajor Disconnected #=- 1 d
[ NMS ARRS (Repository Status) 2| Notice Standby == 19 24l
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Global Alarms

Updated: 2017-02-20 15:47:43 MDT

A

Global Custom Alarms (0 Result(s))

i A0
Default Alarms
Fiter by | Aftribute Code | equals |U* Y
3 Result(s)
= SEM UMER {Available Memary) ® Critical Under 10000000 <= 10000000 ﬁ"
2 SSM UMEM (Available Mamory) & Major Under 50000000 == 50000000 _?‘I
r S5M UMERM (Available Memary) 2 Minar Under 100000000 <= 100000000 ;?“
Apply Changes *
eyt k2to] * Enabled * 2912f0| EASHEILICH
4. A * stolzte| MEHS F|ABHLICH
5. ¥7 L Mg * g SYBHct
7|8 Y2 vlgdotELct
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d Global Alarms
Updeiwd 20168-02-21 11.21:08 POT

Global Custom Alarms (1 Result(s))

Enabled Semice  Altribute Severity  Message Operator Value 812 Actions

[ ~] |RDTE (Tivoli Storage Manager State) =] B wzjor =] fomne [= <] [0 | 30

Default Alarms

Fifler by | Disabled Defaults | 0

0 Result(s)
Enabled  Senice Attribute Severity Message Operator Value Actions

Apply Changes *

E|AHE SE XL7|(EAHAl A AH)

A ZEO] E2|HE[H O|F &ldt= Tl X2 4= ASLIC.

= AN
AlZtst7| o

* Of| 7t RJAO{OF BILIC Passwords. txt IHY.

SR 2E0| EB|AHE £4of ol 2Es HIZgetol = 20| XX[X| 5Lt CHS Hol| S80[ HEE[H 20|
I-‘Z*”SPE'LIEF 2ES =AQUSHALE £ 20| HFE WILK| 7|CH2lX| g0 FA| LEs _+_71°f31" B SEN7L
= A

o
o= o
BE= ER) EClHE gEEXE 5 %1% ICt. O] 7|52 20| Atz HEE|X| @i £E(0ll: SEf £-8)0f| CHl
”EE X2HE 320 €Y = AU

ssh admin@primary Admin Node IP

o
o
b. of LIFE A= E UHAYLIC Passwords. txt TH.

FEZ 2OQI6tH IETETOf| M HAELICH s & MEUBILICH 4.

3. NMS MH|AE CtA| A|ZHSELIC}H service nms restart

4. 22|Xt 2ol 20t LICE exit

2Eo| SHAELICt.
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SMTPE AutoSupport I{7|X|2| Z2EZE AI85t= 4 SMTP U MHE o|0] Mot ALY £
(D) UBLICH 2= oltY R0 SUst SMTP M7t AREIDZ 0] IAIE AHE 4 YSLICH B
xS AL "StorageGRID 22| X|&!".

SMTPE= O|HYE EU= O X ¥E= fYst ZI2EZQIL|CE

o
1 XI2* > * Q2HEIHAL) * > * 2|HA| Ol M * 2 MedgLct

o
2. O|H| Tl 7Ol M * A * S MESHL|C

O|0|& M m|O|X|Z} LIEFEfL|C. O] H|O|X|= AutoSupport TH7| X[ 2| O|0|¥ MHE F45t= O AFEE LT

Use these settings to define the email server used for alarm notifications and for AutoSupport messages. These setlings are
not used for alert notifications. See Managing aleris and alarms in the instructions for monitoring and troubleshooting
StorageGRID.

F Email Server
. Updated: 2018-03-17 11:11:89 PDT

E-mail Server {SMTP) Information

entication | O -]

Atmmm Username: jroot
Credentials Password: |esssssss
From Address |

To: |

Test E-mail
™ Send Test E-mail

Apply Changes *

3. C}S SMTP MY M MEE FIhetLC.

32 My

P SMTP B2 AfB{2| IP ZAQILICH 22| =E0j|Af O X0l DNS HFE
TS AL P FA Al SAE 0|22 YT 4 YBLICH

ze SMTP B2 Aol M ABH| 93t EE HQlL|Ct

JES SMTP B2 o] 2152 s 8ILICt 7|20z I52 ofiyLict
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Email Templates
Updated: 20180317 11:21:54 PDT

a

Template (0 - 0 of 0)

Template

Subject Prefix Header
Mame

Foater

Actions

All Email Lists
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Shnwl a0 "I Records Per Page
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Email Lists
Updated: 2018-03-17 11:58:24 PDT

Lists (0 - 0 of 0)

Group Name Recipients Template Actions
! | ! =1 20Q
Shnwl 50 vl Records Per Page Refresh |

Apply Changes *
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5733a5d7-f069-411f-8fbd-13247494c69¢(36HI0|E )t 22 1 H
22 90(13+13+28+36)LILC}.

8HIO|E

Pt KOl 22 ZWY &+ U= L UM 2FS 7|23 HYUCH= IH 510| 2|2 syslog MH{7} H2|sHOf sh=
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Audit Log Rate = ((2 x P) + (1 - P)) x S3 Operations Rate

Audit Log Average Size = (570 + K) bytes
ol E %01, J2|E7F RS 1,000702] S3 RHELE AO|HE ER, &Y 2519 27|= 50%0|11 S3 A|I™ 0|F, H2l
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29

QM2 2 AR B HE A
O|SYLIct. 2 230| thsl Hlof
AgLich.

B3l ARte| HIHE A
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E I
:I:I|:|-I_I_

o 37|E Fot= AAet
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A D D OO EE FA O MEE ZAAF 7|2 MED SU 242 ALBSLT

170

= r|r

| EECZ MHE)S



=0t O[HIED] 74t B4
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SAS AH838H0 X2|5l{0F 3t= O Z2[AH|0|d 21 2&S lFEY = ASLICH

Application Log Rate 3.3 x S3 Operations Rate

Application Log Average Size = 350 bytes

£ S0, _'E|E7} T 1,0007H2] S3 U= ALO|FHE HR 27 syslog HEHE o 3,300712] oHZ2|Z|0| M

THA10] HMO| R0 Chof f 2

x7h e

MEEl=
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HZl 0|FS H|elet S3 7| O| 8.
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Application Log Rate = ((1.1 x P) + (2.5 x (1 - P))) x S3 Operations Rate
Application Log Average Size = (P x (220 + K)) + ((1 - P) x (240 + (0.2 x
K))) Bytes
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P
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=2E = == T = .
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Application Log Average Size = (P x (240 + (0.4 x K))) + ((1 - P) x (185 +
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=
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EE7 O, HLEHE S EH sHZEo 2
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* E AH25t0] 2| = HE|xtof] 2SO E = B E2tRA "
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=
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A LIEf “9I—.- syslog ME ARZ Al Z0E] Al 2|10 Mol 23
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-
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9

Continue * £ MEHBIL|C}.

]* TLS * EE= * RELP/TLS * E MEHSH 22 MH CA QIZ A, 220X E 21Z A 2 Z20[HE 72l 7|1 E
HECBL|CE

a. ABY QBN L 7S * §ohEy| S ML)
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° nms.log: &3

° prometheus.log: local4
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Data space usage breakdown ¢

1.97 MB (0%t} of 3.09 TB used overall

'

Sitename = Data storageusage o Usedspace 2 Total space =

Data Center 3 (1] 621.26 KB 926.62 GB
Data Center 1 0% T98.16 KB 1.24TB
Data Center 2 0% 552 10 KB 92662 GB

Metadata allowed space usage breakdown @
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- Reports (Charts): DDS (DC1-S1) - Data Store

. , YYYYMWDD HHMM:SS
Attribute: | Total Queries - Successful v | Vertical Scaling: Start Date: | 202170924 13:24:01 |
Quick Query | Last Hour v | Update | Raw Data: | End Date: | 2021/0/24 14:24:01 |

Total Queries - Successful vs Time
2021-09-24 13:24:01 MDT to 2021-09-24 142401 MDT
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. Reports (Charts): DDS (DC1-52) - Data Store

. : YYYIMMWOD HHMM:SS
Atribute: | Total Queries - Successful v | Vertical Scaling; Start Date: | 2021/08/24 13:15:45 |
Quick Query: | Last Month v | [ Updats | Raw Data: M End Date: |2021/03/24 13:15:45 |

Total Queries - Successful vs Time
2021-08-24 13.15:45 MDT to 2021-09-24 13:15.45 MDT
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I Overview l\ Alarms Reports :Conﬁguration

Wain

Overview: SSM (DC1-ADM1) - Resources

Updated: 2018-05-07 18:29.52 MDT

Computational Resources

Semace Restarts: 1 %
Senvice Runtime: 6 days

Senjice Uptime: 6 days

Service CPU Seconds: 10666 s _
Semice Load 0266 % i |
Memory

Installed Memory 8.38 GB %
Available Memory 23 GB i k]
Processors

Processor Number Mendor Type Cache
1 Genuinelntel Intel(R) Xeon(R) CPU E5-2630 0 @ 2.30GHz 15 MiB
2 Genuinglntel Intel(R) Xeon(R) CPU E5-2630 0 @ 2.30GHz 15 MiB
3 Genuinelntel Intel(R) Xeon(R)} CPU E5-2630 0 @ 2.30GHz 15 MiB
4 Genuinelntel Intel(R) Xeon{R) CPU E5-2630 0 @ 2.30GHz 15 MiB
5 Genuinelntel Intel(R}) Xeon(R) CPU E5-2630 0 @ 2 30GHz 15 MiB
6 Genuinelntel Intel(R} Xeon(R) CPU E5-2630 0 @ 2.30GHz 15 MiB
T Genuinelntel Intel{R) Xeon(R) CPU E5-2630 0 @ 2.30GHz 15 MiB
g Genuinelntel Intel(R} Xeon(R) CPU E5-2630 0 @ 2.30GHz 15 MiB
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Text Results for Services: Load - System Logging

2010-07-18 15:58:35 POT To 2010-07-15 15:58:35 POT

Time Received
2010-07-19 15:58:09
2010-07-19 15:56:06
2010-07-19 15:54:02
2010-07-19 15:52:00
2010-07-19 15:49:57
2010-07-19 15:47.54
2010-07-19 15:45:50
2010-07-19 15:43:47
2010-07-19 15:41:43
2010-07-1915:39:40
2010-07-19 15:37:37
2010-07-19 15:35:34
2010-07-19 15:33:31
2010-07-19 15:31.27
2010-07-19 15:29:24
2010-07-19 15:27:21
2010-07-1815:25:18
2010-07-1815:21:12
2010-07-18 15:19:09
2010-07-19 15:17.07

Sample Time
2010-07-19 15:58:09
2010-07-19 15.56.06
2010-07-19 15:54:02
2010-07-19 15:52:00
2010-07-19 15:49:57
2010-07-19 15:47.54
2010-07-19 15:45.50
2010-07-19 15:43:47
2010-07-19 15:41:43
2010-07-19 15:39:40
2010-07-19 153737
2010-07-19 15:35:34
2010-07-19 15:33:31
2010-07-19 153127
2010-07-19 15.29:24
2010-07-19 15:27:21
2010-07-19 152518
2010-07-19 152112
2010-07-1915:19:09
2010-07-19 15:17.07
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Value
0.016 %
0.024 %
0.033 %
0.016 %
0.003 %
0.024 %
0.016 %
0.024 %
0.032 %
0.024 %
0.003 %
0.016 %
0.024 %
0.032 %
0.032 %
0.049 %5
0.024 %
0.016 %
0.003 %
0.016 %
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Text Results for Attribute Send to Relay Rate

2010-07-11 16:02:48 POT To 2010-07-15 16:02:458 POT

Aggregate Time Average Value Minimum Yalue Maximum Value
20M10-07-1915:589:52 0271072196 Messages/s 0266649743 Messages/s 0274933464 Messages/s
2010-07-1915:53:52 0275585378 Messages/s 0266562352 Messages/s 0.283302736 Messages/s
2010-07-1915:49:52 0279315709 Messages/s 0233318712 Messages/s 0.333313579 Messages/s
2010-07-19 15:43:52 0.28181323 Messages/s 0241651024 Messages/s 0374976601 Messages/s
2010-07-1915:39:52  0.284233141 Messages/s 0249882001 Messages/s 0.324971987 Messages/s
2010-07-1915:33:62 0.325752083 Messages/s 0266641993 Messages/s 0.358306197 Messages/s
20M0-07-1915:29:52 0.278531507 Messages/s 0274984766 Messages/s 0.283320999 Messages/s
2010-07-1915:23:52 0.281437642 Messages/s 0274881961 Messages/s 0291577735 Messages/s
20M10-07-1915:17:52 0.261563307 Messages/s 0.258318006 Messages/s 0266655737 Messages/s
20M10-07-1915:13:52 0.265159147 Messages/s 0258318557 Messages/s 0.26663986 Messages/s
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Overview Alarms | Reports | Configuration

Charts Text

!‘l_ll Reports (Text): SSM (170-176) - Events

WYY IMKDD HHMR:SS

Attribute: |Attribute Send to Relay Rate V| Resultz Per Page: Start Date: |2[]1[],f[]?,.f19 08:42-09 |
Quick Query: | Custom Query v| [ Update | Raw Data: End Date: |2010/07/20 08:42:09 |

Text Results for Attribute Send to Relay Rate
2010-07-19 08:42:05 PDT To 2010-07-20 03:42:09 POT

1-50f254 i
Time Received Sample Time Value
2010-07-20 02:40°46  2010-07-20 08:40:46 0274981485 Messages/s
2010-07-20 083846 2010-07-20 083846 0.274989 Messages/s
2010-07-20 08:36:46  2010-07-20 08:36:46 0283317543 Messages/s
2010-07-20 02:34:46  2010-07-20 08:24:46 0274982493 Messages/s
2010-07-20 08:32:46  2010-07-20 08:32:46 0291646426 Messages/s

2345 » Next

HTME EA|SH= Export Text Report(EIAE H 1M L{ELY7|) 20| GEIL|Ct,
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Grid ID: 000000

OID:2.16.124.113590.2.1.400019.1.1.1.1.16996732.200

Node Path 5ite/170-176/SSM/Events

Attribute: Attribute Send to Relay Rate (ABSR)

Query Start Date: 2010-07-19 08:42:09 PDT

Query End Date: 2010-07-20 08:42:09 PDT

Time Recerved, Time Received (Epoch), Sample Time, Sample Time (Epoch), Value Type

2010-07-20 08:40-46,1279640446559000,2010-07-20 08:40-46,1279640446537209,0.274981485 Messages/s,U
2010-07-20 08:3846,1279640326561000,2010-07-20 08:38:46,1279640326529124 0274989 Messages's, U
2010-07-20 08:36:46,1279640206556000,2010-07-20 08:36:46,1279640206524330,0.283317543 Messages/s,U
2010-07-20 08:34:46,1279640086540000,2010-07-20 08:34:46,1279640086517645,0.274982493 Messages/s,U
2010-07-20 08:32:46,1279639966543000,2010-07-20 08:32:46,1279639966510022,0.291646426 Messages's,U
2010-07-20 08:3046,1279639846561000,2010-07-20 083046,1279639846501672,0.308315369 Messages/s,U
2010-07-20 08:2846,1279639726527000,2010-07-20 08:28:46,1279639726494673.0.291657509 Messages/s,U
2010-07-20 08:2646,1279639606526000,2010-07-20 08:26:46.1279639606490890.0.266627739 Messages/s,U
2010-07-20 08:24:46,1279639486495000,2010-07-20 08:24:46,1279639486473368,0.258318523 Messages/s,U
2010-07-20 08:2246,1279639366480000,2010-07-20 08:22:46,1279639366466497.0.274985902 Messages/s,U
2010-07-20 08:20-46,1279639246469000,2010-07-20 08:20-46,1279639246460346,0 283253871 Messages/s U
2010-07-20 08:18:46,1279639126469000,2010-07-20 08:18:46,1279639126426669,0.274982804 Messages/s,U
2010-07-20 08:16:46,1279639006437000,2010-07-20 08:16:46,1279639006419168,0.283315503 Messages/s,U
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Verification
Status: @ Mo errors ils
Percent complete: & 0.00%% |||
Average stat time: @ 0.00 microseconds ils
Objects verified: @ 0 il
Object verification rate: @ 0.00 objects | second ils
Data verified: @ 0 bytes th
Data verification rate: @ 0.00 bytes | second ||.
Missing objects: @ 0 il
Corrupt objects: @ 0 |II
Corrupt chjects unidentified: @ 0
Quarantined objects: @ 0 I|I

* M 2E =2 HSS &0lst2{™ * Storage Node * > * ILM * £ MENSIT AX| TS AT MMOf|A
£42 solstAlR

Erasure coding verification

Status: @ Idle lll

Mext scheduled: @ 2021-10-08 10:45:19 MDT

Fragments verified: @ 0 Ii|

Data verified: @ 0 bytes li I

Corrupt copies: @ 0 il

Corrupt fragments: @ 0 ils

Missing fragments: @ 0 I||

SSHE MHYLIC@ £4 0|5 Hoil =22 HMAES HAHLICL

2. JHH| EXH 2ol 2ol ZutE HEFLICE

—

a. QX|E4 >« k| EX) 20l * > * T L{S * 2 MentL|ct
b. L-2HEl JK| EALE 2| S AZHSILICH Z0| 10074 O|Ate] L-2fEl Zx| AH2S 44511 * Objects Lost *
A1t E3|AE A 7|2 XY S M0 2SR
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Object existence check

Perform an object existence check if you suspect storage volumes have been damaged or are corrupt. You can veri

=

o S S g e e el e e i i gy e e R e e e e T L et it e e

defined by your ILM policy, still exist on the volumes.

Active job Job history

Seard Q

‘ Delete

o N
JobiD @ Status 2 Nodes (volumes) @& (Missing object copies detected | @

l

15816859223101303015 Completed DC2-51 (3 volumes) 0
12538643155010477372 Completed DC1-53 (1 volume) 0
5450044849774982476 Completed DC1-52 (1 volume) 0

DC1-51 (3 volumes)

DC1-52 (3volumes) | ,
3395284277055907678 Completed L0 /

DC1-53 (3 volumes) ~— o

and 7 more
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Metrics

Access charts and metrics to help troubleshoot issues.

@ The tools available on this page are intended for use by technical support. Some features and menu items within these tools are intentionally non-
functional.

Prometheus
Prometheus is an open-source toolkit for collecting metrics. The Prometheus interface allows you to query the current values of
metrics and to view charts of the values over time.

Access the Prometheus Ul using the link below. You must be signed in to the Grid Manager.

®  https:ff

Grafana

Grafana is open-source software for metrics visualization. The Grafana interface provides pre-constructed dashboards that contain
graphs of important metric values over time.

Access the Grafana dashboards using the links below. You must be signed in to the Grid Manager.
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Diagnostics

This page performs a set of diagnostic checks on the current state of the grid. A diagnostic check can have one of three statuses:

¢ Normal: All values are within the normal range.
Attention: One or more of the values are outside of the normal range.
€ Caution: One or more of the values are significantly outside of the normal range.

Diagnostic statuses are independent of current alerts and might not indicate operational issues with the grid. For example, a
diagnostic check might show Caution status even if no alert has been triggered.

Run Diagnostics

» Cassandra automatic restarts v
# Cassandra blocked task queue too large v
» Cassandra commit log latency v
" Cassandra commit log queue depth v
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CPU utilization -

Checks the current CPU utilization on each node.

To view charts of CPU utilization and other per-node metrics, access the Node Grafana dashboard.

Status MNarmal
Prometheus sum by (instance) (sum by (instance, mode) (irste(node_cpu_seconds_total{mode!="idle"}[5m])) / count by
query (instance, mode)(node_cpu_seconds_total{mode!="idle"}))

View in Prometheus (4

Thresholds Attention == 75%
@ Caution ==95%

Instance 1T CPU utilization 11

Status ~
DC1-ADM1 25989,
DC1-ARCH 0.937%
DC1-G1 2119%
DC1-1 8 708%
DC1-82 8 1429
DC1-53 9.669%
DC2-ADM1 2515%
DC2-ARCH 1.152%
DC2-81 8 204%
DC2-52 5 000%
DC2-53 10.469%
3. * MEH Abgt *: O] ZICtD} 222l Grafana AIEE H2{H * Grafana CHA|EE * 23 E S2ISIAMA|IL.

o] @3 YR T FEEE|0= EAZIX] AELICE

& Grafana CHA|E =7} LIEFEFLICE O] GlO|A . E CHA|EE= O] L E0f| CH$E CPU AF2E 2 s = =0f| CHt
CI2 Grafana XtEE 20 FL|C}.
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2 Node -

"DC1-ADM1" ~

CPU utilization

09:00 09:02 g1 0910 09:12 09:16

== Litilization (%)

Memory Usage
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09:00 0 09:08 2 09:16

== Used (%)

Load Average (1m) and # of CPUs Blocked and Running Processes Context Switches
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Prometheus

0O Enable query history
s - - ¥ ) = Load time: 347ms
I*surn by {instance} (sum by (instance, mode) (irate(node_cpu_seconds_total{mode!="idle"}[5m])) / count by (instance, mode) g Resaiution: 14s

Total time series: 13
Execute - insert metric at cursor - *

Graph  Cansole
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metrics Cperations on metrics v

Jgrid/metric-labels/{label}/values Lists the values for a metric label ﬂ
GET /grid/metric-names Lists all available metric names ﬂ
GET Jgrid/metric-query Performs an instant metric query at a single point in time a
GET /grid/metric-query-range Performs a metric guery over a range of time ﬂ
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Object Metadata Lookup

Enter the ientifier for any obiect stored in the grid to view its metadata

Identifier $-EI|.ITII‘I'.".'1E""J’.'|'."|J‘]E'E|]|

Version 1D [optional)

4. Look Up * & MEiBHL|C},

2 S{ptict | BlEfE|0lE X8| Z b LIEFELITE of Ho|Xols THe R8Ol Fist LiZELIC

| ID(UUID), B ID(ME A, 24 0|2, Z4E0]Lf OIS, BIHIE A% OIS =i ID, 20| =2|x 27,
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© 2RURE AEZ|X| Eo| QEHME SALES Z2 28 HZIQ 0|F ¥ QENEQS| 11f AHXIE H|Zot
oM E0| 9{X|7} ZeHELCt
P B QS 3l (S TIE QuuSol Yo HME Yux) ol Hole 2718 Zars SuHE A1
SEAULICL MOIHETL 1007HE X2 f te QENE F< 7<1.= 1007He] MIIHERE EA|E
° H2|E x| b2 LHE AER|X| HAlo| BE QU E HEFE|O|E Of YA HIEFE|O|E{ofls Za|=HE 22| =7tx|
RXAEX| b= LH$ A|AE H|EFH[O|E{ 7t ZehE IEL
CHE Ofl= 2702 SXE SAHEL = MEE S3 A E JHH|0] Ciet QEME O|EIH|0[E 3| 23S E0
FLICt
System Metadata
Object 1D AT2ESEFF-B13F-4905-9ESE-45373FEETDAS
Mame testobject
Container source
Account -1582139188
Size E24 MB
Creation Time 2020-02-19 12:15:59 P5T
Meodified Time 2020-02-1912:15:59 PST
Replicated Copies
Node Disk Path
99-97 ivarflocalirangedb/2/p/06/ 0B/ 0nMEHS TFEnQQNCV2E
99-39 ivarflocallrangedb/1/p/12/04/00nMEHS TFEoW2B|CXG%
Raw Metadata
"TYPE™: “CTHI",
“CHND™: "AlZEOGFF-B13F-40@5-0T9E-45373F6ETDASE",
"MAME®: “testobject®,
"CBID™: "emSB2IDEVECTCIBL1E",
"PRMD" = "FEABAES1-534A-11EA~-SFCD-31FFERC3B056",
“PRTH ' "solrce™;
"META®Z {
"HASE":
“"FAWSS: =27,
QHME MEMAELZX] Z8) HOi7t L HMSLICH
AEZ|X| LEQ| 7|2 AER|K|E QEHNME HEUAZ LIELICH QENME XEALAE 2| x|

=Z0|2tnk gtL|C},
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Disk devices
Name @ = World Wide Name @ 2 I/Oload @ = Readrate @ = Writerate @ 2
sdc(8:16,5db) N/A 0.05% 0 bytes/s 4KB/s
sde(8:48,5dd) N/A 0.00% 0 bytes/s 82 bytes/s
sdf(8:64,sde) N/A 0.00% 0 bytes/s 82 bytes/s
sdg(8:80,sdf) N/A 0.00% 0 bytes/s 82 bytes/s
sdd(8:32,sdc) N/A 0.00% 0 bytes/s 82 bytes/s
croot(8:1,sdal) /A 0.04% 0 bytes/s 4 KB/s
cvloc(8:2,5da2) MN/A 0.95% 0 bytes/s 52 KB/s

Volumes
Mount point @ = Device @ = Status @ = Size @ = Available @ = Write cache status @ =
/ croot Online 21.00 GB 14.73GB 1l Unknown
Jvar/local cvloc Online 85.86 GB 80.94GE 1ls Unknown
/var/local/rangedb/0 sdc Online 107.32GB 107.17GB 1l Enabled
Jvar/local/rangedb/1 sdd Online 107.32GB 107.18GB il Enabled
/var/local/rangedb/2 sde Online 107.32GB 107.18GB 1ls Enabled
/var/local/rangedb/3 sdf Online 107.32 GB 107.18GE 1ls Enabled
/var/local/rangedb/4 sdg Online 107.32 GB 107.18GB 1l Enabled

Object stores
DO =2 sSize@® = Available @ 2 Replicateddata @ = ECdata @ =2 Objectdata(%) @ = Health @ =
0000 107.32GB  96.44GB 1l 1.55MB il 0bytes 1ls 0.00% No Errors
0001 107.32 GB 107.18GB 1ls 0 bytes 1ls 0bytes 1l 0.00% No Errors
0002 107.32 GB 107.18GB 1l 0 bytes 1ls 0bytes 1l 0.00% No Errors
0003 107.32 GB 107.18GB ils 0 bytes ils 0bytes il 0.00% No Errors
0004 107.32 GB 107.18GB 1l: 0 bytes ils 0 bytes 1l 0.00% No Errors
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LR > 22 >*02|= EEZX| * 2 MeistLct,

2. site_ * > *Storage Node * > * LDR * > * Storage * > * Overview * > * Main * 2 MEH&L|C},

Overview: LDR (DC1-51) - Storage

Updated: 20200139 150339 PET

Storage State - Desired Online

Storage State - Cumrent Online =
Storage Status Mo Errors =%
Utilization

Total Space 322 GB

Total Usable Space INGB i |

Total Usable Space (Percent) 96.534 % g
Total Dats 594 KB i

Total Data (Percent): 0% i |
Replication

Block Reads 1} bt
Block Wiites i} =
Objects Ratdeved 0 |
Objects Committed 1] b |
Objects Delated 1] =
Defete Service Stata Enabled =
Object Store Volumes

D Total ~ Avallable Replicated Data EC Data  Stored (%) Health

0000 107 GB 96.4 GB [ 994 KB Hoe 0.001 % No Errors ]
0001 107 GB 107 GB Hoe =Hoe 0% Mo Errors ]
0002 107 GB 107 GB 08 ™0B  W0% No Erors e

Folio| E4of| w2f AE2|X| 2F2| o7t AEE[X| HE EE= QEHE X4 JEHO| tieh 2Eof HIE &
UAELICH AEZ|X| SF0I| ZoH7t LMSHH Zol7 LMot AERX| 2ES St AE2|X| LEE X0 e
HH| 71522 =60 &L|CH Rt 2 * 4 * HQZ 0|Sstl "AEZ|X| LEE 87| & HE= SLICH

o
t2tM StorageGRID A|AR2 MHO| HA| S7E ZH|SH= St HI0[EH S HAsH= ol A8E & ASLICE

K 2HAHE SolgLct

StorageGRID A|ARI2 AER|X] LEOA QENE O|0|E Q] 2AHMS 20160 &AE|ILE
w2l QEHETL GIEX| HOIFLICH

A TRAANS T JIXI7F YLICH MBS E HE WK EX) ol(0|Fel EIateE AE)LICE 0
22 8| TS50 Hlo|E PHNS BAFLICL Wit E H50| AHEO= AME T 4K clo|Ele Hetde
K4= 0= StolgtL|Th JHx|e] ZXH OIS HCt WA 20I57| SIsh ALK} K| X 62 S Stolst & YAL|Ct
(et e of).
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Perform an object existence check if you suspect some storage volumes have been damaged or are corrupt and you want to verify that objects still exist on

these volumes.

If you have guestions about running object existence check, contact technical support.

Active job Job history
Status: Accepted Consistency control @: All
Job 1D: 2334602652007829302 Starttime @: 2021-11-10 14:43:02 MST
‘ Mls:n‘g ob|cct coui‘c‘-s‘t‘:i‘crccted. 0 0 ’_'I Elapsed time @:

Progress: 0% Estimated time to completion @:
Volumes Details
Selected node 2= Selected storage volumes Site =
DC1-51 0,1,2 Data Center 1
DC1-52 0,1,2 Data Center 1
DC1-53 0,1,2 Data Center 1

A
T
o 2HE RS 4 9

o>

LICt =9 =X|7} HROHK| g5 LIC).
f

=
2t=l JiA| AH20| 0 LCE 310 * Objects Lost * 217 EB|HE|X| 42 AR F2tEl RE AR
CHSE 242

o ZFX| =
[=] —
A2E0M SFE[JSLIC = JHH| S At=0] 42 LRISH| 28l St=/0 2X7F HEEU[=R
stolstLrt,

° YXIE F2HE JHA| AR20] 02LF 20 * TN &4+ 10Ut ER[AHE|H HIo[Ef FEH0| FYE HE +
UASLICL 7|= X BM0 S2[SHMAIL.

° grepE AFE5I0] LLST ZAL HIAIX|E &350 24 E JHH EAHES ZAE = UELICH grep LLST

audit file name.

Of BXt= of BXtet RAFLICH "ZLE SHIE ZAF SYULICIIHN SA=E2 22 & HAMSHA2 LsT CHA
OLST.

- EtHofl Chel 22t AIO|E = Y=ol =2 L2dS MBSt 32 HEIH|OIE LdS ?I8] 2 352 7|tz
Ch2 22 S80I HYUS ChAl & glL|C).
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Perform an object existence check if you suspect some storage volumes have been damaged or are corrupt and you want to verify that objects still exist on these
volumes.
If you have questions about running object existence check, contact technical support.
Active job Job history
| 3
‘:Delete l Search by Job (D/ node name/ consistency cantral/ start time. Q@ Displaying 4 results
<5 J
Nodes (volumes) Missing object Consistency . [ }
JobID Stat = -~ e Start t End t -
o ¢ o A - -] copiesdetected @ 7 control - e L e @ = J
DC1-51(3
volumes)
DC1-52 (3 2021-11-10
2021-11-10
2334602652907829302 Completed volumes) 0 All 14:43:06 MST
14:43:02 MST
DC1-53 (3 (3 weeks ago)
volumes)
and 7 more
DC1-52 (2
volumes)
- DC1-53(2 2021-11-10
11725651898848823235 ; 2021-11-10
i Completed volumes) Q Strong-site 14:42:11 MST
(Rerun job) 14:42:10 MST ;
DC1-54 (2 {17 minutes ago)
volumes)
and 4 more
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5GIBELt 2 HHE AtESH= HIHEE 22lst0] 0| €& + AUSLICH

THA|
1. 34 *>* BLEE * > * ZAt U syslog MH * 2 0| SEL|C}.

2. Client Writes7t NormalQl AL ZrAt 20f| HM[ATILICE.

a.

i
o
o

oot
=

ICt ssh admin@primary Admin Node IP

b. off LIEE A4S E UABILICt Passwords. txt IHY.

c. REZ MSIHH O3 BHS LHYLICE su -

d. of LIEE 25 E UHAYLICt Passwords. txt IHY.

20QI5IH TETET} of| M HAELICE s E MEHSILICE 4.
b e CMER| 2 HESLCE

At 2O CEEE| S HE Jhstt == FA Y 230 w2t CHE LT

rir

SMS MEHSL|CE SHA
EHLECI2 /var/local/log/localaudit.log
e LE/2HE L E © e LE(R2Y H HIRY):
/var/local/audit/export/audit.log
* All nodes(2& E): /var/local/log/localaudit.log O]
DEOM= YetX o= mAo| H|o] QAL gi&LICt.
Q|& syslog AH /var/local/log/localaudit.log

AL CHAY - W2t EE= /var/local/audit/export/ & YHYLICH cd /var/local/log

i. & YHYLIC zgrep SPUT * | egrep "CSIZ\(UI64\): ([5-91|[1-9]1[0-9]+)[0-9]{9}"
ii. Autof| L= 2F ZAF HIA[X] o]l CHal £ 7@!‘_7.(_0|-MA|52 S3AT HUE A™ IDZ &9l8H= ZEQlL|C}.
HIAIX|S| CHE TEZ ALR3I0] 2210 E, K3l 3l JHHIO| M AFRE! IP FA S StolstL|LCt,
e L
SAIP AA P
Of| A 2|0HO[ S Al 2] At HEE IDYLICH
Ofl A M| H|H| 0| Z= A 5] A} e
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1= EEs
0| A3KY QEHE
CSRZ 37|(HIO|E)

* A2 ZDto| of| *

audit.log:2023-01-05T18:47:05.525999

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64) :1672943621106262] [TIME (UI64) :80431733
31 [SAIP(IPAD) :"10.96.99.127"] [S3AI (CSTR) :"93390849266154004343"] [SACC(CS
TR) : "bhavna"] [S3AK(CSTR) : "060X85M40Q090Y280B7YT" ] [SUSR(CSTR) :"urn:sgws:id
entity::93390849266154004343:root"] [SBAI (CSTR) :"93390849266154004343"][S

BAC (CSTR) : "bhavna"] [S3BK(CSTR) :"test"] [S3KY (CSTR) :"large-

object"] [CBID(UI64) : 0x077EAZ25F3B36C69A] [UUID(CSTR) : "A80219A2-CD1E-466F-

9094-

BOCOFDE2FFA3"] [CSIZ (UI64) :6040000000] [MTME (UI64) :1672943621338958] [AVER (

UI32) :10] [ATIM(UI64) :1672944425525999] [ATYP (FC32) : SPUT] [ANID(UI32) :1222
829] [AMID(FC32) : S3RQ] [ATID(UI64) :4333283179807659119]]

3. S20|HE MT|7} HY0| ofl 2 22| H|IHE IDE AHESH0] HHES AlEtLC}.

HI

HI

AotALL F2HEl QEHME H|o|H ZHE

a X *>> E—_rL >*23* E o|SeiLct L& A= 2E2|X| ==0] chet oiS2[AH 0|8 208
FEELICH L2 M2 1522 XFEL/Ct
b. mlo] &= EN = O|SLICt bycast. Log:

/GID<grid id> <time stamp>/<site node>/<time stamp>/grid/bycast.log

c. 218 AMBILICI method=PUT A 22I0|HEE &QSL|C client1p ZEOf [HBILICE.

* bycast.log2| o *

Jan 5 18:33:41 BHAVNAJ-DC1-S1-2-65 ADE: |12220829 1870864574 S3RQ %CEA
2023-01-05T18:33:41.208790| NOTICE 1404 af23cb66b7e3efab S3RQ:

EVENT PROCESS CREATE - connection=1672943621106262 method=PUT
name=</test/4MiB-0> auth=<V4> clientIP=<10.96.99.127>

CH PutObject 2717t 5GiBO| 11 5GIBELH 2 @ENEQ| CisH CHE MIE PZEE AMESHES HIHEO|
L|C}.

|
ot
=
k=)
S
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=]
g Z2O7H0| HEE ER 137 S F1E FASHIAIR.
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X
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n

HStALE F2HEl A CloE 24| sHZ: /WK

0

20| E of Z2[A[0]MH2] 17| 28, =HEl QEHE H|o[E{o| 8 a2tRE AF, ILM ME VL,

m— OO,
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AERX| E 87 5 QUHE Glo|E S22 HIE3 02 71X 0|2 QENES Hu 4
&Lt
= .

StorageGRID A|A®I2 A2 HEIC|OIE{of A= #IX| HEE ALE3I0] JHAIE AU KIS 2FHELIC JHA2|
SAES oY /Kol 2 5 s 2, ILM X0 JHH SALE S = 014 THE= 7#2[0] Zetk|0] LTt 7HESH0
AARO] A|AEIO] THE RUX[0M 7HH|S| CHE SAHE S 7H 28410 A= §LCY.

O] ZM0| M23tH StorageGRID A|AHIS F2t2| ZHA| 2ALE S CHA|EHL|CH 2R X| o™ CH2 1t 240 * Objects
Lost * A117t E2|HEL|CE

* SHE SAHEC| R CHE SAMES MY £ QIQH JiM7L 24 F AR ZHFE|0f ZJF E2|AELICH
* AH| 2 =HE20 B2 oA /IK|oM =HEE MY + gle 32 CHE X0 SAHES AMst 0
A EEBE7| Hof ECOR(Corrupt Copies Detected) &40 14| Z7}18tL|CH CHE SAIES A2 4 QI A7}
Eg[HELCt.
D= * Objects Lost * B E ZA| ZASI &40 22 QIS Metstn A7t o TS| Il AEHO|HLt oixY
AEY = gl= AEE|X| LE = OFF10[E L E0| U=X| 2HRIsof BHLICH S EZSHYAIL "&AE JHHE

ESN BN

EHE WM E CHA| 8510 24
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rot

Objects Lost * 2117} EB|HE|H JA| ZALSHOF BfL|Ct. &S 2= 7HA[0f o
&5t 7|& XA 2M0 EQ5HEAL.

tEEE

* £ AH25t0] 2| = a|xtofl 2al8Hof FLICH "X E = & HEte A"
o

* UELICH"EH HMA HBt
e Off 7} FO{OF BL|Ct Passwords. txt OFY.

Objects Lost * Y22 StorageGRIDZt J2|=0]| 7HK|2] SAH2O0| SICHD TEHSHS LIEFRLICH HIO|E{ 7} Ao =

O|E] &85 XISt7| 2leh ZX|Z F3oF & =+ ASLICE R0 w2t
f

1. LB+ 5 MEfBLICH
2. AER[X| LE x> QEREE * 5 MERBILICE
3. JHM| & TOll EAIE &AME JHA 5 HESLICL

0| £Xt= Jd2|E =71 MA| StorageGRID A|ARIO|A F2HEl ZIOZ ZEX|5t
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DC1-S1 (Storage Node) & X
Overview Hardware Network Storage Objects ILM Tasks
1 hour 1 day 1 week 1 month Custom
53 ingest and retrieve @ Swift ingest and retrieve @
18B/s 1B/s
D.800 B/s D.B00 Bfs
0.600 B/s Mo data 0600 B/s Mo data
D400B/s 0.400B/s
0.200 B/s 0.200 B/s
DB/s 0B/s
1510 15:20 15:30 1540 15:50 16:00 1510 1520 1530 15:40 15:50 1600
Object counts
Total objects: @ 0
[ La;stc;bgecis: e 1 ||| |
S3 buckets and Swift containers: @ 2

e

. BE| L EO0f|A, "7+Ar Z70f HAM|ATHL|CI" Objects Lost * 222 E2|7{3t JHH|2] UUID(Unique Identifier)S
HBtLICE,

sfolstH CES

=

a. J2|E L=of 230l C}.

iv. Of LIZEl A E QUBBILICt Passwords. txt IHY.
2EZ 2T0I5H TETE T} oM HAEILICH s 2 MERSHLIC} 4.

—od

b. ZEAt 217t U= Ll ER| 2 HFRL|CH

HAF 2O D S HE Jtstt === AA e 280 ma2f oHELIC.

SMS HEiELCt =X
2L L1242 /var/local/log/localaudit.log
e tE/2E L E © ZE| EE(2Y 8 HI2Y):

/var/local/audit/export/audit.log

* Allnodes(2E =E): /var/local/log/localaudit.log O]
DEOM= YEtH o= mrAo| H|0] QAL gi&LICE.

249




5 =

g

—

S MeEstLct 25|

Q& syslog A{H /var/local/log/localaudit.log

ZHAF CHAF AHOf| 2}, EE= /var/local/audit/export/ & YHEHELICH cd /var/local/log

KEMISE LIS

2 2 "gA R Uy S dEigL o

P

SHMA| .

C. grepE ALE3I0| OLST(Object Lost) ZHAF HIAIX|E F=EELICEH &3 grep OLST audit file name

d. OlA|X|oll Z&HEl UUID 2t geletLct.

Admin: # grep OLST audit.log

2020-02-12T19:18:54.780426

[AUDT: [CBID(UI64) :0x38186FE53E3C49A5] [UUID(CSTR) :"926026C4-00A4-449B-
AC72-BCCA72DD1311"]

[PATH (CSTR) :"source/cats"] [NOID(UI32) :12288733] [VOLI (UI64) :3222345986
] [RSLT (FC32) :NONE] [AVER (UI32) :10]

[ATIM (UI64) :1581535134780426] [ATYP(FC32) :OLST] [ANID(UI32) :12448208] [A
MID(FC32) : ILMX] [ATID(UI64) :7729403978647354233]]

=

sto|stL|C

250

i = | I-

MERILILH objectByuuID S AHESI0] 8 ID(UUID)Z 7HAIE &2 CHZ IOIE 7t Y-l XMSt=X]

a. SSHE Ar2%to] AEE|X| LEo| 2aQlstL|Ct I3 Ct2 "telnet 0 1402"E /243510 LDR 20|
o M[ABFLICE.

b. 2. /proc/OBRP/ObjectByUUID UUID value

Of % tH
IXIZH LIE = ASLICH.

= 749

i lH0 M= Q] ZHME EO FLICH uUID 926026C4-00A4-449B-AC72-BCCA72DD1311 Ofl=

ade 12448208: /proc/OBRP > ObjectByUUID 926026C4-00A4-449B-AC72-

BCCA72DD1311
{
"TYPE (Object Type)": "Data object",
"CHND (Content handle)": "926026C4-00A4-449B-AC72-BCCA72DD1311",
"NAME": "cats",
"CBID": "0Ox38186FE53E3C49A5",
"PHND (Parent handle, UUID)": "221CABD0-4D9D-11EA-89C3-
ACBBOOBB82DD",
"PPTH (Parent path)": "source"
"META" : {
"BASE (Protocol metadata)": {
"PAWS (S3 protocol version)": "2",
"ACCT (S3 account ID)": "44084621669730638018",



"*ctp (HTTP content MIME type)": "binary/octet-stream"

}o
"BYCB (System metadata)": {

"CSIZ(Plaintext object size)": "5242880",
"SHSH (Supplementary Plaintext hash)": "MD5D
OxBAC2A2617C1DFFT7ES59AT76731EGEAFS5E",
"BSIZ (Content block size)": "5252084",
"CVER (Content block wversion)": "196612",
"CTME (Object store begin timestamp)": "2020-02-
12719:16:10.983000",
"MTME (Object store modified timestamp)": "2020-02-
12T719:16:10.983000",
"ITME": "1581534970983000"
b
"CMSM": {
"LATM (Object last access time)": "2020-02-

12T719:16:10.983000"
by
"AWS3": |
"LOCC": "us-east-1"

b o
"CLCO\ (Locations\)": \][

\{
"Location Type": "CLDI\ (Location online\)",
"NOID\ (Node ID\)": "12448208",
"VOLI\ (Volume ID\)": "3222345473",

"Object File Path":
"/var/local/rangedb/1/p/17/11/00rHO%DkRt78I1a\#3udu",

"LTIM\ (Location timestamp\)": "2020-02-
12T19:36:17.880569"
\'},
\ {
"Location Type": "CLDI\ (Location online\)",
"NOID\ (Node ID\)": "12288733",
"VOLI\ (Volume ID\)": "3222345984",

"Object File Path":
"/var/local/rangedb/0/p/19/11/00rHO%DkRt78Rrb\#3s;L",
"LTIM\ (Location timestamp\)": "2020-02-
12T719:36:17.934425"
}

= I oMol = 2 &M JHHIE LIEFHLICE yuID 926026C4-00A4-449B-AC72-BCCA72DD1311 Of
LIE =l X7t ei&LICE.
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ade 12448208: / > /proc/OBRP/ObjectByUUID 926026C4-00A4-449B-AC72~-

BCCA72DD1311
{
"TYPE (Object Type)": "Data object",
"CHND (Content handle)": "926026C4-00A4-449B-AC72-BCCA72DD1311",
"NAME": "cats",
"CBID": "0Ox38186FE53E3C49A5",
"PHND (Parent handle, UUID)": "221CABD0-4D9D-11EA-89C3-ACBB0O0BB82DD",
"PPTH (Parent path)": "source",
"META" : {
"BASE (Protocol metadata)": {
"PAWS (S3 protocol version)": "2",
"ACCT (S3 account ID)": "44084621669730638018",

"*ctp (HTTP content MIME type)": "binary/octet-stream"

}o
"BYCB (System metadata)": {

"CSIZ (Plaintext object size)": "5242880",
"SHSH (Supplementary Plaintext hash)": "MD5D
O0xBAC2A2617C1DFF7ES59AT76731EGEAFS5E",
"BSIZ (Content block size)": "5252084",
"CVER (Content block wversion)": "196612",
"CTME (Object store begin timestamp)": "2020-02-
12719:16:10.983000",
"MTME (Object store modified timestamp)": "2020-02-
12T719:16:10.983000",
"ITME": "1581534970983000"
by
"CMSM": {
"LATM (Object last access time)": "2020-02-

12T19:16:10.983000"

s
"AWS3": {
"LOCC": "us-east-1"

a. /proc/OBRP/ObjectByUUIDS| &2 HESI MAS &S A TL|CE
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B1E X2+ ASLICE M7t giths A2 JHAI7E S| =X o2
ARE[RZS LHEFHLICE
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(e BAHHMHC 2 SHE VNS AMELICH LB IDE AHESH0]
SHIE AER[X] =25 & TY2 of LI ASLILE)

—_

|7t U= B2 * Objects Lost * 2| JH+E CHA| At 20 E X2
= ASLIC.

fIXI=0 0| LIEE /IXI7F QLo JHA7L +2HE = ASLICH Al=g 5=
UGLICHINHE AMstn SRR 2E ZolstAHL 7= K-

Mo 2oE & ASLICE

7l& X RFMolM T Sl AER|X| 57 EXPIF JAEX| 2QISt e
QNG £+ ASLICE of cHet EE HESHYAL "Grid Managers
AtESHO] A CIOIHE SAYLICH 3 "QEHE HI0|HE AEE(X|
EE0 =3 ST

AMEOR SAE NS HAsto] BIBLICE

IHH| &2
WM E &0

k>

&) ZEet |

A Eelst 4 gL,

—_—

AlZtsE7| o
* O™ AlHE CHE &AE M| UUIDI USLICHEHE THHE ZAFLICH

* 2(B) ERot UJELICE passwords. txt IHY.

Of ZhHofl CHaH

O Zxtofl w2t J2|=9| CHE fIX|0M && & JHHo| SXlEl SAtES HE & ASLICL HRES| 3R &4E JHHE
HE & YELICE 2L 0] m2f F2XQ =X & Fe 22 &4E =H JHNIE &ot S = ASLIC
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o
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I CHE HE2 YHELICE ssh admin@grid node IP
i of LIEEl 2 E A=ARLICE Passwords . txt IHY

v. ol LIZE 2= S ?:IEJ.E.*LIEf Passwords. txt It
FEZ 2005t TETEJLof| M HAELICH s & MEBILICH 4.

LLod

AL 27 9|X|e LA B2 =2 HERLIC,

gA 23 C|HEEzE| 8l HE Jtstt &

n
rr

ZAL o AFEof| et CHE LT

ZMS MEfetL|Ct SHX|
2R LEZ[2E) /var/local/log/localaudit.log
| tE/RE L E c o2 LE(2Y Y HIRY):
/var/local/audit/export/audit.log
* Allnodes(2E E): /var/local/log/localaudit.log Ol
DEOoM= e O 2 IHAUO| H|0] JAAHLE ELICEH
Q& syslog A{H /var/local/log/localaudit.log

ZHAL CHAF EHOf| 2}, EE= /var/local/audit/export/ & YHEHELICH cd /var/local/log

KiMIEE LHE2 S "ZAr 2 tid S HERL DI EZSHAL.

[

L O

:grep uuid-valueaudit file name > output file name

- grepE ALE5I0] & FEYLICHHMAHC 2 L E M| 2 E AL HAXULICH 23 THA 2 H¥L|CH

=
ola

o

i
muin

H LiZ o 250

Admin: # grep 926026C4-00A4-449B-AC72-BCCA72DD1311 audit.log >
/var/local/tmp/messages _about lost object.txt

. grep= AF26}10f 0] £ mA0f| A LLST(Location Lost) ZFAF HIA|X|E E=&=TtL|Ct 3: grep LLST

output file name

o

i
muin

H LhZa 25U

Admin: # grep LLST /var/local/tmp/messages about lost objects.txt

LLST ZAF HIAIX|= O] Ol Al X|2F Z&LICt.



[AUDT: [NOID(UI32) :12448208] [CBIL(UI64) :0x38186FES53E3C49A5]

[UUID(CSTR) :"926026C4-00A4-449B-AC72-BCCA72DD1311"] [LTYP (FC32) :CLDI]
[PCLD (CSTR) :"/var/local/rangedb/1/p/17/11/00rHO0%DkRs&LgA#3tN6"]

[TSRC (FC32) : SYST] [RSLT (FC32) :NONE] [AVER (UI32) :10] [ATIM(UI64) :15815351

3437922

o]

[ATYP (FC32) :LLST] [ANID(UI32) :12448208] [AMID(FC32) :CLSM] [ATID (UI64)
868710831907434091] 1]

e. LLST H[A|X|oflAl PCLD EE2t noid HEE &&L|CH

| -
EEZX|* & MEigLCt. O3 ohZ *H|ol HE * > *AEZX| == * > * LDR* S MEgL(CH

LDR MH|AL| L. E ID= Node Information EH|O| 20| JELICL O] LDRE S ARISH=E AEZ|X| E
WH77FR| 28 AER|X| Eo| Lt MEHE HESIAMAL.

2. ZAL OIAIX|Off EAIE AEE|X| = E0f| Z4K|7F U= ZeletL ),

a. J2|E LE 239

I S HES YHYLICE ssh admin@grid node IP

i of LgiE

ii. 2E2 Mol CFS BYS YHBILIC su -

JQIstH IETETLOf| M HAELICH s S MEHRILICH 4.

—

b. JiA[Q| mtY FZ7t A=K =St

=

2ol oty ZF=0f| LLST At HIA|X|2| PCLD 22 AHEeLCt.

HE S0 U322

LRI,

1ls '/var/local/rangedb/1/p/17/11/00rHO%$DkRs&LgAS#3tNG'

M A = A=20l| chiet ClA39] FAM| FZYILICH noid 242 ZHH|S] SAHE

FHZEE AERX| LEE % ﬁ |C}. Grid Manager®|A * X| @ * >* = * > * O2|E
H a
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=

:70

Ho
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=l

E

KHE O|A7|o|TotaH o FHM JHH| ot B2 E 2 2MZHZ FO{0F LTt

M BRE S 5 QW IMIE £AE[0 O] BAIE AE0IH ST = |IGLILL 7|& X[# B Ao

* WM A=t LARH LS THAISE AL TARLCH HAME 24K S CHA| StorageGRIDZ 5@ e

A
T
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a. YUt AER|X| =E0A StorageGRIDOHH HE|g = JA-E A oyl ARAS HFTLICH Y=:
chown ldr-user:bycast 'file path of object’

b. SSHE AtE3t0] AEE|X| =0l 23918tL|Ct I3 LS "telnet 0 1402"S Zst0] LDR 240
N M| A BFLICY.

C. 23 cd /proc/STOR

d. &/2f: object Found 'file path of object'’

OlE S0 Ch52 L")

Object Found '/var/local/rangedb/1/p/17/11/00rHO%$DkRs&LgA%S#3tNG"'

i

LHBILICE Object\_Found Command 7HA| ?|X| S =30l LEILICH ot 2 ILM FH0| E2| 0]

=
= =
7_||- PSRN | x|145| EHE 7:7|. EA|.§0| AHMEIL_||:|._

o ocood

HHE XS AERX| LE7F 2EEI0l AR 220l MEfel AEZ|X| =0 Z4HM|E SAFE
@ 2 QUELICH M E 22121 AER[X| ==9] jvar/local/rangedb CI2I E2|0f| HHX|BFLICE T3
Lt & MMBILICE Object\ Found ZiA|Of CHSE It A2 E AHESt= B ALICE

l"r

OI'

" HNIE Y & ol B2 E BXSHIAIR Object\ Found BHO| AIFAELICE 7|= X[ 20
FOSHIAIL.

* Ji¥|7t StorageGRIDZ =& &M 45 HAIX|7} LIEFELICE. O & SH LSt Z& LI

ade 12448208: /proc/STOR > Object Found
'/var/local/rangedb/1/p/17/11/00rH0%DkRs&LgA%#3tNG"

ade 12448208: /proc/STOR > Object found succeeded.
First packet of file was valid. Extracted key: 38186FE53E3C49A5
Renamed '/var/local/rangedb/1/p/17/11/00rHO%DkRs&LgAS#3tN6G6' to
'/var/local/rangedb/1/p/17/11/00rH0%DkRt78I1la#3udu’

Ct2 BHAIE Al&Ect

4. 4|7} StorageGRIDZE & M S| 7} MM E|H=X| stolstL|Ct,

a. 23: cd /proc/OBRP

b. 2/2: ObjectByUUID UUID value

CH2 0|0l A= UUID 926026C4-00A4-449B-AC72-BCCA72DD13110] Q= JHK|Q| Q| X| 7t & 7IX| S
Ho{ FL|C}.

ade 12448208: /proc/OBRP > ObjectByUUID 926026C4-00A4-449B-AC72-
BCCA72DD1311
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"TYPE (Object Type)": "Data object",

"CHND (Content handle)": "926026C4-00A4-449B-AC72-BCCA72DD1311",
"NAME": "cats",
"CBID": "0Ox38186FE53E3C49A5",
"PHND (Parent handle, UUID)": "221CABD0-4D9D-11EA-89C3-ACBB0O0BB82DD",
"PPTH (Parent path)": "source",
"META" : {
"BASE (Protocol metadata)": {
"PAWS (S3 protocol version)": "2",
"ACCT (S3 account ID)": "44084621669730638018",
"*ctp (HTTP content MIME type)": "binary/octet-stream"

}o
"BYCB (System metadata)": {

"CSIZ(Plaintext object size)": "5242880",
"SHSH (Supplementary Plaintext hash)": "MD5D
O0xBAC2A2617C1DFFT7ES59A76731EGEAFSE",
"BSIZ (Content block size)": "5252084",
"CVER (Content block wversion)": "196612",
"CTME (Object store begin timestamp)": "2020-02-
12719:16:10.983000",
"MTME (Object store modified timestamp)": "2020-02-
12T719:16:10.983000",
"ITME": "1581534970983000"
by
"CMSM": {
"LATM (Object last access time)": "2020-02-

12719:16:10.983000"
by
"AWS3": {
"LOCC": "us-east-1"

bo
"CLCO\ (Locations\)": \][

\ {
"Location Type": "CLDI\ (Location online\)",
"NOID\ (Node ID\)": "12448208",
"VOLI\ (Volume ID\)": "3222345473",

"Object File Path":
"/var/local/rangedb/1/p/17/11/00rHO%DkRt78I1a\#3udu",

"LTIM\ (Location timestamp\)": "2020-02-12T19:36:17
\'},
\ {

"Location Type": "CLDI\ (Location online\)",

"NOID\ (Node ID\)": "12288733",

.880569"
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"VOLI\ (Volume ID\)": "3222345984",

"Object File Path":
"/var/local/rangedb/0/p/19/11/00rHO%DkRt78Rrb\#3s;L",

"LTIM\ (Location timestamp\)": "2020-02-12T19:36:17.934425"

a. LDR 2&0|M 23012eL|CH & exit

o. 2| L =0f| A Of 24Kofl Chet ORLM ZHAF HIAIX|Off st ZHAL 215 MBI ILM(EE +=F 7| 22[)0] 20|
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et SX=S XY =X AR

Passwords.txt O,
FOIM HAEILICH s & MEHBILICT 4.

b. ZEAL 237t U= CIAER| 2 HFRILICH S 5tef Bl 1.bEZSHAI2.
C. grepE ArE3I0] JiA|Qt 2 E ZAF HAIXIE &3 THU0]| FETLICE 23 grep uuid-

valueaudit file name > output file name

o

Il
mujn

™ OEa 25Ut

Admin: # grep 926026C4-00A4-449B-AC72-BCCA72DD1311 audit.log >
/var/local/tmp/messages about restored object.txt

d. grepE A3t 0| =2 oM ORLM(Object Rules MET) ZtAF HIA|X| S FEtLICt Y& grep ORLM
output file name

o

Il
mun

™ OtEa 25Ut

Admin: # grep ORLM /var/local/tmp/messages about restored object.txt

ORLM ZAF HIA|X|= O] Off " T A|X|2t Z&LICt.



[AUDT: [CBID(UI64) :0x38186FES53E3C49A5] [RULE (CSTR) : "Make 2 Copies™"]

[STAT (FC32) :DONE] [CSIZ (UI64) :0] [UUID(CSTR) :"926026C4-00A4-449B-ACT72~-
BCCA72DD1311"]

[LOCS (CSTR) :"**CLDI 12828634 2148730112**, CLDI 12745543 2147552014"]
[RSLT (FC32) : SUCS] [AVER (UI32) :10] [ATYP (FC32) :ORLM] [ATIM (UI64) :15633982306
69]

[ATID(UI64) :15494889725796157557] [ANID(UI32) :13100453] [AMID(FC32) :BCMS] ]

a. ZtAF HIAIX[O|A Locs ZEE BH&LICE
Ue 2 Locs?| CLDI /2 == ID & 2M| 2XH[=20| MME=l 25 IDYILICE O] HA|X|= ILMO]
HEE|OH O2|E9| & X|0f|A &= 7He| JHA| EAH20| MME}SS LIEFAL|CE.
6. "24Al 5l =22 JHN| 45 MA™EL|C O2E 22|k}

24 9 e K 28 AR

StorageGRID A|ARIS ZAISHD 7|SEl &M E JMI RE HAMOZ SME|AHL B E
retolX] gholot = &M E JHN| £42| 2f2 022 CHA| 48e

Al&SE7| ol

* £ AH23t0] 2| = 2te|xtof] 2al8Hof Lt "X = & HEte A"

- & —

Of ZfHofl CHaH
CtE HO|X| = SILIOI M Lost Objects 7H2EE MA™Y = ASLICH

XS rER >+ OBE EEZX| * > *AO|E*>* AEZ|X| LE *>* DR * > * H|O|E{ MEA *>* 7R *

* K *
>

XA > E >+ O2|E EEZX| * > * Site * > * Storage Node * > * DDS * > * H|O|E| {&EA*>* I Q *>*
Main *

Ct2 XIE2 * LDR * > * H|O|E XMZE 4 * HO|X|0f|M 7H2HE MAHsH: dEHE EHFLIC

=
L XY *>+Eq*>* 02| EZZX| * § MEdgiL|Ct

I

2. Objects Lost * &2l L= 24 AT} Q= AEZ|X| =0 CHSY *Site * > *Storage Node * > * LDR * > * Data
Store * > * Configuration * 2

3. &HE M = MEF * S MEFLICH
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T o

Reset Reads Failure Count * %! * Reset Corrupt Copies Detected Count * & ME{BtL|LCE,

c. HF LHE XHE * = SEILC

d. Site_ * > *Storage Node * > * LDR * > * Verification * > * Configuration * & ME{&L|C}t.
e. F2HEl VM| = AY * 2 &M E N = A * S HEELC
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StorageGRIDE 24181 HHIS AHSO2 CHAISHDE 22|18 HHAS AFots 200] QFHBHLICE, J2fLt*
Objects Lost * 11 = 24 227t E2|7=|® 7| K SAM0lA A2l Halo] Aul2stein & =
olAL|C}

M H .

g W L8 M8 * 2 St
(7 U8 HEIS 22Ut T 443 A SNot o B 2 HE ZY 4 ABLICH

QuTE BE Ho|E AE2X| 21 2XE LI
Low object data storage * ¥&2 2t AEZ|X| 20| QLEHME O|0|E{E XN&SH= Ol AL
= U= 37 L2 ELEHZSLIC
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Storage Used - Object Data @
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25.00%
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O. Total node count; 13
Name = Type = Objectdataused @ %  Object metadataused @ = CPUusage @ =
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DC1-ADM Primary Admin Node 6%
DC1-GW Gateway Node 1%
@ ocisn Storage Node | 1% | 3% 30%
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Storage Options Overview
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Object Segmentation

Description Seftings
Segmentation Enabled
Maximum Segment Size 1GB
Storage Watermarks

Description Settings
Storage Volume Read-Write Watermark 30 GB
Storage Volume Soft Read-Only Watermark 10 GB
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Overview | |

Alarms ‘\| Reports 1-,| Configuration |
Main History

. Alarms: LDR (DC1-S3-101-195) - Storage
Updated: 2019-10-08 12:52:43 MDT

 Alarm Time

Insnﬁaeni Free 2019-10-09 Insufficient Free Enm:ﬁiaen{ Free —
_IWSBTS {S“““'?"- Stalus)  goace " 124251MDT  Space ‘Space U
| SAVP (Total Usable Space 2019-10-09
_] ;{Pmm” Under 10 % Gaianr D% 7.05 %

Apply Changes .

0| oflof| M= SSTS(Storage Status) &1t SAVP(Total Usable Space(Percent)) 20| &5 Notice 2{|'20f|Af
Eg[AHE A&

@ YU O = SSTS L2t SAVP LEH2 2| &

O
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Hi 2] HE(GB)F SAVP 22t M (4

T LE0| EEAE =X 6 RE
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Opt

A Jtset SZHSTAS)

267



268

Alamms

| Overview 'l,I

Reporis Configuration '

Main

Overview: LDR (DC1-S1-101-193) - Storage

Updated: 2018-10-02 12:51:07 MDT

Storage Siate - Desired Online =
Siorage State - Current Read-only =
Storage Status Insufficient Free Space =
Utilization

Total Space: 164GB il
{Total Usable Space: ; 196 GB =]
Total Usable Space (Percent): 11.937 % mHS
Total Data; 135 GB B

Total Data (Percent): 84.567 % B
Replication

Block Reads: 0 |
Block Writes: 2,275,881 £l
Objects Retrieved 0 |
Objects Committed: 88,882 b |
Objects Deleted: 16 = |
Delete Service State: Enabled =
Object Store Volumes

o Total Available  Replicated Data EC Data  Stored (%) Health

ooog 4.7 GB 2593 GB i 462 GB M0B ) 84.486 % Mo Errors = ]
0001 547 GB 832 GB 4463 GB Mo0B fH 84644 % Mo Errors =59
nooz 547 GB 836 GB | H 463 GB OB 5 84.57 % Mo Errors =17
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Overview

Alarms | Reports || Configuration |
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Reports (Charts): LDR (DC1-51-101-193) - Storage

YVYIMMIDD HH MM SS

Aftribute: | Total Usable Space Y| Vertical Scaling: ¢! Start Date: 2019/10/09 12-00:00
Quick Query: | Custom Query v| | Update |  RawData o EndDate: 2019/10/09 13:10:33 |
Total Usable Space (GB) vs Time
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Owverview _f Alarms | Reports || Configuration |

Charis Text

b Reports (Charts): LDR (DC1-S1-101-193) - Storage
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Volume 0

Object space

[ Space required for
database
operations and
future upgrades
Actual
reserved
space for
metadata
Allowed
metadata space
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StorageGRID= L2 Prometheus HEZIE ALY & 5| = HIEIH|O|E Z7te| ™A 82 FFefL|C

storagegrid storage utilization metadata bytes/storagegrid storage utiliza
tion metadata allowed bytes

O| Prometheus E2140| EX A 20| =ESHH * Low metadata storage * 2117 E2[HEL|Ct
* * Minor * : ZHX| H|EtH|O|E{ 7} 51 El HIEIH|O|E] 72| 70% O &S AL JASLICE 7tso Wa| A AE2|X]|
L EE FItsl{of gLt
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* * Critical *: 2 EH| E HEIH|O|E|= 5 & El HIEIH|O|E SZHS 100% 0|4 AFS3tH 2 HO|E{H|0] A Z 0|
st 7S AFESHT| AIEELIC A QERE =FS SXI6H0f 5tH A 2 E2|X| E:EE ZA| Z=718f{of LT,
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The following Storage Nodes are using more than 90% of the space allowed for object metadata:

Node % Used Used Allowed
DC1-52-227 104.51% 6.73 GB 6.44 GB
DC1-53-228 104.36% 6.72 GB 6.44 GB
DC2-52-233 104.20% 6.71 GB 6.44 GB
DC1-51-226 104.20% 6.71 GB 6.44 GB
DC2-53-234 103.43% 6.66 GB 6.44 GB

Undesirable results can occur if object metadata uses more than 100% of the allowed space. You must add new Storage Nodes immediately or contact support.

@ £ 09| 37|7} Metadata Reserved Space Storage Option(0l|: H|2& 2tA)ELCt 22 AL * Low
Metadata Storage * 0] CHgt AlAto| 2 =te o~ QUSLICE
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JtsgUC"EIE R EEE[S HABLICH O2|=0f wxf dEfol| CHet =7t HEE H&LITt.
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@ Cassandra H|O|E{H|O|A AH|AT} 15 O|& BEHE AL, 7| K| Eof| 29| 6t CtS HHAIE
TSR] O A L.

A
T X s>z *>> 2|2 EEZX| * E MEfFL|Ct

2. ZEE HA|st2{H *Site * > *Storage Node * > * SSM * > * Services * > * Alarms * > * Main * & ME{StL|C}.

Of oflofl M= SVST &&0| EE[HEIISS 20 FLIC

_ ﬂ’__mi“.’_..l. Alarms | Reports | Configuration
eain Histary
* Alarms: SSM (DC1-S3) - Services
Updated: Z0%4-0814 1628036 POT
?umsmmmm mmﬂ,‘.‘“‘ 14 14828 hot Running  NotRunning -

SSM MH|A 7|2 H|0|X|0|l= CassandraZt ASHE| 1 QUX| L&LICE

| Overview i Alarms | Reports | Configuration |
| Main

Overview: SSM (DC2-5S1) - Services

Updated: 2017-03-30 02:53.52 MDT

Cperating System Linuzx
3.16.0-4-amd64

Services

Account Service 10.4.0-20161224.0333.803cd91 Running B & 7 E90002% B 12MB [
ﬁ’;&’;‘““‘”e Domain Controller 414 4 0.20170329.0039.8800c ae Running 5§ @) 52 T90.14% 9631 MB

46.12-1.byc 0- Not =

Cassania 20170308.0109.ba3598a R B © 0 | H0% 98 B
Content Management System (CMS)  10.4.0-20170220. 1346 1a76aed Running 25§ &) 18 59 0.055 % §520.6 MB 5
Distributed Data Store (DDS) 10.4.0-20170329.0039.8800c ae Running & &) 104 £91.301 % 5976 MB E
Identity Service 10.4.0-20170203 2038 a457d45 Running 2% 6 0% @875MB E
Keystone Service 10.4.0-20170104.1815 6252138 Running B{® 5 B§0% 777 MB
Local Distribution Router (LDR) 10.4.0-20170329.0039.8800c 2e Running 5 &) 109 590.218 % 9§96 MB 5
Server Manager 10.4.0-20170306.2303.9645 af Running 25 & 4 $9358% 9191 MB [

3. AEZ|X| LE0|A CassandraE CHA| A|ZHgiL|CE,
a. J2|E LEo 2aQlIgtL|Ct,
i O EES YHYLICE ssh admin@grid node IP
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El A E QUABILIC passwords. txt IHY.
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ii. 2E2 HMetsi2{w 0he WS YELC sy -

2™
iv. Of LIGEl S E 2 4".Z.H—| C} passwords. txt IFY.
FEZ EOQI5IH TETEJL of| M HAEL|CE s E MERILICEH #.
b. 12: /etc/init.d/cassandra status

UX| 2O ™ CEA| A|ZFRILICE /etc/init.d/cassandra restart

C. Cassandra’| Astiz| 1 Qo™
4. CassandraZf CHA| A|ZHE|X| QO™ Cassandra7f Aot St BRI} =X| 2kQlgtL|Ct CassandraZl 15 O A

FCHEl AL Cassandra H|O|E{H|O|A S XL ASHOF SFLICE

@ Cassandra H|O[E{H|O| A A{H|AT} &= 7l O| A BEHE AL 7|= X[ &
TSR] O A L.

SX| AZt2 XtEE E MLt servermanager.log TS AESHY &olgt 4 Q!

Cassandra®l 715

5. Cassandra XtE Qt=7]:
a X*>*eqx>*O2E EEZX| * E MEHgtL|Ct 07 CHS *Site * > *Storage Node * > * SSM * > *
Services * > * Reports * > * Charts * £
b. Attribute * > * Service:Status-Cassandra *
C. A|Zf &mf * off CHoll SIxf ot 16 O| M| HME TILICE = Mt~ off X EWE UHSL|CE

d. Update * £ S2/gtL|C}.
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LN =
Alarms | Reports \l Configuration

Taxt

Reperts (Charts): SSM (DC1-S3) - Services

_ O MDD HH MBS
Attribute: |Sem1::es: Status - Cassandra j \ertcal Scaling: [ Start Date: |2[}1.-L.f[]?,r1.—_1. 16:49-35
Quick Query: | Last Morth x| _Update | RewDat: T End Date: [2014/08/14 16-49-38

Services: Status - Cassandravs Time
2014-07-14 164538 FDT 10 2014-05-14 15:42.35 FDT

Running

v

Mot Running f } } } } 4 }
Jul 15 Jul 15 Jul 22 Jul 27 Jul 21 Aug 4 Aug 2 Aug Lz

Tlme (days)

6. AE2|X| =0 M servermanager.log Y2 HESIH™ LSS A BtL|Ct
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2LICt ssh admin@grid node IP
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o
i off LIgEl A E QUBBILICt Passwords. txt IHY.

Passwords.txt ItY.
Ol HAEILICHs E MEdSIL|Ct 4.

N

b. 124: cat /var/local/log/servermanager.log
servermanager.log It 2| Lf0| EA|E/L|C}
CassandraZt 152 O|At ZEHEl AL servermanager.log TFU | CHS HIA|X| 7} EA|EIL|C.
"2014-08-14 21:01:35 +0000 | cassandra | cassandra not

started because it has been offline for longer than
its 15 day grace period - rebuild cassandra
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* MEX XY e
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* AREAHKIE 2e| A H0|A QIS MM 7|2 MH ISM=Z E[SELICEH

Lt ool M= ALEAL X1 22| QIEHO|A Q1B M7t 2tz E B2 BN 2FE 20 FLICL

o|E] 2
& Privacy error 4 -+
« C 1 A Notsecurs | admisgexamplecom/grid/#/server-certificates T 8
Your connection is not private
Attackers might be trying to steal your information from adm.sg.example.com {for
example, passwords, messages, or credit cards). Learn more
MET:ERR_CERT_AUTHORITY_[NVALID
Hige advanced '
adm.sg.example.com normally uses encryption to protect your information. When Google
Chrome tried to connect to adm.sg.example.com this time, the website sent back unusual
and incorrect credentials. This may happen when an attacker is trying to pretend o be
adm.sg.example.com, or 2 Wi-Fi sign-in screen has interrupted the connection, Your
information is still secure because Google Chrome stopped the connection before any
data was exchanged.
You cannot visit adm.sg.example.com right now because the website uses HSTS. Network
errors and attacks are usually temporary, so this page will probably work later.
AHIist MH QIZM=Z Qs Z0| STHE[X| F = ot2H A QIE M7t 2 Bt=E [ * Management Interface * &
MH QIZ M Btz 22l0| EE|AHELICL
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AFE XL XIE M 21BN A",

22| L& 3 AEA QI H0|A XS SHZELICE
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AlZFsE7| o

* 2(E) BRI JUSLIC passwords . txt TFY.

UASLICH"EE MM~ Aol

el =20 2315k & THg 2F HAIX|7F LIELIEH ChZ 2R 82 XIE S AESHAL.

®* Your credentials for this account were invalid. Please try again.
* Waiting for services to start..

* Internal server error. The server encountered an error and could not complete
your request. Please try again. If the problem persists, contact Technical
Support.

®* Unable to communicate with server. Reloading page..
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7. J2|E LEoM A3 2 2E MH|AL| MEHE ELIC storagegrid-status

NMS, mi, nginx & 2t2| APl MH|AT7} R Aol SIX| ZheletL|Ct.

M| A HEf7F HEEH Z20| FA| GO0 EELCE.
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$ storagegrid-status

Host Name 99-211

IP Address 10.96.99.211

Operating System Kernel 4.19.0 Verified
Operating System Environment Debian 10.1 Verified
StorageGRID Webscale Release 11.4.0 Verified
Networking Verified
Storage Subsystem Verified
Database Engine 5.5.9999+default Running
Network Monitoring 11.4.0 Running
Time Synchronization 1:4.2.8pl0+dfsg Running
ams 11.4.0 Running
cmn 11.4.0 Running
nms 11.4.0 Running
ssm 11.4.0 Running
mi 11.4.0 Running
dynip 11.4.0 Running
nginx 1.10.3 Running
tomcat 9.0.27 Running
grafana 6.4.3 Running
mgmt api 11.4.0 Running
prometheus 11.4.0 Running
persistence 11.4.0 Running
ade exporter 11.4.0 Running
alertmanager 11.4.0 Running
attrDownPurge 11.4.0 Running
attrDownSampl 11.4.0 Running
attrDownSamp2 11.4.0 Running
node exporter 0.17.0+ds Running
sg snmp agent 11.4.0 Running

8. nginx-GW MH|AJt A&l ZOIX| 2AQIBLICt # service nginx-gw status

9. 23 £HOof lumberjacke AFEBLICE # /usr/local/sbin/lumberjack.rb

O|Foj| Mm%t 21F0| YWt B —start X - end lumberjack ATEE SH S AHESH0] HHSE AZH HRIE
X Ee 4= JAELICE 0|2{eH ZM0f CiEt XtMISt LIE 2 lumberjack-hE AFZSHYAIL.

Efoj 2ol thet £32 23 Ot7t0| 27t SAMEl 9IX|S LIEFHLICE.

10. i 202 HAESLICH
° /var/local/log/bycast.log
° /var/local/log/bycast-err.log
° /var/local/log/nms.log

° ** /*commands.txt
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# cat /etc/hosts

# vi /var/local/gpt-data/specs/grid.xml
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2 B8 S YHYLICE su -

|
12. 32|
a
b
C
d. of LIRE LS E LHBILICH Passwords. txt OHEY.
FEE EOQISIH TETEJ} of| M HAELICH s § MEIBILICH 4.
13. O2|E Eo|M M3 Fol RE Mu|AS| MAEE FLICH storagegrid-status

idnt, acct, nginx %! cassandra MH|A7t R & Al FOIX| =HQIStL|Ct,
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3.

4. Not Running &E{0| 1 IIZtMO = HA|E & = MH[AE &

AOIE * > * ABE 4 gt

| Overview “' Alarms

S
o

2R S *>*SSM*>* MHA*>* IR *>*F* 5

Reports || Configuration |

L|C}.

MENSHL| T},

—d

| Idain

Overview: SSM (MM-10-224-4-81-ADM1) - Services

Updated: 2017-01-27 11:52:81 EST

Operating System: Liruix
3.16.0-4-amd64
Services
Service Jersion Status. eads Load Memary
Servic Version Status Load
Audit Management System (AMS) . NG 0.043 % 9357 MB
CIFS Filesharing (nmbd) 2:4.2 14+dfsg0+deb8u2 Rumning EJ® 1 [H0% S55MB I
CIFS Filesharing (smbd) 2:4.2 14+dfsg0+debBu Ruming E@ 1 BH0% 5 145MB
CIFS Filesharing (winbindd) 242 14+dfsg0+debBz RO ing 390 Ho% @B T
Configuration Management Node (CMN) ;gf;;g] (39207 3ecacdg RUMNng B @ 52 [EH0.055% E§41.3MB
Database Engine 5 5.53-0+debBur Running 5% 47 [§0.354% 05133 GB 6
Grid Deployment Utility Server O oiorcsoe, Ruming H©® 3 EH0% 32.8 MB [
Management Application Program Interface 10,4 .0- Mot = e 3
oot J0170113.2136.07c4997 Ruming | D20 HBO0% [B J
e 2 ot : .
) [o}
AR Eieshanog J0161224.033380%d91 Ruming H@C H0% BB B
10.4.0- i =
NMS Data Cleanup ka4 0333 803cqe1  Rumning B 22 m0008% E524M8
NMS Data Downsampler 1 e 4 0333 p03cgay  Ruming @ 2 [0049% [5195MB
NMS Data Downsampler 2 4 0333 80%0gey  Ruming H© 22 F§0009% H157MB
NMS Processing Engine A aisnaa: Rumning B 40 E§0132% E200ME 5
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HEQS, stEQ0] W ZAHE 2/ S 2L

StorageGRID HE®|3, StES0] 2 SHE 2H|Qt 2HAE 2X|2| QIS metst= o] ==20|
= RO EE S —’F%Q = USLICE

"422: H2I% 4+ 9l AEfE]" ©F

422:M2|g 5= 9l= AEE|= o2 7HX| O| R 2 e = JUSLICH 2F HAXIE 25t X2 /elS mebgtL|Ct,

LIZE 2F HAIX] F 5tLE7F BAZ|H 2T ZX[E FSHIAL.

QF HAIX| o= HeY W F =X

rio

O| HIAIX|= Windows AD(Active Directory)E AFHE5H0]
422: Unprocessable Entity ID HC{3f|o|ME A‘|"'>'F[[HTLS(TransportLayer

Security)0| IZHOH TLS * A} OF 8t @M MEHSH A0

Validation failed. Please check e & AEL|C

the values you entered for N
LDAP MEE X E35t= AD AMH0M= * TLS At ot &t
. *ENME AMEY £+ USLICEH STARTTLS* AFE &M =
Please verify your TLSO|| CH3H * LDAPS* AFR SMS MEHs|{OF SHL|C}.
configuration. Unable to

errors. Test connection failed.

authenticate, please verify
your username and password:
LDAP Result Code 8 "Strong
Auth Required": 00002028:
LdapErr: DSID-0C090256,
comment: The server requires
binds to turn on integrity
checking if SSL\TLS are not
already active on the
connection, data 0, v3839
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RF HAIX| == 2ol 8l 3 =X
O HIAIX|= X[HEX| gt= LtE AFHRSHH
422: Unprocessable Entity StorageGRIDO||A| H|C{2{|0| M EE= 2E2IRE AEZ|X]
E2 MESH= O AFBEl= 2R AMARICE TLS(HS
Validation failed. Please check AB E?_P) HES ot & o LIEFELICE

the values you entered for N
QIE A ARIO|A HB3t= CiphererE =QISICE A|AHIS

errors. Test connection failed. N " o
CtE & StLIE A0k BLICH "Storage GRID M| A

Please Verify your Xl_OLJ—c;l»E Clpherer" LI_7I_E TLS gjazlgl 7(')_-‘_C')_
configuration.Unable to StorageGRID 22| X|&o| Lte} J&LICE.

begin TLS, verify your
certificate and TLS
configuration: LDAP Result
Code 200 "Network Error":
TLS handshake failed

(EOF)

J2|E HEL 3 MTU 2% &2l

2= HIER 3 QIE{I|0| A(eth0)0l CHEH X|CH F & TH(MTU) AX™O0| O2|=9| & ZHof| A&S| CHE 22 * Grid
Network MTU mismatch * 2117} E2|HElL|C}.
o| ZrAHof| CHaH
MTU MHE9| K10|= LE(HT|= OtLl) eth0 HIERI T 7 ME Taf|of| WA LMEACHE Z4S LIEPH = JASL|CH
MTU 327|7} 1000L2CH 3H HERYA &5 X7 2ile & JASL|CE
cHA|

1. BE =9 eth00f| CHEt MTU AHE S LIZEIL|CE.

° Grid Manager0i| ®|Z & #2[E AtEgL|Ct

° 2 O|S¥LICt primary Admin Node IP address/metrics/graph CHS #HE|E L eiL|CH
node network mtu bytes{device="eth(O"}

2. "MTU 2E g +HELIC BE LE9| TJ2|E HES|3 QIE{H|0]|A(eth0)0l| CHH STt HEHE RXISIEF
‘<'5I-|_| |:_|-
= .

° Linux % VMware 7|8t .=E9| AL L} BHS AEELIC}E /usr/sbin/change-ip.py [-h] [-n
node] mtu network [network...]
* 0| *: change-ip.py -n node 1500 grid admin

* H1 % Linux 7|8 =201 M ZIE[0]L0f| 1= WIES 0] Chel #dt= MTU 2{0] S AE QIE{H|0] A0
ojn] Y& S £at5h= R, HA Hdh= MTU 2tS MESHEE 2 AE QIEH0|AE FHS LIS E
AFE38HOF BfLICt change-ip.py ZEIO|HOIM HER A2 MTU 2tS HE o= 23R EYLICE.

Linux &£= VMware 7|8t EWM MTUE £H5t2{™ LS Q4+ E AFESIMAIL.
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storagegrid node start DC1-S1-172-16-1-172
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Object metadata 0% >}
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THA|
1. SAEN REE E3QI6t7{Lt sudo 20| Y= A™ S AFERILICE
2. [h2 Y2 HEBILICE sysctl net.ipv6.conf.all.disable ipvé

root@SG:~ # sysctl net.ipvé.conf.all.disable ipvé

Z1h= 00[0{OF BfLCt.

net.ipv6.conf.all.disable ipv6 = 0

@ 2174 00| Ot 32 2 MH BEME BZ5HH HEYLILE sysctl &H. O3 L3 A&
Hoj| 2t2 022 HATL|CE

3. StorageGRID =& ZIE|0|H 2/: storagegrid node enter node-name

4. Ot HYS HAHTLICE sysctl net.ipv6.conf.all.disable ipvé
root@DC1l-Sl:~ # sysctl net.ipv6.conf.all.disable ipvé6
Z1h= 10[0{0F SfL|Ct,
net.ipv6.conf.all.disable ipvo = 1
(D Z3t71 10| ot B 0] Xtz HEE|X| YELICE 7= X3 2M0|| 22l5HdA2.
5. ZE|0|HE ZEYLIC exit
root@DC1-S1l:~ # exit
6. REZ Ct2 ItYUS WEBLICE /var/lib/storagegrid/settings/sysctl.d/net.conf.
sudo vi /var/lib/storagegrid/settings/sysctl.d/net.conf
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net.ipv6.conf.all.disable ipv6 = 0
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net.ipv6.conf.default.disable ipv6 = 0
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2019-08-07T18:43:30.247711

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64) :1565149504991681] [TIME (UI64) :73520] [SAT
P(IPAD) :"10.224.2.255"] [S3AI (CSTR) :"17530064241597054718"]

[SACC (CSTR) : "s3tenant"] [S3AK(CSTR) : "SGKH9100SCKNB8M3MTWNt —
PhoTDwB9JOk7PtyLkQmA=="] [SUSR (CSTR) : "urn:sgws:identity::175300642415970547
18:root"]

[SBATI (CSTR) :"17530064241597054718"] [SBAC (CSTR) :"s3tenant"] [S3BK (CSTR) : "buc
ketl"] [AVER (UI32) :10] [ATIM(UI64) :1565203410247711]

[ATYP (FC32) : SPUT] [ANID(UI32) :12454421] [AMID(FC32) : S3RQ] [ATID(UI64) : 7074142
1424726110857 ]

2019-08-07T18:43:30.783597

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64) :1565149504991696] [TIME (UI64) :120713] [SA
IP(IPAD) :"10.224.2.255"] [S3AI (CSTR) :"17530064241597054718"]

[SACC (CSTR) : "s3tenant"] [S3AK(CSTR) : "SGKH9100SCkKkNB8M3MTWNt —
PhoTDwB9JOk7PtyLkQmA=="1] [SUSR (CSTR) : "urn:sgws:identity::175300642415970547
18:root"]

[SBATI (CSTR) :"17530064241597054718"] [SBAC (CSTR) :"s3tenant"] [S3BK (CSTR) : "buc
ketl"] [S3KY (CSTR) :"fh-small-0"]

[CBID(UI64) :0x779557A069B2C037] [UUID(CSTR) :"94BA6949-38E1-4B0C-BC80-
EB44FBAFCCT7F"] [CSIZ(UI64) :1024] [AVER(UI32) :10]

[ATIM(UIG64) :1565203410783597] [ATYP (FC32) :SPUT] [ANID(UI32) :12454421] [AMID (F
C32) : S3RQ] [ATID(UIb4) :84396067221084560221]]

2019-08-07T18:43:30.784558

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64) :1565149504991693] [TIME (UI64) :121666] [SA
IP(IPAD) :"10.224.2.255"] [S3AI (CSTR) :"17530064241597054718"]

[SACC (CSTR) :"s3tenant"] [S3AK (CSTR) : "SGKH9100SCkNB8M3MTWNt -
PhoTDwB9JOk7PtyLkQmA=="] [SUSR (CSTR) :"urn:sgws:identity::175300642415970547
18:root"]

[SBAI (CSTR) :"17530064241597054718"] [SBAC (CSTR) :"s3tenant"] [S3BK(CSTR) : "buc
ket1"] [S3KY (CSTR) : "fh-small-2000"]

[CBID(UI64) :0x180CBD8E678EED17] [UUID(CSTR) :"19CE06D0-D2CF-4B03-9C38~-
E578D66F7ADD"] [CSIZ (UI64) :1024] [AVER(UI32) :10]

[ATIM(UIG64) :1565203410784558] [ATYP (FC32) : SPUT] [ANID(UI32) :12454421] [AMID (F
C32) : S3RQ] [ATID(UI64) :13489590586043706682]]
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SPUT S3 PUT object bucketl/part3.txt tenant:92484777680322627870
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audit-explain audit.log
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audit-explain audit.log 2019-08-12.txt.gz 2019-08-13.txt.gz

audit-explain /var/local/log/*

o
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2

H
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grep SPUT audit.log | audit-explain
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audit-explain HX| Dt CHA THEOf| A,

£ 22ELIT audit-explain EF= Y= OHUS DO|ZE YHOZ 5| E5HK| AELICH =E
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oS
()  F==7uUch o8 SHOem 2ALIL,
zcat audit.log.gz | audit-explain

E MEYLICtnelp (-h) FME 2SI ALE Jtstt S EAIYLICL o2 S th3a 2L

$ audit-explain -h
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$ audit-explain /var/local/log/audit.log
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E 22/ELICt audit-sum E7E 2H 12 = S0 7|2 XY EMO|M AIRSIEE
() grA=isUC %2l FUUC it oam Fol TS 8151 GPU A2 A 5101 StorageGRID
ol geks = o USLICH
0| o= o Yt ol Z2 S HOFLICH audit-sum =7 0] (M E Z2EZ ZHJ0| LotLt 22 =X 2o
ELct
=

message group count min (sec) max (sec)
average (sec)
IDEL 274
SDEL 213371 0.004 20.934
0.352
SGET 201906 0.010 1740.290
1.132
SHEA 22716 0.005 2.349
0.272
SPUT 1771398 0.011 1770.563
0.487
£ 22Tt audit-sum SOIA ZA 230 CFS 83, Swift X ILM ZAF HIAIX[2] =2F A2t HSELICE
ac My g ZxBtAIR
ARCT 225 AS0l|M of7I0|E HM - AE "ARCT: 22t |50 Ot710| 2 Z A
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Azt 7| S gL Ct.
SDEL S3 AH|: QEME = HZIS A5 | <[l "SDEL: S3 AHx|"
EHMEE MSHOE J7|EELLCE
SGET S3 GET: M&Xol EaiMME 2510 K2 "SGET: S3 GET"
AMSHALE HZIel REMEZS LIggL|Ct
Mo S3 HEAD: 833t EHMME 23510 LEHME "Shea: S3 6| ="
= 31| =X RS SoltLict
SPUT S3PUT M @QEHE L= HIIE MASHY| @t "SPUT: S3 PUT"
HBHQI EHMME 7| 2L
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= Al
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E 22I8LC} audit-sum EFE L2 S £ £ ASLICH

ol L oFz
o Hb £= Qb=

ZAFEOE
audit-sum audit.log
audit-sum 2019-08-12.txt.gz

SAlo Me[gfL(ct o E S thEat Z&LIC

* o3 oS

S HZSHHAIR

"WDEL: Swift AFH|"

"wget: Swift get"

"WHEA: AQ|ZE §|E"

"WPUT: Swift Put"

audit-sum audit.log 2019-08-12.txt.gz 2019-08-13.txt.gz

audit-sum /var/local/log/*

* OO|Zofl M S ot S AL YHE EE{-St
=T Ch3a 25Ut
grep WGET audit.log | audit-sum
grep bucketl audit.log | audit-sum

grep SPUT audit.log | grep bucketl |

O| B3 = orxE M S mjo| T &l Q240 2 §26}HK| orA[_||: L=
12 HISOHAHLE & AFBYLIL zcat HA OIHYQ| AES F= =7 Y

HHZE 0
EQLIEL

audit-sum audit.log.gz

zcat audit.log.gz | audit-sum

HHZ S M2 AL Mol CHE KTt T 2 13 Ay
20r2 JB313 £ YBLICH 7|2HOZ okl A4, Arf &
size (-s) CAAl 70| 37|12 B= MLt
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0]
19
e
N
T
I
X

2:
&
R
L)
2
o
i3
r
n
Q
=
D
e}
0%
o
I
rir
N
m
oz
It
2
muin

audit-sum

= oS HEIOPEF‘ o o052
LICE ol E S Ch3



E MEELICtnelp (-h) M2 2=I6l0] A 7I5Tt U S EAIZLICL OIS

Nm
rﬂ

Ct

NO

ot Z&L|CE
$ audit-sum -h
EHA|

1. 7|2 22|Xt =0 23l Ct,

a. [t3 Y2 YHYLICL ssh admin@primary Admin Node IP

b. of] LIZEl QtS = oladshL|

M

I Passwords.txt DY,

2. M7|, 97|, SIl= 3 AMH| At 2 E 2E HAIXIS EM5t2{H CrS T

i
1
OOI'
St
o=
=
to

2

a. Otz BE 2 Y8t 7| /var/local/log/audit.log &

mlo
1z

& ool o|E1t fIK| S LIEHL|CE.
$ audit-sum /var/local/log/audit.log

Of ofl= of YNl EHZ HHFLIC audit-sum =7 O] |0ilM= E2E
2o FLIC

MU

ol Zott 2 ZR=X

message group count min (sec) max (sec)
average (sec)

IDEL 274

SDEL 213371 0.004 20.934
0.352

SGET 201906 0.010 1740.290
1.132

SHEA 22716 0.005 2.349
0.272

SPUT 1771398 0.011 1770.563
0.487

O oflofl A SGET(S3 GET) X2 ™+ 1.13% SOk 7H& 2|X|Tt SGET % SPUT(S3 PUT) 22 2%
1,770X HEQ| 71 %x|eto| AR E LIEFHL|CY.

2 A
=

mo

b. 7ha =2l 10712 ZM ZAS HAISIEH grep HHES AHESH0] SGET HIA|X|2H MEHSIT 21 =3 FM
FIFRLICH (-1) 7HA| B2 E Z&oe{H HES sARLICh

o
grep SGET audit.log | audit-sum -1

200 RH(QEXE = H3l) 3 271 ZotE|0f U0 o2{st EF REME} A E CHE HIA|X|0f| CHal
HAL2OE 2P = ASLIC
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Total: 201906 operations

Slowest: 1740.290 sec
Average: 1.132 sec
Fastest: 0.010 sec
Slowest operations:
time (usec) source 1ip type size (B) path
1740289662 10.96.101.125 object 5663711385
backup/r9010aQ8JB-1566861764-4519.1is0
1624414429 10.96.101.125 object 5375001556
backup/r9010aQ8JB-1566861764-6618.1is0
1533143793 10.96.101.125 object 5183661466
backup/r9010aQ8JB-1566861764-4518.1is0
70839 10.96.101.125 object 28338
bucket3/dat.1566861764-6619
68487 10.96.101.125 object 27890
bucket3/dat.1566861764-6615
67798 10.96.101.125 object 27671
bucket5/dat.1566861764-6617
67027 10.96.101.125 object 27230
bucket5/dat.1566861764-4517
60922 10.96.101.125 object 26118
bucket3/dat.1566861764-4520
35588 10.96.101.125 object 11311
bucket3/dat.1566861764-6616
23897 10.96.101.125 object 10692

bucket3/dat.1566861764-4516

|M Ml 7He| 7HE =21 S3 GET 282 37|71 9 5GB! LEME s CHE 22 MERCE 2N
Afhk= WS € 4= ASLICHL Z7|71 2 HM AZH0] =24 F 5= /&L

w
[
i
[N
=2
2
ro

IMAEER D HAME|= QEHHEE 37

—1—

i

ZFSIH 27| FHE AMEYLIL (-s):

audit-sum -s audit.log
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message group
average (MB)

IDEL
1654.502
SDEL

1.695
SGET
14.920
SHEA
2.967
SPUT
2.495

0| oflof| M SPUTS| ™= 7HA| 27|= 2.5MB 0O|2HO|X|TF SGETS| W= 3 7|= &M ZL|Ct. SPUT HIA|X| 27t

SGET HAIX| +~ECt &M 32

4. OfF| M £} 2| =X| el

a. MESH ZAI 200 HHES Al

= (=] ek

grep SGET audit.log

.
[¢)

=

274

213371

201906

22716

1771398

LIEILHDY, O|= CHEE 9| JHK| 7} Z4 A x| K|

t2qH:

.000

.000

.001

.000

10.

5000.

10.

5000.

3= LIEFLICH

o=

504

000

504

000

WSt GROUP-By-TIME S8 S AL&EILICH (-gt), I CHS0ll AIZHOll: 15M,

audit-sum -gt 1H
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message group count min (sec) max (sec)

average (sec)

2019-09-05T00 7591 0.010 1481.867
1.254

2019-09-05T01 4173 0.011 1740.290
1.115

2019-09-05T02 20142 0.011 1274.961
1.562

2019-09-05T03 57591 0.010 1383.867
1.254

2019-09-05T04 124171 0.013 1740.290
1.405

2019-09-05T05 420182 0.021 1274.511
1.562

2019-09-05T06 1220371 0.015 6274.961
5.562

2019-09-05T07 527142 0.011 1974.228
2.002

2019-09-05T08 384173 0.012 1740.290
1.105

2019-09-05T09 27591 0.010 1481.867
1.354

Of2{et Z1t= S30] 06:000{| A 07:00 AtO[ofl E2HE0] Z7tot= AS O FLICE X[ AlZtat P A[ZtE O]
Al7|ofl &3] 2QENM, 27t St 5 HAt SIHSHA| = SUASLICE Ol= HEHI L= 2|29 28 N

53 & 0| X0 80| £utEl AS 0Lt
b. O{H| OHA|ZH HAME|= ZHM|2| 27|15 &elst2{H 37| S8 FIMLLICH (-5) BHEL=E:

=

grep SGET audit.log | audit-sum -gt 1H -s
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C. XMIEE LIE=2 & HZSHUAIR

grep IO £H0| o E= O dEl= FR

LHE

message group
average (B)

2019-09-05T00
1.976
2019-09-05T01
2.062
2019-09-05T02
2.303
2019-09-05T03
1.182
2019-09-05T04
1.528
2019-09-05T05
2.398
2019-09-05T06
51.328
2019-09-05T07
2.147
2019-09-05T08
1.878
2019-09-05T09
1.354

ofz{et Zat= H

—

"ZAF -

4173

20142

57591

124171

420182

1220371

527142

384173

27591

UYL o 02 2 A

2 =G At S

grep 2019-09-05T06 audit.log | grep SGET

S HAlot= LI

5. H2l9| SPUT =40 iAol CHet SPUT XU ELCtH =2|=X| 2ol

a.

= AE3H AEELICH —-go REME

grep SPUT sample.log

S H 2 Ao chet

audit-sum -go

0.043

0.083

0.912

0.730

0.875

0.691

0.130

0.625

1740.

1274.

1383.

1740.

4274.

5663711385.

1974.

1740.

1481.

290

961

867

290

511

961

228

290

867

| audit-explain | less

HIAIXIE THEH S

£ FIILLICH 1ess o 10| ot H|O| X| (Tt S} H )M
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310

message group

average (sec)

SPUT.bucket
0.125

SPUT.object
0.236

grep SPUT audit.log

message group
average (sec)

.1dt002

count

audit-sum

.cho-non-versioning

.cho-versioning

.cho-west-region

c. Ot H{Z10] Z[CH SPUT K| 27|E JHXI=X|

grep SPUT audit.log

audit-sum

min (sec
1 0.12
12 0.02

ZHH|ofl cHet SPUT

eheIstH & AERLICH -gb HAEZ HAXIE

ot oh=ite A

-gb
count min (sec)
71943 0.0406
54277 0.047
80615 0.040

1564563 0.011

spolstaye & 7

-gb -s

AEs5t=

1770.563

1736.633

55.557

51.569

IXIE 25 AFESIYAIR -gb & -s F4:



message group count min (B) max (B)
average (B)

SPUT.cho-non-versioning 71943 2.097 5000.000
SPUT.cho-versioning 54277 2.097 5000.000
SPUT.cho-west-region 80615 2.097 800.000

SPUT.1dt002 1564563 0.000 999.972

LA HIAIX] FAL: 7R

StorageGRID A|AE! LHO[A wEtE|= ZAF HA|X|0fl= 2= HAX|0] SE&= EBEE B2 Y
Hik[= O|HIE k= 252 dYst= EF ZHXIL ZehEL|Ct

OlM ®MSet of YEQI FL "ZiAL- 23" W "ZAL A" =717t Z206HK| ELICEH ZE ZAF HAX|Q Lt HAIS

At
Ofgtstz{H o MMS FHASHIAIL.

CHSS ZHAb 21 TR0 EAIE 4 QUi ZHA BIAIXIS) ofRlLch.

2014-07-17T03:50:47.484627

[AUDT: [RSLT (FC32) : VRGN] [AVER (UI32) :10] [ATIM(UI64) :1405569047484627] [ATYP (F
C32) :SYSU] [ANID(UI32) :11627225] [AMID(FC32) :ARNI] [ATID(UI64) :94457363265006
03516711

Zp ZHAF HIA X0l =

2t 2 s Sxio| ESHELICE M BXEL (B2 Koi ABLICH([ 1) W 2AE| 2
=4 940s Ct21 2

*UE==2 FELI |

HIA|X|E LtEHHLICE

ZfAL
* = FO PR 7|§(%!E L= S QIZ)E AFESHA| BiELICt

[ATTR (type) :value] [ATTR (type) :value] ...
[ATTR (type) :value] \n
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HAIX|S £ 24 = HAIXIS| OJHE Fof et HRHELCE £ 2471 £ =M2 UHEE[X] &L/t

AN
* type £ Ul64, FC32 S2t 20| 2{o| 22T H|O|E QA9 4X|2| AIEXIULICE HA2 2= FULIL (
)

—1—— HAH

CIO[E WAl Cstrel 242 2MZH "2 S2MH ASLCE

* value E4O| LIE0|H LHHO = X} = HIAE ZIQLICH 22 g E2S WELICH(:)E S=FLICL

HolH R

AL HAIXOf EE MESH= Ol A= HIoIH fY2 Lt

S 2

U132 £ HXSIYAIR 23 gl 2 H(32H|E). 001M 4,294,967,295 At0|2] XIS MEE £ AFLICH

Ule4 £ HZSHMAIR 23 gl= 0|5 71 M4 (64H|E). 00| A 18,446,744,073,709,551,6157HX|2| £XIE A&
+ ASLHCL

ofj |32 AR} A2 32H|E B3 gl H4 242 "ABCD"2t 22 47H2| ASCII 2Xt2 EAIEL|CH

ofo|mi= IP =201 AFSEILICY.

CStr(2X+) UTF-8 EXAt2| 7t 20| BELICH. 2AH= ChSat 22 722 AH83te] 0| AH[0|Zg 4
A& LICH

-+ waaAls \ Lct,

-+ 2| 2lE vt

- SMSEE Xl 2BLIC

- 2tel I 2elynglLict
=

© EXtE (\XHH QA2 =2, 07| M HHE=E XS LB = 16Tl 2hH2
EH7<|

=lC J\I:
siet 16714 57

A=
[S)
g+ ASLICH

AR 29| 2 ZhAF HIAIX|= A[AE O|HIEL} 2 E C|O|E E 7| S 8HLICt.

[AUDT: HA|X] XtH|E AlE

f 2ot= ZIHO|H0|H, THE Ed TE2 Z A HIAX|0A 2H5t=
L= Ao H3._ ZEE HSYLICL ol2{st ES2 a3

O &0l M ZZ=ELICt.
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2018-12-05T08:24:45.921845 [AUDT: * \[RSLT\(FC32\):SUCS\] *
*\[AZH\(U164\):11454\\[SAIP\(iPad\):"10.224.0.100"\[S3AI\(CStr\):"60025621595611246499"\] *
*\[SACC\(CStr\):"AIEH"\\[S3AK\(CStr\):"SGKH4_Nc8SO1H6w3wOnCOFCGK__E6dYzKIumRsKJA="\] *
*\[SUSR\(CStr\):"urn:SGWs:identity::60025621595611246499:root"\]*
*\[SBAI\(CStr\):"60025621595611246499"\\[SBAC\(CStn\):"AIE"\\[S3BK\(CStr\):"H{ Zl"\]*
*\[S3KY\(CStr\):"object"\]\[CBID\(Ul64\): 0xCC128B9B9E428347\] *
*\[UUID\(CStr\):"B975D2CE-E4DA-4D14-8A23-1CB4B83F2CD8"\\[CSIZ\(U164\):30720\] *
[aver(UI32):10]
\[ATIM(U164):1543998285921845\[ATYP\(FC32\):Shea\][ANID(UI132):12281045][ACID(FC32):S3RQ]
\[ATID(U164):155524176291717170647261]

SfLICE O] of|J| HIA|X[0fl= 7t ZEEE|Of

£ SEIYLIC aTyr QAWM LE HAl) HAIXIS Tt OHIES AlHT!
b HHEASS LIEHHLICE

AL LICH "M O" HA|X| RE(JATYP(FC32):Shea])Z, S3 8Il= 2% 0| 2|

HALHAIXIS] S8 22

HE HAHAXO = S8 2471 ZEELICH
ac 2y oy
LIt ol 32 DE ID: HAIXIZ 443 D5 DO 4X12] ALERRRILICE 0[RS 2A}
HAIXIZH MAE R MOHES Uit
ANID uI2 £ =5 D: BAIXIS 443 A AO SEHE 12| 1 E IDYILICE 2 AH|AL
YZSHUAIS  StorageGRID AIAHS 73T X2 f DY AEXIE BErsiLct. o]
D= HFE 4 gttt
ASE Ule4 2 AL MM AIEIXE 0| Z2|Z0|AS 0] QA5 MHIATE SHE 3 2o
YESHUAR  AIAHO| £7|3HE AIZHS LIERALITE. O] AIZH 32 29 MR Epoch(19704
128 12 00:00:00 UTC) O|= OtO| T =Xk TR = ZH-E|JSLIC
* AT * 0| QAL AHSEIX| 2001 ZAL BIAIKIO B 014 LIEHLIX]
YBLIC
ASQN Ule4 = A2 2 OF Y| X0 M J2|E = SANID)IA AT 24 2hap
HZSHUAIL ol AIXIO CHoh Of FH2E7H S7HAODT MHIA THAIS Al 022 HAHELICH
* AT 0l QA ALBEIX| 2001 ZAL HIAIKIO B 014 LIERLIX]
NN
ATID Ul4 £ 5 D: T2 OMIE] ofef E27{E HAIX| TN 2Rt
YZSHUAIS  AxtelLict
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ATIM

ATYP

H]

RSLT

YA HIAIR] of

of| A 32

Of| A 32

29

Timestamp: ZAt HIA[X|E E2|7{et O|HIETL MAEl AZIC=E, 2F H[H|
Epoch(19704 12 12 00:00:00 UTC) O|% O0|3 2% |2 ZHEIL|CE,
EfQ ARMTE 22 LN} Gl A|ZHO 2 HESH= O] AFRE 4= Q1= R EQ]
T7E Ue(XE V|HeZ S C]

EUE EIJARMIO| HhZ 2l f= EetLi7|[ 7 2Hee 4 JAESLICH oA ZHAL
HAIX|S] A|Zf H20f| LIEfLE= AFREO| 912 & Q= AIZHRJILICH audit. log
file 2 ISO 8601 A2 ATIM £AMQILICH It 8l A|ZH2 2 HA|EL|CH
YYYY-MMDDTHH : MM: SS. UUUUUU, |IX| T £Mt A|ZE M| IHE Q| A|E}
BEE2E LIEW = 2|HE EXE EXULICE vvvouu OI0| 22X

O|HIE RY: 7|E&[= O[HIES| 4Xt2| AEXIRILICE O]= HIAIX]2|
"HO|Z2E" 2HIX, £ XotE £42 WO

—_— T

K ZEAF T A X| 2 T RILICE StorageGRID AITEQ|0{7} L etol| w2t
MZ2 B MH|A0E ZAF 2100 M2 7|50] Z&HE = AELIC. Of
ZCE AE5HHE AMS AMH[22] O] H{FH O] 2 8td S Sl 0|7 T2
Mu[20 M 2 HAIXIE M2 5 ASLICE

Zoh OIHIE, T2 MA L= EMMMO AL}, Of HA|X|2t 2HEH0| YloH
HIAIX|7t 242 EEEE X Q¢ SUCS thdl AFZE[X| SS&LICE

Zf ZAF HIAKIOA ZEMISE HEE HE = ASLICH ZE HAHAXE SEet HAS

FEefLict.

CHS2 off LIEL

U= A HAIXIS] B YLICH audit. log TFE:

2014-07-17T21:17:58.959669

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :246979] [S3AI (CSTR) : "bc644d
381a87d6cc2l6adcd963fb6f95dd25a38aa2¢cb8c9a358e8c5087a6af5f"] [
S3AK (CSTR) : "UJXDKKQOXB7YARDS71Q2"] [S3BK(CSTR) :"s3smalll"] [S3K
Y (CSTR) :"hellol"] [CBID(UI64) :0x50C4F7AC2BC8EDFEF7] [CSIZ (UI64) :0
] [AVER(UI32) :10] [ATIM(UI64) :1405631878959669] [ATYP (FC32) : SPUT
] [ANID(UI32):12872812] [AMID (FC32) :S3RQ] [ATID(UI64) :1579224144

10253043511

YA HAIXIOE 7= El= OIHIE CHEt YEQL ZHA HIAIX] XpMof THEE Y27t Zete|0f ASLICE

AL HIAX|Of| 23l 7| = &[= O[HIE
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2014-07-17T21:17:58.959669

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :246979] [S3AI (CSTR) : "bco4d4d
381la87docc2l6adcd963fb6f95dd25a38aa2¢cb8c9a358e8c5087a6af5£f"] [
S3AK (CSTR) : "UJXDKKQOXB7YARDS71Q2"] [S3BK (CSTR) :"s3smalll"] [S3K
Y (CSTR) :"hellol"] [CBID(UI64) :0x50C4F7AC2BC8EDF7] [CSIZ (UI64) :0
] [AVER(UI32) :10] [ATIM(UI64) :1405631878959669] [ATYP(FC32) :SP
UT] [ANID(UI32) :12872812] [AMID (FC32) :S3RQ] [ATID(UI64) :1579224
1441025304357 ]

ATYP £49| {2 SPUTYLIC}. "SPUT" REHE QINAES M0 7|Sdh= 83 PUT EZHMA S LIEFLICH.

CHZ ZAL HIAXIE M7t ABE H2 T AL

2014-07-17T21:17:58.959669

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :246979] [S3AI (CSTR) :"bc644d

381a87d6cc21l6adcd963fb6f95dd25a38aa2¢chb8c9a358e8c5087a6af5f"] [

S3AK (CSTR) : "UJXDKKQOXB7YARDS710Q02"] [S3BK\ (CSTR\) : "s3smalll"] [S3
KY (CSTR) :"hellol"] [CBID(UI64) :0x50C4F7AC2BC8EDF7] [CSIZ (UIb64) :

0] [AVER (UI32) :10] [ATIM(UI64) :1405631878959669] [ATYP (FC32) :SPU

T] [ANID(UI32) :12872812] [AMID(FC32) :S3RQ] [ATID(UI64) :157922414

41025304357 ]

i

PUT O[HIET} ZHiot A|7|E =helsta{™ ZhAF HIA|X] A|ZF 220]| UTC(Universal Coordinated Time) EFJ AR I
7|ZStLICE O] g2 ZAL HIAIX] XS] ATIM EA2f A0 A2 £ U= HEQLICE

2014-07-17T21:17:58.959669

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :246979] [S3AI (CSTR) :"bc644d
381a87d6cc216adcd963fb6£95dd25a38aa2cb8c9a358e8c5087a6af5f"] [
S3AK (CSTR) : "UJXDKKQOXB7YARDS71Q2"] [S3BK (CSTR) :"s3smalll"] [S3K
Y (CSTR) :"hellol"] [CBID(UI64) : 0x50C4F7AC2BC8EDFEF7] [CSIZ (UIG4) :0
] [AVER (UI32) :10] [ATIM\ (UI64\) :1405631878959669] [ATYP (FC32) :SP
UT] [ANID(UI32) :12872812] [AMID(FC32) :S3RQ] [ATID(UIb4) :15792241
441025304357 ]

ATIMZ UNIX epoch Al O] AlZH(EL]: D032 2)S 7|SRILICE. Of OloflAf 242 LICE 1405631878959669
201414 78 172 SR 21:17:59 UTCE HY,

LA HIAIX] S IHA B 7]
LA OIAIR = ofH ML ELIIt?

AL HIA K= A7t B =L HAE AL AH| 2 efofch 4l :
Swift) ZEAF HIAIX|S &EOF ZhAL 20f| A Of2{Sh ERMM S A|Ee = JSL

- — -1
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YA HAIRIE 2 Z2EZ0| ST AEXE S AZELC

— 1 —

OoRES L

S3 &Y AZ S3BK(H3A), S3KY(Z|) = = Cf

Swift el HZ WCON(Z4E|0| L), WOBJ(ZHM|) EE= & Ct
LHE = A& CBID(ZiX|2| L AIHX}

YA HIAIX| EHO|Y

J2|E == ZHERO[Y Xtof, JHA| 27| S HIER/S XA S| QRIS Z 2ldH MZ LIE AMH| A0 M MG E ZAL
HIAIX|2| =M= Of MMO| OfA|of| A &=AQF CHE = ASL IEf

Ot710|E LE

Ot7}0|E L ET} Q& Of7t0|E AER|X| A|ARICE JHH| HIO|HE M&E mf MM = A ZAF HIAXl=
SCMT(Store Object Commit) HIA|X[7} @iCH= M E W25t AEE|X| LEQ| ZHAL HIA|X|2E fAFRILICE J2|1
ATCE(Archive Object Store Begin) % ASCE(Archive Object Store End) HIAIX|= Z4A| H|O|E{2| Ot7}0| & =l 2t
AH20f| Chol - E LIt

Of7}0|E L ET} Q| & OF710|E AER|X| A|ARIO|A QEME H|0|E S MY 1 MME|= LHO| ZHAL A X| = ZiA|
CllolE{ e M=l 2 2X|20f chs ARCB(Archive Object Retrieve Begin) % ARCE(Archive Object Retrieve End)
HIAIX| 7 WM EICHE BE M QS AERX| LEQ| ZEAF HAIX|2F RAFSLICE

Of710|E L ET} |5 O17t0| 2 AEZ|X| A|ARINM QEHME H0[HE MY mf MdEl= LT LA HIAIX|=
SREM(Object Store Remove) HIA|X[7} i1 2} AFx| @ Hof| CHsH AREM(Archive Object Remove) H|A|X| 7} QICH=
M2 Helstn AER|X| == ZHAL HIA|X|QF RAFEFLICE,

QEHE 47 EHM
API BH(S3 EE Swift) ZHAH IAIX|S 30} ZHAF 20jM S2{0|HE 4T EHMMS Ay
& QLo

S3 =& ZAHHIAX|

3c 0|E =k Egjo]A 2 XA

SPUT S3 PUT S3 PUT &% E2Hxi MO CBID, S3BK, "SPUT: S3 PUT"
EH™M MaMOoZ 2tz E|ULL|C}. S3KY

ORLM WAl &0l O] FHA[of CHEH ILM X0 CBID "ORLM: 7H| 1#%!0]
EZE[J}SLCH SFEJSLICHL SEEASLICH
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SWIFT =% ZHAL HIAIX|

it = AH Egjlo|A 2 HESHAIR

WPUT AQITE PUT Swift Put &% EaHXMO| CBID, WCON, "WPUT: Swift Put"
EiTHM MIXMOR AZE|USL|CE WOBJ

ORLM 7HH| £l 0| O| ZH[of| CHet ILM H&0| CBID "ORLM: 7HA| 7#%l0]
EZE[J}SLCH SFEJSLICH SEEUSLICH

0: 3 QEHE 47!

Otzfe] ZrAF HIAIX| Al2| == S3 Z22I0|AHE I AEZ|X| L E(LDR MH|A)0f| 7HM|E QIMAES off ZHAF 270
MME| T KMEE = ZHAL D1IAIII9I ol L]t

0| oi[of| M 2 ILM H*H0j|= Make 2 Copies ILM 7#%/0] ZEHE| Q&L|Ct

I'Ir
m
£
2
i
of
=
0=
%
ra
H
rin
oN

2;
=
>
A
N
r
1o
$0
_ﬁ
III>
r
ll
(/)
|I>I
r=r.'é
13
r_.t

@ ofzl ool M= ERTM S
(SPUT)x} 2t &l o=k LI ELIC.

Of of|oi| M= S3 H{ZlE o]0

-
%
oF
[l
I
kl
_\'l_
>
9'_|-
I
il

SPUT: S3 PUT

SPUT HA|X|= £ HZ0| REREE 0tE7| 2/d S3 PUT EHMO| MAEASS LIEFLEY| s H M EL|Ct.

2017-07-

17T21:17:58.959669 [AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :25771] [SAIP(IPAD):"10
.96.112.29"] [S3ATI (CSTR) :"70899244468554783528"] [SACC (CSTR) :"test"] [S3AK (CS
TR) : "SGKHyalRU 5cLflgajtaFmxJn9461AWRJIEBF33gA0g=="] [SUSR(CSTR) :"urn:sgws:i
dentity::70899244468554783528:root"] [SBATI (CSTR) :"70899244468554783528"] [SB
AC(CSTR) :"test"] [S3BK(CSTR) : "example"] [S3KY (CSTR) :"testobject-0-

3"] [CBID\ (UI64\) :0x8EF52DF8025E63A8] [CSIZ (UI64) :30720] [AVER(UI32):10] [ATIM
(UI64):150032627859669] [ATYP\ (FC32\) : SPUT] [ANID(UI32) :12086324] [AMID(FC32)
:S3RQ] [ATID(UI64) :14399932238768197038]]

ORLM: 7HA| F2l0| ZFE|AUSLICE

ORLM HIA|X|:= O ZHA|Of| TSt ILM FMO| SZE[/US S LIEFHLICE HIAX|ol= 22| CBIDSt HEEl ILM %]
O|E0| ZetELCt.

=HE HHel B2 Locs 2EO= A #1X]2] LDR == ID 3! 2& ID7F ZetELCE
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2019-07-

17T721:18:31.230669 [AUDT: [CBID\ (UI64\) :0x50C4F7AC2BC8EDF7] [RULE (CSTR) : "Make
2 Copies"] [STAT (FC32) :DONE] [CSIZ (UI64) :0] [UUID(CSTR) :"0B344E18-98ED-4F22~-
A6C8-AS3ED68F8D3F"] [LOCS (CSTR) : "CLDI 12828634 2148730112, CLDI 12745543
2147552014"] [RSLT (FC32) : SUCS] [AVER (UI32) :10] [ATYP\ (FC32\) : ORLM] [ATIM(UI64)
:1563398230669] [ATID(UI64) :15494889725796157557] [ANID(UI32) :13100453] [AMID
(FC32) :BCMS] 1]

MR 2 Ml B2 Locs 2E0= AH| 2T Z2 T IDF AF| 2T & ID7F ZetEL|CH

2019-02-23T01:52:54.647537

[AUDT: [CBID (UI64) : 0xFASB8ABESB5001F7E2] [RULE (CSTR) :"EC 2 plus 1"] [STAT (FC32)
:DONE] [CSIZ (UI64) :10000] [UUID(CSTR) :"E291E456-D11A-4701-8F51-
D2F7CCOAFECA"] [LOCS (CSTR) : "CLEC 1 A471E45D-A400-47C7-86AC-

12E77F229831"] [RSLT (FC32) : SUCS] [AVER(UI32) :10] [ATIM(UI64) :1550929974537]1\ [
ATYP\ (FC32\) :ORLM\ ] [ANID(UI32) :12355278] [AMID (FC32) : ILMX] [ATID(UI64) :41685
590464737255601] ]

2 HEO|= AFEE APIO| M2t 83 H2laE 7| FH, Swift ZIE|0|] 3! REHE FHI} ZotE|L|CL

2019-09-15.txt:2018-01-24T13:52:54.131559

[AUDT: [CBID(UI64) :0x82704DFA4C9674F4] [RULE (CSTR) : "Make 2

Copies"] [STAT (FC32) :DONE] [CSIZ (UI64) :3145729] [UUID(CSTR) :"8C1C9CAC-22BB-
4880-9115-
CE604F8CE687"][PATH(CSTR):"frisbee_Bucketl/GridDataTestsl51683676324774_1_
1vEod"] [LOCS (CSTR) : "CLDI 12525468, CLDI

12222978"] [RSLT (FC32) : SUCS] [AVER(UI32) :10] [ATIM(UI64) :1568555574559] [ATYP (
FC32) :ORLM] [ANID(UI32) :12525468] [AMID (FC32) :OBDI] [ATID(UI64) :3448338865383
69336]1]

23| ALK EHHMQIL|C}

API Z21(S3 9! Swift) ZHAF BIAIXIS £0 ZhAt 20N QEHE AR| TN At &
T

CtS BOll= A EHMME Soi| HEE 2= ZAHAIXZE LieE AUX| S LICH AX| EHMNS =Xt o st
HIA|X| 2 ZetE LT}

S3 LA HIAIX] AFK
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Ic o= Ay EgojA 2 BTSN R

SDEL S3 A HII0 A QEMEES AXst=2 CBID, S3KY  "SDEL: S3 A"
QEHSELIC

ZALHIAIX|E M&SHA| AFFELIC

Ic ol Ay Egjoja 2 BTSN R

WDEL AQIIE AtH|  ZAH|O|L] EE= ZE| 0|0 A CBID, WOBJ  "WDEL: Swift AFx||"

HHIE MBS
eEMYSLICH

0fl: S3 QEME Al

S3 22t0|AUEIF AEZ|X| lLE(LDR AMH[2)0|M FHM| S AtRISHA ZHAF HIAIXI7F S22 ZAF 230 KEELICH

(D) H S S0l wuE 22 YA HAITH ofh OOl Lisk 2IX) BSLICk S3 A
E 247 M(SDEL)2} BIE 20t LIQEL|CH

SDEL:S3 AHKA|

S20|AHE Tt DeleteObject 22 LDR AMH|AZ HLHH Z4H| ALK 7} A|ZHEILICEH HIAIX| 0= QEREZS Atx|gt
K20t QEME S AMHSH= O AHEE|= QERMES| S3 7|7 etE L|Ct

2017-07-
17T21:17:58.959669[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :14316] [SAIP(IPAD) :"10
.96.112.29"] [S3AI (CSTR) :"70899244468554783528"] [SACC (CSTR) :"test"] [S3AK(CS
TR) : "SGKHyalRU 5cLflgajtaFmxJn9461AWRJIEBF33gA0g=="] [SUSR (CSTR) :"urn:sgws:i
dentity::70899244468554783528 :root"] [SBAI (CSTR) :"70899244468554783528"] [SB
AC (CSTR) :"test" ]\ [S3BK\ (CSTR\) :"example"\]\ [S3KY\ (CSTR\) :"testobject-0-
7"\] [CBID\ (UI64\) :0x339F21C5A6964D89] [CSIZ (UI64) :30720] [AVER(UI32) :10] [ATI
M (UI64) :150032627859669] [ATYP\ (FC32\) : SDEL] [ANID(UI32) :12086324] [AMID(FC32
) :S3RQ] [ATID(UI64) :4727861330952970593]]

API 2t24(S3 3 Swift) ZAF HIAIX|E &O0F ZAI EO0AM QENE AM ERiMM S AlHSE
(@] |__|

|_-_|.o H_Oﬂ'— ZHA EE XH A
H|A|X| 2 et E LT

FAFTIAIX| 7 Lot UX] SiE LTt 22 EMMMA S FX5H= o 20t

T
d

I

oA
=2
0x
0%
rt
H
rin
DU
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Ic ol Ay EgojA 2 BTSN R

SGET S3 7t 27| HIZI0|M QEFEES HAMSIEE CBID, S3BK, "SGET: S3 GET"
QHEMELICE, S3KY

SWIFT ZIA ZEAF HA| X

Ic o= Ay EgojA 2 BTSN R

FdL|ct A&k X ZIH|O|LHOf| M 7HHIE AMSIES CBID, WCON, "wget: Swift get"
QHEMELICY. WOBJ

0l: S3 QEME M

S3 E2I0|HEI} AEZ|X| =E(LDR MH|A)MM QEMEES At i ZEAF HIA|X| 7t M &[0 ZEAF 2730

MEHELCH

Otz oflofl M= EMMME Sof| MEEl 2= ZAF HIAIX[ZF LFBE[X] BS&LICH S3 HM ERHMM(SGET)1t & &
g=ak LIEE Lo

SGET: S3 GET

S2t0|AET} GetObject RS LDR AMH[AZ HLHH JHA| HM0| AIREILICH HAX|0l= QLEMES Mg HIlat
QHHMEE A= O AFRE|= QENEQ| S3 7|2 T3HtL|C}.

2017-09-20T22:53:08.782605

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :47807] [SAIP(IPAD) :"10.96.112.26"] [S3ATI (

CSTR) :"43979298178977966408"] [SACC (CSTR) :"s3-account-—

a"] [S3AK(CSTR) : "SGKHt 7GzEcuOyXhFhT rLSmep4nJtlw75GBh-

O FEw=="] [SUSR(CSTR) :"urn:sgws:identity::43979298178977966408:root"] [SBAI (

CSTR) :"43979298178977966408"] [SBAC (CSTR) :"s3-account-—

a"]1\ [S3BK\ (CSTR\) : "bucket-

anonymous"\]\ [S3KY\ (CSTR\) :"Hello.txt"\] [CBID(UI64) :0x83D70C6F1F662B02] [CS
Z(UI64):12] [AVER(UI32):10] [ATIM(UI64) :1505947988782605]\ [ATYP\ (FC32\) :SGE

T\] [ANID(UI32) :12272050] [AMID (FC32) :S3RQ] [ATID(UI64) :17742374343649889669]

]

2l FHO| 518%t= ZR SEO|UEE= AHo = QEMEZS HMSIILt CHE E1|'—1§ AFO| A7t HZI0A
QEHMEZ ZMEh & QIAL|CEH ZEAF HA|X|0fl= 0|2{%t 2 Gl WX} AN QNS FXE 4 QT E H3l 28X}
HHE 71|’5§01I CHot eI X0 ASLICE

CHZ Of| M| HIAIX|O| A 22t0|HE = KHA0| 2 RSHK| @42 HAI0| KZHEl 7HK| 0| CHSH GetObject @M= HELICEH
SBAI & SBACS| 72 H3l AQXte| HIHE AH ID 8l 0|22 7|SELICE. O] IDE S3AI & SACCO| 7| =&
S20|HEQ| EH|HE AH ID U 0|z} CHELICE.
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2017-09-20T22:53:15.876415

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :53244] [SAIP(IPAD) :"10.96.112.26"]1\[S3ATI
\ (CSTR\) :"17915054115450519830"\ ]\ [SACC\ (CSTR\) :"s3-account-

b"\] [S3AK (CSTR) : "SGKHpoblW1lP kBkgSCbTi754Ls81BUog67I2L1SiUg=="] [SUSR(CSTR)
:"urn:sgws:identity::17915054115450519830:root" ]\ [SBAI\ (CSTR\) :"4397929817
8977966408"\ ]\ [SBAC\ (CSTR\) :"s3-account-a"\] [S3BK (CSTR) : "bucket-
anonymous"] [S3KY (CSTR) :"Hello.txt"] [CBID(UI64) :0x83D70C6F1F662B02] [CSIZ (UI
64) :12] [AVER(UI32) :10] [ATIM(UI64) :1505947995876415] [ATYP(FC32) : SGET] [ANID (
UI32):12272050] [AMID(FC32) : S3RQ] [ATID(UI64) :68887802475156249021]

0fl: S3 QLEHMEO|A MEdBL|Ct
S3 S20[AETL I A0 A S3 Select HEIE HASHH ZAF HAX| 7} BP0 ZA 230 MEELICH

ofzfi ofloiM= EAMMM Sof| HdE ZE ZAF HIAXIZF LIS E[X] g4ELICEH S3 & EATM
I_

| AH
(SelectObjectContent)zt 2 El 250t LIFEL|CH

-t

Zt A 2|= S3 Select K9 £91(S3SR HE= '-AJE_rll--gg MEE)S 2l
.|

Stz ZAN HIAIX|2E X 2] Soi| 2E2[X|0f| A
E1I0|E1E gAist= =& BFE GET 20[2t= F 71X ZAL HIAIXIE W&ot

2021-11-08T15:35:30.750038

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64) :1636385730715700] [TIME (UI64) :29173] [SAT
P(IPAD) :"192.168.7.44"] [S3ATI (CSTR) :"63147909414576125820"] [SACC(CSTR) :"Ten
ant1636027116"] [S3AK(CSTR) : "AUFD1XNVZI905F3TW7KSU"] [SUSR(CSTR) :"urn:sgws:id
entity::63147909414576125820:root"] [SBATI (CSTR) :"63147909414576125820"] [SBA
C(CSTR) :"Tenant1636027116"] [S3BK(CSTR) :"619c0755-9e38-42e0-a614-
05064f74126d"] [S3KY (CSTR) : "SUB-

ESTZOZO_ALL.CSV"] [CBID(UI64) :0x0496F0408A721171] [UUID(CSTR) :"D64B1A4A-
9F01-4EE7-B133-

088422099628"] [CSIZ (UI64) :0] [S3SR(CSTR) :"select"] [AVER(UI32) :10] [ATIM(UIG4
) :1636385730750038] [ATYP (FC32) : SPOS] [ANID(UI32):12601166] [AMID (FC32) :S3RQ]
[ATID(UI64) :1363009709396895985]]
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2021-11-08T15:35:32.604886

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64) :1636383069486504] [TIME (UI64) :430690] [SA
IP(IPAD) :"192.168.7.44"] [HTRH(CSTR) : "{\"x-forwarded-

for\":\"unix:\"}"] [S3AI (CSTR) :"63147909414576125820"] [SACC (CSTR) :"Tenantlo
36027116"] [S3AK(CSTR) : "AUFD1XNVZ905F3TW7KSU"] [SUSR(CSTR) :"urn:sgws:identit
v::63147909414576125820:root"] [SBATI (CSTR) :"63147909414576125820"] [SBAC (CST
R) :"Tenant1636027116"] [S3BK(CSTR) :"619c0755-9e38-42e0-a614-
05064f74126d"] [S3KY (CSTR) : "SUB-

EST2020 ALL.csv"] [CBID(UI64) :0x0496F0408A721171] [UUID(CSTR) :"D64B1A4A-
9F01-4EE7-B133-

088422099628"] [CSIZ (UI64) :10185581] [MTME (UI64) :1636380348695262] [AVER (UI32
) :10] [ATIM(UIG4) :1636385732604886] [ATYP (FC32) : SGET] [ANID(UI32):12733063] [A
MID (FC32) : S3RQ] [ATID(UIG64) :16562288121152341130]]

HIEHCO|E IH[O|E HIAIX|

AL HIAX| = 83 220[AE7F QLEHE S| HEH|O|H E HU|0|EY m 4 ElLICt.

S3 HEIH|O|E H[O|E ZfAL THAIX]

It oI 24 Ego|a 2 BTSN R

SUPD S3 S3 22lo|AHEV 2T =l JH|el CBID, S3KY, "SUPD:S3 H|EIH|0|E{7}
HEIH[O|E7}  O|EIH|0|E{E Yo||0|EE ml HTRH AH|O|EE|QRASL|Ct
HOHO|EEAS MMEL|Ct
L|C}

ofl: 83 HIEIH|O|E KClolE

O ol M= 71E s3 RLEHMES| HIEH|0|E{E HHI0|ESH= 435l EMMMES Hof FLIC.

SUPD:S3 HEIH|O[E] YTI|O|E

ZSHHAIR. 0]

S3 22t0|AUEL X|E &l HIEHH|O[EE YH|0|Edt2t= 87‘*(SUPD)% SLICH (x-amz-meta-\*)E & X5t
AFLICH 7 >

ofFoM= 27 31IE‘I7P AL EZZ2EZ G|EZE AYEJACEE HTRH BE0 28 of|lH 7t ZEHE|of
SLIEE > ZAL 8 syslog AH). S EZSHYAR "ZAF HIAIX] 8] 27 TS FERILT
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2017-07-11T21:54:03.157462

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :17631] [SAIP(IPAD) :"10.96.100.254"]

[HTRH (CSTR) : " {\"accept-encoding\":\"identity\", \"authorization\":\"AWS
LIUF17FGJARQHPY2E761:jul/hnZs/uNY+avVvV01lTSYhEGts=\",
\"content-length\":\"0\",\"date\":\"Tue, 11 Jul 2017 21:54:03
GMT\",\"host\":\"10.96.99.163:18082\",

\"user-agent\":\"aws-cli/1.9.20 Python/2.7.6 Linux/3.13.0-119-generic
botocore/1.3.20\",

\"x-amz-copy-source\":\"/testbktl/testobjl\", \"x-amz-metadata-

directive\" :\"REPLACE\", \"x-amz-meta-city\":\"Vancouver\"}"]

[S3AI (CSTR) :"20956855414285633225"] [SACC (CSTR) :"acctl"] [S3AK(CSTR) : "SGKHyy
v9ZQgWRbJSQc5vI7mgiodwrdpl ShEO2AUaww==""]

[SUSR(CSTR) :"urn:sgws:identity::20956855414285633225:root"]

[SBAI (CSTR) :"20956855414285633225"] [SBAC (CSTR) :"acctl"] [S3BK(CSTR) :"testbk
tl"]

[S3KY (CSTR) :"testobj1"] [CBID(UI64) :0xCB1D5C213434DD48] [CSIZ (UI64) :10] [AVER
(UI32) :10]

[ATIM(UI64) :1499810043157462] [ATYP(FC32) : SUPD] [ANID(UI32) :12258396] [AMID (F
C32) :S3RQ]

[ATID(UI64) :8987436599021955788]]

AL HIAIX]
AL HIAI]: HR

A ARIOf| A ekl ZEAF HIAIX|Of CHet XEMISE 2E 2 THS Md0f| Ltef JAS LTt 2 ZEAL
HIAKl= HA HAIX|ZL LIEIL = 25 2eHAEZ 23 HAXIE 2&35k= 30f| LIZELIC.
Ol2fet D Fet= HAEl= 232 RS 0I5t #ot= RS ZA HIAIX| EEES
MESH= o REELICEH

LA HIAIRIE 4xf2] IEYR YMMAOR LIPELICE O] YT S22 ALSS0 S X0 i HEE 32
> stk

O] ZoIM A== 4Xt2| 2E= ChS Ol A HIAIX[Of EAIE ZAF HAIX[Of = ATYP ZXILICE
2014-07-17T03:50:47.484627
\ [AUDT: [RSLT (FC32) : VRGN] [AVER (UI32) :10] [ATIM(UI64) :1405569047484627] [ATYP\

(FC32\) :SYSU] [ANID(UI32) :11627225] [AMID (FC32) :ARNT] [ATID (UI64) :94457363265
00603516171

AL HIAX] =& 23, 23t HE 3 ZAF HE20] Tieh 2/ F syslog AH ALE0] CHet iAot LIE2 S
HESHIAL "ZALHAIX & 23 tigS ALt
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YA HIAIX] E=

A AR ZAF HIAR]

ECOC

ETAF

GNRG

GNUR

GTED

GTSt

GTSU

LLST

OLST

=Sy

AtE

SVRF

324

HIAIX| = 5 LT

Missing Erasure - Coded Data Fragment: 52FEl AH||

Y 0] =Z0| HX[E[ASS LIEFHLICE

£44El AR - AYE Hlo|E| E2: S 4HE K| 3
colE X2f0| AXIEIASS LiERALICE,

GNDS S&: StorageGRID A|AHINAM XIAH[HO 2
HAME[ALL SEE MH|A.

GNDS SZ #|4: StorageGRID A|AHIO| A MH|A
SE0| FAEJSLICEL

Grid Task Submitted(22|E = HZEl): CMN
MH|AZ GRID 0| HEE[A}ELICE.

F

X &2 O] ZAF HAX[= 2|7} £4E o 4d

7H11I 24 @™ El JHH|E StorageGRID A|AH! LHO|| A
& uu:.l—IEf
ZAL HIAIX| 20| THE &LICE

Hot ZAb st ZA HAIX| 2Z0] SHEASLIC.

RHHME X7
AIASLICE

gLt

[ =l

E

"ECOC: &4 &l AH| -

otz o|ofEf =2

"ETAF: 22t 2|5 Alojf"

"GNRG: GNDS S&"

"GNUR:GNDS S& #|&"

"GTED: J2|E 0|
SRE|JSLICH

"GTSt: J2|= %o
AEE[AS LT

"GTSU: J2|E =
HEE"

"LLST: Q|X|7}
EME|RAELICH

"OLST: A|AEIOAM &AE
IHHIE 2RI &LICt

"Z=Jt: HOob ZEAL H|Zh M B}
"Sade: HOF ZiAl =Mo"

"SVRF: Object Store
Verify Fail(SVRF: LEHE
ME4 stol Ay



ac AR HIS % AelL|ct

SVRU QUEE ML Y 4 813 Ol QEME HEA0|A
071X g2 2E=|E Blo|E{7} 2X|E ALt

A& =S FX|: Z27 Q¥ =YL,

AlAg =S EX|: MBIATHEA BXIS AISHBELICH

A2 = C AJEE MHIATE AEHEIQLT O BRO| S40)

| Al X[Of] EA|EILICE,

QHHEE AEZ|X| ZHAF HIA|X|

S HZoHHAIR

"SVRU: Object Store
Verify Unknown"

"SYSD:=E X"

AAE: L E S| 5"

"SYSU: lE A[R}"

QEHE AEZ|X| ZAL HF0| £35t= Z AL HIAX|= StorageGRID A AR LS| QEHE
AEZ|X| 8l 2e|ef 2 E O[HIE| AFZELICH of7[0ls RLERME AEC|X| 8l AM, O

f

LEOM O2|E LE S, ASE EetE L

ic

APCT

2%

Z2t2E A S0lA O}7t0|E X|A: Ot7}0|EEl QENE
H|0|E{= S3 APIE E4l| StorageGRIDO| HZAL|= 2F
Of7t0|E AER[X| A|ARIOA AFK|EIL|CH

ARCB Ot710|E QEHE M A|Z: ARC AH|AE 2|2
Ot7to|E AEE|X| A|AEINAM QEHE HO|E] HME

AlZfetLct.

ARCE
9|52 OF7}0|H AE2|X| A|ARIOIA 2| HlOJE|S
HMHOM ARC AMH|ATE 244 Zrio| AEfS
=gHc

ARCT S22 E A B0lM o7to|E HM: S3 APIE S
StorageGRIDO|| ¢ ZE|= Q|5 of7to|2 AEZ|X|

A 2RO A Of70 W El QEHE C|0|E{E HAM Lt

Lot Of7t0[= Z4A| M| 7H: 2| & OfFt0|E AEE|X| A|AI0f A
ZHX S20| dSHOE M| EIAALE AR =X

UASLILE.

ASCE Archive Object Store End(0}710|E2 QENE XX A
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