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/var/local — /dev/mapper/sgws-snl-var-local
rangedb0 — /dev/mapper/sgws-snl-rangedb0
rangedbl — /dev/mapper/sgws-snl-rangedbl
rangedb2 — /dev/mapper/sgws-snl-rangedb2

rangedb3 —# /dev/mapper/sgws-snl-rangedb3

Z AE ZFH|(Red Hat)
MX| Z0| SAE MH|Q| MHO| HAE|= HHAl

H|0] HIE A|AEIO| A StorageGRIDE SAE ®H|E L8 HASIL|C sysctl AH.

=L

rlo

HE Argo| HEFLIC

o

# Recommended Cassandra setting: CASSANDRA-3563, CASSANDRA-13008, DataStax
documentation

vm.max map count = 1048575

# core file customization

# Note: for cores generated by binaries running inside containers, this
# path is interpreted relative to the container filesystem namespace.

# External cores will go nowhere, unless /var/local/core also exists on
# the host.

kernel.core pattern = /var/local/core/%e.core.%p

# Set the kernel minimum free memory to the greater of the current value
or

# 512MiB if the host has 48GiB or less of RAM or 1.83GiB if the host has
more than 48GiB of RTAM

vm.min free kbytes = 524288

# Enforce current default swappiness value to ensure the VM system has
some

# flexibility to garbage collect behind anonymous mappings. Bump
watermark scale factor

# to help avoid OOM conditions in the kernel during memory allocation
bursts. Bump

# dirty ratio to 90 because we explicitly fsync data that needs to be
persistent, and
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# so do not require the dirty ratio safety net. A low dirty ratio combined
with a large

# working set (nr active pages) can cause us to enter synchronous I/O mode
unnecessarily,

# with deleterious effects on performance.

vm.swappiness = 60
vm.watermark scale factor = 200
vm.dirty ratio = 90

# Turn off slow start after idle
net.ipvéd.tcp slow start after idle = 0

# Tune TCP window settings to improve throughput
net.core.rmem max = 8388608

net.core.wmem max = 8388608

net.ipvd.tcp rmem = 4096 524288 8388608
net.ipvé4.tcp wmem = 4096 262144 8388608
net.core.netdev_max backlog = 2500

# Turn on MTU probing
net.ipvé4.tcp mtu probing = 1

# Be more liberal with firewall connection tracking
net.ipvé4.netfilter.ip conntrack tcp be liberal =1

# Reduce TCP keepalive time to reasonable levels to terminate dead
connections

net.ipvé4.tcp keepalive time = 270

net.ipvé4.tcp keepalive probes = 3

net.ipvé4.tcp keepalive intvl = 30

# Increase the ARP cache size to tolerate being in a /16 subnet
net.ipvé4.neigh.default.gc threshl = 8192
net.ipvé4.neigh.default.gc thresh2 = 32768
net.ipvé4.neigh.default.gc thresh3 = 65536
net.ipvé6.neigh.default.gc threshl = 8192
net.ipv6.neigh.default.gc _thresh2 = 32768
net.ipv6.neigh.default.gc thresh3 = 65536

# Disable IP forwarding, we are not a router
net.ipvé4.ip forward = 0

# Follow security best practices for ignoring broadcast ping requests
net.ipvé4.icmp echo ignore broadcasts =1

# Increase the pending connection and accept backlog to handle larger
connection bursts.
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net.core.somaxconn=4096
net.ipv4d.tcp max syn backlog=4096
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sudo mkdir -p /var/lib/containers

sudo mount container-storage-volume-device /var/lib/containers
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sudo systemctl enable docker

sudo systemctl start docker
3. Ct2E U=5t0] of| & Q| DockerE HX|RM=X| &QIgLICE
sudo docker version
S2I0|HE 8 MH K2 1.11.0 0| 20|0{OF L|LC}.
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StorageGRID A|AEI2 Red Hat Enterprise Linux0l|A] ZAE|0|{ 222 = AHEILICE Podman Z4E|0|H AITIS
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sudo docker version

(D Podman-Docker TH7|X|= AF23}H Docker HES AFREH 4 QUALICEH

S2I0|ME 3 MH| KT 2 3.2.3 0|4+0|0{0F EfL|Lt.

Version: 3.2.3

API Version: 3.2.3

Go Version: gol.15.7

Built: Tue Jul 27 03:29:39 2021
0S/Arch: linux/amd64
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Ansible &g 3! Z2[0|5 0f

Ansible &gt 8! Z2i|0|52| 0of|= 2 AX| of7to|E2}f eHH| MSELICE /extras E0. Ansible Z2I[0| 50| A 2HS
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StorageGRID2| #& & XtS2tetL|Ct
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Al=rst7| FHof
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e ol & A

configure-storagegrid.py TdE AtS2AstE ol AHEl= Python AIEEQILICE
configure -StorageGrid.sample.json ATZIEQ} G AFRE oA A TF
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A2 port_remap 2 OF2HI2E S40TF M ELICE

MEE= A2 CHE1t Z&LICH network type/protocol/default
port used by grid node/new port, ?|lX| network type J2|E,
H2|XH E= S20|HE, A ULICH protocol TCP E= UDPYILILCE

Of: PORT REMAP = client/tcp/18082/443
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* OY O|E Of| *: /etc/storagegrid/nodes/dcl-adml.conf

© OfE LiE of: *
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NODE_TYPE = VM Admin Node

ADMIN ROLE = Primary

BLOCK DEVICE VAR LOCAL = /dev/mapper/dcl-adml-var-local
BLOCK DEVICE AUDIT LOGS = /dev/mapper/dcl-adml-audit-logs
BLOCK DEVICE TABLES = /dev/mapper/dcl-adml-tables

GRID NETWORK TARGET = bond0.1001

ADMIN NETWORK TARGET = bond0.1002

CLIENT NETWORK TARGET = bond0.1003

GRID NETWORK IP = 10.1.0.2
GRID NETWORK MASK = 255.255.255.0
GRID NETWORK GATEWAY = 10.1.0.1

ADMIN NETWORK CONFIG = STATIC

ADMIN NETWORK IP = 192.168.100.2

ADMIN NETWORK MASK = 255.255.248.0

ADMIN NETWORK GATEWAY = 192.168.100.1

ADMIN NETWORK ESL = 192.168.100.0/21,172.16.0.0/21,172.17.0.0/21

AEE[X] ==9| of

* OY O|E 0f: * /etc/storagegrid/nodes/dcl-snl.conf

© Ot LHE off: *

NODE TYPE VM Storage Node

ADMIN IP = 10.1.0.2

BLOCK DEVICE VAR LOCAL = /dev/mapper/dcl-snl-var-local
BLOCK DEVICE RANGEDB 00
BLOCK DEVICE RANGEDB 01
BLOCK DEVICE RANGEDB 02
BLOCK_DEVICE RANGEDB 03 = /dev/mapper/dcl-snl-rangedb-3
GRID NETWORK TARGET = bond0.1001

ADMIN NETWORK TARGET = bond0.1002

CLIENT NETWORK TARGET = bond0.1003

/dev/mapper/dcl-snl-rangedb-0

/dev/mapper/dcl-snl-rangedb-1

/dev/mapper/dcl-snl-rangedb-2

GRID NETWORK IP = 10.1.0.3
GRID NETWORK MASK = 255.255.255.0
GRID NETWORK GATEWAY = 10.1.0.1

Of7t0|E L==29| off

* OU O|E 0f: * /etc/storagegrid/nodes/dcl-arcl.conf

© OH LIE off: *

45



Al

o
e

46

NODE_TYPE = VM Archive Node

ADMIN IP = 10.1.0.2

BLOCK DEVICE VAR LOCAL = /dev/mapper/dcl-arcl-var-local
GRID NETWORK TARGET = bond0.1001

ADMIN NETWORK TARGET = bond0.1002

CLIENT NETWORK TARGET = bond0.1003

GRID NETWORK IP = 10.1.0.4
GRID NETWORK MASK = 255.255.255.0
GRID NETWORK GATEWAY = 10.1.0.1

O[ESI0] ==9| of

* OYO|E 0f: * /etc/storagegrid/nodes/dcl-gwl.conf

* Of g off:

NODE TYPE = VM API Gateway

ADMIN IP = 10.1.0.2

BLOCK DEVICE VAR LOCAL = /dev/mapper/dcl-gwl-var-local
GRID NETWORK TARGET = bond0.1001

ADMIN NETWORK TARGET = bond0.1002

CLIENT NETWORK TARGET = bond0.1003

GRID NETWORK IP = 10.1.0.5

GRID NETWORK MASK = 255.255.255.0

GRID NETWORK GATEWAY = 10.1.0.1

o Z2|Xt == ol =E9| of

* MY O|E 0f: * /etc/storagegrid/nodes/dcl-adm?2.conf

© ObH LHE off:



NODE TYPE

ADMIN ROLE

ADMIN TP

BLOCK_DEVICE VAR LOCAL
BLOCK DEVICE AUDIT LOGS
BLOCK_DEVICE TABLES

VM Admin Node
Non-Primary
10.1.0.2

/dev/mapper/dcl-adm2-var-local
/dev/mapper/dcl-adm2-audit-logs
/dev/mapper/dcl-adm2-tables

GRID NETWORK TARGET = bond0.1001
ADMIN NETWORK TARGET = bond0.1002
CLIENT NETWORK TARGET = bond0.1003
GRID NETWORK IP = 10.1.0.6
GRID NETWORK MASK = 255.255.255.0
GRID NETWORK GATEWAY = 10.1.0.1
StorageGRID 782 AZELICt
OlA 24 DU E THE = /etc/storagegrid/nodes Zt StorageGRID ==0f| CHaH sliE
nrAo| LSS =eloof gLt
T ool LHES =olstad 2t SAE|AM LS BE S Aot

sudo storagegrid node validate all

oo
®

Checking
Checking
Checking
Checking

sti2

—

Checking
Checking
Checking

s dxle
storagegrid BH(0l: storagegrid --quiet..)E S=LICt
0 E= LRI HX|E E2 BHO| 00| of B=

-4 ojeo| FRE 3

HX|E A&

HIEtEIOIE TE =0l M LUNS
AFLICE

B2, om0l EAIZ CH2 2} T ThAol| CHel * Passed * 7t &3

for misnamed node configuration files..

file
file
file

configuration
configuration
configuration
configuration file
configura file
for duplication of

tion

o =
7Ozl_l_E

AtESHA O]

, Ol oflof| Mot Zof = X7t

o
e
ol @58 S0} LIk,

ol

SELFZE At

xpjo
Egﬂa

ELIC.

P

&ots 0= FAIB T &= 310 HIAXZF HAIE =

decl-adml..
dcl—gwim
dcl-sn
dcl—-sn?
el

node
node
node
node

for
for

for
fer

node sn3..

unique values between nodes.. PASSED

for

AN & JELICE -g = -—quiet 2| &M
= EHZ FASHK| ¢
ALct.

tom 1A

(o] =
M

240l U

warning * % * error * 2 EA|EL|CH 24 QEJ HARH
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Checking

Checking

ERROE:
ERROR:
ERRCE.:

Checking
ERRCOE:

ERRCR:
ERRCR:

Checking
ERROCE:

ERECR:

Checking
Checking
Checking

EERRORE::

F

for misnamed node configuration files..
ignoring /etc/storagegrid/nodes/dcl-adml
ignoring /etc/storagegrid/nodes/dcl-sn2.conf.keep
ignoring /etc/storagegrid/nodes/my-file.txt
configuration file for node dcl-adml..
NODE TYPE = VM Foo Node
VM Foo Node 1s not a valid node type. See *.conf.sample
ADMIN ROLE = Foo
Foo is not a valid admin role. See *.conf.sample
BLOCK DEVICE VAR LOCAL = /dev/mapper/sgws-gwl-var-local
/dev/mapper/sgws—gwl-var-local is not a wvalid block device
configuration file for node dcl-gwl..
GRID NETWORK TARGET = bond0.1001
bond0.1001 is not a wvalid interface. See “ip link show®
GRID NETWORK IP = 10.1.3
10.1.2 is not a valid IPv4 address
GRID NETWORK MASK = a5 . Feg. 2550
255.248.255.0 is not a walid IPv4 subnet mask
configuration file for node dcl-snl..
GRID NETWORK GATEWAY = 10.2.0.1
10.2.0.1 is not on the local subnet
ADMIN NETWORK ESL = 192.168.100.0/21,172.16.0fo0
Could not parse subnet list
configuration file for node dcl-snl..
configuration file for node dcl-sn3.
for duplication of unique wvalues between nodes.
GRID NETWORK IP = 10.1.0.4
dcl-snZ and dcl-sn3 have the same GRID NETWORK IP
BLOCK DEVICE VAR LOCAL = /dev/mapper/sgws-sn2-var-local
dcl-snZ2 and dcl-sn3 have the same BLOCK DEVICE VAR LOCAL
BLOCK DEVICE RANGEDB 00 = /dev/mapper/sgws-snZ-rangedb-0
dcl-snZ and dcl-sn3 have the same BLOCK DEVICE RANGEDB 00

StorageGRID SAE MH|AE A|ZFBfLICE

StorageGRID =EE A5t S AEE RS = CHA| A|Z5l2{™ StorageGRID 2AE
MH[AE A6t Al=FsHof gfL|Ct.

e

1. 2t S AE0M CHE BYE dHeLICh
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sudo systemctl enable storagegrid

sudo systemctl start storagegrid



2. o AAHSHo] F=0] FAE 1 A=K| 2AgfLct.

dlo

3

o

sudo storagegrid node status node-name

3. LE7t "not running" £ "stopped” AEHE Hietot= AR CHS HYS AL Ct.

sudo storagegrid node start node-name

4. 0|H0f| StorageGRID 2AE MH|AS 2 S AIXSH BR(EE MH|ATF St B AXEU=R] 2G| g2
AQ)Cte HAES Mgt}

O oo=2 2od

sudo systemctl reload-or-restart storagegrid
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https://primary admin node ip
client network ip
= XE 84430 M 12[= 2H2[Xtof| MM AT 2= ASLICE
https://primary admin node ip:8443
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NetApp® StorageGRID® Help ~
Install
o 2 3 4 5 6 7 8
License Sites GridNetwork  Grid Nodes NTP DNS Passwords Summary
License

Enter a grid name and upload the license file provided by MetApp for your StorageGRID system.

Grid Mame

StorageGRID 20| 4IA MEE X|HEL|Ct

StorageGRID A|AEIO| 0|2 K|35t NetAppd| A HZ5H= 20| MA M-S HZ E8fof
grL|Ct.

CHA|
1. 2to| A H|o|X|S] * J2|= 0|2 * Z=0] StorageGRID A|AHIO|| Ci$t o|0] Ql= 0|22 YEHLILCE.

AKX 2, 0|20| Nodes Ml M 2{ofl EA|IEL|CE

2. ROt 7| * E MEHSIT NetApp 2HO[MIA TS AHELICH (NLF-unique-id. txt)S MEHstD * BT *
MEdstL|Ct,

]

2Ol A MOl R2 0| HALE[D 2B HS 7t HAIELICH

@ StorageGRID & X| 0t7}0|20f= MIZ0f| chet x| #eto] gl 2to| M AT HESHE|Of
A
T

UAELICH 24X £ X|@ S HMSste 2to|dlAz Ao EH

=o
= I—| Ct.

(@]

o 2 3 4 5 7 8

License Sites Grid Network Grid Nodes MTP DNS Passwords Summary

License

Enter a grid name and upload the license file provided by NetApp for your StorageGRID system.

Grid Name StorageGRID
Licenze File Erowse MNLF-959007-Internal txt
License Serial 959007
Number

3. C}2 * 2 MEistL|C}
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ALO|EE FEIbetLICt

StorageGRIDE AX|& w AtO|EE St} O] & 2HS0{0F BIL|C}. StorageGRID AlAE9|

o gt AER|X| 8 5217 ?IoH AO|EE FIt2 H8E + ASLICH
e
1. AtO|E HO|X|0jlAf * ALO|E 0|5 * & YABtLICh,

2. AOIES £IFSI2{B OIX|2 AfO|E B2 Foll Y= Cis}7| 7|5 S 22Y5tD A * AfO|E 0|5 * HjAE Ao
JEEE

J2[E EZ2X|0f 2Ret 2t AIO|EE IHEtLICE. 2[CH 16712] MOIEE F7tE = ASLICH

NetApp® StorageGRID® Help ~

Install

License Sites Grid MNetwork Grid Modes NTP DMNS Passwords Summary

Sites
In a single-site deployment, infrastructure and operations are centralized in one site.

In a multi-site deployment, infrastructure can be distributed asymmetrically across sites, and proportional to the needs of each site. Typically, sites

are located in geographically different locations. Having multiple sites also allows the use of distributed replication and erasure coding for increased
availability and resiliency.

Site Name 1 Raleigh x

Site Mame 2 Atlanta + X
3. [t * 2 2FLCH
J2|E HE/R MEUS XIFRLIC
J2|E HERZM AHEE[= MEUS XIF3HOF BfLICt.

Of Z0i| CHaH

MEU SZ0= J2(E HE/IE E HEBL 5 JA0{0F 5t= MEUITL 37| StorageGRID A|AEIQ| ZF ALO|E|
CHSE J2|E HIEY A AEulo] ehE L|Ct.
2= MEUI0] o] 7HQ! 22 J2|= HIEY 3 AIO|EY[0|7t ZHRPtL|CH X|™E 2E OE2|E MEUI2 0]
HIO|EQI0|E Eof| HZL £ QO{OF BrL|C}.
CHA|
1. MELl 1 * A E MXof| stLt O]Ae] O2|E HER 30| Ci$t CIDR WIEY 3 FAE X[™EtL|CE
2. Orx|et = Kol J= Hotr| 7|sE 22I5t0] £t HIERIR Z52 F7tei| ot
StLt O|Ate| LLEE O|O| HiEDt AR * O2|E HEQ3 MEUl AM * Z Z2I5t0 O2|E &2|Xto| SSE 2=
LEo Qs ENEl MEUIORE O2|E HEYA MEY 2E2 XI5O=F kiSL|C



NetApp® StorageGRID® Help +

Install

o0 o0 « & & & G

License Sites Grid Network Grid Modes NTP DMS Passwords Summary

Grid Network

You must specify the subnets that are used on the Grid Network. These entries typically include the subnets for the Grid MNetwork for each site in
your StorageGRID system. Select Discover Grid Metworks to automatically add subnets based on the network configuration of all registered nodes.

Note: You must manually add any subnets for NTP, DNS, LDAP, or other external servers accessed through the Grid Metwork gateway.

Subnet 1 172.16.0.0/21 +

Discover Grid Network subnets

ChA|
1. Pending Nodes(257 ¢ &) 252 AESID tZE R E J2|E L =7 HA|E[E=X] HQIEL|Ct

()  2el==coobeete 3o 8ENOR WEEEX Bl

2. Q5lHE ER FOl L=

HR

off A 2tEL HES MR
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o 5 6 7 8

License Sites Grid Metwork Grid Nodes NTP DNS Passwords Summary

Grid Nodes
Approve and configure grid nodes. so that they are added correctly to your StorageGRID system.

Pending Nodes

Grid nodes are listed as pending until they are assigned to a site, configured, and approved.

&= Approve | | ¥ Remove Search Q
Grid Network MAC Address it Mame it Type It Platform It Grid Network IPv4 Address  +
@ 50:6bc4b:42:d7:00 MNetApp-SGA  Storage Node  StorageGRID Appliance 172.16.5.20/21
4 4

Approved Nodes

Grid nodes that have been approved and have been configured for installation. An approved grid node’s configuration can be edited if errors are

identified.

/' E 2 ® Remove cearch Q
Grid Network MAC Address It Name It Site It Type It Platform It  Grid Network IPv4 Address

 00:50:56:87-42.fF dcl-adm1 | Raleigh = Admin Node Viware VM 172.16.4.210/21

 00:50:56:87:c0:16 dc1-s1 Raleigh | Storage MNode Viware VM 172.16.4 211/21

 00:50:56:87:79:ee dcl-s2 Raleigh | Storage Node ViMware VM 172.16.4.212/21

 00:50:56:87:db:9c dc1-s3 Raleigh | Storage MNode VMware VM | 172.16.4.213/21

| 00:50:56:87-:62:38 dc1-g1 Raleigh | API Gateway Node | VMware VM | 172.16.4.214/21

4 4

3. Approve * (52l *\& 22l

4. Lot oM B0 w2t g £42 8-S SHELCH

° *NTP &g * J2|E =2 NTP(Network Time Protocol) H&IL|Ct SM2 *XtE *, * 7|2 * 8l *
E2I0|UE * YLICH Automatic * 2 MEHSIH 7|2 H0| 22| .=, ADC MH|AT} Qs AEZ|X| L E,
HO|ERO] .= SLHIFEHN IP FATt A= BE J2|E 20 2P ELT CHE 2E J2|E kE0fl=
22I0|UE o] HELICE
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2t AFOIEOIM X4 27H2| 'L =7} 47 O| 42| 2| NTP A A0 MAATH = U=X| FQIRL|C}
@ AFO|EOf| M SHLES| L E7F NTP 240 HEH = U= FLR oig =7t SHEH Ef0|Y
EH7F ALt Eot MO[EY £ =8 7|2 NTP &4 2 XA AO|ET} LITHXK]

J2|EoM A2 E R et AlZtE 28 = AsLI

o * AEEX| R (AEEX| 2O ). M AEE|X] =7 HIEMH[O|E O 2 ALEE| =5 X|F LT,
SH2 * A 5L HEIEH|OIE] * 5L * HEfCO[E{ 2t * YLICt S FROIHALR "AEE2[X] == F" H|EHH|OfE
HE 2E2X| =0 chgt IHHI?J LHE2

HIEtCIO|H ME == O2|ES ”XIZ @ J2|=0fls REHE AESXE Ha LE
@ AO{OF BfL|Ct. ThH ALO|E T2|=9 Z x| 2 HIEHH|O|E{0] CHl 27H O 4] AE2|X|
LEOF FEELIT CHS AOIE _'EI':°| o—?— ALO|ET StLE O] &to| AEZ|X| L ET} 24H| B

MH|EFCH| O Ef0f| CHEH <& ElLICt.

° *ADC MH|A * (AEE|X| LE HE): A|A-IOM ==7F 22| =0l ZIEEE{(ADC) MH|AE 2R Z SH=X|

—= =2
HEE ZHSIE of{H * X5 * S MEfgtL|CH ADC MH|A= O2[E MH|AQ| 9IX] 3L 7tEHS

ZXSIL|CE 2t AFO|EOof MO = 37H9| AEZ|X| =ETH ADC MH|AE EEHslof 2fLICH ADC MH|AE
HHZ S 20|l= =0 =7t 4 gi&LICt.

O. Grid NetworkOll Al 2 Q0| 2} CtS £49| ¥ S +FELICHL

° *|Pv4 £2(CIDR) *: 2| E HIER 3 2UE{H[0|A(ZAE|0[H LHF 2| eth0)2| CIDR HIERZ FALICE of:
192.168.1.234/21

o * AO|EQ0] *: O2|= HER 3 AO|EH|O]. ¢f: 192.168.0.1

Jz2|E MEUiof o] 7l 2 AHO|ER0]7t 2REtL|C}.

@ J2|= HIESR 3 90 tis DHCP % *.JE ot Of7|M 2tS HESHH M 20| =9 HH FAZ
T ELC Bt IP FATJF DHCP =4 Z Lof| AUX| 42X &
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License Sites Grid Metwark Grid Nodes NTP DMS FPasswords Summary

Grid Nodes

Approve and configure grid nodes, so that they are added correctly to your StorageGRID system.

Pending Nodes

Grid nodes are listed as pending until they are assigned to a site, configured, and approved.

(%)

T
o
vl

Grid Hetwork MAC Address IT  Hame It Type 11 Platform 11 Grid Network IPv4 Address v

Mo results found.

Approved Nodes

Grid nodes that have been approved and have been configured for installation. An approved grid node’s configuration can be edited if errors
are identified.

Searc Q,
Grid Network MAC Address 1T Name 1T Site 1T Type It Platform 1T Grid Network IPvd4 Address +
 00:50:56:87:42:F dcl-adm1  Raleigh Admin Mode Wiware VI 172.16.4.210/21
" D0:50:56:87:¢0:16 dci-s1 Raleigh Storage Node Viware VI 172.16.4.211/21
e 00:50:56:87. 79 ee dcl-s2 Raleigh Storage Mode Wiware VM 172.16.4 212121
" 00:50:56:87:db:9¢c dcl-s3 Raleigh Storage Node Wiware VI 172.16.4.213/21
" 00:50:56:87:62:38 dci-g1 Raleigh APl Gateway Mode  VMware VI 172.16.4.214/21
8 50:6b:4b:42:d7.00 MetApp-SGA  Raleigh Storage Mode StorageGRID Appliance  172.16.5.20i21
1 »
seloteis 7 S0 2 J2|E 20) Tl of Al ehEgiutt
D2 =M Hots BE =EE SOlsof giLICh J2{Lt 29 HO|X[oM * &X| * & S&{5t7| Tof| AX|EX| O]
H|O|X|2 S0tz + USZLICE 2|2 HES MESt * Edit * £ =0t SQIE 12|= 9| £4= 8
UG LICH

J2|E = S0l0| 2tzEH * O3 * & S=IeL T}

Network Time Protocol A|t{ HEE X|™etL|Ct

StorageGRID A|ARI0]| CHaH NTP(UIERZ A2t Z2EE) 7148 HEE X|H{of EL o
MHOM $E= ZH g S7(9te 4 AUSLICL

ErAofl Chat

NTP M2 IPv4 TAE X|HsHOF ShL|C}.

QIE NTP MHZ X|™sHOF SL|CH X|™HE NTP MHE NTP ZZ2EZ8 AF23H0F gLt

56



A2t EB|ZEQ}t ZHHE 2H|E WX[S2{H Stratum 3 O|AS| NTP Mt £ xE 47 X|&sloF hL|Ct.

TZEM £F StorageGRID MX|0f| 2/ NTP 2AE X|HE t§ Windows Server 2016 0| HZF Q|
WindowsOl| A= Windows A|ZHW32Time) MH|AE AFESHX| OHYA|L. O BT 2| Windows®)
@ AlZH MH|A = HE6HX| O StorageGRID2t 2 7*° ™Y SHHO|A AHESHZ| 28] Microsoftof| Al
XY= K| t&LICE

"getkt =

rlo
riot

B0 tigt Windows A|ZH MH[AE F8317] 2t BAE R AGLICH
QI NTP MH = O|X0f| 7|2 NTP J S gt 0| AFSELICE.

2} AFO|EO|A] £ 27HO| =S5} 47H O|A40] | NTP AA0 AN|AZ 4 QUK HolBt|ct

() AoIEUI eiiol ool NTP aof SR i B2 SiE kst BUSIH ElY RAL
SAIRILICH S8 AJO|ES & B 7|2 NTP AAZ XIZSHE AO|E7} Lp{X| J2|=0l A 22|
2o Wt A2/ BEE 4+ ABLIC

o=2 T MH

CHA|
1. Server 1 * 0| A| * Server 4 * HIAE AXI0| NTP M 4CH O|Abof| CH$H IPv4 =AE K| ™ EL|CL.

2. At ZR O0pX|2h &5 Holl A= Eo7| 7|= 5 MEHSIo] 371 M =8 F=IfelL|ch

NetApp® StorageGRID® Help =

Install

O 06 0 0 0 © o G

License Sites Grid Metwork Grid Modes NTP DMS Passwords Summary

MNetwork Time Protocol

Enter the IP addresses for at least four Metwark Time Protocol (NTP) servers, so that operations performed on separate servers are keptin sync.
Server 1 10.60.248.183
Server 2 10.227.204.142
Server 3 10.235.48 111

Server 4 0.0.0.0 +=
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Domain Name Service

Enter the IP address for at least one Domain Name System (DMNS) server, so that server hostnames can be used instead of IP addresses.
Specifying at least two DNS servers is recommended. Configuring DME enables server connectivity, email notifications, and NetApp

AutoSupport.
Server 1 10224 223130 x
Server 2 10.224 223136 + X
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Passwords

Enter secure passwords that meet your organization’s security policies. A text file containing the command line passwords must be downloaded
during the final installation step.

Provisioning [T TTTYTTT]
Passphrase

Confirm (ITTTITTY ]
Provisioning
Passphrase

Grid Management ssssnene
Root User
Password

Confirm Root User ssssssss
Password

¥ Create random command line passwords.
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Summary

Verify that all of the grid configuration information is correct, and then click Install. You can view the status of each grid node as it installs. Click the
Muodify links to go back and change the associated information.

General Settings

Grid Name Grid1 Modify License
Passwords Auto-generated random command line passwords Modify Passwords

Networking
NTP 10.60.248.183 10.227.204.142 1023548111 Maodify NTP
DNS 10,224 223130 10224223136 Modify DNS
Grid Network 172.16.0.0021 Modify Grid Metwark

Topology
Topology Atlanta Modify Sites  Modify Grid Modes
Raleigh
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Installation Status

Ifnecessary, you may & Download the Recovery Package file again.
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dc1-adm1 Site1 172.16 4 215/21 Starting senvices
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/etc/sysconfig/network-scripts/ifcfg-ensl60

TYPE=Ethernet

NAME=ens160
UUID=011bl7dd-642a-4bb9%-acae-d71£f7e6c8720
DEVICE=ens160

ONBOOT=yes

MASTER=bond0

SLAVE=yes

/etc/sysconfig/network-scripts/ifcfg-ensl92

TYPE=Ethernet

NAME=ens192
UUID=e28eblb5f-76de-4e5f-9a01-c9200b58d19c
DEVICE=ens192

ONBOOT=yes

MASTER=bond0

SLAVE=yes

/etc/sysconfig/network-scripts/ifcfg-ens224

TYPE=Ethernet

NAME=ens224
UUID=b0e3d3ef-7472-4cde-902c-ef4£3248044b
DEVICE=ens224

ONBOOT=yes

MASTER=bond0

SLAVE=yes

/etc/sysconfig/network-scripts/ifcfg-ens256

TYPE=Ethernet

NAME=ens256
UUID=7cf7aabc-3e4b-43d0-809%a-1e2378faa4dcd
DEVICE=ens256

ONBOOT=yes

MASTER=bond0

SLAVE=yes
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/etc/sysconfig/network-scripts/ifcfg-bond0

DEVICE=bond0

TYPE=Bond

BONDING MASTER=yes
NAME=bond0

ONBOOT=yes

BONDING OPTS=mode=802.3ad

VLAN CQIE{m{|o|A

/etc/sysconfig/network-scripts/ifcfg-bond0.1001

VLAN=yes

TYPE=Vlan

DEVICE=bond0.1001

PHYSDEV=bond0

VLAN ID=1001

REORDER HDR=0

BOOTPROTO=none
UUID=296435de-8282-413b-8d33-c4dd40fcaz4a
ONBOOT=yes

/etc/sysconfig/network-scripts/ifcfg-bond0.1002

VLAN=yes

TYPE=Vlan

DEVICE=bond0.1002

PHYSDEV=bond0

VLAN ID=1002

REORDER_HDR=O

BOOTPROTO=none
UUID=dbaaec72-0690-491c-973a-57b7dd00c581
ONBOOT=yes

/etc/sysconfig/network-scripts/ifcfg-bond0.1003



VLAN=yes

TYPE=Vlan

DEVICE=bond0.1003

PHYSDEV=bond0

VLAN ID=1003

REORDER HDR=0

BOOTPROTO=none
UUID=d1laf4b30-32£5-40b4-8bb9-71a2fbf809al
ONBOOT=yes
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/var/local — /dev/mapper/sgws-snl-var-local
rangedb0 — /dev/mapper/sgws-snl-rangedb0
rangedbl — /dev/mapper/sgws-snl-rangedbl
rangedb2 — /dev/mapper/sgws-snl-rangedb2

rangedb3 —# /dev/mapper/sgws-snl-rangedb3

$AE FH|(Ubuntu = Debian)
MX| Z0| SAE MH|Q| MHO| HAE|= HiAl

H|0] HIE A|AEIO| A StorageGRID=E SAE ®HE L8 HASIL|C sysctl AH.
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o

# Recommended Cassandra setting: CASSANDRA-3563, CASSANDRA-13008, DataStax

documentation

vm.max map count = 1048575

# core file customization

# Note: for cores generated by binaries running inside containers, this
# path is interpreted relative to the container filesystem namespace.

# External cores will go nowhere, unless /var/local/core also exists on
# the host.

kernel.core pattern = /var/local/core/%e.core.%p

# Set the kernel minimum free memory to the greater of the current value
or

# 512MiB if the host has 48GiB or less of RAM or 1.83GiB if the host has
more than 48GiB of RTAM

vm.min free kbytes = 524288

# Enforce current default swappiness value to ensure the VM system has
some

# flexibility to garbage collect behind anonymous mappings. Bump
watermark scale factor

# to help avoid OOM conditions in the kernel during memory allocation
bursts. Bump

# dirty ratio to 90 because we explicitly fsync data that needs to be
persistent, and
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# so do not require the dirty ratio safety net. A low dirty ratio combined
with a large

# working set (nr active pages) can cause us to enter synchronous I/O mode
unnecessarily,

# with deleterious effects on performance.

vm.swappiness = 60
vm.watermark scale factor = 200
vm.dirty ratio = 90

# Turn off slow start after idle
net.ipvéd.tcp slow start after idle = 0

# Tune TCP window settings to improve throughput
net.core.rmem max = 8388608

net.core.wmem max = 8388608

net.ipvd.tcp rmem = 4096 524288 8388608
net.ipvé4.tcp wmem = 4096 262144 8388608
net.core.netdev_max backlog = 2500

# Turn on MTU probing
net.ipvé4.tcp mtu probing = 1

# Be more liberal with firewall connection tracking
net.ipvé4.netfilter.ip conntrack tcp be liberal =1

# Reduce TCP keepalive time to reasonable levels to terminate dead
connections

net.ipvé4.tcp keepalive time = 270

net.ipvé4.tcp keepalive probes = 3

net.ipvé4.tcp keepalive intvl = 30

# Increase the ARP cache size to tolerate being in a /16 subnet
net.ipvé4.neigh.default.gc threshl = 8192
net.ipvé4.neigh.default.gc thresh2 = 32768
net.ipvé4.neigh.default.gc thresh3 = 65536
net.ipvé6.neigh.default.gc threshl = 8192
net.ipv6.neigh.default.gc _thresh2 = 32768
net.ipv6.neigh.default.gc thresh3 = 65536

# Disable IP forwarding, we are not a router
net.ipvé4.ip forward = 0

# Follow security best practices for ignoring broadcast ping requests
net.ipvé4.icmp echo ignore broadcasts =1

# Increase the pending connection and accept backlog to handle larger
connection bursts.



net.core.somaxconn=4096

net.ipv4d.tcp max syn backlog=4096

LinuxE H&X|gfL|Ct

2 E Ubuntu & Debian GRID SAE| StorageGRIDE AX[5{oF gLICH X2l &l= H

ZE2 NetApp “2 224 HEEA &3 HFXSHAL.
() 2% #H7H Linux < 4.15 0|02 ¢TI0l =EI1=R| SHolghict,
i

1. BHZEXFQ] K& = HE Extof w2t 2 22| E= 7t J2|E SAE| LinuxE AX[LCt.

Qe HASE $HS XIS OHIAIS. Ubuniu MXIE 0 * BE Al SU|E * S
() =isHor BILICE Ubuntu SAE0 Ch2t ssh HHAS SAI8012IB1 * OpenSSH Al * 8

Metists 20| ZALICH CHE BE @42 Mei 5|4 AEIZ SXE 4+ YALIC

2. RE SAEJ} Ubuntu E£= Debian TH7|X| 2|ZX|E2|0f] HMAS o~ UE=X| 2HOIEHLICE,
3. A

r
> oY
40

=
b. 0jM BE AY E=E MAYLICH /etc/fstab & =2 4 S |XIYLICL

ol AHEoHX| RF=E HHFotH 40| A Motd + AsLHCE

AppArmor ZZZ MX|E O|sEfL|Ct

A XEZF XEA| BHZZEl Ubuntu 2HE 01| A AppArmor B M| A X0 A|AEIS Afgsff Z

7|2 A A=Y MX|st= DH7|X[2t 22 El AppArmor ZZ2Z 0| StorageGRID2} &4 A
S o7 | X[of 2fs XHEHE 4~ USLICE

X

o
Q
E|

712X 02 AppArmor Z2LE 7|2 2 H|H|0f| MX|5H= 17| X|0f| AX|EIL|Ct. StorageGRID A|AE! Z4E|0|L0f| A

olz{st 7| X|E MHSHH AppArmor T2 H0| XAHHEIL|CH DHCP, MySQL, NTP

AppArmoret =511 LHE 7|2 W7 X =T + ASLICH

AppArmor Z2HE X2[g = Y= F 7HX| 80| JYSLICE.

StorageGRID A|A" ZE|O|L{ 2] 7| X|2t AX|= 7|2 AlAF0| EX|2 Ti7 X2 JHE Z=2ES H|Z4st

JNE T2TS H 255 AppArmorZt ZABLE|AS S LIEF)E $H20| StorageGRID 221 IHI0f|
LHEFEFLICE.

Cts S AS-LCH

gjo

sudo 1n -s /etc/apparmor.d/<profile.name> /etc/apparmor.d/disable/
sudo apparmor parser -R /etc/apparmor.d/<profile.name>

8! tcdump 7|2 o7 | X| 7}

St
=

L|C}.

81
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sudo ln -s /etc/apparmor.d/bin.ping /etc/apparmor.d/disable/
sudo apparmor parser -R /etc/apparmor.d/bin.ping
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CHELICH.
@ SHO|I{H[O| KOl A RAHE RES MK 41 7HA SAENM MAC 22Y 2 ZA3totH SAEQ
QIEIH|O|AE AHESH= Linux 2AE HIE 4-2.,Io| XIS SHK| S 2 QlAL|CH

Mac 22 S| &8 Atz
MAC 224 0ll= CtS 5 7HX| AHE AtEIE 12{6{of gfL|Ct.

* Mac 22 M40| 2Malz|X| ¢#432: o] &HtE 2 croNE MAC =E 7 mHAQ| 7|7 MEE|X| AUAHLE
"false"E MY E AR SAE= TAE NIC MACS AHEStD Z4H|0|L{0l MACO| X|HE[X| g2 H?

LS
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StorageGRID M4 MACZ ZA| €lLICt NETWORK MAC 7|. Off FA7F MFE|| Y= 2L NETWORK MAC 7|,
ZAEo|Aof| off XI™MEl FATL USLICH NETWORK MAC 7|. O|2{3t 7| TAHE oM RAtH DES ALEsf{of
St

= .

* Mac 22 MM &M%t crone Mac =E 74 TH9| 7|& "true"2 MM E|0] 1, ZAH|0|L{= SAE NIC
MACS AIE3tH, SAE = ol MACS XIH3HX| gb= ot StorageGRID 44 MACS AFSRILICH NETWORK MAC
7. ol A7} MHE|0] Y= B NETWORK MAC 7|, SAEE MME FA A X|HE FAE AFZTILICE O]
7| RN RAE REE A3l A= OF LI

MAC =& 22 S AFESHX| 9411 5H0|IHHIO| X of| 2|3 S=HEl 40| Otl MAC 20| CHt HIO|HE
DE QIEHO[ANAM A W MESHEE 61 86t2{H 7H AQX| Y ZE OF $F2| Hot 240

@ Promiscuous Mode, MAC Address HZ 3! Forged M &0f| CHaH * Accept * 2 MHE[0] YE=X]
SIOIBILICE JHAt AQX|Of| M™EI Zf2 XE OF £F9| IO Z AT 4= o0 Z = |X|0f|A
MH0| SYSHX| =elgtL|Ct.

MAC 224

mjo
fliok

MofotH S BRSHUAR "= 74 mh A XA

(==
Mac 22 =H|2| of

QIE{H|0| A ens2562| R MAC 247} 11:22:33:44:55:660| 11 le = 714 Mt0| FL THE 7|7} A= ZAE0N
gdstEl MAC 22 =59 off:

* ADMIN NETWORK TARGET = ens256
®* ADMIN NETWORK MAC = b2:9c:02:c2:27:10

° ADMIN_NETWORK_TARGET_TYPE_INTERFACE_CLONE_MAC = true
Z1}: en2562 SAE MACS B2:9¢:02:C2:27:100| 11 22| HIE® 3 MACS 11:22:33:44:55:66 4 L|C}
ol 1: E2|X NIC EE= 7FA NICO| 1:1 CH 1 O™

OIFl 10l M= 2 AEZ F40| A = T LRSHA| @f2 ZHESE 22|X QIE{H|0] A OfEoi| sl HF Lt

—
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You Configure

Linux & M= 8% £= BE F0| == QAEH0|AT} S = MEHQY f XFS O 2 ensXYZ QIE{HO|AE
MMBHL|CtH HEl = QIEI0|AT XSO 2 MM E MAESH= A 20 7240| 2RoHX| &LICH LIS 724
TZNANAM SHE i E M2 4= == StorageGRID HEYI (22| =, 22|k} E= 22H0|AHE)of| sliZot=
ensXYZE ZXs{Of etL|Ct.

0 220l M= 012 StorageGRID ==2 20f FL|CH J2{Lt LM O 2 ¢ 1= VMOl| 0] A4S ALRefLILE.

221K 10] S2|H A 2{X[Q] L HAMA ZE0] ol QIE{H[O]A 10G,10G:0| HEE ZEE g5t e VLANO|
BHX[SHOF SfLICt.

|Ih}
oo

0l 2: VLANS ™Ydst= LACP

oIl 20l M= LIERI S AETO0[AE BRfSHAHLE ALE ¢! Linux B ZEH0| A VLAN IE{H| 0] A
& &0 ot Jrggiict.

i
=]
n
rr
oz
1
=2
=
ot

Of ZfHofl 3

OIF 20l M= HHE 2 AEQ| BE LEOM AME Jhst BE HERIS HYES & S/ = AE Xst= L4,
FHSE VLAN 7|8 M| A S 2Lt o] o= E3] Hio] HE S AE0 MEY + USLICE

Of oA olsidtad™ 2 H[o|E| HIE{of] 2| =, 22|Xf S S2H0[AHE HIES{Z0] chet M| 7o 7HE MEUo] [t

JbEEL|CH MELIS EE o] VLAN(1001, 1002 & 1003)0| R/2H LACP 28 E& 3 T E(bond0)2 SAE|
HZELICH Bond.0.1001, bond0.1002 & bond0.10032| M| 7kX| VLAN @IE{HO|AZ TLAISH|C},

ST SAEM L= HIET0)| Cio B2 VLANTDH MEUI0] ARt 2, ZEofl VLAN QIE{HO|AS 715t
0|E ZAEO DfEE £ ASLICHIZMAM bond0.10042 EAIE).

85



You Configure

ensl23
ens234

ensd56
ens567
ensb78

i
i
:
i
i
i
i
:
' 13 ens345
i
i
:
i
i
i
i
:
i

bond0.1001

bond0.1002

bond0.1003

THA|
1. StorageGRID HIE®/3 HZ0| AIY ZE S2|X HEHZ QAUEI0|AE Y LACP 2222 SYHLICE

OlE £01, bond0} 20| ZE SAEQ| 2E Zgto| Y%t 0|2 AHSHLICE

2. & VLAN QIE{HO|A HYH XIS ARSI 0| HES & "SE|H EX|"E AL835H= VLAN QIE{H0|AE
MMSH|Ct physdev-name . VLAN ID.

1EP9 25 LIESIS 30| ChE B2 RSt 0jx| A9IX|o| st F40| TRBHICE ofK| 29I
EET LACP EE MU 75D EYIZ =0 LR DE VIANS S8 £ ATE 6|8t LItk

0| ZAEE HE/AZ 74 AA[0ll chet AE{Ho[A -4 I of| 7} S ELICE.

e

HEE

"0l /etc/network/interfaces"
TAE AEZX|IE 2MELICt

A 2AE0 S8 AE2X| 2ES EEMOF L.
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"QTARS EFBH0}

ot

|-|_| E_I_u
" = ZAE|0[L Oro]| a2f|o] M QFALE

Of Zreiof Chat

x
22 AE2(X BE(LUN)S SAE0| B 0 "AE2X| 87 Ale| S A8 CH2S SolgLict,

c ZtSAEN LUQEE (I SAEN XS LE £ U QF I|F)
. 2t 220| AER|X| WE(E, AAH HO[E L= QEHE H0|H)
o 2t 2290| 37|QL|C}

S AEO0| StorageGRID == HiZzeh of O] FHe} Linux?t 2t S2|X =50 £Ett 7 0|52 AFEELCt.

(D ot EssueM ZY £s ol2Ey a9

o>
-
iul
o
|>
[m
N
Mkt
4>
$0
H1
Jhu
o
o
ot
-
il

Ho

(D) cletsiolE B8 As2|x) =0 shte] QURIE Holef LUNSH ZRBLIC

"RAW" E= ZX| IL S AFESHA| OHYAIL (/dev/sdb IE S0]) £ 018 SE2 2H4Y mf ArEgLict.

== o

olg{ot mMA2 SAES IHREE Al HAEH = UACH, |L A AEI9| EHFE a0 g2 &L, iscst
LUN % Device Mapper Multipathing® A|'9-0|'._ 4% oM CtE 3= HAS AI8%t= 20| E&LUCH
* /dev/mapper CIHERZ| - ES] SAN EZSZX|0f| 37 AE2|X|0f LSt 0|F '—‘"E%:* ZEIESE AL = 0N

AAHIGM OHE ATERIIE MEY £ JYELICH /dev/disk/by-path/ & SEISLICH

o

Il
uin

H ChZ o 25t

1s -1

$ 1s -1 /dev/disk/by-path/

total O

lrwxrwxrwx 1 root root 9 Sep 19 18:53 pci-0000:00:07.1-ata-2 -> ../../sr0

lrwxrwxrwx 1 root root 9 Sep 19 18:53 pci-0000:03:00.0-scsi-0:0:0:0 ->
./../sda

lrwxrwxrwx 1 root root 10 Sep 19 18:53 pci-0000:03:00.0-scsi-0:0:0:0-partl

-> ../../sdal

lrwxrwxrwx 1 root root 10 Sep 19 18:53 pci-0000:03:00.0-scsi-0:0:0:0-part?2

-> ../../sda2

lrwxrwxrwx 1 root root 9 Sep 19 18:53 pci-0000:03:00.0-scsi-0:0:1:0 ->

./../sdb

lrwxrwxrwx 1 root root 9 Sep 19 18:53 pci-0000:03:00.0-scsi-0:0:2:0 ->
./../sdc

lrwxrwxrwx 1 root root 9 Sep 19 18:53 pci-0000:03:00.0-scsi-0:0:3:0 ->
./../sdd

2t AX| etgof et Zakot FRtE L)

24 28 2E2|X| 280 &7] 712 0|52 2510 7| StorageGRID €| & &= 7| 22| XS
U2SSHHAR. S/ 2AE2(X| 20 Uit S5 HMAE ?Ioh ZX| 0HH LS B2 Z2t0|HE AHEots 3R
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Ab

o

o UELICalias HEO| YHELICH /ete/multipath.conf IHY.

o

i
fuin
2
m

f

1 ZrELct.

gjo

multipaths {

multipath {
wwid 3600a09800059d6df00005df2573¢c2c30
alias docker-storage-volume-hostA

}

multipath {
wwid 3600a09800059d6df00005df3573¢c2c30
alias sgws-adml-var-local

}

multipath {
wwid 3600a09800059d6df00005d£f4573¢c2c30
alias sgws-adml-audit-logs

}

multipath {
wwid 3600a09800059d6df00005df5573¢c2c30
alias sgws-adml-tables

}

multipath {
wwid 3600a09800059d6df00005d£f6573c2c30
alias sgws-gwl-var-local

}

multipath {
wwid 3600a09800059d6df00005df7573¢c2c30
alias sgws-snl-var-local

}

multipath {
wwid 3600a09800059d6df00005df7573¢c2c30

alias sgws-snl-rangedb-0

J2{H EHAO| of|M EF C|HIO|A R LfEf'“”—llif /dev/mapper 2*E°| CHEZ|Z, 24 EE= X2 ZAH0| A
=8 AEZ|X| 2ES X[Folof & woiCt 255t &AH AdFE 0|2 X[HE &= JASLICL
StorageGRID == Ufol_'aﬂol = X[t HX| 0jm CFE 22 E AME3IEE 3/ AEZ|XE
@ HYSl=E4R 35 S UE *"I|°" UELICE Jete/multipath.conf BE S fIX| TAE,
2t QAEOHA‘I EPE Docker AEE|X| Eg AtE517|2E 5tH ElIL|CEH 2F Docker AEZ|X| 25 LUNS
t”"'oﬂ EtZl SAE O|E2 E6tH HAZ AF2SHH 7|Yst7| 1 0] t”t”ol HEEIL|C,
e Me
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"' = ZAE|0[L Oto|a2j|o| M QT AL
Docker AE2|X| 222 LML}

DockerE AX|6t7| H0f| Docker 2E2|X| 252 EoHSID of OIRESHOF & &= JUSL|CH
/var/lib/docker.

Of ZhHofl CHaH

Docker AEE|X| 20| EZ AEZ|XE AT A2l0|1 7} IetEl SAE TME|M0|| AFE 7tsTt 370 Z2%t 22
Ol HHAE & &= JSLICt /var/1ib.

£HA
1. Docker AE2|X| ZE0]| T A|ARS MAetL|Ct

sudo mkfs.extd4 docker-storage-volume-device
2. Docker AE2|X| £E&& OHRERLIC

sudo mkdir -p /var/lib/docker
sudo mount docker-storage-volume-device /var/lib/docker

3. Jetc/fstabOll Docker-storage-volume-device =& X7tgtL|C}.

O CHA & S+-8stH SAET MEEIE & AEZ|X| E50| AFS 22 CHA| OFR2EEL|CH

DockerZ A X|gtL|Ct

StorageGRID A|AEI2 | inux0l| A Docker ZiE|0|{ 2202 AMMEIL|C} StorageGRIDE
MX|5t7| Fofl DockerS A X|sliof BL|CE.

CHA|
1. Linux BHZ 0| CHSH X[Elof| 2} DockerE A X|gfLC},

() Docker7t Linux B B0l Et5l0f K| 242 2L Docker  AOIE0|A CHREEE 4 YALIC,

2. g & ®YS Ns10] DockerS EASISLT AlSHEX| Solghich

sudo systemctl enable docker

sudo systemctl start docker

3. CH22 Y=sto] o4 BT 2| Dockers X=X 2oletL|Ct,
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sudo docker version

S2I0[HE 3 MH H{T2 1.11.0 0] &0|0{OF L|C}.

o ®Me

o

"SAE AER[X|S AT T
StorageGRID SAE AH|AE MX|BL|Ct
StorageGRID DEB Ii7|X| £ AtE5t0{ StorageGRID SAE AMH|AE MX|BfL|CE,

Of Zteioi Chat

O X|&2 DEB M7|X|0f|M 2 AE MH|AS 2X|5t= YHS SHILILE L= AX| OF710|20of ZetEl APT
2| ZX|E2| HEIH[O|E E AHE5I0] DEB IH7|X| & #HR2Z dX[g = ASLICE. Linux 2 HMFofl tist APT
B|EXEE| X|EE HESHIA2.

$0

A
1. 2t S AE0|| StorageGRID DEB I7|X|E SASIAL 3§ AEZ|X|0|M AFE = U= T HFELICH

OlE S0, o] BHX|LICt / tmp CFHS THA[OAM O[H| HHEE AL ES &~ JTE C|HEEZ|E X[HELIC.
2. Zt SAEQN REZ Z9QI8}7L} sudo HTH0| = AI™S AF2SHH CHS "2 AdlstL|ct.
£ MX|8l{of BLICt images HA], 8

X
Hix[et B2 “ftmp oM BES ot ALE

sudo dpkg --install /tmp/storagegrid-webscale-images-version-SHA.deb

sudo dpkg --install /tmp/storagegrid-webscale-service-version-SHA.deb

StorageGRID IH7|X| & A X|5t7| M| Python 2.70] 0|0 MX|=[0{ RUO{OF BfL|C} E S2IEHLICt
@ sudo dpkg --install /tmp/storagegrid-webscale-images-version-SHA.deb

g MestH 2 g wi7hK| Aot
MX| X5 3HUbuntu EE= Debian)
StorageGRID SAE MH|A MX| 9l O2[|E LE 4 E K52t = USLICL

Of ZfHofl CHaf
N

X}
7= XS8hE L R0 R = ASLIC

* 00| Ansible, Puppet = Chef®t Z2 EZE QAAEH|0|M Ta|QUQIE A0 22X SAE e Jhab
SAEE A% 5 AMBL|CH
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* 042{ StorageGRID QIAEA S H{j 5}

al
* A7 2%t StorageGRID QAAEAZ [&8t0 QUELICEH

StorageGRID SAE AH|A = T{7|X|0f °|*H MXEH 5 X S0 ety o= otE 4 e 74 Ty 2fsh
TSE AL BEE 99L||*EP-1|0|)Lq DU IE MBS X5 AX|E XIst7| fl6h 02| EH| =L Z2T2HY
qtAlO 2 ZFH|EL|CE StorageGRIDE StorageGRID O{Zz2to|AHA 3! A StorageGRID A|AE|("OZ|E")Q TME
Xts2tstr| et MEHX Python AJZEE MSELICE O2{st AR EE ZH AMESHZLE 2 Ut O2|= HjE
X 74 EF0lA StorageGRID &X| REST APIE At&5t= WHE 20tE7| 2o AT EE HAY = JSLICH

StorageGRID S AE AMH|AS[ HX| 8! 14 S XS&tefL|Ct

Anabilities, Puppet, Chef, Fabric ESaItStackJ-P 22 BFE QAAE0|M IULATE AHESH0] StorageGRID
SAE MH|AS| HX|E Xttt = ASLIC

StorageGRID 2 AE MH|A= DEBO| H7|EEH XS &X|E 2-detst7| 9/ 02| ZH[SHAL T2y Ao
FHlE 5 A= 78 THHo| °|°H TSELICEL BF QAAEZ0|M ZQI9{2E AE5I0 Ubuntu &= Debians
Ax 8l -_rUSOHZ &% S2|0|F0[Lt HAI0f| StorageGRIDE F7t6t= 20| ZHEFSHOF L CE

Ch2a 2

ro

392 RS 4 YL,

1. LinuxE Mx[st= SLICH
Linux 74
StorageGRID 27 Al S £&5IEE SAE HEQ3 QETo|A 714
StorageGRID 27 A& S EHSIEE AE AEZ[X| £

Docker &X| &

StorageGRID SAE AH|A HX|

Ol A StorageGRID E 74 1A TtEE= ¢
StorageGRID E 1 Tt R 8 HASH=E SLICH

StorageGRID SAE AMH|AE A|ZFBfLICE

© © N o o & 0 DN
=
M
-
S~
r
Q
~
@]
o
O
IRl
o))
Q
(0]
Q
=
[
Q.
S~
3
o
Q.
0]
@]

Ansible &g 3! Z2[0|5 0f
e g 8 20|59 o= 9 **XI oraromszr S MISELICE /extras E0. Ansible Z2I[0|S0|A 2HES

AN
S2o|5S A8 X HE —’.‘— ‘EASI—IEF

StorageGRID2| 742 AtS3teiL|Ch
J2|E L EE 7E3 = StorageGRID A|AH AHE XpSote 4 USLICH

AlZFSE2] o
* &X| Of7to|E0f| M CHE THQ| #|X|E &1 ASLICE

ot 0| 49
configure-storagegrid.py T2 XS%st= ol AHE E = Python 232 EQILICE
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I} 0|2 L
configure -StorageGrid.sample.json ATZIEQ} S AIRE of|H| A o
configure -StorageGrid.blank.jsonS X| ™ stL|Ct ATEHE ASE Hl Hd THALICEH

2(E) UEUELICE configure-storagegrid. json & I, O] ItU S 25t H Of|&| 714 DU S
8™ £ QUELICH (configure-storagegrid.sample.json) EEe= Bl M OHY (configure-

storagegrid.blank.json)E S gL|Ct

Of ZhHofl CHaH

E MEE £ J}ELICt configure-storagegrid.py Python 232 EQ} configure-storagegrid. json

StorageGRID A|AH! S XS36H= 4 THALICE

() 2fl= e m UK APIS MBS0 AIAHS TS S5 YALIC

THA|

1. Python A3 ZEE H&I7| 2o AHE F¢l Linux A|AHI0| 23018t

=
=
2. 2X| Ot7I0|HE FE3 LA E2|Z HE LY.

=

cd StorageGRID-Webscale-version/platform

fIX platform JUELICt debs, rpms, = vsphere.

3. Python 23 ZES HHst1 Mot 71 IS ALY,

of|E ST L33t Z5LCt
./configure-storagegrid.py ./configure-storagegrid.json --start-install
21t
ST UK . zip U2 7P Z2M|A S0 HHEH HX 8 18 Z2NAE A Sl Ll E2(0
C2 2 S ElLICt StLf o| &2l J2|= =0 FHoi7) 2dle Z2 StorageGRID AI ?é!% ST = JAE =7 7K

IS HAsHofF LI oS S0, etrieh e HIEQIZ 21X| 3L etHpt 22t E ME A IX[of SAFSLIC

@ 3 mi7|X| It 2 StorageGRID A|AEINA HIO|HE 7t Qe O AFEE £ = 53t 7|9
ASTh EStE|0f QOB Z Hotg R X|8H{OF L Ct.

Qo] A E MMdljof otCtn X[ ™Mot AL & HLICH Passwords . txt IS PFHS11 StorageGRID A|AEIM|
CHM|ASH=E Of| 2Rt S E RHSL|CT
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FHHH AR AR R
##### The StorageGRID "recovery package" has been downloaded as: #####

#H4#4 ./sgws-recovery-package-994078-revl.zip #h#H#
#HHH4 Safeguard this file as it will be needed in case of a FHHH#
#HH#4 StorageGRID node recovery. #HH4##

R A A A A A A A AR AR AR AR AT RS

2ol H|A|X| 7} EA|Z|™H StorageGRID A|AEI0] MX| 81 M EIL|CE,
StorageGRID has been configured and installed.

e My

—-_L—- O

"HX| REST API 7HR"

7t4 32| = X (Ubuntu 5= Debian)

Ubuntu == Debian HiEZ& = 34 OHUZ ohsL|CH

L= M I 2 StorageGRID SAE AMH|ANM LEE AZSID MESHHEQI U EE
AEE[X| 2|AA0 HESH= O Rt BHE MSot= &2 HAE Lt E 4
o2 7Ha L 20| AFEEH H{EE0|AHA 20| A& X] EELILC.

L 7N ool 9|t

0l 2t StorageGRID = =2| 714 MAS HHX|EL|Ct /etc/storagegrid/nodes = E7t MHE SAEQ|

CI2E2|QLICt O|E S0 HostAOIA 22| == 17H, H[O|ER0] == 170 & AEE|X| = 17H§ SR
L E M oY 374 E HHX[SHOF BFLICtH /etc/storagegrid/nodes SAE AO|A].

rIr
oX
40

vim

= nano®t 22 HIAE HETJ|E AN 2t SAENM AF 714 OUS CHELECHE oM 728 S
of E()-i 2t
= =

SAER 0|5 4 UBLIC
Lt 74 ot 0| XIE

2N Oplol 0|20| SRELICtH WAl QILICH node-name. conf, YKl node-name = =0 ¥&St= O|SQIL|CE.
0| 0| &2 StorageGRID Installer0Of| LIE}LIH == O0|J2{|0| Mzt 242 L E FX| 22| 20| AL LICE

-E 0|2 Ct3 &S Watof gL Ct.

* 0RO RLIC

* EXHZ AIEfeHoF BHLICH
*A~Z%a~zEXNE XY £ 2

* 00lM 9 AtO]o] RAFE EBE = ASLICH
* StLt O] ¢f2| 30| E(-)E E&E £ UFLICH

* 2 ZYE|X| 941 32Xt O|5H0{OF ©ILIC} . conf HE



O 2= mtY /etc/storagegrid/nodes O|2{¢ BH [ AZ MEX| gt= 32 SAE MH|ANM AE E2AE|X]
SLCH
(=]

J2|=of Chell 2E| AO|E EZZX|E Al2let 22 2irHel L& HE A2 ohZa 25Ut

= —

site-nodetype-nodenumber.conf

olE S0 E MY 5= AUASLICH dcl-adml. conf H|O|E HIE| 12 X H 22 h:':01| CHel & 2 S=IELICE dc2-
sn3.conf C|O|E HE] 29| A tHm| AEE[X] = =0f ol J2{Lt 2E == 0|F0| HEH #AlS MECH StHEE
Hots A7|0HE A8 E &= AL

LE 78 ool LHE LT

T4 DUoll= 7172k Aol ZE(0 A2 oF Zof stitol 7|2t SHLte| 2ol AIELICE. 2f 71/2k ¥ofl thsl Lt #ElS
CEMAIL.

© 7|9 2 55 J|SE PEE[0{OF BLICH (=) U MEHE ZuHQlL|C}

ChE BOIME XEE= 22 7|9 2t2 FolgU Lt 2 7|0l Tt & stitzh XY ELIL

P E4 - EE S EE XFE S SE0| B
EH
[

Abg| *: MEH AFStO|X| Dt AL

- —o O

=
.*E
A

.l

—

o *

JE

At BE 20| CHal B AFSFL|CE

22| HEQIA 7|

—

2P
at IS
O] LEJt ot OJ2|=0 cie 2 22| iEOI Grid Network I1Pv4 S AR

ZALICH node_type=VM_Admin_Node % admin_role=PrimaryS
AF3t= J2|= =0 T3l GRID_NETWORK_IPO|| K| &3H 243t St
S ALSELICE O] OH7H M5 MERIH L. EJF mDNSE AHESHH 7|2
| L ES HMetLCt

* AT 0] P 712 B LSO SAIED 3R 4 YBLIC

2| HEY3 1A

U INES

DHCP, X L= H2y M A
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#Ze|_HE{3_ESL

ZF
HA

2HEZ FEE MHU 2202 0| =7} Admin Network AHO|ES|0|2
AL23t0{| EAISHOF SH= CIDR E7|'HE A2 ELICE

0l:172.16.0.0/21,172.17.0.0/21
Admin_network_GatewayS MEHEHL|Ct
7t
HA

O] Eof st 2 22| HEQZ HO|E 0| IPv4 FAQILICE
admin_network_ip % admin_network_maskO0il 2|3l 2| =l M= ullof|
Qofof EHL|Ct DHCP A HIEY 30| M= 0] Zto| R A|EIL|Ct.

ofl:
1.1.1.1
10.224.4.81

admin_network_ipS MEHSHL|C}

7t
HA

22| HERA0M 0] =E9| IPv4 FAQLICE 0] 7|=

admin_network_Config=static! Z<0i|2F ZefL|Ct CHE 2ol TS M=
X|IHSHX| OFHA2.

ofl:
1.1.1.1
10.224.4.81

admin_network_MAC®!L|Ct

2z

-

HA
ZEfojL 2l 22| LIER 3 IE{H|0] A0 CHE MAC FAJLICE.

O: p2:9c:02:c2:27:10

NES)

M Af2

X &
LIQ%H 22 ADMIN NETWORK ESL

O|(7h XM= AUELICE JZHX| $FoH
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ot INES

O] =E9| IPv4 HlOtA S = Z2|X} HIEYIOA ™ eL|Ct admin_network_ip2 X|&st1
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255.255.248.0

admin_network_mtu

2t x|
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B2 242 12800l 9216 AtO|0{OF BFL|CH. <H2FS5HH 15000] AFZEILICE.

A m2ol2 AR T MTUS 90002 22 i mafolof His gtoz
MFBLICH JYX| $OH J|= 32 RAIELICH
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StorageGRID = =0f| A 22| Xt HE| S MM A0 AHEE S AE CIHIO[A 9|

O|SRILICE HIER R QIE{I|o|A O|F 2 X HELIC LEEO2

- —1—

GRID_NETWORK_TARGET = CLIENT_NETWORK_TARGETO|
X|GEl 22t CHE QIE{THO|A O|ES AFSELICE

s XD UEQI OMCRE HE = HE|X| X E AHESH| DA,
& C|HIO|A 2|0 VLAN(EE= 7|Ef 714 QIE{m| 0| A)S & SHHLE
Ha|X| 2 7HA 0|Hull(veth) A2 AFEEILICE

« DHH AL *: O] 20 {30 22| HERZ IP A1 82 ZR0=
W2 NN L. O3 O 2 LIBW S AE|A L EE CHA| 2 ASHX|
QN B2 UEYD IP FAE 74 4 ABLICE
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QIEH|0] A9 MAC FAE AESHEE 512{H 7|2 "true"2 EF L

* D ALH|: * promiscuous 2E7} HQSH HEQIA0ME=
admin_network_target_type_interface_clone_ MAC 7|5 CHAl
A ELICE

MAC 220l CHet XtAIet LHE:

* "MAC 4 X9 2] Atet 3 #HE At (Red Hat Enterprise Linux)"

* "MAC =2 SH|of cHet 2 Ak 3! #E AL (Ubuntu EE= Debian)"

admin_roleS ME{BL|C}

¢
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D A
AR
MEH At
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S AR
PARS!

97



Primary == Non-Primary node_type=vm_admin_Node?!
# "o
0| 7|= node_type=vm_Admin_Node®! Z03t ZQ3stH CtE =

ol sl M= XIESHR| 4&LICt. X FOH MEH Abet LTt

oF”

X[ 7|18 Aretetct

Block_device_audit_logs

7 NES
Ol EJ} ZAI 29| 7 & AA8Y E5 ClHio|A E4 0ol ZE 9! node_typeO| vm_admin_Node?!
O|EL|Ct. LCO ERPLICL OE L E

Fd0l= XI™SHK| OFYA2.
ofl:

/dev/disk/by-path/pci-0000:03:00.0-scsi-0:0:0:0

/dev/disk/by-id/wwn-
0x600a09800059d6df000060d757b475£fd

/dev/mapper/sgws—adml-audit-logs

Block_device_ RANGEDB_nnn3 MEHBIL|Ct
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O LEJI B3 QENE AEZ|X|0| AHEY S5 C|HI0|A 4 It H&
8l O|EQILICE. O] 7|&= node_type=vm_Storage Node®! = =0{|2F Z Q3}H
CHE = S tHsh M= XI™SHK| t&LICt.

block_device RANGEDB_000 9t Z 23} LIHX| = A ApsQIL|Ct.
block_device_ RANGEDB_000 0f| X|¥El 5 C|HIO|A = 4TB 0|A0|0{0F
St CHE 25 ClHo|AE O &2 & JUSLICH

tAS FX| 0ty A| 2. BLOCK_DEVICE_RANGEDB_005Z X|ddt= 8%
BLOCK_DEVICE_RANGEDB_004= X|&3dljoF gL|Ct.

© HI v 7|E HiZEebo| S Bhd S 2l P0|=E = =0] Chol 2Ktz
717} X ELCt,

ofl:
/dev/disk/by-path/pci-0000:03:00.0-scsi-0:0:0:0

/dev/disk/by-id/wwn-
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/dev/mapper/sgws—-snl-rangedb-000

BLOCK_DEVICE_Tables

A
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o|A.
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Block_device RANGEDB_000

A
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Abgt:
BLOCK_DEVICE_RANGEDB_001
Block_device_ RANGEDB_002
Block_device_ RANGEDB_003

Block_device_ RANGEDB_004

Block_device_ RANGEDB_005 &
EZSIHAL

Block_device RANGEDB_006

Block_device RANGEDB_007 2
KRS R

Block_device. RANGEDB_008
Block_device RANGEDB_009

Block_device_ RANGEDB_010

Block_device RANGEDB_011
EXSIAA R

o

Block_device_ RANGEDB_012 £
XLRSIAIA|Q

Block_device_ RANGEDB_013
Block_device_ RANGEDB_014

Block_device RANGEDB_015

X
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O] L=E7} HIO|E{H|O| A HO] 22| S+ MEO| AtEEY =5 C|HI0|A S

mo| AZ 5l o|EQILICE O] 7]&= node_type=vm_Admin_Node?!
CEoPt HRBtL|CH CHE L& K| CHeiM = X[™SHK] DY A 2.

ol:
/dev/disk/by-path/pci-0000:03:00.0-scsi-0:0:0:0

/dev/disk/by-id/wwn-
0x600a09800059d6d£f000060d757b475fd

/dev/mapper/sgws-adml-tables

BLOCK_DEVICE_VAR_LOCAL

¢
HA

O] 0N ALEE 22 CIHIO|A E4 Mol AZ 9l O|EL|CE
/var/local G AEZ|X|:

ofl:
/dev/disk/by-path/pci-0000:03:00.0-scsi-0:0:0:0

/dev/disk/by-id/wwn—
0x600a09800059d6df000060d757b475fd

/dev/mapper/sgws-snl-var-local

SCI0|ME HESRIZ 7|

client_network_Config

ZF
HA

DHCP, % L= H|&gd

CLIENT_NETWORK_GATEWAY

7t
HA
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client_network_ip % client_network_maskdi| 2|3l M|l AE4llof L0{0F  MEH ALt

Sh= O E=0f Ciet 2Z Z210|HE HER 3 AH[0[ES0[2| IPv4

ZF2AYULICH DHCP 4 HIES|3 oAM= 0] gto| FA|ELIC,

ol:

1.1.1.1

10.224.4.81

client_network_ip

ot INES

Z20[YE HEY IO O] .L=9| IPv4 FARILICE client_network_Config=static 2!

Z2 HegLct
0| 7|&= client_network_Config = static & 2t Z 3tL|Ct CHE Ztol|

CHal A= XIESHR| Db A2, X g MEH AtSRIL|Ct.
ol:

1.1.1.1

10.224.4.81

client_network_MAC

7 X &
ZiHO|H o = EEI0|HE HE| 3 QAE{HO|ASl MAC FARIL|CH MEH AbE

O] WL ek ARIRILICE 2B 32 MAC FA7H IS O ML,
2202 228 64l 16714 2XH0|0{o} FLCH

O: b2:9¢c:02:c2:27:20

client_network_mask.(22/0|HE HEQ|3 OtA3

U INES
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S210[AE HIEQIZ 2| O] L =0f| CHEF IPv4 SlOtA S JLICE client_network_ip2 X|&st1
client_network_Config=static®! 2L
X|™stn CH2 Ztol= o] 71§ Lt

M

client_network_config = static ¢! A< 0| 7|
XIHSHK| ORI A 2.

OHX] O MEH AFetL|C,

[ | o
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ofl:
255.255.255.0

255.255.248.0

client_network_mtu

U XE
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client_network_target S ME{TIL|C}
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StorageGRID = E0[A SEI0[HE HESR(T ANAN AHEY SAE 2 AL
ClHtO|AS| O|EULICH HIEH 3 QIE{H|O|A O| ST X[ ELICE Yutxoz
GRID_NETWORK_TARGET &£+= ADMIN_NETWORK_TARGETY|
XIS E A1 CHE QIE{H|O|A O|EE2 ALERILICY,
B HEQI HMYCRE HA = HEX| FXIE AHESHK| DA 2.
HZ CIHIO|A 2|0l VLAN(E= 7|Ef 71 QIE{TH| 0| A)S R MSHALE
Ha|X| % 7t o|E{ull(veth) 42 AtSEtLICE,
« IR At * 0] =0 22I0|HE WESRT IP FATt QIS R0 g2
X HSHAUAIQ. O3 OH2 LS| SAENAM =2 CHA| 2MSHX| gt
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CLIENT_NETWORK_TARGET_TYPE
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client_network_target_type_interface_clone_MAC
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StorageGRID ZIEI0|L17} S2H0|AE LIERTS| SAE T4} SlE{HO| A2
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—_

* D& AL: * promiscuous 2E7F Q3 HEQ A0 M= Al
client_network_target_type_interface_clone_mac 7| At2%fL|C}.

MAC =20 CHSt XtA|Tt LHE:

* "MAC A SH|Q| 15 Ate 3 ME AteH(Red Hat Enterprise Linux)"

* "MAC =4 SH|of ciiet 2] At 3 #E AFgh(Ubuntu EE= Debian)”

J2[E HEYZA 7|

GRID_NETWORK_CONFIG(ZZ|E HEQT 4
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2t x|

17 = DHCP SR AR

X Eotx| g™ 7|=Mo = FHHYLICt

GRID_NETWORK_GatewayE & X5t A2

2 x|

GRID_NETWORK_IP 5! GRID_NETWORK_MASKZ Ho|El MEulo|
Q0{0f St= 0] L =0]| CHet 22 Grid Network H|O|Ef|0]2] IPv4
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GRID_NETWORK_MASK £ % X8t A|Q
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UX|SHOF BL|CH JHEX| YOoH HERYXI Ms X = I3l &40
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StorageGRID - E0[AM J2|E HES{T AN A AHEEY SAE C|HIO|AQ
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admin_network_target EE= client_network_target Off X|™ &l Zd1t CH2
QIE{H[O|A O|ES AHSERILIC
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C=geck

VM_Admin_Node
VM_AEEZ|X| L=
VM_Archive_Node
VM_API_#|0|E<|[0]

ZE Moid 7|

port_remap 2 EZXSIHAIR

ZF
HA

=E0A LE J2IE LE S4 EE Q)R SIS s St BE EES
CRAl D ELICE. QIE{Z2t0| X LIE 22 FRjol M of ME o2
StorageGRIDOIA| A3t stLE 0| 4}0] ZEE NBtots 32 EES ChA
OhZoHOF BHLICE "L TI2|E = SN i 9| SAI

R * EE WM AEHQIEE 714G 2{s Aot = ZEE CHA|
OHESHR| O A 2.

* &1 * port_remap Tt A™E AL X|Fst= 0jHO| QIHIRE A
Ol2HIRE 41 50| AFZELICE port_remap_inbound = X|H &

—— o

A2 port_remap 2 OF2HI2E S40TF M ELICE
MEE= A2 CHE1t Z&LICH network type/protocol/default

port used by grid node/new port, ?|lX| network type J2|E,
ZE[X} E= 22H0|AE, B YLIT protocol TCP £ UDPYLILE.

Of: PORT REMAP = client/tcp/18082/443

port_remap_inbound & & XA

7t
HA

QIHIRE SAE X" E ZEO| CHA| R ELICE. port_remap_inbound £

X|™SHK| 2t port_remap 2| 242 X|HSIHX| FOH X EQ| Ot2HIRE EAO|
HAZ|X| AELICE

ZR* EE WHM AEZQIEE M| 2o AHESE{= EEE CHA|
Of & SHX| O Al 2.
AMEE= AL O30 ZELICH network type/protocol
/remapped port/default port used by grid node, K]
network type J2|E, Zt2|X} Es= Z210|AHE, 8 YLICt protocol
TCP E= UDPYLICY

Oll: PORT REMAP INBOUND = grid/tcp/3022/22
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Oflx == 71 Dt S ArE5H0 StorageGRID A|AEIQ] L E 1 IS EFY = JSLICH
of BiMloflM= BE ¥ O2|E Lo gt L& 71 IS 20f FLCt
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* OY O|E Of| *: /etc/storagegrid/nodes/dcl-adml.conf
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NODE_TYPE = VM Admin Node

ADMIN ROLE = Primary

BLOCK DEVICE VAR LOCAL = /dev/mapper/dcl-adml-var-local
BLOCK DEVICE AUDIT LOGS = /dev/mapper/dcl-adml-audit-logs
BLOCK DEVICE TABLES = /dev/mapper/dcl-adml-tables

GRID NETWORK TARGET = bond0.1001

ADMIN NETWORK TARGET = bond0.1002

CLIENT NETWORK TARGET = bond0.1003

GRID NETWORK IP = 10.1.0.2
GRID NETWORK MASK = 255.255.255.0
GRID NETWORK GATEWAY = 10.1.0.1

ADMIN NETWORK CONFIG = STATIC

ADMIN NETWORK IP = 192.168.100.2

ADMIN NETWORK MASK = 255.255.248.0

ADMIN NETWORK GATEWAY = 192.168.100.1

ADMIN NETWORK ESL = 192.168.100.0/21,172.16.0.0/21,172.17.0.0/21

AEE[X] ==9| of

* OY O|E 0f: * /etc/storagegrid/nodes/dcl-snl.conf

© Ot LHE off: *

NODE TYPE VM Storage Node

ADMIN IP = 10.1.0.2

BLOCK DEVICE VAR LOCAL = /dev/mapper/dcl-snl-var-local
BLOCK DEVICE RANGEDB 00
BLOCK DEVICE RANGEDB 01
BLOCK DEVICE RANGEDB 02
BLOCK_DEVICE RANGEDB 03 = /dev/mapper/dcl-snl-rangedb-3
GRID NETWORK TARGET = bond0.1001

ADMIN NETWORK TARGET = bond0.1002

CLIENT NETWORK TARGET = bond0.1003

/dev/mapper/dcl-snl-rangedb-0

/dev/mapper/dcl-snl-rangedb-1

/dev/mapper/dcl-snl-rangedb-2

GRID NETWORK IP = 10.1.0.3
GRID NETWORK MASK = 255.255.255.0
GRID NETWORK GATEWAY = 10.1.0.1

Of7t0|E L==29| off

* OU O|E 0f: * /etc/storagegrid/nodes/dcl-arcl.conf

© OH LIE off: *
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NODE_TYPE = VM Archive Node

ADMIN IP = 10.1.0.2

BLOCK DEVICE VAR LOCAL = /dev/mapper/dcl-arcl-var-local
GRID NETWORK TARGET = bond0.1001

ADMIN NETWORK TARGET = bond0.1002

CLIENT NETWORK TARGET = bond0.1003

GRID NETWORK IP = 10.1.0.4
GRID NETWORK MASK = 255.255.255.0
GRID NETWORK GATEWAY = 10.1.0.1

HOIER0] =E9] of

o
e

* OYO|E 0f: * /etc/storagegrid/nodes/dcl-gwl.conf

* Of g off:

NODE TYPE = VM API Gateway

ADMIN IP = 10.1.0.2

BLOCK DEVICE VAR LOCAL = /dev/mapper/dcl-gwl-var-local
GRID NETWORK TARGET = bond0.1001

ADMIN NETWORK TARGET = bond0.1002

CLIENT NETWORK TARGET = bond0.1003

GRID NETWORK IP = 10.1.0.5

GRID NETWORK MASK = 255.255.255.0

GRID NETWORK GATEWAY = 10.1.0.1

o Z2|Xt == ol =E9| of

* MY O|E 0f: * /etc/storagegrid/nodes/dcl-adm?2.conf

© ObH LHE off:
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NODE TYPE = VM Admin Node
ADMIN ROLE = Non-Primary
ADMIN IP = 10.1.0.2

BLOCK_DEVICE VAR LOCAL =
BLOCK DEVICE AUDIT LOGS
BLOCK_DEVICE TABLES =

GRID NETWORK TARGET = bond0.1001
ADMIN NETWORK TARGET = bond0.1002
CLIENT NETWORK TARGET = bond0.1003
GRID NETWORK IP = 10.1.0.6

GRID NETWORK MASK = 255.255.255.0
GRID NETWORK GATEWAY = 10.1.0.1

StorageGRID 782 AZELICt

OlA 7+ OYEZ OHE = /etc/storagegrid/nodes
oMol LHES =

78 IOl LHE AEO|M OHE BB S LI

sudo storagegrid node validate all

oo
®

Checking
Checking
Checking
Checking
Checking
Checking
Checking

|
S

HIEtEIOIE TE =0l M LUNS
AFLICE

SHLIEE ArESHE

S

for misnamed node configuration
configura file dcl
configuration file del
configuration file
configuration file
configura file
for duplication of

node
node

for
for

tion

for node

for node

tion for node

Ho =

= o
oT = =

s dxle AHE5HY] O] £HE AN = USLICH -
storagegrid BH(0|: storagegrid --quiet..)E

31 e 927t X 29 Bol 00l oftl F2 20 2
T ool HRE &
HX|E ALSH| Hofl

2,0 01|01|*‘|9f 20| 2|7t * warning * % * error
F 45}{OF grL{Ct.

=2 Ax
ET
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—adm]l...
—gwim
dcl-sn
dcl-snZ2
dcl-
unique valuss betwsen

=l gL Ct.

/dev/mapper/dcl-adm2-var-local
= /dev/mapper/dcl-adm2-audit-logs
/dev/mapper/dcl-adm2-tables

Zt StorageGRID = E0i| CHaH sHE

2, ofiF|oll EAIE CH= 2t 71 THofl CH3H * Passed * 7F &3 ELICE.

FABHE &= Z10 HAX|7F EAIE

sn3.
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-g &= --quie
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£33
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HEASHX| o™ AN
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Checking for misnamed node configuration files..
ignoring /etc/storagegrid/nodes/dcl-adml
ignoring /etc/storagegrid/nodes/dcl-sn2.conf.keep
ignoring /etc/storagegrid/nodes/my-file.txt
Checking configuration file for node dcl-adml..

ERRCR: NODE TYPE = VM Foo Node

VM Foo Node 1s not a valid node type. See *.conf.sample

ERROE.: ADMIN ROLE = Foo

Foo is not a valid admin role. See *.conf.sample

ERROR: BLOCK DEVICE VAR LOCAL =

/dev/mapper/sgws-gwl-var-local

/dev/mapper/sgws—gwl-var-local is not a wvalid block device
Checking configuration file for node dcl-gwl..
ERRCR: GRID NETWORK TARGET = bond0.1001
bond0.1001 is not a wvalid interface. See “ip link show®

ERROR: GRID NETWORK IP = 10.1.3

10.1.2 is not a valid IPv4 address
ERRCE: GRID NETWORK MASK = a5 . Feg. 2550
255.248.255.0 is not a walid IPv4 subnet mask
Checking configuration file for node dcl-snl..

ERROR: GRID NETWORK GATEWAY = 10

- ]

10.2.0.1 is not on the local subnet
ERROR: ADMIN NETWORK ESL = 192.168.100.0/21,172.16.0fo0
Could not parse subnet list

Checking configuration file for node dcl-snl.
Checking configuration file for node dcl-sn3.

Checking for duplication of unique wvalues between nodes.
ERROER: GRID NETWORK IP = I0.T-0.4

dcl-sn?2 and dcl-sn3 have
ERROE: BLDCK_DEVICE_?ER_LDCAL =
dcl-sn?2 and dcl-sn32 have

=
o
£

—
i
el

BLOCK DEVICE RANGEDB 00 =

the same GRID NETWOEK IF
/dev/mapper/sgws—sn2-var-local
the same BLOCK DEVICE VAR LOCAL

/dev/mapper/sgws-sn2-rangedb-0

dcl-sn? and dcl-sn3 have the same BLDCK_DEVICE_R&NGEDE_DD

StorageGRID SAE MH|AE A|ZFBfLICE

StorageGRID .EE A5t SAEE T HEIG
MH[AE A6t Al=FsHof gfL|Ct.

e

1. 2t S AE0M CHE BYE dHeLICh

sudo systemctl enable storagegrid
sudo systemctl start storagegrid

= CHA| A|ZHst2{™H StorageGRID SAE
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2. o AAHSHo] F=0] FAE 1 A=K| 2AgfLct.

dlo

3

o

sudo storagegrid node status node-name

3. LE7t "not running" £ "stopped” AEHE Hietot= AR CHS HYS AL Ct.

sudo storagegrid node start node-name

4. 0|H0f| StorageGRID 2AE MH|AS 2 S AIXSH BR(EE MH|ATF St B AXEU=R] 2G| g2
AQ)Cte HAES Mgt}

O oo=2 2od

sudo systemctl reload-or-restart storagegrid

|

2|E 74 3 HA| AX|(Ubuntu = Debian)

—

J2|E #HE|XtE O SELILt

rn
0
HI
i

Jal
1o
I
=
il

2| ZE|XE AFESHY StorageGRID A|AEIS 2 MSHE O Qs 2

A|Zfoto] Fof

1. ¢l HEIRNME 1 O3 F4 F SILIZ O|STLICH
https://primary admin node ip
client network ip
= XE 84430 M 12[= 2H2[Xtof| MM AT 2= ASLICE
https://primary admin node ip:8443

@ HESRZ o] wat 22|E HER I = 22| HIERIZ 7|2 22| & IPO| Chigt IP A5
MEY = A%LIEL

2. StorageGRID A|AE MX| * £ MEHSHL|CE

o-ﬂ
2

StorageGRID A|AHIS LMSH= Of| AF2 E|= H|O| X| 7F LEEHEL|C.
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NetApp® StorageGRID® Help ~
Install
o 2 3 4 5 6 7 8
License Sites GridNetwork  Grid Nodes NTP DNS Passwords Summary
License

Enter a grid name and upload the license file provided by MetApp for your StorageGRID system.

Grid Mame

StorageGRID 20| 4IA MEE X|HEL|Ct

StorageGRID A|AEIO| 0|2 K|35t NetAppd| A HZ5H= 20| MA M-S HZ E8fof
grL|Ct.

CHA|
1. 2to| A H|o|X|S] * J2|= 0|2 * Z=0] StorageGRID A|AHIO|| Ci$t o|0] Ql= 0|22 YEHLILCE.

AKX 2, 0|20| Nodes Ml M 2{ofl EA|IEL|CE

2. ROt 7| * E MEHSIT NetApp 2HO[MIA TS AHELICH (NLF-unique-id. txt)S MEHstD * BT *
MEdstL|Ct,

]

2Ol A MOl R2 0| HALE[D 2B HS 7t HAIELICH

@ StorageGRID & X| 0t7}0|20f= MIZ0f| chet x| #eto] gl 2to| M AT HESHE|Of
A
T

UAELICH 24X £ X|@ S HMSste 2to|dlAz Ao EH

=o
= I—| Ct.

(@]

o 2 3 4 5 7 8

License Sites Grid Network Grid Nodes MTP DNS Passwords Summary

License

Enter a grid name and upload the license file provided by NetApp for your StorageGRID system.

Grid Name StorageGRID
Licenze File Erowse MNLF-959007-Internal txt
License Serial 959007
Number

3. C}2 * 2 MEistL|C}
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ALO|EE FEIbetLICt

StorageGRIDE AX|& w AtO|EE St} O] & 2HS0{0F BIL|C}. StorageGRID AlAE9|
OPEMIt AER|X| 8FS 52|7| S AO|EE FIIE MM £ AL

1. AtO|E TO|X|0l| M * AtO|E 0| & * £ LS CE.

2. AIO|EE F7I5l2{H OHX|2} ALO|E &= R0l /= 67| 7|=E 2216t M * AIO|E 0| & * E|AE X0
0| =L}

J2|E EEZX|0f 2Rt 2HF AO|EE FIHRILICE X[ 167H2] AFO|ES =7t &= AUELICE

NetApp® StorageGRID® Help ~

Install

License Sites Grid Network Grid Modes NTP DNS Passwords Summary

Sites
In a single-site deployment, infrastructure and operations are centralized in one site.

In a multi-site deployment, infrastructure can be distributed asymmetrically across sites, and proportional to the needs of each site. Typically, sites
are located in geographically different locations. Having multiple sites also allows the use of distributed replication and erasure coding for increased
availability and resiliency.

Site Mame 1 Raleigh x
Site Mame 2 Atlanta + %
3. i3 * 2 2L}

J2|E HE/S MEUS XIFRLIL

J2|S YEYTOIM AFREIS MBS X HsHo} LIt

o] Zredof cheh

MEUl gt=0ll= O2|E HEYIE Sl AZY 4 A0{0F t= A Bl A StorageGRID A|ARIC| 2 ALO|E0]|
ot J2|= HIER el MEUlo] ZetEL|CH

o
T
o

Jz|E MEulio] ofg] 7ol 2L 1
2 A0

2|= HERZ Ao|ER0|7t ERELICE X[FE 2E J2|= MEUI2 0
AHO|EH0|E Sl HEBE i

efL|Ct,

T
1. MBU 1~ HAE MX0)| SfLt of&be] J2|E HEQIA0)| Ci$t CIDR HERIR FAE XIFELICH

2. OpX|2} o= Hofl A= O] 7|2 & 2RI6HH FItHEY I &=2 FIHEL L)

8Lt O|Ate| = EE 0|0 HESH FS * 2| HEST AEU A4 * 2
CEo Qs EnE MEHICZ O2[E HEQSE MEU S 52 AIES2=2
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NetApp® StorageGRID® Help +

Install

o0 o0 « & & & G

License Sites Grid Network Grid Modes NTP DMS Passwords Summary

Grid Network

You must specify the subnets that are used on the Grid Network. These entries typically include the subnets for the Grid MNetwork for each site in
your StorageGRID system. Select Discover Grid Metworks to automatically add subnets based on the network configuration of all registered nodes.

Note: You must manually add any subnets for NTP, DNS, LDAP, or other external servers accessed through the Grid Metwork gateway.

Subnet 1 172.16.0.0/21 +

Discover Grid Network subnets

ChA|
1. Pending Nodes(257 ¢ &) 252 AESID tZE R E J2|E L =7 HA|E[E=X] HQIEL|Ct

()  2el==coobeete 3o 8ENOR WEEEX Bl

2. Q5lHE ER FOl L=

HR

off A 2tEL HES MR
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o 5 6 7 8

License Sites Grid Metwork Grid Nodes NTP DNS Passwords Summary

Grid Nodes
Approve and configure grid nodes. so that they are added correctly to your StorageGRID system.

Pending Nodes

Grid nodes are listed as pending until they are assigned to a site, configured, and approved.

&= Approve | | ¥ Remove Search Q
Grid Network MAC Address it Mame it Type It Platform It Grid Network IPv4 Address  +
@ 50:6bc4b:42:d7:00 MNetApp-SGA  Storage Node  StorageGRID Appliance 172.16.5.20/21
4 4

Approved Nodes

Grid nodes that have been approved and have been configured for installation. An approved grid node’s configuration can be edited if errors are

identified.

/' E 2 ® Remove cearch Q
Grid Network MAC Address It Name It Site It Type It Platform It  Grid Network IPv4 Address

 00:50:56:87-42.fF dcl-adm1 | Raleigh = Admin Node Viware VM 172.16.4.210/21

 00:50:56:87:c0:16 dc1-s1 Raleigh | Storage MNode Viware VM 172.16.4 211/21

 00:50:56:87:79:ee dcl-s2 Raleigh | Storage Node ViMware VM 172.16.4.212/21

 00:50:56:87:db:9c dc1-s3 Raleigh | Storage MNode VMware VM | 172.16.4.213/21

| 00:50:56:87-:62:38 dc1-g1 Raleigh | API Gateway Node | VMware VM | 172.16.4.214/21

4 4

3. Approve * (52l *\& 22l

4. Lot oM B0 w2t g £42 8-S SHELCH

° *NTP &g * J2|E =2 NTP(Network Time Protocol) H&IL|Ct SM2 *XtE *, * 7|2 * 8l *
E2I0|UE * YLICH Automatic * 2 MEHSIH 7|2 H0| 22| .=, ADC MH|AT} Qs AEZ|X| L E,
HO|ERO] .= SLHIFEHN IP FATt A= BE J2|E 20 2P ELT CHE 2E J2|E kE0fl=
22I0|UE o] HELICE
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2t AFOIEOIM X4 27H2| 'L =7} 47 O| 42| 2| NTP A A0 MAATH = U=X| FQIRL|C}
@ AFO|EOf| M SHLES| L E7F NTP 240 HEH = U= FLR oig =7t SHEH Ef0|Y
EH7F ALt Eot MO[EY £ =8 7|2 NTP &4 2 XA AO|ET} LITHXK]

J2|EoM A2 E R et AlZtE 28 = AsLI

o * AEEX| R (AEEX| 2O ). M AEE|X] =7 HIEMH[O|E O 2 ALEE| =5 X|F LT,
SH2 * A 5L HEIEH|OIE] * 5L * HEfCO[E{ 2t * YLICt S FROIHALR "AEE2[X] == F" H|EHH|OfE
HE 2E2X| =0 chgt IHHI?J LHE2

HIEtCIO|H ME == O2|ES ”XIZ @ J2|=0fls REHE AESXE Ha LE
@ AO{OF BfL|Ct. ThH ALO|E T2|=9 Z x| 2 HIEHH|O|E{0] CHl 27H O 4] AE2|X|
LEOF FEELIT CHS AOIE _'EI':°| o—?— ALO|ET StLE O] &to| AEZ|X| L ET} 24H| B

MH|EFCH| O Ef0f| CHEH <& ElLICt.

° *ADC MH|A * (AEE|X| LE HE): A|A-IOM ==7F 22| =0l ZIEEE{(ADC) MH|AE 2R Z SH=X|

—= =2
HEE ZHSIE of{H * X5 * S MEfgtL|CH ADC MH|A= O2[E MH|AQ| 9IX] 3L 7tEHS

ZXSIL|CE 2t AFO|EOof MO = 37H9| AEZ|X| =ETH ADC MH|AE EEHslof 2fLICH ADC MH|AE
HHZ S 20|l= =0 =7t 4 gi&LICt.

O. Grid NetworkOll Al 2 Q0| 2} CtS £49| ¥ S +FELICHL

° *|Pv4 £2(CIDR) *: 2| E HIER 3 2UE{H[0|A(ZAE|0[H LHF 2| eth0)2| CIDR HIERZ FALICE of:
192.168.1.234/21

o * AO|EQ0] *: O2|= HER 3 AO|EH|O]. ¢f: 192.168.0.1

Jz2|E MEUiof o] 7l 2 AHO|ER0]7t 2REtL|C}.

@ J2|= HIESR 3 90 tis DHCP % *.JE ot Of7|M 2tS HESHH M 20| =9 HH FAZ
T ELC Bt IP FATJF DHCP =4 Z Lof| AUX| 42X &

6. 22|= - =of s 22X HENIE FH52{H 20 wfat 22| HEXI MMM BFE FI15tAHL
YO0 EgLCE,

Of QIE{H[O|A0M LIR= EtREQ| Ci&t MEHIZ * MEU(CIDR) * HIAE X0 Y2TLICE 22| MEHIO]
of2] 712l % 22| AO|E0|7F HREtL|Cf.

@ Admin Network 780 L3l DHCPE .j Wt 07| M ZtS HASHH Af 240| Eo| MM FAR
TAELICH 23t IP F4A7F DHCP F4 & Lofl QUX| 42X| gols{of ShLCt.
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o 5 6 7 8
License Sites Grid Metwark Grid Nodes NTP DMS FPasswords Summary
Grid Modes
Approve and configure grid nodes, so that they are added correctly to your StorageGRID system.
Pending Nodes
Grid nodes are listed as pending until they are assigned to a site, configured, and approved.
Search Q
Grid Hetwork MAC Address IT  Hame It Type 11 Platform 11 Grid Network IPv4 Address v
Mo results found.
L b

Approved Nodes

Grid nodes that have been approved and have been configured for installation. An approved grid node’s configuration can be edited if errors

are identified.

Searc Q,
Grid Network MAC Address 1T Name 1T Site 1T Type It Platform 1T Grid Network IPvd4 Address +
 00:50:56:87:42:F dcl-adm1  Raleigh Admin Mode Wiware VI 172.16.4.210/21
" D0:50:56:87:¢0:16 dci-s1 Raleigh Storage Node Viware VI 172.16.4.211/21
e 00:50:56:87. 79 ee dcl-s2 Raleigh Storage Mode Wiware VM 172.16.4 212121
" 00:50:56:87:db:9¢c dcl-s3 Raleigh Storage Node Wiware VI 172.16.4.213121
" 00:50:56:87:62:38 dci-g1 Raleigh APl Gateway Mode  VMware VI 172.16.4. 214121
| 50:6b:4b:42:d7.00 MetApp-SGA  Raleigh Storage Mode StorageGRID Appliance | 172.16.5.20/21
1 »
9. &elstE = BR el 2t J2|= =0 chsh of BHAIS gHEEL(Ch
A2|E0N Jst= 2E L ES SUsHOF LT 2Lt 2O HO|X|o|M * &X| * & S={5t7| Tof| AREX| 0
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ol&L|Ct
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MNetwork Time Protocol

Enter the IP addresses for at least four Metwark Time Protocol (NTP) servers, so that operations performed on separate servers are keptin sync.

Server 1 10.60.248.183
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Domain Name Service
Enter the IP address for at least one Domain Mame System (DNS) server, 5o that server hostnames can be used instead of IP addresses.
Specifying at least two DNS servers is recommended. Configuring DMS enables server connectivity, email notifications, and NetApp
AutoSupport.
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Passwords

Enter secure passwords that meet your organization’s security policies. A text file containing the command line passwords must be downloaded
during the final installation step.

Provisioning T
Passphrase

Confirm [T TTTYTTT]
Provisioning
Passphrase

Grid Management sessenmw
Root User
Password

Confirm Root User sssssses
Password

¥ Create random command line passwords.
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NetApp® StorageGRID® Help -

Install
License Sites Grid Metwork Grid Modes NTP DNS Passwords Summary
Summary

Verify that all of the grid configuration information is correct, and then click Install. You can view the status of each grid node as it installs. Click the
Muodify links to go back and change the associated information.

General Settings

Grid Name Grid1 Modify License
Passwords  Auto-generated random command line passwords Modify Passwords

Networking
NTP 10.60.248.183 10.227.204.142 10.235.48.1M Modify NTP
DNS 10,224 223130 10224223136 Modify DNS
Grid Network 172.16.0.0021 Modify Grid Metwark

Topology
Topology Atlanta Modify Sites Modify Grid Modes
Raleigh

dcl-adm1  decl-g1 dol-s1 dec1-82  dol-s53 NetApp-SGA
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Installation Status

Ifnecessary, you may & Download the Recovery Package file again

Name It Site It Grid Network IPv4 Address v  Progress It Stage i
dc1-adm1 Site1 172.16.4.2158/21 Starting semvices

det-gl Sits1 172164 21621 I, complets

dct-s1 Site1 172.16.4.217/21 Waiting for Dynamic IP Service peers
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_ needed

det-s3 Site1 172.16.4.219/21 Downloading hotfix from primary Admin if
e needed
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# loopback interface
auto 1lo
iface lo inet loopback

# ensl60 interface

auto ensl60

iface ensl60 inet manual
bond-master bond0
bond-primary enlo60

# ensl92 interface

auto ensl192

iface ensl192 inet manual
bond-master bond0

# ens224 interface

auto ens224

iface ens224 inet manual
bond-master bond0

# ens256 interface
auto ens256

iface ens256 inet manual
bond-master bond0
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# bond0 interface
auto bond0
iface bond0 inet manual
bond-mode 4
bond-miimon 100
bond-slaves ensl60 ensl92 end224 ens256

VLAN CQlE{H|o|A

# 1001 vlan
auto bond0.1001
iface bond0.1001 inet manual

vlian-raw-device bond0

# 1002 vlan
auto bond0.1002
iface bond0.1002 inet manual

vlian-raw-device bond0

# 1003 wvlan
auto bond0.1003
iface bond0.1003 inet manual

vlian-raw-device bond0
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i

vsphere-storage.mf

deploy-vsphere-ovftool.sh Ztak JB|E L E9| HYEE X53sH= O AF2E|= Bash
4 A3gEYLCt
deploy-vsphere-ovftool-sample.ini QF ot At Of|&| M DHUARIL|CE deploy-

vsphere-ovftool.sh 23EE,

HHZE flet 78 TS YL T

oM AFESH= 71 TR0l StorageGRIDE 7t J2|E L EE #&56t= O ERPt HEE X|HELIC deploy-
vsphere-ovftool.sh Bash A3 ZE M 214 MAUS £HGI] HSEE MZE TS 2RI GEE S
USLICE

THA|

1. of|d|l 7td ool SAHE S HELICH (deploy-vsphere-ovitool.sample.ini)S S2ITLICH M IHY S
CIE O|ECE METILICE deploy-vsphere-ovitool.ini 2F S CIAEZ[Y JUS
vsphere-ovftool.sh.

2. J18+S deploy-vsphere-ovftool.ini.

3. VMware 7tet J2|E LEE =5h= O 2Rt 2E FEE LABLICH

S WISHIAIQ T4 T 4T 8 HESHYAIL.
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T IFUS BIX 2R OPf WA LIEP O = 0[S0 HOIE MMl =S Ui WA S LIKBhLITH Thlo]
NELISEE

* _Global parameters_£ 2E 12|E =0 HEEL|CH

* = E parameters_override M 47 H4-L|C}.

Ao off 4

HH o7 Hay= oHE Mdo| o ool M= X| gb= ot B J2|E =0 MEELICH M ool Ha
MMM o2 =0 MEE|= oo H4-E HiXlet g 2R w2l JHE =0 MMM ol2{st @™
MEolgtct.

* * OVFTOOL_Arguments *: OVFTOOL_Arguments& Y dHO = X|HsIHLI ET LEOf| Ql+E EEH o=
MY + JAFLICL ol E SH O3 Z&LIC

= =2 =

OVFTOOL ARGUMENTS = --powerOn --noSSLVerify --diskMode=eagerZeroedThick
-—datastore='datastore name'

i

A8Y = UELICE --powerOffTarget X -—overwrite 7|&E 7t A|ABRIZ ZESHD WH[StH= SM.

@ T EE ME L2 o|0o|E XMEAO]| HiZ St M0| oftl 2t - =0f| CHaH
OVFTOOL_MOUMENTZ X|&sljoF EtL|C}.

* * AA *: StorageGRID 7t A "IZS19] AZQULICH (L vmdk) THFY & .ove U .mf 7HE O2|E 20| CHst
md. o] 7|2at2 oixl ClE2| L f

SOURCE = /downloads/StorageGRID-Webscale-version/vsphere

* * Et7ll *: StorageGRIDE & & 2|X|2] VMware vSphere 74 Q1T 2}(vi) URLYILICE oS ™ Ct2at
Z&LC

TARGET = vi://vcenter.example.com/vm/sgws

* * GRID_NETWORK_CONFIG *: 1 K= DHCP & IP A E 2 55H= Ol AFEE= SHAULICEH 72242
HHULICH RE LE = UEREL LB SYUSHWHOZ |P FAE ESst= 2 070 A e BHS
Xge = AELICH O CF2 StLt o] &2 JHE L =0f CHal CHE ™2 X|Fsto ﬁ"—ﬂ. HAEE MHAL =
UFLICL ol E SH Ct23F Z&LIC
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GRID NETWORK CONFIG = DHCP

* * GRID_NETWORK_TARGET *: J2|E HE3H AtEE 7|ZE VMware HE 39| O|EQLICL RE LE
e HRE9 LCIJt SYUSHHES T 0|2EE Aot ELR 67|0|AM XIHE 4 QELICH O3 CFS stLt 0| A9
H'ﬂg Lo cish CHE ™S XSt MY MEs IH’§°I%* £ QUELICE o2 EH CtSa 2L

GRID NETWORK TARGET = SG-Admin-Network

* grid_network_mask *: J2|E HEQIS HEYI 0tAT. BE LE = 1REQ LEJ STt HESRS
OFASE AH8SH= E2 710 X|FEe = UELICH O3 T3 StLt o[ &2 JHE L =of CHel| CHE HFE
XHst] MY MYS 7(Hé*-cll%* 2 JASLICH ol E &M Ct3 1t Z2&LICH

GRID NETWORK MASK = 255.255.255.0

* grid_network_gateway *: J2|E HE 32| HEQ3 AO|EL0]. 2E LE L= HREES LEJt St
HIER|3 HO|EQI0|E A8%t= 2 7|0l X|™HE = AUELICH I CH2 StLt o[ 42 JHE Lo Chal CHE
MBS XIFsIo] MY S MY & JASLICL o E EH Ch32 Z2ELICh

GRID NETWORK GATEWAY = 10.1.0.1

*GRID_NETWORK_MTU *: MEH At Grid Network2| MTU(Maximum Transmission Unit)&/L|Ct. X[ & &l
% 242 12800(A 9216 AtO[0{OF EfL|C}. Ol ST CtEat Z&LICH

GRID NETWORK MTU = 8192

0| Ql=E H2F5tH 14000] AFZELICH

HT
|=!
o
i)
=2
ikl
oo
Ot
N
|O
HU
nx
0x
oo
-
a
[
opt
A
&2
[o]
rg
N
ric
N
mjo

HYS AFESE{H MTUE 90001 22 H
Lfct.

(D) HEH0IMIUZS SOl AT Asix) EE0) RAE U Asiof BLICt IBA o
HES M5 2A| E 13l 20| 2zt 4 Lot

MO HERI M2 PO BE LEE T2|E HES 3 2EH0|ANAM FAFSE MTU

@ UOE FMH{of BLICE JE L Eo| O2|E HEL 3o cHst MTU MEo| ATst xto|7t IS
A2 * Grid Network MTU mismatch * 2117} E2|AHELICL MTU /2 ZE HIEY3 K|
I1H°H ¢S ZeE &L

* * admin_network_Config *: IP & S|ESH= O] AFRE = BIHO 2 H|ZMS M = DHCPYILICE.
7|22 A8 eteto2 dHE QIGLICH BRE LE EE= IZH—|—---—| h:':7f SUSHEIHO Z P FAE 2ESH=
22 47|0f[A] st HHES X[-e & JASLICH O~ CHS StLt o] A e] JHE = =0f Cisl| CHE H™ S X[™st MY
EMHLC

=

AN
HES MEAY & JASLICE o E S Ch3 2 Z2ELC

=
=
Ol

=
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ADMIN NETWORK CONFIG = STATIC

* * admin_network_target *: 2t2| H{E{30|| AtEE 7|&E VMware HE 32| O|ERILICE O] HH™2 2t
HIEYIE AESIX| b= oF ZQPIL|CE RE LE £ EE9 LEJ SUSH HEQY T 0|22 AEStE ER

70 M XY = AELICH 221 OHS St 0] 2ke JHE L=E0f Cho THE 2™ S X5t MY 2F S Mgl
= ASLICE o SH LSt ZELIT.

ADMIN NETWORK TARGET = SG-Admin-Network

* * admin_network_mask *: 22| HIER 39| HES A OtATQIL|Ct O] MM 1H IP T4 X|HE AEst=
ZR0| UREL|CH RE LE = R RS LB SYUTH HESYI DIAIE A= B2 7|0 X"
UA&LICH O3 CHS StLt o[ Ake] 7HE L =of| sl CHE M S XI™6I M d™ S tE Y + ASLICH ol E
=™ CtS ot Z5LIC

ADMIN NETWORK MASK = 255.255.255.0

* * admin_network_gateway *: Zt2| H{EQ{3 2| H|ER| 3 H|O|EL|O[ILICt. O] HH2 X IP A X|HS
A5t admin_network ESL ™O0[A I8 MEUIZ X|HSt= A0 ZLEILICE (F,
admin_network_ESLO| H|0{ QO™ HQ5IX| AELICH) RE L& E= HEES LEJ St HEYA
HO|ESIO|E AtEot= 82 7|0l X|1-e & JELICH O3 O3 oLt o[ & 7HE L E=0f| CHs CHE AN S
XHst] MY M™E MEY & JUSLICE o|E =M CH2 ot ZELC

ADMIN NETWORK GATEWAY = 10.3.0.1

* * admin_network ESL *: £l 2 122l CIDR ZIRE A S2EOZ X|™HEl 22| HEY T 28 MELI 22
(BIRE). BE LE E= R 29 LEJI STt 2[R MEU 2ES 8%tz 22 ¢{7|0f|M X|™EE & A}SLICH
& CHS SfLt o] &2 7HE 0] CHal CHE AN S XI-ot MY 4™ S A ele &~ JSLICL o€ SH L3t
7|'ﬁ|__| |:|.

Edg .

ADMIN NETWORK ESL = 172.16.0.0/21,172.17.0.0/21

* * admin_network_mtu *: M} AFE 22| X} | E{3 2] MTU(Maximum Transmission Unit)
admin_network_Config=DHCPQIX| X|™5IX| OFMAIL. X|IHEl AL 22 12800 A 9216 AtO|0{OF BrLICE. O]
Q5 WEFSIH 14000] AFSEILICEH HE TS AHE5H{H MTUE 90002 22 HE Iaf|oj| Xelet o=
MESIL|CH JHX| o™ 7|2ZHS QX|ELICE RE L E = HRE9| L =7t Admin NetworkOl| CHsl Sst
MTUE At8%t= E2 of7(0l|M X|EE £ USLICH I3 CHS otLt ol 42| JHE = =0f CHel CHE ™S K- sto
Mo MES Mol 4 USLICL o|E ST Chaxt Z25LICH

ADMIN NETWORK MTU = 8192

tot

* * CLIENT_NETWORK_CONFIG *: IP FAE 255t= O] AM8E= WHO 2 H|2d3t A E= DHCP
QULICE 7|22 A2 ot StO 2 MME[0| JYELICH BE L E L= HREEO| L EJL SUSHUHOZ P FAE
SEtE A2 Of7|0f| M Bl S XM 4 JAELICE O3 CHS stLt o|Ate] JHE L =0of| Cish CHE HAE S

ot
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X got] M 2™ S Mol = AL o E S Ch3a Z25LICH
CLIENT NETWORK CONFIG = STATIC

* * client_network_target *: 22I0|HE HEL{30|| ArEE 7|&E VMware UEY 32| O|SILICE o] dH2
S20|E HEYIE AESHA| gtz 420/ HRPLICHL BE L E E= IR RS LEJF St HERIS
O|E2 ME%t= 22 7|0l X|-EE & AUSLICH O CH3 StLt o| Ao JHE - =0f CHsl CHE A S X5t
MY ™S A S = JAFLICH ol E SH O3t ZELIC

CLIENT NETWORK TARGET = SG-Client-Network

* * client_network_mask *: 22}0[HE HEQF S| HERII DA QL|CE o HE2 0H IP FA X[HE
A2SH= 20| ZRStL|Ct RE L E E= HREEO| LLEJ SQASHHEQ A OIAIE ARSt= 2R o7|0f|A
&g £+ JAELICHL I3 CHS StLt ol 42 JHE L =of CHelj CHE ™S X|Fst] MY M S Mg &
UELICL o|E EH Ci21F 25U

CLIENT NETWORK MASK = 255.255.255.0

* * client_network_gateway *: 22I0|¢E HES|32| HEY3 AHO|ELO|YLICt. o] ¥¥2 1H IP FA X|EE
At86H= 20| ZHRPL|CH RE L E E= HREEQ L EJF SYT HEY 3 AO|EL0|E MESt= B2
o{7|0f| M X|™e & AESLICE O CHS StL} O] Ake| JHE L =0f| Cish CHE HA S XI™st MY MM S HEoe
& UELICH ol E &M CH3 2t Z2&LCH

CLIENT NETWORK GATEWAY = 10.4.0.1

* * client_network_mtu *: ME{ Atgt 22I0|HE H|ELI 32| MTU(Maximum Transmission Unit)
client_network_Config = DHCPQIX| X|&&tX| OHMA|Q. X|HEl AL ZH2 12800{| Al 9216 AtO|0fOf BfL|C}. O]
Q5 WEFSIH 14000] AFSEILICE ME TS AHEsH{H MTUE 90002 22 HE Zaf|oj| XMelet o=
APYLICH JHX| oW 7|22 FAYLICE BE LE E= REES LETJ 2210|HE HE 30| Y%t
MTUE At8%t= Z2 o7(0l|M X|EE £ USLICH I3 CHS otLt ol 42| 7HE = =0fl CHel CHE ™S X|-sto
Mo MES Ml £ USLICL ol E ST Chaat Z25LICH

CLIENT NETWORK MTU = 8192

* *port_remap *: LI J2|E LE S L= F SAE 9l E0|M AHESH= ZEE CHA| DfERILICE.
AE{Z 20| = | E2Z HHO0| StorageGRIDU| A AtE3StH= oLt O|Ao] ZEE X|$tst= HR EEE CHA|
D42/ SHOF EHL|CE StorageGRIDOIM AIR3H= ZE S22 o LR J2|E LE EAl 8l Q8 EAl 2 AESIAAIQ
"HEHZ XIE".

() =c#eiMAcEoIES 74t Ol ALSE EES ChA| HHZSH THIALS.

@ port_remap Bt AN E HAL X|Ht= 00| QIHIRE 39l OFRHIRE 4 B50]| A& L|CE.
port_remap_inbound = X|™HEl AL port_remap 2 OtRHIRE EX02t HEEIL|CE
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A2E|= WA 2 CHS 1 Z&LICE “network type/protocol/default port used by grid node/new port HE {3
F40| grid, admin = client0| 1 TEEZ2 TCP == UDPRIL|CH

o

H LiZ o 2Lt

Il
muln

PORT_REMAP = client/tcp/18082/443

=02 At8SH= 22 O] O|H| A™2 J2|= =0 CHot QIHHR = 5l OFRHIRE S4S EE 180820 A ZE
4439 2 CHAXMO = O EILICE port_remap_inbound 2t BH AHE S A< O] Of|x| AE 2 ZLE 1808204 ZE
44302 OtRHI2E S4l1S I EL|CE.

* * port_remap_inbound *: X| &l ZEOf Ciet QIHIRE S412 CHA| 0fEEL|CE port_remap_inbound £
X|=SHX[2t port_remap 2| 242 XIHSHX| O™ X EQ| OIRHIRE S410| HAEX| AELICE

() = weidAcEoIES TMehs o A8E EES Tl TSR 0HIAIR,

=2
il
mujn
2
o
gjo
H
m
o>
=
o

O] ol M= ZE 44322 HEE ECHE W LotHS SU5t0] J2|= LBVt 83 2FE slots ZE

180822 ME gLt

rr

* Temporary_password_type: .==7t 2|20 gFst7| M| VM 2&0| BN ASEHLE SSHE AHE2E |
ArBE|= Al HX| ez ol FYL|CE

HELCEEERES LEJ S RO Al EX| 22 E MESH=E B HY
MH0 dAlS XIERLCE 22 oHg 20l w2k JHE = =of tish THE 4E S AFEELICH oI
S0, * A8 Fo| Y= AE * S THEH o2 MES FH*

custom_temporary_password=<password> * & A5t0{ 2} =9 &S E MYT 4= QIELICE

H—
n
=)
Ol
>
o
|.|-
n
=)
1]
ro
oo
>

%

2A & = AFBE|IX| gfELICH EX| XIS CIHZsHI| 28 VMol
HESHUAR "2X 2H 2 sl 2L LT

=
=
o * At2X} Hol &% A *: * custom_temporary _password=<password> * 0| K2 E Z{0] AA| MX| s 2
AL ELICE

LRt AL * Temporary_password_type * D§7if H~E M2tst
custom_Temporary_password=<password> * @t X| &gt 4= Q!

* *CUSTOM_TEMENT_PASSWORD = <password> *
MEH AL, MX| F0f| 0] VMOl HMASHD SSHE AFEE IH AFE Y A S ULICEH Temporary_password_type
*O|*LEO|E M8 * e * ¥z HgHst* 2 HEE 42 FAIELICL
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LE

N

rEra

712
71

2 Oof 4

PeoE 7Y oo X Mdofl ASLICH 2 =E0fl= thEa 22 2Fo| 2L

rl

MM SE= D2|= A2t BEAE L 0|2 FAYLICH =0 Chol ME AFRl node_name O HES
XXt 0] ZtS xHE o|Et & QUALICY.

* node_type *: VM_Admin_Node, VM_Storage_Node, VM_Archive_Node EE= VM_API_Gateway Node
* GRID_NETWORK_IP *: JZ2|E HER A9 LE0| Cigh IP FAYLICEH

* admin_network_ip *: 22| HE 39| =0 st IP FAQL|CH = =7t Admin NetworkOf| HZE[0] 10
admin_network_Config7} static@ 2 M E A0||0t st ct,

* client_network_ip *: 22I0|HE HE 39| Eof CHet IP FAYLICH LETL S2I0|HE HES{Z0f| HZEE|0f
A1 0] LLE9] client_network_Config7} staticQ 2 MHEEl AL0|2t ZQFtL|Ct.

*admin_IP *: J2|E W EQT| 7|2 2| =0 thet IP FAQLICE 7|2 22| L =0f] CHY
GRID_NETWORK_IPE X|Hst= 2t2 ArEELICE of o7 H4~-E MaF5tH L EJF mDNSE AHEStH 2Y
22| L= IPE AMELICH XHM[e LB 2 8 HRSHIAIR "J2[E BT 7|2 HE|XH L EE AMSH= 2

(D admin_ip ol w4 712 22| =0 chsh SAELICE

Aoz MMEX| 42 RE Oj7HHS. | S0, =71 22| HEY I HZAE /12 admin_network OH7H
+E o= XI"*OFII A2 AR =0 CHol OIEM of7H M2 X[™6HoF SrL|Ct,

HE[R 2

e = =0l thEat 22 71 230 2Lt

* *node_type *: vm_Admin_Node

* *admin_role *: 7| &

Ol offHl &=2 M HEHZ 250 A= 1= 22| ==0) chet AL/t

[DC1-ADM1]

71

s *[ClAT* J|EXOZ
-62':6 :ll-'ll:l' disk I:IH H
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ADMIN ROLE = Primary
NODE TYPE = VM Admin Node

GRID NETWORK IP = 10.1.0.2
ADMIN NETWORK IP = 10.3.0.2
CLIENT NETWORK IP = 10.4.0.2

e = =0l LSt 22 71 2F0] ME ALt

o

HAF S ClIO|E{ | 0] & M = ?loH ZE|XF =20 & 712 jt7#200GB StE CjA37t
He-E ALESH0] o2{et HEE 52 + ASLICL o S8 Ch3at Z2EL T

DISK = INSTANCES=2, CAPACITY=300



40
-
:

C) e =9 A4

AEEX LE
AEX| =E0= T3 22 271 40| WL,

* *node_type *: vm_storage_Node

2| HIER{ 20 AX[2 S20[AHE HIEQIZN gle AEEX| ==0f tet ZYILICE. Of

of ofld| =2 JEIE ey
LEE admin_ip @32 AE0t0] O22|E HES{Z0AM 7|2 22 ==9| IP FAE X[FELICE

[DC1-S1]
NODE TYPE = VM Storage Node

GRID NETWORK IP = 10.1.0.3
ADMIN NETWORK IP = 10.3.0.3

ADMIN IP = 10.1.0.2

O & M of|H| =2 no| AEZEt0| = HEQIZY FHO|M ZE 80 L= 4432 AFESI0| AEE|X| =0
MM AT 2= ACHD HAISH= 22H0|UE WE IS AE2|X| = =0f CHet ZAJIL|CE oA 7o The2

S A o

port_remapS AFESI| AE2|X| . E7F ZE 44301 M S3 HIAIX|S 2D #HS 4 UL = Lt

[DC2-S1]
NODE TYPE = VM Storage Node

GRID NETWORK IP = 10.1.1.3
CLIENT NETWORK IP = 10.4.1.3
PORT REMAP = client/tcp/18082/443

ADMIN IP = 10.1.0.2

OFX|2f oo M= ZE 220l M ZE 30222 ssh E2{H0] st e Mo S H-dsA[t QlH2 = 8l OFRHI2E

Eaimof ot 2tS BARC = 2FetLnt.

[DC1-S3]
NODE TYPE = VM Storage Node

GRID NETWORK IP = 10.1.1.3

PORT REMAP = grid/tcp/22/3022
PORT REMAP_ INBOUND = grid/tcp/3022/22

ADMIN IP = 10.1.0.2
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AE2|X| 20| Z9 Ok F7t MES M AbgLIC)

s *disk *: 7|2H0o 2 AEZ|X| ==0|= RangeDB AH%% sl 3 719

= 7HS
HAS ABOL0] 0|2{e MRS 5 4 UASLICH oS SW 3R 2

DISK = INSTANCES=16, CAPACITY=4096

Ot7to|e =
Ot7to[E LEof thel ChE &7t 20| 2ReL|C}.

* *node_type *: vm_Archive_Node

TB C|A= 7t etet

Of ofdl =2 J2|= A 22| HIERIZ0| AX|2 S20|AE HIERIZ0| gi= OFFH0|E = =0f| CHek ZAIL|Ct.

[DC1-ARC1]
NODE_TYPE = VM Archive Node

GRID NETWORK IP = 10.1.0.4
ADMIN NETWORK IP = 10.3.0.4

ADMIN IP = 10.1.0.2

Al0|Eglo] ==
AOIEHO| E0f|= CtSt 22 71 d™o| 2|},

* *node_type *: vm_api_Gateway

O offH| &=2 M HEHZ ZF0iM HOIEHO] E2| of LTt O] Gflof M= T+ Mol T

— =1 1=

HIE9|3 o§7H &1t I X| ofot ol Chs XI & soF BiLIck.

[DC1-G1]
NODE TYPE = VM API Gateway

GRID NETWORK IP = 10.1.0.5
ADMIN NETWORK IP = 10.3.0.5

CLIENT NETWORK CONFIG STATIC

CLIENT NETWORK TARGET SG-Client-Network
CLIENT NETWORK MASK = 255.255.255.0
CLIENT NETWORK GATEWAY = 10.4.0.1

CLIENT NETWORK IP = 10.4.0.5

ADMIN IP = 10.1.0.2

23 #E|xt 2E7F Ot L E

of MIA

off 22t0]

A

EIL|Ct C|A 3 Of7H

E



23 #eE|At =7t ot B! ohEat 22 71 &F0| 2R L}

* *node_type *: vm_Admin_Node

* *admin_role *: Non-Primary

Of oi|d| =2 220U E HIERZ gl= H] 7|2 22| =20 Tigh ZALICt.

[DC2-ADM1]
ADMIN ROLE = Non-Primary
NODE TYPE = VM Admin Node

GRID NETWORK TARGET = SG-Grid-Network
GRID NETWORK IP = 10.1.0.6

ADMIN NETWORK IP = 10.3.0.6

ADMIN IP = 10.1.0.2

CHE 7 282 2F ZE|Xt 27t ot ZH ME] Ar Lt

o

*LlA3 = 7|EHO R ZHAL B HIO|EH|O| A ALE S I3 22|Xt =20 & 7H9| 27t 200GB St= C|A 37t

SHEPEILIC disk DR7H B2 ALRSI0] Of218t MHS 5 4 Y&LICH oIS ST ket ZALC

AN

DISK = INSTANCES=2, CAPACITY=300

e
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H
mn
10
ox
40
ro
[>
rl'ﬂ
[>
rir
0ot

beb 271 =|0fOF RfLICH.

=2od
E MY £ USLICH deploy-vsphere-ovEtool . sh VMware vSphered| A StorageGRID == B{EZE
=35tz I8 =st Bash A3 Z E 8l deploy-vsphere-ovftool.ini A THAQIL|CE,

* AFE2 Xt 20| CH$ deploy-vsphere-ovftool.ini 4 IS BHEAELICE
S HHZ2 QU0 Bash AT ENM A2 £ A ESLUS MEE £ UELICH (-h/--help)E S2ITL|CE
o E S Ct32 2&LCt

./deploy-vsphere-ovftool.sh -h
re=

./deploy-vsphere-ovftool.sh --help
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£
1. Bash AJZEZ Mst7| I8l AHR F9! Linux AIA”0| 2a0I8tL|Ct.

E=
E
2. Mx| ofzto|2E E&¢ C|aER|2 WAL

of

i
mujn

™ oS 25Ut

cd StorageGRID-Webscale-version/vsphere

./deploy-vsphere-ovftool.sh --username=user --password=pwd ./deploy-

vsphere-ovftool.ini

2 Qe a2|E LES B ESHK| 2ot A RS SHESH 2 oY =0 Cisi A2 Bash A3 EES CHA

./deploy-vsphere-ovftool.sh --username=user --password=pwd --single
-node="DC1-S3" ./deploy-vsphere-ovftool.ini

Zt . E9| AEl7t "Passed"O|™H H{ 7} Rt=EIL|CH

Deployment Summary

t——_—_—_—_——_—_—_——_ t————— e —————— +
| node | attempts | status |
e t————————— o — +
| DC1-ADM1 | 1 | Passed |
| DC1-G1 | 1 | Passed |
| DC1-S1 | 1 | Passed |
| DC1-S2 | 1 | Passed |
| DC1-S3 | 1 | Passed |
e t————————— e +

StorageGRID2| 742 AtS2tEL|Ch

J2|E EEE AR

ot

StorageGRID A|AH! L HE XpSstet 4 USLICH

AIZFSE7| o
* 2X| O}7t0|HOf|l M CHS T Q| #|X|E & AFLICE
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ot Ol F 243

configure-storagegrid.py T2 XseshE ol AH2E|l= Python 23 ZEQL|CE
configure -StorageGrid.sample.json ATZIEQ} S AFRE Oo|A| 7+ T

configure -StorageGrid.blank.jsonS X| & &fL|C} ASEHE ASE Il 1 THALICt

A goteE oflF| 718 TS

: %(%) IF=RELICE configure-storagegrid. json 74 MY, O] OiU S
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License Sites GridNetwork  Grid Nodes NTP DNS Passwords Summary
License

Enter a grid name and upload the license file provided by MetApp for your StorageGRID system.

Grid Mame

StorageGRID 20| 4IA MEE X|HEL|Ct

StorageGRID A|AEIO| 0|2 K|35t NetAppd| A HZ5H= 20| MA M-S HZ E8fof
grL|Ct.

CHA|
1. 2to| A H|o|X|S] * J2|= 0|2 * Z=0] StorageGRID A|AHIO|| Ci$t o|0] Ql= 0|22 YEHLILCE.

AKX 2, 0|20| Nodes Ml M 2{ofl EA|IEL|CE

2. ROt 7| * E MEHSIT NetApp 2HO[MIA TS AHELICH (NLF-unique-id. txt)S MEHstD * BT *
MEdstL|Ct,

]
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o 2 3 4 5 7 8

License Sites Grid Network Grid Nodes MTP DNS Passwords Summary

License

Enter a grid name and upload the license file provided by NetApp for your StorageGRID system.

Grid Name StorageGRID
Licenze File Erowse MNLF-959007-Internal txt
License Serial 959007
Number

3. C}2 * 2 MEistL|C}
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NetApp® StorageGRID® Help ~

Install

License Sites Grid MNetwork Grid Modes NTP DMNS Passwords Summary

Sites
In a single-site deployment, infrastructure and operations are centralized in one site.

In a multi-site deployment, infrastructure can be distributed asymmetrically across sites, and proportional to the needs of each site. Typically, sites

are located in geographically different locations. Having multiple sites also allows the use of distributed replication and erasure coding for increased
availability and resiliency.

Site Name 1 Raleigh x

Site Mame 2 Atlanta + X
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Grid Network

You must specify the subnets that are used on the Grid Network. These entries typically include the subnets for the Grid MNetwork for each site in
your StorageGRID system. Select Discover Grid Metworks to automatically add subnets based on the network configuration of all registered nodes.

Note: You must manually add any subnets for NTP, DNS, LDAP, or other external servers accessed through the Grid Metwork gateway.

Subnet 1 172.16.0.0/21 +

Discover Grid Network subnets

ChA|
1. Pending Nodes(257 ¢ &) 252 AESID tZE R E J2|E L =7 HA|E[E=X] HQIEL|Ct

()  2el==coobeete 3o 8ENOR WEEEX Bl
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License Sites Grid Metwork Grid Nodes NTP DMNS Passwords

Grid Nodes
Approve and configure grid nodes. so that they are added correctly to your StorageGRID system.

Pending Nodes

Grid nodes are listed as pending until they are assigned to a site, configured, and approved.

&= Approve | | ¥ Remove Search
Grid Network MAC Address it Mame it Type It Platform It Grid Network IPv4 Address
@ 50:6bc4b:42:d7:00 MNetApp-SGA  Storage Node  StorageGRID Appliance 172.16.5.20/21
4

Approved Nodes

Summary

Grid nodes that have been approved and have been configured for installation. An approved grid node’s configuration can be edited if errors are

identified.
# E o * Re o
Grid Network MAC Address It Name It Site It Type It Platform It  Grid Network IPv4 Address

 00:50:56:87-42.fF dcl-adm1 | Raleigh = Admin Node Viware VM 172.16.4.210/21
 00:50:56:87:c0:16 dc1-s1 Raleigh | Storage MNode Viware VM 172.16.4 211/21
 00:50:56:87:79:ee dcl-s2 Raleigh | Storage Node ViMware VM 172.16.4.212/21
 00:50:56:87:db:9c dc1-s3 Raleigh | Storage MNode VMware VM | 172.16.4.213/21

| 00:50:56:87-:62:38 dc1-g1 Raleigh | API Gateway Node | VMware VM | 172.16.4.214/21

3. Approve * (52l *\& 22l

4.
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o 5 6 7 8
License Sites Grid Metwark Grid Nodes NTP DMS FPasswords Summary
Grid Modes
Approve and configure grid nodes, so that they are added correctly to your StorageGRID system.
Pending Nodes
Grid nodes are listed as pending until they are assigned to a site, configured, and approved.
Search Q
Grid Hetwork MAC Address IT  Hame It Type 11 Platform 11 Grid Network IPv4 Address v
Mo results found.
L b

Approved Nodes

Grid nodes that have been approved and have been configured for installation. An approved grid node’s configuration can be edited if errors

are identified.

Searc Q,
Grid Network MAC Address 1T Name 1T Site 1T Type It Platform 1T Grid Network IPvd4 Address +
 00:50:56:87:42:F dcl-adm1  Raleigh Admin Mode Wiware VI 172.16.4.210/21
" D0:50:56:87:¢0:16 dci-s1 Raleigh Storage Node Viware VI 172.16.4.211/21
e 00:50:56:87. 79 ee dcl-s2 Raleigh Storage Mode Wiware VM 172.16.4 212121
" 00:50:56:87:db:9¢c dcl-s3 Raleigh Storage Node Wiware VI 172.16.4.213121
" 00:50:56:87:62:38 dci-g1 Raleigh APl Gateway Mode  VMware VI 172.16.4. 214121
| 50:6b:4b:42:d7.00 MetApp-SGA  Raleigh Storage Mode StorageGRID Appliance | 172.16.5.20/21
1 »
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License Sites Grid Metwork Grid Modes NTP DMNE Passwords Summary

MNetwork Time Protocol

Enter the IP addresses for at least four Netwark Time Protocol (NTP) servers, so that operations performed on separate servers are keptin sync.
Server 1 10.60.248 183
Server 2 10227 204 142

Server 3 1023548 111

Server 4 0.0.0.0 -+
3. CtE * & MEeHgtLCt.

DNS MH MEE X|-HgtL|Ct
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Domain Name Service
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Verify that all of the grid configuration information is correct, and then click Install. You can view the status of each grid node as it installs. Click the
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Software update

You can upgrade StorageGRID software, apply a hotfix, or upgrade the SANtricity OS software on StorageGRID storage

appliances. NetApp recommends you apply the latest hotfix before and after each software upgrade. Some hotfixes are
required to prevent data loss.

StorageGRID upgrade StorageGRID hotfix SANtricity OS update
Upgrade to the next StorageGRID Apply a hotfix to your current Update the SANtricity OS5 software
version and apply the |atest hotfix StorageGRID software version. on your StorageGRID storage
for that version. appliances.

Upgrade — Apply hotfix — Update —

StorageGRID & A H|O|X|7} LIEHEL|CE,

203


https://docs.netapp.com/ko-kr/storagegrid-118/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-118/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-118/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-118/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-118/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-118/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-118/admin/web-browser-requirements.html

StorageGRID Hotfix
Before starting the hotfix process, you must confirm that there are no active alerts and that all grid nodes are online and available.
When the primary Admin Node is updated, services are stopped and restaried. Conneactivity might be interrupted until the services

are back online

Hotfix file

Hotfix file @ Browse
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# Storage Nodes -

site 11 Name

Rateigh
Raleigh
Ralaigh
Sunnyvale
Sunnyvale
Sunnyvale
Vancouver
Vancouver
Vancouver

11 Progressli Stage

RAL-S1-101-186
‘RAL-82-101-187
RAL-53-101-198
SVL-81-101-189
SVL-52-101-83
SVL-53-101-04
VTC-51-101-193
-VTC-52-101-194
VTC-53-101-185

Jd2|E LEof

1 out of & completed

Queued

Complete

Queued

Queued

Waiting for you o approve
Waiting for you to approve
Walting for you to approve
Waiting for you to approve
Waiting for you to approve

g8 7R 7|ckyLt,

I petaits

11 Action

fHEaa00 0

£ 0| 43X oz AX|E[H pHA GX| THE E|0[S0] HEULITH =M b= StHATL 22 E
S EAILICE

Col MY + 2= 22 2 20l tiet 2R E HESHY ZHE sl 2% ChS 0] BHAIE Bt=gtL |t
E B0 43Xoz MEE WintX| BAIt 2t2E[X| gfELICH SHEHA T2 NAT tEE 71X
QEFSHA| THAl Al =" &= ASLICH



4=

M =2

Copyright © 2025 NetApp, Inc. All Rights Reserved. O|=30|A Q12 E 2 EA2| oot HEE HEH ARXL
A MH 521 ¢lo|= ofet HAO|Lt EHFAL =2, =% EE= MX AM A|AH0| MESH= AS HIZet J2ig,

AN = 7| AN e o2 SXE o~ glELCh

NetAppO| MZH# S 7HE Xt=0f| A= 2ZELY0{0f|i= of2HQ] 20| M AL nX|Ateto] X ZEL|C}.

=5, Ho|E &4, 0] &4, Y St Ze5t0](010f =X §4F), Of ALEH 0] A= Qlol| L Md}=

I
2= A o 71 A8, QU Lof, UM Ao, ZHH AdHo] Lo hotod 1 2 0|9, MZ, Ao}
O, {23t Mol S Bel(hAl i JX| %2 F2)2t 2210] Ofm{Et MUT X|X| oD, 0fet 22 Ao
24y JHs 0| SX|EI{CH SE2FE ORI pRILIc

NetApp2 & A0 2EE HFS ANEX o2 glo] HEY AHE|E EFELICE NetApp2 NetApp2| HA|E Q!
MEH So|E &2 ZRE HMeste & 2M0 2 E HFS A5 2dst= ofet ZH|0l| = MRS X|X| 5LICt.
= HEZQ A = F0i2 B2 NetAppOliA= Ot E5H, S HH = 7|6 XA I LHH0| HEE|= 2o AT
M SOl dELItt.

= HEAM0| 2YE HMFZ2 oLt ol g2l 0= 59, otie 5] L= £ ¢l 5512 2 UL

HMgtd M| Al HEo| o3t AF2, EX| = S7H0ll= DFARS 252.227-7013(2014'F 28) 8! FAR 52.227-
19(2007' 12&)2| 7|= HIO|E-H| &4 YA S=0i et #2|(Rights in Technical Data -Noncommercial ltems)
o 5t =g (b)(3)oll dHE HMptAtEto| MEEL|CE.

of7|off Z&E HO|E= AU ME W/EE 4YUE AH|A(FAR 2.1010] H2|)ofl sHEHSHH NetApp, Inc.2l 5
RHAtIL|CE & A2k 2l HS &= 25 NetApp 7|2 CIO|E X ZEEH AZEY s 2XEMOZ MAHE0|H 710l
HI20O 2 JNUE|RELICEH O|= 2= HIO|E 7t M3 E O|= Alefat 2t&sto] sHEh Al2kS XSt o2t HI0|E ol
CHot M MAXMCOE HISHEHO0|I e 4 oM THAHR0| E7t56HH F & S7Hst 2to| A E HgtMo=
ZHELICE of7]0f] IS E BRE M 2lSt NetApp, Inc.2| AP MH S0 ¢l0|= O] HIO|HE AHE, 371, M4t +=H,
28 e FA|E & QI&LICE 0|2 22U Cist M5 210 MlA = DFARS £t 252.227-7015(b)(2014E 20|
HA|El HtO 2 F|SHEIL|CH

AE H-

NETAPP, NETAPP 211 5! http://www.netapp.com/TM0| L} El Ot3= NetApp, Inc.2| HEL|CEH 7|EF S|AF S

HE OIE2 SiE 27X dEHY &= ASLIC.

207


http://www.netapp.com/TM

	설치, 업그레이드 및 핫픽스 : StorageGRID
	목차
	StorageGRID 설치, 업그레이드 및 핫픽스
	StorageGRID 어플라이언스
	Red Hat Enterprise Linux에 StorageGRID를 설치합니다
	Red Hat Enterprise Linux에 StorageGRID를 설치하기 위한 빠른 시작
	Red Hat에서 설치 계획 및 준비
	Red Hat Enterprise Linux에서 StorageGRID 설치를 자동화합니다
	가상 그리드 노드 배포(Red Hat)
	그리드 구성 및 전체 설치(Red Hat)
	설치 REST API 개요
	다음 단계로 넘어갑니다
	설치 문제를 해결합니다
	예 /etc/sysconfig/network-scripts

	Ubuntu 또는 Debian에 StorageGRID를 설치합니다
	Ubuntu 또는 Debian에 StorageGRID를 설치하기 위한 빠른 시작
	Ubuntu 또는 Debian에서 설치를 계획하고 준비합니다
	설치 자동화(Ubuntu 또는 Debian)
	가상 그리드 노드 배포(Ubuntu 또는 Debian)
	그리드 구성 및 전체 설치(Ubuntu 또는 Debian)
	설치 REST API 개요
	다음 단계로 넘어갑니다
	설치 문제를 해결합니다
	예 /etc/network/interfaces

	VMware에 StorageGRID를 설치합니다
	VMware에 StorageGRID를 설치하기 위한 빠른 시작
	VMware에서의 설치 계획 및 준비
	설치 자동화(VMware)
	가상 머신 그리드 노드 구축(VMware)
	그리드 구성 및 설치 완료(VMware)
	설치 REST API 개요
	다음 단계로 넘어갑니다
	설치 문제를 해결합니다

	StorageGRID 소프트웨어를 업그레이드합니다
	StorageGRID 소프트웨어 업그레이드: 개요
	StorageGRID 11.8의 새로운 기능
	제거되거나 더 이상 사용되지 않는 기능
	Grid Management API 변경
	테넌트 관리 API의 변경 사항
	업그레이드를 계획하고 준비합니다
	소프트웨어 업그레이드
	업그레이드 문제를 해결합니다

	StorageGRID 핫픽스를 적용합니다
	StorageGRID 핫픽스 절차: 개요
	핫픽스를 적용할 때 시스템이 영향을 받는 방식
	핫픽스에 필요한 자료를 얻습니다
	핫픽스 파일을 다운로드합니다
	핫픽스를 적용하기 전에 시스템 상태를 확인하십시오
	핫픽스를 적용합니다



