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Sign in with your organizational account
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M NetApp StorageGRID®
Tenant Manager

Recent
53 tenant 4
Account

62984032838045582045

NetApp support | NetApp.com
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Dashboard

16 Buckets Platform services Groups User
View buckets endpoints View groups View users

View endpoints

Storage usage @ Total objects
6.5 TB of 7.2 TB used 0.7 TB (10.1%) remaining
N e i
objects
Bucket name Space used Number of objects
Bucket-15 969.2 GB 913425
® Bucket-04 937.2 GB 576,806
® Bucket-13 815.2GB 957,389 Tenant details @
® Bucket-06 812.5GB 193,843
Mama: Tenant02
Bucket-10 473.9GB 583,245
1C: 3341 1240 0546 8283 22048
Bucket-03 403.2 GB 981,226 .
/ Platform services enabled
® Bucket-07 362.5GB 420,726 % Caipiisa atinidsnty e
@ Bucket-05 294.4 GB 785,190 o/ Sselectanabled
@ 8 other buckets 14TE 3,007,036
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HIHEI Ao = M 7HHE YEESHK] 2Y 4 USLICEH S AT A Lol= 102 0[40]
A2F £ JASLICL

7t 2 M2l EE= A0l 9] YA 37| E LIEHHE 2t XtE.

XE MOHE 2|0 HME 52 ofig HZI0[Lt AE|O[LH0f| M AH[St HAM S22 = = ASLIC.

I Bucket.06: 914 6 GB -

>

OfCH = HOf| CH3otH ™ & QEME O|0|E] 2} 2 2l = AH|0|H2| LERE 25 Zolste J7HE 2 B2
e ZEo|L{e] 2ZeLLt.
Bucket name Space used Number of objects
Bucket-02 544.7 GB 7,575
@® Bucket-09 899.6 GB 589,677
@® Bucket-15 889.6 GB 623,542
@® Bucket-06 846.4 GB 648,619
Bucket-07 7308 GB 808,655
Bucket-04 T700.8 GB 420,493
® Bucket-11 663.5 GB 993,729
@® Bucket-03 656.9 GB 379,329
@ 0 other buckets 23TB 5,171,588
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HIHE S22 90% 0| &0] AHEEl Z<2 * Tenant quota usage high * 2117} E2|AEL|Ct Z110)| Chal HEEl=
HAPS LI

A% Only0.6% of the quota is remaining. If the quota is exceeded, you can no longer upload new objects.
S X0otHE M AN E Y=Y + S

9 The guota has been met. You cannot upload new objects.
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a One or more endpoints have experienced an error and might not be functioning properly. Go to the Endpoints page to view
the error details. The |ast error occurred 2 hours ago.
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of 2 WEAH AT A QAL

HEE 22| API:
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* *config *: ME 2|4 U HIHE 22| API TR 2HAE M. HF a2 HED oY 22|20 M X HSH=

API2| R HTE LIEE = AFLICE
* ZAE|0[LA *: S3 {2l EE= Swift ZAE(|O|LA0f| A =Y

A s=
*AEZQIE *: AIEHOIEE Ha[ste 2P A=XQIE = S3 H3I0| StorageGRID CloudMirror S|, Y&l =
=1 o

=
* 12|E HE{[o|M - HE *: 12
* 12+ 2 HUE 128 22610 28 ID AANM ETHHUE 12
* identity-source *: 2|82 ID

“ILM = FE £F 37| 22|(ILm) 2Fof cish 2.

o
* X|9 *: StorageGRID A|AE0f| CHaH &l X|H S 2E5H= ZHY.

* 83 * EIHE MEXIE 28t S3 ANA 7|5 2E|St= 2
*S3QEHME 5" 22E S3 EHNE g 2T0AM 23, 78 £ X ArE LI

2k API A1 SHEISIR HTTP S&, 27 URL, T4 T Mef™ o ¥4 22, 98 22mas 32) olx %
I=3t Sohe 2 A o1& |r}
oL od=E 2 T AM\-d
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grou ps Operations on groups
Jorg/groups Lists Tenant User Groups
Hame Description
type filter by group type
string
(query)
limit maximum number of results
integer
(query)
marker marker-style pagination offset (value is Group's URN)
string
|'que:'y;
includeMarker if set, the marker element is also returned
boolean
(query)
order pagination order (desc requires marker)
string
(query)
Responses Response content type applicationfjson v
Code Description
200
Example Value Model
{
"responseTime": "2018-02-01T16:22:31.0662",
"status": "success",
- "apiVer=ion": "2 25

APl 275 ZAELICH

@ API Docs # Hf|O|X|E AtE3t0] +AHsH= & toj2 =tAL|ct M= o HIO|ELt

7|EtCIOIHE =4, YHI0|E =

CHA|
1. QN M2 MEE Ha{H HTTP XS MENSIL|C}

2. QH0| OF E£= AHEXF D 22 7t Ol HaTF HRotX| gtelgtL|ct 7 O3S 0] 2t8 FeiLIc 2Rst
HEE &7 I flo X CHE API 28 S Za00F & & ASLIT
3. oilxl 2 222 +HdH0F Sh=X| &QSLICE 0] 22 * Model * 2 MEHSIO] 2 HEQ| Q7 AFYS Foldt &

ALt
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H
0]
o
=2
=
re
4>
i
=
™ OH
Ot
X
-
fo
oxt
M
Mo
o
Iz
fo
=2
o
4>
Jal
_O'_I-
i
ful

HIHE 22| API= BT 22[S ALE5t0 F5H ¢2)|0|=2 X[F L.

O H{Tut 2 otE|X| b= tHE Abeto| HWSHH APIQ| S H{T0| HEELICH API2| & T2 O HTat
S |

4 2t s
S(2) HZY o WEELICH 33 Jh53 W Arols M 2 E= M 44 270t ZSELC

CHS OO M S 2 S0 T2t API HAS SS8Hs WS R0 FLICH

API 17 QEQILIC} o[ & B{H A e

O|™ X1t S2f s Ct 21 2.2

O[F B{F D S3tE|X| QtALICH 2.1 3.0

StorageGRID 2AZEQHE M MX|StH [ A HFO| APIZH ZMSHEIL|Ct O2]{Lt StorageGRID2| M 7|5

22|=2 Y2 0| =51 St 0] 2| StorageGRID 7|5 EEIZ0f| Tt O API H{THOf| A% HAMA S 4= QASLICE

T M-

X AE= HAEE e & UJSLICE off TS Swagger AP BH A 2| * config * MM

k=2
= =
"Grid Management APIE & ZotUA|R" & HESIHMAIL. 2 HE S A2} 1 2
Z2I0|HEE O|0|ESt = O|F MM CHet X| IS H|g&dStsl{of ghL|Ct,

QeliE RE2 LIS 22 YHZ O O|Y ASEIX| ti= A2 EAIELIL]

O L—

Received call to deprecated v2 API at POST "/api/v2/authorize"

M 2| =M X El= API TS 2folgtL|Ct

=

£ MEBYLICIGET /versions X[AE[= API F HT SE3 Hetdt7| 212t API R ELICEH o] 2™ 2 Swagger
API HE X2 * config * MlMof| ASLILCH.
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GET https://{{IP-Address}}/api/versions
{
"responseTime": "2023-06-27T22:13:50.7502",
"status": "success",
"apiVersion": "4.0",
"data": [
2,
3,
4

270] Ciet API X S X - EL|CH

path D7 H-E AMESH API A S K- 4= JSLICH (/api/v4a) E= 2|2 (Api-Version: 4)
SelgiLCt & 42 25 M36HH sli gfol B2 22 MY gL Ct.

M

curl https://[IP-Address]/api/v4/grid/accounts

curl -H "Api-Version: 4" https://[IP-Address]/api/grid/accounts

AIO|E 7t 28 Q|Z(CSRF)ZRE 2=
=

CSRF E28 A8oIH 715 rg = Q152 U3tstH StorageGRIDO| CHEt CSRF(ALOIE
S ESET =92 . Grid Manager % Tenant Manager= 0| E¢F
7%% 522 gd 2f°“—||:f C %A I ga}omg: 20l mjf 2dst o2 E M

EHSE A
[ ]

A

HTTP 24 POSTS} 20| CH2 AROIE0] thet R84S E2[AE 4+ s SRS 2013t ABXIS| 77|12 AFstod
[u]

StorageGRIDE CSRF E22 A{2310] CSRF 220z SE| wodiL|ch 248l 29 S8 77/2| 82 SX

ol EE= ET POST 2& I3H7H Ha-0| LHE 2t L K|St OF LT,

752 gMd3tst{™ 2 A™SLICH csrfToken OH7H B4 CHA true Q15 . 7|242 YULIC} false.

curl -X POST --header "Content-Type: application/Jjson" --header "Accept:
application/json" -d "{

\"username\": \"MyUserName\",

\"password\": \"MyPassword\",

\"cookie\": true,

\"csrfToken\": true

}" "https://example.com/api/v3/authorize"
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EH0|™ AQILICt GridCsrfToken £7|& Grid Manager & 0ol CHet 239219] @lo| gro =2 MHEEIL|Ct
AccountCsrfToken F7|= HIFHE Zt2|Xtof| Ciet 2210] Chot il gto= MHEL|CY.

717t A= B ALH HEH(POST, PUT, THX|, MM E +8E &= A= ZE QH0| LS & Sttt ZeE|0fof

* & 22I2LICt x-csrf-Token CSRF EZ2 F7|29| IO 2 MHE §O.
* Z0lACIEl HIC|E £86t= 289 Z2R: AcsrfToken = QALEE @M 2F 07 HLQUL|CE

CSRF 23 E 7MiM £ AMETL|Ct "Grid Management APIS & ZESHIA|Q" EEE= "HIHE 22 API",

@ CSRF EZ 7| METI Y= 282 CSRF S0 Chst 7t HS 2 A JSON 28 222 7|tisH=
2E QX0 tisl "Content-Type: application/json" 8|S X 2¢tL|Ct.

O2|E HH{e[0]M AZES AFSRILIC

S22 HUE I8 U A EX}

J2|E H|E[o|d HE S AIESIE S HIHEE PtE{L HESt 2R T HHE= o
StorageGRID A|[AEI(AA HHE)O|A CIHE StorageGRID Al A %!(EIﬂ% HHE) =
SH|ELICH HHEI SHEH AA HEHEN F7HE 2E O&8 & AMEXL SX2 HHE
SEELICL

HEEIL M-S MM El StorageGRID A|AEI2 H'HEQS| source GRID_ILICH HIFEJ} SX| == StorageGRID
AlAEI2 E1|'-1'E°I _destination GRID_RL|C}. & HUE AY 2F S AH D 0|8, 4%, AEE|X| getat gl

SgE Heto] AELICE J2{L Y BHIHEE MS0| RE MEA 22 S JHX| AKX 4ELICEH XMt LHER S
HZESHUAIR "71|7§§ SE0|Z FAYLIMN" A "SI EE HIHE 22"

of HIHE AE E J(1|5H0|E LT w Xt O2| = SH A AH . & O =0 SEE HEHE OF S ARSIt
ASH SF J2|= o| o HZl 3 QEHE| HHAT 4~ ASLICH

AE E20 U HEHE Y2222

HIFE Aol * 22[= HEH[0]d HE ALE * #eto| U= B2 HIAEZ 0|0 I-S HESIH OF, AHEXA 3L S3
HMA F|1E SHStE THAE =ARfLIC.
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Permitted

Sign in to tenant
tenant account 0

on source grid

A
Yes,

9 Configure same identity tlEnant SEIE No
sgurce on both grids

identity
federation?
¢ * Yes, grid

Opti Il eat
prionaly, oreate Create local groups and

o rEJrEat::sm riEdrid f sted groupscn users on source grid
Ereais : sourcegrid :
StorageGRID imports StorageGRID clones
federated groupsto lzcal groups and users
destination grid to destination grid
o Create 53 access keys 4—‘

Optional: Clone 53
o access keys from source
‘to destingtion

)
1
i
HuU
10
¥
0]
il
-
rir
n
glo
i
my
i)
-
Inl

o HIHEN 2aQlgL|Ct

2
A4 J2|EEIEEI HE YEE J2| =)ol M BIHE AlFol| 2algfLCt.

HHE Aol S8 18 U AFBAIE AR 4 Qs * TR ID A4 AR * HBH0| U AL A4 9 CijAl HE A
DE0f Col SUSH ID AA(SUS MH ALR)S THLICH E J2|SOM SUH D A ALBSHD UK| SO
S3 DS ALSXIE 2R & SIALICH XS LIBS S BESHIAIR "ID HE{2(0|MS AFSSILICH,

e O 8RS ML

a

* HH| StorageGRID A|AE! EE= E|'HE AHoi| Cisl ID H|H2{[o]M0] £ME 2 "M HEUE OIS Mg
ID 220N S8 2FS 7MLt

* ID 0[S ALEHA| gh= AR "M 2Z OFS AL a2 LM "2 2 AL

e S3 AUNA 7|2 BABLICH
[e]

FSELICH"AFEXT 17| HMA 7| S HHSLICH e & 58] 2 O|SYLICH 'CHE AFEXte| HAMA 7|15
HERILICH A4 O2[E = ot 22| =0 M siE 22| =9f HZlof HAMARLICt.

0l

XHE MdefLict.



e 20| M2 83 ANA 7|2 2ES WHY

s
$0
o>
T
Il

ocoo=2
T 2|20 STt HMA 7|71 U= HA0| HMASHOF Stz 3R AA "EI'=01| °“A1I* 7|2 et 2 HIHE
ZE| Xt APIE AHESHY # o= EHM J2|=0f| S22 HMELICH XtMSH LIE2 8 EXSHYAIR "APIZ AHESH0
S3 OHA|A 9|o| ELE; -16+L_||:|."

[

=, AHEXF S 83 UM A F]o] 2ES WHsts LH2 FAYULIIN?

O MMS HAESIH HIHE &4 O2|E9F HEHE e O2|= ZHof| OF, AHEA Bl S3 AM|A 7|9 22 WE HHEE
O H gL LY.

AA JB|E MME 22 OF0| 2X|EL|Ct

HHUE A™o| MME|of cHA J2|=0f 2X|El = StorageGRIDE= HIHEQ| AA J2|=0f FIiet BE 2 18
HEES| cHA O2| =0 AF52 2 SHIgL|C.

mjo

o2t rdo

i 50 olie 22 50| St AMA 2E OF Ak 8l 83 OF FMO| ASLICH XMt HE=2 S
RSN 'S3HIHUEE OF

Tenant source grid Tenant destination grid

Create local group —t - Local group cloned

a2 O2[Eo 22

=
()  wauch ey g
MegtLict,

o o =2
HS 0] AFEXIE MEISHK] OFY A2, CHA MEXHE e 1 OES

= ocoo=2

£2 Wy of Meist ALBRH= 220| iy J2|Sof 22 o E3EX
20
=

AA J2|C0| MY 2 ALBRIS 220| YYELIC

AA J2|S0f M 22 ABAIZ 518 StorageGRIDE i A THA T2/ S0f AFSOR SA|SLICH Uz
APEIe} it 22 D0l SUSH MA| 0/F, AHBK 018 U * AAIA 5 HHO| ASLICE F AIBX} BE SUt
JE0 &3 USLICE XA LHSS 2 AXGHUAIQ "2H SIS BlBILICh,

HotYO| O|RE 2 AIEA o= thed 2|20 SHIE[X] 5Lt 22 AFEX7L Y J2[=9] HIHE 2| Xtof|

HAH|ABHOF St= B EIHE AY RE A= thed 22| =0f s AFAS| 22 S F=71sl{of BfLICH XtAleH
LHE2 S HESHIAIRQ "2Z AIEXIE 22|RLICt.
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Tenant source grid Tenant destination grid

Create localuser —1Jp»

Local user cloned

Local user
has a password

Local user must get
new password

1%

oM O7I2E EES AME3H7| #let AN S 7HF8 SAICH "SSO(Single Sign-On)" &L "ID H|&7" £&& 8@ &4
J2| =M BHIHE thal WE (Pt 27])et S8 250| the J2| =9 HIHE| AIS2 2 =H|E LIC)

AAHHEEQS E3 OF0| MAME|D CHA HHEY 2 20| MMM ST AIEXt= & J2|E F Lo A HIFE|
Z30lgh £~ QUEL|CE.

Tenant source grid

Create (import) federated
group

Federated user can signin

N

Tenant destination grid

Federated group
cloned

—1» Federated user can signin

S3WNA 7|E SBOE ST 4 YASLICH

StorageGRID= Zf 22| =0 M2 CHE 7|2 F716H0 Hots Zststy| WiE0l S3 AN 7|8 XtS
OI-AL_l El'-

(=]

O = =H5HK|

J2[E0M HMA 7|1E 2|5t LS & StLtE A ELICt

+ 2 J2IS0 O SU 7IE A BRIL g FL B AIB £ YBLITHAST DR AN A IS
MABILICH S "THE AFEXIO] AAIA 7|8 MABILICH 2t J2|E oA

+ & J2|S0| SU IS AFZoHof st ZL AA J2|S0f 7S WA LIS HIUE BH2IX APIS ALBOIOS
+502 MY £ ABLCHI|S SRBLICK iy T2,
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Tenant source grid

Create S3 access keys
for source

Create S3 access keys —+—p

Tenant destination grid

Create S3 access keys
for destination

Optionally clone access
keys with API

() ssasnossurlss

ch

0z
[
b

EotH ALEAH 3 S3 HM|A 7|7t B

J2|E0 FotE OE W A AE 2 20| WHEX| ELIT

SE YH2HHUES A2 2|20 HHES| Y 02
AEXHE MABHALE 7IH 2= P StorageGRIDE 0[2{3t =2 HIHES| AA T2|=0] CHA| SH|(SHX|
Tenant source grid Tenant destination grid
@ No change 4—— New useror group
® No change 4—— New S3 access key
HE E= AXE OF, AR S AMA F|= SHEX| SL

& Lol tt

= L

[ ]

off S X=X

CHef EI'E E0| =H|E LT

2 O|RO{FLIC HHES| tHe O2[=0 OF 8

OFA
[l =]

OFA

(o =]

L{Ct.

L{Ct.

19



Tenant source grid Tenant destination grid

Edit or delete
group or user

—t . @ No change

Edit or delet
@ No change 44— I orgelete

group or user

APIS ALE5t0] 83 HM|A 7|2l 2ES HHRLIC

HIEE AFol| * 22|= HH2{|0]d AZE ALE * #ot0] e B2 HIHE 22 APIE AHESHY
A 2|29 HIHENM iy J2|EQ  HIHER S3 ANA 7|2 S22 SHY £
OI*L_||:|-

AlZfot7] Fof
* HIHE AFol= * 22[= Hof2o]d HE A * 2o ASLICE.

J2|= Hiefo]d HE= * HE JEf * 7t HEE * 22 HA|ELICE
=3 As]|

E AME5t0] EIHEQ| AA O2|=0f|M E'HE 22| Xtof|

* O] A= A8} 2F0| &l AFLICEH "AHLl2] S3 At SE = FE HM|A Hots 2tegfL|n.
a

2 AEXtof thet HAHA F|E S ESH=E B2 AHEAtE 0l0] &

S ArEXte| S3 MAA 7|1E S ESHH AR B S3 WA 7|7t R T HIHE| F7HEL|CH

©

MEX URO| AMA 7|S SHIELIC

T 2|29 ST KA MM A8HO0F 3h= B2 URSE MM A 7S SHE = ASLIC
EHA|
1. 24 J2|E0|M BIHE 22[X} AL "AFEX} 1R0| HA|A 7|S HHBLICH E CHREESHIAIR L csv IFY.

2. HAE 2a|xt MTtolA =2Y 0t0| 22 MEfSt T * APl documentation * S MEHBHL|LCH,
3

- 83 * MM0M L2 EFS MEELICH

POST /org/users/current-user/replicate-s3-access-key

. Jorgfusers/current-user/replicate-s3-access-key Clonethe current user's 53 key to the other grids. a

4. Hesty| * E Medet|Ct.

5. body * HIAE MXIO| M * AccessKey * & * secretAccessKey * 2| 0| &t5S CIREESH * csv * IHAUQ| ZfO 2

HiE=L|C}.
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Zf 2XE F2l0 2z EE 0{0F LT

hod}f * peguired
Edit Value | Modei
{ body)
i
"accessKey": "AKIATOSFODMN7EXAMPLE™,
"secretAccessKey™: "wlalrXUtnFEMI/KTMDENG/ bPxRFICYEXAMPLEKEY™",
"expires": “202E8-80-04T0G:00:00.0807"
1

6. 7|7t HZE[= HL * expires * 2| O|X| F=2 1SO 8601 HIO|E A2t HAlo| EXtEZ HEELICKO: 2024-02-
28T22:46:33-08:00)E S=ILICt 7|7t HERE|X| OH * expires * FF2| ZUOE * null * S LHSHAHLE*
expires * & 3! ofo| 2 HE H[AHLL|CE.

o
7. Execute * & MEHSIL|CE.

- M SE ZETF* 204 * X[ SABLICE O= 7|7t the D2|E0f| 43 M= =H|EUSS LIEH-HLICE

o]

CHE ALEXLS] HM|A 7|12 SHIFLIC

T 2|29 St M0 HAHASHO0F 5H= B THE AFEXARS] AM|A 7| S SHIE = ASLIC

1. AA J2|E0M HIFE Z2|X} AFE "CHE AL XS] S3 AM|A 7|2 MMEHL|CH B CIR2EESHMAIL . csv IHY.
2. HHE 2ta|X} ATl =22 Ol0|22 MENSH D * API documentation * S MEHSHL|C}
3. AF2Xt IDE HELICE CHE A XIS HMA 7|E EX|5t2H 0] ZHo] D BHL|Ct.

|

a. ArEAL* MdoM ChE EFE MEELICH

GET /org/users

e SR 717t A= AFEAIE & *id * =0 HS S SARRILICE

jorg/users/{userld}/replicate-s3-access-key Clone an 33 key to the other grids. a

o. Ngdstr| * & MEgtLICt.
6. userld * E{AE AXj0f| SALSH ALXLIDE 201 E&LICH

7. body * HIAE AXIOl A * Of| | HA|A 7| * L * H|Y HHA F| * of 22 =S ST AHBAI2| *.osv * MY GO 2
HF&E LT,

EAE F2l0f| 2UZEE S0{0F LT}
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10.

7|7t BtRE|= AL * expires * 2| Ol|H| E=S 1SO 8601 Ci|O|E{ A|Z &Alo| EXMEZ HIEL|CHO: 2023-02-
28T22:46:33-08:00)2 S2LLICL 7|7t THEE|X| RO H * expires * =2 O E * null * S LHSIAHLL*
expires * & 2 9| FHE HAHELICE

Execute * £ MEHBIL|C}.
MH SEF FETL* 204 * QIX| &QIBtLICE Ol 7|7t CHA 2|20 M3XOZ SH|EYSS LIEHHLICE

Xp22|E SH| e

HIHE AHO| HHEAS wf * 22| = H|T{2|0|d HE ALE * Aeho| 2EE 3¢ uxt a22|=
EME M85 HHES 24 2|0 Q= HAIN HIHE iy a2[=0f QU= B3 2o
HHE XANSLE SHY = ASLICEL A=A O2|E SH= ot WY L= F HHOZ fHE
UL,

=L=F eV R EEEES

YIB2L CHoo 1YL F I2|S0f Y A 2 TRA J2| BHIS TAT| Soh 2 EAES RBILIC,

Of={et

22

A= ot2Holl XtA|5] 2|0 °'*|—|Ef



Tenant Create versioning-enabled
user bucket for source tenant

v

Create identical bucket for
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Test Connection

To test the connection and the bind username format, enter the username and password of a federated user. For example, enter your own
federated username and password. The test values are not saved.
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Groups

Create and manage local and federated groups. Set group permissions to control access to specific pages and features.

0 groups Create group

o This tenant has Use grid federation connection permission for connection Grid 1 to Grid 2. New lacal tenant groups will be

automatically cloned to the same tenant on the other grid in the connection. If you edit or remove a group, your changes will not be
synced to the other grid.
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Buckets = my-bucket @ Success x
Starting to delete objects from one bucket.

my-bucket (read-only)

Region: us-east-1
Date created: 2022-12-14 10:09:50 MST
Object count: 3

View bucket contents in Experimental $3 Console [

A All bucket objects are being deleted
StorageGRID is deleting all copies of the objects in this bucket, which might take days or weeks. While objects are being
deleted, the bucket is read anly. To stop the aperation, select Stop deleting objects. You cannot restore ohjects that have
already been deleted.

0% (0 of 3 objects deleted)

Stop deleting objects
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Buckets = my-bucket

my-bucket (read-only)

Region: us-gast-1
Date created: 2022-12-14 10:09:50 MST
Object count: 0

View bucket contents in Experimental 53 Console [

Q Bucket is empty but is still read-only.
This bucket is now empty.

= Toremove this bucket, select Delete bucket.
» To return this bucket to write mode so it can be reused, select Stop deleting objects.

Stop deleting objects

* B2 97| M8 BEE SX[SHY HO|X|S BRHIAIR. 0S S0, ¥l HAS 27| HE BEE RISt
LIZO A8 £ UZE B3l 0|22 oloker 4 ALICH
* BIZZ ARIBILICE TH B302 AIRISELE B2 HO|XIS dhetotai® * B3l ARl * S Mefotn S 0| Ao
B202 HIfote{H * Ko« > * AR * IS MeEt 4 LTt
(D) EESLMES uE = U0 AL MAIS MY & G B2 4 ol o g 4
SIELICE {212 ARISIZIB LR AR 0718 25 A7fshof ghLict

c M| BEZ WIS E[SEMAR. 2|10 HR0| mef A LEHEN| HIIS CHA| MRBE
HZ10] Chol * QEHE AR| SX| * £ MEISIAHLE B2 HO|X|2 SO07tM * & *>* 2
MENSHO] = 0| 2kel HZ0)| CHEH AfRIE = ASLICH.

0

* £ M50 HIAE 2t2|Xtof| 23213

A
[=]
C}"DE B3l £ 2E HNA HEHS BR|FLICH. 0|23 A 08 EE

* O] A= AFEA 2 F0H &3H ASL 2 ot
2 GMo| ALg et HF S MFolgu

CtS XI™2 Tenant ManagerE AHESt0] S3 H{ZIE AH|ot= Y S SFYLICE & A3 S3 IS ARE +=
UELICHHHE 22| API" E= & FELICH "S3 RESTAPI".

71


https://docs.netapp.com/ko-kr/storagegrid-118/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-118/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-118/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-118/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-118/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-118/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-118/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-118/s3/operations-on-buckets.html

S3 HZI0f| QEHE H|SIx| QEHE HFO|
AFH|SHS HEEHO|| CHBE XEA|S LIRS S AFRSIAIA|Q "Q EH E Abx| Hh

= oL+

£
1. CHAIEEOM * B2 27] * £ MEHSALE * AE2[X|(S3) * > * K2l * & MESL|CY,

Bucket H|O|X| 7} LIEHLET 7| ZE Q| HE S3 KIS HA|LICE

2. E™ WAL * 2] * Olir = MR HE H0|X|S AL ELICE

Mg M mo|X|
a. K3l 0|E2 MESIH NE MEE HAIELICE

b. B{3! ALY * 2 MefLCt

tot

3. 2ol CHo} AFXE7F LIEHLIEH * of * S MEYSL|CE,

J

StorageGRID= 2f H{Zl0| H|0] /IS S =elet T 2 HZlS AM[ELIC). of X2

HZ10| HIO AX| 4oH 2F HIA|X|ZF LIEFEL|CE HEEA| 3{OF BHL|CE "HZI2| 2=
ARIELICH H2lS ARt | o

2]

w

W W
M TR
m>
mo s

+E

AE5H0] S3 HZle QEHES 21

re

2|

gt
1>
$0
n

)]
@
Ity
[

e
=

ofm

s

22 +8g + ASLICH

o

* YEE, CI2EE, 0[S HITY|, 24, 015, KIS ARIELICt

WAl BHS B0, 5523, che2eekn, ARt
F EAE QUEES Mt

- QUM E B} e

i A HiEtElOlE E FLICt

2], 2S7], O|F H7], FAf, 0|5, EHE AHELICt

)

72

EHE|0] QUALE OFAHE AHE & §SLICH ST QLERES


https://docs.netapp.com/ko-kr/storagegrid-118/ilm/how-objects-are-deleted.html
https://docs.netapp.com/ko-kr/storagegrid-118/ilm/how-objects-are-deleted.html
https://docs.netapp.com/ko-kr/storagegrid-118/ilm/how-objects-are-deleted.html
https://docs.netapp.com/ko-kr/storagegrid-118/ilm/how-objects-are-deleted.html
https://docs.netapp.com/ko-kr/storagegrid-118/ilm/how-objects-are-deleted.html
https://docs.netapp.com/ko-kr/storagegrid-118/ilm/how-objects-are-deleted.html
https://docs.netapp.com/ko-kr/storagegrid-118/ilm/how-objects-are-deleted.html

S3 ZE2 7HE LEHQl 20| e E ArEA 2E S MSYLICH 2E J&0M CLI E= API 2 S
CHAISH =& A= K| tUELICE

* H[O2HZ{(API EE= CLI) YRS AHZ5H0] H|O|E{0]| HA|ABHL|CE

* £ AFE5I0] HIHE Zt2|xtof] 2alSL o "R E = E EeteA
A

HSHO| A= AR 2 F00 &3 A0{oF LI = S3 2&
StA| LIt S HZESHYA

JP)

7l e| AeHo| A= AFEX 2 E0
A =2
=

* AFEX}0l| Choll 83 OF = HA HMO| IE[ASLIL.

A LT

HESHIAR B2 U D8 AN|A HHES

* AFEXRS| HM|A 7| 1D H|E HAA 7|
|

L0 AFLICH (MEH AFeholl= 7F AEGLIC L csv O HETF ZeE
MFUCIL|CH = AFESHAA|Q "OHM| A 7| AHA 5

CHA|
1. AE2|X| * > * Bucket * > * bucket name * & MEHSHL|C}.

2. 53 2& "8 MEigiL|Ch
3

—

L OAIA 7| D2} H|Y HAA F|S T 20§ GELICH THX| QLOH * HH|A J| PRE * S Meforn 2
MEASILICH . csv THY.
4. 2701+ 2 MegL|ct
5. #31 Z4x|2| Ef|0|20| LIEFELICE TR mfat JHH S Balg & Lt
ES/% T
CHEAR ZM  HEA HA J|52 HAY Briel BAE S TO{Z A|Xtets QEMEDH ZMBHL|CH Z Mol
= 21x/0fl £HO17} TBHEl JHH7E WEHEIX QSLICE O FAIS EC Ljel JHolE M ELICE oS Sof 2

g
HAMBILICE folderl/folder2/somefile- O Y= HHE EQE LICt folderl/folder2/ EHE
0|S5t sliE HHO{ 2 A|ZELICt somefile-.

crCefa o EE ¢ HREQ It XM 83 2E 2 IS S0t 3= £ ASLICH J2L ZHE HRZEY

+E elaict
* * SO{0i| tioh 2ed * - EHE 0|F, ZAL £ 0| B E SC{ 2| 2E JHHM|7F & #Hof| SHLHY HH[O|EE[O] A[ZHO]
ZHEl A o|¢|__||:|.
=2 T MmHd
* *HZL T 22[7F 2 EotE 2 I AH| 1 2|7 HIZEotE JEN 2 B9l REMES HOo{MILE

|
—
AfH|oHH o] A ULICE. % ’é. SHIAIQ "HiZlo| @EITE i pr2|S HALICH.

AE ASIH S3 QEHE gl QN E 0|EIH|0|E{Q| O|HIE z2ix}
SAEE 2R EHé!Oﬂ Hl & 0loO 2 310|HE|E 22IRE M2 13 E 4 QIAL|LCt,

73


https://docs.netapp.com/ko-kr/storagegrid-118/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-118/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-118/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-118/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-118/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-118/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-118/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-118/s3/bucket-and-group-access-policies.html
https://docs.netapp.com/ko-kr/storagegrid-118/s3/bucket-and-group-access-policies.html
https://docs.netapp.com/ko-kr/storagegrid-118/s3/bucket-and-group-access-policies.html
https://docs.netapp.com/ko-kr/storagegrid-118/s3/bucket-and-group-access-policies.html
https://docs.netapp.com/ko-kr/storagegrid-118/s3/bucket-and-group-access-policies.html
https://docs.netapp.com/ko-kr/storagegrid-118/s3/bucket-and-group-access-policies.html
https://docs.netapp.com/ko-kr/storagegrid-118/s3/bucket-and-group-access-policies.html
https://docs.netapp.com/ko-kr/storagegrid-118/s3/bucket-and-group-access-policies.html
https://docs.netapp.com/ko-kr/storagegrid-118/s3/bucket-and-group-access-policies.html
https://docs.netapp.com/ko-kr/storagegrid-118/s3/bucket-and-group-access-policies.html
https://docs.netapp.com/ko-kr/storagegrid-118/s3/bucket-and-group-access-policies.html
https://docs.netapp.com/ko-kr/storagegrid-118/s3/bucket-and-group-access-policies.html
https://docs.netapp.com/ko-kr/storagegrid-118/s3/bucket-and-group-access-policies.html

HIHE AFol SHE MH|AE MEE £ U= ER 2= S3 Ao thsl CHS MH|AE FHE 5= JASLICE

rr

CloudMirror £X|

AHg "StorageGRID CloudMirror S&| AH[ARIL|CH" StorageGRID H2I0|AM X[HE E CHiAO= EF
QEHMEE O|2{&gLCt.

o€ =01, CloudMirror =X|E A5t £ 12} 8|2 =F Amazon S30] O|2{& et LHE AWS AH| A
28310 Cllo|Efofl TSt 2ME 8T £ 2

(D 22 vi20) 53 253 E FZ0| 4FE F2 CloudMirror S|7} XI5 K| BfLICk

o
2

Ar2 "HIIE O[HIE 2" AK|of Choll +=AE 53 2ol cheh L2
Notification Service)Z2 & HL|LCt.

fjo

X|HE 25 Amazon SNS(Simple

O|E S0, Halof F7Hel 2t QLEHMEOf| T 22Xt A 17t HEEEE 748 4+ ASLICE 671 2H|=
Savt ALY O|HIESt AZE 21 IjAS LIEFALICY.

()  S32sm= w30l euse A0l OIS YRS 24w » olxiol ouHESl 53 us
A3 olEHEI0|E{(OFX|et B LTt o WA 2 Al Tehs o2l o AIX|of Z#te|x] ShLict

ZAM E3H MH|A

E AL ch AL %u MH[A" I MH|AE AM2SH0] H|ELH|O|EHE HMSIAHLE &2
Elasticsearch .°_| A0 S3 7HA| D1|EH3|0|E1E HMLICE

1z
of

0|2 £0{, S3 @EHE HEIH|0|E{Z A Elasticsearch AH|AZ MASIEE HIIS AE 4 QlsL|CH O
CHZ ElasticsearchE AH25H0] HZI0f| CHSE AM S S350 24K HIEHH|O|E{0f Q= THEIO| CHot Hust 2MS
¢_6H'5|- A o|¢|__||:|.

@ S3 REHE EF0| gdotE HZI0| A Elasticsearch S22 |
QENE Z3 HEMO|E(EE 7[¢ X HA BF Ae| Zeh= 22 HA|IXo ZeE|X| E&5L|Ct.

ZHE MH|AQ| CHAL QX YBIM O Z StorageGRID =1t |2H0|7| IR0 EHE MHléE E(lY |E101| CHet

QIR AEE[X| 2|AA, AT MH|A G HAM E= 2N MH|AE ALESHH @2 &= U=

Tl S3 HZI0)| CHol 2 E SHE HHI* A2 28Y = JASLICH o|E S0, StorageGRID S3 H{ZI0f| A

CloudMirror MH|A Sl 22IS &2 -T“‘"Of01 E’“ QEHMEZ Amazon Simple Storage Service0f| 0]2{Z!5t11 0]2{5t

Zt QEHE| CHeE 222 ERAL E'—IHE' OHEE|9'||0|* o &SI AWS H|8S XY = JUEE & 5 JUSLICH

J2|E 22|Xt e J2|E 22| APIE AHE5H0] StorageGRID 22| X7} 2t HIHE Aol CHel Z2HE
MH[A MBS gdstaliof LICt.

SUE AH|A 7Y Y

SAHE HHI_._ = AHE5te] fot o f EF I SAELICHHHE 2E|X e & FELICHHEE 22| API". 2
ANEIZQIE = StorageGRID S3 H3l, Amazon Web Services HZl, Amazon SNS FX| &= EZ0[LE AWS S|
S AERE Elastlcsearch S AEQ} 22 Q| CHAS LIEPHL|C

o|f BXME THE =T KA XML 18 S FII5H0] 20 H?J SUE MH|IAE 2ot = ASLICE XML 782
HZ10| ZHatiof ot= QLEHE, HZI0| 3|0} St= Z=X[ 8l B{ZI0] AfH| 20 M%OHOF ot AEZQIES AMERLIC

74



+8Y Z SUZ AMH| 200 chel BEo] XML 82 =716hof LILt. oS S Ch3at Z5LIt

|ZtSH= 71E 718 2E JHMIE §{6t= 29 /images Amazon S3 HII0| SH|SI2{H AA KA =H|

=~

= 7Ok gL,

0X >

=

__IJ.

+ Of2{3t A7} HZl0] MEE o QS HUfHH L2 THS Fbsof it

- OiXZfo® of2{3t FHKIe] HEEIOEIS ol AT 24 E8te peists Ol ALRE|= HIEHH|0|E 27l 1AS
£7}sfof ehict.

T4 XMLS| A2 StorageGRID EHE MH|AE Foidt= Ol AH8E[= S3 REST APIE Sdl Mo{ELICt.

ZaE AfH|A S3 REST API S KESHAAIR
CloudMirror 2| * GetBucketReplication 2 XA * "CloudMirror ZX|"
* PutBucketReplication2 & ZSHMA|L - ARl
e * GetBuckNotificationConfiguration 2 HZEstMA|L < "LEl"
* PutBucketNotificationConfiguration2 & ZSHUA|R  « "H{Z] 2"
AM St * Bucket HIEHH|O|E ¥E 74 It 27| « g S
* Put Bucket H|EIH|O|E &l 314 * "StorageGRID AL X}
Ho| Zey"
oHH Fe

"SE M| A0 CHet 12 Are

CloudMirror 28| AH|A

StorageGRID7t HZI0|| =7tEl X|HEl QENE
S3 H3l0]| CHsl CloudMirror EX|E &Mt o~ JUESLICH

CloudMirror 28|= J2|E9| &AM LM M1} S2IXM o 2 E=3tL|C}. CloudMirror MHI*E A HII0| A=
HHE SX|ot] 7ts$h ot wa| At 30| M2TEL|CH QEHE £Z0| ME Al BX|E QEHE HZO0|
Eg|HEL|Ct,

o

@ CloudMirror SH|= WAt J2|= =X 7|s2te| SR8 ARG D XI0|FHO| ASLICE XtMIS LIE2 2

EHXSHMA|R "W X 2| E £H|2 CloudMirror 2M|E H| W BHL|C}".
7| = H32lof| CHel CloudMirror SHIE M oHH siT H310| =7t Af A2 SH|ELICH HAIQ| 7|& A=
SN|E|X| ELICE 7|& QENES| SN E ANZE £+HsIHH QLENE SAE A6t 7|& QENEQ|

HIEIHO|H E YHO|EE & ASLICE.

CloudMirror 2X|E AF23810] Amazon S3 LA Z QENME S 2 AISH= 22 Amazon S3= 2 PUT
(D) 2% slct Lol A8 o] HIEITIO|E| 3712 JKBE MSHEILICH (0] 2KBECH 2 ALK Kol
HIEFGIOIEL 7} QU= 2 S 24HI7F SHISIX| erLIct,

StorageGRIDO A= Bt H{ZIo] REHMEZS 0] 71| L HIAILZ AT = ASLICE. O[FHA| st =X 714

S StLt o] &9| thef H2lof| SXISt== ot H
o

75


https://docs.netapp.com/ko-kr/storagegrid-118/s3/operations-on-buckets.htmll
https://docs.netapp.com/ko-kr/storagegrid-118/s3/operations-on-buckets.htmll
https://docs.netapp.com/ko-kr/storagegrid-118/s3/operations-on-buckets.htmll
https://docs.netapp.com/ko-kr/storagegrid-118/s3/operations-on-buckets.htmll
https://docs.netapp.com/ko-kr/storagegrid-118/s3/operations-on-buckets.htmll
https://docs.netapp.com/ko-kr/storagegrid-118/s3/s3/operations-on-buckets.html
https://docs.netapp.com/ko-kr/storagegrid-118/s3/s3/operations-on-buckets.html
https://docs.netapp.com/ko-kr/storagegrid-118/s3/s3/operations-on-buckets.html
https://docs.netapp.com/ko-kr/storagegrid-118/s3/s3/operations-on-buckets.html
https://docs.netapp.com/ko-kr/storagegrid-118/s3/s3/operations-on-buckets.html
https://docs.netapp.com/ko-kr/storagegrid-118/s3/custom-operations-on-buckets.html
https://docs.netapp.com/ko-kr/storagegrid-118/s3/custom-operations-on-buckets.html
https://docs.netapp.com/ko-kr/storagegrid-118/s3/custom-operations-on-buckets.html
https://docs.netapp.com/ko-kr/storagegrid-118/s3/custom-operations-on-buckets.html
https://docs.netapp.com/ko-kr/storagegrid-118/s3/custom-operations-on-buckets.html
https://docs.netapp.com/ko-kr/storagegrid-118/s3/custom-operations-on-buckets.html
https://docs.netapp.com/ko-kr/storagegrid-118/s3/custom-operations-on-buckets.html
https://docs.netapp.com/ko-kr/storagegrid-118/admin/grid-federation-compare-cgr-to-cloudmirror.html
https://docs.netapp.com/ko-kr/storagegrid-118/admin/grid-federation-compare-cgr-to-cloudmirror.html
https://docs.netapp.com/ko-kr/storagegrid-118/admin/grid-federation-compare-cgr-to-cloudmirror.html
https://docs.netapp.com/ko-kr/storagegrid-118/admin/grid-federation-compare-cgr-to-cloudmirror.html
https://docs.netapp.com/ko-kr/storagegrid-118/admin/grid-federation-compare-cgr-to-cloudmirror.html
https://docs.netapp.com/ko-kr/storagegrid-118/admin/grid-federation-compare-cgr-to-cloudmirror.html
https://docs.netapp.com/ko-kr/storagegrid-118/admin/grid-federation-compare-cgr-to-cloudmirror.html
https://docs.netapp.com/ko-kr/storagegrid-118/admin/grid-federation-compare-cgr-to-cloudmirror.html
https://docs.netapp.com/ko-kr/storagegrid-118/admin/grid-federation-compare-cgr-to-cloudmirror.html
https://docs.netapp.com/ko-kr/storagegrid-118/admin/grid-federation-compare-cgr-to-cloudmirror.html
https://docs.netapp.com/ko-kr/storagegrid-118/admin/grid-federation-compare-cgr-to-cloudmirror.html

XMLOIA ZH FXlo| CHAS X|MSHL|CH 24K

i

= 0|&te| HZlol| SAl0f SHIg += lELICt.

CEot A 22| = AL O] XIHE| K| 22 H'liloﬂkl CloudMirror SXIE A5t HA 22| =Lt HHO| X[H = X|
A2 HIIZ Mo E X|HY = JASLICHL HE L HIHT H3lel BE XeE M8 = JSLICL o€ S0 HEO|
X ™EX| gt2 _-_* HZo| a2 HA 227t XI™E HAIS X ™stAL O gt 2 X -Y = JSLICH HZEO|
K™= K| 2 H2l ZHof| SXE == JSLICE
CloudMirror =H| MH|ALS| AK| S&2 Amazon S30i| A X|S35t= CRR(Cross Region Replication) A{H|ALS[ AFK|
S ZSL|CH AA KA KIS AFSHE CHAOIM SXIE 24K= AXIEX| E&LICH AA S CHa H3l9|
HZTO| B X|™E 22 AA| 0k 7t SXIELICH cia H21e] HHO| X HE|X| 42 32 A4 H‘li'oilkl QHMES
APHISHE AFH| OFA 7 CH& 210 S| =[ ALt CHA @ EME T} AK|E|X| ob& LTt

QEMETL 4 K20 =X|=|H StorageGRIDE AHHIE "SHE"2E EAIZLICE 4 StorageGRID HAI2
SHEOR HAIE HA|E ChA| 2R[SIX| ROOZ A4Z ol 2X| R HE AIRXIE BSEILICH 0] 2H 0j3s

—_—_ T

StorageGRID L5 0| A2 Amazon S3 HZI 2 CHAC = ALEY If AWS CRRE #8835tz A2 WX|SHX| ef&LCt.

@ EMEE BASH= O AHEEl= AFEX X|HE 6lH = [LICH x-ntap-sg-replica. O] EA|= AH|THA
02 E YX|LLICL StorageGRID= F 12| = 7k2| 2klek CloudMirrorE K| gfL|Ct.

SHX| HM O|HIES| DR Et &M= BT X RSLICE HE 52 27| ?lo oA 2ol 2otz 44
Ax|o] St =H=0| = 7 o] thidof| MSE + ASLICE ==X = 0|2 MZ LHE StorageGRID
AO|EO| M S2t 4|7t SAl0l| YHO|ERl= 2 e M Y =Mt &4 HZIQ| O[HIE =2t ZX[SHA|

_—— =
g 4 aLith

CloudMirror 2H|= UHIMOZ Q|H S3 HIIS CHACE ARSIEE A EL|CH J2{Lt C}E StorageGRID HYZL}
S3 28 MH|AS AR EHE 7F4Y == ASLICH

HZ00] chict 2 S OlsRfLICt

StorageGRIDO|| A X|EEl O|HIE0] Ciot 22 S CH& Kafka 22{AE E= Amazon Simple
Notification ServiceE EL{2{™ S3 H3!0f| CHt O[HIE Y2lZ 2dalet & JASLILCE.

JtsguctolHIE ZE S FASLC €3 74 XMLE £ W30 JZL T 22 78 XML2 7 URNLZ
X|FEl th4 Kafka BE= Amazon SNS 251 e 2l 22 S F4st= S3 42 MELIC

O[HIE AZ2 2 FYof X|YE 2 22 MM HHEH ez HEELICH JHA|QF 22 O[HIET}
4S5t sl O|HIE0f CHer &Elo] M| B th7| &7t EL|C).

LEO NRHN =M= BHEX| SELILH TS 43S B ol =& E Zio] Zutz stit 0| 42| OHIE
2ol ool HEE + ASLICE 22|21 HEO| IS 7|07 WiEof, E3| H CH2 StorageGRID AtO|EO| A
LAoh=E 2ol B2, ol SR AZh =MTF A4 HZIO| O|HIE =AQf YX|oiCtn BFe =~ RIGLILE §
M8 = USLICE sequencer Amazon S3 Y0 AHE CHE O[HIE EHIAIIIE |E =21 £F 7iH|9f OlHIE
=ME ZEELIC

StorageGRID O|HIE 222 Amazon S3 APIE [HELICE O{7|0ll= R 7HX| AI$h Abgto| QU&LICE.

* X|YE|l= o[HIE fY2 L3t 25Ut
° S3:QEHE MA: *

o
° S3:QEME Wd:PUT

76



> S3:0bjectCreated:CompleteMultipartUpload
> S3:0bjectRemoved: *

o S3:0bjectRemoved:Delete

o S3:0bjectRemoved:DeleteMarkerCreated

° S3:0bjectRestore: H| Al

* StorageGRIDO||A EiH OJHIE AZ2 HEFE JSON HAS AHSSHX| 2 UL 7|
CHE CHE 719 EH IS ASRLICL

= O BA=

HOSHA| pEo M HOf| LIot A=

rr

7| 0|2 StorageGRID )

O|HIE AA sgws:s3

awsRegion IO X| 4=

X-amz-id-2 Zote|X| b=

ARN urn:sgws:s3:::bucket name

QEHE HEIHO[E 0| /& HAM Sl H0|E 24 MH|AS AEdte = Z% S3 HZI0] Chet
Z4 Al d
[}

AM E3 MH| A= QEME = oS HIEIH|O|E{ 7} KO0/ EE WOIC AHSCE O2|1 H|S7|MOZ S3 LENE
HEIHO|EHE tHA X0 ELi= AF2 Xt K| StorageGRID AMH[AQILICEH 21 CHS AN MH|AO|M HSSH=
Hust AM HO|E 2M, A|Zfet = A 2{d T8 ALESI QEHE H0|HE AM, M 5l 2Ma £ QIGLICEH

= O, =

HT 2EE[ &ALt O] X FE[X] 82 ZE B0l CHol A S8 MH|AS 2dotet = ASLICEH M &2

[ O od

HIEIHOE] &3 4 XMLE 2 S A 3 JHA| HIEtH|O[E{of et C&S X sts B2l AASHH g E LTt

2 M3l 0|&, QEME 0|5 % HT ID(U= E9)2 BHE JSON 2M2 gArloz MEELICE 2t H|EHH| 0| E
l0ll= 7HA[2] 2= B 5L AFEXE HIEIH|OIE] 2|0 = JHA[0] Chet & A| AT HEIC|O|E MET} Zetk|of
L|C}.

£0 M2 nQ
Ij> oM gm

Bl 2 AL X} HIEHH|O|E{ 2| B StorageGRID'— It 8! 2=X}ZS Elasticsearch0l| 2XtE = S3
O|HIE 22lo= Metsh|C}, 0|E1 EXIES YN E= X2 A SHE 2 ElasticsearchS

@ _—rl.A-|-5|.E:| %Jg-ll Iéll: |:||.|11| ]| l—rm 04A| |:||.|11|01| |:|-|o|- Elasticsearch x| <E> [[l-EAIAlQ 7-IAH %'o;l'
MH|IAE 7 M5H7| Hofl QIEl AN SH EE ofE S 2HMatsiof BLICH EA 7 QIE A=l —.—OHE

AHAM MO HE HAlZ HEY + l&LICH

orz|

2E2 L3 22 F20| 8= n HS 7| izt gLt

rio

« 7

M7t d-gELTt.

H
7H
* J2|E9| ILM M PO Z I8 QEHMETL MN|E ZRE XS0 RERET} AFH|EILICEH

77



* QEHE H|EtH|O[E] = BT 27t YHI0|E = AM|E LT HIEHH[O|E S EfDof FAM| T2 et HE =
A2 OfL|2t YOO E Al H&ELCE

HIEIH[O|E] &3 T4 XMLE H2I0f| =7HotH Mgt Af HA| 3! CIOIE, ArE X} HIEHH|O|E] EE= Ei3E YTl 0| ESHO]
Hots ZE iAol cHet &Eio] MSELICE SHXI2E o]0 20| U= Z4H|of tholiM= 2- 0| HEEIX| 5Lt
M2l BE QEHEEO gt REME HIEIH|O|E{ 7t LMo = MEE| = E St2{H Lt F StLtE AsHof LICt.

* H3IZ MMst T IHNNIE 1617 Hol| ZA| A EoF MH|AE AMBHL|CE
* HEIH|O|E] Y& HAIX|7t CHACZ MAE|=E 30 0|0] U= 2= N CHol ZHS et Ct.
StorageGRID AM E¢t AH|A = Elasticsearch 22{AHE CHACE X|AStLICtH CHE ZE1E AMH|ALQ} OHAIIX 2
g

CHAS MH|AS| 24 XMLOIA] URNO| AMEE[= ZHUAM X[HELICH E AHETLICH "NetApp A% 224 HEZIA
£" X|¥E|= Elasticsearch HE S &QIEtL|Ct,
2 M-

—

d SEE el 74 XML

"M|EIH[O|E] 2EROf| It JHA| HIERH OB L [Tt
"JSONO| &M St MH|20f ofch U & E[}ASLICH

"HM St MH|AS AL

SAE MH|20f CHet 2] Afet
SAE MH|AE Fe5to| Tof O|2{et MH|AS ALESHY| fleh HE Ared 8! 18] At S
HESIMA| Q.

S30f| CHot XtM|TH LHE2 S HZESHMA|R "S3 REST API AFE".
SHE MH|A AH20]| CHSE 02 AFS

ket ME EH

A
CHAM AIEXEQIE DL  ZF ik EXO 718 M S ZLIE{ Aeiof SfLICH CHah E2Xo]| CHet HZA0| 2 Azt Sot
£AME D QH™O| 2 A7} A2 AL StorageGRIDO| CHSH 7+ 22H0|AHE (0
PUT 28)0| MIjRILICE AEZQIEN HAS 4 UA| E|H Mot QS CHA
Al stjof gfL|Ct.

78


https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://docs.netapp.com/ko-kr/storagegrid-118/s3/index.html
https://docs.netapp.com/ko-kr/storagegrid-118/s3/index.html
https://docs.netapp.com/ko-kr/storagegrid-118/s3/index.html

A
Mo
HT
Ol

ILM 7||:||- t:IIIE I-X-”

Kafka QIEZEQIE AR

A-” H I-I

QHO| MEE= {7t A AEZQIENM @HS MY = U= S5 X0I5H=
Z 2 StorageGRID AZEQ||0{= H3l0|| Cist 241 S3 @K S =&

AAX| ZHE Y BFHOR B J|Ct2[= ¥ #2a7t = &
gt

B S0{QE S3 29| A A|ZHo| Of Q2 HalCks ME o 4 YBLICH S5}
s3] L2l M52 2K ARt A9 A8 45 Z0|7iLt 20| ¢ 2
ACEOIEES ALR#OF SLICH R W20} A4 Sobst= 29 PUT 281 28
S2to|9lE S3 X0 B2 AIELICE

CloudMirror 282 LMo = HM St fr= O|HIE 2E QFEL} ¢ B2 Co[H
HES EotEZ Uiy A=HRIES Y50 Fs &S 71580l o E&LIth

StorageGRID2 ALO|E LHS| ZHA[0] CH3t Ztlg FEY 4 JAEE EATILICE ZA|of
CH3t 2 E %0 STt ALO|E Lol L= Bt £|F 2 ¢
StorageGRID2| AEfQ} S BtL|Ct.

StorageGRID+= StorageGRID AFO|E HA|0f|A XHH0| 3= AR RHS
F26t7| Qo £ Mol L3S Cist ASLICEH 0§ S0 H20 MOIE A0 RQENMEE
XS CHS LES0ll ALO|E BOjlA SYst QEMEES Ho{M = A2 CloudMirror0f| A{
CHA 20| X2 £ QEMEE= MER QENEY -~ glEL[CH

AWS CRR % Amazon Simple Notification Service2| AtX| S&tut AX[A|7|7]| 2[sH
StorageGRID ILM 2|22 QI8 AA W3l QENETJ} AMK|E m CloudMirror 3!
O[HIE A2 @MO| MEEX| ASLICE o|E S0 ILM 2[0] 14 =0f| JHH|E
AX|st= E2 CloudMirror E£= O[HIE 22 @X0| MEE|X| t&LCH,

ghH, 4 S8 QE2 ILMZ 18 4A|7F AH|E o H&E LT

Kafka AEEQIEQS| AR MS TLSE X|E[X| t&L|CH O 2ot

ssl.client.auth & 2 @HYLIC required Kafka EE27 7 H0|A Kafka
AETOIE 24 BHE QU 4 ULICH

a2 T

Kafka AIELQIE QIZ2 C}S1t 22 Q15 RS AFETLICE 0|23 RHE Amazon
SNSQt Z2 CHE A= HOIEQ| B0 AL L= RYDt= CIEM AFEXL 0|2 U S
4 ZHo| ZedtL|Ct.

* SASL/tt

+ SASL/SCRAM-SHA-256

+ SASL/SCRAM-SHA-512

© &I PMHE AEDX| TEA| MY Kafka ZHE AH|A A=ZQIEN HELX|
SLch.
Lol:l

CloudMirror S| AMH|A ALEO0f| CHot 102 Atgt

79



12 At M& e

SH| AefIL|Ct StorageGRID= 2 X|#SIX| RELICH x-amz-replication-status HE|=.
7HH| 271 CloudMirror =& MH|AE S3lf CHat HZl0f| SHE = U= K| 2[c) 27|=

5TiBO|M, O|= maximum_supported_object 7|2t Zt&LILCY.

* &I *: T PutObject 22| maximum_recommended_size=
5GiB(5,368,709,120H10| E)QILIC}. 5GIBEC 2 |7} U= ZL Al HE|TE
HZCEE AL ELICE

ox

ra
=

StorageGRID2| A4 S3 HII0| M HT 22|t 2dotzl Z2 e H2lQl H 2|

detolof gfLct.

T
T
T
ra
e
i)
wea
T
ra
o

HH Z2|E AM8Y M= S3 TZEZS| Kete = 2ldl

ChA 101 QERE B
£M7} CloudMirror M| 20| o8 HEHE|X| et 20| Hat £

SLIC}.

[l

& 22 7 IDLF 2T 0

5

* &1 *: StorageGRID2| A A H3lof| CHS A ID&=

04¢|__||_'_|._

HAH

ZHA| ol Ef &7 CloudMirror MH|A = S3 Z2EZ2| H|3tO 2 Qs M IDE MSstes
PutObjectTagging ==& DeleteObjectTagging 282 SH[stX| Z&L|Ct A4 8l
CHao| KA ID= 20| fleB=E 53 MM IDO| chet B 1 YO0 EE X
lsLct.

2, CloudMirror MH|A= BT IDE X|F5HX| @t= PutObjectTagging 28 0|L}
DeleteObjectTagging RS SH|gL|Ct of2{et RE2 £[Al 7|2 Ef O (EE= H3lQ|
HZHO| X[ El Z2 £ HH)E 0| EFLICt BTt Q= Yt HIAE(RH0|E
Ei X7 ¢t gh e EXIEL|Ct.

Im
1%
n

>.|.|:|

ZEIME Y2E Sl ETag 02 2 Y2EE MESHH 2o WM E 0|2 ZE T CloudMirror AMH| A= Bl
o LIES 2EESHA| ggLICh O 21}, 71 EAELICH ETag THE SAHE JHA|Q] 242 =t

CHELICH ETag Eefl QEMES] ZIQILCt,

SSE-CZ ¢z 3t CloudMirror AlH|A = SSE-CE 2t 3tz UK E K| 2ISHK| & LICH CloudMirror
QEHME (0| HSTt ENE floll 24 HIIOZ U E £Rst{ 10 5t0 QH0| SSE-C H 6|67 ZEE

718 M8t MHZE L=s}) F2 Zeio| Amigtict.

S3 REHNE FZ0| CloudMirror 282 CHAl S3 H{ZI0| S3 QEHE Z20| MHEE|0 = R HI
gt MotEl H3l S| (PutBucketReplication) 7t A|=7t A1{5t11 AccessDenied 2 F7F & eL|C,

H210f| ciet SHE MH[AS 745t HA SHZ M| 29| L2 = StLt 0] &9
L HO )

MH|A0i| Ciet HM|A = StorageGRID 22Xt} EHHE He|Z AMSteE AFeL|C SHE MH|A EFHE
Lt AFEotH AER|X] =0t QR B B[40 HA AT = JAEE HEAZO| FLGE J2| =0 E2F 22
E HAhA ABH0| U= HI'HE AHEXHo{of ghufct. T B'HE Q| B2 XL 500712| EE AMH|A



AEZQIEE M 2 JUSLICEH XpMITH LHE S StorageGRID 2| X0 A 22|5HUA 2.
E2t 2oL |72
SHE MH|A EE S LS ] StorageGRIDZf 2|5 CHAMOf| HA|ASH= Of| 2ot HEE X|™HEtLICt

£0], StorageGRID HZI0|A Amazon S3 HZICZ QEHES 2X|5l2{= H < StorageGRIDA A Amazon2]
CHAH HZ00] HMASH= o] ot ME S XtA ZHO| ZetEl S E MH|A AEZIES MLt

2t 2UE MH|A RH0= Rt AERQIET LQBIDZ ALE5I2 = 2t S F M| A0 Tisf StLt 0] &2
AEZERIES —_r“HOHOF SLICE SHE MH|A BHE Folot = MH[AE 2dststs ol AHEE= 79 XMLOIA
S

8g £ USLICE Ol S0, of2] HAoA HMS S3S &
AN E 0=|E1 H‘I%’J% Tt Yt A CIQIER QEHE HEIHO|EE EY £ US LIEf SHLE
O|M2| AEZRIES MO E ALBSIEE AA KIS 2 MY £ JELICL 0|F Sdlf St Amazon SNS(Simple
Notification Service) [0l Z4A| M AMoj cHot LIS ELiD = HI Amazon SNS FH|0i| CHet ZiA| Abx|jof| chEt

A
2ES B + ASLCH

CloudMirror SX|& A=ZQIE

StorageGRID= S3 HZIS LEH = S| A=ZIES X|IBILICE 0]2{3t HZI2 Amazon Web Services, 2ot
&= ¢/2 StorageGRID 715 &= CHE AJH|AOf| A 9_* E|E| & OlA| |C}

Ao BEAULICE
StorageGRID= Amazon SNS %! Kafka HIEZXQIEE X|ABL|CE SQS(Simple Queue Service) EE& AWS
Lambda AEXQIE = X[ E|X| &LICE

Kafka AIEZQIES| AR 4% TLSE= X|JE|X| ¥ELICE O A1t ssl.client.auth E & AHYLICH required
Kafka EEFH 71J0|A Kafka AEEQIE M EXHE YUY  JUSLICL

AM St MH[ASl EFLICE
StorageGRID= Elasticsearch 22{AEE LIEIL = M Sg 282 X|2IELIC}. 0]2{3t Elasticsearch S2{AE =
2Z H|o|E ME0]| YHLIAWS Z22IRE L= CHE RN SAEE £ UYSLICH

AM ot 282 E4 Elasticsearch 1EA 3l R3S HESL|CH StorageGRIDOIM 2T S THE7| "*Oﬂ
Elastlcsearchoilﬁ QEAE TFS0{0F SHL|Ct J™X] 23 dHo| Mojgict EME oHE7

o =
LRIt Q&LICE StorageGRIDE 7HA| HIEIH|O|E E EH 4

o g =
o=z HA uf LRt AL dAIS oHEL|CH

232 IS s 1R URN(E2L O|E = X[EoHoF 6”—I'if. S%ﬁ% AH| 20
f

StorageGRIDOIA= BE MH|A ACZQIES OHS mf 02 HFEILICE BUE MH|A BHES 9HS7| Foll 2Fo
RIFE 2227} AT ST 2|20 S2E & QX Helghic

81


https://docs.netapp.com/ko-kr/storagegrid-118/admin/index.html
https://docs.netapp.com/ko-kr/storagegrid-118/admin/index.html
https://docs.netapp.com/ko-kr/storagegrid-118/admin/index.html

SUE MH|A B URN2 = & StLEZ AIZolOfF R LICH arn:aws & “urn:mysite’ ChS 1k 20| SHYAIL.

* AWS(Amazon Web Services)IA] AH|ATI SAEE=
* MH|AZt GCP(Google Cloud Platform)0ll A S AEIE|= A

* MH|AT ZHE SAEHEE HR E MEYLICHurn:mysite

0|€ £0 StorageGRIDNHA| SAEIE|= CloudMirror 20| URNS X|M5t= 2L URNO| 2 A[ZHE 4 QlEL|Ct
urn:sgws.

URNS| Lt R4 LIS 20| ZMF MH|29] RS XIFLCt

MH[A /4
CloudMirror 2H| s3

ozl sns = kafka
adM Sgt es

O£ 0 StorageGRIDMHA| SAE!E|= CloudMirror 2H0]| CHo URNS Al X|1HsHAH S FIHELIC s3 Y2 5
UELICE urn: sgws: s 3.

URN®| OFX|3} 44 T4t URIOIM S that 2|4AS Aghict

MH[A Ed glaA
CloudMirror S| bucket-name
e sns-topic-name & kafka-topic-name

oY
1=
ofm
ot

domain-name/index-name/type—-name

* &t1: * Elasticsearch 22{AE{ 7 A}SO 2 QHAS UHESEE * L HE[X]
*Ol AR BHE UE7| M| 522 QHAE GHS0{0f BhL|Ct,

AWS 5! GCPO|A 2 ARIE|= MH|A9] of 2t

AWS 2! GCP AIEE|Q] 22 URN2 S5 AWS ARNRILICH HIE &

ra
o
oo
=]
my
o>
C
[l

* CloudMirror 2 X[

arn:aws:s3:::bucket-name

82



arn:aws:sns:region:account-id:topic-name

o HAM ESt-
o

[ R | H-

arn:aws:es:region:account-id:domain/domain-name/index-name/type-name

@ AWS AM ESt AIETQIES| AL E HXSIMAIL domain-name E|HE SXES Eatdl{of
2tL|C} *domain/" & Z&!EtL|C}.

SR MU|A T 2HZ SARE MH[AS ALE3H= 22 URNO| 2Rt Q47 M| By 81 2|5 9| X|of| Zete|of
A= ot 2ot 1R URNS ZHE= HACZ URNS XY = ASLICE ME SO = HA|E 245 H|Y
FLE A E AlE5 0 URNS 1/ J_E O =20| E|=5 Adts AR X|ZE 5= ASLICL O E =
CtZa Z5Lr

* CloudMirror =2 H|:

urn:mysite:s3:optional:optional :bucket-name

StorageGRIDO| A ZA&IE|= CloudMirror 28| 22 E A|&dt= 7% URNES X[™e & AJSLICH
urn: SgWS:

urn:sgws:s3:optional:optional:bucket-name

oral.
s ok

Amazon Simple Notification Service 28 X|H:

urn:mysite:sns:optional:optional:sns-topic—-name

Kafka 28 X|H:

urn:mysite:kafka:optional:optional:kafka-topic—name

. -IAH ESt
o

[ R | H-

urn:mysite:es:optional:optional:domain-name/index—name/type-name

83



@ 2LE SARE|E= AM ES EHO| AR E HXSIMYAIL domain-name 42| URNO|
Dok @ 29

A|=fstz| Hof|
* E AL83t0] HIHUE Z2|Xtof| 2O} ESLICH K| &= & Eet X,
* StorageGRID Z2|X}7t HI'HE Aol Cish E2HE MH|AS Mot SLICE
© O U= ALEXE OEO| &l UASLICH'EX L= RE AdNA HHE 212

© SUE MH|A EHOM HESts 2247 G ASLIC

° CloudMirror £X|: S3 H3l
° O[HIE 2r2l: Amazon SNS(Simple Notification Service) == Kafka EXIQIL|Ct

o AM otal: A S AR QHAE XSO MM E FHE[X| 42 E L Elasticsearch index®!L|Ct.

* Oy 2laAof oiet Y27 ASLICE

° URI(Uniform Resource Identifier)2] SAE 8l IE
@ StorageGRID A|AEIO|A SAEIE|= H3IZ CloudMirror SH|2| AEHQIEZ AtE5t2H
2 E|Xtof|AH Z2l5te] 22sHof 5h= S SIS AIL.

"ZE MH[A 2F0| URNS X|FgLc

84


https://docs.netapp.com/ko-kr/storagegrid-118/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-118/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-118/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-118/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-118/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-118/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-118/admin/web-browser-requirements.html

Z4A

ofm
ot
me
ital

[ Ry |
A4 S3t BHO| F2 OIS X1 52 A8 4+ AUBLICE

= CHAA 7| HA|A 7| ID S H|Z HAMA 7|
= 7|2 HTTP: AF2X} 0|E & 2t

CloudMirror EX| AIEXOIE

CloudMirror SH|2| 22 CIS XtH SH2 A2 & JSLICH
* HMA T HMA F|ID S H[Y HMA 7|

* CAP(C2S Access Portal): 2A| XA Y URL, A 2! 22I0|HE QIE A, 22I0|HE 7| &
MEH™ Z310|AHE Jj0l 7| &S,

Amazon SNS JAIEZQIEQIL|C}

Amazon SNS HIEXQIEQ| HR LIS XA SH2 AFE2Y & JUELICH

* HMA 7| HMA F|ID

=
=
1=
2
=
>
N

Kafka SIEXOIE
Kafka QIS EQIEQ| AR LIS XA SHS A2 £ Q&L|CH
* SASL /plain: AFEX} 0|2 8! &=
* SASL/SCRAM-SHA-256: At2X} 0]
* SASL/SCRAM-SHA-512: A2 X} 0]

ojn
0
0
tot

o
o
o

fot

* Elasticsearch 2¢t 7|50| &-dstel 22 HZ HAEO st ZL|E S2{AF 2ot M| QIEA 2ot L= ZA
YO0 E0] chit QU= A Sl AK| Fot BEIt ASLI

A
1. AE2|X|(S3) * > * Z2AUE MH|A ANEZQIE * S MEASIL|CH ZHE MH|A 2% HO|X|7} LIEFLICH.

2. ox o
3

HE MHIA RHE2 EF HO|X|of LIZE mf 2F 0|F Foll EA=|Z =2 0|F0]| dig HEE

4. URI* Z=0|l M 282 18 URI(Resource Identifier)S X|&gtL|Ct.

n
glo
o2t

4] & StLHE AFEELILH

https://host:port
http://host:port

85



LS — -

HZEE X|HotX| fH L3t 22 7|2 ZEJH AEE LI

° HTTPS URIS| AR X E 443, HTTP URIS| ZR XL E 80(CHE L2 £H)
° HTTPS % HTTP URIE ZE 9092(Kafka A= XL QIE Dt 3
0|£ £0{ StorageGRIDUM S AEIE|= HZI9| URIE Ch2a ZH&LCH
https://s3.example.com:10443
O| Oflofl A= s3.example.com StorageGRID HA(Z17HE24) &2 VIP(ZH4 IP)0]| CHS DNS =2
LIEFALICH 10443 25 WM ™0 Ho|&l ZES LIEPHLICE
() shsote e moj XHS Wek| 98 2= WY 20| HA IF0 HZBHOF BLIC

ORXE7ER| 2 AWSOIM 2 A= H21Q| URIE= TS Z&LICH
https://s3-aws-region.amazonaws.com

7t CloudMirror S H| MH[20] AtEE[= B2 HZl 0|2 URIO Z&5HX| OHYAIL.
URN * ZE0f| ZEA|ZLICE

IR
NN
oH
o 2
o I

* —1—

5. 20| Ciet 17 URN(E|AA 0|F)2 YHetLct.

86



Al
M ST 2E0l| chet 1tH SES Yot Y= ERL(C

HMSsts X4 SEol| che 2[2 204 st 47| A5H0] A0{0F LT,

olE gelLict MY 4 5
ol CHedofl chiet 8 AMAS MSELICE.  AS0[ flsLitt
Hoto| HlghdstE EFoAM T
HSELIct
HAA T AWS AEIL XA SEE AHESHO] * HAA 7| IDRLICH
[HAI-;_I|.0| o o p=1 9_|£'6+|_| |:|-
== e * H|Y AHN|A T
7|12 HTTP AMEXt O|Z 1 B2 E AHESHO] CHE O * AHEXLOIF
ChHet HES ASELICH

CloudMirror =X A=EZQIE
CloudMirror 28| AISZOIEOf Ch3H Xt SHS Q2SI HLt Y2 E=BtL|CL.

HSoh= AtH SHOI Cha 22201 Chigt 7] ZEHo] U0{0F RL|CE.

OF gyt MY 12 5%

ol Chasol st ol HMAS RIZBILICE  Q1FO| GALIC
=0t0| H|ZHYSHEl BRO|ASH
RS BLIC

o2 7| AWS AEF X2 TS AE5H0] * QA 7] IDYLITE

H|Z A2 7]

CAP(C2S HMA Q1A 8l 7|15 Ao CHAbof| CHE! * Al XA BH URLYLICE
zH HES eIBELIC
=) == It * Mt CARISM(PEM ItY HZE)

« 2210|YME QIS M(PEM IIY HZEE)

- 22t0|E 49l 7|(PEM I
HZE, OpenSSL Y=ot gAl =
°*§§PEIII A2 el 7| "4l)

LS

« 220|YE JHQI 7| A4S L2 (MEH
Argh)

Amazon SNS AI=EZQIEQIL|Ct
Amazon SNS 280l Cist Xt ZH2 LHSIAHL Y2 EBLLICE

HS5h= AtH SOOI Chat 22201 Cigt 7] ZEHo] U0{0F L|C}.

[=]



5 REYLICE MY A2 5%

o)y Chaoll St 4 UMAS HTBILICL  21Z0| glgLct
oto| H2Hgetel BR oAt
IS LICE,

o442 7] AWS AEFR T SHE ALgotod * M2 7] IDYLICH
Ccharatel 2 QIFBILIC

* HIZ AM|A 7]

Kafka JIEXQIE

Kafka Q=X QIEO| Lt XA SHS Y6t LE HZERLICE

-

HSsts XtH SOl Cheh 2[2 204 Cist 47| A5H0] A0{OF LT,

OF gyt MY 12 5%
ol Chasol st ol UNAS RBBILICE  IF0| YALICE
=0t0| H|ZHISHE BRO|ASH
RS BLIC
SASL/tt AFSTH 0|1 YEE Ut HAER © AFETt 0|2
Agstol chtol TSt iR IsBLI |
[}

SASL/SCRAM- Challenge-Response ZZEZ 3! SHA-  * AI2X} 0|2
SHA-256 256 &S ALESI0] ALK 0|51t -

A E AFESI0] LAt Lot AES =

QlE gL Ct.

SASL/SCRAM-  Challenge-Response ZZE2 5l SHA-  * A%t 0|2

SHA-512 512 SHAS Ar25t0] AtEX} 0|21} . ot
ASE A2 CHAO]| Lt HES ==
QIEefL|Ct,

AMEXt O|E 1t L2 7t Kafka 22 AE0M 7t 2 1Y ES0|M THYE= 2 * Use /1Y S ALE *

MEfRtLCt

8. Continue * £ MEiBIL|C}

9. 2Foil CHet TLS HES gfeldh= WS MEHSIZ{H * Mt 2ol * off Tt 2tC| 2 HES MEISLCY.

=

88



Create endpoint

@ Enterdetails — Select authentication type o Verify :s.en.rer

Verify server

Use this method to validate the certificate for TLS connections to the endpoint resource. If you select "Use custom CA certificate," copy
and paste the custom security certificate in the text box.

© Use custom CA certificate

Use operating system CA certificate

Do not verify certificate

Previous
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Platform services endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service
(CloudMirror replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to
use.

4 endpoints Create endpoint

Display name @ < Lasterror® < Type@® = URI® = URN® =

my-endpoint-1 53 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucketl
my—endpoint—2 0 2 hours ago Search http://10.96.104.30:9200 urn:sgws:es::mydomain/sveloso/_doc
my-endpoint-3 Notifications http://10.96.104.202:8080/ arn:aws:sns:us-west-2::examplel
my-endpoint-4 S3 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucket2
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Overview "~
Display name:; my-endpoint-1 #
Type: 53 Bucket
URI: http://10.96.104.167:10443
URN: urn:sgws:s3:::bucketl
Connection Configuration

Verify connection @

Some errors might continue to appear after they are resolved. To see if an error is current or to force the removal of a

resolved error, select Test connection.

Test connection

3. Test connection * & MEHSILILCY.
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Platform services endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service

(CloudMirror replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to

use.

4 endpoints

Create endpoint

Displayname @ * Lasterror® <= Type@® = URI® = URN® =
my-endpoint-1 53 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucketl
my—endpoint—2 0 2 hours ago Search http://10.96.104.30:9200 urn:sgws:es::mydomain/sveloso/_doc

my-endpoint-3 Notifications http://10.96.104.202:8080/

arn:aws:sns:us-west-2::examplel

my-endpoint-4 S3 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucket2
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Platform services endpoints

use.

4 endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service
(CloudMirror replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to

Create endpoint

my-endpoint-3

my-end point-4

Notifications

53 Bucket

http://10.96.104.202:8080/

http://10.96.104.167:10443

Display name @ * lLasterror@® = Type@® = URI® = URN® =
my-endpoint-1 53 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucketl
my—endpoint—2 9 2 hours ago Search http://10.96.104.30:9200 urn:sgws:es::mydomain/sveloso/_doc

arn:aws:sns:us-west-2:examplel

urn:sgws:s3::bucket2

Sl B A[X| 7} LIEFELICE.
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Delete endpoint X

Are you sure you want to delete endpoint my-endpoint-107?
This might take a few minutes.

When you delete an endpoint, you can no longer use it to access
external resources.

Cancel Delete endpoint

StorageGRID7t 2 Z Md|A 2ot S5t & o @77 2ASHA CHA[Z=0f HIA|X|7}
HEAIELCH SSE Mu|A 2F Ho|X|o[AM DX @F 2 QF7H LMot AIZHS LIEFHLICY,
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Mb|A 2 HO|X|Z 0| S50 2F 0| CHet XtAet I*E% = & ASLICH

g One or more endpoints have experienced an error and might not be functioning properly. Go to the Endpoints page to view
the error details. The |ast error occurred 2 hours ago.
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Overview A

Display name: my-endpoint-2 #

Type: Search

URI: http://10.96.104.30:9200

URN: urn:sgws:es:::mydomain/sveloso/_doc
Connection Configuration

Verify connection @

Some errors might continue to appear after they are resolved. To see if an error is current or to force the removal of a
resolved error, select Test connection.

Test connection

Last error details

@ 2 hours ago

Endpoint failure: Endpont has an AWS failure: RequestError: send request failed; caused by: url.Error; caused by:
net:OpError; caused by: os.SyscallError (loglD: 143H5UDUUKMGDRW.)
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<ReplicationConfiguration>
<Role></Role>
<Rule>
<Status>Enabled</Status>
<Prefix>2020</Prefix>
<Destination>
<Bucket>urn:sgws:s3:::2017-records</Bucket>
<StorageClass>STANDARD</StorageClass>
</Destination>
</Rule>
</ReplicationConfiguration>
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Bucket options Bucket access Platform services

Replication Disabled

Enable the CloudMirror replication service to copy objects from a source bucket to a destination bucket that is
specified in an endpoint.

# Platform services must be enabled for your tenant account by a StorageGRID administrator,
# You must have already configured an endpoint for each destination bucket

# You must specify the URN of each endpoint in the replication configuration XML for the source bucket

Enable replication

IIHEHII
<ReplicationConfiguration>

<Role></Role>

<Rule>

<StatusrEnabledes Scatusss

<Prefix>Z030</Prefins

<Destination
<Bucket>Rra: Bgwsts 53 L2l —recovds</ Bucket>
<StorageClass>STANDARDS/StorageClass>
< /Destinacion>
</ Bules>
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<NotificationConfiguration>
<TopicConfiguration>
<Id>Image-created</Id>
<Filter>
<S3Key>
<FilterRule>
<Name>prefix</Name>
<Value>images/</Value>
</FilterRule>
</83Key>
</Filter>
<Topic>arn:aws:sns:us-east-1:050340950352:sgws-topic</Topic>
<Event>s3:0bjectCreated: *</Event>
</TopicConfiguration>
</NotificationConfiguration>
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Bucket options Bucket access Platform services 53 Console

Replication Disabled

Event notifications Disabled

Enable the event notification service for an 53 bucket If you want StorageGRID to send notifications about specified events to
a destination Amazon Simple Notification Service [SNS} or 2 destination Apache Kafka cluster.

Platform services must be enabled for your tenant account by a StorageGRID administrator.
* You must have already configured an endpoint for the destination of event notifications.
* You must specify the URN of that endpoint in the notification configuration XML for the source bucket.

Enable event notifications

Clear

<TopreConfiguration:
<Id>Image-created</Id>
<Filter»
<53Key >
<Filterfule>

<Name>prefix</Name>
<Valuerimages/</Valuer
</EilterRules
4 [fS3Key>
</Filters hd

b.
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"Records": [
{
"eventVersion":"2.0",
"eventSource":"sgws:s3",
"eventTime":"2017-08-08T23:52:382",
"eventName" :"ObjectCreated:Put",
"userIdentity": {
"principalId":"1111111111111111111"
br
"requestParameters": {
"sourceIPAddress":"193.51.100.20"
br
"responseElements": {
"x-amz-request-1d":"122047343"
br
"s3":{
"s3SchemaVersion":"1.0",
"configurationId":"Image-created",
"bucket": {
"name":"testl",
"ownerIdentity": {
"principalId":"11111111111111311111"
br
"arn":"arn:sgws:s3:::testl"
by
"object":{
"key":"images/cat.]jpg",
"size":0,
"eTag":"d41d8cd98f00b204e9800998ecf8427e",
"sequencer":"14D90402421461CT7"
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<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>
<Destination>
<Urn>arn:aws:es:region:account-
ID:domain/mydomain/myindex/mytype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Rule-2</ID>

</Rule>

</MetadataNotificationConfiguration>

O HO|M= HIEtCO[E 23! 74 XML2| 240 CHa AEHELIC}
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= gxotdA e & of ZiE|ofL EfaLCY.

SHLE O 9| & @A} Zotk|0] JUELICE

T2 HIEIHIO|E & X|FE A= A0] 7150k 3h= IHAME o
AEsts Ao AUH|O|H Ef LT,
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<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn>urn:myes:es:::sgws-notifications/testl/all</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

T 7HX| #AS AHESH0] HELT|OlE 2E T

Of oMo M= B FALRE LX[SH= ZHH|Q] JHA| HEIHO|E|E 20| FELICH /images 2(=) ot &2 HEE[X|2
HEAtet EX[ots RERES QEHHME HEIHO|E = HEELICt /videos F B &2 WS ELIL.

<MetadataNotificationConfiguration>
<Rule>
<ID>Images-rule</ID>
<Status>Enabled</Status>
<Prefix>/images</Prefix>
<Destination>
<Urn>arn:aws:es:us-east-1:3333333:domain/es-
domain/graphics/imagetype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Videos-rule</ID>
<Status>Enabled</Status>
<Prefix>/videos</Prefix>
<Destination>
<Urn>arn:aws:es:us-west-1:22222222:domain/es-
domain/graphics/videotype</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

i
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e
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<MetadataNotificationConfiguration>
<Rule>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn>arn:aws:es:us—-east-
1:11111111111111:domain/mydomain/myindex/mytype</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>
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Bucket options Bucket access Platform services

Replication Disabled “
Event notifications Disabled v
Search integration Disabled ~

Enable the search integration service to send object metadata to a destination search index whenever an object is created, deleted, orits
matadata or Lapgs are updated

» Platform services must be enabled for your tenant account by a StorageGRID ad ministrator.
& You must have already confligured an endpoint for the search integration service.
» You must specify the URN of that endpeint in the search integration configuration %ML for the bicket you want to index.

Enable search integration

“MetadataNotificationConfiguration>
<Rule>
A5tatusrEnabledd/Status>
LPrafixc/Prefin>
<Destination>
ZUrnr»arniawstes:ua-east-1:111T13T71311311 rdomain/ mydomain/myindex/mytype</0rn>
£/ Deatination>
</Hule>
< /MetadatalotificarionConfigurations)
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versionId E{7} H|O{ RUELILCH

"bucket": "test",

A key" .

"SGWS/Tagging.txt",

"versionId": "",
"accountId": "86928401983529626822",

"size": 38,
"md5": "3d6c7634a85436eee06d43415012855",
"region":"us-east-1",
"metadata": {
"age": "25"
by
"tags": {
"color": "yellow"
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