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* x—amz-object-lock-retain-until-date
* x—amz-object-lock-legal-hold
* x—amz-meta-<metadata-name>
R 2E
None

StorageGRID 2 A
"CreateMultipartUpload"

"DeleteBucket"
URI #2| oj7iH4 8 @K &4
StorageGRID= 0] QH0|| el 2 E = E 0i7HH = &l 6|2 X[ &g ct.

StorageGRID £A

LT

"DeleteBucketCors"

URI 72| Oi7HH 5L 2F 3i|H

StorageGRID+= 0| 20| L3l 2= =& 7= 5L 6H S X[ @ LT}
QN B2

O - =

None

StorageGRID £A

CEC LR,


https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucket.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucketCors.html

"DeleteBucketEncryption"

URI 72| oi7HtH 5L 2F 3i|H
StorageGRID= 0| 270 U3l 2= =& Oi7iH= 5L o HE X AL T

N Ea

O - =

None

StorageGRID £A

"B Z10f| CHEE R

"DeleteBucketLifecycle

URI 72| Di7HH= 5L 2F 3|0
StorageGRID= 0| 20| ths| 2= =& 7= 5L 6EH S X[ @ LT}

QM B2

O - =

None

StorageGRID £ A
* "H{Zlof| it ="

* "S3 ZtO|ZALO|Z T My"

"DeleteBucketPolicy"

URI 72| 0i7H2 9 9K oo
StorageGRID= 0| 2H0]| Cisll 2E S5 Of7iH = 2 &|H 2 X[AELICt.

N Ea

[ L,

None

StorageGRID £A

"e{Z00] Chgt xhey"

"DeleteBucketReplication
URI 72| 0§71H 31 9F 3D
StorageGRID= 0| 20| sl 2= =& OH7HEH S 5L 65 S K@ Lo,
QN B2

O - =

None

StorageGRID £A

"HH 200 et R


https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucketEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucketLifecycle.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucketPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucketReplication.html

"DeleteBucketTagging"

URI 72| oi7HtH 5L 2F 3i|H
StorageGRID= 0| 20| tsll 2= =& H7HH = 5L 65 S K@ gLch,

N Ea

O - =

None

StorageGRID £A

"HIZ00| CHt e

"DeleteObject"

URI #2| D7t 5 27 &

StorageGRID= 0| 2780 Cigt 2= S5 0i7iH 4 2L o|HE X450, 712 Chg 23 8l|lH = X[ Lot
* x-amz-bypass-governance-retention

Y E2

None

StorageGRID £A
"ZHA[Of CHot H A

—_ - -

"DeleteObjects"

URI #2| Oj7HH 31 @8 3o

StorageGRID«= 0 K| et & S& 07 5L 6|5 S X¥6HH, FI7t2 T2 2F 66 T X[ @ L|Ct
* x—amz-bypass-governance-retention

QN =

o

StorageGRID 78 ZA| Amazon S3 REST APIOA Moot R E @& 22 o745 XY etL|Ct

Ho

StorageGRID £A
"ZHA[Off CHet H A

—_ -

"DeleteObjectTagging"
StorageGRID+= 0| 20| Chs| 2= =& 7= 5L 6H S X[ @)

QX B

[ L,

None

StorageGRID 2 A
"ZHA| Ol CHEE A Ak

—_ -


https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucketTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteObjects.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteObjectTagging.html

"GetBucketAcl"

URI 72| oi7HtH 5L 2F 3i|H
StorageGRID= 0| 270 U3l 2= =& Oi7iH= 5L o HE X AL T

N Ea

O - =

None

StorageGRID £A

"B Z10f| CHEE R

"GetBucketCors"

URI 72| Di7HH= 5L 2F 3|0
StorageGRID= 0| 20| ths| 2= =& 7= 5L 6EH S X[ @ LT}

QM B2

O - =

None

StorageGRID £ A

20 et Sl

"GetBucketEncryption'

URI 72| oi7HH= Sl 2F 3|0
StorageGRID= 0| 20| Chs| 2= =& 7= 5L 6H S X[ @ LT}

QX B2

[ Jr——L,

None

StorageGRID 2 A1

20 et Sl

"GetBucketLifecycleConfiguration'
URI 72| o7 & 28 sl
StorageGRID«= 0| 2%0] thsh 2= =S 0f7iH == 2! 5| S X[t

QX ED

[ L,

None

StorageGRID £ A
* "H210] CHet 2

* "S3 20| AIO|Z 1 My"
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketAcl.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketCors.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketLifecycleConfiguration.html

"GetBucketLocation"

URI 72| oi7HtH 5L 2F 3i|H

StorageGRID= 0| 270 U3l 2= =& Oi7iH= 5L o HE X AL T

N Ea

O - =

None

StorageGRID £A

"B Z10f| CHEE R
"GetBucketNotificationConfiguration"

URI 72| Di7HH= 5L 2F 3|0

StorageGRID= 0| 20| ths| 2= =& 7= 5L 6EH S X[ @ LT}

QM B2

O - =

None
StorageGRID £ A

20 et Sl

"GetBucketPolicy"

URI 72| oi7HH= Sl 2F 3|0

StorageGRID= 0| 20| Chs| 2= =& 7= 5L 6H S X[ @ LT}

QX B2

[ Jr——L,

None

StorageGRID 2 A1

20 et Sl

"GetBucketReplication'

URI 72| Di7HH= Sl 2F 3|0

StorageGRID= 0| 20| ths 2= =& 7= 5L 6EH S X[ @ LT}

QX ED

[ L,

None

StorageGRID £ A

"B ZIOf| CHEE A"
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketLocation.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketNotificationConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketReplication.html

"GetBucketTagging"

URI 72| 074 & 28 3o

StorageGRID«= 0| K0 s 2= & 0i7iH 5L 6)|H S K@ L
QN B2

O - =

None

StorageGRID £A

LT

"GetBucketVersioning"

URI 72| 74 & 28 sl

StorageGRID«= 0| 2%0i thsh 2= =& 7= 2 5|02 X[,
QX HZ

O - =

None

StorageGRID £ A

2100 Tifgt X"

"GetObject"

URI 72| 074 2 24 s
StorageGRID= 0| #0| thgh 2= =& 7= 5! 6|5 URI 2| o7 +S XI5, FIt= OS2t 22 URI
22| o7 x| AEHLICE
¢ x—amz-checksum-mode
* partNumber
®* response-cache-control
* response-content-disposition
®* response-content-encoding
®* response-content-language
response-content-type

* response-expires
J2| 0 Chgat 22 F7 28 o6 7F JAELICH

* Range

* x—amz-server-side-encryption-customer-algorithm
* x—amz-server-side-encryption-customer-key

* x—amz-server-side-encryption-customer-key-MD5

¢ If-Match

12


https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketVersioning.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObject.html

* If-Modified-Since

* If-None-Match

* If-Unmodified-Since
R 2
None

StorageGRID £
"GetObject"

"GetObjectAcl"

URI 72| Di7HH= Sl 2F 3|0
StorageGRID= 0| 20| ths 2= =& 7= 5L 6EH S X[ @ LT

QX ED

O - =

None

StorageGRID £ A
"ZHA| Ol CHEH A Ak

- L

"GetObjectLegalHold"

URI 72| 0j7HH 3 9F 3|0

StorageGRID= 0| 2H0]| CHsll 2E S5 0fi7iH = 2 &2 X[ gLt
2™ EE

None

StorageGRID £
"S3 REST APIE A3t S3 Object Lock 43"

"GetObjectLockConfiguration™

URI 32| 0i7iHs 2 QA &Y

StorageGRID= 0| 2H0]| Cisll 2E S5 0f7iH = 2l &5 2 X[ gLt
Qe 25

O - =

None

StorageGRID £
"S3 REST APIE A23H0{ S3 Object Lock 74"


https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectAcl.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectLegalHold.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectLockConfiguration.html

"GetObjectRetention"

URI 2| Oj7HH 31 @8 8o

StorageGRID< 0| 280]| CHsf ZE =5 0f7iH= 5! 6| HE K@ |ch
2 2=

None

StorageGRID £A
"S3 REST APIE AF&3510{ S3 Object Lock 44"

"GetObjectTagging"

URI 2| O{7HH 31 @8 8o

StorageGRID«= 0| K0 s 2= & 071 2L 6|5 2 X[J L
QN =2

O - =

None

StorageGRID £ A
"ZHA|Of CHoE AL

"HeadBucket"

URI F2| oj7iH4 2 @H &H

StorageGRID= 0] 2H0|| el 2 E = E 07 &l 6|2 X[ &g Ct.
QEER

None

StorageGRID 2 A1

"Wl Chet Tl

"HeadObject"
URI 2| 07t 3! 2F 3H
StorageGRID= 0| @80i| Cigt 2& S& 0f7HH= 2L 6|5 S X[6HH, Ch2at 22 F7H6l|H & X[ et
¢ x—amz-checksum-mode
* x—amz-server-side-encryption-customer-algorithm
* x—amz-server-side-encryption-customer-key
* x—amz-server-side-encryption-customer-key-MD5
* If-Match
* If-Modified-Since

* If-None-Match

14


https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectRetention.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_HeadBucket.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_HeadObject.html

* If-Unmodified-Since

* Range

StorageGRID £A
"HeadObject"

"ListBuckets"

URI 32| 0j7tH 4 9 2K |-

StorageGRID= 0| 2H0|| CHsll RE S5 Of7iH = 2l &2 X[ gLt
QX Bz

o T

None

StorageGRID £A
MH|A > ListBucketsOl| CHst X

"ListMultipartUploads"
URI #2| 0714 2 @K ¢
StorageGRIDE 0| RH0f| gt ZE S5 of7H#HS 9 of|H 2 XIYstH, CHSat 22 F7 oi7iH > X|@IEtL|Ct.
* encoding-type
* key-marker
* max-uploads
* prefix
* upload-id-marker
oy =g
None

StorageGRID £A
"ListMultipartUploads"

"ListObjects"

URI #2| D7t 5 7 &

StorageGRID<= O 20| tet 2= 58 7= 5L 6|H 2 XI5, Ch3 1t 242 37t oiiEH 2 X[ gLt
®* delimiter
* encoding-type

* marker


https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListBuckets.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListMultipartUploads.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjects.html

* max-keys
* prefix

2y 22

None

StorageGRID EA]

||H_|8J01| EHél;}. le-(l):’-hl

"ListObjectsV2"
URI #2| D7t 5! 27 &
StorageGRIDE 0] 20| g BE 25 074 2 &H 2 X|istnl, Chemt 22 7} o= XI@gch
* continuation-token
®* delimiter
* encoding-type
* fetch-owner
* max-keys
* prefix
* start-after
2y e

None

StorageGRID £

||H_|%J01| EHél;}. le-lo:’-hl

"ListObjectVersions™
URI #2| D7t 5L 27 &
StorageGRIDE 0 280] thet 2= =& Of7tH == 8! 5|0 S XIS, ThEat 22 37t oi7itHs 2 X[ LT,
* delimiter
* encoding-type
* key-marker
* max-keys
* prefix
* version-id-marker
2y 22

None
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjectsV2.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjectVersions.html

StorageGRID £

"HHZ10f| CHot &
"ListParts"

URI 32| D7 2 28 6H

StorageGRIDE 0| QE| LSt RE ZE

®* max-parts
* part-number-marker
* uploadId

FH 2=

None

StorageGRID £A
"ListMultipartUploads"
"PutBucketCors"

URI 72| 0i7HH4 9 9K ofl-
StorageGRIDE= 0| K0 Chs| 2E ==

o =

o

Mo

OH7HEH 2=

OH7HEH 2=

55H 2 XIS, L3t 2

SloEE X AGLIC

pll=]

—

27t ORI K RARILICY.

StorageGRID 713 &A| Amazon S3 RESTAPIOIA Holot B E @F 22 Oj7fHS~E X|RIgL|Ct.

StorageGRID £ A
"B Z10f| CHet &g

"PutBucketEncryption

URI #2| 0j7itH 4 S 2K |-
StorageGRIDE= 0| QM| CHsl| RE ZE

2™ 2E XMLED

StorageGRID= LISt 22 8%

M

|
=

OH7HH

sl ot & XIEgLCt.

* ApplyServerSideEncryptionByDefault

* Rule

* ServerSideEncryptionConfiguration

* SSEAlgorithm

StorageGRID £A
"tHZ10]| CHSE &Fed
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListParts.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketCors.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketEncryption.html

"PutBucketLifecycleConfiguration™
URI # 2| 07t 3! 2F 3H
StorageGRID= 0| 270 Cisll & 5= 0f7HH = 8L oS X|@gL|Ct.
2% 22 XML Ej2
StorageGRID= CHa1t 22 @8 2& XML Ef 2 E X[ efL|Ct,
° And
* Days
* Expiration
* ExpiredObjectDeleteMarker
* Filter
* ID
* Key
* LifecycleConfiguration
* NewerNoncurrentVersions
®* NoncurrentDays
* NoncurrentVersionExpiration
®* Prefix
* Rule
® Status
* Tag

®* Value

StorageGRID £A
* "H{2l0]| CHot 2 el

* "S3 20| A0 2 T4 44"

"PutBucketNotificationConfiguration”

URI 2| O{7HH 3 @8 8

StorageGRID«= 0| 2H0|| s 2= S& 071 2L 662 XJ LI
SE EE XMLEH D

StorageGRID= CH21t 22 Q¥ 2& XML Ef2E X[ eLCt,

* Event
* Filter

* FilterRule

18


https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketLifecycleConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketNotificationConfiguration.html

° Id

* Name

* NotificationConfiguration
* Prefix

* S3Key

* Suffix

* Topic

®* TopicConfiguration

* Value

StorageGRID £A
"t Z10f| CHet &g

"PutBucketPolicy"

URI #2| D74 8 @F &

StorageGRIDE= 0| K0 Chs| 2E ==

2y g2

0

rd

X| &= JSON 2= 2E=0] Cheh XpA[et

"PutBucketReplication"
URI 32| Oi7HH= 8 28 5|0
StorageGRIDE= 0| K0 Chs| RE ==
2 E2EZ XML E{O

* Bucket

* Destination

® Prefix

®* ReplicationConfiguration

* Rule

* Status

®* StorageClass

StorageGRID £
"tHZI0f| CHot &g

OH7HH 4~

g e

OH7HH

sl ot S XIEgL k.

sl ot S XIEFgLct.

XN L.
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketReplication.html

"PutBucketTagging"

URI 2| Di7HH 5 @F 3

StorageGRID= 0| 0] CHslf 2= 2& Of7iH= 5 6|H S K LICE
2y &

o

StorageGRID 78 2A| Amazon S3 REST APIO|A] Hoot RE Q¥ 2& O7HHS~E XY L|Ct

Ho

StorageGRID £A
"tHZ10]| CHeE &Fed

"PutBucketVersioning
URI #2| Oi7Hs 3 2F 3i|h
StorageGRID= 0| 2H0]| Cisll 2E =5 0ff7iH = 2 &5 X[t
eF 22 ij7fHs

StorageGRIDE Ct21 242 QX

M

= Of7HEH S KIRARLIC

®* VersioningConfiguration

* Status

StorageGRID 2 A1
"E{ 2101 CHoh 2

"PutObject"
URI 72| 074 2 24 s
StorageGRID= 0| @80i| tigt BE S& 0f7HH= 2L 6|5 2 X[@oHH, Ch2at 22 F718l|H & X[ et
* Cache-Control
* Content-Disposition
* Content-Encoding
®* Content-Language
* Expires
* x—amz-checksum-sha256
* x—amz-server-side-encryption
* x—amz-storage-class
* x—amz-server-side-encryption-customer-algorithm
* x—amz-server-side-encryption-customer-key
* x-—amz-server-side-encryption-customer-key-MD5

* x—amz-tagging
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketVersioning.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObject.html

* x—amz-object-lock-mode

* x—amz-object-lock-retain-until-date
* x—amz-object-lock-legal-hold

* x—amz-meta-<metadata-name>

e =2

* Z4x|2f ofFl |0l

i

StorageGRID £
"PutObject"

"PutObjectLegalHold"

URI 72| oi7HH = Sl 2F 3|0

StorageGRID= 0| 2¥0j| tiel RE ZE 0f7H#4 U |62 Kgghch.
o =

o

StorageGRID 78 ZA| Amazon S3 REST APIO|A Hoot ZE @ 2& Of7HHSE XY SL|Ch

Mo

StorageGRID £A
"S3 REST APIE At&3t0{ S3 Object Lock 43"

"PutObjectLockConfiguration™

URI #2| Oi7HH 3! @F 6|0

StorageGRID= 0| 2H0]| Cisll 2= S5 Of7iH = 2 &2 X[ gLt
QN =

o

StorageGRID 78 2A| Amazon S3 REST APIO|A] Hoot RE @ 2& O7HHS~E XY efL|Ct.

Ho

StorageGRID 2 A
"S3 REST APIE AF23t0{ S3 Object Lock 74"

"PutObjectRetention™

URI 72| Oi7HH = Sl 2F 3|0

StorageGRID= 0| 2H0f| tet 2= Z& 7= 5L 6H SHE X8, MM Q= LS 8|5 = X[ @ eLC,

* x-—amz-bypass-governance-retention

QN =

o

StorageGRID 78 2A| Amazon S3 REST APIO|A Hoot RE Q@ EE Oj7HHS~E XY fL|Ct

Ho

StorageGRID £A
"S3 REST APIE A25H0{ S3 Object Lock 7+A4"
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObjectLegalHold.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObjectLockConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObjectRetention.html

"PutObjectTagging™

URI 32| 0j7iH4 9 2F |-
StorageGRIDE 0| QM| CHsl| RE ZE

¥ 2

Ho

StorageGRID 78 ZA| Amazon S3 REST APIO|A Holot RE @

StorageGRID £A
"ZHH|Of| CHSE H Ak

- -

"RestoreObject"

URI 32| 0j7itH 3 2F ¢|C
StorageGRIDE= 0| K0 Chs| 2E ==

e
N

M
Mo

o oz

"SelectObjectContent”

URI 32| 0j7itH 3 2F §|-
StorageGRIDE= 0| K0 Chs| 2E ==

o
XEEE 25 220 tiet XiMe LHE2 THES

* "S3 Select A"
» "SelectObjectContent"

"UploadPart"

URI 72| oi7HH= Sl 2F 3|0

StorageGRIDE 0| QM| LSt RE ZE

2| oi7HtH s X ARILIC.

* partNumber

* uploadId

OH7HH 2=

OH7HEH 2=

OH7HEH 2=

oy 7K

a2 ohEa 22 7 2F sl ASLIC

* x—amz-checksum-sha256

Xt

[}

T

A
e

al

=x

sl ot XIEgLCt

91 8|cig X|etLict,

L= 22 oo st XkMISt LHE 2 "RestoreObject"S RERSHUAIL.

91 8|cig K|Sk,

XSHAA| 2.

5ilEf URI #2| OH7HH

* x—amz-server-side-encryption-customer-algorithm

* x—amz-server-side-encryption-customer-key

* x—amz-server-side-encryption-customer-key-MD5

Ho

e =2

HeEo

O - L=

=& X

=

o
o

Oi7HH 45 XLt

tH, F7t2 L3122 URI


https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObjectTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_RestoreObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_SelectObjectContent.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_UploadPart.html

* olig 22| O[T H[o|E

StorageGRID £A
"UploadPart"

"UploadPartCopy"

URI 72| D7t 5L 7 &

StorageGRID<= 0| ¥ tier 2= =& 07 5L 6H URI #2] ti7iE 8 XI@stH, &7t2 Ch31 22 URI

el oi7HH = X2 T}

* partNumber

* uploadId

a2 chga 22 7t 23 §lH 7 ASH L

X—amz-copy-source
* x—amz-copy-source-if-match
* x—amz-copy-source-if-modified-since
* x—amz-copy-source-if-none-match
* x—amz-copy-source-if-unmodified-since
* Xx-amz-copy-source-range
* x—amz-server-side-encryption-customer-algorithm
* x—amz-server-side-encryption-customer-key
* x—amz-server-side-encryption-customer-key-MD5
* x—amz-copy-source-server-side-encryption-customer-algorithm
* x—amz-copy-source-server-side-encryption-customer-key
* x—amz-copy-source-server-side-encryption-customer-key-MD5
2y gg
None

StorageGRID 2 A1
"UploadPartCopy"

StorageGRID S3 REST APl 1A HIAE

AWS CLI(Amazon Web Services Command Line Interface)S AF25t0] A|AH AAS
HIAESID AE el £ &= A=K =eld = JASLICH

A|Zfotz] FHof

* AWS CLIE CtRZ =810 MX|RELICH "aws.amazon.com/cli”.
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_UploadPartCopy.html
https://aws.amazon.com/cli

- Moz "2 C Wik o

2 EOIEE MMASLICE"0|(FH U
IP FALQLAIEY ZTE HSE 2

e =) o
211 QUOJOF SHLICH "S2[0|UE HES 2ot IP T4 8 ZE"S HRSIYAL.

|

* "S3HIEE AES ddUSLICL 0|7t ASLICE

* HIAEH 232I5t0 "M~ 7| = MRS LIS LT

Of={eh EtA0f et XtMISt LI82 "22[0|9E A& 7

0x
mjo
o2t
B
_0'1
1
>
1)

CHA|
1. StorageGRID A|ARIO| A HMot AHE ALESHEE AWS CLI ™S FASHIAIL.
a. M BEZ FYSLICE aws configure
b. MMSH A AAMA 7| IDE UHELICE
C. MMt AF HIL AM|A F|E YHSHA L.
712 X9 2 UAHSINR. 0|2 50, us-east-1.

o. AFBE 7| 2 HAIS YASIILE Enter 71S =2/ JSONS MHSHIAIL,

O| MO ME ZE WM ASZEOIETLIP FTA 10.96.101.17 Y T E 104438 AI2SIE 2 LML QUCHD
gL,

aws s3api --endpoint-url https://10.96.101.17:10443
--no-verify-ssl create-bucket --bucket testbucket

B3] AAd0| A

A OO o

OH

HOZ t=E|™ CHS O|A|QF 20| Q| 2| X[7} "tehElL|Ct,
"Location": "/testbucket"
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aws s3api --endpoint-url https://10.96.101.17:10443 --no-verify-ssl
put-object --bucket testbucket --key s3.pdf --body C:\s3-
test\upload\s3.pdf
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aws s3api --endpoint-url https://10.96.101.17:10443 --no-verify-ssl
list-objects —--bucket testbucket
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aws s3apil --endpoint-url https://10.96.101.17:10443 --no-verify-ssl
delete-object --bucket testbucket --key s3.pdf

aws s3api --endpoint-url https://10.96.101.17:10443 --no-verify-ssl
delete-bucket --bucket testbucket
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PUT /bucket?object-lock HTTP/1.1
Accept-Encoding: identity
Content-Length: 308

Host: host

Content-MD5: request header

User-Agent: s3sign/1.0.0 requests/2.24.0 python/3.8.

X-Amz-Date: date
X-Amz-Content-SHA256: authorization-string
Authorization: authorization-string

<ObjectLockConfiguration>
<ObjectLockEnabled>Enabled</ObjectLockEnabled>
<Rule>
<DefaultRetention>
<Mode>COMPLIANCE</Mode>
<Years>6</Years>
</DefaultRetention>
</Rule>
</ObjectLockConfiguration>
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GET /bucket?object-lock HTTP/1.1

Host: host

Accept-Encoding: identity

User-Agent: aws-cli/1.18.106 Python/3.8.2 Linux/4.4.0-18362-Microsoft
botocore/1.17.29

x—amz-date: date

x—amz-content-sha256: authorization-string

Authorization: authorization-string

SE HlAl

HTTP/1.1 200 OK

x—amz-id-2:

1VmcB70XXJRKRHIFiVgl151/T24gRfpwpuZrEG11Bb9ImOMARAe 980xSpX1knabAOLTVBYJpSIX
k=

x—amz-request-id: B34E94CACB2CEF6D

Date: Fri, 04 Sep 2020 22:47:09 GMT

Transfer-Encoding: chunked

Server: AmazonS3

<?xml version="1.0" encoding="UTF-8"7?>
<ObjectLockConfiguration xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<ObjectLockEnabled>Enabled</ObjectLockEnabled>
<Rule>
<DefaultRetention>
<Mode>COMPLIANCE</Mode>
<Years>6</Years>
</DefaultRetention>
</Rule>
</ObjectLockConfiguration>
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"Rules": [
{
"ID": "rulel",
"Filter": {
"And": |
"Prefix": "categoryl/",
"Tags": [
{
"Key": "key2",
"Value": "tag2"

by
"Expiration": {
"Date": "2020-08-22T00:00:002"
by
"Status": "Enabled"

"ID": "rule2",
"Filter": {
"Prefix": "category2/"
by
"Expiration": {
"Days": 100
by
"Status": "Enabled"

"ID": "rule3",
"Filter": {
"Prefix": "category3/"
by
"NoncurrentVersionExpiration": {
"NoncurrentDays": 50

}o
"Status": "Enabled"
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aws s3api --endpoint-url <StorageGRID endpoint> put-bucket-lifecycle-
configuration
--bucket testbucket --lifecycle-configuration file://bktjson.json

TMo| M3XOo = MEE|UE=X| &0ls2H GetBucketLifecycleConfiguration 82
g 22t ZELICt

aws s3api --endpoint-url <StorageGRID endpoint> get-bucket-lifecycle-
configuration
—--bucket testbucket

PutObject, HeadObject == GetObject RES ML mf ~H F7| L2 Btz 50| EH K0l HEE|=X]
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O£ S04, 0] PutObject 282 2020'H 6 220 LHE|ACH testbucket HZ K|S HHX| LT}

aws s3api --endpoint-url <StorageGRID endpoint> put-object
--bucket testbucket --key obj2test2 --body bktjson.json
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*"Expiration": "expiry-date=\"Thu, 01 Oct 2020 09:07:49 GMT\", rule-
id=\"rule2\"",
"ETag": "\"9762f8a803bc34f5340579d4446076£7\""

0lE S0, 0] HeadObject 22 testbucket HZl0]| = SE e 2|2 HEIH|O|HE 7IM e Ol AFEE|ASLICH.
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aws s3apli --endpoint-url <StorageGRID endpoint> head-object
--bucket testbucket --key obj2test?2
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"AcceptRanges": "bytes",

*"Expiration": "expiry-date=\"Thu, 01 Oct 2020 09:07:48 GMT\", rule-
id=\"rule2\"",

"LastModified": "2020-06-23T09:07:48+00:00",

"ContentLength": 921,

"ETag": "\"9762f8a803bc34£5340579d4446076£7\""

"ContentType": "binary/octet-stream",

"Metadata": {}
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ICH 20|17t 1MiBILICE.

CSV 2% T2 oAl

POST /{Key+}?select&select-type=2 HTTP/1.1
Host: Bucket.s3.abc-company.com
x—amz-expected-bucket-owner: ExpectedBucketOwner
<?xml version="1.0" encoding="UTF-8"?>
<SelectObjectContentRequest xmlns="http://s3.amazonaws.com/doc/2006-03-
01/">
<Expression>string</Expression>
<ExpressionType>string</ExpressionType>
<RequestProgress>
<Enabled>boolean</Enabled>
</RequestProgress>
<InputSerialization>
<CompressionType>GZIP</CompressionType>
<CSV>
<AllowQuotedRecordDelimiter>boolean</AllowQuotedRecordDelimiter>
<Comments>#</Comments>
<FieldDelimiter>\t</FieldDelimiter>
<FileHeaderInfo>USE</FileHeaderInfo>
<QuoteCharacter>"'</QuoteCharacter>
<QuoteEscapeCharacter>\\</QuoteEscapeCharacter>
<RecordDelimiter>\n</RecordDelimiter>
</Csv>
</InputSerialization>
<QOutputSerialization>
<CSV>
<FieldDelimiter>string</FieldDelimiter>
<QuoteCharacter>string</QuoteCharacter>
<QuoteEscapeCharacter>string</QuoteEscapeCharacter>
<QuoteFields>string</QuoteFields>
<RecordDelimiter>string</RecordDelimiter>
</CSV>
</OutputSerialization>
<ScanRange>
<End>long</End>
<Start>long</Start>
</ScanRange>
</SelectObjectContentRequest>

73



Parquet 28 T2 Of|A|

POST /{Key+}?select&select-type=2 HTTP/1.1
Host: Bucket.s3.abc-company.com
x—amz-expected-bucket-owner: ExpectedBucketOwner
<?xml version="1.0" encoding="UTF-8"?>
<SelectObjectContentRequest xmlns=http://s3.amazonaws.com/doc/2006-03-01/>
<Expression>string</Expression>
<ExpressionType>string</ExpressionType>
<RequestProgress>
<Enabled>boolean</Enabled>
</RequestProgress>
<InputSerialization>
<CompressionType>GZIP</CompressionType>
<PARQUET>
</PARQUET>
</InputSerialization>
<QutputSerialization>

<CSsv>
<FieldDelimiter>string</FieldDelimiter>

<QuoteCharacter>string</QuoteCharacter>
<QuoteEscapeCharacter>string</QuoteEscapeCharacter>
<QuoteFields>string</QuoteFields>
<RecordDelimiter>string</RecordDelimiter>
</CSV>
</OutputSerialization>
<ScanRange>
<End>long</End>
<Start>long</Start>
</ScanRange>
</SelectObjectContentRequest>

sQL #2| oA

O] #2|= F 0|F, 2010 21+, 2015 =F ¢l7t 8l 0|= 217 ZALCl|O|E| CHH| HetES 7t SLICt T F=7t
Ot AR E= FAIELICE

SELECT STNAME, CENSUS2010POP, POPESTIMATE2015, CAST((POPESTIMATE2015 -
CENSUS2010POP) AS DECIMAL) / CENSUS2010POP * 100.0 FROM S30Object WHERE

NAME = STNAME

Z3|g ool M ¥ &9 "SUB-EST2020 ALL.csv'2 Ct=2at Z&L|C.

dlo

74



SUMLEV, STATE, COUNTY,, PLACE, COUSUB, CONCIT, PRIMGEO FLAG, FUNCSTAT, NAME , STNAME,
CENSUS2010POP,

ESTIMATESBASE2010, POPESTIMATE2010, POPESTIMATEZ2011, POPESTIMATE2012, POPESTIM
ATE2013, POPESTIMATE2014,

POPESTIMATE2015, POPESTIMATE2016, POPESTIMATE2017, POPESTIMATE2018, POPESTIMAT
E2019, POPESTIMATE042020,

POPESTIMATE2020

040,01,000,00000,00000,00000,0,A,Alabama,Alabama, 4779736,4780118,4785514, 4
799642,4816632,4831586,
4843737,4854803,4866824,4877989,4891628,4907965,4920706,4921532
162,01,000,00124,00000,00000,0,A, Abbeville
city,Alabama,2688,2705,2699,2694,2645,2629,2610,2602,
2587,2578,2565,2555,2555, 2553

162,01,000,00460,00000,00000,0,A,Adamsville

city,Alabama, 4522,4487,4481,4474,4453,4430,4399,4371,
4335,4304,4285,4254,4224,4211

162,01,000,00484,00000,00000,0,A,Addison

town,Alabama, 758,754,751,750,745,744,742,734,734,728,

725,723,719, 717

AWS-CLI AHZ Of|A] (CSV)

aws s3api select-object-content --endpoint-url https://10.224.7.44:10443
—--no-verify-ssl --bucket 619c0755-9e38-42e0-a614-05064£f74126d --key SUB-
EST2020 ALL.csv --expression-type SQL --input-serialization '{"CSV":

{"FileHeaderInfo": "USE", "Comments": "#", "QuoteEscapeCharacter": "\"",
"RecordDelimiter": "\n", "FieldDelimiter": ",", "QuoteCharacter": "\"",
"AllowQuotedRecordDelimiter": false}, "CompressionType": "NONE"}' --output
-serialization '{"CSV": {"QuoteFields": "ASNEEDED",
"QuoteEscapeCharacter": "#", "RecordDelimiter": "\n", "FieldDelimiter":
",", "QuoteCharacter": "\""}}' --expression "SELECT STNAME, CENSUS2010POP,

POPESTIMATE2015, CAST ((POPESTIMATE2015 - CENSUS2010POP) AS DECIMAL) /
CENSUS2010POP * 100.0 FROM S30Object WHERE NAME = STNAME" changes.csv

=3 ol 2 ¢ £2! ‘changes.csv' 2 Ct2at Z&L|Ct,

Alabama,4779736,4854803,1.5705260708959658022953568983726297854
Alaska, 710231,738430,3.9703983633493891424057806544631253775
Arizona, 6392017,6832810,6.8959922978928247531256565807005832431
Arkansas, 2915918,2979732,2.1884703204959810255295244928012378949
California, 37253956,38904296,4.4299724839960620557988526104449148971
Colorado,5029196,5454328,8.4532796097030221132761578590295546246



AWS-CLI AHE Ol A| (Parquet)

aws s3api select-object-content -endpoint-url https://10.224.7.44:10443
--bucket 619c0755-9e38-42e0-a614-05064£f74126d --key SUB-

EST2020 ALL.parquet --expression "SELECT STNAME, CENSUS2010POP,
POPESTIMATE2015, CAST ((POPESTIMATE2015 - CENSUS2010POP) AS DECIMAL) /
CENSUS2010POP * 100.0 FROM S30bject WHERE NAME = STNAME" --expression-type
'SQL' --input-serialization '{"Parquet":{}}' --output-serialization
'{"Csv": {}}' changes.csv

=3 MAQl changes.csve| XS & £2 LSt Z&LICL

Alabama, 4779736,4854803,1.5705260708959658022953568983726297854
Alaska,710231,738430,3.9703983633493891424057806544631253775
Arizona, 6392017,6832810,6.8959922978928247531256565807005832431
Arkansas, 2915918,2979732,2.1884703204959810255295244928012378949
California, 37253956,38904296,4.4299724839960620557988526104449148971
Colorado,5029196,5454328,8.4532796097030221132761578590295546246
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PUT /bucket?x-ntap-sg-lastaccesstime=enabled HTTP/1.1
Date: date

Authorization: authorization string

Host: host

Of ofi®l= HZl2| OFX|2 MM A A|ZHS HIZH-G=tetL|C),

PUT /bucket?x-ntap-sg-lastaccesstime=disabled HTTP/1.1
Date: date

Authorization: authorization string

Host: host
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DELETE /testl?x-ntap-sg-metadata-notification HTTP/1.1
Date: date

Authorization: authorization string
Host: host

GET H3! HEIH|0|H ¥ XM A28t StorageGRIDO|A HM E3tS ML Ct

INe
GET K3l HEIH|O[H Y2 14 QNS AMESHH JHE K310 CHot AM S22 2 MSH= O
AMEEl= M XMLE AT £ QI&L|CE

92



0| ZtH S 2= 812 H s3:GetBucketMetadataNotification #eH0| AAHLE A R E {0} EfL|Ct.

2H oAl

O] 282 "bucket 2f= 0|52 HZ0] et HIEtH|O|E] 2E 74 S AMBLICY.

GET /bucket?x-ntap-sg-metadata-notification HTTP/1.1
Date: date

Authorization: authorization string

Host: host
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<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>
<Destination>
<Urn>arn:aws:es: region:account-
ID :domain/ mydomain/myindex/mytype </Urn>
</Destination>
</Rule>
<Rule>
<ID>Rule-2</ID>

</Rule>

</MetadataNotificationConfiguration>
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HTTP/1.1 200 OK

Date: Thu, 20 Jul 2017 18:24:05 GMT
Connection: KEEP-ALIVE

Server: StorageGRID/11.0.0
x—amz-request-id: 3832973499
Content-Length: 264

Content-Type: application/xml

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix>2017</Prefix>
<Destination>
<Urn>arn:aws:es:us—-east-
1:3333333:domain/records/current/2017</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>
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Unable to save the metadata notification (search) policy. The specified endpoint
URN does not exist: URN.
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<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>
<Destination>
<Urn>arn:aws:es:region:account-
ID:domain/mydomain/myindex/mytype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Rule-2</ID>

</Rule>

</MetadataNotificationConfiguration>
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PUT /testl?x-ntap-sg-metadata-notification HTTP/1.1
Date: date

Authorization: authorization string

Host: host

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>

<Urn>urn:sgws:es:::sgws-notifications/testl/all</Urn>

</Destination>
</Rule>
</MetadataNotificationConfiguration>
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PUT /graphics?x-ntap-sg-metadata-notification HTTP/1.1
Date: date

Authorization: authorization string

Host: host

<MetadataNotificationConfiguration>
<Rule>
<ID>Images-rule</ID>
<Status>Enabled</Status>
<Prefix>/images</Prefix>
<Destination>
<Urn>arn:aws:es:us-east-1:3333333:domain/es-
domain/graphics/imagetype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Videos-rule</ID>
<Status>Enabled</Status>
<Prefix>/videos</Prefix>
<Destination>
<Urn>arn:aws:es:us-west-1:22222222:domain/es-
domain/graphics/videotype</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>
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"bucket": "test",
"SGWS/Tagging.txt",
"versionId": "",

" key" .

"accountId":
"size": 38,
"md5" :
"region":"us-east-1",
"metadata": {

"age": "25"
b
"tags": {

"color": "yellow"
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GET /?x-ntap-sg-usage HTTP/1.1
Date: date

Authorization: authorization string
Host: host
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HTTP/1.1 200 OK

Date: Sat, 29 Nov 2015 00:49:05 GMT
Connection: KEEP-ALIVE

Server: StorageGRID/10.2.0
x—amz-request-id: 727237123
Content-Length: 427

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?>

<UsageResult xmlns="http://s3.storagegrid.com/doc/2015-02-01">
<CalculationTime>2014-11-19T05:30:11.000000Z</CalculationTime>
<ObjectCount>4</0ObjectCount>

<DataBytes>12</DataBytes>

<Buckets>

<Bucket>

<Name>bucketl</Name>

<ObjectCount>2</ObjectCount>

<DataBytes>6</DataBytes>

</Bucket>

<Bucket>

<Name>bucket2</Name>

<ObjectCount>2</ObjectCount>

<DataBytes>6</DataBytes>

</Bucket>

</Buckets>

</UsageResult>
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The Compliance feature is deprecated.
Contact your StorageGRID administrator if you need to create new Compliant
buckets.
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StorageGRID2| If 0| A AFRE|X| SH= GET H{3! 7& £4 Q8

GET HZl A8 £+ QE2 O o[ ArEE|X| GSLICE o[ 7| & A #8 £ H20
oM ME B¢ 8 =5 S =elotE 0] RES AL AT = ASLCH

b |

O|™ StorageGRID HHM[M MBS =AU StorageGRID 7 &4 7|52 O 0|4 AFEEX| 4O S3
Object Lock@ 2 CHH|E|ASLICE XtM|E I8 LIS 2 XS AI2.

@ * "S3 REST APIE AIE30 S3 Object Lock T43"
* "NetApp 7|2 At=: StorageGRID 11.50|M 7|& A &4 HIIZ 22|s= 2"
0| A 2= 8t H s3:GetBucketCompliance E 0| AAHLE FE A Z0|0{0f THL|LC.

2H oAl

O] Al REE S3ll 0|Z0| "'mybucket ¢! HZ0]| Chiet 8 =+ TS =l = ASLICH

GET /mybucket/?x-ntap-sg-compliance HTTP/1.1
Date: date

Authorization: authorization string

Host: host

SE Al
SE XMLOI= ‘<SGCompIiance>‘H'|5"01| HEE[= 8 &5 2%0| LIZELIL} o] Al SE2 2 &7t 22| =0
=8 AEEH 114(525,600%) S EEE= H2l9| #8 &4 8FS EHELICL o of Halol= 8H E&

ZX7t HEEIX| ASLICE 2 7—'1*1I'.: 18 = NS 2 AHELIC

HTTP/1.1 200 OK

Date: date

Connection: connection
Server: StorageGRID/11.1.0
x—amz-request-id: request ID
Content-Length: length
Content-Type: application/xml

<SGCompliance>
<RetentionPeriodMinutes>525600</RetentionPeriodMinutes>
<LegalHold>false</LegalHold>
<AutoDelete>true</AutoDelete>

</SGCompliance>
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o|& 243
RetentionPeriodMinutes O HZlof| =712l Al H= 7|ZHE)JLICH E& 7|2+ A7t a2|=0f
ST AIFRE AZELC
LegalHold © H: ol A2 M HAH EE ZX|7t HEE|0] ASLICE 0] K29l K=
HE 7|12t0] A= E|ACtE HH 2Z ZX|7F oA 2 Wintx| ARg 4
gfaLct.

I

* A3 Ol HAI2 A HAH EZ JEf7L OFELICE O] HZQ| K= BE
7|2t0] 2= E[H AFE + ASLICEH

AutoDelete  True: O HZI0f Q= K= £Z 7|7t0] BIE|® AH5 02 ARELIC
T, B{200] WA HZE Mol = AP ofelelL|c,

« 7{3l: 0] H{ZI| K= HE 7|70 BHRE|O{E AHEOZ ALH|E|X|
AELICE AH[BHOF 5t AR =S 2= AMK|SHOF BfL|CH.

CtH
=]

=

olo

HZI0| A™2 E45IEE éé'é!EIXI ot AQ QLo HTTP AEl == 404 Not Found 0| S3 28 FEE=
*XNoSuchBucketCompliance I L|C}.

StorageGRID2| [ 0|4 AFEE|X| 2= PUT HZl 1 &+ 28
PUT H3l 8 & 82 O 0|4 AEE|X| gt5LICH SEXITE 7| EL AN #E &4 KA
F =

=

o T
Chet 8 &4 282 +Hot= o= ol REE A& AHEY = AUSLICE olE S0 7
= £ HESALI EZE 7|2hE S + USLICH

O|™ StorageGRID HHMA S =AU StorageGRID 8 &5+ 7|s2 o 0|4 AFEE(X| g2l S3
Object Lock@ 2 CHH|Z|AESLICH RtASH LIE S TS S XA
@ * "S3 REST APIZ AE3}0] S3 Object Lock 4"
* "NetApp 7|2 At=: StorageGRID 11.50|A 7| & A &4 HIIS 2|t B
0| ZtAE 2= 812 H s3:PutBucketCompliance # 10| UAHLE FE A Z0|0{0f THL|LCt.
PUTHZA 78 &4 288 dilid = 78 &+ 489 BE HEo| 242 XI™soF gL(Ct.
2 of|A|
O] OflA| -2 mybucket “El= 0|F2 HIl0| et A &4 HFES HELICE. O] HAlMN=

‘mybucket HZI0| XZE HH7F 22| =0 =FE AIFFE] 1:0] Ot 214(1,051,200:%) S EZELIC. Of
H2l0= HA HZ0] BHEO AKX SSLITH 2 AHME 28 = XAS22 AN ELC]
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PUT /mybucket/?x-ntap-sg-compliance HTTP/1.1
Date: date

Authorization: authorization name

Host: host

Content-Length: 152

<SGCompliance>
<RetentionPeriodMinutes>1051200</RetentionPeriodMinutes>
<LegalHold>false</LegalHold>
<AutoDelete>true</AutoDelete>

</SGCompliance>
= AF
RetentionPeriodMinutes 0| H{Zlol| 715l Z{K|o| BE 7|7HE)QILICH BE 7|7+ A7} a2| =0
FEE AFRE AIZELICE
&8 RetentionPeriodMinutesti| M 2f2 X[He o= HZIQ oIl E&
7|2ECE 3AL 2 22 K-8 OF °”—|Ef. HZlel HE 7|7to] HEE|H
s U2 =Y + gleH, =2 0 AGL|CH
LegalHold . ’é.*: O| HZI2 S HE EE X7t HEE|0| JAELICE O A K=
7|1Zto| RE|JHEHE HA HE IX[7} SixE mi7HK] AxE
I:IAI:II_|E'I-
* M3 o] HZI2 oixf HA HE MEf7L OFEL|Ct O] 2l K= EE
7|2to] Rt=E|™ AKX E 4~ USLICH
AutoDelete * True: O] HZI0H| Y= K= HE 7(2H0| BtEE|H X522 AKX ELICEH
T HZI0| HA HE MEjo]| Qe ZR= ol LICH
* AA: o] H3l2| K= EE 7[7H0| PtRE|H = XSO = AN E[X|
SASLICH AtH|sof St B2 =322 AbA|sH{of BfL|Ct.
T F4 Mo Uy

PUT HZl & &+ @82 AH8%t0] S3 H3lo 3 &4 MA S AH|I0|ESHH StorageGRID= 12| = HA|0f| A
72| HIEIH|O|E{E YHIO|ES2 1 A|=&LICL 7|2X O Z StorageGRIDE Strong-global 224 S AF25H0]
D E HI0o|E MIE| AFO|EQt 2! HIEIH|O|EE E8st= RE AEE|X| LB HAE 78 £ X0 Cish M7 =
7| datde HEE BFYL|C

o

CilO|E| MIE{ AIO|E K= ST AIO|EQ| 02| AER|X| LEE MEE 4 §10] StorageGRID7} Strong-global
AUUME HMT el B, SE CHet HTTP MEf == 503 Service Unavailable.

0l 842 How J2|= HaIT7) Boldlol HRE AT MU AE Ace el MBY YR o} Bl
Q2[E BR(RTE % AOIEOH S2B ARAK LEE S 4 UEES UL 2 G 22, 71 X LolA
Strong-site Y2AS 2H2 iei0f Aer QHE Al Al oI el & Rl
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@ 71& X EHol XIAIZE JAALE 8l =& Ar&2| HAHA AntE TS| Of8HHX| gt= o, PUT 2l 73
F+E ?l3ll Strong-site L2ES ZH=Z X ESHX| OHHA|L.

UM ZZ *ZA Tt ALO| E(Strong-site)* 2 X 3=M StorageGRID= OO EE #H &4 HHO0| s{{Th AFO|E LHQ
S0 E B CHSMTH MT| = 217| S |A[GIEE BRTYLICH |, 2E AMO|EQt AEE|X| L EE ALY
& UZS WX StorageGRID A|AEIZ BT A0 CHoll YAM Q= o2 7He| L2tE|X| $2 HEE |AIL
USLICH O|2{eh L2tE|X| 42 BFE2 of|7[X| @t HIEEISHK| 42 SEE X2 = JELICH o|E S0, H3lS
HY HE MEfE METH = Lt -’F-’F-; SEH H3l9 o|™ 'FP‘" = MI"(—', A HZE 6lix|)0| YR GIO|E ME
AO|EOIM A& MEE & JELICH ZHEo = WA HE A2t o—|§ﬂ': K| 7F 2Z& 7| 2H0] DPEEPII ALEX}
I = AutoDelete(2d3tEl Z2)01l 2fs AXIE &+~ JASLICL

Strong-site Yt ALE S ZA[S2{H PUT Bucket 8 &4 @82 CHA| A5t CHE3 20| consistency-
Control HTTP Q# 8|HE ZastYAL.

PUT /mybucket/?x-ntap-sg-compliance HTTP/1.1
Consistency-Control: strong-site

* HZI0| REE EF5ITE WHEIX 42 22 SHEI HTTP & 2=+ "404 Not Found™ LT}

* 2M9| ‘RetentionPeriodMinutes' 0| 22| $4x{f HZ= J|ZHHLCH B2 AL HTTP &Ei Z == "400 Bad

>
o
o
rm
2
0
=
(02}
M
4>
i
do
rot
.
C
_|
T

2 /Y 2"

${post_edited_translations.segment}

StorageGRIDO|A AWS M= AIESI04 83 H{Zl 8l QLEHME| Lot HMA S H|ofst= &Y

StorageGRID= Amazon Web Services(AWS) MM AHOIE AHESIH S3 HIHETF K3l 9
S 2] LH2| Z4K|0fl CHE HMAE Mo & JEF SHLICH StorageGRID A|ARI2 S3
REST API H&H o1019| LR E °._4°.=.”—|Ef. 83 API01| CHot HMA HHME JSON HAlo=
A EL|Ct

HMA IR
StorageGRIDE= Al 7tX| 9| KA~ FMS X[ ELICE

* *H{3] H**2 GetBucketPolicy, PutBucketPolicy, DeleteBucketPolicy S3 API 2t¢! EE= Tenant Manager E=
Tenant Management APIE ArE3t04 2t2|ElL|CH B2 HM2 B0 HEE|0f H‘Ii‘ L2RA AN E=CHE
AZO| AEXTL s 2! 3 3! LY ZiA[of] M| ASHE WS MO{StEE AMELICH K3l FM2 stLte| M3l
oz &0l M EL|Ct.

- 1Tod

**OF HM2 E|HE 22[Xt = HIHE 22| APIE AFESH Y EILICE 28 HM2 AFe 250 HEE 0
e 250 Al 2R2 EF 2laA0f HhAS = JEE S ELILICE OF FM2 5Lt 2F1 of2 H2lof2t
x-IQ_EIL_||:|.

od
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* M4 BA: AssumeRole HS MAE o TSELICH MM HAS het AlMoIet HBE|H, 18 L ¥
M0 A SO Het 9|0 ALRAIT 2H= et F7t2 FolgLct
() 22 sz 2 M =4 Zols L4290 1ol gLt
StorageGRID HZ! 8! & M2 AmazonOllA Folot EX EHE IHELICE 2 M L0 = ™ Z H{E0|
= g 247 ZFELC

ACH, 2t R0l=

* Statement ID(Sid)(AMEH AFgt

~

=

* Principal/NotPrincipal
* 2|2~ A/NotResource
* Action/NotAction

© B (MEH AFE

2

HM 22 CH3ot 22 £ E AME5t¢ A2 X|Hot=E M ELICE <Condition>0][(7+) MEE Ul <Principal>0|(
7l) <Resource>U| A <Action>2(E) +Hot= A2 S1E/HESH | 2l <Effect>2(2) FHELICE

Zt BN A= EF 7|52 2o AHZE LT

[SE ol

Sid Sid 24 MEH AFSRILICE Sid= AFEXIof| Cigt HE 8= =0 ALSELICE
Sid= XMZ&E| X2t StorageGRID A|AEIO| A s M E|X|= t&LICE,

ko Effect @A E AFESHY X|HE 2H0| HBE|=X| E= HEE =X 0RE
MHEBHLICEH X|E[= Action 24 7|/IES AFESI0 H'|5’I tE= Z4H[ofl ChHo
SE(Es HE)Y 2 S AE6oF 2L(CE

Principal/NotPrincipal AIEXE, O 9 A-HO| EX 2|AAN MM ASHD EX EA S LM E
58 = ASLICL 0| S3 MEO| ZEE[0] UX| 2 F2, Hot FH =
QIUEIIE ZXHHE X|Hot0] AF HNATL SEELICL 7|2Ho = AH
SETH s AFHO| ARSt EI**OH WM AT = JSLICH
HZl X0 M= Principal 248 X8t ElLICE 1F FMo| AL, HAO|
HAZE=l OF0| YSHQI Principal 247} EIL|CE.

2|2 A/NotResource Resource 24 & H3l1t UK E AMHBL|CH Amazon 2|&A O|F(ARN)S
A5 2|AAE AESHT M3 5! ZA|of CHot B S{8stAHLE HES
T USLICL

Action/NotAction ool = Y (Action)t Z1H(Effect)2t= & 7HX 4 247} Q&LICY.

0| 2|AAE QXA sliE 2|20 CHot HAMA 2SHo] RO = ALt
HEELCH BAHoZ AotS LHBHX| o H M AT HREE X, BAH
HEE M50 LHE Mol Rojet 2ot [Fole = ASLIC.
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MEH AFSRILICH =S ALESHH FHE Mot ot= AlZIE

Action 22A0|ME QAUETFIE EXH*)E ALESt R E XY £= &

= ol ofel HEs K- > JASLICLUE E
0| Action2 s3:GetObject, s3:PutObject, s3:DeleteObject S2| Hotat LX|EL|Ct

s3:*0Object

2la RA0ME ALBETIE EXH*)2H (?)E AHEY = ASLICE BE(*)= 071 0| 42| EXtet SRS, 2 SH(?)=
olof HHY ZXtet LX|FLICt.

Principal 20| A= 2l

OlH HM|A(RE ALEXIOA HoHE B0)E M= FRE HMelstne AYEIIE EXIIt
K| X| G&LICEH & £ Principal 212 QPUEIIE(ME MEE 4 JUELICE

"Principal":"*"

"Principal" T {"AWS":"*"}

CtS Cf|Al0| M= Effect, Principal, Action 5! Resource RAE A5t MM B2 H

— o —| =
EffectE AF25t0] Principal, admin 1& federated-group/admin % finance 1& “federated-group/finance 0f|
*s3:ListBucket 0|2t= 0|22| tZI0f| CH$t Action “mybucket 2t i E H3l LIS 2E ZHA|of| it Action
's3:GetObject 2 =Y &= Y= A2 RoSh= HA| H2 HM 22 HOFLICL

M- =

FL|C}. o] BlAl= "Allow"2tH=
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"Statement": |

{

"Effect": "Allow",
"Principal": {
"AWS": [

"arn:aws:iam::27233906934684427525: federated-group/admin",
"arn:aws:iam::27233906934684427525: federated-group/finance"
]
by
"Action": [
"s3:ListBucket",
"s3:GetObject"
1,
"Resource": [
"arn:aws:s3:::mybucket",
"arn:aws:s3:::mybucket/*"

HZL ZMOl 37| M|gH2 20,480HI0|E0| 1, OF MO 37| M[eh2 5,120H[0| ELICE.

= o |
0| MEBE|= O 2|CH 1520 712 2Q& £ AFLICE 7|2X 2 HI FHof tigt ZE YH0|E=
g2 |FXIELCH

HOZ JE MM 3t DE UEI0|EL AF ATMS QRIBLICH I8 WA UBYS 2K 5T M Yoz
S | A

2 240
g8t 42

| E0 EH?_P L HYS HEY = ASLICE S S0, AO[E Foli i Aol = K2

O] 22 consistency-Control 8|E{E PutBucketPolicy ™| MAESIHLE PUT 3l L2t QE S ALEY
USLICH HZ FMo| S S EHoH FM IO = Qlo HE Arg0| MEBE|= O 2T 87} FI7t= AR E
olAL|C}
M- .

() YhEe wEe s s dad U2 O o= Sun B2, A0l BEe U3l 47
MF 2ol 2o FSaiof HLICh DX %OM ¥ BE WA 280 $FE FO| HBELICH

Ml ol 217t

NN RS ABRTL IES ST 0ft 20| ST MM SO ALSE 4 I HEHS UAKOR TBHoH AMIA
MMOILICE AlM FMS Hoto| b2l FEDH 5188 4 UOM, 271 MBS HOR £ YALICL I8 A= O
Zolst U2 7K 4 YL,
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${post_edited_translations.segment}
M MH0| A ARN2 Principal 2242 Resource 2401 AF2EIL|CE.
 ${post_edited_translations.segment}

arn:aws:s3:::bucket-name
arn:aws:s3:::bucket-name/object key

* [HS 28 AE5H0 ID 2|AA ARN(AFE X B! O8)S X|IFELCt.

arn:aws:iam::account id:root
arn:aws:iam::account id:user/user name
arn:aws:iam::account id:group/group name
arn:aws:iam::account id:federated-user/user name

arn:aws:iam::account id:federated-group/group name

7|Et 112 Abet:

* ${post_edited_translations.segment}

* K| 710]l X" = A= FH 2XH= JSON UTF-8 EE= JSON \u O|AH|O| I A|RAE ALESH QIR

BN
Lot HHE B2 X HE| K| gELIC.
"RFC 2141 URN 72"

PutBucketPolicy 240l CHst HTTP @8 EE2 charset=UTF-82 ¢|Z T =[0{0F BfL|LC.

M| 2|AA K

M Z0|lM Resource R4 AHE0H0] 2ot0] SIE&|7LE HEE HIl L= M E XFE & ASLICH

© 2t A MHo|= 2|AA QAT EQPBHL|CH MMM 2|AAE Q@4 "Resource’ 2 BAIE|H, Q|9 2L

‘NotResource' 2 HFA|ElL|CT,

* S3 2|24 ARNS AME5H0 2|AAE X[FRILICE oS S LSt Z&L T

"Resource": "arn:aws:s3:::mybucket/*"

© A 7| Lo M H-E MEY = JASLILE oS SH LSt Z2ELIL

"Resource": "arn:aws:s3:::mybucket/home/${aws:username}/*"

L BAA S O HAS WA 0 OFN EASHK|

rir
I
N
I
>

%

9'1'
1
4]
it}
i
o


https://www.ietf.org/rfc/rfc2141.txt
https://www.ietf.org/rfc/rfc2141.txt
https://www.ietf.org/rfc/rfc2141.txt

MO M 2oF FH| X|7™
Principal 248 AME2dto] A 2of wzt 2|AA0| ChEt HMATL SI8/HEE ALEXL, OF E=HEAE A™S
AlHBIL|CE

* B3] MOl Zk M MHO||= Principal RA7F ZEHE|0{0F SLICH 18 Mol MM Mme I XA 7}
Principal2 ZtFE|2 2 Principal 27t 2 Q6HX| &L|CE.
M0l A A= "Principal” 222 EA|E|H, ®2|2| AL0|= "NotPrincipal"2 HA|ELICt.

A 718F ID= ID = ARNE AE5H0] X| & sHOF LTt

"Principal”: { "AWS": "account id"}
"Principal": { "AWS": "identity arn" }

O] AN E EIHE AN FEQ i AI™of| &3t ZE AFEXIE Eotst= HIHUE AN ID
272339069346844275252 AF2¢tL|CY,

"Principal”: { "AWS": "27233906934684427525" }
Y RED RYY S UL
"Principal": { "AWS": "arn:aws:iam::27233906934684427525:root" }

* EF A MEX("Alex")E X HY = ASLICH

"Principal": { "AWS": "arn:aws:1iam::27233906934684427525:federated-
user/Alex" }

* EH 0|E{2)|0| M O E("Managers")S X[ &g £ USLICH

"Principal": { "AWS": "arn:aws:iam::27233906934684427525:federated-
group/Managers" }

* ol FHIS KW 4 ABLICE

i

"Principal": "*"

* 23S Lot AEXt 0| F tHil AFEX UUIDE MEE =+ USLICE
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arn:aws:iam::27233906934684427525:user-uuid/de305d54-75b4-431b-adb2-
eb6b9%e546013

£ S0, ZATF XS ML ST AFEXE O Alex 0| AMMIE[UACtD THHS ERSLICH. MZ2
HATL ZZ0 RO SUE "hlex ALEXI O|ES ZEULH, M ALEXI= 2= X 24A| &2 AFEXtOfA|
=

U2 HI YMS M P o ofx EMSHX| b= O F/AERL 0| ES XIFY = ASLIC.

Mol M et XE

FHO|M Action Ra& 2|20 Tt MotS 518/ F otz | AHEELICH Mol M x-S 4= Q= Het HE2
"Action" 24 = H|2|E LIEILH= "NotAction" 4= HA|EL|CE O|2{et 2t 24+= 7 S3 REST API %0

OHEE LTt

SiiE Holl= HZlo| HEE|= Hetat 2H|of| HEE[= 20| LIEE[ ASLICEH

A3, Ol= 22 Amazon S3 At LK ELILC.

—_ =

Amazon S3+& O|H| PutBucketReplication %! DeleteBucketReplication 2 250
s3:PutReplicationConfiguration #2t2 AL IL|Ct StorageGRID= 2t 2H0]| CHal H= o Aot

o

AHE put HUS ALESHH 7| E S HolE o - EL T

H2lo| ME&= #et
ot S3 REST API ] StorageGRIDO]| Cl{st
INECZNPNES
s3:CreateBucket CreateBucket 0.
D 2E oAt
t&gtLICt.
s3:DeleteBucket DeleteBucket
s3:DeleteBucketMetadataNotification DELETE Bucket H|E}H|O|E &2l 1A off
s3:DeleteBucketPolicy DeleteBucketPolicy
s3:DeleteReplicationConfiguration DeleteBucketReplication o, PUT &
DELETEO| CH3t
"o #ot
s3:GetBucketAcl GetBucketAcl

s3:GetBucketCompliance GET Bucket compliance(X|& St o
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ot

s3:GetBucketConsistency
s3:GetBucketCORS
s3:GetEncryptionConfiguration
s3:GetBucketLastAccessTime
s3:GetBucketLocation
s3:GetBucketMetadataNotification
s3:GetBucketNotification
s3:GetBucketObjectLockConfiguration
s3:GetBucketPolicy
s3:GetBucketTagging
s3:GetBucketVersioning
s3:GetLifecycleConfiguration

s3:GetReplicationConfiguration

s3:ListAllIMyBuckets

s3:ListBucket

s3:ListBucketMultipartUploads

s3:ListBucketVersions

114

S3 REST API 2¢d

GET Bucket &2tA

GetBucketCors

GetBucketEncryption

GET H{2! OFX|} QA A A|ZH

GetBucketLocation

GET HZl H|EtHofE 2& +

GetBucketNotificationConfiguration

GetObjectLockConfiguration

GetBucketPolicy

GetBucketTagging

GetBucketVersioning

GetBucketLifecycleConfiguration

GetBucketReplication

ListBuckets

ListObjects
HeadBucket

RestoreObject

» RestoreObject

GET Bucket HH

NE S MEE 7IH L]

ListMultipartUploads

StorageGRIDO]| CH$H
AR XIH

of

of

of

0o, GET Storage
Usage?| 2



Hot
s3:PutBucketCompliance

s3:PutBucketConsistency

s3:PutBucketCORS

s3:PutEncryptionConfiguration

s3:PutBucketLastAccessTime

s3:PutBucketMetadataNotification

s3:PutBucketNotification

s3:PutBucketObjectLockConfiguration

s3:PutBucketPolicy

s3:PutBucketTagging

s3:PutBucketVersioning

s3:PutLifecycleConfiguration

s3:PutReplicationConfiguration

2iHof HE&|= Mt

S3 REST API 2¢d

DeleteBucketCorst
PutBucketCors

DeleteBucketEncryption

PutBucketEncryption

PUT Bucket OFX|2} HAM|A A[ZF

PUT H 2! HIEIH|O|H &3 74

PutBucketNotificationConfiguration

* CreateBucket with the x-amz-

bucket-object-lock-enabled:

true 24 || (s3:CreateBucket
Hote HQ)
» PutObjectLockConfiguration
PutBucketPolicy

* DeleteBucketTaggingt
* PutBucketTagging

PutBucketVersioning

* DeleteBucketLifecyclet

» PutBucketLifecycleConfiguration

PutBucketReplication

StorageGRIDO]| CH$H

MEXXIE
ol

of

of

of

o, PUT &
DELETEO| CHgt
Hizo|
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st

—_

s3:AbortMultipartUpload

s3:BypassGovernanceRetention

s3:DeleteObject

s3:DeleteObjectTagging

s3:DeleteObjectVersionTagging

s3:DeleteObjectVersion

s3:GetObject

s3:GetObjectAcl

s3:GetObjectLegalHold

s3:GetObjectRetention

s3:GetObjectTagging

s3:GetObjectVersionTagging

s3:GetObjectVersion

s3:ListMultipartUploadParts

116

S3 REST API ¢ StorageGRIDO]| CH$H

MEXXIE

AbortMultipartUpload
» RestoreObject

DeleteObject
DeleteObjects
PutObjectRetention

DeleteObject
DeleteObjects

» RestoreObject

DeleteObjectTagging
DeleteObjectTagging(ZiX|2] EH HT)

DeleteObject(EX HZH 2| Z4A|)

GetObject
HeadObject

RestoreObject
SelectObjectContent

GetObjectAcl

GetObjectLegalHold
GetObjectRetention
GetObjectTagging
GetObjectTagging(ZiH|S| EH HH)
GetObject(ZiX|2] EH HH)

ListParts, RestoreObject



Hot S3 REST API Z¢ StorageGRIDO]| CH$H
AR XIH

s3:PutObject PutObject

» CopyObject

RestoreObject

CreateMultipartUpload

CompleteMultipartUpload
UploadPart

UploadPartCopy
s3:PutObjectLegalHold PutObjectLegalHold
s3:PutObjectRetention PutObjectRetention

s3:PutObjectTagging PutObjectTagging

s3:PutObjectVersionTagging PutObjectTagging(ZiX|o] EX HZX)

s3:PutOverwriteObject PutObject o

CopyObject

PutObjectTagging

DeleteObjectTagging

CompleteMultipartUpload

s3:RestoreObject RestoreObject

PutOverwriteObject H 3t ALS

s3:PutOverwriteObject #ot2 K| E WAL HOH[0|ESH= Yol HE &= ALEXL X|E StorageGRID
#eotlL|Ct o] #gh Moy w2t 22H0|HETL 24K[2f 0|, ALK} He| HEIH|O|E] EE= S3 K| EfAE HO{ZE =+
UA=X| 27t AFELICE

* 5| 8: SE0[UET HHE HO{E 5 ASLICE 0]Z0] 7|2 A LICE

* HE: Z20|MEE NS HOE £ iELICH 'HE' 2 MHSIH PutOverwriteObject EH2 CH2 1t 20|
xt=StL|C}
1Tod .

oH1
g‘r
oX

201N 7|E K7L wAE HS:
- Ko ClO|El, AFRXF o] HIEIEIOIE] = S3 A EfZS ol & gaLICh
- 7% E9 BE Gl0|E 47 0| A|AE T @F 7t gHEtElLIC)

* S3 A T2t M AL, AR M- 2 PutObjectTagging &£ DeleteObjectTagging Z¢10] 24|
2 S ZiK|2f BIX 0| Ofl BT Q| TagSetE +Mdt= WS ¢ 7[|°”—||1f
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° 7|1EHHE HE + gle B2 0| Het2 otRE 230| glgLitt

+ o H3t0| gl FL, 618 Hsto| MHE AU SU B

=l

t7F LIEFEFLICE.

ST S3 KXol A HO{M7|S 32311 PutOverwriteObject 28H0| HEE MEE|0] Y= AL,

@ Z2I0|HE = A2 H|O|E, AFEXt F 2| HIEIH|O|E = A E{OE Ho{& o~ l&LICh 3t
Z2I0|HE £ 2X| Solzto] MEHE A7 > Hot A > HEY 3 I i), siT MFO|
PutOverwriteObject #ot A& S ™[ EL|LC}.

x7IS FMo| MBE|S AIHS HOlFLICH Z2S HAxiet 7|3t W2 TMEL
Z71S WIS 9o 71-3t WS ABELICH T2 Q45 02 TAS T3S 4 YoM, 2t AL ofzf 713t WS
Z3te 4 YLt 7 222 013 #AI2 A8

Condition: {
condition type: {
condition key: condition values

CtS ofloll A IpAddress =712 Sourcelp =71 7|& AtEgtL|Ct.

"Condition": {
"IpAddress": {
"aws:SourceIp": "54.240.143.0/24"

by

T
N LY
it

X7 elAtR} Moy
StringEquals 7|9t 2RI ZHe Hest YR|([CHASK 22)S 7|Z0= HlmELct,
StringNotEquals 7|9t EXIE 2t CHAEXIE PRSI B Uk WAL J|toR

H| W gfL|Ct.
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U AL 29

—

StringEqualsignoreCase 7|2t 2X1E 22 Hats| LX|st=X| o 2o w2t | DL CHIHA 2K &2
a12).

StringNotEqualslgnoreCase 7|2t 2X1E S H| e [l CHAZXIE R ESHK| &0 2™ X gHAlS
ArEeL|C,

StringLike 712 2XHE oS 9| X R (CHAZEX #2)2 Hlwghct * 3 2

QIULEIIE EXHE AEE + ASLICH

StringNotLike 7|9t 2XIH 2t CIARXIE FESHE 2 Uk YAOR HmBLICE * L ?
AUETIE EXHE AHEE = ASLICH

NumericEquals HEst UK 6RE 7|ZO2 7|9t 2K ZS H@FLICH

NumericNotEquals 7|9t =Xt 242 B LK HAZ J|8O 2 H|wBtL|C}.

NumericGreaterThan "HLF 28 7|&=0 = 7|2 =X} 22 H|w L}

NumericGreaterThanEquals "L ZE"S 7|EC R 7|2 =X} g2 H| WLt

NumericLessThan "HLF X2"g J|ZO0 R 7|9 =Xt gt H|metL|Ct.

NumericLessThanEquals "KL 2 E3"2 7|ECE 7|9 =X} g2 H| WLt

RE 7|12 22 {0t H| 05t "H = AR LK R E ol

IpAddress FIEIPFAEE IPFA H{Q} H|wBhL|CH

NotlpAddress IS 1P FL L= IP A Hel B LK LAlO= H|wetL|Ct,

Null S QF HEAEN =A 7|7t JEX| EolstL|ct.

IfEXists Null ZHE Mg BE T HLXtof| =16t sie =4 7|9 21 2 E
stoletL|Ct =21 7|7t gle™ TRUEE gtetgtLCt

Rl
rio
mn
rr
P
Y
N
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= 7|

aws:Sourcelp

aws:username

s3: AR 7|=

s3:ExistingObjectTag/<tag
-key>

s3:max-keys

120

=
e [2
el
Rl

s3:ListBucket 3

s3:ListBucketVersions
ot

s3:DeleteObjectTagging

s3:DeleteObjectVersionTa
gging

s3:GetObject
s3:GetObjectAcl
3:GetObjectTagging
s3:GetObjectVersion
s3:GetObjectVersionAcl

s3:GetObjectVersionTagg
ing

s3:PutObjectAcl
s3:PutObjectTagging
s3:PutObjectVersionAcl

s3:PutObjectVersionTaggi
ng

s3:ListBucket !

s3:ListBucketVersions
At

Ad
QXO| MAEl |P =AQ H|WEHL|C} B3] E= ZH|
Aol A = JUSLICE

A1:S3 2HO| 22| E 5! AIO|EYO] LEQ| EE
WA MH|AS S| MEE HLR, 0l 25 W2 A
MH|A HAEZIO |P AL} H[WEIL|CE

AT ERALC| HIEQY 2 MM S ARSt= AL, o
2T B2 M| |P =AQ} H|WEIL|CH QB MS Stolst &
=
o

PO HE x-Forwarded-For d|HE

T & 7|= of7iH 4= ListObjects &=
ListObjectVersions 80| X|HE #2 7|= O{7fH 2t
Hl gL Ct.

7|1E Aol £ e 7|2t 2ol RA0{of BhL|Ct.

ListObjects == ListObjectVersions 80| X[ ™ El
max-keys Of7HtH =2 H| W SFL[C}.



= 7|

s3:object-lock-mode

s3:0object-lock-mode

s3:object-lock-remaining-
retention-days

s3:object-lock-remaining-
retention-days

s3:prefix

s3:RequestObjectTag/<ta
g-key>

s3:x-amz-server-side-
encryption-customer-
algorithm

KA
14

s3:PutObject

s3:PutObjectRetention

s3:PutObject

s3:PutObjectRetention

s3:ListBucket 3!

s3:ListBucketVersions
At

s3:PutObject
s3:PutObjectTagging

s3:PutObjectVersionTaggi
ng

s3:PutObject

M HEL s W o] k= =

29

QHF g0l M &=l object-lock-mode  2(E)
PutObject, CopyObject 3! CreateMultipartUpload
%1} HlwetL|ot,

‘object-lock-
mode *PutObjectRetention Rl xML
20 ZHEE LHE1 HlmeL|Ct.

‘x-amz-object-lock-retain-until-
date’ 2H dCjo| XFE EE J|gt E=
K2l 7|12 2E J(ZH0AM AlLtEl 2t
Hlwsto] of2{st Zto| Cis REO| CHal HE
Jtset Hel Lol U}=X| =elgL|ct.

* PutObject
» CopyObject
 CreateMultipartUpload

PutObjectRetention 2M0]| X|HEl EZ 7|otat H|wsHo]
518 Hel Lhofl A=X| =elgfL|Ct.

ListObjects £ = ListObjectVersions 80| X[ M El
HSAL 04O H 4=2F B ghL| T,

2 e o] ZetE F2 £EF BT 7|9f 2ol
el

LM S0l A 2EEl sse-customer-algorithm

L = “copy-source-sse-customer-algorithm® 2}

H| W LI Ct PutObject, CopyObiject,
CreateMultipartUpload, UploadPart, UploadPartCopy,
CompleteMultipartUpload 49| & 8|0 A &&=l
LH &1} Bl gLt

.MM BHAE= Resource 84 LHOIM EE=
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Condition 22 LHO| EXtE HluWHM AtES £ JUSL|CH

O] ol Al0fl M 4 “${aws:username} = Resource 42| YEHQIL|C},

"Resource": "arn:aws:s3:::bucket-name/home/S${aws:username}/*"

O| GilA|O[A] B> "${aws:username} = = EE9| A Zto| YHIL|CE

"Condition": {
"StringLike": {
"s3:prefix": "S${aws:username}/*"
}o
BHa Ay
S${aws:Sourcelp} Sourcelp 7| € MSE HEZ AFREILICE
${aws:username} N3 HEZ ALK} O|F 7|1 E AFEELCE

=
OH
n

${s3:prefix} HEZ MH|AE MEALF|E ALEEL|CE

>
OH

${s3:max-keys} 2l Ha 2 MH|AY max-keys 7| AHEELICH

5(%) S4 2xRUCE ST XIS X IR ARG ELICE
5(2) S+ 2xpUC S XS X 2 SSE(?)E ALSELICH
5(5) S4 2XPULICL HY 2XE X DR $'2 ABBILITH

S xj2i7t mas HA 4y

R Hoj| et =oto|Lt XX 0l 20l 9IRS Kafzt 4 Y HB0| L0JE £ YALICH | Sof A™e| £

AL XIS KICHSt= A7} QISLIC} Stor ageGRID S3 RESTAPI 7812 Amazon2Ct MM Qe M HALA| €
AASHK| T M It A0l = SLSHA LHEL|Ct,

XM M M Q3 Amazon SX} StorageGRID S%t
ZE AHof chst 2E HotE2 K3 F2OID AM Fo[X|2H RE Y
AAZ MBS} AEX A2 2E S3 H3A

4 xfelof Chet HBHS

==
F|XIgLC
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g Y g R Amazon S StorageGRID 5%}
AFEXHIE| Chet ZE Hete OE f=ota ZH=o| AL S

KHLIOf|A] 745

oIf A™ IE0 2E A 518 H HZE A RO 2 HHo|M 5 EE

ZR20E 25 S3 3l H™
Ztdof cHek #otol 405
Method Not Allowed 2FE
HrstetL|Cf

QIE AH RE E= AFEXOAH H KR MMM S EE s
BE A5 E A0z 2 E S3 3l MK

Ztdof| ciet Hetol 405

Method Not Allowed 2LFE

gt etL|Ct

N

SE AEXOA 2E 2o E1EA SEoHX|TH HE S3HI HAM S
CHSE MotE 2oLt o] cHSt Hoto| 22 AH
FE AMEX} S AL Xt0]| CHat
405 Method Not Allowed
QLR E dhetetL|C},
DE AEXMAH 2E 2o Al F2ot Al FZ0[X[2H FE Y
CHer HotS HEELICH MEXAN¥E2 2 S3 H3
A Zolofl gt Uete
SX[gLICt.
Principal2 =X{stX| Qb= S1EA EHE2E FH| SX=kel)
AMEXtEE OSQL|CH
Blars EXSR| 4= 83 18 fuet sY
2l ILICE.
Principal2 2Z JELIC}. S Al HEE FH| S TX=X;
HMS AQXITL Ol AW (AY B QEYLICL M= MAx  REELICL BHE HI AQK
AH™ Zholl FHHIE v k[ 5 |H2| AR0|H K2l HAo| A™O ARULICH HZ HxHOo|
Uges HotE BofetL|Ct. HMEE|X| ASLICH MMX} MEgELCt

AH2 MK ACLE AHESIN
Zi|of| cHet HM|A ots
S ofstiof L.

ot HoE M of3 H 212 & AU=(WORM) E=
CIOIE, AHE Xt Mol K| HIELH|O|E % S3 ZiN| EfZ 2 ES517| 2|8 WORM(Write-Once-Read-Many) HZI S

ddg = ASLICE WORM HAI2 A K| HES 518stn 7| & 2HES| HO{MT| E= AN E LRSS
FHYLICH K70l EHE A F SILIE AESHAIL.
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HOMT|7t et HREEF 5t UHEE +AY - ASLICE

+ J2|S BRIRIOIA T > Hot > Hot M > UEIT Y AR 0|Sote] *Z2f0|AE 7 WX| HolRtS
MeBiL|ct.
* O} 74 8 S3 HME MBBHIAIR.

° 83 M0 PutOverwriteObject DENY XS 2=718tL|Ct.
° DeleteObject DENY 22 S3 AMof| =7tghL|Ct.
° S3 X0 PutObject ALLOW X4 S F7}8tL|Ct.

@ 3 Z™0j M DeleteObjectE DENYE AHSIHEIE "30Y & SAHE 07H"2t 22 20| /U= B2
ILMOI HHE MASH= g T2 = USLICL
@ ol2{gt 5 A M S MESIHEE SA| MI|E UKD = USLICHAZ A TE). SHX| 2
SAHOR ABE HOMI|E W 4 UBLICHAY B HE).
A2 A SA| MT|(EX|=X] 42)
/mybucket/important.doc
PUT#1 ---> OK
PUT#2 - —————- > OK
42 B: &AHCE 2= El HO{MT|(UX[EH)
/mybucket/important.doc
PUT#1 —-—————- > PUT#2 ---X (denied)

rH

Hye

* "StorageGRID ILM 1#2|0] Z{K|E 2t2|5H= 2"
* "OflA| H{Z! KA

< QA T2 KK

= |

 OA ML TR

* "ILMZ AHESHY K| 22|

- "E|UE AIF A"
StorageGRID S3 REST API M| &% o
CHS OlMIE ALE3t0] StorageGRID MM HAES L MHSHAMA| L.

~
S

Ol Al: 2K HME 51 E3H= Al

rx
J)I-
I
Jal

Of Ol AlGi[ A MM 2| F=HI=

= A E S & JAELICE "s3:PutOverwriteObject” #et At21t 22
StorageGRID 2t& X2 HMelot ZE CHE Y2

= =
AEHOZ HEEILICH MM HM2 AssumeRole APIE S &Y
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https://docs.netapp.com/ko-kr/storagegrid-120/s3/how-storagegrid-ilm-rules-manage-objects.html
https://docs.netapp.com/ko-kr/storagegrid-120/s3/how-storagegrid-ilm-rules-manage-objects.html
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"Statement": |
{
"Action": "s3:GetObject",
"Effect": "Allow",
"Resource": "arn:aws:s3:::bucketl/*"
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> aws s3api put-bucket-policy --bucket examplebucket --policy
file://policy.json
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"Statement": |
{
"Sid": "AllowEveryoneReadOnlyAccess",
"Effect": "Allow",
"Principal": "*",
"Action": [ "s3:GetObject", "s3:ListBucket" ],
"Resource":
["arn:aws:s3:::examplebucket", "arn:aws:s3:::examplebucket/*"]
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"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "95390887230002558202"
by

"Action": "s3:*",

"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

]

by
{

"Effect": "Allow",

"Principal": {

"AWS"™: "31181711887329436680"
by

"Action": "s3:GetObject",

"Resource": "arn:aws:s3:::examplebucket/shared/*"

by
{

"Effect": "Allow",

"Principal": {

"AWS": "31181711887329436680"
by

"Action": "s3:ListBucket",

"Resource": "arn:aws:s3:::examplebucket",

"Condition": {

"StringLike": {

"s3:prefix": "shared/*"
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"Statement": |
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202:federated-
group/Marketing"
by
"Action": "s3:*",
"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"
]
by
{
"Effect": "Allow",
"Principal": "*",
"Action": ["s3:ListBucket","s3:GetObject"],
"Resource": [
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"
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"Statement": |
{

"Sid": "AllowEveryoneReadWriteAccessIfInSourcelIpRange",

"Effect": "Allow",

"Principal": "*",

"Action": [ "s3:*Object", "s3:ListBucket" ],

"Resource":

["arn:aws:s3:::examplebucket", "arn:aws:s3:::examplebucket/*"],

"Condition": {
"IpAddress": {"aws:SourcelIp": "54.240.143.0/24"},
"NotIpAddress": {"aws:SourcelIp": "54.240.143.188"}
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"Statement": [

{

"Effect": "Allow",

"Principal": {
"AWS": "arn:aws:iam::95390887230002558202:federated-user/Alex"

by

"Action": [
"s3:x"

I

"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

]

by
{

"Effect": "Deny",

"NotPrincipal": {
"AWS": "arn:aws:iam::95390887230002558202:federated-user/Alex"

by

"Action": [
"s3:x"

1,

"Resource": [
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

0| Al: PutOverwriteObject %t

0| 0f|0of| A Deny PutOverwriteObject 3 DeleteObject0il CHet Effect= 7= 24*|2| G|O|E, AFEX} F2| H|EIH|O|E
%! S3 K| Ef S HOIMILE MY = U= E SLiCt.

129



"Statement": |

{

"Effect": "Deny",
"Principal": "*",
"Action": [

"s3:PutOverwriteObject",
"s3:DeleteObject",
"s3:DeleteObjectVersion”

1,

"Resource": "arn:aws:s3:::wormbucket/*"
by
{

"Effect": "Allow",

"Principal": {

"AWS": "arn:aws:iam::95390887230002558202:federated-
group/SomeGroup"

by

"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::wormbucket"
by
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202:federated-
group/SomeGroup"
b
"Action": "s3:*",
"Resource": "arn:aws:s3:::wormbucket/*"
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"Statement": |
{
"Action": "s3:*",
"Effect": "Allow",
"Resource": "arn:aws:s3:::*"
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"Statement": |

{

"Sid": "AllowGroupReadOnlyAccess",
"Effect": "Allow",
"Action": [

"s3:ListAl1MyBuckets",
"s3:ListBucket",
"s3:ListBucketVersions",
"s3:GetObject",
"s3:GetObjectTagging",
"s3:GetObjectVersion",
"s3:GetObjectVersionTagging"
1,

"Resource": "arn:aws:s3:::*"
}
]
}
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"Statement": |

{

"Sid": "AllowListBucketOfASpecificUserPrefix",
"Effect": "Allow",
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::department-bucket",
"Condition": {

"StringLike": {

"s3:prefix": "S${aws:username}/*"

"Sid": "AllowUserSpecificActionsOnlyInTheSpecificUserPrefix",
"Effect": "Allow",
"Action": "s3:*Object",

"Resource": "arn:aws:s3:::department-bucket/S${aws:username}/*"

StorageGRID Z'Al 210i| 7|2 &l 83 ¢

HAF HIAX| = StorageGRID AMH|A0[A HEE[0 IAE 27 TpAof| MFELICE ZAt
S3 A LA HAIX|E AESHO M2l 3L Z4H| X0l TSt XhMist EE S

Z0|M

UASLICE.

ZAFED

oM =HE|= HIl &Y

» CreateBucket

* DeleteBucket

* DeleteBucketTagging

* DeleteObjects

» GetBucketTagging

* HeadBucket

« ListObjects

* ListObjectVersions

* PUT Bucket ZiE20[HA

* PutBucketTagging

* PutBucketVersioning

A
T

133



A 2300 7|=E A 2

* CompleteMultipartUpload
» CopyObject

* DeleteObject

» GetObject

* HeadObject

PutObject

* RestoreObject

» SelectObject

* UploadPart (ILM 70| A

* UploadPartCopy(ILM #&I0| A #% =

B —
7Y EE o

© A2 I A
S2t0|AHE M| ZEAL A X"
=

=

2tO[AE 817] ZEAF HIAIX]"

134


https://docs.netapp.com/ko-kr/storagegrid-120/audit/accessing-audit-log-file.html
https://docs.netapp.com/ko-kr/storagegrid-120/audit/accessing-audit-log-file.html
https://docs.netapp.com/ko-kr/storagegrid-120/audit/accessing-audit-log-file.html
https://docs.netapp.com/ko-kr/storagegrid-120/audit/accessing-audit-log-file.html
https://docs.netapp.com/ko-kr/storagegrid-120/audit/accessing-audit-log-file.html
https://docs.netapp.com/ko-kr/storagegrid-120/audit/accessing-audit-log-file.html
https://docs.netapp.com/ko-kr/storagegrid-120/audit/accessing-audit-log-file.html
https://docs.netapp.com/ko-kr/storagegrid-120/audit/accessing-audit-log-file.html
https://docs.netapp.com/ko-kr/storagegrid-120/audit/accessing-audit-log-file.html
https://docs.netapp.com/ko-kr/storagegrid-120/audit/client-write-audit-messages.html
https://docs.netapp.com/ko-kr/storagegrid-120/audit/client-write-audit-messages.html
https://docs.netapp.com/ko-kr/storagegrid-120/audit/client-write-audit-messages.html
https://docs.netapp.com/ko-kr/storagegrid-120/audit/client-write-audit-messages.html
https://docs.netapp.com/ko-kr/storagegrid-120/audit/client-write-audit-messages.html
https://docs.netapp.com/ko-kr/storagegrid-120/audit/client-write-audit-messages.html
https://docs.netapp.com/ko-kr/storagegrid-120/audit/client-write-audit-messages.html
https://docs.netapp.com/ko-kr/storagegrid-120/audit/client-write-audit-messages.html
https://docs.netapp.com/ko-kr/storagegrid-120/audit/client-write-audit-messages.html
https://docs.netapp.com/ko-kr/storagegrid-120/audit/client-read-audit-messages.html
https://docs.netapp.com/ko-kr/storagegrid-120/audit/client-read-audit-messages.html
https://docs.netapp.com/ko-kr/storagegrid-120/audit/client-read-audit-messages.html
https://docs.netapp.com/ko-kr/storagegrid-120/audit/client-read-audit-messages.html
https://docs.netapp.com/ko-kr/storagegrid-120/audit/client-read-audit-messages.html
https://docs.netapp.com/ko-kr/storagegrid-120/audit/client-read-audit-messages.html
https://docs.netapp.com/ko-kr/storagegrid-120/audit/client-read-audit-messages.html
https://docs.netapp.com/ko-kr/storagegrid-120/audit/client-read-audit-messages.html
https://docs.netapp.com/ko-kr/storagegrid-120/audit/client-read-audit-messages.html

4=

Mz gE

Copyright © 2026 NetApp, Inc. All Rights Reserved. O|=30|A Q12 E 2 EA2| oot HEE HEH ARXL
A MH 521 glo|= of et HAO|Lt EHFAL =2, =% EE= MX AM A|AH0| XMESH= AS H|Zet 2T,

AN = 7|AN o2 SXE o~ glEL Ch

NetAppO| MZH#E S 7HE Xt=0f| A= 2ZELY0{0f|i= of2HQ] 20| M AL nX|Aleto] X ZEL|C}.

=5, HoJE &4, 0] &4, Y St Ze5t0(010f I =X §4F), Of ALE 0] A= QIol| LMd}=

I
2= A o 71 A8, QU Sof, UM Ao, ZHA AdHo] Lo hotod 1 2 0|9, M, Ao}
O, {243t Mol S Bel(hAl i JX| %2 F2)2t 2210] Ofm{Et MUT X|X| oD, 0fet 22 Ao
24 JHs 0| SX|=IUC SHEFE ORI pRI LI

NetApp2 & A0 2 E HZFS ANEX o2 glo] HEY HE|E EFELICE NetApp2 NetApp2| HA|E Q!
MH So|E &2 ZRE Mestn & 2M0 2FE HFS A5 2dst= ofet ZH|0l| = M-S X|X| 5Lt
= HEZQ A = F0i2 B2 NetAppOliA= Ot ESH, dHH = 7|6 XA I LHHO0| HE L= 2to| AT
M SOl gdsLItt.

= B0 2FE HMFZ2 oLt ol¢2| 0= 59, ol 5] L= £ T2l 5512 2 UL

Mgtd M| Al HE0| ot AF2, EX| E£= S7H0ll= DFARS 252.227-7013(2014'F 28) 8! FAR 52.227-
19(2007'4 12&)2| 7|= H|O|H-H| 4 YA E=0i et #2|(Rights in Technical Data -Noncommercial ltems)
o 5t =g (b)(3)oll dHE HMptAtEto] MEEL|CE.

of7|off Z&E HO|E= AU ME W/EE 4YUE AH|A(FAR 2.1010] H2|)ofl sHEHSHH NetApp, Inc.2l 5
RHAtIL|CE & A2k 2l HS &= 25 NetApp 7|2 CIO|E X ZEE AZEY s 2EMOZ MHE0|H 710l
HI20O 2 JNUE|RELICEH O|= 2= HIO|E 7t M3 E O|= Alefat 2&sto] sHEh Al2kS XISt o2t HI0|E ol
CHot M MAXMOE HISHEHO0|I e 4 ol THAHR0| E7t56HH F& S7Hst 2to| A E HgtNo=
ZHELICE of7]0f| IS E BLRE M 2lSt NetApp, Inc.2| AP MH S0 ¢l0|= O] HIO|HE AL, 37H, M4t +=H,
28 e FA|E 4 QI&LICE 0|2 2UHR0)| Cist M5 20| MlA = DFARS £t 252.227-7015(b)(2014 2€)0]|
HA|El Ao 2 F|SHEIL|CH

AE H-

NETAPP, NETAPP 211 5! http://www.netapp.com/TM0| L} El Ot3= NetApp, Inc.2| HEL|CtH 7|EF S|AF S

HE OIE2 SiE 27X dHY = ASLIC.

135


http://www.netapp.com/TM

	S3 REST API 사용 : StorageGRID software
	목차
	S3 REST API 사용
	StorageGRID S3 REST API 지원 버전 및 업데이트
	지원되는 버전
	S3 REST API 지원 업데이트

	StorageGRID에서 지원되는 S3 API 요청
	일반적인 URI 쿼리 매개변수 및 요청 헤더
	"AbortMultipartUpload"
	"CompleteMultipartUpload"
	"CopyObject"
	"CreateBucket"
	"CreateMultipartUpload"
	"DeleteBucket"
	"DeleteBucketCors"
	"DeleteBucketEncryption"
	"DeleteBucketLifecycle"
	"DeleteBucketPolicy"
	"DeleteBucketReplication"
	"DeleteBucketTagging"
	"DeleteObject"
	"DeleteObjects"
	"DeleteObjectTagging"
	"GetBucketAcl"
	"GetBucketCors"
	"GetBucketEncryption"
	"GetBucketLifecycleConfiguration"
	"GetBucketLocation"
	"GetBucketNotificationConfiguration"
	"GetBucketPolicy"
	"GetBucketReplication"
	"GetBucketTagging"
	"GetBucketVersioning"
	"GetObject"
	"GetObjectAcl"
	"GetObjectLegalHold"
	"GetObjectLockConfiguration"
	"GetObjectRetention"
	"GetObjectTagging"
	"HeadBucket"
	"HeadObject"
	"ListBuckets"
	"ListMultipartUploads"
	"ListObjects"
	"ListObjectsV2"
	"ListObjectVersions"
	"ListParts"
	"PutBucketCors"
	"PutBucketEncryption"
	"PutBucketLifecycleConfiguration"
	"PutBucketNotificationConfiguration"
	"PutBucketPolicy"
	"PutBucketReplication"
	"PutBucketTagging"
	"PutBucketVersioning"
	"PutObject"
	"PutObjectLegalHold"
	"PutObjectLockConfiguration"
	"PutObjectRetention"
	"PutObjectTagging"
	"RestoreObject"
	"SelectObjectContent"
	"UploadPart"
	"UploadPartCopy"

	StorageGRID S3 REST API 구성 테스트
	StorageGRID의 S3 REST API 구현 방식
	StorageGRID S3 REST API가 충돌하는 클라이언트 요청을 해결하는 방법
	StorageGRID S3 REST API가 가용성과 일관성의 균형을 유지하는 방법
	StorageGRID에서 객체 버전 관리를 사용하는 방법
	S3 REST API를 사용하여 StorageGRID S3 Object Lock을 구성합니다
	StorageGRID의 S3 라이프사이클 구성에 대해 알아보십시오
	StorageGRID로 S3 REST API 구현 권장 사항

	Amazon S3 REST API 지원
	StorageGRID에서 지원되는 S3 REST API 작업 및 제한 사항
	StorageGRID S3 REST API가 요청을 인증하는 방법
	StorageGRID에서 지원되는 서비스 작업
	StorageGRID의 S3 버킷 작업 및 구현 세부 정보
	객체에 대한 연산
	멀티파트 업로드 작업
	StorageGRID S3 REST API 오류 응답

	StorageGRID 사용자 지정 작업
	StorageGRID에서 지원되는 사용자 지정 버킷 작업
	GET Bucket consistency 요청을 사용하여 StorageGRID에서 버킷 정합성 보장 수준을 검색합니다
	PUT Bucket 정합성 보장 요청을 사용하여 StorageGRID에서 정합성 보장 수준 지정
	GET Bucket last access time 요청을 사용하여 StorageGRID에서 버킷 마지막 액세스 시간 상태를 검색합니다
	PUT Bucket last access time 요청을 사용하여 StorageGRID에서 마지막 액세스 시간 업데이트를 활성화 및 비활성화합니다
	StorageGRID에서 DELETE 버킷 메타데이터 알림 구성 요청을 사용하여 검색 통합 서비스를 비활성화합니다
	GET 버킷 메타데이터 알림 구성 요청을 사용하여 StorageGRID에서 검색 통합을 구성합니다
	PUT Bucket 메타데이터 알림 구성 요청을 사용하여 StorageGRID에서 검색 통합 서비스를 활성화합니다
	GET Storage Usage 요청을 사용하여 StorageGRID에서 계정 및 버킷 스토리지 사용량을 조회합니다
	기존 규정 준수를 위한 더 이상 사용되지 않는 버킷 요청

	${post_edited_translations.segment}
	StorageGRID에서 AWS 정책을 사용하여 S3 버킷 및 오브젝트에 대한 액세스를 제어하는 방법
	StorageGRID S3 REST API 세션 정책 예
	StorageGRID S3 REST API 버킷 정책 예
	StorageGRID S3 REST API 그룹 정책 예

	StorageGRID 감사 로그에 기록된 S3 작업
	감사 로그에서 추적되는 버킷 작업
	감사 로그에 기록된 객체 작업



