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Dashboard

Buckets
View buckets

Platform services Groups

16

endpoints

View endpoints

Storage usage @

6.5 TB of 7.2 TB used

Bucket name Space used Number of objects

Bucket-15 969.2 GB 913425

® Bucket-04 937.2GB 576,806

® Bucket-13 815.2GB 957,389

® Bucket-06 812.5GB 193,843
Bucket-10 473.9GB 583,245
Bucket-03 403.2 GB 981,226

® Bucket-07 362.5GB 420,726

@ Bucket-05 294.4 GB 785,190

@ 8 other buckets 14TE 3,007,036

View groups

0.7 TB {10.1%) remaining

User

View users

Top buckets by capacity limitusage @

Bucket name Usage
Bucket-10 82%
Bucket-03 S7%
Bucket-15 20%

Tenant details @

Mama: Tenant02

10: 3341 1240 0546 8283 2208
' Platform services enabled
v Can use own identity source

V4 53 Select enabled
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Bucket name

Bucket-02

Bucket-09

Bucket-15

Bucket-06

Bucket-07

Bucket-04

Bucket-11

Bucket-03

9 other buckets

Space used

944.7 GB
899.6 GB
889.6 GB
846.4 GB
730.8 GB
700.8 GB
663.5 GB
656.9 GB

23TB

Number of objects

7,575

589,677
623,542
548,619
808,655
420,493
993,729
379,329

5,171,588
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grou ps Operations on groups
Jorg/groups Lists Tenant User Groups
Hame Description
type filter by group type
string
(query)
limit maximum number of results
integer
(query)
marker marker-style pagination offset (value is Group's URN)
string
|'que:'y;
includeMarker if set, the marker element is also returned
boolean
(query)
order pagination order (desc requires marker)
string
(query)
Responses Response content type applicationfjson v
Code Description
200
Example Value Model
{
"responseTime": "2018-02-01T16:22:31.0662",
"status": "success",
- "apiVer=ion": "2 25
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(D axshine. BE API BEHOIUES At o= HHl0I=8 S0l O/ B0 et Al2S
|42t OF BLICY.

QelE RE2 LIS 22 Y422 O 0|y ASEIX| ti= W22 EAIEL|L]

* S ¢l|IG= "Deprecated: true"L|Ct,
* JSON S& 220f "deprecated": trueZt LHE[0] UG
* nms.log ItU0|| Cf O|& MEE|X| S S L2l= Z1 HAIX| 7t =IHELICE ol & &M Cte 2t Z5LICH

Received call to deprecated v2 API at POST "/api/v2/authorize"

SR HE|A0M X E|= AP el

=

X El= API 72 HH 222 BH2Hst2{H GET /versions AP| RES AFB8HIAI2. 0] @2 Swagger API
22| config MM0f| USLICE
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GET https://{{IP-Address}}/api/versions
{
"responseTime": "2023-06-27T22:13:50.7502",
"status": "success",
"apiVersion": "4.0",
"data": [
2,
3,
4

QX A2 APIHZH X|IF

o
Hd
4n

APIHHHM2 F2 Of7H= (/api/va) E= 6|0 (Api-Version: 4)E AMESIH X|™Y ~ UELICEH &= 24
HSdt= <2 6l 240] E=2 ¢S X HI*°|°H-|E|'.

curl https://[IP-Address]/api/v4/grid/accounts

curl -H "Api-Version: 4" https://[IP-Address]/api/grid/accounts

StorageGRIDO|| A u Xt AIO|E 2F 2| WX|

FI|E AMEot= Q1S BAlg U516} 2I8 CSRF E22 AF23tH StorageGRIDO| CHEH Wkt
AOIE QF 2|X(CSRF) 242 YUX|st= ol =20]| ELICE Grid Manager?t Tenant
Manager= O| HQt 7|52 XIS = 2M3}5tH, CHE API 22I0|HE= 2001 A 243}

O HE MEHS &~ QUELICE

oH

ZARHE HTTP & POSTS} 22 WAIOR T2 AO|E0| 28 B 2018 ALBRIS| 77/ 0|84 S 212
SN2 4 Bt

StorageGRID= CSRF E22 AF85}0| CSRF 2202 26| B tL|Ct, 0| 7|50 242te|ot S5 27| LHZo|
=% 6| = S POST 22 el L8 xsHof erLict

0| 7|52 &dststed™ 215 B0l csrfToken HHHSE “true' Q2 BHEHSHIAIL. 7|22L2 false  RLICH.

curl -X POST --header "Content-Type: application/json" --header "Accept:
application/json" -d "{

\"username\": \"MyUserName\",

\"password\": \"MyPassword\",

\"cookie\": true,

\"csrfToken\": true

}" "https://example.com/api/v3/authorize"
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O| 240 trueO|™ GridcsrfToken F7|= Grid Manager 2321 A| 2|9 ZfO =2 MME|1 AccountCsrfToken
F7|= Tenant Manager 2101 A| lo|9| groz MEEL|Ct.

7|7t EXSH= B, AAR MENE HEY = A= ZE @B (POST, PUT, PATCH, DELETE)O|= Ctg & StLI7}
HtEA| ZSE[OfOF BiLICE.

* The x-Csrf-Token S|EHO|H, &|H2| Z2t2 CSRF EZ F7(2| 2= HHELICt
c ECQIRYEI ERZS 6{8t= JEXEQIEQ HAR: AcsrfToken = QAT E Q@ & O7fH-QIL|CE

CSRF HSE Pafstaipl "1a|= 22| API" i B LI 12| API'S(S) AFBSHIAIL.

@ CSRF EZ 7|7} 84X El @M 2 CSRF 30 tHet 71HQl Hz XX|Z JSON 28 222
o|AtsH= @ E QX0 L8l "Content-Type: application/json" SIS ZHA| M %tL|Ct.

O2|= Hef2|o]d HE AL

StorageGRIDO||M HI'HE 1OF S AEX =

HEEIF O2| = I 0] HES ArEotESE HEE[7Lt HEE 32, e HHEE oLt
StorageGRID A|AEI(E HHE)0| M CIE StorageGRID A|AE(EXE HHE)OZ
SHELCE HEEZ SXME £ A2 HEEN F0tEl 2 2F % MEX= SHI= HEE
SHE LT,

EHIHETL XS Y E StorageGRID A|ABIS HIHES| _AA J2|E 2t §HLICE HI'HETL X% = StorageGRID
AAEIS HEHEQ [HM Jz|=E EI'_T'_ FLIC}H S EHIYE 71|x-|8 EOIo|- HHA ID, o|§ AE-I%:I’ AEE|X| &tk ol shothE|

S JHAX[E, iy HIHEO = £7|0f| RE AEX} =27t ISLICH XpM|EE LHE2 "AHlE =H| 2t ':'°*°|7H§l'7" L
"S12E HUE 22|"S A XSAA|D.

—

2L 4R "u Xt T2|= SH"S floh HIHE AE FE SH7 2l £ J2|E 20| St HEHE 28q
AEXEE Lo{0F 2t 22| =01 M SHE Al 2H|off M AS = ASLICE

AY SHE Qe HEHE 222

|1 E A R0| 12| S HEfE|o] M ¢ ALg HBho| Yl A2 YIBE Cojo{1US HESC] 1F, AR U S3
AN A 7|2 BHSHS TS EOIBHIAIR.
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Permitted
tenant account

(2]

sgurce on both grids

v

Create federated
Eroupson source grid

Sign in to tenant
on source grid

\d

Using
identity
federation?
* Yes, grid
Optionally, create

federated groupson
sourcegrid

Yes,

Configure same identity tlEnant

StorageGRID imports
federated groupsto

destination grid

Create 53 access keys

A 4

Optional: Clone 53

o access keys from source

‘to destingtion

Mo

o

Create local groups and
USErson source grid

v

StorageGRID clones
lzcal groups and users
to destination grid

- |

HIE29 FQ = o3t Z2EU

o HEEN =29l

A2 JR|EEUET} XS MAE Da|S)0| BUE AFo| 2IIFLICH

e MEI™MOZ |D m|{2f|o| M

el 1 Aol HEfeolM 18
AR R0 SUs D 2A(SUs M
ABRLE SR 4

HHold 2F &8
e a8 W AMEREY

a8 S AERE ddg mis
O5SE Uy J8|=0f RS2 =

—_
al

S FHgLL
S A

HIHES 24 OZ|E0f|M AESHYAIR. Af 2

SHIELCt.

FEXIE ALESHI| 2l XA ID &4 AL
ZehE FISHAL. & O2|E7L S ID
ASLICE XpMIEE LHE2 "ID 2 0]d AFE"

ABH0| QU= FL, AX U Y HHE
AAE AR SO
2'2 HESHIAL

i
fjo

% 715tH StorageGRIDZ} 8%

* ™| StorageGRID A|AH! EE= HHE A0l Cisl ID m|T{2j[o|Mo| &l B "MEZ2 HEHE 15 44" 1D
2A0M HEf2o|ME 2AFS TP SLICE

* ID HEHH[0| 84S AFESHA|

o S3 AM|A 7| M

AA OB|E £

= T
ANA T 4 YBLICE

—
B= 3%, "MEZ

ST - OZ "=2E AEA A

CHe J2[=0f A "M A 7] " SEALE "THE AFEATS] M| A 7| 4" 5t sl 2| =9f HZlof
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e Mefmo2 §3 HNA 7| 2|

F O2|=0M S HMA T2 HII0| HM|A8H0F ot AR &4 O2|Z0M HMA 7S Wdet TS HIEE

tFEIXf APIE A2 CHA J2|E2 59 = EX|SHM| Q. XHM|TE LI "APIE AFE5H0] S3 HM[A 7| SX["S
AXSIM| .

JE, M | S3 AN|A F|= O{EHH 2H|EL|7}t?

0
0

O M2 HESI OF, AHSAH 8 S3 HAM[A F|7L HHE 24 O2[E9t HHE td J2|= ZHof o{EH SH|=| =X
|

= J2|=of MyE 22 252 SHELICh

fjo

HYUE A|™o| MM 1 A J2|=E2 2X|Z|™H StorageGRIDE HIAES| AA J2|E0| Z7tst BE 22 I8
HHES iy J2|EE XS 2 SH[gL|Ct

HE IS SN2 25 ST HHA RE, OF Mot 5 S3 F HMS JHELICH XMt LHE2 "S3 H|'HEo| Cst
2 MAS XEXSBIAIAIQ

Tenant source grid Tenant destination grid

Create local group —t - Local group cloned

= J2|So|M 22 1SS OIS 1f MEs ALSRHE T 10| cha D2|=E =X
[m]

o af
() oBuCh o2t 282 95 of AFSXIE Meiohx| OHIAIS. ThAl ALSXIE 25 1 188
RECTNEY

= L= "1

o=

|

Jz|eof WeE 2E AEX7E SHE LT

ol

= da|sof M M 22 AFRAHS MABHH StorageGRID7} SE ALRALS CHA! 1B|E2 RE5 02 SRFLIC A
AR} ZH|El ALSRHS S T OIS, AHEX} OIS U AHA HE MFES FSLIC E3t £ AR S
Q80 SELICH XS LSS A2} 228 AESIHAIL.

Hoteo| o|R 2 22 MEA Yo = Y O2[E2 SH|E|X| GELIC. 22 ALEXL U4 O2|=9] BAE Z2[Xtof
HAHABHOF Stz B2, Y HIHDE AF2| FE ALEAF Y 2[00 Y ALEAtS| 22 & F=713H0F LI REAISH

g "AE R Ti2'S HESHIAIL.
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Tenant source grid Tenant destination grid
Create localuser —1Jp» Local user cloned
Local user | Local user must get
has a password new password
AA O2[E0M MY E moeolM 282 SHEL|CH

AY SH 7|52 AHEst7| ot @7 Akto| "AZ Arel2" 9 D T 2f| 0] Mol che ZSFE|QUCHD 7p-EStH, AA
J2|=9 HiH E01I CHoH M (71 2 )°+ 111IE131|0|*d JE2 iy J2|E9 HYUER X522 SH|ELC
SO ZF S WA ZE, OF #ot 9 S3 IF FME JHELICE
e HHE chsh mHzio] M 2 50| MHET Y HHEN SH|E =, HO2i|o|M A8XH= T 2| & StLol|A

HIHEO 2aolgh = AELICY.

Tenant source grid Tenant destination grid

Create (import) federated |_| . Federated group
group cloned

Federated user can signin —1» Federated user can signin

StorageGRID= 2} J2|E0CH M2 CHE 7| AESHH H0ot0| 3|22 S3 HMA 7|8 XS = SH|SHA|
OI-A |__| |:|..

|2 AFSE TR QICHE "HN|A 7| A i TH2 ALSRFO] GA|A 7| A 2t
(e]]

* FO2|E0M S 7S ALE8H0F 5t B A4 J2|E0f|M 7|1S Mgt Ch3 HIHE 22Xt APIE AHESHY]
*EOE "7|2 SHELC e a2 =0 9| 7t 5= AL

e =2 T M-
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Tenant source grid

Create S3 access keys
for source

Create S3 access keys —

—

Tenant destination grid

Create S3 access keys
for destination

Optionally clone access
keys with API

() wicizold Argxtel S3 ANlA 7|2

CHet J2| =0 =7tel 250 A8t

=M=l X[ StE LTt

SH[SIH AFSARE S3 UM~ 7| B

Chef HI'E E0| =H|E LT

=X I'— HHES| A4 J2|E0f|M HHES| that J2[=E20F SHMEL|CEH HHES| thd O2[E0M OF 8 AEXIE

o o

Tenant source grid

Tenant destination grid

—  New user or group

—  New S3 access key
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Tenant source grid Tenant destination grid

Edit or delete
group or user

—t . @ No change

Edit or delete
group or user

@ No change 44—

EH|'HE 22| APIZ AI23510] StorageGRID 12|= 7t S3 HAM|A 7| S|
StorageGRID H|I'HE Aol J2|= HH2{|0|M HE AL Hoto| Y= 82 1I 1E 22| APIE
O

AFEBI0] A2 J2(E0| ElHEN A chat J2IE0| HUES S3 ANA 7|8 =rE 4
QBLICE

© J2|E Ay dAe *AZ HEf vt A ZE YLIC
a

i)
[n
>
pal
10
il
T

2R X"S(E) AH85I0 HIHE 2t2|Xtol| 23Q1%|0f YELICt.
P

Fdt= "S3 At

ih]
0I>I

H
rr

i
t

E ofM|A #ots 2E e[ CE (7 e MEX AF £3l ASLICE

—

=
T =1
2 AEXe M A F|E SHSH=E EL olig AHSAtE 0|0] & O2|E ZR0f EXgL(ct.

@ |20 d AFEXtS| 83 HM|A 7|1E FH|SHH AEXILE S3 MM A 7|71 25 iy B EO|
S ==
XpAO MM A 7| EH|
O2| 20| M S 200 HM|ABHOF SH= 2 AHA| HMA 7|1E =AY = ASLICH

A

—_

aA J2[EQ| HIHE ZE|XHE AFZSI0] "M A F] M 8l | csv MY S CHR2ZERLCE

2. H'HE H2|Xt YoM =8 00|22 S MESH Chg *API 2M*E M= RILICH
3

=

E
3 MMM CIS AIETOIES MEHSIAIAQ.

a0 ——

~

Jorgfusers/current-user/replicate-s3-access-key Clonethe current user's 53 key to the other grids. [5)

4. *Z|H MEHEI|*E MEARLICE

5. HE HIAE AXI0|M accessKey X secretAccessKey*2| Ol|lA| &2 CIRZESH *csv IIYUQ| ZtOZ
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HH M 2.

2t EXEE SN 2SS HEE YEA| RX[SHMAIL.
hod}f * peguired
Edit Value | Model
(bedy )

"accessKey": “AKTALOSFODMNNTEXAMPLE"™,

"secretAccessiey™: "wlalrXUtnFEMI/KTMDENG/ bPxRFICYEXAMPLEKEY™,
"expires": “202B-80-04T08:00:80.0081"
3

6. 7|7} Ct2E Ol HO|2tH, oAl =2l expires*E ISO 8601 =Mt-A|ZH HAIO| ZXIHZ & Ot HH U A7t =

HFEAA|2(0: 2024-02-28T22:46:33-08:00). 7|7} Pt=E[X| 2 O HO[2tH, *expires =2 O 2
null*S 218}7{Lt *Expires 21 1 A2| 2l B S AN|SHAUAIL.
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1. A2 D229 HIHE HE[XHE ARSI "CHE AFEXI2| S3 MM A 7| MH" Y | csv IHYUS CHRZESLCE

tof M =2 Ot0| 22 MENSH LIS *API EA*E MERIL]

=

M

e .
3. AF2XtIDE HelstMIR. CHE AFXte| HAM|A 7| SH|SHH 0] 20| ERetL|Ct.
A

a. AFEAt MME0f|M CHS AEEQIES MEHSHAR.
GET /org/users

b. *ZH ArES = I|*E MEdetL|Ct.

C. MEX 3| Al AHEE Di7HHE X[FOIHAIL.

5. *A M At E7[*E MEiBtLCE,
6. * userld* ElAE M| SALSH AFZXL IDE HOoMR.
7. 22 HIAE MXIOA OIA] HMHA 7] S H[L HHA F[*Q| GfIA] HZ2 SHE AFRXI *.csv AN Q= 2R
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Tenant Create versioning-enabled
user bucket for source tenant

v

Create bucket for
destination tenant

y

Replication
One in one or both Both
directions?
Enable cross-grid replication Enable cross-grid replication
for only one bucket for both buckets

v

- R New object version
Add or modify object in source
fy obj >

replicated to
bucket destination bucket

\

. Delete marker
Delete object from source
J .—’

replicated to destination

(delete marker inserted) (optional)
Delete object version N Object version is not deleted
permanently from source from destination
Jz2e Zt =1 74
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Delete marker added ——P» @ No change
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Test Connection X
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Buckets = my-bucket @ Success x
Starting to delete objects from one bucket.

my-bucket (read-only)

Region: us-east-1
Date created: 2022-12-14 10:09:50 MST
Object count: 3

View bucket contents in Experimental $3 Console [

A All bucket objects are being deleted
StorageGRID is deleting all copies of the objects in this bucket, which might take days or weeks. While objects are being
deleted, the bucket is read anly. To stop the aperation, select Stop deleting objects. You cannot restore ohjects that have
already been deleted.

0% (0 of 3 objects deleted)

Stop deleting objects
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Buckets = my-bucket

my-bucket (read-only)

Region: us-gast-1
Date created: 2022-12-14 10:09:50 MST
Object count: 0

View bucket contents in Experimental 53 Console [

Q Bucket is empty but is still read-only.

This bucket is now empty.

= Toremove this bucket, select Delete bucket.
» To return this bucket to write mode so it can be reused, select Stop deleting objects.

Stop deleting objects
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the error details. The last error occurred 2 hours ago.
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<ReplicationConfiguration>
<Role></Role>
<Rule>
<Status>Enabled</Status>
<Prefix>2020</Prefix>
<Destination>
<Bucket>urn:sgws:s3:::2017-records</Bucket>
<StorageClass>STANDARD</StorageClass>
</Destination>
</Rule>
</ReplicationConfiguration>
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<NotificationConfiguration>
<TopicConfiguration>
<Id>Image-created</Id>
<Filter>
<S3Key>
<FilterRule>
<Name>prefix</Name>
<Value>images/</Value>
</FilterRule>
</83Key>
</Filter>
<Topic>arn:aws:sns:us-east-1:050340950352:sgws-topic</Topic>
<Event>s3:0bjectCreated: *</Event>
</TopicConfiguration>
</NotificationConfiguration>
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"Records": [
{

"eventVersion":"2.0",

"eventSource":"sgws:s3",

"eventTime":"2017-08-08T23:52:382",

"eventName" :"ObjectCreated:Put",

"userIdentity": {
"principalId":"111111111111113113111"

br

"requestParameters": {
"sourceIPAddress":"193.51.100.20"

bo

"responseElements" : {
"x—amz-request-id":"122047343"

bo
"s3":{
"s3SchemaVersion":"1.0",
"configurationId":"Image-created",
"bucket": {
"name":"testl",
"ownerIdentity": {
"principalId":"11111111111111312121211"
by
"arn":"arn:sgws:s3:::testl"
b
"object":{
"key":"images/cat.jpg",
"size":0,
"eTag":"d41d8cd98£f00b204e9800998ecf8427e",
"sequencer":"14D90402421461C7"
}
}
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<MetadataNotificationConfiguration>
<Rule>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn>/Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>
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* S3APIE 2 AIE2%t= B, DELETE Bucket H|EIH|O|E L&l QS AF2SHMA|2. S3 E210|AHE
OfE2|AH|0|M 1 XA S HZSIHAL.

OflAl: 2= A0 HE=|= HEHHOE &E 74

Of lAlM = 2E ZiH[2| 24| HIEIH[O|E{7t SR tied = HSELCE

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn>urn:myes:es:::sgws—-notifications/testl/all</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

OflAl: & 7Hef 0] etz MIEIH|OlE 2 74

Of A0 M= B FAL /images™ 2t LX|5H= 24H| Q] ZHA| HIEIH|O|E = of e Q2 HEE|L, MFA} “/videos 2F

<MetadataNotificationConfiguration>
<Rule>
<ID>Images-rule</ID>
<Status>Enabled</Status>
<Prefix>/images</Prefix>
<Destination>
<Urn>arn:aws:es:us-east-1:3333333:domain/es-
domain/graphics/imagetype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Videos-rule</ID>
<Status>Enabled</Status>
<Prefix>/videos</Prefix>
<Destination>
<Urn>arn:aws:es:us-west-1:22222222:domain/es-
domain/graphics/videotype</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>
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"bucket": "test",
"key": "SGWS/Tagging.txt",
"versionId": "",
"accountId": "86928401983529626822",
"size": 38,
"md5": "3d6c7634a85436eee06d43415012855",
"region":"us-east-1",
"metadata": {
"age": "25"
by
"tags": {
color": "yellow"

JSON ZA0f| ZeHEl HE

=AM 01E0l= H2l 0|5, 4| 0|F, 22|12 A= 3% HT ID7} ZetEL|C).

B2l 2 A Y
bucket: HZl 0| &

key: 44| 7| 0|2
versionID: HH 2] HZI0| U= ZHH|Q| ZHA| HH LT
region: HZl Y, 02 X us-east-1

Al AH HIEHH|Of B
size: HTTP 220[HE0| HA|=|= 24X 27|(HIO|E)

md5: ZHA| SHA|

AHE X} H|EFC| O]
metadata: Z4A|0]| CHot 2E ALE X} HIELH|O|E{(7]-2f & & Al)

key:value
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Ef
tags: 7|-gf WO Z LIEPH ZHA|0f CHo Mo|=l 2= Z4A| Ef T
key:value
ElasticsearchOf|A] Z22tE H= W
Ef 5! AF2XL HIEIH|O|E{ 2] H 2, StorageGRIDE M2t XIS EXIE K= S3 O|HIE 22 O 2 ElasticsearchO|
MERILICE Elasticsearch?t O[2{et 2XIE S M L= A2 SHAMSIEE Ao S& HE ofT 5! &4

OH0l| CHEt Elasticsearch X[ HS MEHAQ. HM ST MH[AE F8517| Fof| A=A00M SH BE IHES
SMOSHHAIR. M7 AEME S0l= QEANAM 2AM HE RS HEY 2 gl&LICH

S3 REST API AFE

StorageGRID S3 REST API X|& HZ 8l 0| E

StorageGRID REST(Representational State Transfer) & AMH|A HEZ 7 El S3(Simple
Storage Service) APIE X|EtL|C}.
S3 RESTAPI X| 2 S Sl S3 & MH|AE 2I3ll WY El MH|A X|&F 0 Z2|#[0] 9 S StorageGRID A|A”IS AHE5tH=

2I|0|A K| AEL|X|0f HEY 4= ASLICE SEH0|UE OHE2(AH|0| M0l M 2R S3 REST API 2 £S AME5t=
Al0f x| Astol HFT HRBfLICH

XEEl= HH

StorageGRID= CHa 1t 22 E% HZE Q| STS, S3 3 HTTPE XA &LICE

o= HH
STS AssumeRole APl AFQF "Amazon Web Services (AWS) EA]: Amazon

AssumeRole AP| & X"

AssumeRole0l| L3t XHA[SH LI 2 "AssumeRole & HE
"S HZSIAAIL.

S3 API AFQE "AWS 2 AX|: Amazon Simple Storage Service API
P,
HTTP 1.1

HTTPO|| CH3t XFM 8 LR HTTP/1.1(RFC 7230-35)2
ARSI AIA|Q.

"IETF RFC 2616: Hypertext Transfer Protocol
(HTTP/1.1)"

£ 1: StorageGRIDE HTTP/1.1 TtO| 20| S
K| ASHX| b&LCt.
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https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRole.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRole.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRole.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRole.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRole.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRole.html
http://docs.aws.amazon.com/AmazonS3/latest/API/Welcome.html
http://docs.aws.amazon.com/AmazonS3/latest/API/Welcome.html
http://docs.aws.amazon.com/AmazonS3/latest/API/Welcome.html
http://docs.aws.amazon.com/AmazonS3/latest/API/Welcome.html
http://docs.aws.amazon.com/AmazonS3/latest/API/Welcome.html
https://datatracker.ietf.org/doc/html/rfc2616
https://datatracker.ietf.org/doc/html/rfc2616

S3 REST API X|& C|0|E
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ELES A
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11.9

11.8
API
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2te| elEe{H|o| A0 CHe CORS(Cross-Origin Resource Sharing)of| CHSE X[ 0]
Z7t=[0f CHE ZH[lofl A 22| APIE AFE5H0] StorageGRID2| Gi|O|E{0f] B A A S 4=
USLICE "Cf ZOoFET|"

STS AssumeRole 3 M| HXH X| 0| FIx|JELICE "M[X
HZTSHUAL. HHE J50|M AssumeRoles &g 4= QU

_—— — g

-t

Mol ofAI"E
L|C}.

o> I-

pS|

=]
st
=1

Ch2 28 3 X H=l= s ol el of2] AldE SHA-256 A

FItE|RSLICL O] 7|53 A8t P2EE Ko REES

3
o

° CompleteMultipartUpload: x-amz-checksum-sha256

o

CreateMultipartUpload: x-amz-checksum-algorithm
GetObject: x-amz—-checksum-mode

HeadObject: x-amz-checksum-mode
ListParts

PutObject: x—amz-checksum-sha256

o

UploadPart: x-amz-checksum-sha256

J2|E HE|XILHHE +F9| EZ 8l A &+ 8%

o
F7FYELch ol2gt 282 s3 4K = 2Fo B2
ZH

o

cHI V2 HERZE Y
EL = Compliance.

M2l 712 & 7|20 2 24|
5|185t= 2Lt AL

SEAF
[}

| 2Z& 7|2t A

===

]
[y

Zl aws-chunked =}

Ate:

o o

H|st

—

x-amz-content-sha256 2f X &.

o

‘chunk-signature’ 2 |IH R HAE HXIX| E&LCH

, Xx—amz-trailer

S3 Zd 0|2 "Amazon Web Services(AWS) =Al: Amazon Simple Storage Service

HZEO| AFEE O|Z 1 LAISH=E YH|O|EYSLICE.

EItE "wE EE: X} E= S3API QF".

S3 M| FHz ot &H HHEA RES AL EY

A
g2 = UAx

GET Object 3 HEAD Object 280|| Cist StorageGRID & x-ntap-sg-cgr-
replication-status &% G| X[A0| FItE|RASLICE O] 8l|lC= O2|E 2t EME
eIt x| =H| AEiE HSLICE

£ X ™0| 7t AS LI

SelectObjectContent 2 H0|A| O|X| Parquet Z{iKIE K| tL|Ct.


https://docs.netapp.com/ko-kr/storagegrid-120/admin/enable-cross-origin-resource-sharing-for-management-interface.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/enable-cross-origin-resource-sharing-for-management-interface.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/enable-cross-origin-resource-sharing-for-management-interface.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/enable-cross-origin-resource-sharing-for-management-interface.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/enable-cross-origin-resource-sharing-for-management-interface.html
http://docs.aws.amazon.com/AmazonS3/latest/API/Welcome.html
http://docs.aws.amazon.com/AmazonS3/latest/API/Welcome.html
http://docs.aws.amazon.com/AmazonS3/latest/API/Welcome.html
http://docs.aws.amazon.com/AmazonS3/latest/API/Welcome.html
http://docs.aws.amazon.com/AmazonS3/latest/API/Welcome.html
http://docs.aws.amazon.com/AmazonS3/latest/API/Welcome.html

11.3

CH=
A=

* GET Object % HEAD Object R H0|A| partNumber request II7HHS~E AL S 5
UEE X[0| FIH=[RAELICH

-

* S3 Object LockOl| CHal 2! =Z0flA 7|2 HE RE 3 7|2 & 7|7t
FItE[RAELICE

off ciet X[#ol

* s3:object-lock-remaining-retention-days & £Z1 7|0 CHS X 0|
FItE|o ZH[of SIBEl= EE 7|7 HYE ¥ & JSLICL

* £H PUT Object 2t Q| %[ HE 3 7|E 5GiB(5,368,709,120HI0|E)2 HAMSLILCE,
5GIBELI 2 2|7} Q= AL HE|IIE HEEE ARSI L.
* B3l ot 22| X| 20| FIHE Y& L.

* S3 A HF X0 =7I=|ACH, 7|Z2 #E £+ 28 7|s2 H 0| MEE[X]
()

* 7 22| HZI0A DELETE Multiple Objects AF20]| CHEt X|210] 7| A ELICt

* The Content-MD5 2H 8|7} O|X| SHIEHA| K| & LICE

* DELETE Bucket tagging, GET Bucket tagging %! PUT Bucket tagging®ll CHgt X| 20|
FItE|RASLICH H|E &Y Bl 0= K| X| gb&L|Ch

* StorageGRID 11.40| M M4 E HZI9| H2, d5 Y AlEHIE S5517| 2o 2H 7|
O|ES Hictet 2RIt O Ol &k Gl&LICE

* s3:0bjectRestore:Post O|HIE |0 Cig 3! 22 X| 20| FItE|/}SLICE.

* O|XN| AWS HE|LIIE mtEQ| 37| N$to| HEEIL|Ct HE|DIE YZ=9| Zt MIE=
5MiBOJ|A| 5GiB AtO|0§OF BtL|C}, OFX|Et THE = 5MIBECLCH &2 4= UELICE.

* TLS 1.3 X| 0| FIt=[A}A&LICt.

* 0Z40] ®SsteE 7I1E AHEE MH = A H|0|H L= eH(SSE-C) X|#0|
F7tE| RS

* K3+~ 37| 2 (THE AT oY) X x-amz-expiration SE S| CHot
DELETE, GET, PUT Bucket ¢ X[ 0| FIt=|ASLICt.

* PUT Object, PUT Object - Copy X |v| Itlpart Upload?t &H|0|ER[0] =T Al 7|
HiX|E AHBSt= ILM 7E|Q| Foks dHEBL(C.

* TLS 1.1 &=ot AA2 O 0|4 X=X ¥SLICH.

SLRE AEE(X| Z0M MY += U= POST A =& X[20] F7I=JAELCEL 2F H
HZL HMO M ARN, M =21 7] 51 YM H0 AWS 222 MEE = UXE X[/
F7tE|RSLICE StorageGRID 7122 A3t 7|1ZE OF 3 M2l YM2 A& X[#ELIC)

&1 MEXt XIH StorageGRID 7|50 AFEEl= Ag Zetd6t0] CHE 74 JSON/XMLO|A
ARN/URNS| AL #AIS #ZE|X] hoteLCh

CORS(uAt EX 2|AA ZR) X|@, O2|E 20| st S3 22t0|HE HZEE HTTP X| &,
HIlo| #8 E+ 23 7150 F7t=[AS LI,
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ELIES %2

I
>

11.0 S ALY I1H3 ZeHZ MH|A(CloudMirror 2|, &2l gl Elastlcsearch M E$h M X|0]
FIt=|RAELICH Est 2o CHet K| EfZ 9K Mlof =7 ‘EéAvallabIe Uy XY
j‘7PEI°**|—IEF

10.4 HH 22|, A=SZOIE TH|Ql 0|5 HO|X| o*HIOlE, Mol = ol M A ofH|,

PutOverwriteObject Z$H0ll CHSH LM AZH H1A Atstof| Cish X|&10] 2Tt A& LICE

10.3 HH 22| 7|50| FIte|AELIC
10.2 E 9 K3l AN A MM HE|DIE 2 AUpload Part - Copy)dil CHSH X[ 20|

10.1 HE|IME A2, 7het S AR UA 9F Gl v4 Q150 CHet X| 0] Z=IH=[AELICE
10.0 StorageGRID A|A&I0|A S3 REST APIE M2 = X[AELICt ¥l X[/%[= Simple

Storage Service APl Reference ™2 2006-03-012!L|C}.

StorageGRIDO{|A| X[ &= S3 API 28

(o]}
rr

0| H|0|X|0fl M= StorageGRIDZt Amazon Simple Storage Service(S3) APIE X|&
HbHS QokefLCt.

)

O] H|O|X[0fl = StorageGRIDOIA X|@5t= S3 Zigt Ttk|0] QAELICE

©

2t welof ©

===

3t AWS AN E H2{H F2o| A3 MEISIAAL.

Urkxiel URI H2) 04 2 2 Hic

HE 2 HAEX| gf2 22, C32 22 LUl URI 2| o7 #H 4Tt X| @ E LT,
* versionTd (Z{A| A0l 2Bt ALY

Er 2 BAEX @2 22, Ci3a 22 L8 @8 &7 X[ ELICH

* Authorization
* Connection

* Content-Length
* Content-MD5

®* Content-Type

* Date

* Expect

* Host
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* x—amz-date

Kl

Hd "M
* "S3 REST AP| 7181 M5 HE"

* "Amazon Simple Storage Service AP| & Z: YutXQl @& &|H"

r

"AbortMultipartUpload"

URI 72| Oi71H 5L 2F 3|0

StorageGRID= O] 270 tgt 2= =& Oi7iH 8L ol 2 X[@stH, FIMHQ = L2 URI #2| OiiHs =
Xl gct.

* uploadId

Y 2=

None

StorageGRID £A
"HE|IHE YR E FHe)
"CompleteMultipartUpload"

URI 2| D7t 5! 27 &

StorageGRID= 0| 20| tet 2= Z& 7= 5L 6H 2 XI@stH, :71M o= L3 URI #2] oi7iEs
X|#gfct.

* uploadId
¢ x—amz-checksum-sha256
28 22 XML Ef 1
StorageGRID= CHaat 22 @8 2& XML Ef 2 X| gL Ct,
* ChecksumSHA256
®* CompleteMultipartUpload
* ETag
* Part
* PartNumber
StorageGRID £A
"CompleteMultipartUpload"
"CopyObject"
URI #2| 07t 3! 2F §H

StorageGRID= 0| 270 tgt 2= =& Oi7iH= 8L ot 2 X[@stH, thEat 22 =7t §H = XL

® X—amz-copy-source


https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_AbortMultipartUpload.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_CompleteMultipartUpload.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_CopyObject.html

* x—amz-copy-source-if-match

* x—amz-copy-source-if-modified-since

* x—amz-copy-source-if-none-match

* x—amz-copy-source-if-unmodified-since

* Xx-amz-copy-source-server-side-encryption-customer-algorithm
* x—amz-copy-source-server-side-encryption-customer-key

* x—amz-copy-source-server-side-encryption-customer-key-MD5
* x-—amz-metadata-directive

* x—amz-object-lock-legal-hold

* x—amz-object-lock-mode

* x-—amz-object-lock-retain-until-date

* x—amz-server-side-encryption

* x—amz-server-side-encryption-customer-algorithm

* x—amz-server-side-encryption-customer-key

* x—amz-server-side-encryption-customer-key-MD5

* x—amz-storage-class

* x—amz-tagging

* x-—amz-tagging-directive

* x—amz-meta-<metadata-name>

QN =

o

Ho

None

StorageGRID £A

"CopyObiject"

"CreateBucket"

URI #2| Oi7itH = 8! @8 &

StorageGRID= 0| 270 Cigt B& S5 0f7HH 8 6|H S X[/{SHH, C2at 22 7} 6|6 & X| gLt
* x—amz-bucket-object-lock-enabled

et

o

StorageGRID 78 ZA| Amazon S3 REST APIOA Moot R E @& 22 o745 X etL|Ct

Ho

StorageGRID £A

"HiZ00] Chgt Xhey"
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_CreateBucket.html

"CreateMultipartUpload"

URI 72| Di7HH= Sl 2F 3|0

StorageGRID= 0| 2H0of| tiet 2= 5& 07 5L 6H 2 XI5, Ch3 1t 22 37t oo = XLt

* Cache-Control
* Content-Disposition
* Content-Encoding
®* Content-Language
* Expires
* x—amz-checksum-algorithm
* x—amz-server-side-encryption
* x—amz-storage-class
* x—amz-server-side-encryption-customer-algorithm
* x—amz-server-side-encryption-customer-key
* x-—amz-server-side-encryption-customer-key-MD5
* x-amz-tagging
* x—amz-object-lock-mode
* x-—amz-object-lock-retain-until-date
* x—amz-object-lock-legal-hold
* x—amz-meta-<metadata-name>
oy gz
None

StorageGRID 2£A
"CreateMultipartUpload"

"DeleteBucket"

URI 32| Oj7iH 3 238 60

StorageGRID= 0| 80| Cis ZE =& of7iH4 8 6|62 X[AELIC
StorageGRID £

" 2J0f] it B

"DeleteBucketCors"

URI 72| 0i7HH 5L 2F 3i|H
StorageGRID= 0| 2H0f| ths| 2= =& 7= 5! 6H S X[ @ gL}

QN =

o

Ho
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_CreateMultipartUpload.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucket.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucketCors.html

None
StorageGRID 2 A

20 et Sl

"DeleteBucketEncryption”

URI 72| Oi7HtH 5L 2F 3T

StorageGRID<= O 20| Cs 2= =& 7= 5L 6EH S X[ # LT}

QX B2

O - =

None
StorageGRID £

"H 200 ek 2

"DeleteBucketLifecycle"

URI 72| oi7iH 5L 2F 3|0

StorageGRID= 0| M0 CHsl ZE =5 of7iH

[epSpi=l

O - =

None

StorageGRID £A
* "B Zlof| it =g

* "S3 20| AIO|Z T My"

"DeleteBucketPolicy"

URI 72| Oi7HH 5L 2F 3i|H

StorageGRID= 0| M0 CHsl ZE =5 Of7iH

N Ea

[ L

None
StorageGRID £A

"B ZI0f| CHEE "

"DeleteBucketReplication"

URI 2| D7t 5 27 &

Sl ot & XIEgLCt

Sl ot KIEELCt.

StorageGRID= 0| X0 Cisll 2E S5 off7iH = 2l &|HE X[t

QX B2

O - =

None

StorageGRID £
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucketEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucketLifecycle.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucketPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucketReplication.html

"HH 200 et 2

"DeleteBucketTagging”

URI 72| 0i7HH4 9 9K ofl-
StorageGRID= 0| X0 Cisl| 2E S5 0ff7iH = 2l &5 2 X[ gLt

QX =22

o T

None
StorageGRID £

"H 204 ek 2

"DeleteObject"

URI 72| 0i7HtH 5L 2F 3i|H

StorageGRID= O 20| tiet 2= S& Oi7i#H 4 5L 6|H 2 X|JotH, F7t2 ThE 2F 86 = A& LT}

* x-amz-bypass-governance-retention

QN =

o

Ho

None

StorageGRID £A
"ZHK|ofl CHot A A

"DeleteObjects"

URI 72| 0f7HH 5L 2F 3|0

StorageGRID= 0| 2H0f| Cet 2= S8 7= 5L 6H S X {6HH, FIt= ThE 2F §6 T X[@ gL}

* x—amz-bypass-governance-retention

N =

o

StorageGRID 78 ZA| Amazon S3 REST APIO|A] Hoot RE @ 2& Oj7HHS~E XY efL|ct.

Ho

StorageGRID A
"ZHA| Ol CHEE A Ak

—_ -

"DeleteObjectTagging”
StorageGRID= 0| 2H0|| Cisll 2= S5 Of7iH = 2 &2 X[ gLt

X Ea

o T-io

None

StorageGRID £
2|0l st o1y

—_ - -
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucketTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteObjects.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteObjectTagging.html

"GetBucketAcl”
URI 32| O7iHs 3 2F §|H
StorageGRID= 0| 28| CHs ZE =& of7iH4 5 6|62 X[AELICt

QX ED

O - =

None

StorageGRID £ A

"B ZIOf| CHEE A"

"GetBucketCors"

URI 32| D7 3 28 60

StorageGRID= 0| 80| Cish 2 =& 0f7iHs 5 6|62 X[AELIC
SHEE

None

StorageGRID £A

"e{Z00] Chgt xhey"

"GetBucketEncryption"
URI #2| D7t 5! 27 &

StorageGRID= 0| 20| Csf 2= =& 7= 5L §EH S X[ @ LT}

QX B

[ L,

None

StorageGRID 2 A

"B{2001 CHt Rt

"GetBucketLifecycleConfiguration™

URI #2| 0i7iH 8 @8 &0

StorageGRID= 0| 2H0i| Cioll 2= =& OH7HH 2! 6|5 K| @ Lch,

QX B2

O - =

None

StorageGRID £
* "H{2l0]| CHot 2 el

* "S3 20| A0 2 74 44"

"GetBucketLocation"

URI 72| Oi7HtH 5L 2F 3T
StorageGRID<= O 20| ts 2= =& 7= 5L §EH S X[ # LT}
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketAcl.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketCors.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketLifecycleConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketLocation.html

eF 2:

None
StorageGRID £

"HH 200 CHSt 2

"GetBucketNotificationConfiguration"

URI 72| 0i7HtH 5L 2F 3K

StorageGRID= 0| 2H0]| CHsll 2= S5 Of7iH = 2 & S X[ gLt

N Ea

O - =

None
StorageGRID £A

CECTRE

"GetBucketPolicy"

URI 72| Di7HH = Sl 2F 3|0

StorageGRID= 0| 20| ths| 2= =& 7= 5L 6EH S X[ @ LT

QX ED

O - =

None
StorageGRID 2 A

"B ZI0f| CHEE A"

"GetBucketReplication™

URI 72| Oi7HtH 5L 2F 3T

StorageGRID<= O 20| L3 2= =& 7= 5L §EH S X[ # LT

[ep=p-i=

O - =

None
StorageGRID £ A

"HH 200 CHek 2

"GetBucketTagging"

URI 72| Oi7HH= 5L 2F 3|0

StorageGRID+= 0| 80|l ths| 2= =& 7= 5L 6H S X[ @ LT}

QN B2

O - =

None

StorageGRID £A

LT
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketNotificationConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketReplication.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketTagging.html

"GetBucketVersioning"

URI 32| O7iHs 3 2F §|H

StorageGRID= 0] X0 Cisl 2E S5 0fi7iH = 2 &5 X[ gLt
QM EZ

O - =

None

StorageGRID 2 A

"B ZIOf| CHEE A"

"GetObject"
URI #2| D7t 5! 7 &
StorageGRID= 0] M0 Chet RE S5 Of7iH = 2 6|5 URI #H2| Oj7fEHS~E K|
2| o H = K| AL Tt

* x—amz-checksum-mode

* partNumber

* response-cache-control

* response-content-disposition

* response-content-encoding

* response-content-language

®* response-content-type

* response-expires
2| Ch2a 22 7 28 o6 7F JASLICH

* Range
* x—amz-server-side-encryption-customer-algorithm
* x—amz-server-side-encryption-customer-key
* x-—amz-server-side-encryption-customer-key-MD5
* If-Match
* If-Modified-Since
* If-None-Match
* If-Unmodified-Since
RYE2
None

StorageGRID £ A
"GetObject"
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketVersioning.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObject.html

"GetObjectAcl"
URI #2| Oi7tH = S @8 &
StorageGRID= 0| 80| s & =S 0f7fH 8! &|H 2 X|2gL|Ct.

QX ED

O - =

None

StorageGRID £ A
"ZHA| Ol CHEH A Ak

— ==

"GetObjectLegalHold"

URI 72| Oi7HtHS 5L 2F 3i|H
StorageGRID<= O 20| L3 2= =& 7= 5L §EH S X[ # LT
QY EE

None

StorageGRID £A
"S3 REST APIE At&3t0{ S3 Object Lock +4"

"GetObjectLockConfiguration"

URI 72| Di7HH 5L 2F 3|0
StorageGRID= 0| 20| Csf 2= =& 7= 5L §EH S X[ @ LT}

QX B

[ L,

None

StorageGRID EA
"S3 REST APIE AHE3l0{ S3 Object Lock 74"
"GetObjectRetention"

URI 72| Oi7HtH 5L 2F 3T
StorageGRID<= O 20| ts 2= =& 7 5L §EH S X[ # LT}

QX B2

O - =

None

StorageGRID £
"S3 REST APIE At&3t0{ S3 Object Lock 43"

"GetObjectTagging"

URI 72| 0i7HH 5L 2F 3i|H
StorageGRID= 0| 20| tsll 2= =& H7HH = 5! 6EH S K@ gLch
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e =2

None

Ho

StorageGRID £A
"ZHK|of| CHot A A

"HeadBucket"

URI 32| Oj7iH 3 28 &0

StorageGRID= 0] 2H0|| e 2E =5 Oi7HH= 2! 6|2 X[ gL|ct.
QM ED

O - =

None

StorageGRID £A

CEC R

"HeadObject"

URI #2| Oi7tH = S @8 &5

StorageGRID= 0| 270 tigt 2= =5 0i7iH= 3L of|H 2 X[@stH, Ch3at 22 7t §E = XL}
¢ x—amz-checksum-mode

x—amz-server-side-encryption-customer-algorithm

x—amz-server-side-encryption-customer-key

Xx—amz-server-side-encryption-customer-key-MD5

* If-Match

* If-Modified-Since

* If-None-Match

* If-Unmodified-Since

* Range

=

o

Ho

None

StorageGRID £A
"HeadObject"
"ListBuckets"

URI 72| 0f7H2 9 9K 8-
StorageGRID= 0| M0 sl 2E S5 0i7iH= 2l 6|5 S X[ALICE
2 EF

None
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListBuckets.html

StorageGRID A
MH|A > ListBucketsOl| Cieh =Y

"ListMultipartUploads"
URI 2| D7t 5 27 &
StorageGRIDE 0| QE| LSt RE ZE
° encoding-type
* key-marker
* max-uploads
* prefix
* upload-id-marker
RYEZ
None

StorageGRID £ A
"ListMultipartUploads"

"ListObjects"
URI #2| D7t 5L 27 &
StorageGRIDE= O] ™| Cigt ZE £
* delimiter
* encoding-type
* marker
* max-keys

* prefix

StorageGRID £
"tHZ10f| CHot &g
"ListObjectsV2"

URI 32| 0j7itH 4 9 2K |-
StorageGRIDE= 0| QM| Cigt RE ZE

* continuation-token

* delimiter

Of7HEH 4= S

OH7HH 4=

OH7HH 4~

Slo|E 2 X[JotH, thaat 2

sloft 2 X HotH, o3t 2
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X[ #otH, Chaat &

Jto
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zto
E 1=

z2to
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%7} o7& XIQELCE
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=7t oA XS

FL|C}.
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* encoding-type

¢ fetch-owner

* max—-keys

* prefix

* start-after
2y e

None

StorageGRID £A

"HH 200 et 2

"ListObjectVersions™
URI #2| 074 2 @K 6|
StorageGRIDE O 280] thet 2= =& Of7tH= 5L 5|5 S XIS, Thgat 22 37t oi7itH+2 X[ gL,
* delimiter
* encoding-type
* key-marker
* max-keys
* prefix
* version-id-marker

QN =

o

Ho

None

StorageGRID £

"B Zl0f| CHot ="
"ListParts"

URI 32| 0f7iH 3! 28 34

StorageGRID= 0| 2H0f| tet 2= Z& 7= 5! 6H 2 XI5, Ch2 1t 242 37t oo XLt

®* max-parts
* part-number-marker

* uploadId

o8 23

None

StorageGRID 2 A
"ListMultipartUploads"
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"PutBucketCors"

URI #2] 0i7Hes 9! 2 8o

StorageGRID= 0| 270 thall 2= =& 07+ 5L 5l|H = XA L.
22

o

StorageGRID 7 2A| Amazon S3 REST APIO|A Hoot RE @F =& Oj7HHSE XY SL|Ct
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StorageGRID £A
"tHZ10f| CHot &g

"PutBucketEncryption”
URI #2| Oi7tH 3! 2F 3H
StorageGRID= 0| 2780] T3l 2= == 0i7iH= 5L &S XA gL C
28 22 XMLE
StorageGRID= L1t 22 @8 2& XML Ef2E XL Ct,
* ApplyServerSideEncryptionByDefault
° Rule
* ServerSideEncryptionConfiguration
* SSEAlgorithm

StorageGRID 2 A
"H{ 2101 CHot 2

"PutBucketLifecycleConfiguration™
URI #2| D74 Sl 23 8|
StorageGRID= 0| 2H0|| Cisll 2E S5 Of7iH = 2 &2 X[ gLt
2™ 2E XMLEID
StorageGRID= CHa2t 22 @8 2& XML Ef2E K| efL|Ct,
* And
* Days
* Expiration
* ExpiredObjectDeleteMarker
* Filter
* ID
* Key
* LifecycleConfiguration

* NewerNoncurrentVersions
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketEncryption.html
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®* NoncurrentDays

* NoncurrentVersionExpiration
* Prefix

°* Rule

* Status

* Tag

* Value

StorageGRID 2 A
* "HZ10] CHot 2

* "S3 2tO|ZALO|Z 1 My"

"PutBucketNotificationConfiguration™
URI #2| 07t 3! 2F 3H
StorageGRID= 0| 270] Csl 2= = 0i7iH== 5L oS X AL Ct
Y 22 XMLED
StorageGRID= CH21t 22 Q¥ 2& XML Ef 2 X[ efLCt,
* Event
* Filter
®* FilterRule
° Id
* Name
®* NotificationConfiguration
* Prefix
* S3Key
* Suffix
* Topic
* TopicConfiguration

* Value
StorageGRID £ A

CEC R,

"PutBucketPolicy"

URI 72| 0i7H4 9 9K oo
StorageGRID= 0| X0 Cisll 2E S5 0f7iH = 2 &5 2 X[ gLt
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X|E|= JSON 2= T E0f chet XpAISE LHE

"PutBucketReplication"
URI 32| 074 o 2 s
StorageGRIDE= 0| QM| CHsl| RE ZE
2™ E2E XMLED

* Bucket

* Destination

* Prefix

* ReplicationConfiguration

* Rule

* Status

* StorageClass

StorageGRID £A
"tHZ10f| CHot &g

"PutBucketTagging"

URI #2| 0i7itH 2 @H §-
StorageGRIDE= 0| QM| CHsl| RE ZE

QN =

o

Ho

StorageGRID 78 2A| Amazon S3 REST APIO|A Hoot RE @ 2 & O7HHSE XY eL|Ct

StorageGRID £
"tHZ10f| CHot &

"PutBucketVersioning”

URI 72| Oi7HH 5L 2F 3i|H

StorageGRIDE 0| K0 Chs| 2E ==

F 28 i
StorageGRID= LISt 22 8%

Mo
Mo

®* VersioningConfiguration

®* Status

StorageGRID £A
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"PutObject”
URI 2| 07t 3! 2F 3H
StorageGRID= 0| @80i| Cigt 2& S& 0f7HH= 2L 6|5 2 X[@6HH, Ch2at 22 #7165 & X[ et
* Cache-Control
* Content-Disposition
* Content-Encoding
®* Content-Language
* Expires
* x—amz-checksum-sha256
* x—amz-server-side-encryption
* x—amz-storage-class
* x—amz-server-side-encryption-customer-algorithm
* x—amz-server-side-encryption-customer-key
* x-—amz-server-side-encryption-customer-key-MD5
* x-amz-tagging
* x—amz-object-lock-mode
* x-—amz-object-lock-retain-until-date
* x—amz-object-lock-legal-hold

* x—amz-meta-<metadata-name>
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o
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+ x|o] | Blo|Ef

StorageGRID £A
"PutObject”

"PutObjectLegalHold"

URI #2| 07t 3! 2F 3H

StorageGRID= 0| 2780] tisl 2= == 0i7iH= 2L oS X AL Ct
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o

StorageGRID 78 2A| Amazon S3 REST APIO|A Ho|ot RE @ 2& Oj7HHS~E XY efL|Ct

Ho

StorageGRID £
"S3 REST APIE AF&310{ S3 Object Lock 44"

126


https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObjectLegalHold.html

"PutObjectLockConfiguration"

URI 72| 0i7H 3 9F 8|0
StorageGRID= 0] X0 Cisl 2E S5 0fi7iH = 2 &5 X[ gLt

QX =

o

StorageGRID 7 2A| Amazon S3 REST APIO|A Hoot RE @F =& Oj7HHSE XY SL|Ct

Mo

StorageGRID £A

"S3 REST APIE At&3t0{ S3 Object Lock 43"

"PutObjectRetention™

URI #2| D7t 5! 7 &

StorageGRID= 0| 27F0] Cigt 2= S5 0i7iH= 5L o|H S| & XII6HH, FIMHQ = L3 ol|H = X[ gLCt.
* x-amz-bypass-governance-retention
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o
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StorageGRID 2A]
"S3 REST APIE AF23t0{ S3 Object Lock 74"

"PutObjectTagging"

URI 32| 0j7itH 3 2F §|-
StorageGRID= O] 2H0]| Cisll RE =5 0f7iH = 2 &2 X[ gLt

[ops =

o

StorageGRID 791 2A| Amazon S3 REST APIO|AM oot ZE @ 2& Uj7HHS~E XY SL|CH

Mo

StorageGRID £A
"ZHA[Off CHet H A

—_ =L

"RestoreObject"

URI 72| oi7HH= Sl 2F 3|0
StorageGRID= 0| 20| Chsf 2= =& 7= 5L 6EH S X[ # LTt

QY ER
K== 22 2Eo| it XtMISH L8 2 "RestoreObject"S EZSHYA|2.

"SelectObjectContent"

URI 72| 0i7H4 9 9K oo
StorageGRID= 0| 2H0]| Cisll 2= S5 Of7iH = 2 &2 X[ gLt

/Y=

Ho
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XEE =25 220 tiet XiMet LHE2 tHES HZESHIAL.

* "S3 Select AtE"
+ "SelectObjectContent"

"UploadPart"

URI #2| D7t 5! 27 &
StorageGRID= O] X0 Chet 2E S5 0ff7iH = 21 &5 URI #H2| oi7HH
22| U7 K| QetL|ct,

* partNumber

* uploadId
J2|D o e A7 Q4 $Ei7t UsLch

* x—amz-checksum-sha256

* x-amz-server-side-encryption-customer-algorithm
* x—amz-server-side-encryption-customer-key

* x—amz-server-side-encryption-customer-key-MD5

e =2
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i

-|-

=15i0] 0| Hjo|E]

StorageGRID £A
"UploadPart"

"UploadPartCopy"

URI #2| D7t 5L 7 &

StorageGRID= O] X0 gt R S5 Of7fH = 2 & URI #H2| oj7HH

el o7HH = X2 T

* partNumber

* uploadId

J2|a ot3at 22 =7t - of|E 7t YSLICEH

X—amz-copy-source

* x—amz-copy-source-if-match

* x—amz-copy-source-if-modified-since

* x—amz-copy-source-if-none-match

* x—amz-copy-source-if-unmodified-since
®* Xx—amz-copy-source-range

* x—amz-server-side-encryption-customer-algorithm
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_UploadPart.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_UploadPartCopy.html

* x—amz-server-side-encryption-customer-key
* x-amz-server-side-encryption-customer-key-MD5
X—amz-copy-source-server-side-encryption-customer-algorithm
X—amz-copy-source-server-side-encryption-customer-key

* Xx-amz-copy-source-server-side-encryption-customer-key-MD5
2y e
None

StorageGRID £A
"UploadPartCopy"
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AWS CLI(Amazon Web Services Command Line Interface)S AF25t0] A|AHI HAS
HAESD HHNE {1 & = A=K el = JSLICL

AlZtst7| o

* AWS CLIE CIRZESt MX[HESLICH "aws.amazon.com/cli".

+ MYHOR "2 E WRIA JEEOIES MAMSLICL0|(7)) USLICE IHX| $OH Aot = AE2X| LEQ|
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1. StorageGRID A|ABIO|A HM5E A™ES ALESHEE AWS CLI HE S THsHA|2.
a. 8 BEZ HUYLICE aws configure
b. MMt AH HMA 7| IDE L BILICE
c. MMt AF| HIL MM|A F|E LHSHHA L.
7|2 X[HE LHSIM|R. O|E &0, us-east-1.

e. A 2Y 7|2 53 YAlZ UHSIHL Enter 7|12 =2 JSONS MESIHHAIL.

O] MO ME 2= WM AEZOIET}IP FA 10.96.101.17 & EE 104432 A2 LM E[QUCID
78t

aws s3api --endpoint-url https://10.96.101.17:10443
--no-verify-ssl create-bucket --bucket testbucket
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"Location": "/testbucket"

aws s3api --endpoint-url https://10.96.101.17:10443 --no-verify-ssl
put-object --bucket testbucket --key s3.pdf --body C:\s3-
test\upload\s3.pdf
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4. HZlo| LHES LIEsI K7t YZEE A=K 2ARASHIAIR.

aws s3api --endpoint-url https://10.96.101.17:10443 --no-verify-ssl
list-objects —--bucket testbucket

aws s3api --endpoint-url https://10.96.101.17:10443 --no-verify-ssl
delete-object --bucket testbucket --key s3.pdf

aws s3api --endpoint-url https://10.96.101.17:10443 --no-verify-ssl
delete-bucket --bucket testbucket
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H|SIX T 0| H|SIX H{TO| & = 50 =0l PteE[ =5 X[™eL|Ct.

"Rules": [
{
"ID": "rulel",
"Filter": {
"And": |
"Prefix": "categoryl/",
"Tags": [
{
"Key": "key2",
"Value": "tag2"

by
"Expiration": {
"Date": "2020-08-22T00:00:002"
by
"Status": "Enabled"

"ID": "rule2",
"Filter": {
"Prefix": "category2/"
by
"Expiration": {
"Days": 100
by
"Status": "Enabled"

"ID": "rule3",
"Filter": {
"Prefix": "category3/"
by
"NoncurrentVersionExpiration": {
"NoncurrentDays": 50

}o
"Status": "Enabled"
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aws s3apli --endpoint-url <StorageGRID endpoint> head-object
--bucket testbucket --key obj2test?2
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"AcceptRanges": "bytes",

*"Expiration": "expiry-date=\"Thu, 01 Oct 2020 09:07:48 GMT\", rule-
id=\"rule2\"",

"LastModified": "2020-06-23T09:07:48+00:00",

"ContentLength": 921,

"ETag": "\"9762f8a803bc34£5340579d4446076£7\""

"ContentType": "binary/octet-stream",
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409 Conflict, RestoreAlreadyInProgress

200 OK

Abn: M| AM TSt MENE SR;IE B2, expiry-date O CHoE A
UOE RestoreObject 2PS CiA| MG F@ NME HIY
SLICE. "pays S¥ M= @8 A2 7|EC 2 YH|0|EEILICE
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LEYY 4 AL
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AlZtst7| o

* HIHE 7|™0l|= S3 Select #$10

| ASLICH

* 235t = HM[O CHSE s3:GetObject HEHO| YELICE.

* Z9I5t3 = A= ths dA S SHLto{of LICt.

° CSV. /= OMHZ AHESIHLE GZIP == BZIP2 OO0 EE =g 4 AUEL|CH

° Parquet. Parquet Z{A{|0]] CH
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CSV 234 712 o|A]

POST /{Key+}?select&select-type=2 HTTP/1.1
Host: Bucket.s3.abc-company.com
x—amz-expected-bucket-owner: ExpectedBucketOwner
<?xml version="1.0" encoding="UTF-8"7?>
<SelectObjectContentRequest xmlns="http://s3.amazonaws.com/doc/2006-03-
01/">
<Expression>string</Expression>
<ExpressionType>string</ExpressionType>
<RequestProgress>
<Enabled>boolean</Enabled>
</RequestProgress>
<InputSerialization>
<CompressionType>GZIP</CompressionType>
<CSV>
<AllowQuotedRecordDelimiter>boolean</AllowQuotedRecordDelimiter>
<Comments>#</Comments>
<FieldDelimiter>\t</FieldDelimiter>
<FileHeaderInfo>USE</FileHeaderInfo>
<QuoteCharacter>"'</QuoteCharacter>
<QuoteEscapeCharacter>\\</QuoteEscapeCharacter>
<RecordDelimiter>\n</RecordDelimiter>
</CsVv>
</InputSerialization>
<OutputSerialization>
<CSv>
<FieldDelimiter>string</FieldDelimiter>
<QuoteCharacter>string</QuoteCharacter>
<QuoteEscapeCharacter>string</QuoteEscapeCharacter>
<QuoteFields>string</QuoteFields>
<RecordDelimiter>string</RecordDelimiter>
</CS8Vv>
</OutputSerialization>
<ScanRange>
<End>long</End>
<Start>long</Start>
</ScanRange>
</SelectObjectContentRequest>
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Parquet 28 72 0llA|

POST /{Key+}?select&select-type=2 HTTP/1.1
Host: Bucket.s3.abc-company.com
x—amz-expected-bucket-owner: ExpectedBucketOwner
<?xml version="1.0" encoding="UTF-8"?>
<SelectObjectContentRequest xmlns=http://s3.amazonaws.com/doc/2006-03-01/>
<Expression>string</Expression>
<ExpressionType>string</ExpressionType>
<RequestProgress>
<Enabled>boolean</Enabled>
</RequestProgress>
<InputSerialization>
<CompressionType>GZIP</CompressionType>
<PARQUET>
</PARQUET>
</InputSerialization>
<QutputSerialization>
<CSV>
<FieldDelimiter>string</FieldDelimiter>
<QuoteCharacter>string</QuoteCharacter>
<QuoteEscapeCharacter>string</QuoteEscapeCharacter>
<QuoteFields>string</QuoteFields>
<RecordDelimiter>string</RecordDelimiter>
</CSv>
</OutputSerialization>
<ScanRange>
<End>long</End>
<Start>long</Start>
</ScanRange>
</SelectObjectContentRequest>

SQL #z| Of|A|
O] #2|&= = 0|F, 2010 2!, 2015 = 217t 8l O|= QI3 ZAL |O[E] CiH| HatES 7P SLICt. THAoA St

Otel 2|2 E&= FAIELICH

SELECT STNAME, CENSUS2010POP, POPESTIMATE2015, CAST((POPESTIMATE2015 -
CENSUS2010POP) AS DECIMAL) / CENSUS2010POP * 100.0 FROM S3Object WHERE
NAME = STNAME

Zo|g ool A

gl

o 9| "SUB-EST2020_ALL.csv'2 Ct21p Z&Lct.
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SUMLEV, STATE, COUNTY,, PLACE, COUSUB, CONCIT, PRIMGEO FLAG, FUNCSTAT, NAME , STNAME,
CENSUS2010POP,

ESTIMATESBASE2010, POPESTIMATE2010, POPESTIMATEZ2011, POPESTIMATE2012, POPESTIM
ATE2013, POPESTIMATE2014,

POPESTIMATE2015, POPESTIMATE2016, POPESTIMATE2017, POPESTIMATE2018, POPESTIMAT
E2019, POPESTIMATE042020,

POPESTIMATE2020

040,01,000,00000,00000,00000,0,A,Alabama,Alabama, 4779736,4780118,4785514, 4
799642,4816632,4831586,
4843737,4854803,4866824,4877989,4891628,4907965,4920706,4921532
162,01,000,00124,00000,00000,0,A, Abbeville
city,Alabama,2688,2705,2699,2694,2645,2629,2610,2602,
2587,2578,2565,2555,2555, 2553

162,01,000,00460,00000,00000,0,A,Adamsville

city,Alabama, 4522,4487,4481,4474,4453,4430,4399,4371,
4335,4304,4285,4254,4224,4211

162,01,000,00484,00000,00000,0,A,Addison

town,Alabama, 758,754,751,750,745,744,742,734,734,728,

725,723,719, 717

AWS-CLI AFZ Of|A] (CSV)

aws s3apil select-object-content --endpoint-url https://10.224.7.44:10443
--no-verify-ssl --bucket 619c0755-9e38-42e0-a614-05064f74126d --key SUB-
EST2020 ALL.csv --expression-type SQL --input-serialization '{"CSV":

{"FileHeaderInfo": "USE", "Comments": "#", "QuoteEscapeCharacter": "\"",
"RecordDelimiter": "\n", "FieldDelimiter": ",", "QuoteCharacter": "\"",
"AllowQuotedRecordDelimiter": false}, "CompressionType": "NONE"}' --output
-serialization '{"CSV": {"QuoteFields": "ASNEEDED",
"QuoteEscapeCharacter": "#", "RecordDelimiter": "\n", "FieldDelimiter":

", ", "QuoteCharacter": "\""}}' --expression "SELECT STNAME, CENSUS2010POP,

POPESTIMATE2015, CAST ((POPESTIMATE2015 - CENSUS2010POP) AS DECIMAL) /
CENSUS2010POP * 100.0 FROM S30Object WHERE NAME = STNAME" changes.csv

=3 0ol 8 % £¢Q! ‘changes.csv' 2 CSat Z&LICt.

Alabama, 4779736,4854803,1.5705260708959658022953568983726297854
Alaska,710231,738430,3.9703983633493891424057806544631253775
Arizona, 6392017,6832810,6.8959922978928247531256565807005832431
Arkansas, 2915918,2979732,2.1884703204959810255295244928012378949
California, 37253956,38904296,4.4299724839960620557988526104449148971
Colorado,5029196,5454328,8.4532796097030221132761578590295546246
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AWS-CLI A2 O|A] (Parquet)

aws s3apil select-object-content -endpoint-url https://10.224.7.44:10443
--bucket 619c0755-9e38-42e0-a614-05064f74126d --key SUB-

EST2020 ALL.parquet --expression "SELECT STNAME, CENSUS2010POP,
POPESTIMATE2015, CAST ((POPESTIMATE2015 - CENSUS2010POP) AS DECIMAL) /
CENSUS2010POP * 100.0 FROM S30bject WHERE NAME = STNAME" --expression-type
'SQL' --input-serialization '{"Parquet":{}}' --output-serialization
'{"Csv": {}}' changes.csv

=3 MAQI changes.csve| XS & E2 CtS 1t Z&LICL

Alabama, 4779736,4854803,1.5705260708959658022953568983726297854
Alaska,710231,738430,3.9703983633493891424057806544631253775
Arizona, 6392017,6832810,6.8959922978928247531256565807005832431
Arkansas, 2915918,2979732,2.1884703204959810255295244928012378949
California, 37253956,38904296,4.4299724839960620557988526104449148971
Colorado,5029196,5454328,8.4532796097030221132761578590295546246
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"DELETE Bucket H|EfH|O[Ef 22 EH #3110 AAE HEIHO|E Y3 714 XMLS ATF|ghL|Ct,

T

"GET HZl H|EIH|O|E] 3l A" EXN HI AZE HEHHO]H & 714 XML gtekstL|Ct,

"PUT H{Z! HIEHH|O|E] L&l A" tZl0f| CHEF HIEIH| O] & MH|AE ATt |CE.

"KE S ALEE I |" A™YON AL B & & EFot ol AI™T HZE 2 HIlo| HEH 82
HoELICt

"] O| & A E|X| QS O O|& AFEE|X| O X|RE|X| AELICH A =4 7|50] 2dot=l M

CreateBucket 8 &4 23 Zgf" HIIS O 0|¢ 48 £ glaLict

I

"AE SEE: GETHI A8 & [ ol¢ MAEE|X| X2 X HE| = 75: 71& HHA 78 E H2ol| X

HEE[= A8 & 23S tietelct

"At2 STHE!: PUT Bucket O O & AL E|X| AXIT X YE = 7|5: 7| & 2| AN 78 & H3lQ A F
compliance" E+ MEE T + USLICL

712 B2 M= M E AH[0] che 47| = 17| BHSI=E SFE 0] ASLICE

0] S 2t=Z st ™ s3:GetBucketConsistency #t0| 7Lt FE A 0|0{OF EHL|C}.

GET /bucket?x-ntap-sg-consistency HTTP/1.1
Date: date

Authorization: authorization string

Host: host

Ct
=

0[0

SE XML “<Consistency>' 2(=) CHS gt & StLIES 2tetgiL|Ct,

UzHy oy
BE BE LS9t HI0IEIS FA AAIBH0F S, IHX| QOB QH0| ATfEiLIC,
strong-global BE AOIEOIN BE S2f0[2E Q0| Ciof 47 3 97| YN

HERLIC
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ol Mo

=21 O
strong-site AO|E i 2= S20[HE Q0] ths 47| = ¢17| Ld S EFeLICt.
M 27| = 87| (71220 M ZHof| CHEHAM = 247 7] LetdE, 4A HollolEo

o 2BLo=2

| = ¢ ¢

CHohA = 2[5 L2t S HSYLICHL =2 7184 HIo|H ESE
HESILICE R R A0 HEELICEH

AE Tts MER 7“X1| MM 5l 44| AC|0|E 250 CHolf £|F atd S MSEL|Ct S3
HZIo| A2, Bt Z0|2 ALESHYAI(0: Hel §iX| gt=
TStEl HIl E= Z=XotX| = 7|0 CHet HEAD EE= GET JE."‘:3:.") S3
FabricPool H‘|3J01|*1 XA = X| 45LICt.

SE Al

HTTP/1.1 200 OK

Date: Fri, 18 Sep 2020 01:02:18 GMT
Connection: CLOSE

Server: StorageGRID/11.5.0
x—amz-request-id: 12345
Content-Length: 127

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?>

<Consistency xmlns="http://s3.storagegrid.com/doc/2015-02-01/">read-after-
new-write</Consistency>

PUT Bucket B2t X @S AF2510{| StorageGRIDO|| A Metd H& &= XX

PUT BiZ 22 22 ABOIE BIZI0A +35|S S0 M8 ARty 278 XTE 4
olAL|C}
M H-d -

7|2 Ed2 M= Yy Aol chHel A7) = 87| EFStER T ASLICE

0] ZtAE 2= st2H s3:PutBucketConsistency H$H0| 7Lt FE A 0|0{0f BfL|C}.

The x-ntap-sg-consistency M7H#H0ll= CHS 24 T StLIZF | 0{0F BfL|CE.
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BE BE =E7HT0|EIS FAl £41640F 5101, JHX| OB Q0| AIfBHLICt.

strong-global DE AJO|E0IN BE S2t0|olE ol il 47| 3 97| YBLS
SFBLICL,

strong-site APOIE Lj ZE Z2t0|olE Q80| thoh 47| 3 97| YBLS BFBILC

M 7] = 97| CLE) 4 2300 U= 87| % 871 L2YS, 243 Yool o
Chef A 5|5 L2ANS MBELICL 52 7247 HlojE B3
SFBILICE 20| Z20| AFELIT,

AHS 7t M2 2| 4 U 25 20| Do TSl 215 LHYE NBHLICE S3

H3lol 32, BRst AR20T ALESIMA(0: el eiX| &= 21 240
ZOLEl K3l = EXSHK| gb= 7101 CHet HEAD = GET &), S3
FabricPool HZI0|| A= K| & =|X| & L|C}.

2: YuisloR w2 4] 3 97] UBAE Aol 20| SALIC AH0| A2 SEex OB stsel
GHE 20|41 Be0/91E SHE ML, L of AP| H0| tfol AEZ XHSIZE Bel0lles

¥
THOHIAIR. B2l 2Z0IN YRS SFSHE A2 AFO| LLHORE ABIHINIL.

|—|_

2 GAl

PUT /bucket?x-ntap-sg-consistency=strong-global HTTP/1.1
Date: date

Authorization: authorization string

Host: host

GET Bucket last access time 2K S AI2510{ StorageGRID|A| H{3] OFX| Tt HM|A A|ZH AEHE ZMBHL|Ct

GET H{ 2! OHX[8} HM[A A2 RES AHE0HH JHE HAI0f| CHal DFX|Sf HAIA AlZE
YCIO|E7} SEStE|RA =R = HE Gtz J=X] ehelg = LTt

0| Xt 2 =62 ™ s3:GetBucketLastAccessTime #eH0| QU7 LE AIH FEO{OF fL|CL.

2F oAl
GET /bucket?x-ntap-sg-lastaccesstime HTTP/1.1
Date: date

Authorization: authorization string
Host: host
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Of oflAl= E{ZIof| Tl OFX|2h HA[A A[ZH HOO[ETL E-4otE|0] ASSE EHELIC

HTTP/1.1 200 OK

Date: Sat, 29 Nov 2015 01:02:18 GMT
Connection: CLOSE

Server: StorageGRID/10.3.0
x—amz-request-id: 12345
Content-Length: 127

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?>

<LastAccessTime xmlns="http://s3.storagegrid.com/doc/2015-02-01/">enabled
</LastAccessTime>

PUT Bucket last access time 282 AI235I0] StorageGRIDO|| A OtX|2}F HAMA A|ZH RIC|0|EE &3} 8l
IR g ol My

PUT HZl 2|5 HMA AZE RES AFESHH JHE HZI0)| Chiet 2| E HMA A2 HE[0|ES
2ot L= g dete = JASLICH 2[5 HH A AlZH HHO|ES H[ZGe6IH 50
SHEH, HH 10.3.0 0|22 MY HE W3l 7|2 AFULICE.

StorageGRID H{ZH 10.352E 2 Af H{310]| CisH OFX|SF M| A AlZH FO[0|ET} 7| 2XHOo =

H| 2 SHEILICE O 2| StorageGRIDE AFH25H0| MM = HZI0| A1 M 7|2 SE 1 LK|St==
@ St2{™ of{S 0| ™ 3 ZtZtof| ol OFX[2h HM|A A7t FHIO|EE HA|MOZ H|gtdstsloF gfL|Ct.

OpX| 2t M| A A[ZH YFE|O]| E= PUT Bucket last access time 282 AI235t7{Lt HIHE 22| Xt9]

2 ME HE HO| X0 A EAMotstALE HlgHMdatet 4= QUIGLICH "OFX|SF M| A A[ZH LH[0|E 2ot

= H[ZMo g HESHAL.

H 2101 CHet OFX| 2 HM[A A[ZF HO|O|EV} HIZdotEl 22, i H2lo) Cet 2ol = Ci2at 22 S0
MEL|C}
To-d

* GetObject, GetObjectAcl, GetObjectTagging, % HeadObject 22 OFX|2t HAM|A A[ZHS RIC|0| ESHX]
UELICEH siE M= HE 20| ZALO|Z HE|(ILM) WIS 2Ist th|Eol| Z=JtE|X| t&LICt.

CopyObject 3! PutObjectTagging 28 0| H|EIH|O[E{ 2t RIC|0| ESH= Z 0l = OpX|2h MM A A|ZHO]

AC[O| EEILICE s A= ILM HIHE {18t CH7[Eol| F7HELICE

© AA HII0]| CHet OpX[a M| A A2t OO EJt HIEHE3tEl 22, CopyObject R AA HZI9| OFX|2 HMA
AZtS HOIO|ESHA| YEELICEH SAME K= AA HZIQ| ILM "7t CHY|Eol| =7tE|X| & LTt 2Lt CHa
29| 22, CopyObject @82 &t OHX|2 HMA A|ZHS HC[O|ERILICH SAHE K| = ILM H7} Ci7|Sof|

% J}=lL|Ct.

T [=]

* CompleteMultipartUpload 82 OFX[2F AMA A|ZHS AHO|EGLICE et E A= ILM BIHE 2/ot 7o
= i=18 s}
T =
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28 ofA|

Of ofi®l= EHZlQ| OFX|2} M| A AZES 2 otplL|C.

PUT /bucket?x-ntap-sg-lastaccesstime=enabled HTTP/1.1
Date: date

Authorization: authorization string
Host: host

Of o™= BZlo| OpX|2f MM A A|ZHS HIE-GetelL|Ct.

PUT /bucket?x-ntap-sg-lastaccesstime=disabled HTTP/1.1
Date: date

Authorization: authorization string
Host: host

StorageGRIDO{|A| DELETE HZ! HIE}H|O|E] L2 74
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ot
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ful

DELETE H2l HIEtH|O|E LT 4 RES AESIH 19 XMLE AtHISHe] 7HE B ZIof Chst
HM ESF MH|AZ |:||s>.|-)\-|§|.'c'>'l- A Ol AL|CH

O ZAS 2tz 62 ™ HZl0]| CH$ s3:DeleteBucketMetadataNotification #et0| U7HLE A|H S Eo{0F S|},
2H oAl
O oilAl= HZlof| CHot A S8t MH|AE H|ZMotsH= WHE HOELICE

DELETE /testl?x-ntap-sg-metadata-notification HTTP/1.1
Date: date

Authorization: authorization string
Host: host

GET HZ! HIEIT|O|E 2T 78 RE S AHE5I0| StorageGRIDO|A HM SeE FHELICE

GET HZ! HIEIH|O|E &l 24
AFZEIE 74 XMLE 242 4 9
0| 22 et= 62 ™ s3:GetBucketMetadataNotification #3t0| L HLE AH|E ZEE0{of $hL|C}.
H oA

O] 282 "bucket 2f= 0|52 HZ0i et HIEtH|O|E] 2E 74 S AMBLICY.

[ ]
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GET /bucket?x-ntap-sg-metadata-notification HTTP/1.1
Date: date

Authorization: authorization string

Host: host

ocCk

o-d

SH ==0ll= H2lof| chet HIEtH[0|E &7l 40| IetELICH HEIHOIH HE T2 St M SES 2ol HAS
+4ote SES 2EE & ASLICEL &, ot M E AL EX], 22|10 T 24K S| HIEHHIO[E{7} OffH AEHIERZ
HEEXE XEE = AL

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>
<Destination>
<Urn>arn:aws:es: region:account-
ID :domain/ mydomain/myindex/mytype </Urn>
</Destination>
</Rule>
<Rule>
<ID>Rule-2</ID>

</Rule>

</MetadataNotificationConfiguration>

2 B|EH|0] B} 27 TAIO= Lt o|Afe] RAj0| EEEILICH 2t FES K A 2|9 StorageGRID7} 24K
HIEMHI0|E|S 4 H rorh CHAFS X R BHLICH CHAMS StorageGRID A EOIE S| URNS AFR6t0] X|sHO}
ghict.

P

= M oA

MetadataNotificationConfi H|E}C|O|E] Y2Io] ZHA|Q} CHAIS X|H™SH= O] AFRE= O
guration IO Z4E|0|Lq EfIQIL|Ct.

StLE O &9 Rule RAE ZetetL|Ct.

HEl olg| Aol HEO|ES £sHo} st KIS o
S5t 0| Cifet 280l EjQiLIct
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MEAT FRIE PAS SIBEX kgLt

MetadataNotificationConfiguration 2240 Z&HE|0]
AELICE
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Urn

MEfl= Mo E s HIEESE Y = JSLICH
HIZA 8Ll FE0f oAl o2 R K| 3
OFAL'EI-.

[Eo=]

& 240 ZEELIC

HEAIR LX|SHs A= s Ao Fokg Ho,
SHS 2482 HIEIH|O|E{ 7} K| A2l CHAtO 2 MAEIL|CH

HE A LXIAIZ|HH 8l EAE X HOH AL,

A 240 ZELIC

a3

A9 cHeoll Cheh ZiE|of L Ef I ILCE.

)

& 240 ZetEL|CH

24 A HEFC OB 7t &&= THael URNYILICH LS

%48 7%l StorageGRID =X QI E9| URNO|0{0f
LIk

* “es'M| WY @ A040F BfL|Ct,

* URN2 HEIH|O|E{7} X &HEl QlelAQt RO =
ZLt0F StH, & A12 "domain-
name/myindex/mytype’ /L |C}.

ASTOIEL E|1E P2|X} EE EHE 2| APIS

_— L —

—
A8 Y ELICH LSt 22 HAlS AFEELICH

*arn:aws:es: region:account-
ID :domain/mydomain/myindex/mytype

*urn:mysite:es:::mydomain/myindex/myty

re
AT ZOIEL M XMLE XZ3t7| Hof A=o{of
SHLICH J2K| erow 20| At 404 RE7}

e

URN2 CH& A0 ZEHEL|CH
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‘<MetadataNotificationConfiguration></MetadataNotificationConfiguration>Ef
3 Atojofl EetEl xmr2 H{Zlof el HAM S A=ZQIE S8t 74 AE EOFLIC. 0
ololM= M| H|EHHIO|E{7} “current 2= O|&9| Elasticsearch QIEIAR} ~2017 2h=
F8OR MEED, 0| AEUAE “records 2t 0|59 aws THQI0| SARIELICE

HTTP/1.1 200 OK

Date: Thu, 20 Jul 2017 18:24:05 GMT
Connection: KEEP-ALIVE

Server: StorageGRID/11.0.0
x—amz-request-id: 3832973499
Content-Length: 264

Content-Type: application/xml

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix>2017</Prefix>
<Destination>
<Urn>arn:aws:es:us-east-
1:3333333:domain/records/current/2017</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

o XMe
"HEHE AE A"
PUT Bucket HIEIG|O|E 22 74 @B Z AHESH0| StorageGRIDO|A A S8t MH|AS g43tetL|Ct

PUT B1Z! IEFEIOIE] 22 74 XS ALSSIH T4 BZI0| Tl 244 S8 MH|AS Syste
+ LT 84 220 HBshs HEOIE] 2 24 XMLE HEIO[E} i 2
QIEAZ FAEE HHE KIFLICH

—1— =

O] ZAHS =62 Ko CHSH s3:PutBucketMetadataNotification #eH0| LAHLE AIH 2 E {0} EfL|Ct.

24 2=0l= HEEH O HE 40| Zet|o{oF gL|Ch 2 HIEHH|O|E &3 F-d0il= Stit 0| 42| #%|0]
HEEILICE 2 722 HEE| = Z4M|2t StorageGRIDZt 7“HI HIEtEIO|HE T &3 OF St= S XIFEL .

M= K| 0|22 HFAIE 7|20 2 THAY £ JUSLICL € S0, BFAIZ} /images' Q! Z4H|2| HIEIH|O|E = $F
HAdo= Hijm, E—‘.:—Awf ‘Jvideos Q! iKX= CHE CHACE HMH & QUSL|CEH

HEAZL EX= FE2 fFR0HK %M HE Al ARELICH OIS S0, FATt test' 2 AA|0f] CHEE 72! StLtet
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HEFAL} test2 2l Z4A|of| Cf

ot A sfLt

Zobsts 42 S18EX| &L

i

CH&2 StorageGRID AEZQIES| URNS AHE5H0] X[FaHOF BfL|Ct MEIC|OIE L3l 40| HEE
A= ZQIETL ZXHoHOF SHH, THX| Q™ 70| HISLICH 400 Bad Request. 2F HAIX[= CtZat Z&LICH

Unable to save the metadata notification

URN does not exist: URN.

<MetadataNotificationConfiguration>

<Rule>

<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>

<Destination>

<Urn>arn:aws:es:region:account-

ID:domain/mydomain/myindex/mytype</Urn>

</Destination>

</Rule>
<Rule>

<ID>Rule-2</ID>

</Rule>

</MetadataNotificationConfiguration>

O] #= HIEtHIO|E 3 74 XML @45 HHeL|CL

o|&

MetadataNotificationConfi

guration
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MetadataNotificationConfiguration 240 x| 0]
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(search) policy. The specified endpoint
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A 240 ZetEL|CH
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%48 7%l StorageGRID =X QI E9| URNO|0{0f
LIk

* “es'M| WY @ A040F BfL|Ct.

* URN2 HEIH|O|E{7} X &HEl QlelAQt RO =
ELt0F 5tH, Y412 "domain-
name/myindex/mytype’ 2IL|C}.

—

ACmolEL HHE Ba|R} i HUE 22| APIS
ALRBt0 LAEILICE Che It 22 HAIS ARREILICH

®* arn:aws:es:region:account-
ID:domain/mydomain/myindex/mytype

*urn:mysite:es:::mydomain/myindex/myty
pe
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SfLICH 2K ¢t ™ 0| ISt 404 L7t
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PUT /testl?x-ntap-sg-metadata-notification HTTP/1.1
Date: date

Authorization: authorization string

Host: host

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn>urn:sgws:es:::sgws-notifications/testl/all</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

O AJofl M= HEFAL “/images 2t L X|SH= ZiM| Q| ZiK| HIEIH[O|E = of Y Q2 HEE[1, WF A} “/videos™ 2t
XSt A M| HIEIHOIE = & HM L2 HEE LT

PUT /graphics?x-ntap-sg-metadata-notification HTTP/1.1
Date: date

Authorization: authorization string

Host: host

<MetadataNotificationConfiguration>
<Rule>
<ID>Images-rule</ID>
<Status>Enabled</Status>
<Prefix>/images</Prefix>
<Destination>
<Urn>arn:aws:es:us-east-1:3333333:domain/es-
domain/graphics/imagetype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Videos-rule</ID>
<Status>Enabled</Status>
<Prefix>/videos</Prefix>
<Destination>
<Urn>arn:aws:es:us-west-1:22222222:domain/es-
domain/graphics/videotype</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>
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A e MH|IA0M M HE JSON

ot

H{Z10]| CHSH AM £t

- O od

MH|AS

Il

[HO

0| OlAl= 717t sGws/Tagging.txt @l ZH7L “test 2H= O|FQ W0 HME mf HME £ U=
gson?| OAE HOFLICL. 3T “test HIAI2 BT 22|71 E|X| FCE 2 versionId Ef 1= H[O] AUSLICE
{
"bucket": "test",
"key": "SGWS/Tagging.txt",
"versionId": "",
"accountId": "86928401983529626822",
"size": 38,
"md5": "3d6c7634a85436eee06d43415012855",
"region":"us-east-1",
"metadata": {
"age": "25"
b
"tagS": {
color": "yellow"
}
}
HIEtHOfE] Y2lof ZetEl ZHA| HiEtH|O|E
O =AM Se0| 2HotE[AS M CHY AERAEZ MEE|= JSON ZM0f| ZetEl 2= HES LIFeL|Ch
=AM O|E0l= HZ! 0|5, ZA| 0|F, J2|1 A= B KA ID7F ZEHELICE.
7Y z=2y Ao
HZ S 2K " H2l 2l 0| F
HZ S A ZE 7| 2K 7| 0|
B{Z0 9 2K M version|D B Ea| 20 s 2Kl 2K
HE AL CH
HZ 2 K| M Np- H 2 (Ol: us-east-1
A A B O|EFH|Of 37 HTTP 22t0[AE0| E A== K|
37|(HIO|E)
A A& oEfH|O|Ef md5 K| SHAl
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7Y z=29y Ao

AEX} HIEHH| O] E H[EHH|O| Aol CHet 2= A X HEHH[O] B
key:value (Z1-2r &)

Ei Ei Z4H|ofl CHal delEl 2= 24K Ef (7|
key:value -k )

Ef T 5! A2 X} HIELC|O|E{ 9| AL, StorageGRIDE= "*WSEP ZXHE EXHE E= S3 OI'*“E
ElasticsearchOl| MY gfL|Ct. ElasticsearchZt 0|2{3t EXtES EW L= X2 off M5
() olaie S BC ofm 2 Uit 84 0j0] che Elasticsearch X132 1242, 2
MH|AE FMS7| Hof| QIE AN S& EHE DiHS 2Hdolsof BFLICE EA17t 9_|—.%>' J

QI A0|A 240 BE Q82 BT 4 giBLICH
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o
"HHE AE A"

GET Storage Usage XS A235t0] StorageGRIDOIA A|IH 3! H3l AEZ|X| AF22FS Z3|8tL|Ct

GET AE2|X| A RE2 AHOIM AFS 591 5 AE2|X| 8T ol AT HZE %

Halo| AEE|X| 82 *ﬂ%—LIEL

AE A HAE ME 8H2 x-ntap-sg-usage HE| IHHSE AESI0] £=H-El ListBuckets RES Sl =
x

o
4 UGLICE B2 X% 83 AL AIAH0|H K2ots PUT 2 DELETE 281 HE2 FXELICL S5
ol £2 A9, R M2l 400 mat A2 20| o4 2 UR[BIIIK Cha AlZHol 2 4 AL

712X OZ StorageGRI E JEot MY LPE S A0 AL S HEHE AMSt{ 0 A|=giL|Ct Z3s 1Y
Uztd S M & 9l= Z 2 StorageGRIDE 22Tt AO|E LM E ALESI0] AL S HEE HMst2{ 10

AlE=gfL|Ct,
0| S 2t=Z st ™ s3:ListAlIMyBuckets H$H0| AALE R E A= 0|0{0F StL|Ct,

28 oAl
GET /?x-ntap-sg-usage HTTP/1.1
Date: date

Authorization: authorization string
Host: host

SH Al

Of oflAl= &= il EZL0] Ul 7He| Zix|ef 128E0[E S| OB 7t = AlEE EHFLIL. 2 H2Alols & 72| A<t
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HTTP/1.1 200 OK

Date: Sat, 29 Nov 2015 00:49:05 GMT
Connection: KEEP-ALIVE

Server: StorageGRID/10.2.0
x—amz-request-id: 727237123
Content-Length: 427

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?>

<UsageResult xmlns="http://s3.storagegrid.com/doc/2015-02-01">
<CalculationTime>2014-11-19T05:30:11.000000Z</CalculationTime>
<ObjectCount>4</0ObjectCount>

<DataBytes>12</DataBytes>

<Buckets>

<Bucket>

<Name>bucketl</Name>

<ObjectCount>2</ObjectCount>

<DataBytes>6</DataBytes>

</Bucket>

<Bucket>

<Name>bucket2</Name>

<ObjectCount>2</ObjectCount>

<DataBytes>6</DataBytes>

</Bucket>
</Buckets>
</UsageResult>
HH 22
HEE DE MY HHES SEQ| objectCount % DataBytes 240 &2 O|EILICH AMH| OFHE= objectCount

(=) E
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71E A8 EE 2184 0|4 AMEE[X] @i= HAl 27F
7|& StorageGRID 118 &+E 2|2t O 0|4 AFBE|X| gb= HI @F

StorageGRID 7|& ™ &4 7|2 A8t MM E HAIE 2t2[6t2H StorageGRID S3
REST APIE AtEdliof & 4 t

TH Z=A 7|50| O O|AF AFRE|X| QA L|CE.

O|™ StorageGRID HTO|M M| SE|}T StorageGRID & £ 7|52 O 0|4 AL E|X| 22 S3 Object
Lock2 2 CHA|=|ASLICE
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* "S3 REST APIE AE3t0] S3 Object Lock "
* "ILME AE3H0d A 2ta|"

* "NetApp 7|2 AtE: StorageGRID 11.50|A 7|& A &4 HIIS 22|t B
O o4& MEE[X| gt 78 &+ /%F:

- AR BEHE - 7

0
MM
4>
i
-0
rot
-
(@
_|
T
N

QN AXn

o

SGCompliance XML R4 & O 0|4 AL E|X| &LICH O|HM0fl= PUT Bucket 282| MEf™ XML & 220
0| StorageGRID AFEX X|H QA E Zasl0] A8 &4 H2lg MM 2 JJASLICL

* A SHE - GETHIA A8 &

re

RS

Uy
O
e
=1
ozl

GET HiZl 77 &4 22 Cf 0|4 AFBE|X| SLICE SHXIZ 7| 2[4l 78 F4 0|
F4 %S SOICHT 0| QHS Al ALBE & AUBLICH

* "AF2 FEHE - PUT Bucket compliance”

PUT B{2! 78 24 QS f 0|4t AFRE|X] &LICH SHX|BE 7|Z| #|74Al 78 E4 H2l0| et 78 F4
HE BE IA|S ML

HHE +¥ot= tloll= ol 2ES AL MEE + JUELICE HIE S0 7|Z HA0f
HE Izt =3 = AU

StorageGRID2| I 0|4 A2 E|X| 2f= SGCompliance 84
SGCompliance XML 4= K 0|4 AMZE|X| 2&5LICt 0|™0f|l= CreateBucket 282

MEAX XML 28 2=20] 0| StorageGRID AFEXt K| QAE Z5tH #d &+ HIIS

MAB 2 AL

0| StorageGRID HZF0| M X BEIAE StorageGRID 78 4 7152 H 0|4 ALRE|X| o400 S3
Object Lock2 2 CHA|=|A}ELICE XtAISH LIB2 LSS EXSIAIRL.

* "S3 REST APIE AF2510{ S3 Object Lock 44"
* "NetApp 7|& At=: StorageGRID 11.50|M 7|& A &4 HAIZ 22[ch= 2"

-

AY £+ 7150/ &

=2 Cl O| et HdE =+ QISLICH 78 £ ?I¢t CreateBucket 28 +HS
A8 M A =4 H2 =

E
MAste{n 518l Tt @8 HAIXI7H HHEHElLC

The Compliance feature is deprecated.
Contact your StorageGRID administrator if you need to create new Compliant
buckets.
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StorageGRID2| I O|& AFE|X| 9= GET HA! A &4+ 2F

GET HZl 78 £+ Q¥2 O 0|4 ArEE|X| SLICE oA 7| & A #E £ H20f
M ME B 8 =5 S =l E 0| RES AL A8 = ASLCH

| |

;

0| StorageGRID HZHO0| M MS =} StorageGRID ﬁ@ E+ 7152 4 ol AL E[X| ¢t S3
Object Lock2@ 2 CHH|E|ASLICE XtM|E LIE S LIS 2 H XS AI2.

@ * "S3 REST APIE AE3t0] S3 Object Lock 44"

* "NetApp 7|2 Xt=&: StorageGRID 11.50 7|& #H &4 H3IS 2A2|shs "
0| ZtH S 2= 812 H s3:GetBucketCompliance # 0| UL RFE A F0|0{of THL|LC}.

2H oAl

O] Al REES S3ll 0|50 "'mybucket ¢! HZ0]| Chiet 78 =4 2F S =l = ASLICH

GET /mybucket/?x-ntap-sg-compliance HTTP/1.1
Date: date

Authorization: authorization string

Host: host

SE OA]

SH XMLOl= "<SGCompliance>"HZl0l| HEE[= 8 Z4 &T0| LIZELIC} O o|Al &2 2 2H|7t 2
= AEEE 114(525,600%) S 2EE= H2lo| 78 &4 28 S EHELICL oxf ol HAlol= 8H E&
ZX|7t HEE|X| SAELICE 2t K= 13 = XAS22 AfH|ELICE

HTTP/1.1 200 OK

Date: date

Connection: connection
Server: StorageGRID/11.1.0
x—amz-request-id: request ID
Content-Length: length
Content-Type: application/xml

<SGCompliance>
<RetentionPeriodMinutes>525600</RetentionPeriodMinutes>
<LegalHold>false</LegalHold>
<AutoDelete>true</AutoDelete>

</SGCompliance>
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PUT /mybucket/?x-ntap-sg-compliance HTTP/1.1
Date: date

Authorization: authorization name

Host: host

Content-Length: 152

<SGCompliance>
<RetentionPeriodMinutes>1051200</RetentionPeriodMinutes>
<LegalHold>false</LegalHold>
<AutoDelete>true</AutoDelete>

</SGCompliance>
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2 US WX StorageGRID A|ARI2 ST 30| CHoll LA OZ of2] 74| YREX| %2 MES XL
USLICE O|2{Th LRE|X| 2 ME2 of|7[X] b0 HIEESHK| b2 SEE X2fe = JASLICL o|E §0f, H3lS
HY HZE MEfE M2 AN S22 HxH K39 0| 8 &4 HF(F, HAN 2= offA|)o|] L& H|o|E MIE
ALO|EO|M A& HEE £ JELICH ZUHOE, HA HE A2t MZIHH K7 EZE 7|7H0] 2t2E[H AM2X}
I = AutoDelete(2Hd 2tz 220l 2o AFM|E 4~ USLICE

Strong-site 224 ArES ZHISt2{H PUT Bucket 8 &4 23S ChA| 251 CHZ1 20| consistency-
Control HTTP 2¥H §HE ZaSHHA|IL.

PUT /mybucket/?x-ntap-sg-compliance HTTP/1.1
Consistency-Control: strong-site

* HA0| #EE E45tEE HHE K| 2 22 SHA HTTP #Ef Z== 404 Not Found & L|Ct.
* 2¥ 9| 'RetentionPeriodMinutes' 0| H{ZI2| Xl HZE 7|ZtECH B2 A2 HTTP 4Ef 2E= "400 Bad
Request L|LCt.
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StorageGRID= Amazon Web Services(AWS) HX A E At25I0] S3 E|HETL HZI 5
sif e HZl LS| 24K0fl CHot HMAE Moje 4= U= BHL|Ct StorageGRID A|AEI2 S3
REST API M 10{o| UL E [AHBILICE S3 APIO]| CHEE AAMA M2 JSON HAOZ
A EL|Ch

A& HHM IHR
StorageGRID= M| 7HX| R HMA RS XLt

* *H 7] MH*2 GetBucketPolicy, PutBucketPolicy, DeleteBucketPolicy S3 API 2t} EE= Tenant Manager EE=
Tenant Management APIE AE3H0] 2t2|ElL|CH HZI M2 H310| HEE0 HA A/ALAE E= OHE
Al AEXE7L SHE HZ D 3! LY ZK|0f| BN ASHE WS MO{SHEE LM ELICEH B2 HM2 StLtel B2t
o2 2F02F MEEL|C

L T1od

**OE A2 HIEUE 22Xt E= HEHE 22| APIE AFESHH T ELICE 28 B2 AFe| 280 HEE0
e 250 AIY £2R2 EF 2|20 HhAS = JEE HELLICE IF FM2 StLtl 2F1H of2] HZl0)2t
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Aol 2o E At ofoff AHERIT} 2= TS FILE FolRLIC

| WL

() 22 sz 2 M =8 Zojs 28290 xfo|7t gLt
StorageGRID 12! 3! 18 HH2 Amazonoll A Holet S5 SHS WELICH 2t &4 L=l F4 2 o]
2100, 2t 2ol Ttg 27t EEHELCH

* Statement ID(Sid)(AEH AFgh)
=

* Principal/NotPrincipal

* 2|AA/NotResource
 Action/NotAction

- I (M A

M 2o r121t 22 AXE ARst0] Het2 X ™2 M ELICE <Condition>0|(7t) M2 | <Principal>0l(
71) <Resource>0l| A <Action>Z(E) sdst= N2 51E/HE517| 2l <Effect>2(E) RO LICH

-

2t M QAL S 752 98l ALSELIC

24 oy

Sid Sid 4= M A LICE SidE AFSXt| tiet 2 EX2T ALEELICE
Sid= MEE|X|2t StorageGRID A| A0 AM SHME|X|= g4&LICE.

k=anl; Effect QA E AFESH0] X|HE 20| 52| =X| e HEE =X HEE
MAESHL|CH X|2E|= Action 24 7|EE AFR3}0 u19l L= ZH[of cHal
S{E(Es HRE)S 2AS AlHsHOF gL Ct,

Principal/NotPrincipal AIEXE, O35 9 A|H"HOo| EX 2| AAN MM ASHD EH EAHAS M2
58e = ASLICL 8"*01| S3 MEO| ZHE|0] JUX| k2 FL, =t
AEIIE 2XH*)S KWst0] o ANAT} S|BELICE J|=H o=
FEDtSiE A™O| ARSH EI**OH ANAY 4 AELCE.
HZ] MHO| M= Principal A8 X|MSHH EL|CH 08 Hio| AL MMO|
HZE OF0| FHQl Principal 247} ElL|CH.

—

2| & A/NotResource Resource 24+ M3l AK|E A EELICH Amazon 2|2 A O[F(ARN)S
AH8SH0] 2| AAE AHSHI K31 5 ZHK|of CHot HotS S 85IHLE HARY
UAELICt
Action/NotAction Hstoll= =Y (Action)2t Z2H(Effect)2ts T 7HX| 74 247 A&LICH

OF0| 2|AAE QHSHH siE 2|20 CHet HAA ZSHO] Ho{E[AHLt
HEELCH BAHOZ AUotS SHSHA| o MM AT HEE X2, FAH

HEE ALE5I0 CHE FEHoA 20ieh AotE MFole +~ ASLIT.

[ iy )

Atef X7 QAL ME ARQILICE TS ASH MM Koo} ot Al7IS
AFots EHAS B 4 AL
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Action 220|M= ALEFIE ZAH*)E AHESIH 2= XY = 2
0| Action2 s3:GetObject, s3:PutObject, s3:DeleteObject 52| Hetnt &

s3:*0Object

gla RA0ME ALETIE EXH*)H (?)E AHEY = ASLICE BE(*)= 071 Ol 42| EXtet LRSHL, S SH(?)=
olof T EAtet HRIFfLICY.

Principal 2 20|A = 2F MMA(ZE AZXI0|A HotE 2H)

Q| OHA| £ ZRE HelstE= /ALETE EXIE
K| X| &&LICE 2 E0 Principal 242 QFUEIE(ME MEE £+ A&

"Principal":"*"

"Principal" s {"AWS" :"xT)

CtS Ol Al0|AM = Effect, Principal, Action % Resource R4 E A8St= BM 22 &LICt O] OflAl= "Allow"2l=
EffectE AF25t0] Principal, admin 1& federated-group/admin % finance 1& “federated-group/finance 0f|
*s3:ListBucket 0|2}= 0| 2| H{Zl0j| I1H°*Act|on ‘mybucket Ef SHEk H2l LS| 2 E 24K off CHE Action
's3:GetObject' & ALY = U= HEIE FO5t= MM HIl B 22 HO{FLICH

"Statement": |

{

"Effect": "Allow",
"Principal": {
"AWS": [

"arn:aws:iam::27233906934684427525: federated-group/admin",
"arn:aws:iam::27233906934684427525: federated-group/finance"
]
b
"Action": [
"s3:ListBucket",
"s3:GetObject"
I
"Resource": |
"arn:aws:s3:::mybucket",
"arn:aws:s3:::mybucket/*"

2l ZMo| 37| w[eh2 20,480H0|E0| 11, & FMO| 37| H|eh2 5,120HH0[ERL|CY.
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712502 18 M| gt BE YE0|EE HE YBNS SABLICL IF HA ABHS 2 £[3 HY Yoz
OIS B ARIO| M| o AITh 15%20] £7h2 A2E 4 LT 7|2HOR H3l B st BE YHl0|ES
Y3 Apyz RRBLICE

20 EH GHO|E0of Tt L2ty B S HEAY = ASLICL OlE S0, AOIE FHoli Zd Alof = K2

0| B2 consistency-Control 8|E{E PutBucketPolicy 280 A&™stHLE PUT H3! Ld XS e £
USLICH HZ FMo| LS eHotH HM Lo = Qls HE Ao MEBE|= O X[t 87} FIIE AQE

asLict
() EAdeHEE s A e g 8 gz Wue Fe M0l Aas vy 25
MEE 2l2f Lo E|S2of BLICh 1K 0T $3 DE w3l 280 2HE MFo| MBI

N HA2 AR 182 U2 1o 20| S MM S0t ALBY 4 Qi HIS UNHOR KBt AHA
HMQILICE MM B2 Hsto| ot9| BIEt 5188 4 AT, 7} ABS Lo A& UBLICL IF K= O
oot A2 IH £ UBLIC

${post_edited_translations.segment}
H*H MHO| M ARNS Principal 2242} Resource 40f AF2EIL|C}.

* ${post_edited_translations.segment}

arn:aws:s3:::bucket—-name

arn:aws:s3:::bucket-name/object key
* OIS #E22 AH8SIY ID 2| AA ARNAHEXL S OF)2 X[™gL|Ch.

arn:aws:iam::account id:root
arn:aws:iam::account id:user/user name
arn:aws:iam::account id:group/group name
arn:aws:iam::account id:federated-user/user name

arn:aws:iam::account id:federated-group/group name

7|Ef 02 AtE:

* ${post_edited_translations.segment}

* A 7]0f X|HE £ Y= ZH| 2XH= JSON UTF-8 EE= JSON \u O] AHO| I AR A
ghLct HME Q32 X[ E|X| &LCE

—

i
>
ol
of
2
ro
Al
on
=t
o

"RFC 2141 URN &"

PutBucketPolicy 20l Chet HTTP 28 222 charset=UTF-8Z 12T =|0{0F gIL|LCE,
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https://www.ietf.org/rfc/rfc2141.txt
https://www.ietf.org/rfc/rfc2141.txt
https://www.ietf.org/rfc/rfc2141.txt

B0 2|24 K|

N

M Z0|lM Resource R4 AHE5H0] #et0] SIE&|7LE HEE Ml L= M E XFE == ASLICH

o ZH MM MEHol|s 2|AA QAT TQBH|CH MMM 2|AAS QA “Resource’ 2 EA|Z|H, HQlo] AR
*NotResource' 2 HA|ElL|C.

* 83 2[&A ARNS AtESHO] 2|22 S X|FELICH o2 S th3a Z&LCt

"Resource": "arn:aws:s3:::mybucket/*"

* A 7| LHEO| Y HEE ALY = JFLILE o|E S Ch31t Z&LICH

"Resource": "arn:aws:s3:::mybucket/home/${aws:username}/*"

L 2JAA P2 IE WMES YT o OFF ERYOIX| B IS XM 4 ABLICL

™o 2ot FH| XF

Principal 248 AFE5I0] YH Z0f w2t 2|2 A0 TieE MM AT S E/HRE ALEAL OF E= HEHE AZS
AlHSHL|CH
1=2d -

* B3l GMo| Zh HA MHO||= Principal 2471 ZetE|0{0F SfLICt. OF Mol Y™ dH2 IF XKt
Principal 2 jpcEI':'E Principal 247t ZR6IX| k& LILCt

* MMM FH= "Principal" 242 EA|Z|H, H2|9] Z20= "NotPrincipal"2 HEA|E/LICH
* A 7|8 IDE ID EE= ARNEZ AF25H0] X| &3O gL CY.

"Principal”: { "AWS": "account id"}
"Principal": { "AWS": "identity arn" }

* O| GIHIA[N = HIHE AH™ ZEQF siE AHN &3t ZE AFEXE E8tsh= HIHE AE ID
272339069346844275252 At2EtL|CT

"Principal": { "AWS": "27233906934684427525" }
s X 2EDFX|AE £ QAL|CE

o [ o= AN

"Principal": { "AWS": "arn:aws:iam::27233906934684427525:ro0t" }
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"Principal": { "AWS": "arn:aws:iam::27233906934684427525:federated-
user/Alex" }

* EH 0|{2)|0| M O F("Managers")S X[ £ ASLICEH
"Principal": { "AWS": "arn:aws:iam::27233906934684427525:federated-
group/Managers" }

* o FHIS XIHY 4 AssLIC
"Principal": "*"
* 252 O|5tHH AF2Xt 0| CHAl AHE X} UUIDE A &~ U&LICH

=

arn:aws:iam::27233906934684427525:user-uuid/de305d54-75b4-431b-adb2-
eb6b9%9e546013

OlE S0, LAATE XIS ML ST AHEXL O|F Alex O AME[UACID JHES HYSLICE. MER

=
UUATL EFO| BRI SUSH alex AHBK 0122 HLYWOH, M AABXH= | K| 4| H2H AEKI
So{El MBS AHUS 2+ YBLITH
© 79 2 i WMS M o) oFF EXSI| e DB/ASR 0122 XIFE 4 UBLICE

Aol M Aot XIF

HHO| M Action 4= 2|20 Clist HSHE 518/ F5t= Ol ASELICH Mol X|ZE

"Action" 24 = H|2|E LIEILH= "NotAction" 242 HA|EL|CH O|2{et 2t 4= EF S
of & &Lt

@ 4y
:

SHE Holl= K20l M E&|= Hotat K0 MEE[= Aeto| LIEE0 AELICH.

Amazon S3£ O|H| PutBucketReplication %! DeleteBucketReplication Zf¢! 250
(D s3:PutReplicationConfiguration #gtS A& gIL|LCt. StorageGRID= 2 2

=~

Ar238tH, o= 22l Amazon S3 AtQFat Lx|EtL|Ct,

() AFIS put IS ARBSI0] 71E 248 Hoi% of £RELIC
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s3:CreateBucket

s3:DeleteBucket

s3:DeleteBucketMetadataNotification

s3:DeleteBucketPolicy

s3:DeleteReplicationConfiguration

s3:GetBucketAcl

s3:GetBucketCompliance

s3:GetBucketConsistency

s3:GetBucketCORS

s3:GetEncryptionConfiguration

s3:GetBucketLastAccessTime

s3:GetBucketLocation

s3:GetBucketMetadataNotification

s3:GetBucketNotification

s3:GetBucketObjectLockConfiguration

s3:GetBucketPolicy

s3:GetBucketTagging

s3:GetBucketVersioning

s3:GetLifecycleConfiguration

S3 REST API 2¢d

CreateBucket

DeleteBucket
DELETE Bucket HIE}H|O|E &3 4
DeleteBucketPolicy

DeleteBucketReplication

GetBucketAcl

GET Bucket compliance(X|& SEH=)
GET Bucket 224

GetBucketCors
GetBucketEncryption

GET 2l Opx|af A A A2t
GetBucketLocation

GET H2l HIEtC|O|E] & 74
GetBucketNotificationConfiguration
GetObjectLockConfiguration
GetBucketPolicy
GetBucketTagging
GetBucketVersioning

GetBucketLifecycleConfiguration

StorageGRIDO]| CH$H
AR XIH

of

o, PUT &
DELETEO| CHst
ol Mot

of

of

o

of
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s3:GetReplicationConfiguration

s3:ListAlIMyBuckets

s3:ListBucket

s3:ListBucketMultipartUploads

s3:ListBucketVersions

s3:PutBucketCompliance

s3:PutBucketConsistency

s3:PutBucketCORS

s3:PutEncryptionConfiguration

s3:PutBucketLastAccessTime

s3:PutBucketMetadataNotification

s3:PutBucketNotification

s3:PutBucketObjectLockConfiguration

s3:PutBucketPolicy
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S3 REST API ¢ StorageGRIDO]| CH$H

MEXXIE

GetBucketReplication

« ListBuckets o], GET Storage
Usage2| 2%
. Xtz 2k

ListObjects
HeadBucket

» RestoreObject

ListMultipartUploads
RestoreObject

GET Bucket HH
PUT Bucket compliance(X| 2 SEHE!) of

PUT B2l 22ty ol

DeleteBucketCorst
PutBucketCors

DeleteBucketEncryption

PutBucketEncryption

PUT Bucket OFX|2F AN A A[ZF o
PUT H{2! H|EIC|O|E] 3! T o
PutBucketNotificationConfiguration

* CreateBucket with the x-amz-
bucket-object-lock-enabled:
true 8% 8l|H(s3:CreateBucket
Aot Q)

 PutObjectLockConfiguration

PutBucketPolicy
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s3:PutBucketTagging

s3:PutBucketVersioning

s3:PutLifecycleConfiguration

s3:PutReplicationConfiguration

2H|0| KB el Het

—_

-
ls

rH

s3:AbortMultipartUpload

s3:BypassGovernanceRetention

s3:DeleteObject

s3:DeleteObjectTagging

s3:DeleteObjectVersionTagging

s3:DeleteObjectVersion

s3:GetObject

s3:GetObjectAcl

S3 REST API ¢ StorageGRIDO]| CH$H

AEXFXIE
* DeleteBucketTaggingt
» PutBucketTagging

PutBucketVersioning

* DeleteBucketLifecyclet

 PutBucketLifecycleConfiguration

PutBucketReplication of, PUT &

DELETEO]| CHgt
o Mot

S3 REST API =t StorageGRIDO]| Cl{st

AEX X

AbortMultipartUpload
RestoreObject

DeleteObject
DeleteObjects
PutObjectRetention

DeleteObject
DeleteObjects

» RestoreObject

DeleteObjectTagging
DeleteObjectTagging(ZiAH|2] EX HH)

DeleteObject(EH H™ 2| 24K)

GetObject

* HeadObject
RestoreObject
SelectObjectContent

GetObjectAcl
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ot

s3:GetObjectLegalHold
s3:GetObjectRetention
s3:GetObjectTagging
s3:GetObjectVersionTagging
s3:GetObjectVersion

s3:ListMultipartUploadParts

s3:PutObject

s3:PutObjectLegalHold

s3:PutObjectRetention

s3:PutObjectTagging

s3:PutObjectVersionTagging

s3:PutOverwriteObject

s3:RestoreObject

PutOverwriteObject H st AtE

s3:PutOverwriteObject #eHe 2%

S3 REST API ¢ StorageGRIDO]| CH$H

AEXFXIE
GetObjectLegalHold
GetObjectRetention

GetObjectTagging

GetObjectTagging(ZiH|2] EH HF)

A
ra

GetObject(ZiX|2| EF HH)

ListParts, RestoreObject

PutObject
* CopyObject

RestoreObject

CreateMultipartUpload
» CompleteMultipartUpload
UploadPart

UploadPartCopy
PutObjectLegalHold
PutObjectRetention

PutObjectTagging

PutObjectTagging(ZiX|2| E& HH)

PutObject o
» CopyObject

PutObjectTagging

DeleteObjectTagging
» CompleteMultipartUpload

RestoreObject

St7Lt YUCl|0|Estes Yo HEE|= AHEXt X|E StorageGRID

HorYLICh o] Het Ao w2t S2F0|AETH AH| Q| H|O|E, A+EXL Ho| HIETO|E 2= S3 4| Efd = HolE +

A=K 27 BHELICE
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AELICE 0|Z0] 7|2 ™ ULIC.
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LICt '"AHE 2 M™stH PutOverwriteObject #eH2 CE1t 20|

H1
27
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Z0|M 7[E AN7 HAE 2
* K| 2f GOJE|, AHEX} 2| HIEHH|O|E] EE= S3 K| EfY 2 HOolZ =+ Y&LICH

8 Z0l mE Go|E| £7 X0| FAE D QF7} wretElL|C

* S3 A 2|7t gM3E F 2, 'R B2 PutObjectTagging £+ DeleteObjectTagging ZHi0| 24|
gl

2ix|e| oixH BT O] Ol BT 2| TagSetE +HSt= A S LX|IL|CL
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b7t LIEFERLICY,

SRl S3 Mo A HO{MTI|E & 238t PutOverwriteObject 0| HEZ MHE|of Q= HL,
@ S2I0|AHE = K| HIO|E, ARt He| HEIHO|E E&= 2N Ej IS HolE = ASLICH £,
S2I0|E 7 WX &elzto] MEHE A4 > Hot BH > HEQ 3 9l ZK)), sie 4F0|

PutOverwriteObject #ot dX S 1™ [ ErL|CL.

Condition: {
condition type: {
condition key: condition values

CtS ofloll A IpAddress =712 Sourcelp =71 7|& AtEtL|Ct

"Condition": {
"IpAddress": {
"aws:SourceIp": "54.240.143.0/24"
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StringEquals

StringNotEquals

StringEqualslgnoreCase

StringNotEqualslgnoreCase

StringLike

StringNotLike

NumericEquals

NumericNotEquals

NumericGreaterThan

NumericGreaterThanEquals

NumericLessThan

NumericLessThanEquals

[ = k=]
T=

IpAddress

NotlpAddress

Null
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IfExists

XE|= =74 7

rr

= 7|

aws:Sourcelp

aws:username

s AR 7|2

=
e 2
el
Rl

s3:ListBucket 3

s3:ListBucketVersions
A3t

Ml
QAO| MAEl |P Z=AQ H|MEHL|CH HZ EE= ZHA|
A0 AT = ASLICH

A1:S3 MO0 2| & 5l AO|EYO] LEQ| 2E
2 MH|AE Soff MEE AL, 0|l 25 WA

MH|A HAEZIO|P F40F Hl W EL|CE

q
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EL

LLIRES| AFEXL O] 2t H W BfL|Ct HZl
j(.” (=13

=
ol AFE S o= ASLICE

{m}

C
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T & 7|= of7iH 4= ListObjects =
ListObjectVersions A0 X| & &l 712 7|= O{j7HH2}
Cljmi=Sisy
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=2 3| = ke
s3:ExistingObjectTag/<tag s3:DeleteObjectTagging 7|=
-key>

2ixofl £ B 7|2t ko] RA0{OF BfLICE.

s3:DeleteObjectVersionTa
gging

s3:GetObject
s3:GetObjectAcl
3:GetObjectTagging
s3:GetObjectVersion
s3:GetObjectVersionAcl

s3:GetObjectVersionTagg
ing

s3:PutObjectAcl
s3:PutObjectTagging
s3:PutObjectVersionAcl

s3:PutObjectVersionTaggi
ng

s3:max-keys s3:ListBucket & ListObjects == ListObjectVersions 20| X| & &l
max-keys Of7HtH =2 H| W gFL|C}.
s3:ListBucketVersions
At

— O -

PutObject, CopyObject %! CreateMultipartUpload
QI H|wetLct.

s3:object-lock-mode s3:PutObject X &0 ZZEHE object-lock-mode 2(E)

s3:object-lock-mode s3:PutObjectRetention
‘object-lock-
mode *PutObjectRetention Rl xML
220|M =HEE WEa HjWeLCt,
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= 7|

s3:0bject-lock-remaining-
retention-days

s3:object-lock-remaining-
retention-days

s3:prefix

s3:RequestObjectTag/<ta
g-key>

s3:x-amz-server-side-
encryption-customer-
algorithm

Ao H-E AESH0] HM FETF AS M O|Z H

KA
14

s3:PutObject

s3:PutObjectRetention

s3:ListBucket !

s3:ListBucketVersions
A3t

s3:PutObject
s3:PutObjectTagging

s3:PutObjectVersionTaggi
ng

s3:PutObject

29

‘x-amz-object-lock-retain-until-
date’ R s XFE EE J$t E=
M2l 7|12 HE T2 ALtEl gt
Hlwsto] of2{st Zto| Cig RHo| CHall HE
Jtstt Hel Lol A=K ZHIeL|Ct.

* PutObject
» CopyObject
* CreateMultipartUpload

PutObjectRetention 280 X|HEl E& 7|otat H|wSHo]
51 Hel Lholl A=X| =elefL|ct.

ListObjects == ListObjectVersions 80| X[ M El
HSAL 047 H 4= 2F B gL T,

23| R0 EjZI0] BeHEl A £ 7 7|9} 2ol
m etk

HF §Hol|N HEEl sse-customer-algorithm

L = "copy-source-sse-customer-algorithm’ 2}

H| W LI CL PutObject, CopyObiject,
CreateMultipartUpload, UploadPart, UploadPartCopy,
CompleteMultipartUpload 2%2| 2 &0 A HEtHEl
LH &1} Bl gL Ct.

UEL|CH HM H4E= Resource 24 LM EE=

Condition 24 WOl ZXIE H| WM AHEE 4= AELICE

"Resource": "arn:aws:s3:::bucket—-name/home/S${aws:username}/*"

O| Of|AlOf| A 4= “${aws:username} = = 229 = Zto| L L|Ct.
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"Condition": {
"StringLike":

"s3:prefix":

by

A
4

S{aws:Sourcelp}

S{aws:username}

${s3:prefix}

$S{s3:max-keys}

${*}

${?}

${$}

S X2t mas WM Ay

—

Hof Wt oto|Lt X|4H
AR Kieksts 227t
QiZ{stx|at, M I} Aol = LB

ARXYIE0]| LSt ZE HEHS

Kpelof A AR

R AE OAE 2= HEt
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"S{aws:username}/*"

29

Sourcelp 7| € H&E

He2 AE-LCH

HSE He2 AR} 0|5 718 AHEE-LICE
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"Statement": |

{

"Action": "s3:GetObject",
"Effect": "Allow",
"Resource": "arn:aws:s3:::bucketl/*"

StorageGRID S3 REST API HZ! H*H of
O MIMO| Of|M|E AtE5t0o] HZl0|| CHe StorageGRID HM|A HAMS L MSHAMAIL.,

H2) HAS Siet HHo| HBE H200f et HAA HSHS KIHBILICH S3 PutBucketPolicy APIS ALZ310] C+S
7 SILEZ H3l "AS TS 4 QB

* "HHE Z2[Xp.

* AWS CLIOIM CtZ BHEE AE0t= -E(H= "H210] Cheh 2

> aws s3api put-bucket-policy --bucket examplebucket --policy
file://policy.json
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2+ UAS U2 HRELIC B, AE RE AFEXAE HQth THE AFEXH=E HZl0f A7
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"Statement": [
{
"Sid": "AllowEveryoneReadOnlyAccess",
"Effect": "Allow",
"Principal": "*",
"Action": [ "s3:GetObject", "s3:ListBucket" ],
"Resource":
["arn:aws:s3:::examplebucket", "arn:aws:s3:::examplebucket/*"]
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"Statement": |

{

"Effect": "Allow",

"Principal": {

"AWS": "95390887230002558202"
by

"Action": "s3:*",

"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

]

by
{

"Effect": "Allow",

"Principal": {

"AWS"™: "31181711887329436680"
by

"Action": "s3:GetObject",

"Resource": "arn:aws:s3:::examplebucket/shared/*"

by
{

"Effect": "Allow",

"Principal": {

"AWS"™: "31181711887329436680"
by

"Action": "s3:ListBucket",

"Resource": "arn:aws:s3:::examplebucket",

"Condition": {

"StringLike": {
"s3:prefix": "shared/*"

230



OlAl: 2= ALEXIOA 210l st §17] HE HM2~ et

mjo

Fof5t XF

rin
I

S0lAI= HH| BMA HEHS ROt

of

O GiA[OIM = 2B ALEXHS 8t
CHal 3t 4~ QIX|oF X ™=l A™

F

FRE AKX IS 22 T3]3t GetObject XS
O & "Marketing Ofl &t ALEXIO|ATH M A| AN A HSHO| 2O E LICE.

"Statement": |
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202: federated-
group/Marketing"
by
"Action": "s3:*",
"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"
]
by
{
"Effect": "Allow",
"Principal": "*",
"Action": ["s3:ListBucket","s3:GetObject"],
"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"
]
}
]
}
OllAl: 22IO|HES IP T4 He| Lol /s ZE AFEXI0IA| H2l0l| Chet 97| 3 M7| Hots Ro{RiL|Ct.

O OflA0[ M= 2B AFEXLE Eeot ZE ALEXIIL 7(|7HE| IP HH9|(54.240.143.0~54.240.143.255, Tt
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"Statement": |
{
"Sid": "AllowEveryoneReadWriteAccessIfInSourcelIpRange",
"Effect": "Allow",
"Principal": "*",
"Action": [ "s3:*Object", "s3:ListBucket" ],
"Resource":
["arn:aws:s3:::examplebucket","arn:aws:s3:::examplebucket/*"],
"Condition": {
"IpAddress": {"aws:SourcelIp": "54.240.143.0/24"},
"NotIpAddress": {"aws:Sourcelp": "54.240.143.188"}
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"Statement": |

{

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202
by
"Action": [
"s3:x"
I
"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"
]
"Effect": "Deny",

"NotPrincipal": {
"AWS": "arn:aws:iam::95390887230002558202
bo

"Action": [
Tg3ggwm

1,

"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

Ol Al: PutOverwriteObject 2t

:federated-user/Alex"

:federated-user/Alex"

0| o[l A Deny PutOverwriteObject 2 DeleteObjectdl| CHSt Effect= F= ZHK[2| |O|E, AH X} H 2| HIEIH| 0|
% S3 ZiA| EfZ S FHO{MALL AXE 4 SIES FLCL
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"Statement": |

{

"Effect": "Deny",
"Principal": "*",
"Action": [

"s3:PutOverwriteObject",
"s3:DeleteObject",
"s3:DeleteObjectVersion”

1,

"Resource": "arn:aws:s3:::wormbucket/*"
by
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202: federated-
group/SomeGroup"
by
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::wormbucket"
by
{
"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam::95390887230002558202: federated-
group/SomeGroup"

}o
"Action": "s3:*",

"Resource": "arn:aws:s3:::wormbucket/*"
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"Statement": |
{
"Action": "s3:*",
"Effect": "Allow",
"Resource": "arn:aws:s3:::*"
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"Statement": |

{

"Sid": "AllowGroupReadOnlyAccess",
"Effect": "Allow",
"Action": [

"s3:ListAl1MyBuckets",
"s3:ListBucket",
"s3:ListBucketVersions",
"s3:GetObject",
"s3:GetObjectTagging",
"s3:GetObjectVersion",
"s3:GetObjectVersionTagging"
1,

"Resource": "arn:aws:s3:::*"

OAl: 3T A M2 L KO “EE"0fl Cheh TA| A M| Hotat HojgfL(Ct,

Of ofAloil M OF 732 AIYE K2 Lo M XHAS| £ EC (7| HFAHTE LIGStD M2 e o= ASFLICE of={et
S0 MY FE B +F2S 2L W= LHE 25 A 8 H32 YHMo| H2 At 1aq{oliof gfL|ct.
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"Statement": |

{

"Sid": "AllowListBucketOfASpecificUserPrefix",
"Effect": "Allow",
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::department-bucket",
"Condition": {

"StringLike": {

"s3:prefix": "S${aws:username}/*"

"Sid": "AllowUserSpecificActionsOnlyInTheSpecificUserPrefix",
"Effect": "Allow",

"Action": "s3:*Object",

"Resource": "arn:aws:s3:::department-bucket/S${aws:username}/*"
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A

r

L

237



AL 230 7|=E A =Y

* CompleteMultipartUpload
* CopyObject

* DeleteObject

» GetObject

» HeadObject

* PutObject

* RestoreObject

» SelectObject

* UploadPart (ILM #&l0|M #H E£= HH TS A8t E2)
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