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2019-08-07T18:43:30.247711

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64) :1565149504991681] [TIME (UI64) :73520] [SAT
P(IPAD) :"10.224.2.255"] [S3AI (CSTR) :"17530064241597054718"]

[SACC (CSTR) : "s3tenant"] [S3AK(CSTR) : "SGKH9100SCKNB8M3MTWNt —
PhoTDwB9JOk7PtyLkQmA=="] [SUSR (CSTR) : "urn:sgws:identity::175300642415970547
18:root"]

[SBATI (CSTR) :"17530064241597054718"] [SBAC (CSTR) :"s3tenant"] [S3BK (CSTR) : "buc
ketl"] [AVER (UI32) :10] [ATIM(UI64) :1565203410247711]

[ATYP (FC32) : SPUT] [ANID(UI32) :12454421] [AMID(FC32) : S3RQ] [ATID(UI64) : 7074142
1424726110857 ]

2019-08-07T18:43:30.783597

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64) :1565149504991696] [TIME (UI64) :120713] [SA
IP(IPAD) :"10.224.2.255"] [S3AI (CSTR) :"17530064241597054718"]

[SACC (CSTR) : "s3tenant"] [S3AK(CSTR) : "SGKH9100SCkKkNB8M3MTWNt —
PhoTDwB9JOk7PtyLkQmA=="1] [SUSR (CSTR) : "urn:sgws:identity::175300642415970547
18:root"]

[SBATI (CSTR) :"17530064241597054718"] [SBAC (CSTR) :"s3tenant"] [S3BK (CSTR) : "buc
ketl"] [S3KY (CSTR) :"fh-small-0"]

[CBID(UI64) :0x779557A069B2C037] [UUID(CSTR) :"94BA6949-38E1-4B0C-BC80-
EB44FBAFCCT7F"] [CSIZ(UI64) :1024] [AVER(UI32) :10]

[ATIM(UIG64) :1565203410783597] [ATYP (FC32) :SPUT] [ANID(UI32) :12454421] [AMID (F
C32) : S3RQ] [ATID(UIb4) :84396067221084560221]]

2019-08-07T18:43:30.784558

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64) :1565149504991693] [TIME (UI64) :121666] [SA
IP(IPAD) :"10.224.2.255"] [S3AI (CSTR) :"17530064241597054718"]

[SACC (CSTR) :"s3tenant"] [S3AK (CSTR) : "SGKH9100SCkNB8M3MTWNt -
PhoTDwB9JOk7PtyLkQmA=="] [SUSR (CSTR) :"urn:sgws:identity::175300642415970547
18:root"]

[SBAI (CSTR) :"17530064241597054718"] [SBAC (CSTR) :"s3tenant"] [S3BK(CSTR) : "buc
ket1"] [S3KY (CSTR) : "fh-small-2000"]

[CBID(UI64) :0x180CBD8E678EED17] [UUID(CSTR) :"19CE06D0-D2CF-4B03-9C38~-
E578D66F7ADD"] [CSIZ (UI64) :1024] [AVER(UI32) :10]

[ATIM(UIG64) :1565203410784558] [ATYP (FC32) : SPUT] [ANID(UI32) :12454421] [AMID (F
C32) : S3RQ] [ATID(UI64) :13489590586043706682]]
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SPUT S3 PUT bucket bucketl account:92484777680322627870 usec:124673
SPUT S3 PUT object bucketl/partl.txt tenant:92484777680322627870
cbid:9DCB157394F99FES5 usec:101485

SPUT S3 PUT object bucketl/part2.txt tenant:92484777680322627870
cbid:3CFBBO7AB3D32CA9 usec:102804

SPUT S3 PUT object bucketl/part3.txt tenant:92484777680322627870
cbid:5373D73831ECC743 usec:93874
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grep SPUT audit.log | audit-explain

grep bucket-name audit.log | audit-explain
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average (sec)
IDEL 274
SDEL 213371
0.352
SGET 201906
1.132
SHEA 22716
0.272
SPUT 1771398
0.487
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(sec) max (sec)
0.004 20.934
0.010 1740.290
0.005 2.349
0.011 1770.563

O] audit-sum E7= ZAF 200|M T2 S3 B! ILM ZAL HIAIX|2| =2F A|ZFS H| S ELCt.

7|S0| & O] & AL =IX] gA| =[H ®IZF

o] M

A REE e
()  zA =EE 2ol ofd StorageGRID 22| 20] Tt o] #29| o] HES
=0, "StorageGRID 11.8 ZHAL &7 =3 AtE",
== M EXSHAIR
IDEL ILM A|ZF AMR||: ILMO| ZHA| AMR| ZENAS "IDEL: ILM A| &} AFH|"
AlZg i 238 7|SgLCt
SDEL S3 DELETE: M| E£= B3l A H|7t 83X o=  "SDEL: S3 DELETE"
I El EdME 200 7| 2% Ct,
SGET S3 GET: HZI0|M Z{KIE ZMSIAHLE 24| "SGET: S3 GET"
SEESVINRE 4350 EMME 200
7S gLt
SHEA S3 HEAD: MZX0| EaixiME 7|238}0] Zx| "SHEA: S3 HEAD"
= H3o EXf 2 E HelgtL|Ct
SPUT S3 PUT: M 2| = H3IS MMt d3Xel "SPUT: S3 PUT"
EMMMZ 200|| 7|SELICt

0| audit-sum =E7= CtS1t

xreio] 49t 0[]

KoM AESHEE HAE[A
DE £ QoM 0] StorageGRID 20| &2 0|&

of Tl AR E

&LICtH audit-

]
o

BMOIM HAELICE of7[0f LIEEX] 22
g SRISHAI2. Ol

=


https://docs.netapp.com/us-en/storagegrid-118/audit/using-audit-sum-tool.html
https://docs.netapp.com/us-en/storagegrid-118/audit/using-audit-sum-tool.html
https://docs.netapp.com/us-en/storagegrid-118/audit/using-audit-sum-tool.html
https://docs.netapp.com/us-en/storagegrid-118/audit/using-audit-sum-tool.html
https://docs.netapp.com/us-en/storagegrid-118/audit/using-audit-sum-tool.html
https://docs.netapp.com/us-en/storagegrid-118/audit/using-audit-sum-tool.html
https://docs.netapp.com/us-en/storagegrid-118/audit/using-audit-sum-tool.html
https://docs.netapp.com/us-en/storagegrid-118/audit/using-audit-sum-tool.html
https://docs.netapp.com/us-en/storagegrid-118/audit/using-audit-sum-tool.html
https://docs.netapp.com/ko-kr/storagegrid-120/audit/idel-ilm-initiated-delete.html
https://docs.netapp.com/ko-kr/storagegrid-120/audit/idel-ilm-initiated-delete.html
https://docs.netapp.com/ko-kr/storagegrid-120/audit/idel-ilm-initiated-delete.html
https://docs.netapp.com/ko-kr/storagegrid-120/audit/idel-ilm-initiated-delete.html
https://docs.netapp.com/ko-kr/storagegrid-120/audit/idel-ilm-initiated-delete.html
https://docs.netapp.com/ko-kr/storagegrid-120/audit/sdel-s3-delete.html
https://docs.netapp.com/ko-kr/storagegrid-120/audit/sget-s3-get.html
https://docs.netapp.com/ko-kr/storagegrid-120/audit/shea-s3-head.html
https://docs.netapp.com/ko-kr/storagegrid-120/audit/sput-s3-put.html

Ql - O
. Eﬂ- EE: F

audit-sum audit.log
audit-sum 2019-08-12.txt.gz

* O3 OjA S SAIOf| ME|ELIC ol E =3 LSt 25 LT

A

Ot=El ZEAF 2O E N2[BtL|CL oS ST CtS0t 245

L|C}.

audit-sum audit.log 2019-08-12.txt.gz 2019-08-13.txt.gz

audit-sum /var/local/audit/export/*

grep WGET audit.log | audit-sum

grep bucketl audit.log | audit-sum

grep SPUT audit.log | grep bucketl | audit-sum

o] E_—rLI— IIO|ZE Ed| QF= mialg oladetx| kL L|C},

0S8 HZHHILE, zcat E7E AlZol0] B T
2aic

audit-sum audit.log.gz

zcat audit.log.gz | audit-sum

HHE TS AESHO 2l 2t K| 2 S
Ogste = ASLILE 72X 2 Q%40 = 2[4,
A 271E il el = AELICH

o
il
olo
oR

o
M
fujo

)
it

SH_

bt UE
|'ﬂ
HL
0]
12
_o'l
M
il
T
P
ie]
I
N
N
H

A
i}
02
40

b. Passwords.txt IIYOf| LI} Qe H|LHS E QUABIUAIL.

FEAMORE ZOQISIH ZETET "§ oA # 2 HAELICEH

2LIC}: ssh admin@primary Admin Node IP

2. X701, 917, sl X APH| 2 nt 2 El ZE HAXIE 246 H O S HAIE TEYA L.

$0

SLItL oIS



a. Ct2 HHOE YA AL, o{7| M “/var/local/audit/export/audit.log’ = £A445l2{= OtAU9| 0|21t 9|%k|2

LtEFEALICE.
$ audit-sum /var/local/audit/export/audit.log
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message group count min (sec) max (sec)
average (sec)

IDEL 274

SDEL 213371 0.004 20.934
0.352

SGET 201906 0.010 1740.290
1.132

SHEA 22716 0.005 2.349
0.272

SPUT 1771398 0.011 1770.563
0.487

0| Ol A0l A SGET(S3 GET) 22 W# 1.13%X2 7I& =2|X|2H SGET ¥ SPUT(S3 PUT) & 2=
%|oto] AR 9F 1,770X2H= 71 A|ZHS EILICH
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grep SGET audit.log audit-sum -1
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Total: 201906 operations

Slowest: 1740.290 sec
Average: 1.132 sec
Fastest: 0.010 sec
Slowest operations:
time (usec) source 1ip type size (B) path
1740289662 10.96.101.125 object 5663711385
backup/r9010aQ8JB-1566861764-4519.1is0
1624414429 10.96.101.125 object 5375001556
backup/r9010aQ8JB-1566861764-6618.1is0
1533143793 10.96.101.125 object 5183661466
backup/r9010aQ8JB-1566861764-4518.1is0
70839 10.96.101.125 object 28338
bucket3/dat.1566861764-6619
68487 10.96.101.125 object 27890
bucket3/dat.1566861764-6615
67798 10.96.101.125 object 27671
bucket5/dat.1566861764-6617
67027 10.96.101.125 object 27230
bucket5/dat.1566861764-4517
60922 10.96.101.125 object 26118
bucket3/dat.1566861764-4520
35588 10.96.101.125 object 11311
bucket3/dat.1566861764-6616
23897 10.96.101.125 object 10692

bucket3/dat.1566861764-4516
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message group count min (MB) max (MB)
average (MB)

IDEL 274 0.004 5000.000
1654.502

SDEL 213371 0.000 10.504
1.695

SGET 201906 0.000 5000.000
14.920

SHEA 22716 0.001 10.504
2.967

SPUT 1771398 0.000 5000.000
2.495

O| GlAlOA SPUTS| W& 4| 3 7|= 2.5MB O|2H0|X|2F SGETS W 3 7|= &M O EL|Ct. SPUT H|A|X|
27} SGET HIAIX| £=ECt &M Sirt= 712 tHREE9| M7t HAME|X| Qb=Che Z4S LIEFALICE,

4. O M K7t “RE=X] 2olst{H LS HAISE M K.

g ZA 200 HES st AIZHE OFS 84 (-gt)S MRS = AlZH ZHH(0ll: 15M, 1H, 10S)2
HEAAIR.
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grep SGET audit.log | audit-sum -gt 1H



message group count min (sec) max (sec)

average (sec)

2019-09-05T00 7591 0.010 1481.867
1.254

2019-09-05T01 4173 0.011 1740.290
1.115

2019-09-05T02 20142 0.011 1274.961
1.562

2019-09-05T03 57591 0.010 1383.867
1.254

2019-09-05T04 124171 0.013 1740.290
1.405

2019-09-05T05 420182 0.021 1274.511
1.562

2019-09-05T06 1220371 0.015 6274.961
5.562

2019-09-05T07 527142 0.011 1974.228
2.002

2019-09-05T08 384173 0.012 1740.290
1.105

2019-09-05T09 27591 0.010 1481.867
1.354

O] 21t= S3 GET Ecf{Z0| 27 6AI0|A 7A| AfO|0f] 2B HS S EHFLICE 2|t & H? 2| AlZH 25 0]

AlZtcHofl #E3] 2UACH, 7F U7t St wet MEHMo = SIISHA| AELICE of2{et X[ He
HESRZ 82 = 12|22 R¥F M| sl 2XI7F L5 83 Xat7 Lo{tSS AIAFLICE

b. OH| DHAIZE Ot 27|29 K7t AMEA=X] 2telstaiH ol 27| S (-5’2 FIISHAR.

grep SGET audit.log | audit-sum -gt 1H -s



message group count min (B) max (B)
average (B)

2019-09-05T00 7591 0.040 1481.867
1.976

2019-09-05T01 4173 0.043 1740.290
2.062

2019-09-05T02 20142 0.083 1274.961
2.303

2019-09-05T03 57591 0.912 1383.867
1.182

2019-09-05T04 124171 0.730 1740.290
1.528

2019-09-05T05 420182 0.875 4274.511
2.398

2019-09-05T06 1220371 0.691 5663711385.961
51.328

2019-09-05T07 527142 0.130 1974.228
2.147

2019-09-05T08 384173 0.625 1740.290
1.878

2019-09-05T09 27591 0.689 1481.867
1.354

ol2{et Zut= MA| M E=fmio] Z|CHX|of HUS o 0 2 2| ZAMO| R Xt YHMZSS LIEFHLICE.
c. O XtM8t LIRS E2{H "audit-explain T 7"S AFR3EI0] SHEH A|ZH S0t0] IE SGET &S AESHAIAIL.
grep 2019-09-05T06 audit.log | grep SGET | audit-explain | less

grep o

o 4 21Ut 02| 2 AR O|YEE BR, less BYE F/I510 At 2O A9 LHES o
H| o[ X| (et =t

YA EASIAIAIL.
5. HZlof| Cigt SPUT 40| Z4A[ofl CHSE SPUT &I ECH = 2IX| holsta{™:
a. X A 5! 2! ZHHol| CHS HIAIXIE HEE J835tE -go M2 AFSHMAIR.

grep SPUT sample.log | audit-sum -go
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message group count

average (sec)

SPUT.bucket 1
0.125

SPUT.object 12
0.236

Zatof| =™ M3 cie SPUT

xHol2 Hof et SPUT Helat M5 £

min (sec) max (sec)

0.125 0.125

0.025 1.019
d0o| CHELIC.

b. SPUT 2{¢] £&=7t 7Heh L2l K22 oI5t H HIAIXIE HAIEE OE36hs -gb SME AFBSHYAIR.

grep SPUT audit.log | audit-sum -gb

message group count min (sec) max (sec)
average (sec)

SPUT.cho-non-versioning 71943 0.046 1770.563
1.571

SPUT.cho-versioning 54277 0.047 1736.633
1.415

SPUT.cho-west-region 80615 0.040 55.557
1.329

SPUT.1dt002 1564563 0.011 51.569
0.361

C. SPUT Z{x| 27|17t 7+ 2 HZlS =5t H —gb 3

grep SPUT audit.log | audit-sum -gb -s



message group
average (B)

SPUT.cho-non-versioning

SPUT.cho-versioning

SPUT.cho-west-region

SPUT.1dt002

count

80615

1564563

2.097

2.097
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