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Name Description

type

string filter by group type
auery)

Available values : local, federated

<

lirmit
integer maximum number of resulls

JuErY )

Default value : 25

marker
string marker-style pagination offset (vaiue is Group's URN)

inCludeMarker

baclésn if st the marker element 5 also réturmed
.. - L

order

string pagination order (desc requires marker)

{query

Avaitable values - asc, desc

Responses Response content type [ application/json ~ ]

Code Description

successfully retrieved
Example Value Model
“responseTime”: 83-29T14: 9. 6732°,

“status®: “succ
Tapiversion

“deprecated”:
“data™: [
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https://hostname or ip address/api/v4/authorize
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Received call to deprecated v2 API at POST "/api/v2/authorize"
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GET https://{{IP-Address}}/api/versions
{
"responseTime": "2023-06-27T22:13:50.7502",
"status": "success",
"apiVersion": "4.0",
"data": [
2,
3,
4
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API HH2 E=E Di7i#H=> (/api/v4) £ 8|H (Api-Version:
H&st= 22 slH 240| B2 2t P2 gL|ct

curl https://[IP-Address]/api/v4/grid/accounts

curl -H "Api-Version: 4" https://[IP-Address]/api/grid/accounts

StorageGRIDO{|A| CSRF (1At AIO|E 2K 2|X) 4tX|

-:rl9|§ ME PE Ol HiAl S Z5s}7| @l CSRF E22 AFE35HH StorageGRIDY| CHt

2 WX[Sh= ol =20] ELICt. Grid Manager2t Tenant
Jls2 XS E 2datstH, CHE APl 2210|HEE 20921 A| 243}
oEE *.JE—”.%* = °'¢|—|Ef.

imbN;

SRS HTTP & POSTS} 22 WAIOR T2 AO|E0| 28 B 2018 ALBRIS| 77/ 0|84 S eus
AL 4 LIt

StorageGRID= CSRF E22 At85}0| CSRF 2202 26| B 3tLICt, 0| 7|50 242te|®t S5 27| LHEO|
=% 6| T S POST 22 0i4el L8 xsHof BrLict

0| 7|52 &dststed™ 215 B0l csrfToken HHHSE “true' Q2 BEHSHIAIL. 7|22L2 false  RLICH.

curl -X POST --header "Content-Type: application/json" --header "Accept:
application/json" -d "{

\"username\": \"MyUserName\",

\"password\": \"MyPassword\",

\"cookie\": true,

\"csrfToken\": true

}" "https://example.com/api/v3/authorize"
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O| 240 trueO|™ GridcsrfToken F7|= Grid Manager 2321 A| 2|9 ZfO =2 MAME|1 AccountCsrfToken

F 7| Tenant Manager 21301 A| lo|9| Zto= ™ EIL|CE

7|17t EXSH= B2, AAH HEIE HEY = A= 2= QF(POST, PUT, PATCH, DELETE)Ol= CH2 & StLE7t

2tEA| ZZSE[0{OF L LY.

Csrf-Token S|CE{0|H, &f|2] /2 CSRF EZ F7|9| ¢t = MH™ElL|CY.

X-
s ZOIFGE ERS 5|26= HAEZQIES| HAR: AcsrfToken & QTAEE @K E2 0j7HSQILICE

=7 ollH 2 ZbMIeH LiE2 22120 API EME HESHIAIL.

@ CSRF EZ 7|7} B E 22 CSRF 340 gt 7180l H X2 JSON 2N 222
o|AtstH= @ E QX0 L8l "Content-Type: application/json" SIS ZHA| M 2%tL|Ct.

A2 ArRl2(8S0)0| E4stE < APIE AERILICE

SSO(Single Sign-On)7| A5zl AL (Active Directory) StorageGRID APIS AI235IMA|L

"AZ ARIR2(SSO)E TG 2 eEL|CE7F A} 1D Active DirectoryE SSO S5 AtE
E=HEE e[ APIO| 23 IS EZS 27| 2o L9

Arﬂor_ A2, J2|E &2 AP
AP| @ Z Asligof StL|C},

AlIZ AlOIR0

o [y —

ghMstel 2 APIO| 2218t Ct,
0| X|&2 Active DirectoryS SSO ID 22 XtZ AIE35t= 20| M EL|Ct,

AlZHsE7| o
* StorageGRID AEAL F0f| £ HEH2|0] M ALEXIS] SSO AFEXL O|B 1t = E &1 AUSLICE

* HIE 22| APIO]| A M| ASHEH EHIHE AE IDE €10 A0{OF LT

o

ro
oM g

rol &

HT

o
EZS HOE LIS OAl & otLHE MEE = USLILE

* 1 storagegrid-ssoauth.py Python 23 & E = StorageGRID A X| It C|=E{2|((. /rpms RHEL,

. /debs Ubuntu EE= Debian, . /vsphere VMware)d| Q&LILCE.

* curl 27F9[ OlA] 2 E=2 LI

curl I3E2E HF Lo|A| 2AotH A2t £t @FIF LU + ASLICE T2 22 2F HAX|7L BEAE =

U}ELICH A valid SubjectConfirmation was not found on this Response.

(D CIUZ HAE curl YIBRE T2 ABA} LSS B 4 =S BostR kgLt

URL 2IZY EX7t U= B2 LSl 22 2F HAIX|7F EAIE & JELICH Unsupported SAML version.

° Use the storagegrid-ssoauth.py Python 23 ZEE ALETL|C} 2CHHAIZ O|SEL|Ct.

13



° curl RFE AEELICE 3EAH 2 o|SELICt.

2. storagegrid-ssoauth.py 23EEE AE52{™H Python QIE|I2|E{0| ATZEE Mot MEMSIHAIL.
H[A|X| 7} LIEFLEH CHS Q15=0f| CHot 2h 2 =S AL,

° SSO WAIQIL|C} ADFS £ adfsE YHSHMIS.

° SSO AH8%t 0|

° StorageGRID7} & X2l =H{|Ql

° StorageGRID2| F2£

° HIHE 22| APIOf| HM|ASI2Z{H BI'HE A ID7t ERELICH

python3 storagegrid-ssoauth.py
sso_method: adfs

saml_user: my-sso-username
saml_domain: my-domain

sg_address: storagegrid.example.com
tenant_account_id: 12345

Enter the user's SAML password:
dkckckkckkckkkkkkchkkkkkkhk ks kh bk kk ke khhkkkkkk ki ik

StorageGRID Auth Token: 56eb87bf-21f6-48b7-afob-5c6cacfb25e7

StorageGRID 215 E20| =3 Z1t0f| MSELICE O|X| SSOE ArE3tX| 842 Wl APIE AHE5t= S 1t
FAISHA O] E2S THE 20| ArEE & ASLIC.

3. curl @ME ALEslE{H LIS EAIE MEAAL.

export SAMLUSER='my-sso-username'

export SAMLPASSWORD='my-password'

export SAMLDOMAIN='my-domain'

export TENANTACCOUNTID='12345"

export STORAGEGRID ADDRESS='storagegrid.example.com'
export AD FS ADDRESS='adfs.example.com'

@ 2T 2] APIO] M ASHAH 02 “TENANTACCOUNTID' 2 AFSSHIAIR.

QlEZ URLE 2O 2™ */api/v3/authorize-saml 0| POST ™2 ELH1 SHO|A =7 JSON
2 M7ASHA 2.

o
o >x
kU 02
oo ri

0 01|*|'_ "TENANTACCOUNTID Of CHgt MEEl 215 URLS| POST @82 EHFLICt. ZA2t= JSON
I E MAHS7| 28H “python -m json.tool o MEHEIL|CE.

14



curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \
-H "accept: application/json™ -H "Content-Type: application/json"

--data "{\"accountId\": \"STENANTACCOUNTID\"}" | python -m
Jjson.tool

0] 0fAl2] SEOI URL 9118l AIBE URLO| ERIEIXIBH, 271501 JSON @12 T A5 EHEIN
L

(=]

"apiVersion": "3.0",

"data":
"https://adfs.example.com/adfs/1ls/?SAMLRequest=fZHLbsIWEEVS2FJTuv7. ..
s51%2BfQ33cviwA%3D&RelayState=12345",

"responseTime": "2018-11-06T16:30:23.3552",

"status": "success"

—

- SEHOIM "SAMLRequest () XM Z5t0] 0| HHO|M AIESHYAIL.

export SAMLREQUEST='fZHLbsIWEEV$2FJTuv7/...sS1%2BfQ33cviwAS3D"'

. AD FSOl|A 22t0|AHE QX D7t E&H =l MA| URLE 7H4JLCt.

oF 7kX] 2 o™

>
00

BOIA 22 URLS AME5I 21! AlS @8sH= AYLICt

curl "https://$AD FS ADDRESS/adfs/ls/?SAMLRequest=
SSAMLREQUEST&RelayState=$TENANTACCOUNTID" | grep 'form method="post"

id="loginForm"'

SE

Z20[AUE 2F ID7F ZEE|0] AELCE.

rr

<form method="post" id="loginForm" autocomplete="off"
novalidate="novalidate" onKeyPress="if (event && event.keyCode == 13)
Login.submitLoginRequest () ;" action="/adfs/1ls/?
SAMLRequest=fZHRToMwFIZfhb...UJikvo77sXPw%3D%3D&RelayState=12345&clie
nt-request-1id=00000000-0000-0000-ee02-0080000000de" >

e. SHOIA 22t0[AHE 2F IDE MELIC

15



export SAMLREQUESTID='00000000-0000-0000-ee02-0080000000de"

curl -X POST "https://SAD FS ADDRESS
/adfs/1ls/?SAMLRequest=$SAMLREQUEST&RelayState=STENANTACCOUNTID&client
-request-1d=$SAMLREQUESTID" \

--data "UserName=$SAMLUSERW@S$SSAMLDOMAIN&Password=
SSAMLPASSWORD&AuthMethod=FormsAuthentication" --include

AD FS&= slitiofl =7} Y2 E Zeldsto] 302 2|02 M

o
=z
ot
o

=

n

@ SSO A|AE0]| CHEHA] 21F(MFA)O| 2dstEl 32, & ME Al & H &= = 7[EHAHE
SEE ZeELIC

HTTP/1.1 302 Found

Content-Length: 0

Content-Type: text/html; charset=utf-8

Location:
https://adfs.example.com/adfs/1ls/?SAMLRequest=fZHRTOMwFIZfhb...UJikvo
77sXPw%3D%3D&RelayState=12345&client-request-1d=00000000-0000-0000-
ee02-0080000000de

Set-Cookie: MSISAuth=AAEAADAVSHpXk6ApV...pmPO0aEiNtJvWY=; path=/adfs;
HttpOnly; Secure

Date: Tue, 06 Nov 2018 16:55:05 GMT

g. 2E0M MsIsAauth 7|5 HEEL|CH
export MSISAuth='AAEAADAvsHpXko6ApV...pmPOaEiNtJvWY="
h. Q1F POST QHEM &2 7|5 A5t X|FE fIXIZ GET %2 =HLCt.

curl "https://$SAD _FS ADDRESS/adfs/ls/?SAMLRequest=
SSAMLREQUEST&RelayState=STENANTACCOUNTID&client-request-
id=$SAMLREQUESTID" \

--cookie "MSISAuth=SMSISAuth" --include

SH dEol= LIS 230t of AF2E AD FS MM MEJt Zote|n, SE 220= sAHT & ZEo
SAMLResponse?} L BHEIL|C},
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HTTP/1.1 200 OK

Cache-Control: no-cache,no-store

Pragma: no-cache

Content-Length: 5665

Content-Type: text/html; charset=utf-8

Expires: -1

Server: Microsoft-HTTPAPI/2.0

P3P: ADFS doesn't have P3P policy, please contact your site's admin
for more details

Set-Cookie:
SamlSession=a3dpbnRlcnMtUHIpbWFyeS1BZGlpbi0xNzgmRmFsc2Umcng4NnJDZmEKV
XFxVWx3bk1l1IMnFuUSUzZCUzZCYmJ1iYmXzE3MjAyZTASLThmMDgtNDRkZC04Yzg5LTQ3ND
UxYzA3ZjkzYw==; path=/adfs; HttpOnly; Secure

Set-Cookie: MSISAuthenticated=MTEvNy8yMDE4IDQ6MzI6NTkgUEO=;
path=/adfs; HttpOnly; Secure

Set-Cookie: MSISLoopDetectionCookie=MjAxOCOxMSOwNzoxNjozMjolOVpcMO==;
path=/adfs; HttpOnly; Secure

Date: Wed, 07 Nov 2018 16:32:59 GMT

<form method="POST" name="hiddenform"
action="https://storagegrid.example.com:443/api/saml-response">

<input type="hidden" name="SAMLResponse"
value="PHNhbWxwO1lJ1c3BvbnN. ..1lscDpSZXNwb25zZT4=" /><input
type="hidden" name="RelayState" value="12345" />

i. AT Z=0j| M "SAMLResponse' 2(2) MEELICE.
export SAMLResponse='PHNhbWxwO1lJ1lc3BvbnN. ..lscDpSZXNwb25z72T4="

2l "SAMLResponse 2 At23t0] StorageGRID/api/saml-response XS Edl| StorageGRID
E3S MAMBHL|C}H

= ood

ro A

Ol 02

‘RelayState 2| B2, HIHE AFE 1pE AEStALE, J2|= 2| ap10| ZIQI5I2H
02 AFESHIAIR.

curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \
-H "accept: application/json" \
--data-urlencode "SAMLResponse=S$SAMLResponse" \
--data-urlencode "RelayState=S$STENANTACCOUNTID" \
| python -m json.tool

SHlE 215 E20| 20 ASLICE

17



"apiVersion": "3.0",

"data": "56eb07bf-21f6-40b7-af0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",
"status": "success"

o
00

gof]l ZetEl 915 EE2 "MYTOKEN O 2 XA RIL|CE
export MYTOKEN="56eb07bf-21f6-40b7-af0b-5c6cacfb25e7"

O[®| "MYTOKEN'E SSOE ArE3HX| 42 [ APIE AIE3t= YAlat FAISHA CHE QF0 = AFEE +=
A LIC
A2 MR2(SS0)0| E4stEl F2 APIOIM 210t2

A3 ARI2(SS0)0| MStEl 22, J2|E 22| API EE= HIFE 22| APIO|A 2012512 H AT API Q¥ S
Sisiof efL|Ct. | X[&2 Active DirectoryE SSO ID 32XAtE AL&35H= Z0 MEELICE

o el e
oot 42 9| thd 27012 H|0|X|0|A 210}2350 StorageGRID APIOIA 20t2E = J&LICH E=
Q=% StorageGRID H|0{2] E20| 2 23t StorageGRIDAH| A ©HY ZI0H2(SLO)S E2|HE £ J&LICH

1. JEE 273012 QNS MASI2{H SLO APIO| “cookie "sso=true™ £ MM

curl -k -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--cookie "sso=true" \

| python -m json.tool

20} URLO| BtZtEIL|CY,

[ S

"apiVersion": "3.0",

"data":
"https://adfs.example.com/adfs/1ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%$3D%3
D",

"responseTime": "2018-11-20T22:20:30.8392",

"status": "success"

18



2. 270} URLE MERLICE

export LOGOUT REQUEST
='https://adfs.example.com/adfs/ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%
3D'

3. SLOE EZ2|Hs}11 StorageGRIDE CHA| 2|C|2MstHH 230t URLO| RES ELHMAL.

curl --include "SLOGOUT REQUEST"

302 SEO| HretEIL|CE 2|C[HM 9fX|= API M8 20t20l= XM EE[X| E&LICH

- 1O

HTTP/1.1 302 Found

Location: https://$STORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwWV0o7ss%...%23rsa-sha256

Set-Cookie: MSISSignoutProtocol=U2FtbA==; expires=Tue, 20 Nov 2018
22:35:03 GMT; path=/adfs; HttpOnly; Secure

4. StorageGRID H|0{2] EZS AA|RLICEH

StorageGRID H[0{2] E2 AH|= SSOE AFEoHA| 2 miet Yot WAlo= RFL|Ct 27| *"sso=true" 7}
M=K o™ SSO HEfol| SFE FX| 11 ALKV} StorageGRIDO| A 2102 EL|C.

curl -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize™ \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--include

A204 No Content EH2 ALEXIZI 2I0IREIASS LIEFHLICE.

HTTP/1.1 204 No Content

A2 Atel20| 2MstEl 22 (Entra ID) StorageGRID APIE A28t AR

"d=2 AMPI2(SS0)E Aot e EetELICH" 7L T Entra IDE SSO 384XE AH85t=
AL, & 7tX olH| A EE AL Grid Management AP| EE= H|HE 22| APIO]|
fa°QE EES ¥ = JUSLIT

Entra ID 42 AIQI20

Tufet
0z
ot
ra
ox
40
>
3
=2
HU
[
ro

O X|&#2 Entra IDE SSO ID 32AtZ AHE3t= <0l HEELIC)
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AlZtsE7| o
* StorageGRID AFEAL F0f| £ HE2|0] M AHEXtS| SSO O|H|Z FAaet HIRHSE S AUSLICE
* HIE 22| APIO]| A M| ASHEH HIHE AE IDE 210 A0{OF L|C

AN
0| ZHef R
OIF E22 Ao [I3 N ATHUES B 4 UBLICH

storagegrid-ssoauth-azure.py Python A3 EE

* The storagegrid-ssoauth-azure.js Node.js ATEE

& AR E 2% StorageGRID AX| It C|HE2|(("./rpms RHEL, "./debs Ubuntu &= Debian,
*/vsphere'VMware)di| AU &L|Ct.

Entra ID22| API E&2 21X ZM5t2{H storagegrld ssoauth-azure.py 23HEE XN K. Of
7

Python A3 E = StorageGRIDO| 2 F He| @ (A MW= SAMLRequestE 7tH 27| ot 28, & Hij=
15 EZZ JINR7| QP @K)2 EU1, Node.js ATZEES SZ3}0{ Entra ID2F 4% ZH28}HH SSO =S

SegtL|ct

, 3 0t™0| ZtEtskX| = & LICH Puppeteer Node.js &2

N
Mo

URLQIZY EH7} Q= R OIS 22 2F HAIX| 7L EAE & J}ESLICH Unsupported SAML version.

= =
a. Node.js& MX|gL|CHELE "hitps://nodejs.org/en/download/").
b. Q3 Node.js 2 =(puppeteer % jsdom)S MxX|&fL|Ct,
npm install -g <module>
2. mo|M ASZEE Mo QI 2|E{of]| MEste AIZEE MAMBILICE

J2{™H ojo|M AFZE = 3 Node.js AT EE S ESI0 Entra ID SSO &% 282 EELICE

3. HIAIXIZt HEAI=|H CtS l=0fl TSt 242 A=ISHAL 745 ALSH T

—

—t
e
=
>
to

° Entra IDO|| 20I%}t= O AH8E|= SSO O|HY FA
° StorageGRID2| F4
° HIHE 22| APIO]| M| AstE = AL HIHE A ID

4. HIAIX| 7} LIEHLIH H|YHS S U={sta, @8 A| Entra IDO|| CHSt CHEHA| QIZ(MFA)S MISE EHIE SHYAIR.

rurs-ssoauth. py sso-pmail-addrass lJ'!-L""l?"I":." clomain . com

EEREAREEREERFEEE R AR AR AR EER AR iR ERR AR EEEREREEREER IR EATEERERR IR

Watch- for-amnd approve-a- 2F4 avthorization- regquest
FEETEEREREEEREE

:IH BAT21:38 2!, "status':-" "apiVersion':
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https://nodejs.org/en/download/

@ 0| A3 2 E = Microsoft AuthenticatorE At23%t MFAE 74 efL|Ct CHE HElS| MFA(GH: &Xt
HAIXZ &S FE Q)2 X USEZ ATZEES 2X0F & 22 UXLICE

o L— -dE. H—= T

StorageGRID 215 E20| =3 Z 10| MISELICE O|X SSOE AtE3HA| ¢S Wl APIE A5t Wt
FAISHA 0| E22 CHE QN0 AF8E = USLICH

SSO(Single Sign-On)7} 243tz 2 (PingFederate) StorageGRID APIS AtE%L|CH

"AlZ ARI2(SS0)S FAMStD gg*mﬂguq P in| ngFederateE SSO MM =
Af%*fé A2, J2|E HE2| APl E£= HHE 22| APIO] RES Q15 EES 7| flsh LA
APl RS Hdtof gLCt.

N

AZ ARIR20| 243tEl 22 APIO| 2321 CL
0| X|&2 SSO ID 22XAtZ PingFederateS AtE5t= A0 ME/L|Ct

AIZESE2| Fof|
* StorageGRID A%t IE0] &5t 2|04 ALEXIC| SSO AFEXAL 0| St Y E Y11 JUESLICE.

* HIE 22| APIOf| HM|ASHH HIHE AE IDE 210 A0{OF L|Cf

o

ro
oM g

hot &y

HL

o
EZS HOH LS OflAl  SHLHE AHEE &= JASLIT

* i storagegrid-ssoauth.py Python 23 E = StorageGRID A X| I C|2E{2|((. /rpms RHEL,
. /debs Ubuntu EE£ Debian, . /vsphere VMware)0| Q&LICH

* curl RE2| O|A| HAZZLICY.

curl I3ZZE LR =2|A| H&SHH A2t £t @77 EMe = JSLICE ChEat 22 2F AKX #AlE £+
UELICE A valid SubjectConfirmation was not found on this Response.

() ANZ AN curl YIBRE T2 ALBAL HUHSE B 4 YIS Hoohx| YALIC

URLQIZY A7t = 32 L33t 22 2F HAX[7} BAIE = J}ELICH Unsupported SAML version.

° Use the storagegrid-ssoauth.py Python 23 ZEE ALETL|C} 2CHA |2 O|S&L|Ct.
° curl R E AHEELICE 3THA = O| S gL Ct.

2. storagegrid-ssoauth.py 23EEE AF25I2{H Python QE{ZZ|E0| ATZEES MEST MHSHUAIL.

HIAIX|ZF LIERLHEH CHS @14=0ff THEE

£
fujo
182}

2{BHAIA| Q.

° SSO HAIRQIL|CE "pingfederate"2| O HAHO| = AHY = JSLICHPINGFEDERATE, pingfederate S).
° SSO AHEX%t 0|5

21



° StorageGRID7} AX|2l =H|QIQIL|C} 0] 2 E & PingFederateOf AF2E|X| &
7rS oladst & olA||C}
HAZ= H—=2 T AM\H .

° StorageGRID2| =4

° HUE B

_ -

2| APIO]| M| ASI2{H HIHE A IDIt BTt

python3 storagegrid-ssoauth.py
sso_method: pingfederate
saml_user: my-sso-username
saml_domain:

sg_address: storagegrid.example.com

tenant_account_id: 12345

Enter the user's SAML password:
S T T T T T T e S T e T L T T e s

StorageGRID Auth Token:

LICt B9/ &ALt &2l

S56eb87bf-21f6-48b7-atob-5c6cactb25e7

*kfkfkkffE

*kfkfkkffE

StorageGRID 215 E20| =3 Z1tof| S ELICE O|X| SSOE ArE3tX| 42 Wl APIE AHE5t= W1t
FAISHA 0| E22 CHE QN0 AF8E = JUSLICH

3. curl QEE AB3IE{H L2 BAE MEHA L.

22

WP H4E MoItLICE

—

export SAMLUSER='my-sso-username'

export SAMLPASSWORD='my-password'

export TENANTACCOUNTID='12345"

export STORAGEGRID ADDRESS='storagegrid.example.com'

o] of

python -m json.tool0f| 1ZE|0] JSON QIZ 0| H|7

0
HJIO rg

A=

2|2 22| APIO| ANASHEHH 0= "TENANTACCOUNTID 2 A8

TENANTACCOUNTIDO]| CHet MEE @15 URLE QA= POST 282 EHE
= 1

Lot

St

MAIL.

5 URLE 2tOo2{H™ “/api/v3/authorize-saml'0fl POST &2 ELi10 SEO|A =7 JSON

LICt Bt

curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \

of ofjAle] SEOl= URL /2 &l MEE URLO| Zetk[X|2F, =7t%Ql JSON ¢!

OFA
(=]

-H

"accept: application/json" -H "Content-Type: application/json"

--data "{\"accountId\": \"STENANTACCOUNTID\"}" | python -m

json.tool

L|C}.

|13
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"apiVersion": "3.0",
"https://my-pf-baseurl/idp/SSO.saml2?..."

"data":
"responseTime": "2018-11-06T16:30:23.3552",
"status": "success"

(-

- SHOIM "SAMLRequest 2(2) M &0 0| 0N ALE0IHAIL.

export SAMLREQUEST="https://my-pf-baseurl/idp/SSO.saml2?

SHI FI|E HEWD SEHE EHYLICL

od

RESPONSE=$ (curl -c - "$SAMLREQUEST")

grep 'input type="hidden" name="pf.adapterId"

echo "SRESPONSE"
id="pf.adapterId"'

e. 'pf.adapterld' /2 LHELH1 SEHE EL|Ct

export ADAPTER='myAdapter'

| grep 'base'

echo "SRESPONSE"

f. 'href 2t2 LHEW (B0 U= E2A()E HAH), SEHS ZHHLIC

export BASEURL='https://my-pf-baseurl'

grep 'form method="POST"'

echo "SRESPONSE"

d. 'action' Z2fS LHEHL|C}.

export SSOPING='/idp/.../resumeSAML20/idp/SSO.ping’

Ok

h. 7|15 Xt ZEat ehil ©
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curl -b <(echo "SRESPONSE") -X POST "S$BASEURLSSSOPING" \
--data "pf.username=$SAMLUSER&pf.pass=

SSAMLPASSWORD&pf .ok=clickedé&pf.cancel=&pf.adapterId=SADAPTER"
--include

i. &HZ Z=0|M "SAMLResponse S(2) XM&gtL|Ct.

export SAMLResponse='PHNhbWxwO1lJ1lc3BvbnN. ..lscDpSZXNwb25z2T4="
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-H "accept: application/json" \
--data-urlencode "SAMLResponse=S$SAMLResponse" \
--data-urlencode "RelayState=S$STENANTACCOUNTID" \
| python -m json.tool
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"apiVersion": "3.0",

"data": "56eb07bf-21f6-40b7-af0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",
"status": "success"
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curl -k -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
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"apiVersion": "3.0",

"data": "https://my-ping-
url/idp/SLO.saml2?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%3D",

"responseTime": "2021-10-12T22:20:30.839z2",

"status": "success"
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HTTP/1.1 302 Found

Location: https://$STORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwV0o7ss%...%23rsa-sha256

Set-Cookie: PF=QoKs...SgCC; Path=/; Secure; HttpOnly; SameSite=None
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Tenants = tenant A for grid federation

tenant A for grid federation

Tenant ID: 0899 6970 1700 0930 0009 I_D Quota -
Protocol: 53 utilization:
Object 0 Logical 0 bytes
count: space used:

Quota: —

Description:  this tenant was created on Grid 1

‘ Edit ‘ |Actionsv

o This tenant has been cloned to another grid. If you edit or delete this tenant, your changes will not be synced to the other grid.

Space breakdown Allowed features Grid federation
B Q Displaying ane result
Connection name = Connectionstatus @ 2 Remote grid hostname @ % Lasterror @ &
Grid 1 to Grid 2 & Connected 10.96.106.230 Check for errors
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Remove permission to use grid federation X
connection

Are you sure you want to prevent Tenant A from performing account sync and cross-
grid replication using grid federation connection Grid 1-Grid 2?

» Removing this permission does not delete any items that have already been
copied to the other grid.

» After removing this permission for the tenant on this grid, go to the other grid
and remove the permission for the corresponding tenant account,

e. Connection '5427cbf8-0dd0-4b83-a2c8-25223ccd9cch’ s used by bucket 'my-cgr-bucket’
for cross-grid replication, so it can't be removed. From Tenant Manager, remove the coss-
grid configuration from the tenant bucket and retry.

A\, Using Force remove removes the tenant's permission to use the grid federation
connection even if tenant buckets still have cross-grid replication enabled. When the
permission is removed, data in these buckets can no longer be copied between the grids.

Canicel Force remove Remove
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312 2 o)
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Tenants = test
test
Tenant ID: 00402213 8117 4859 6503 i_D Quota -
Protocol: s3 utilization:
Object count: 0 Logical space 0 bytes
' used:
Quota: -

m ‘ Edit ‘ ‘Actmnsv

° Tenant account could not be cloned to the other grid.
Reasan: Internal server error, The server encountered an error and could not complete your request. Try again. If the problem persists, contact support. Internal
Server Error

Retry account clone
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Grid 1 - Grid 2

Local hostname (this grid): 10.115.96.170

Port: 23000

Remote hostname (other grid): 10.115.96.175

Connection status: @ Connected
Permitted tenants Certificates

Q Displaying one result

Tenant
name

Last error @ -
2025-03-13 15:54:59 POT
Cross-grid replication has encountered an error. Failed to send cross-grid replication request from source bucket 'my-bucket’ to destination bucket 'my-bucket'. Errar

code: DestinationRequestError. Detail: InvalidBucketState. Confirm that the source and destination buckets have object versioning enabled. (loglD
13371653720226059496)

Tenant A

Check for errors
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LICH ssh admin@primary Admin Node IP
b. passwords.txt IIU0|| LIot A= HIEHS S LAY 2.
c. RE Hgtoz Metst2H L3 BHE YHIMAIL. su -

d. Passwords.txt It LtQ Q= HUHS E QUSIMA L.

REAMCE EOQISIH TETET § 0N # 2 HAELICEH

2. audit.log IFL0|M CGRR HIA|X|E A8 qudit-explain E TS AF28H0] ZDHE YAl S| Z2SHAAIL.

o€ =01, 0| HH2 Xt 302 S22 2= CGRR HA|X|E At audit-explain =7 E AHEBfLICE,
# awk -vdate=$(date -d "30 minutes ago" '+%Y-%m-%dT%H:%M:%3') '$1$2 >= date {

print }' audit.log | grep CGRR | audit-explain

TH A2 J‘-'PE CHS oflAl2F 20| 6712] CGRR HIAIX| &=S 2N FLICE OAl0M= 2E 2= 2F FH|
2H0| MY = gltt= Lt QR E BratSLICE ME M 7H2| 7= "2H| =" ZHol| chet 2402
opx|2h Al 7H°| QLFEE "MH O SH" 2o ohgt LT,

= %o
é

CGRR Cross-Grid Replication Request tenant:50736445269627437748
connection:447896B6-6F9C-4FB2-95EA-AEBFO3AT774E9 operation:"replicate
object" bucket:bucketl23 object:"audit-0"
version:QjRBNDIzODAtNQ3MyOxMUVELTg2QjEtODIBMIAWQkI3NEM4 error:general
error

CGRR Cross-Grid Replication Request tenant:50736445269627437748
connection:447896B6-6F9C-4FB2-95EA-AERBFI93A774E9 operation:"replicate
object" bucket:bucketl23 object:"audit-3"
version:QjRDOTRCOUMENJQ3MyO0xMUVELTkzMOYtOTgIMTAWQkI3NEM4 error:general
error

CGRR Cross-Grid Replication Request tenant:50736445269627437748
connection:447896B6-6F9C-4FB2-95EA-AERFI93A774E9 operation:"replicate
delete marker" bucket:bucketl23 object:"audit-1"
version:NUQOOEYxMDAENJQ3NCOxXxMUVELTg2NjMtOTYS5NzAWQkI3NEM4 error:general
error

CGRR Cross-Grid Replication Request tenant:50736445269627437748
connection:447896B6-6F9C-4FB2-95EA-AERFI93A774E9 operation:"replicate
delete marker" bucket:bucketl23 object:"audit-5"
version:NUQ1ODUwQkUENjQ3NCOXMUVELTgINTItRDkwNzAWQkI3NEM4 error:general

error
2 =0ll= o EE 7 ZEE|0] JASLCH

105



" gy
CGRR A2A J2|E 2 @H QKo 0|2

TS =0 A|F 1D
E 22| Hie2old $1Zel ID
2ol NS F9! 28| 59! 93
-« 2| =
+ =R A 0t
- E|THE 2K 25
En B2 02
QuE|E 248 0|2
T 20| 8 1D
°R 9F QY. 12|S 7t BAV Mgt 29 OFE Uyt OF'2 EAELICE

SH A Al A=

CHe HAIQ 2 SRIE[X] 52 A 2 AX| Ot =52 ddotan 225 ZHE e 2UH=L2 F /X L S
o

o
SHLtE 2 RIS ChAl AISE 2 YaLCh
© 2P HHE 24 #2000 CA] SFBLIC
+ Mgl 02 02| BE| 8IZ0H APIS ALBSHIAIR.

EHA|
1. O2|E 22|X} AT =22 Ol0|2 S MENSH CHS *API 2 A*S MEfgtL|Ct

2. 6|27 API 22 0|52 MeigtL]ct

@ "H|Z71"2 HEA|Zl StorageGRID APl AIEXQIE = of| 11 Ql0] HAE! 4 UELICE StorageGRID
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Certificates

View and manage the certificates that secure HTTPS connections between StorageGRID and external clients, such as 53 or Swift, and external servers, such as a key management server (KMS).
Global Grid CA Client Load balancer endpoints Tenants Other

The StorageGRID certificate authority (“grid CA”) generates and signs two global certificates during installation. The management interface certificate on Admin Nodes secures the management
interface. The S3 and Swift AP| certificate on Storage and Gateway Nodes secures client access. You should replace each default certificate with your own custom certificate signed by an
external certificate authority.

Name Description Type @ Expiration date @ =

Secures the connection between client web browsers and the Grid
Management interface certificate Manager, Tenant Manager, Grid Management API, and Tenant Custom Jun 4th, 2022
Management APL

Secures the connections between 53 and Swift clients and Storage

- - o Nodes or between clients and the deprecated CLB service on Gateway

S3 and Swift API certificate ) . n Custom Jun 4th, 2022
Nodes. You can optionally use this certificate for a load balancer

endpoint as well.
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KMS setup

Create a StorageGRID
client in the KMS

\

Obtain KMS details:

® Host names and port

¢ Alias for encryption key
e Server CA certificate
Public client certificate
Client private key

v

Add KMS to Grid Manager
for a site or group of sites

Appliance setup

Enable node encryption in
Appliance Installer

v

Install appliance:

* Volumes are encrypted
with data encryption
keys (DEKs)

* DEKs are encrypted
with temporary key
encryption key (KEK)

v

Deploy appliance as a
node in StorageGRID

v

No Has a KM5
been configured for
the site?

* Yes

KMS process

> Appliance receives KMS
configuration

v

Yes

Power on
or reboot?

Mo

> Appliance connects to
KMS to request key

v

KMS key replaces
temporary KEK

v

Appliance is secured by
KMS

A
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Tenants

View information for each tenant account. Depending on the timing of ingests, network connectivity, and node status, the usage data shown might be out of date.

To view more recent values, select the tenant name.

RSN 2.

° EI1E AIEHO| Xkl ID 225 AFEEX| OtL|™ Grid Manager0i| & & |
ID &4 A8 HFHE HEGHAL.

X A8l

HE EM AFE*0| CHS1t

. |:||§I-A'|§|-E|O-| A-|EHE| | 6'8

Manager0i| CHsl 74

DA

o o.
ze 3

S MEiE F2, HIEETLo[0] Xt ID A4
AAE AMESH| Hof| HA XHA| ID

StorageGRID A A0 CHel SSO7F & MatElLICH HHEE

£ AEdHOL

A=
—=

AAEH|

=

SfLict.

st

=
st
=

O
.i
O

D AAE BT

Mafor et e
stoo SHLICE,

25 L O\ Displaying 5 results
Name @ 2 Llogicalspaceused € 2=  Quotautilization @ = Quota @ % Objectcount @ =  Signin/Copy URL @
Tenant 01 2.0068 10%  20.00GB 100 <1 0
Tenant 02 §5.00 GB 850  100.00GB 500 41 0
Tenant 03 500.00 T8 50%  1.00PB 10,000 <+ [0
Tenant 04 475.00TB 95% 500.00TB 50,000 —):I |_D
Tenant 05 5.00 GB 500 4+ 0
=H5lH= HHE AES #5LT
AM MXE ALK HIHE 0| E= HHE IDE HHEE ZMSIN R
HIUES MEfSIL|Ct OHS F 71X Y'Y & SHUHE MEiE = UELICH
° HHES| gtolgts MENSt D & > *HES MENSIL|CH
° HHE 0|E2 MEHSIH MIF FHE HO|X|E EAIS CtS *HE*S MEHSLICE
oo w2t Chg HES| 72 HEY = JELCL

- 0|8

- 49y

o AEE|X| Stk

. *Continue*S ME4BILICE
- HIHE A\™of| cHet #ets MENSHALL sAIL|Ct.

° 0|0 ZAE MH[AE A8 F2l HIHE CHsl sl MHI*E HI & 2totH EI'HETF S3 H210)| Cislf st
MH[AT} 25 S HELICH EHIHENAH F HAIX|7} MESE[X] g&LICH O E S0, BI'HET}F S3 H210|| CHaY
CloudMirror E7(1| Tt A2, s B2 AN E AL MEY = JAXTH AETIEZ 10t 2|2 S3
H2l0ll= O o] & s 2K FAH20| M-AEX| Q& LICE "S3 E|'HE A FHol| theh S E MH[A 2HE|"S

Z2ForE XA

=

E &= Grid Managerd|

Grid

181




o T Qo] 2t S3 Select 318
Select #2|"

st Mo

—_

St7{Lt SHA|SHMA| 2.

2
=

[}

Xtz

SHUAIL

SHI'EE AIF| thet 83

o J2|= HC{2|o|M HZE A2 HotS M3t H:
i. Grid federation TS ME4TL|C}
i 23t WA= MetgiL|ct,

o J2|= HC{2|o|M HZE A2 HotE FTIstH:
i. Grid federation TS MESIL|CT,

i. J2|E HC{2{|o|d HZ AL HQIztS MEHSHYAIR.

iii. MEHMOZ *7|Z&E 2 ALK} Bl O8 SH[*E MEsio] 14 J2|E2 SXE &+ UE IEf Hst= B2,
3 =0l SHE SXISHAHLE OFX|2 SH| &Y 2ts = AR 22 AMEX £ I80| SHE X #4232
SNE CHA| A= 4 USLICEH

o X[ HE 7|72 HESHALE 1 E EEE 5852 H:
@ O] M™S AI2stz{™ HX O2|=0fA S3 ZiH| &2 7|52 EAstsf{of hu|ct.

i 83 M| T2 S MEHEL|CE,

i. X|Cf & 7|17t 40| 22 22 Y=ot EECHR0A 7(7ts MEfRiLICE

ii. 7Y E4 DE 58+ 2 =A0lztS MEiSHA|IR.

StorageGRID H|FES| EZ [ E ALK 2= HE

FE MEXHIH AHON
oIA|_||:|-
A|=tst7| Hof|

* 347 Grid Manager0i| "X| & == ¢

o

LIS

2t x|

~

e

o| & ]

StorageGRID A|AHI0|M SSO(&=
ASLICH RE ALK &S A
A0{0f BFL|CE.

=)t ddstEl 32 2
s

MEXILEIHEO| Tt

2 Apole
PE1

|

1. *E|HE*S MEdetL|Ct.

182

Y2 BRHEES =2 FE A

Z4

=
=
T

=
=1
E

E
OH
oH

M 2

MEXHE HIHE AlHol| 2

23t0| Q= HCH2i[o]

a
H

ol
—

Sk A
= T

J50] 0


manage-s3-select-for-tenant-accounts.html
manage-s3-select-for-tenant-accounts.html
manage-s3-select-for-tenant-accounts.html
manage-s3-select-for-tenant-accounts.html
manage-s3-select-for-tenant-accounts.html
manage-s3-select-for-tenant-accounts.html
manage-s3-select-for-tenant-accounts.html
manage-s3-select-for-tenant-accounts.html
manage-s3-select-for-tenant-accounts.html
manage-s3-select-for-tenant-accounts.html

View information for each tenant account. Depending on the timing of ingests, network connectivity, and node status, the usage data shown might be out of date.
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g One or more endpoints have experienced an error and might not be functioning properly. Go to the Endpoints page to view
the error details. The |ast error occurred 2 hours ago.
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Platform services endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service (CloudMirror
replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to use.

o One or more endpoints have experienced an error. Select the endpoint for more details about the error. Meanwhile, the platform service request will be retried automatically.
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DC1-ADM1 (Primary Admin Node) &

Overview Hardware Network Storage Load balancer Tasks

Node information @

Mame: DC1-ADM1
Type: Primary Admin Node
145 ce00d9c8-8a79-4742-bdef-c9c658db5315
Connection state & Connected
Software version 11.6.0 (builg 20211207.1804.614bc17)
| HA groups: Admin clients (Active)

FabricPool clients (Backup)

P addresses: 172.16.1.225 - ethD (Grid Network)
10.224.1.225 - ethl {Admin Network)

4T.AT.0.2, 4T.47.1.225 - eth [Client Network)

Show additional IP addresses v

2 QIHM|o| A0 RFIF LUSHH OF A ELt?

°=|XH VIP = XAE AEIQI-EOI_
HAd o|E1n1|o|Aoi| ZHOH 7t B Al
H':* QIE{T|O| AO]| EHOf 7} LhAH

E{H[O| A7} 2 QAE{H|O|AQILICE HA OO = 0|49 QIE{H|O| AT Zote|of 1
FH VIP A& M=o 2t APR 7f M e QIE|HO| A= OI%?:.”—IEF

5 Set
Stel VIP ZAL CH2ORE ALE 7H5 B 9] OIE{H[0|A R 0| S3t= Al FIMEIL|CH

st

o

i
(e]]
—

ol =KX= i3 22 0[R2 2dY = AFLIC

* QIE{H|O| AT} M E =T CHRELCE

* QUEHO|AVE PHE LETL A4 22 SA CHE BE =9 HEO| FO{FLIL.
24 IEmo|ATt o2 E Lt

* 2L BEM MH|ATFSK|E LT

* tEE Mu|ATF SXIELIC

2 QIEIO|AE SARSHE L E 2[R9 HESI HoHZ Qo) HYQH 7t LAl5HK| gf2 &=
@ °'*L—| Ct. OFEZLX|2, Grid Manager B Tenant Manager AH|AZ QI8 H|Y @7} SMSHK| =
FSLICE

EMA= Loz F Agtof ZE2|X| oM iR =] WiE0f S2t0|HE oiE2|A|0[E2 He FES
A =

o7t A= M=%t H =2 AEHO|AZ CHA| AEE = U =B VIP FL= MHS2E ME 7t 7HE
2 =9l AEHOo|AZ O|SELIC

209



o:| I-"_n_ol' A o|A|_||;f_

o MKt LE: 2E WA MHAE X

* HO|EQO] LE: 2C #EH M MH|A

HA 129 2%

Grid Manager 2|2

HIHE Zt2[Xtof Chst M AR HE

o

S3 S2I0|AE AHH|A - ZE WA
MH|A

S3 S0 E MM A("S3 Select”

S5t AH|AZ
of= L o 35{0o

E H|0|H &l 22| = Z StorageGRIDA| CHt 171

E 2|0 278y #e| dES M3 5 ASLIT.

84 OO &S H3E &+ ASLICH
N

AHESHH o] VIP =

AE NSot= 20T 171 BME M3 5+ JUSLICL HADES
| QIE{H|0|AE FTISHOF SfL|Ct.
1 Grid Manager EE= Tenant Managerdi| Cist HM|A S 2 S8t CL,

£ Zaeuct

0] R89| EE HA 1E0| F=7tgtL|ct.
* 7|2 &2|Xt L E (Primary)
s H|7|2 22| L=

= QIE{H|O]A0{OF RL|CEH UE RX| 22| BXt=

7]
Sast 4 ABLICH

A 7|2 3| L EE
7|2 22| == Mt

* I8 E=

—

7|2 22| =

« BE|X} e
* AIOIESO] ==

* AHIA OfZ2fojotA

* VMware 7|8t ATEQ|0| L=

Ot

X2t W A2

ro

11: S3 SelectE AH2Y M= HA 1ES Ar83t= 20|
ORI LT}

Grid Manager == Tenant ManagerO| Al HA 152 At ufo| x|t Argt

J2|E 22|k} EL= H|u

ZHoff Z=X| 7t e S i Grid Manager EE= HIHE

CtAl 2218HOF BfLCt.

7|2 P2 ES A8 4+ gl 32

E 2t2|Xp MH|A0f| Zof 7t &

OFA |__| El.

LHSIH HA O F LM 7t EB|AHEX| ¢4&

ZE|XHol| 2E0 Y= ER Z0IREEE AHYS MIistH

X| Ze| HitE e 4 ELICH Tof =X F0ll= Grid ManagersS

A5 StorageGRID A|AEIS ZLIEHEE £ QELICE

210


../admin/manage-s3-select-for-tenant-accounts.html

StorageGRID 117124 1

CHS Co[o{ a2
FMol= FE ¢

E{ru

o 74

inb/
1x0)

|

=2
o
AL,

Clo|o{TzHof| M o2t HA O

—

—

10
i

= QE{mH0o[A

2 LIERHT w22 HA 19| #e]

Creet dE=

SENIES

Active-Backup HA
GW 1 (Backup)

HA Group 1 VIPs
_LP GW 2 (Primary)
_I—) GW 3 (Primary)

GW 4 (Backup)

HA Group 2 VIPs

DNS Round Robin

I—P GW1IP

DNS
Entry

|—> GW2IP

GW = Gateway Node
VIP = Virtual IP address

Active-Active HA

I_; HA Group 1 VIP

| - '_"' GW 1 (Primary in HA 1)

(Backup in HA 2)

DNS
Entry
- ~ GW 2 (Primary in HA 2)
‘ —— (Backup in HA 1)
HA Group 2 VIP
O = CIO|O{ 240l EAIE 2f HA 742 O|F S ofetL|Ct.

24 pFs|

OHE| 18] HA -

'ISZ

10| StorageGRIDO]|A{

ChY
* HA 250 A= StLte| =0t
SMSHEILICEH 2t HA O 80fl=
StLte| - ET}

A&

Ry dEZ FXELIC

£ LIEF-LICY.

211



-4 S cHH
DNS 2t2E 24| * HH M2 2Bt « 220|AUE SEof| w2t F2HE & U=
L2l Y.
© 9% SAET YBL e
* StorageGRID 2|5 2| 5t=9[0{ 40|
Legtct.
© o] B +3SH= AEf MO
Zegtct
HE|H-HE|H HA * EZjme of2] HA 250 2AEL|CEH * 740l O SEELICL
* HADE 0] 2t 2= 22 3 * StorageGRID 2|52| st=E|0{ 7140]
SEES et
* HHE Foff =X|. * o] B +3SH= A} MO
gt
StorageGRIDO{| A 117} =

U7H2H(HA) 282 750 22| & = AIO|E0] =2 MH[A0 17tEH HMAS

() storageGRID NAEE #f 25579 HA 182 71 4 gLIC,

A|=tstz| Hof
* 34Xl Grid Managerdi| "X| & 5| =

* Ct20| AELICH "FE MM A Fok

|I-|0

| BRI A"S(E) AHESIo 20IE[0f /LSLICE

* HA 150{|A VLAN QE{HO|AE AF238t2{™ VLAN QE{HO|A S MMof BHLICE "VLAN QIE{H[O|A A"S
ARSIAA| Q.

* HAJES| L E0| ANA QIE{H[O|AE AFESH{H QIEI|0|AE “HMsHof SL|Ct.
° Linux (\.E AX| H): "= 74 mrd M
° Linux (= A% £): " S0 E2{3 == x| A QIE{T|0]A X7}
° VMware (& AX| F): "= 20| EZ ST EE= HA|A QIE{H[O[A F=Ip

@ "Linux"= RHEL, Ubuntu 5= Debian BHEZIHS 2|O|gtL|Ct X[ E[= HE SE2 "NetApp A=
SEM HEZA E(IMT)"S HZSHHAI2.

WY 18 MY

0ItEY OES MEY o StLt 0| 42| IE{HO|AS MEHS Y @M=l =02 FYAYLICL O3 ChZ I Stit
oj&9| VIP FAE EELIC

HA 250f Zetk[c{H QAEH 0| A= HO|ESO] L& EE e E:':ROICHOF LIt HAOE2 53 =E0f thsh
StLto| QIE{H|O| AR ALE S 4= JUX|T, ST =9 EfE QE{H|0| A= CHE HA JE0IM A &= ASLICH.

212


https://docs.netapp.com/ko-kr/storagegrid-120/swnodes/creating-node-configuration-files.html
https://docs.netapp.com/ko-kr/storagegrid-120/swnodes/creating-node-configuration-files.html
https://docs.netapp.com/ko-kr/storagegrid-120/swnodes/creating-node-configuration-files.html
https://docs.netapp.com/ko-kr/storagegrid-120/swnodes/creating-node-configuration-files.html
https://docs.netapp.com/ko-kr/storagegrid-120/swnodes/creating-node-configuration-files.html
https://docs.netapp.com/ko-kr/storagegrid-120/swnodes/creating-node-configuration-files.html
https://docs.netapp.com/ko-kr/storagegrid-120/swnodes/creating-node-configuration-files.html
https://docs.netapp.com/ko-kr/storagegrid-120/swnodes/creating-node-configuration-files.html
https://docs.netapp.com/ko-kr/storagegrid-120/swnodes/creating-node-configuration-files.html
https://docs.netapp.com/ko-kr/storagegrid-120/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/ko-kr/storagegrid-120/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/ko-kr/storagegrid-120/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/ko-kr/storagegrid-120/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/ko-kr/storagegrid-120/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/ko-kr/storagegrid-120/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/ko-kr/storagegrid-120/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/ko-kr/storagegrid-120/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/ko-kr/storagegrid-120/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/ko-kr/storagegrid-120/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/ko-kr/storagegrid-120/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/ko-kr/storagegrid-120/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/ko-kr/storagegrid-120/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/ko-kr/storagegrid-120/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/ko-kr/storagegrid-120/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/ko-kr/storagegrid-120/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/ko-kr/storagegrid-120/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/ko-kr/storagegrid-120/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/ko-kr/storagegrid-120/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/ko-kr/storagegrid-120/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/ko-kr/storagegrid-120/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/ko-kr/storagegrid-120/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/ko-kr/storagegrid-120/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/ko-kr/storagegrid-120/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/ko-kr/storagegrid-120/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/ko-kr/storagegrid-120/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome
https://imt.netapp.com/matrix/#welcome

O ALO]| H A ATHL|CE

1. 0| HA 280l Z=7tet QIE{ 0| AS St O & MEHSIHUAIL,

E HE[Z S ALEot0] A2 oL A0S Y= QAEHO|AE O W= HE 4= ASLICH

A
Add interfaces to the HA group
Select one or more interfaces for this HA group. You can select only one interface for each node.

SEArt O'\ Total interface count: 4
Mode = Interface @ = Site @@ = IPv4 subnet =2 Mode type @ =
DC1-ADM1-104-96 ethD @ pC1 10.96.104.0/22 Primary Admin Node
DC1-ADM1-104-86 eth2 @ DC1 Primary Admin Node
DC2-ADM1-104-103 ethD @ bc2 10.96.104.0/22 Admin Node
DC2-ADM1-104-103 eth @ DC2 Admin Node

0 interfaces selected
= M AEHO| AT E|O[S0f| LIEFE W7kX] Z[Ch 52 E

@ VLAN QIE{H|0|A S MMt
7ICI2| AR,

QIE{m|O] A MEH FHO| =2tRl

° X| Aot otLtol QIE{H|o| A S MEHSHOF BfLICY.
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° HA J&0| Grid Manager % Tenant ManagerE E&ist #2| L= MH|AS| HA ESE 9|8t Z10|2HH 22
20| A2 QIE{TO|AE MEHSHYA|R.
° HA J1E0| S3 22I0|HE EzfTie| HA HZ E ¢ot Z0[2tH 22| L=, HO|EL0| L& E= = CHoA

QUEH|O| A F MEHSIH A2,

o ILE 20| CHE QUE{HO|AE MEHSIH QL H|A|X[7 EA[EILICE Zol Z=X|7t 2t 22 o|Fof 2t M3t
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o QIE{H|O|AE MEer &~ Ql= Z 2 T &elzto] HigtMdotEl AJLICH =7 A XtMlet HEE stolg &~
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Site @ = Nodename @ =

[ e N T s e o | Y it | I"lhltﬂl
You have already selected
an interface on this node. 1
Select a different node or
remove the other selection.
CrataCermmier L Do iI™alr

° A1'='51' 2O|L} AlO|Egf0] 7} o|O] MEHEI CHE QIE{H|O| ARl ZSEot= A2 ST QUE{HO|AE MEiS &~
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2. *Continue*S MEfSIL|C}.

Pue 2
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Determine the priority order

Determine the primary interface and the backup (failover) interfaces for this HA group. Drag and drop rows or select the

Arrows.
Priority order @ Node Interface @ Node type @
1 (Primary interface) : DC1-ADM1-104-96 eth2 Primary Admin Node
2 3 DC2-ADM1-104-103 eth2 Admin Node

HA 2E0| Grid ManagerOf| CHSF HM|A HTHE XSot= 32, 7|2 22| LE0|A 7|2
(@  clEmolAz ArgH QlE{Ho|AS MEfsiof BLICH UL S X 71 22| SO At

Sest 4 gL,

k2]

o]
Kif
2

2. *Continue*S ME{BIL|C}.

IP FAE YpiLct

|

1. Subnet CIDR Z=0f VIP EHIZ CIDR E7|H(IPv4 T F{0f| £2HAIQE 2L 210](0-32)2 2oz
X|™gct.

HEHI FA0= 2AE HEJ BFE[O JACH ¢ ELICE o|E £01, 192.16.0.0/22.

()  RUIETEAEASHE F2 VPUIEHI Rk AOIEHOl F4 L VP F2 EE
AstL|C}
Odg .
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Enter details for the HA group

Subnet CIDR @

Specify the subnet in CIDR notation. The optional gateway IP and all VIPs must be in this subnet.

Gateway IP address (optional) @

Optionally specify the IP address of the gateway, which must be in the subnet. If the subnet address length is 32, the gateway IP
address is automatically set to the subnet IP.

Virtual IP address @

Specify at least 1 and no more than 10 virtual IPs for the HA group. All virtual IPs must be in the same subnet. If the subnet length is
32, only one VIP is allowed, which is automatically set to the subnet/gateway IP.

Add another IF address

2. MEiMO = S3 PE[X = HEHE S2t0[AET CHE MEUIOAM 0|2{%t VIP FA0] HAMASH=E B
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LHO| RL0{OF StH, & AEHIO|20[M 2= VIP F27F SAI0f EdStE LTt

x| StLtol IPv4 FAE MISHHOF PLICH MO 2 =71l IPv4 Bl IPve FAE X|HE = ASLICH
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S3 load balancer endpoint #

Port: 10443
Client type: 53
Network protocol: HTTPS

Binding mode: Global

Endpoint I1D: 3d02c126-9437-478¢c-8b24-08384401d3ch

Remove

Binding mode Certificate Tenant access (2 allowed)

You can select a different binding mode or change IP addresses for the current binding mode.

Edit binding mode

Binding mode:  Global

o This endpoint uses the Global binding mode. Unless there are one or more overriding endpoints for the same port, clients can access this
endpoeint using the |P address ef any Gateway Node, any Admin Node, or the virtual IP of any HA group on any netwaork.
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DC2-SGA-010-096-106-021 (Storage Node) & X

Overview Hardware Network Storage Objects ILM Tasks

Node information @

Mame: DC2-5GA-010-096-106-021

Type: Storage Node

ID: f0890e03-4c72-401f-ae92-245511a38e51

Connection state: o Connected

Storage used: Object data ™ @
Object metadata 5% @

Software version: 11.6.0 (build 20210915.1941 afce2d3)

|P addresses: 10.96.106.21 - eth0 {Grid Network)

Hide additional IP addresses A

Interface & IP address =
eth0 (Grid Network) 10.96.106.21
eth0 (Grid Network) fe80::2a0:98ff:fe64:6582
hic2 10.96.106.21
hic4 10.96.106.21
mtc2 169.254.0.1

Alerts

Alert name 2 Severity @ = Time triggered 5 Current values

ILM placement unachievable (3

© major 2 hoursago @
A placement instruction in an ILM rule cannot be achieved for certain objects.
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Parent interfaces
Select one or more parent interfaces for this VLAN interface. You can only select one parent interface on each node for each VLAN interface.
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Technical Support
Chassis serial number; 031517000693

& NetApp My Support (2
| _ US/Canada 888.463.8277
Support Resources Diagnostics AutoSupport Other Contacts
AutoSupport operations AutoSupport status: Enabled 0
Enable/Disable AutoSupport Features
AutoSupport proactively monitors the health of your storage array and automatically sends support data ("dispatches”) to the
support team.
| Configure AutoSupport Delivery Method |
Connect to the support team via HTTPS, HTTP or Mail (SMTP) server delivery methods.
Schedule AutoSupport Dispatches
AutoSupport dispatches are sent daily at 03:06 PM UTC and weekly at 07:39 AM UTC on Thursday.
Send AutoSupport Dispatch
Automatically sends the support team a dispatch to troubleshoot system issues without waiting for periodic dispatches.
View AutoSupport Log
The AutoSupport log provides information about status, dispatch history, and errors encountered during delivery of
AutoSupport dispatches.

Enable AutoSupport Maintenance Window
Enable AutoSupport Maintenance window to allow maintenance activities to be performed on the storage amay without
generating support cases.

Disable AutoSupport Maintenance Window

Disable AutoSupport Maintenance window to allow the storage array to generate support cases on component failures and
other destructive actions.
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Configure AutoSupport Delivery Method b 4

Select AutoSuppont dispatch delivery method...

s HTTPS
HTTP
Email

HTTPS delivery settings Show destination address

Connect to support team...

Directty @
® via Proxy server @

Host address @

tunnel-host

Port number @
[ 10225
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<LifecycleConfiguration>
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<StorageClass>GLACIER</StorageClass>
</Transition>
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Retention diagram Replicated copy Erasure-coded (EC) copy

Rule analysis: * StorageGRID sita-loss protection will apply for the duration of this rule,
* Cbjects processed by this rule will be deleted after Day 4015,

Reference time: Ingest time
Day 0 Day 365 Day 4015

Day 0- 365
L 1 replicated copy - Site 1

1 replicated copy - Site 2

Day 365 - 4015 =
EC6+3 - Sites 1,2, 3

Duration 365 days 3650 days

8. *A|&+g MEfRLICt "B (=% SZF ME)" ILM ] 8- O AL LIEHERLICE

StorageGRID ILM 1 210{| A OFX|2F HM[A A|ZF AL

ILM A0 A] OFX|2} AM[A AIZHS EE AMZIRZ AL E" & JASLICH OIS =0, X[ 3742
St X3 E VM= 2 AEEZ|X] LE0| KX, IJOII Z9|E|X| 52 M= LEAIOIE
A= O|5 4= USLICE o OFX|2} M| A AlZES I'_E.‘ LEHZ AE5I0 EF EMof
OfX|2fo = HMAE JHA[Of2H ILM A S MY & JELICL

o Zted HE
ILM A0l M OFX|2F HM[A A[ZHS ALESHY| Ol THE AtehE DEBHUAL.

* ORX|[f HMA AZES 7|F AZIQZ ALES [, Z4K|Q OpX|2h HAH[A A[ZHS HENE ILM HIL EA e K|
fr=Chs Holl RolSHAIL. T, 4R O] BiX| 9| X|7F Hote|1 HRot 2 #MAB2E ILMOM M E Hote
o 4|7t O|SELICE. o B2 AA|off M AT = 2F O] ARE °'$L|Ef.

OPX|2f M| A AJZHS T[EICZ ILM 722 dE o O] XA AlZtE 1afsta, B2 7[zZher & 0|2hHE AESt
HYX| = DISHYAIL.

rr

* DRX|9f HMA AIZbS g E
il

=X MZU2Z ArEst2{H S3 K210 Tieh OFX[af A& A[ZE HH0|ES
Et-dstsfiof gLt "HIHE P2

E
ZHE| X" 5 E "HIHE ZE[API"E(E) A8 E = UG LICH

() s3uizlol =2 opxigt N2 AIZH YHl0|EE 7= FOR HZystElof ALIC,

Jlfﬂ

S| 24K 27|17t ZH2 A|AEIO|M H50| XSHE £
StorageGRID7| Z4X|E ZMg mioiCt ME22
| 2fABtL|CE

OFX|3f AM|A AZH A0 ES B Bteted
(D) oici= Holl Rofstiiae. of2i3t M5 B
EfelABIIE 242 rfo| = 8o} 57| T

rlo

2

Cts B= CHet R8Ol 00| chall 2! L 2= Z{H|9f OFX|2 KM A|ZH0] YE|O|EE| =X ({FE e},

Y 7Y OFx[ah HMIA AlZE HT|O|ETt OFX[2h HMIA AlZE HT| 0| ETt
HghdotEl 2 ObX|at HMA AJZH0] EdotEl F<2 0|2t HA[A A[ZHO]
YO0 EE|=X]| £ YO0 EE[=X]| £

A, SHE Ao HMA HH FF oK o

L= HEC|O|EE AMsts /F

350


https://docs.netapp.com/ko-kr/storagegrid-120/tenant/enabling-or-disabling-last-access-time-updates.html
https://docs.netapp.com/ko-kr/storagegrid-120/tenant/enabling-or-disabling-last-access-time-updates.html
https://docs.netapp.com/ko-kr/storagegrid-120/tenant/enabling-or-disabling-last-access-time-updates.html
https://docs.netapp.com/ko-kr/storagegrid-120/tenant/enabling-or-disabling-last-access-time-updates.html
https://docs.netapp.com/ko-kr/storagegrid-120/tenant/enabling-or-disabling-last-access-time-updates.html
https://docs.netapp.com/ko-kr/storagegrid-120/s3/put-bucket-last-access-time-request.html
https://docs.netapp.com/ko-kr/storagegrid-120/s3/put-bucket-last-access-time-request.html
https://docs.netapp.com/ko-kr/storagegrid-120/s3/put-bucket-last-access-time-request.html
https://docs.netapp.com/ko-kr/storagegrid-120/s3/put-bucket-last-access-time-request.html
https://docs.netapp.com/ko-kr/storagegrid-120/s3/put-bucket-last-access-time-request.html

2E /Y OpX|af M| A AlZE HE|0|EF OpX|2f M| A AlZE HE0|E 7}
HighdotEl < ObX|a HMA AlZHo] EdotEl < 0|2t HAA A[ZHo]

QiE0| 25| =X| 0= QA0 E5 =X 0=
ol HEIOE] ALOlE @K o o
SHH{ZIOIM C}2 HZIO2 ZHZ - OfL|Q, 2 EAR=) C O, A EAEO| HO
HASH= MolL|C CHSHA{QIL|C
=AReh= 2@, Hoh M RILIC, O, CHAF E A0 CHEARILICH
Ofl, CHAF =AR=0] ChafARILIC
C1E TIE Y2 otz oF U Mol ChMRILICE U], R2IE 2ol cHSiAILICE

ILM 2] Mo OrgAre] =3 SZF MEH CHA|0| M= o] Al 2 HE—IE JHHM|7E =T E
Ol A
(=]

1 LSO ILM E7HE floh KIS thr|Bofl F7F5tALE, F212] x| X|EE

SZOIEE FA| BAHEE US4 ABLICE
o
1. A8 Y 47 S31S(S) MBict

FE|Of| CHS b 5 SHLEZH ESHE A 7Y Ee A 842 AFRY 4 BLICH
0 - 2BI9C AER|X| Z (OUA
° IO M AHRXE ROl MM A|ZHS AT AIZHOR AIRYHE A 29 AEZ|K| B

"O|Al 5: HATH =T SOl CHeE ILM & 2 FA S FRSHYAIL.

2. *MM*2 MEfBLICE

o o

ILM T#2]0] M| ASLICH S FA2 "ILM F2of| =7t 0 oY Yol st mintx|= a=E 22K
QA L|CH

[F =]

TS| Al M HED LM 74 HO|K|o| A SfE FAS| 0|2 HESHIAlL.

StorageGRIDO{| A 7|2 ILM %] 44

LM B MAe7| o, L2 7A/3 URISHR g BE 20|S 8ol TA7|E 7|2
A Bix| Mg} BILICE 7|2 FA 0 EIZ A8 4 GLICL BE HUE, BE 13

N 2= AN HEo| HEx|0fof gLt

A|Zfoto] FHof

351



Al Grid Manager0| "X 2 5[ = & E2tRK"Z(E) AHE5I0{ 2I%[0f JYEL|C.
¢ "EF HNA Aol (7t }ESLICE

M ZR0| A OHR|ZIOE Bt RA0|D2 WES AFSE 4 LTt 72 FA| Hix| Xz
Ol CHE 7412t UAIBHR 2= 2E JHHlof B ELICH

—Tod

Of Ofl Al HMO| M K M A2 test-tenant-101| et ZHA[0f2H HEELICE OFX|2tof U= 7|2 7

Heriz »
i E Aol 48 Kol HBELICH

ro
rin

Proposed policy name

Example ILM policy

Reason for change

Example

Manage rules

1. Select the rules you want to add to the policy.

2. Determine the order in which the rules will be evaluated by dragging and dropping the rows. The default rule will be automatically placed at the end of the policy and cannot be moved.

Select rules

Rule order Rule name

Filters
1 : EC for test-tenant-1 Tenant is test-tenant-1
Default Default rule —
712 AAS US I OE 27 AFYE R0 FHAL
* Mol 7|2 #AE FHotE S22 OpX(% A= HYX|E LT
712 #A2 7|2 2R 15 HEE MEY & GlELIth
712 A2 2E N o HE & 0{oF FLICH
-7l FAS BRHE =AHRES Yageiof BiLICH
@ AR D E SALES Yg5ts 75 S MO 7|2 O 2 AREOHK| OMUAIL. AR 2 A2
15 HEE ALE00] &2 JHM7E X 2EYEX| = ofoF LT
© LEHOR V|2 A2 AN E BFHCE EESHE AYULICE
- XY S3 QEHE HZ MHES AL F0|7{L AFS AFE AlZloj2te 7| RE0| FHS F4sHoF ELCH
A

352



=
<
=l

Ja

-

>~
=
13
=
10
—

1
X
=
oA

& =7t LIEFELICE

4. Meix{o= My WCof Ao e 2T MBS Bt

—

(@)
£
rl’
[m
X
0x
oot
J
ro n
=5
o
4n
o>
>
10)

7l2 REe B HUE Mol =gE|ofof ghLict
6. {7 0|2 SR Mot 22 T E bi310]| HE*OR TR SHAIL.
7|2 B2 BE S3 0| K= ofof BHLICt

7. T 2hE|7F 2ot S3 HZI0IA O] RAIS O KT Q| Ko 2t HZSIAIELII?"ElH= 20l CHE HHE
7|22kl Ot 2+ RAISHYAIL.

8. 15 LEE FII5IX| OHMIR.

10. &1 AJZH2 OFF SMO|LE MEHSHNIR.

"0| TAIS O JHA| T2 HESIAZSLI7H?"ets ZE0 Tigt 7|2 el *otL I R*E |XI5IH EFLH2

— Hi—

S0f 2 AlZHo] ZetE|X| 5 LICE 7|2 #Al2 2= WA HEO| HE=(0{0F LTt

1

—_

- 7|2 Aol chet K] X|HE KIFgL T

—_

© 7|2 FH2 NS YIHOEZ BEOF BILICL. 7|2 RH 0| NS YIHOR BESIK ot B2 M HHES
S3fst o Znot EAIELICE 0] 50| ol 4E|= SErRIX| tolsHof BiLCt.

=~

- 7| JAle =HE 2ARS NS

——

Of gfLict.

AR ZEE SAES ddsts AElS M J|2 FAQE MESH DAL, AN 2
! A2 M7 AW 2Rl = AE GX[SH7| fl6h M 27](MB)7F 200KBELE
@ g ZE{7 Zete|0fof BfLCE.

|
=
AR 2 HIX| X E Q| 2 F0| HAHE[= TAH| 7|2 S AE2|X] 20| ZXH3HOF BfLICE

L
o
L]

ot

* A SALEE 22tRE AEZ|X| 20| MEE £+ lELICL

23 ES 2T NUE 7|F MO Z ARSI 0L XHFE A|ZfSHOF BfLICE,
&2 "forever"0{0f BfL|C}.
12. RX| CtO|o{ IS &=5t0] HiX| XA S SQlsHA2.

13. *Continue*S MEHSHL|C.

353



SEHAI(=T SE ME)7t LIEHELICE

14. AFRSH AX| S M S MEHS|T *AAM*S MEHSHL|C},

ILM & 22|

StorageGRID2| ILM F0f| CHsl LotEMAIR
ME 20| ALO|2 ZH2|(ILM) M2 StorageGRID A|AHIO| A|ZH0]| 2} ZHK| H|O|E{E

Helots s Z2Tots =M XIFE ILM 2] Z YLt

ILM EH0| 22 PAE|D 278 4 gl olo|E AA0| LS & YALICH ILM HHE Bgtst]
(D ol IV B3 s LM R4S BES| AS3 S ILM HHZ AIZH0|MEHIAIL. ILM 20|
O[3t T BHESH=A| HIEA| SHolsHAIAlR.

7|2 LM = xH
StorageGRIDE A X[St11 AIO|EE FII6IH ChS1p 22 7|2 ILM HX0| XAtso 2 MM EILICE

* J2|=0f AO|ETL ottt = 2 7|2 FHo= olie AO|ES| 2 K| AL
ZorELIC.

re
mjo
4n
=
=]
n
rr
N
re
=1
ks
o

* J2|=0f MO|ETt = 7 O] & EetEl A2 7|= wAl0f| et 2 AFO|Eof| ZF K[| SAR20] Sty SR E LTt

7|2 Mo| AE2|X| QT ARS SFOHK| ot A ALBKKIF FA L HMS OHS 4 UBLICE LM 7A| A4
LM F A NS AT ALR.

24 ILM ZHO| SHLIL(7E, OFLH of2{ JHL(7E?
oF 2of| 5Lt o] &fof 2 ILM FRE E/e = ASLICH

ofLtel Y

J2|=0M HIHESE 3 HIIE 72]0] Aol gl= 2T HIOJH 22 MAIE AE35t= 22, &4 ILM XS Lt
ARSI ELICH ILM #AoflE M2 OHE HZ = HEHEES #H2|5ts ZEIF ZehE = ASLICH

354



Single policy

Rule 1
Tenant 1, 2; Bucket 0

Rule 2
Bucket 1
Rule 3
Tenant 3
Rule 0 (default)
No filter
HAOo| SHLRE = MEHO|M EHES| @+ Af°*0| FE|H, HEF AretS M E5t0 Al=2f|o| Mt ChZ M ILM EMS
A5 fI6H M ILM ZRE MHSHALE 7|1 & ”% =5 HOF rLICH ILM "& HAO 2 Q15| 24X|| 0| S0| Hlet
T ACH, 0] BHH2 n:|§o| A2| 0 AA- X|HS XK o JASLICH
Cts FH
Bl E0[A Ciet MH|A Z2H SM4S HM35t7| I8 of2] el EMS SAlol| gdete = JSLICE 2t M2 EF
HIHE, S3 3l 2 AAE 2tE|e = JUSLICH EF HIHE E= A Tehol| chslf stLte] ME HESHAHLE HEN
CHE HIHE Sl Ko M2 YHol= 2 IJljt|7(| fELCt.
ILM EM EjD
HIHEZI HZIEZ of2] C|O|E| E= HM ztof| A Metd = JA=ZE St _ILM ZH Ef_S A5 o2
ILM EM S SESHAR. 2 ILM HMoj| el 15 SEot Chg, HHET iy YHME MEY KA Ef2E
II’SPJLIEP. ILM & EHJ'.: S3 Halojot d-e = UASLIC
olZ £01, Gold, Silver, BronzeZt= Ml 7tX| Ef 27t US == UFLICE 2t B T0l= 2K XMz 712k 3 2| X[of w2t
ILM EMS Sehe = USLICH HHE= H3I0| Ef2E X|Fst A8 FMS MEE = ASLICH Gold Ef 27t
XEE H3I2 Gold JEMHOI HEE &M Gold +=&2| H|0|H E= 3! 455 HMILSLIC
() 2eisolma el Aok 10747k8] A 4 ALk B 4 YALIC

712 ILM HX EfD

StorageGRIDE HX|5tH 7|2 ILM M ef 20t Xtso =2 MAELICH 2E J2|=0||= Default Ef 27t EHE
g HHo| L QLo{of BHLICE 7|2 M2 e 7t X[™HE| K| 8!8 2 E S3 Hzlof MEEL|Ct.

355



Policy 1 Policy 2 Policy 3 Default policy
 2 copies 6+3 (with filter >200 MB) | 2+1 (with filter >200 MB) | 2 copies
' 2 copies | | 2 copies
Tag: Bronze Tag: Gold Tag: Silver Default tag
A f':a\

Tenant 1 g — Tenant 2 — I Tenant 3 \/u‘\> pT—
Bucket 1.1 || Bucket 1.2 Bucket 2.1 || Bucket 2.2 Bucket 3.1 || Bucket 3.2

Gold Bronze Bronze Silver Silver

b .- ——

ILM ZM2 M S ofEH BIHLI7t?

24 ILM M2 x| 9| HiX], X|& AlZE 3 HI0|E 22 & Ho{gfL(Ct.

o

E20|HE7} StorageGRIDY| 44| E XM & SHH Si{Eh K= CHE2
Egtofl r2p ™7l LICt

_|_

Mo HMo|El &MUz MBS ILM 7

1. Z™o| K I w7 &lof iRt ZE{7H Z4x|2t LX|ISHH slie 2= sl
Aof B K] X|Hof| et A E LT

Klo| 27 S| utet £35| 3 ohe

2. 30 v 8l0] TE(} 2ot UKISHA| OB UX|SH= BRO| WA WK FM| 2t 4 7
BotgLIC

2ol chet 212

3. 2|9t Yxlsts 0| 8l
x%o| opxjet jelLIC,
LEIS A2 E 4 glgLic,

=3
7|2

GllAl ILM &
ol =01, ILM Z&0l|= CH23t 22 W8S HAIS= M| 7HX| ILM &l0] Zetgl &= &L|Ct.
* 72 1: HIHE A0 CHot SH[E AR

° HHE A0 &

° O|2{gt ZHH|IE

&5t D E ZHA|QF 2 KX[ghL|Ct.

Ml 7Hel EXEOZ M 20| MESHIAIL.
° OE HIUEO| £ ZAM|= 2] 10] w2t LX[SHA| e 82 4] 20f whaf HIHELCE
* #& 2: IMBELCE 2 2A|ofl Cigt ol|0|N 2

o CIZ2 HHUEQS| B E ZHA|Q} LX|A|7|E|, 7|7} 1MBELI 2
274 AY S AESHH M| 22| AO|Eo| K EEILICE

o2k LKA ZLICE O]2{et tHET Z{M|= 6+3

° 37|17t 1MB 0|52l Zix|t= UX[SHX| koD Z, o|2{st ZiN|= #&! 30f| what TWIHEIL|CE

356



- TA 3; 2709 ZAHE, 27H0| Hlo[E] MIE| (7123}

° HMO| OFX|2fo[xt 7]= AEIYLICH 2E{E ALESHA|

3 _H.jd
= 7f ghsLC

= A 20f SHESHA] fb= 2= HHI(EIE E A

E=Cl=g

Lo -

Object
ingested
Active Policy
E#I:ﬂ'laﬂtﬁ' All objects belonging to
- Store 3 replicated copies at 3 sites Tenant A are stored
v
Rule 2

If any other tenant:
- Use EC coding for objects larger than 1 MB

v

Rule 3 (default rule)
If object does not match rule 1 or 2:
- Store 2 replicated copies at 2 sites

—

——

Objects larger than
1 MB are stored

Any remaining objects
are stared

£51X| @510 37|17k 1MB 0[5! JHiA|) el =H|2

BE StorageGRID AIAE0f|i= %4 SHLFO|A0] 2 ILM R H0] QLO{OF BILICE & JH 0] 4ke] B4 ILM HAS
AFS St ILM A Ej DS A0k 2t Ef0) RIS Sreofof BFLICE 13 ChS HIUES S3 Bio| ej 18
SSELICH R B0t et oo B2le] RE Anols 72 B0 B L

ILM RS XS A8 of st 0l 40| ILM FAIS MEistn S 242 HHFLICL HMS AIB0|Moto] SX2
stolst 3 TABtBILICt

ot2|stL|Ct. AH nguo| ILM 7%l0| M2E|H 7|= 24

J2t5tH StorageGRIDE 3iE ME AHESHY 7|1E A2t M2 &l A
A7 M #IKZ o|SE 5 ASLICH

T 0 ool ILM FHE SAl0f Z-detsta B ETL S3 HA0| FHM Ej 1S XM= 42, 2 H2lQ| A= Ef 10|
S HMof w2t 22| gLk

StorageGRID A|A

IS BHM3} L H|EAMBHE KO

* A|AHIO|M M| 2dt= HAHQl 'Baseline 2 copies policy'= HIAE A|AHIO| AT ALZEHMA|L. StorageGRID 11 6

O[5} HT9| 32,

AF2ILICE StorageGRID A|AEI0] AFO|ETJ} F 7 O] 4 Q= 759_ HH|o| AR

- O 1L

0| F*2| 'Make 2 Copies' TH2l2 ZE AO|EE E&ldH= Al Storage Nodes' AEEX| E
£ W7 SLst ALO|E0f

HHX|E =+ ASLICH

357



DE AEZ|X| E AEZ|X| ZL StorageGRID 11.6 0|8t HF k| Z0j| XI5 =2 MM EIL|CL.

@ StorageGRID2| 0| HH Q= YJO2|0|Edt= ER BEE AEEX| LE E2 OtfE |X|EL|CH
StorageGRID 11.7 O|& A E MZ HX|St= dR00= ZE AEZ|X| h:E O] ‘HHE|X]|
Lol:lL'll:I-

* ME2R ZMe dAY = J2|=of ZehE £ = Chdt R 7_|1x|§ D= Ta{siof BHLCH M Hoj o2t
NS ERo| et YXIAZ| 1 HiX[Shs 74{0] ZREO A=K

ILM ZX2 Z|Cfot thadhA| RXISHYA|L. O|FA| SHH A|ZH0| X|'EHo]| 2t StorageGRID A|AR0| HAE
Z4H| ClO|E 7t ol =3 T2 2| X| o= HMEHLZ fledet 433 YXY + AUSLICE

* MO TEE RO 2 A7 SHIEX| SIGHIAIQ. FA0| FABHE|R M AL 7IE K= S| H oA
AIEfotof LIl 2 MTh2 10| ofsf WIHEILICE GIE Sof, Hao| & v 7F5l0] S Jxlet Axlots P
s WAl T2 Aol ole BIhEIX| aLICt.

* HE ILM ZMO| OfX| 8 A2 7|2 ILM #2|0|H, o FAlofl= 2EE A8Y & IELICH A7t THE &1t
LX[SHX| t™ 7|= 0| S A2 HiX| X2 EHE 7|2HS BE

o
* M ZMES 2dotst| Tof| e FRol 7|E JHA|Q| B X|of O|X|= HE ArE AESHIAIL. 7|E JHA|Q ?IXIE
ZotH A K| @IXIE HII5t Poish= 20 LA 2|24 FH|7F ede o USLIC

StLiel g ILM FM S HRstH D= A ELL HAI0| S ILM 7%

)
ikl
00
Q't
}
)
o>
I
o

A
=
X
12

2 MMSET| Mol ST "= ILM "EA"0|(7H AER|X| 27 Al E BFSH=X] HOISHA|L.

FIAE AIARO M AAS0IA H:BSHs FM(EIY AfO|E D2|E0| 3R 2 AbE FA, 13
AOIE J2|E2] 22 'AOIET 17§ HAHE HA)3t ABSHAIS. StorageGRID 11.6 0[5t

(D vizoliE o BHol 712 B0l RE NOIES Bl DE Azelx L A2l 28
AFEBILICE. StorageGRID AILEI0| AOIETH & 74 014 2l 22, 2|2l ZAbo| SUst Ato| 0]
o) xEE 2 Lo

0 2L, "2 2 S3 Object Lock A120| 24815/ 21 LICL" ILM FA0| S3 24| F1Z0| ZAstEl
(D) el 27 Alsrg E4shx Selsof SLICH of MMM S3 2x T2 HAsle pRiE KuS

MEHAL.

A ZHSE2| Foj|

. _?HIH Grid Manageroﬂ ..Xl%ElE _?_:! Eal'—?—x'l"%(%) )\}géfo:l EJ?JE'O‘I 9}1%'—' El’.

o ChAL2 "Iz O A HBS(2) 74K D UYSLICH
=

* S3 Object Lock Azt o 0] 2} " A

358



K| EAELICE

—

—

x

gLt

3

M

kO
O

O,

L
Qo
o .

AEYSLICHEET}
= u_H_

ILM &2

SfLICt.

=
—

7|
SEMIQ"ILM Z & A}
A

| ——}
=
Ol

sto
H*

q

AELICH Eof w2t

ALt

° StorageGRID A|AEIQ| "2 2% S3 Object Lock 20| 0|0] ZM5tE|0] Ql&L|CH LT
° st

°"7|2 LM A2
° HMo|| =715t

S3 Object LockO| & s}x|X|
M S3 Object Lock AX0| M3tz A2 ILM HA 10| X0 OfH ILM F£|0| &4

IR
ILM >~

ILM MM I e

EHA|
1.

x
(=]

I.

H

r

=l

Kl

fLICE.

EHS
el

.1

A
i

Clone*S

o *
=

Ct

-
ot

KO
<+
=
%0
Kl

359

=
=

7|30 LI K]

I.

L =2

o
HIAIX| 7} EA|ELICE

f

2y
fLc.

o
=]

| —

—

k=1

EHS
=H

M
tef= EHOl| A Ab

.
[e]

=

* O

A

° SRSt = ™ol 7= #£l0] ofl ZE{IL

a. =o] |
@< R|7stet

o &
=


https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=e768d4da-da88-413c-bbaa-b1ff00874d10
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=e768d4da-da88-413c-bbaa-b1ff00874d10
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=e768d4da-da88-413c-bbaa-b1ff00874d10
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=e768d4da-da88-413c-bbaa-b1ff00874d10
ilm-policy-overview.html
ilm-policy-overview.html
ilm-policy-overview.html
ilm-policy-overview.html
ilm-policy-overview.html

7.

360

© 7|2 T W7} AFBE S A 712 FHS Met

2t= HIAIXIZF EAIELCH
X

° 7| wHA0| OFX|2 7 Al0] Oof! B2, silE Al M HMo| M Bo =2 0| 5= ASFLICH

S3 Object LockO|

o= T

Sk
E
a. FMoj| st 7|2 &S StLE MESHIA . M 7|2 8IS 2HEE{H *ILM & Ho|X*E

S3 Object LockO| H4I3HE|0] 94T RS 40K g 7| =" 74
OFX|SHO| N & A PR #7tElL|C

MEHSHA| 2.

7|2 FAIS FAo| CH2 74|12t YASHR o 2E Kol HELICE 7|2 FAS TEIS ALBY 4
glom By opx|atof BoteLICh

SAE 27 44 FAE Tl Tl R0 A DAL, Al 2 et
FHES BE NO|ES BEBIE T Ageln| g0l WE Azelx| =C'8 MBI
StorageGRID A2 S0l ALO|E7} = 74 0] QL= 2 22| ZAH=Z0| Ut Ao Eo

[=—)
FHddE = ASLICEH

©

| [ = O [==)
0| LSt 7|2 A2 ShLE MEHBHIAIR. M 7|2 RIS ehS Rt fILM 78 HO|X|*S
MetotiiAl2

T 2201 PHS F4ths AT E3tE|0f YO0 WIS ASHHR BLICH

(=]

'SARE 271 ST FP&.% gl 7|2 Ao MR FAI DR AR 'S ARE 270 S 7]
A2 ZE MO|EE Zelol= T AER[X| EQ1I'RE AER[X] LE'E AMEELICL O
Al ArEotH %°'°._ ALOIE0i| ZHA| 2] o EMEOI d8E 5 ASLICE

©

ﬂl

| CHe CHE |2 o] Wt P
[0 EEIS AIZOIR| S T DIE4 FH S oLt MEishiAle.

oo
10)
T

2
m
bal
oy
=
mt';f

MotE|X| 42 HZlo| RLEMEE X{&35t7| 2[8 Cloud Storage

A0 X2 EOISHMIR"0|A| 7: S3 Object Lockdl| CHSH 78 Z=4= ILM &,

o =T

o=


example-7-compliant-ilm-policy-for-s3-object-lock.html
example-7-compliant-ilm-policy-for-s3-object-lock.html
example-7-compliant-ilm-policy-for-s3-object-lock.html
example-7-compliant-ilm-policy-for-s3-object-lock.html
example-7-compliant-ilm-policy-for-s3-object-lock.html
example-7-compliant-ilm-policy-for-s3-object-lock.html
example-7-compliant-ilm-policy-for-s3-object-lock.html
example-7-compliant-ilm-policy-for-s3-object-lock.html
example-7-compliant-ilm-policy-for-s3-object-lock.html
example-7-compliant-ilm-policy-for-s3-object-lock.html
example-7-compliant-ilm-policy-for-s3-object-lock.html
example-7-compliant-ilm-policy-for-s3-object-lock.html
example-7-compliant-ilm-policy-for-s3-object-lock.html

9.
10.
1.
12.

B

720 2K E FPHOE HESHK| b= 22 217t HAIELICE o] MM S 2tMatet uf
StorageGRID 7|2 w#&|9| HiX| X|& 0| Bt= =™ StorageGRIDO|A K|S A%
gholsof BLICHH 2! =8 F7|0f| w2t HHE O 2 7|12 SO HESH= 2= H Q).

©

7 3412 0|58 4 SUALICE S3 Object Lock0] EABHEl 2L, FHS E4HX| ks 7|2 Fl0] Meie|of
olor st 7% s

@ ILM 7121Q] &=A7t SHHEX| 2Fldlof SfL|Ch HAO| 2dotz|H A JHA|2L 7|1 & A= == H
IRH &MUz FEof w2t HIHEL|CH

0| w2t & MEf*Z MENSIH] &S FI715HALE M5 2.
B E|H *XEH+S MEHSH

o =2 —"1d

I}

F70ILM SRS B g5t o] TS =oAL,

ILM EH Al=2[0] 4. S Sdststr| Hof| eheh A|Z22|0|ME Sall fl Y2 ZHSoh=X| =HelsHof gLt

AlEzf|o|M

S gdetstn 23 Hlo|E o ME3t7| Tol| HIAE ZHA|of tiet HMS Al o] MEfL(Ct.

AlZtst7| o

HIAESH = 2 ZK|of Chet S3 HZI/24H| 7|1E &0 JUELICH

e

1.

w N

N o o &

(D) 1= =g 271 2gs Aol x| w3 HeE FESND
5| Al

=

0o 0% 0x M
=2

2t
_ILM X T0|X|0fl A SISt Ho| Brolzte A

S3 S2H0[AE £ "S3 ZE"S AEOI0 2 722 HIAESH= ol 220 AHME ~TELI.

. Y| ZEof HAE 2H|Q| S3 bucket/object-key & YUHPLICI. OE &H ‘bucket-

01/filename.png.

- S3HT e[t ZdetEl 32, MHMHMoZ HH ID 20 24H|e] HE IDE YA = ASLICH

*A|22|0|M*S eS| T},

— =]
AlZ2)|0]d 2t MMM 2} HH[7 SHHE Ao LAIYEX] 2ASHYAIL.

= =]
od AEZ|X| & £ 0f2|0|X 2 ZEMAUO0| M FQUX| &felstz{H LX|sH=
M ZE Ho|X|2 OI%ﬁféMIQ.

|Z 2| 2
HHX| RIXIS Hototn F&ists oM LAIHR! 2|aA ZH|7F 2le 4~ %ﬁl—lﬁf.

TS AOHE AIB(0|H ZTj0| HrelE|of M2 | FRT} 0| AX| FZ0| EAIEILICH AB oM FAY
S @& X|97|8 MefspLt AIB20[M 2t S20| 2t 20| HH 0f0|2 XS 222 UK HASH

o =2 =22

361


https://docs.netapp.com/ko-kr/storagegrid-120/tenant/use-s3-console.html
https://docs.netapp.com/ko-kr/storagegrid-120/tenant/use-s3-console.html
https://docs.netapp.com/ko-kr/storagegrid-120/tenant/use-s3-console.html

MZ2 ILM ZMS Stz 2dolotH 7|1Z At M2 T E A7t olie Mol S HELICh o2 EMS
gyststs 22 H2lof 2EE ILM ZM Ef 0] et 22| T o] 2FE LI

—

1. FHME A22|0| M50 o LT E ZtSdh=X| ZQISHIAIR.
7

2. 7|Z0ll =™ X 2H ZLE AH Q| HhX| HE AretS HESHYAR. 7|E ZK|Q| 9IXIS HFBIH A HiX| 9IS
Horst Foists DHEOAM LAIMRI 2|lAA ZH|7F 2T = ASLICH

—_ =

0

O

ILM ZH0f| Q77 AQH S 4= gl= HI0|E &40] 2l = ASLIC

ol =g} B
ILM S Sotehe AAHS A M2 DE Cof BIESILICH 2Lt A 24 M BE T2 vt A
HHS AME S S HIX] AT|E HBEK US + ABLIC FO0| T2f AAYS T2 AH} ASE HAE|E
242 w[s7] 2Ioh M BA HAE By Mol 7| ELICE PHHORE TS 2L
* GlO|Ef Z2N EE LTS £0| HM WAS okH T 1 ARSI FA| MBELICE |2 501, 27 HApE
T A 30 AR FAIS TEshe A HAS SISkt Gl0lE S2N0| SAEDE STt HHO| FA|

HEFLo.

* HIojH =4 E£= LES XMotAZ 5 %!E M HF S o= R, ZE J8|E =271 ALE JHsHE mintA|
o HE Areto] HEE|X| ELICE OIE 501, 370 SALE & T 271 SARE RAIS AF83h= M FME
SdotstH M YHo| gy A "ol JI)\IEIII'F'_+ HE =0 221 YEfo|1 AL JHsHHE WintAl= HEE[X|
oLt

CHA|
Ct= CHAIS 2t Stitel FA = ofe] YA S 2SI AIL.

362



2t FYHO| SILIEE = AR THE THAIE TEA AL, 00| 5tLt 0|49l e FMO| 1 =7t HMS
gystots 32, o] S dstsls HAE MEYAL.
1. Zg ghdotg (It E[H ILM > *EHM*S MEiSHYA|2.
L= ILM > FM E T HO|X|of| M T Y S 2ot = ELICH

2. FM oM 2MBtol = POl golzts MERDE CHS *Activate*S MEHBLICEH
3. MAESHHAS TEHAIR

° B HAIXIZF BAIE| YMES 2ot e X| 2tQldh= HIAIX| 7 LIEFLIEH *2fol*S MEISIH AR

X

=
* Mol Cet NS FETH ZEE ZD HIAXIT EAEE F9:
L 0| O AITHE TO|E|S BH2|HaR| AR A

i. 712 A0f ufet 2487} X
ATof ot A48 SIS,

[=]
iil. 7|2 &0 HHME STH 2 MHBHX|T St 0| 42| THE F&]0| JHA| BE 7|2+S MBSt

o1 =20
of2] YMS Sgotsii™ HH Ef IS W5t 2t B0l FMS 2EooF gLt J2[=F At 10712] X
EfOE AiMEE 4 QISLICH

=2 co=2 T M-d

© © N o g k&

o2 YHM EYOE AHEDS

He 22, =T} 200 HA BfOS X1 AErste Dals Aso
A2 0|A 4 UALICH MY 4 gl HHET} Qs B 7| HA e 19 ARSI 22

NHSIMAIL.

B\ O[S T ML EIHENA| EAIEILICH HIHUE T B200] Beke T ef 1S Meizt of
() Emolge 3us e & oles caxe ge Myl 02 Soi, ade Buol

AT 7|7t Z HAIS ARlots ZL O o LIS S HAIE & UBLITE 0f2fs BEO=
BIZt HEE EBSHK| OHYAIL.

B0 A MeiBrLct

ILM Z2 B0 E01 20N EETHS BlrS AFS o] EAI0] BEHE S MEfHLC

A8 FBt A Dol Z1H EAIE|E HA MR YR HS Meisto] S HESHIAL.

2t 0| G 4THZ HIO|EIS B2(SH=X| SRISHIAIL.

“SITHE M S E MEBILIC e #Y LHS XIS MEisto] HAY BErS R BILICH

=]

AtESHO] M 2ot Tt MxtoflA 2t Ef T, HM Sl #A0] JHHIE 2t2|5ts Yol thet 2=
HESHIA|L. HMO| O = 7HM|E 22[ot=F Bt HE AMEE HESHAL.

363



sl

"ol 6: ILM HXH HZ"

StorageGRID2| ILM H*H A|E2{|0|M of|

ILM & A[Z2[0|M Of|Al= AR} &t B0 SHA| A[Z2|0| M2 #d5tD +=Hot= 0 BRst
xIAS HZELIc

OllAl 1: ILM ZH A|Z2[0|M A| H& HE

O] OflAl= HM A|Z2[0|M Al A2l ABH= WHE AFLICE

Of oflAJOfl M= *OllAl ILM E2*S & JH2| 210l XZHEl Z4A[0f CHol AlZ2{|0[ LIt O HMol|i= Cr3at 22 Al
7tX] FAIO] ZRE|0 ASLICE.

* X HW #2121 *Two copies, two years for bucket-a*= bucket-a0ll Q= K| o2 HEEIL|CT

© & B AR EC AA| > IMB*E 2E H 20| HEE[X|2F IMBELE 2 K2 ZE{ZISLICE

_|

© Ml W AR E JHe| SANZ, F i HO[E MIE{*= 7= AEILICE o] FAlol= 2E{IF EEE|O] UK
Hom HIT H * Z AZtE ME83tX| &Lt

LS —

= AlZef|o[ et = 2t K7t SHIE E0f o LX[=A=K| st A|2.

=

Simulation results

Use this table to confirm the results of applying this policy to the selected objects

Clearall | @
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Use this table to confirm the results of applying this policy to the selected objects.
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Simulation results

Use this table to confirm the results of applying this policy to the selected objects.
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Simulation results

Use this table to confirm the results of applying this policy to the selected objects.
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503: Service Unavailable

Unable to update compliance settings because the settings can't be
consistently applied on enough storage services. Contact your grid
administrator for assistance.
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Time period and placements + Sort by start date

If you want a rule to apply only to specific objects, select Previous and add advanced filters. When objects are evaluated, the rule is applied if the object's metadata matches
the criteria in the filter.
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If you want a rule to apply only to specific objects, select Previous and add advanced filters. When objects are evaluated, the rule is applied if the object’s
metadata matches the criteria in the filter.
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Proposed policy name

Object Storage Policy

Reason for change

example 1

Manage rules

1. Select the rules you want to add to the poficy.

2. Determine the order in which the rules will be evaluated by dragging and dropping the rows. The default rule will be automatically placed at the end of the policy and cannot be moved.
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1 : EC image files>= 1 MB Object size is greater than 1 MB

2 : 2 copies for small images Object size is less than orequal to 200 KB
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Strict ingest to guarantee Paris data center

Compliant: Yes . Ingest behavior:

Used in active policy: No Reference time:

Used in proposed policy: No

| Clone | Edit | | Remave

Filters

This rule applies if:
* Tenant is Paris tenant

And itonly applies if objects have this metadata:
* Location constraint is eu-west-3

Time period and placements

Retention diagram Placement instructions

* StorageGRID site-loss protection will not apply frem Day © - Forever.

Sort placements by

Rule analysis:
# Objects processed by this rule will not ba deleted by ILM

| Reference time: Ingesttime  Ingest behavior: Strict
Day0
L
Day 0 - forever = " <
L 2 replicated copies - Site 1
T

Duration Forever

Strict

Ingest time

Replicated copy
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Active policy Policy history

Policy name: Data Protection for Two Sites (2 rules)
Reason for change :

Data protection for two sites (using 2 rules)

Start date:
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Policy rules Retention diagram
Rule order Rule name Filters @
1 One-Site Erasure Coding for Tenant A Tenant is Tenant A
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