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Perform prerequisites
on both grids

Create HA groups (optional)
Add DNS entries

v

Configure connection

Grid admin

Grid 1
Add configuration
Download verification file

\

Grid 2
Upload verification file
Save and test

v

Manage connection
on both grids

Edit, test, remove
Monitor and troubleshoot
Rotate expiring certificates

StorageGRID generates security
certificates for each grid.
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Grid
. No Using identity
admin federation?

Yes +

Configure same identity
source, identity provider &
admin group on both grids

v

Create S3 tenant StorageGRID creates tenant
P Assign Use grid federation —» on source and replicates to
connection permission destination

Permitted -
Sign in to tenant
tenant account on source grid

) 4
Yes,

tenant Using No

Configure same identity . .
. < identity
source on both grids federation?
¢ + Yes, grid

Opti | te
Create federated [P Sl bR Create local groups and

. federated groups on .
groups on source grid . users on source grid
source grid

\ 4 v

StorageGRID imports StorageGRID clones

federated groups to local groups and users

destination grid to destination grid

Create 53 access keys 4—‘

Optional: Clone 53
access keys from source
to destination
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Tenant Create versioning-enabled
user bucket for source tenant

v

Create bucket for
destination tenant

y

Replication
One in one or both Both
directions?
Enable cross-grid replication Enable cross-grid replication
for only one bucket for both buckets
. . New object version
Add or modify object in source | replicated to

bucket destination bucket

. Delete marker
2N GRS (e ST —Pp replicated to destination

(delete marker inserted) (optional)
Delete object version N Object version is not deleted
from destination

permanently from source
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Grid 1-Tenant A
my-bucket

Cross-grid replication:

Enabled

Grid 2-Tenant A
my-bucket

Cross-grid replication:

Disabled

Add objects —1—» Objects added

o

No change - Add objects
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Grid 1-Tenant A
my-bucket

Cross-grid replication:

Enabled

Add objects

Objects added

Grid 2-Tenant A
my-bucket

Cross-grid replication:

Enabled

Objects added

Add objects
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Tenants = tenant A for grid federation

tenant A for grid federation

Tenant ID: 0899 6970 1700 0930 0009 I_D Quota _
Protocol: 53 utilization:
Object 0 Logical 0 bytes
count: space used:

Quota: —

Description:  this tenant was created on Grid 1

‘ Edit ‘ |!—‘\ction£v

o This tenant has been cloned to another grid. If you edit or delete this tenant, your changes will not be synced to the other grid.

Space breakdown Allowed features Grid federation
SEAT Q Displaying one result
Connection name S Connection status @ = Remote grid hostname @ = Lasterror @ =
Grid 1 to Grid 2 & Connected 10.96.106.230 Check for errors
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Remove permission to use grid federation X
connection

Are you sure you want to prevent Tenant A from performing account sync and cross-
grid replication using grid federation connection Grid 1-Grid 2?

» Removing this permission does not delete any items that have already been
copied to the other grid.

» After removing this permission for the tenant on this grid, go to the other grid
and remove the permission for the corresponding tenant account,

e. Connection '5427cbf8-0dd0-4b83-a2c8-25223ccd9cch’ s used by bucket 'my-cgr-bucket’
for cross-grid replication, so it can't be removed. From Tenant Manager, remove the coss-
grid configuration from the tenant bucket and retry.

A\, Using Force remove removes the tenant's permission to use the grid federation
connection even if tenant buckets still have cross-grid replication enabled. When the
permission is removed, data in these buckets can no longer be copied between the grids.

Canicel Force remove Remove
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Tenants = test
test
Tenant ID: 00402213 8117 4859 6503 i_D Quota -
Protocol: s3 utilization:
Object count: 0 Logical space 0 bytes
' used:
Quota: -

m ‘ Edit ‘ ‘Actmnsv

° Tenant account could not be cloned to the other grid.
Reasan: Internal server error, The server encountered an error and could not complete your request. Try again. If the problem persists, contact support. Internal
Server Error

Retry account clone
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Grid 1 - Grid 2

Local hostname (this grid): 10.115.96.170

Port: 23000

Remote hostname (other grid): 10.115.96.175

Connection status: @ Connected
Permitted tenants Certificates

Q Displaying one result

Tenant
name

Last error @ -

2025-03-13 15:54:59 POT

Cross-grid replication has encountered an error. Failed to send cross-grid replication request from source bucket 'my-bucket’ to destination bucket 'my-bucket'. Errar
code: DestinationRequestError. Detail: InvalidBucketState. Confirm that the source and destination buckets have object versioning enabled. (loglD
13371653720226059496)

Tenant A

Check for errors

k|||=i ™My

2} J2|E H|H2f|o] HZ| Cisl OFX| @F Eofl= B EQ| C|O|E{7t LHE D2|E2 SHE[= Set &dst 7t

o
%29 QE(%!'.: Z2)7t EAIELICE o] Eofl= JHE 2 Z2of Zdst J2|= 2 SXH| QR EAIE[H, 0|0 2l
= A= LEE BAE[X| 5T 0] o 277t 2dsH= 0| fE LSt ZELIT.

I.

oA

]
mo

- AA K| HES A2 4 gLt

- AAHZIS RS S gL

- CHaf B1Z00] ARSI U LICH

- Cii4f B1200] CH2 A HollA ChAl MAEI i LIt

* T4 BIZ00) BT RH2|7t Al SEHE|QIALICE

* O B2 SUBH AT OR ChAl MAEIQIX|BHOfR| B 2H2|7} £IX| gLiCh,

» 2l 2%2| S3 Object Lock A4F0| T 12|E0| HILIE 4% RHZ MWD AX|5HX| YLt

* @15 HK0ll= S3 Object Lock A& 0| QLOM, Tii4 H{2I0j A= S3 Object LockO| HIZHA3HE|0f QleLICH,
A xA

Opx|2 7 2of| 2F HAIX|7} EA=|H Ch2 BHAIE TMEHA L.
ESHA2.

HE
E FHSUARL. G S0, A2A O2|= SHIE ?IoH thd HAM HH 22|27t LA SHE 22

S

1. HAIXI &2
=X

2. AZE|= =K
Sl HZlof| CHaH H'I HE|S CHAl 2doiotiAlL.

HOM AZ L= HHE AES MESHAR.
RF XR7|*E MEgLCt

HIAXISE X212 AL HEIE HO[0|ESHEAH *0f*S MEHSHUA|L.

© o &> W

5~6 L 7|Ctel = A K|S Ao STELICH 2F HIAX|ZF CHA] LHEHLEX] B5EX] RIS AL,

[

31



@ RF HIAIX|ZF HES| AF2tX| == 52 O A|X|0f] EA|E EFJARME O|F [ 520] X[ =0
M A E =TS AIL.

S sFet S0|T QB LA CHE B0 Kt STES 29 M2 22 257
LYEHEE 2 QlasLich
7. 820 QER Ql8) R0 AT 27k QK| Holska B Anjet 2r| Kol A 9l KA|E'S FEHIAL.

MR ZE

O Z10= AFEXH 7HYI0| 2P O|F 2 2l & J2|=9| 2l ZHl| HIHE HHIE SHIE = IS S LIEFHLIC. Of
Fi= YUMo Z AN HII = iy M0 HAEIUS off LARILICE.

oY =X

1. 2lo] wilist J2|=of 2algfLCt
74 > A2" > *32|E HEHH0| 4 Q2 0|S3t0] 210 LIEE HE 0|ES A2 HA2.
& A

E HHE HoilM 0|2 2F B2 22150 @
!

a. "E|HE 5 DUE 0| XAS ARt HAET} IR D2S SRS g ofy Jelse Beue
KISHR| QU E=X| SHOISHAMA L.

b. Z@oi| w2t ched 22| =0M HIHES| PE2rs 53 M JHHIE MEY £ AZE SHIAIR.
=

PN =]
6. Jets 2= 2 HEEO el & J2[= ZR0l|AM BI'HE 2t2[Xtol| 23150 Al S22 H| WAL,
A=A

7. ARA 02|12 SR7F 2EetE 2 2o tiol THE AretS 2ARISHIAIL.
° LHE O2| =0 = St HIHEof Tt sliE H2I0| ASLICHE= e 0| S S AFEOHOF BHLCY).
° & I 25 A HT 22| 0F gt AIELICHE 22| 2R0A HE 22| LA SXIE + slsLICh
o FHZ R A AR F: 47| TE SEH7L OFELIC

a
b. J&S W= HIHEES MESHD OHX|2 2T Soi|M *F X|R7[*E MEASL|C}

=
AH HEHE YOO ESHAE *0f*E MESHYAIL.

o
=
>
A
[/
A
40
[
>

(=]
d. 5~6i= FE 7|0t = M KIS HA0| =T ELICH 2F HIAIX[ZF CHA] LIEFLEX] 4=X] 2HRI5H AR,

[ =

() 2 AL 20l ISR efefed o0 ZAIE Eli BT ol 212 520] Alc
Sofl A 2K 2TSHIAIL.

32


https://docs.netapp.com/ko-kr/storagegrid-120/monitor/grid-federation-monitor-connections.html
https://docs.netapp.com/ko-kr/storagegrid-120/monitor/grid-federation-monitor-connections.html
https://docs.netapp.com/ko-kr/storagegrid-120/monitor/grid-federation-monitor-connections.html
https://docs.netapp.com/ko-kr/storagegrid-120/monitor/grid-federation-monitor-connections.html
https://docs.netapp.com/ko-kr/storagegrid-120/monitor/grid-federation-monitor-connections.html
https://docs.netapp.com/ko-kr/storagegrid-120/monitor/grid-federation-monitor-connections.html
https://docs.netapp.com/ko-kr/storagegrid-120/monitor/grid-federation-monitor-connections.html
https://docs.netapp.com/ko-kr/storagegrid-120/monitor/grid-federation-monitor-connections.html
https://docs.netapp.com/ko-kr/storagegrid-120/monitor/grid-federation-monitor-connections.html
https://docs.netapp.com/ko-kr/storagegrid-120/monitor/monitoring-tenant-activity.html
https://docs.netapp.com/ko-kr/storagegrid-120/monitor/monitoring-tenant-activity.html
https://docs.netapp.com/ko-kr/storagegrid-120/monitor/monitoring-tenant-activity.html
https://docs.netapp.com/ko-kr/storagegrid-120/monitor/monitoring-tenant-activity.html
https://docs.netapp.com/ko-kr/storagegrid-120/monitor/monitoring-tenant-activity.html
https://docs.netapp.com/ko-kr/storagegrid-120/monitor/monitoring-tenant-activity.html
https://docs.netapp.com/ko-kr/storagegrid-120/monitor/monitoring-tenant-activity.html
https://docs.netapp.com/ko-kr/storagegrid-120/monitor/grid-federation-monitor-connections.html
https://docs.netapp.com/ko-kr/storagegrid-120/monitor/grid-federation-monitor-connections.html
https://docs.netapp.com/ko-kr/storagegrid-120/monitor/grid-federation-monitor-connections.html
https://docs.netapp.com/ko-kr/storagegrid-120/monitor/grid-federation-monitor-connections.html
https://docs.netapp.com/ko-kr/storagegrid-120/monitor/grid-federation-monitor-connections.html
https://docs.netapp.com/ko-kr/storagegrid-120/monitor/grid-federation-monitor-connections.html
https://docs.netapp.com/ko-kr/storagegrid-120/monitor/grid-federation-monitor-connections.html
https://docs.netapp.com/ko-kr/storagegrid-120/monitor/grid-federation-monitor-connections.html
https://docs.netapp.com/ko-kr/storagegrid-120/monitor/grid-federation-monitor-connections.html

() =mrtsize 3 2ol siFsls o o) 527 ZY 4 YBLIC

a. "dufiot =H| A Al Sl HMA="2 0|Fote LHE J2|=2 FH|=|X| 2ot JHA| E= A OFAHE 2heldty,

J2|E 7 EHl 2|42 ASE 4 9iS U

=H|

WXt J2|E SH 2AAE AFEE = §IS U7t UYSLIC

M "HE
0| 21 2|AAE ALY £ glojM O2|E 2t =X @K0| EF7 SUS LIEMHLICL O|E S0 HESRIZ 2F 7t
UMMS = ASLICH
F ESEPN
1. 2X7t HEZ sHE ==X 2 ZLEHZSHAIR
2. 27t X|&EH & O2|E = stLtol| SYot HAZ| tiet J2|= A HZ A 210 = 20| oo =2t
sig =3 217t °"—II RISt AIR. O|2{et B E Sl ZSHH 0| ZH| = sHZEE 4 ASLICH
3. @F0| CHet XpMlet 82 "T2|= mz|o[Md HZ ZLIEE e X|&g HEsto] J2|= 7t SX| HE=lS
AESHMR
4. ot AZIS sHES > 2= 2R 71& XY BEM0| 22stHAl

A ISt StorageGRID SX| 22 AlH5t L CHA| Al RHLICE
F 2 X

O2|= 2 =X 5 Hif 30 E sl e R0= CHE 2| =2 SHIE[X] 2ot 7HA| = AA|
Oi7{7t A=K 2telstiof ghL|tt. 2# ChZ s WIS CHAl &St LE 22|= 22| APIS
A8 SHIE CHAl Al=g & JASLICEH

J2[E 2t SR S A 0= HEE AR 7t £ O2[=9] K3l 2| SH|E[X] = 0|77 AI2H, 0| S S5t H
AFEXL FHRI0| ERES LIEFALICE O] B YHHOZ A A HII =ty HZI0| HEAEAS wf LA
KiMIEE LHE2 "J2| = 20| 8 2F S Z"S HZSHAIL.

S0l Moot 24H| 7t A=K =helghi|ct

A EE= K| 07t CHE OB EE SH|E[X] %=X 2lstz{ ™ ZAF 20f|M "CGRR(Cross-Grid Replication

Request)" HA|X|S ZAMSIAA|QR. O] HA|X|= StorageGRIDZ} 2|, HE|IIE ZHA| fE= AMH| OFAHE CHA H3IQ 2

=Hsts ol Huje 22 =70f F7HELICH
"audit-explain =" AFE5I0] Z1tE O Y7| 4|2 AR Hete £ JGLICH

AlEFSE| Hof|
* R E HMA HBHO| QIELICE.
* You have the Passwords. txt OF¥ S 7HX| 10 HAH|K.

C 7l B Lol P FAS 2 YL

Ct.

33


https://docs.netapp.com/ko-kr/storagegrid-120/monitor/grid-federation-monitor-connections.html
https://docs.netapp.com/ko-kr/storagegrid-120/monitor/grid-federation-monitor-connections.html
https://docs.netapp.com/ko-kr/storagegrid-120/monitor/grid-federation-monitor-connections.html
https://docs.netapp.com/ko-kr/storagegrid-120/monitor/grid-federation-monitor-connections.html
https://docs.netapp.com/ko-kr/storagegrid-120/monitor/grid-federation-monitor-connections.html
https://docs.netapp.com/ko-kr/storagegrid-120/monitor/grid-federation-monitor-connections.html
https://docs.netapp.com/ko-kr/storagegrid-120/monitor/grid-federation-monitor-connections.html
https://docs.netapp.com/ko-kr/storagegrid-120/monitor/grid-federation-monitor-connections.html
https://docs.netapp.com/ko-kr/storagegrid-120/monitor/grid-federation-monitor-connections.html
https://docs.netapp.com/ko-kr/storagegrid-120/audit/cgrr-cross-grid-replication-request.html
https://docs.netapp.com/ko-kr/storagegrid-120/audit/cgrr-cross-grid-replication-request.html
https://docs.netapp.com/ko-kr/storagegrid-120/audit/using-audit-explain-tool.html
https://docs.netapp.com/ko-kr/storagegrid-120/audit/using-audit-explain-tool.html
https://docs.netapp.com/ko-kr/storagegrid-120/audit/using-audit-explain-tool.html

O]
inl
glo
ox
ol
A
fmjo
15
Ju
%
=
il
)
)
=
o
O,
=
'_l
5
®
T
H
™
3
2
<
o
3
=
3
=
O
Q.
0}
M~
!

Passwords.txt IO LIQ} Q= HEHS E UHSIMAL.
FE HotoZ MetstaH O HES LHSIMA L. su -

Passwords.txt IR0 LIQ}t = HEHS E UHSIMA 2.

RE AHORE ZOQISIH ZETET $ oA # 2 HEELICH

2. audit.log ItL0|M CGRR HIA|X|E HA8tD qudit-explain TS AF26H0] ZDHE YAl UHAH| Z2I8HAAL.

34

OlE =0, 0| HH2 X[t 308 S22l ZE CGRR HA|X|E HAMSID audit-explain =& AHEEL|CY.
# awk -vdate=$ (date -d "30 minutes ago" '+%Y-%m-%dT$H:%M:%S') '$1$2 >= date {

print }' audit.log | grep CGRR | audit-explain

2o

H 4 Zah= O3 ol A2 20| 67H2] CGRR HIAIX| &= HOFLICL oAlo M= 2= O2|= .7_* =H|
Hol 4HE =SME + glct=s 2ot QLRE HEYUSLICE MZ M e 2F = "AH| SH" 2ol cist 20|
of
al

| 71l RF= "AtH| Ot A" 2ol et 2Lt

CGRR Cross-Grid Replication Request tenant:50736445269627437748
connection:447896B6-6F9C-4FB2-95EA-AEBFO3AT774E9 operation:"replicate
object" bucket:bucketl23 object:"audit-0"
version:QjRBNDIzODAtNjJQ3MyOxMUVELTg2QjEtODIJBMjAWQkI3NEM4 error:general
error

CGRR Cross-Grid Replication Request tenant:50736445269627437748
connection:447896B6-6F9C-4FB2-95EA-AERFI93A774E9 operation:"replicate
object" bucket:bucketl23 object:"audit-3"
version:QjRDOTRCOUMENJQ3MyO0xMUVELTkzMOYtOTgIMTAWQkI3NEM4 error:general
error

CGRR Cross-Grid Replication Request tenant:50736445269627437748
connection:447896B6-6F9C-4FB2-95EA-AERFI93A774E9 operation:"replicate
delete marker" bucket:bucketl23 object:"audit-1"
version:NUQOOEYxMDAtN]jQ3NCOxXMUVELTg2NJMtOTYSNZzAWQkI3NEM4 error:general
error

CGRR Cross-Grid Replication Request tenant:50736445269627437748
connection:447896B6-6F9C-4FB2-95EA-AERFI93A774E9 operation:"replicate
delete marker" bucket:bucketl23 object:"audit-5"
version:NUQ1ODUwQkUENjQ3NCOXMUVELTgINTItRDkwNzAWQkI3NEM4 error:general

error



" gy
CGRR A2A J2|E 2 @H Qxo| 0|2

ZIELS Bl E0| A% ID
k= J2|= HEfElo|M |zl 1D
2] A& E0l 2| 2ol 93
-« 2K 2
+ =R A Ot
+ HE|TE 2K 2H
H2 #2012
QuHE 25 0|2
B 2] B ID
°8 9F Q8. J2|C 7t 27t AIs ZL 2F Ut Q52 EAIELICH
=M Ao Al A=
Chat AQE ZR|EIX] o2 24| B ARl 05 222 WMot 2ROl SRS A O C+S 5 741 W 5
SHLIZ 2HIS CHA Al 4 QU&LIC

2t HH|E A HZI0f CHA| ST LY,

2}
* 2FE U= Jd2|= 2| HISIH APIE ALESHHAIR.

1. 22|E 22|X}p HEoM =22 0l0|2 S MEHSH CHE *API EA*S MEHSL|C}.

@ "H|Z7H"2 EA|=l StorageGRID API AIEZQIE = of 1 glo| HAE 4 UELICE StorageGRID
HIS7H AEXQIEE= QHO| API HHZ FA[RL|CE,

3. cross-grid-replication-advanced MM0|A C}S AEZQIES MEHSIMAIR,
POST /private/cross-grid-replication-retry-failed

4. B A E|E MeBILIC

5. 2 HIAE MXIO|M oflA] 2=Ql *versionID*E AIiet wxt J2|E X B0 s St= audit.loge| HE ID2
HHE A2
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7. MB| S FEJH204°Q1K] HOISHIAIR. 0| 24| EE AR Op7}C2 J2|E 20| Mt J2IE HHE
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2| G AP EA|7F CH2 J2|S0) SRISs o § AIZHES 1 0j40] ZY £ AgLC,

MAE ZHY2 CHE F 71K S S otLtZ ZLIE->E 5= ASLIL.

4n

* S3 "HeadObject" EE&= "GetObject” RHE AN L. SHO|= StorageGRID 2t x-ntap-sg-cgr-
replication-status S& ¢l|E7t ZEE|H, O] &f|{0l|= CHS gt T StLb7F Q&L

Jz|E EX| AEH

AA c 2AZE: BN MBXOE AZEUELICE
* PENDING: Sli2} 7HA| 7} OF2] S X|x[X| LUSLICH
* FAILURE: 2X|7t 7Moo Z MIfUELICt AFEXIIL LRE

sHZsHoF gL Ct.
23| REPLICA: siE 2iK|= ¥2 J2|=0j|AN SHI=[A}SLICE.
« MHEI 2 O2|= 22| H[ZIH APIE AFESHYUAIL.
CHA|

1. H|271 API 2M9| cross-grid-replication-advanced M M0 A CtS AIEXQIES MEHSIAA|Q.

GET /private/cross—-grid-replication-object-status/{id}

. Dj7HHa MMOf| cross-grid-replication-retry-failed 0| AFE2SH HE IDE USHMAIL.

- M SF =7} 200X ZHRISHYAIL.
- X HEE AESHUAR. X SEli= tHE B otLiLIC.

> PENDING: 3i! 7H#I7} OF%] ZR|=|X| ert&Lict.
- RE: 2RI HEHOZ A EUALICH
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° FAILED: SH|7t 1Al {2 HIiYUSLICE AEXIL LFE sl 2l of LTt
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