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StorageGRID dashboard F—

~  You have 4 notifications: 1 @ 3 A

Overview Performance Storage ILM Nodes
Health status @ Data space usage breakdown @ Lt
2.11 MB (0%) of 3.09 TB used overall
License
1 Sitename & Data storage usage + Usedspace % Totalspace %
Data Center 2 0% 682.53 KB 926.62 GB
Data Center 3 0% 646.12 KB 926.62 GB
License
Data Center 1 0% T79.21 KB 1.247B
Total objects in the grid @ Metadata allowed space usage breakdown @ e

3.62 MB (0%) of 25.76 GB used in Data Center 1
0 Data Center 1 has the highest metadata space usage and it determines the metadata space available in

the grid

. Metadata space 2l
Sitename o + Usedspace = Allowed space %
usage
Data Center 3 0% 271MB 19.32 GB
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StorageGRID dashboard

Clone active dashboard
~  You have 4 notifications: 1 @ 3 A ' \
Manage dashboards

Overview Performance Storage ILM Nodes
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Configure dashboard

Crmrviews . Performance . Storagw . LM . Hodes . + Add tab
Tab name
Overview
Select cards |
] M L M L XL
Health status g Data space usage breakdown @ L
3.50 ME (0% of 3.09 TB used overall
License
1 Sitenama o Data storage usage 5 Usedspace 2 Total space =
Data Center 1 0% LTIMB 1.247T8H
Data Center 2 0% 521.11 KB $26.62 GB
Heiaa Data Center 3 0% T90.21 KB 926,62 GB
L= H|0|X| ©7
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Nodes

View the list and status of sites and grid nodes.

€ O\ Total node count: 12
~
Name 2 Type = Objectdataused @ %  Object metadataused @ % CPUusage @ =
StorageGRID Webscale Deployment Grid 0% 0%
A DC1 Site 0% 09%
€ bcr-apmL Primary Admin Node 6%
@ oci-ArRC1 Archive Node 1%
dy DC1-G1 Gateway Node 3%
DC1-51 Storage Node 0% 0% 6%
DC1-52 Storage Node 0% 0% 8%
DC1-S3 Storage Node 0% 0% 4%
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NYC-ADM1 (Primary Admin Node) &

Overview Hardware Network Storage Load balancer Tasks

Node information @

Display name: NYC-ADM1

System name: DC1-ADM1

Type: Primary Admin Node

|D: 3adblaaB-9c7a-4901-8074-47054aa06ae6
Connection state: & Connected

Software version: 11.7.0

|P addresses: 10.96.105.85 - eth( (Grid Metwork)

Show additional IP addresses w
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Alerts
Alertname & Severity @ =+ Time triggered & Current values
Low installed node memory [
o Critical 11 hoursago @ Total RAM size:  8.37 GB
The amount of installed memory on a node is low.
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DC3-S3 (Storage Node) & X

Overview Hardware Network Storage Objects ILM Tasks
1 hour 1day 1 week 1 month Custom
CPU utilization @ Memory usage @
4% 100%
30%
75%
25%
20% 50%
15%
J 25%
10% \/ [\ﬂ N
5% 0%
14:00 14:10 14:20 14:30 14:40 1450 14:00 14:10 14:20 14:30 14:40 14:50
= Utilization (%) = Used (%)

CHE A2 ZHACZ BAISHAE XIE = J2HZ 2[0f Q= HEE & StLIE MEHSHMA| L 1AIZH 1Y, 15 E=
170E .7_*7—4._§ HEE BEAY = ASLICE &M 8L AIZH IS X[Foto] AL EX XE ZHHE 28 += ASLICH

>
to

CPU AMEE1} HIZ2] AFE 0] tiet XM i8S 2™ Zf J2HE 2o HME SeE2

Memaory Usage 2]

T00.00%
2020-05-20 14:08:00
75.00% = ged (%) 44.70%
Used: 11.30 GB
S0:00% = Cached: 6.55 GB
= Buffers: 14256 MB
25 00% = Freg: 7.28 GB
= Total Memory: 25.28 GB
0%
1350 1400 1410 14:20 1430 1440
== {|5ed (%)
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° eth: 12|E HEQ 3, 22[Xt HEQIZ = 220[UE HIERHA.

° hic: {E2}0|HAQ| E2|H 10, 25 EE= 100GbE ZE & StLIQILICE O|2{st ZE = &hH| ZEsto
StorageGRID 12| E HE 2|3 (eth0) '34 22I0[¢E L1|E-?Jﬂ(eth2) o A& & USLICH

° mtc: 0{Z2t0[AAL| E22|X 1GbE ZE & StLIJLICE. StLt 0]2k2| mtc QIE{H[0] AT} 7é'§.5|01
| Z

StorageGRID 2| LIE?{3 QE{H|0[A(eth1)E T ELICH CIO|E ME{S| 7|&Xi7t HA 22 HES 2IY
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DC2-5GA-010-096-106-021 (Storage Node) & X
Overview Hardware Network Storage Objects ILM Tasks
Node information @
Name: DC2-5GA-010-096-106-021
Type: Storage Node
10: f0890e03-4C72-401-2e92-245511a38e51
Conpection state: o Connected
Storage used: Object data ™ @
Object metadata 5% @
Software version 11.6.0 (build 20210915.1941 afce2da)
|P addresses: 10.96.106.21 - eth0 (Grid Network)
Hide additional IP addresses ~
Interface & IP address =
eth0 (Grid Network) 10.96.106.21
eth0 (Grid Network) fe80::2a0:98ff:fe64:6582
hic2 10.96.106.21
hic4 10.96.106.21
mtc2 169.254.0.1
Alerts
Alert name 2 Severity Q =2 Time triggered % Current values
ILM placement unachievable [5
© Major 2 hours ago @

A placement instruction in an ILM rule cannot be achieved for certain objects.
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DC3-S3 (Storage Node) & X
Overview Hardware Network Storage Objects ILM Tasks
1 hour 1day 1 week 1 month Custom

CPU utilization @ Memory usage @

35% 100%
30%
75%
25%
20% 50%
1 I L ! 25%
10% UW fU U‘\ N
0%
14:00 14:10 14:20 14:30 14:40 14:50 14:00 1410 14:20 14:30 14:40 14:50
wm Utilization (%) = Used (%)
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StorageGRID Appliance

Appliance model: @

Storage controller name: @

Storage controller A management 7 @

Storage controller Bmanagement IF; @

Storage controller WWID: @

Storage appliance chassis serfal number: @

Storage controller firmware version: @

Storage controller SANtricity 05 version: @

Storage contraller MVSRAM version: @

SGe0ED
StorapgeGRID-LabT9-5G6080-T-134

10.2

102
6d039eal0001T35000000006507HTEL
721524500068

08.53.0.09

11.50.3R2

N220X-B53234-DGL

Storage hardware: @ Naminal 1B

Storage controller failed drive count @ L] ils

Storage controller &; [7] Nominal ]l.

Storage controller B: @ MWominal 1th

Storage contraller power supply A: @ Nominal ils

Storage contraller power supply 8: 7] Mominal ils

Storage data drive type: @ NL-SAS HDD

Storape data drive size: @ 4.00TB

Storage AAID mode: @ DDP16

Storage connectivity: [~ ] Mominal

Overall power supply: @ Degraded ils

Compute centroller BMC i7: @ 102

Compute controller serial numbear: @ T21917500060

Compute hardware: @ Needs Attention ils

Compute controller CPU temperature: @ MNominal ils

Computa controller chassis temperature: @ Waminal ths

Compute controller power supply & @ Failed ils

Compute controller power supply B: @ Nominal ils

Storage shelves

::Ietlizr:a*;ls Shra =  chelfip @ Shelf status @ = [OMstatus @ = ::::: sg;ply =  Drawerstatus @ = Fan stafus
721824500063 58 Mominal Mk Maminal Hominal Momiral
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AEE|X| AT H|o|E2 & 29

=20 At AE2[x| gme| S20f AEf, X0 2047} g H NAYLICH,

m Ate AE8|X] YImoj i W2 Wo| Fukxol MefelL|ct

SEEREES Agalx] Wmo| HH Safol2 S22 4.

flo|ef Sato| AE2|X] W0 A ofl0|E| KTl ALRElE Eato|=o| et

Hlo|E| Satolt 37| AE8|X Wmoj s HlolEf Eato| stLtel R 27,

Al Ezto|= AE2|X] WO A HAIZ AHBEl Eato|=o| H4eiLict,

Al E2tol2 27| AEB|X] WO A 7HE RH2 JHAl E2to| =0 27|JLiCt UMHEO R FHA
Sato|gs BE St 27|t

T4 Sl AEZ|X| 2ol Fg SENYLICE.

a. 2= AER7I "Nominal"QIX| EOIsIAA| 2.

U
0]
N

AFER 7} " AlO| Ol AR $ixf L2lS HESHI A2, SANtricity System ManagerE AHE3I0{ 0|2{st
SHEQ0f 2ol CHet XpMet HEE eholsl & JUEL|CH O{E2t0|eiA HX| 8! RX| &2 XA
RSN Q.

4. Zt HEYIof| gt HEE E{H *H EQ IS MEdstL|Ct

HES Edm DT FA| LED E2Tol ch2t 292 HTBILIC,

1 hour 1 day 1 week 1 month Custom
Metwork traffic @
650 kb/s
600 kb/s
550 kbfs
500 kb/s
450 Kb/'s

10:10 10:15 10:20 10:25 10:30 10:35 10:40 10:45 10:50 10:35 11.00 11.058

== Received Sent

a. HEQ 3 QIEIOo|A MME HESIAMAL.
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Network interfaces

Name @ = Hardware address @ = Speed @ Duplex @ = Auto-negotiation @ 2 Link status @ =

etho 00:50:56:A7:66:75 10 Gigabit Full Off Up

CtS HO| HIERZ QEIO|A B Y= S €O g2 ARSI {EE0|AHA] 10/25-GbE HIER 3
TEJ} HE|H/HIH O E EE= | ACP ZER AL =X SHOISHAA .

() =ol BAIE gt vl ol 337t 25 AIgElE F9E JHEs AL

2|13 g BEcpc JHE HIC &3 £ X (hic1, o4& O2|=/220|HE
hic2, hic3, hic4) HE?3 £5(etho,
eth2)

oj2|AH 0| E LACP 25 100

Inks| LACP 25 50

Y /s 25 25

ohaz|H 0| E LACP 10 40

ks LACP 10 20

nps Lol 10 10

10/25-GbE ZE 7 M0f| CHat XtA[SH L2 "HE9 T &3 714"8 HTSHUAIL.

=M S TS HOIE2 A HE/IE &3l 41 & HEE HIO|ESt T2l 30 OfL|2} 7|Ef =41 Bl ME 2

e


https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/configuring-network-links.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/configuring-network-links.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/configuring-network-links.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/configuring-network-links.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/configuring-network-links.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/configuring-network-links.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/configuring-network-links.html

Network communication
Receive
Interface @ = Data @ = Packets @ = Errors @ < Dropped @ = Frameoverruns @ = Frames @ =
etho 2.89GB 1l 19,421,503 1l, 0 1k 24,032 1h 0 1l 0 1ls
Transmit
Interface @ = Data @ = Packets @ = Errors @ = Dropped @ 2 Collisions @ = Carrier @ =
etho 3.64GB 1k 18,494,381 il o 1l 0 1l 0 1k o il

- *Storage*S MESIH Azt Futof| hE REHE H|0[E] 8l 2EHE HIEIH|O|E{of| AFSE AEE|X| HIZ1t
ClA3 X, 28 % QEHE M40 tit §EE HFE= JeZE & = ASLIC

EL )

Storage Used - Object Data @

100.00%
75.00%
2021-03-13 14:45:30
S0.00%
- Used (%) 0.00%
T - Used: 171.12 kB
= Replicated data: 171.12 kB
e s = Erasure-coded data: 0B
14:30 14:49 14 = Tofak 310.81 GB
== |Ised (%)
Storage Used - Object Metadata @
100.00%
T5.00%
2020-08-04 14:58:00
50.00%
= {sed (%): 0.00%
- Used: 539.45kB
I - Allowed: 13278
= Artual reserved: 3.00TB
0% -
14:50 15:00 15:10 15:20 15:30 1540
m= |sed (%)

a Zt =8 3 QEHE AR A Jhstt AER|X| 8 S ISt H Of2i 2 AT ESYAL.
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2} C|A 39| Worldwide Name2 SANtricity OS(H{Z2t0|HA S| AEZ|X| HEEZ{0 HZEE 22
ATELO)M EE 28 542 = I EAL= 28 WWID(World-Wide Identifier)2t & X[EFL|C}.

Cl23 97| 8 M7 SH|E siMdt= ol =20 =5 C|A3 FKX| H0|S2| 0|5

=5 OI2E X|&1 2z
| 2 W 2E2(0ll: sdc, sdd, sde )2 =F HIOI=2| X[ Bof| HAIE gtah X|gL|C},

Z0f| EA|E 0|F9

Disk devices
Hame @ = World Wide Name 8@ = WOload @ = Read rate @ = writerate @ =
croot(f:1 sdal) MR 0.04% Obytes/s JKB/s
cvloc(8:2,5da2) MA 0.67% Obytes/s S50K8/s
schc(B8:16,sdhb) BA 0.03% Obytes/s 4 KB/=
seid (8:32,5dc) M 0.00%: 0 bytes/= 82 bytes|s
scheldi48 sdd) [ 000 O bytes/= 22 bytes/=
Volumes
Mountpeint @ = Device @ = swaius @ = sie @ = Avallable 8 = Write cache status @ =
croot Oniline 11.00GB 187568 1l Unknown
fvarflocal cvlac Orniline 85.86 GB g4.05G8 1l Unknown
Ivarflocal/rangedb/0 sdc Online 107.32GB wrarce gl Enabled
Ivaeflocal/rangedb/1 sdd Online 107.32GB wrisce 1l Enabled
Ivarflocalfrangedb/2 sde Online 107.32GB wrisce 1l Enabled
Object stores
oD@ = Sie @ = Avatlzble @ = Replicated data @ = ECdsta @ = Objectdata {34) @ = Wealth @ =
000G 10732 GB 9624 GE 1l 12460 KB 1, o bytes 1l 0.00% Mo Errors
ool 107.32 GB wriece 1l D bytes gl 0 bytes s 0.00% Mo Errors
opo2 107.32 GB 1w7.18GE |l 0 bytes O bytes 1l 0.00% Mo Errdirs

O{S2to|A 2| == 5! AH[O|E90] L=E0i| CHet YL 27

LE HO|X|oflE 2E| L= E= A 0|EY 0] EZ MEE|E 2 MH|A O{Z210|A A9 MH|A HEfel 2= HFE

— OTT o,
CIA3 Z] U UESIT 2lAA0 thst HETF BAELICH 3t 22|, AZ2|x| stEHol, HEYS 2|44,
HIESIZ QIEHO|A, IEYT F4, 24 9 Xz HIO[EIE SOl 4 QlaLTh

£
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1. L= 0| X|0f| A O{Z2}0|AHAA Ra| L £

rir

2. *JQ*= MENSHL|C}

Ne gl = M M'HOﬂ LCO| 0|, RY,
F& FE0= 2 F40] chiet 2lE{mo]A 0|F0| ChSat 20| ZeHE LY.

> adllb ! adlli: 22| HE I3 QIE{H0]| A0

° gth: J2|E

{E2t0[AA HO[EHO] LLEE MEHRILICE

ID 5! A& HElet 22 =20 Chet Qof =It HAIELCH IP

HE[2/MAH 20| AEEl= R EAIELICE

HERS, 22IR LIEYS EE 2210|lE HEYI,

° hic: {Z2t0[AA2| E2|H 10, 25 EE= 100GbE ZE & SILIQILICE 02{st ZE = B

StorageGRID 12|E HEQ|3(eth0) X S2I0|HE HE YT (eth2)0l] HAE 4 AUSLIC

° mtc: HE20|AHAS| E2|X 1-GbE ZE &

HIEY 3 2E{H[0|A(eth1)E

QEIHO|AS AET 4= JALF HIAE 5 ASLICH

SHLFRIL|CE. SHLF O AFQ| mtc 0|E-|I[1|O|¢
o

f
T4t I31|0|E1 AE O] 7|t LAl 2F HE S I8l THE mtc

Name:

Type:

D:

Connection stata:

Software version;

P addresses:

Overview Hardware Network Storage

Node information @

10-224-56-193-ADM1

Primary Admin Node
6fdc1890-cada-4493-acdd-T2ed317d95fb
Q Connected

11.6.0 (build 202109281331 66E8Teel)
172.16.6.199 - ethD (Grid Metwork)
10.224.6.19% - ethl (Admin Network)

47.47.7.241 - eth2 |Client Metwork)

Hide additional IF addresses A

Interface =

10-224-6-199-ADM1 (Primary Admin Node) &

Load balancer Tasks SANtricity System Manager

IP address &

ethz (Client Network)

eth2 (Client Network)

eth2 (Client Network)

hicl

hic2

hic3

47.47.7.241

fd20:332:332:0:e42:21f:fe86:b5b0

fe80:e42:a1ff:fel86:b5b0

AT.AT7.7.241

A47.47.7.241

47.47.7.241

e Heo| L MMol= e 2o ohigt g

0x

3. HMIZoil et XtMlet WEE HeiH *SEY oS

a. CPU AIEE 9l M22| J2i T E S| A|Zt

Zatof 2 CPU X 22| AFBES el =

UASLICH CHE
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MZEZHACZ BAISIAH AHE = J2HE 2{0f A= HESS MESHUA 1AIZH 1Y, 13 E= 11
o2 HEE BAIS 4 YALICHL YN U AIZHHSIS XIFSo] ALK X 2t2ig HFe + & YaLcH
Overview Hardware Network Storage Load balancer Tasks
1 hour 1 day 1 week 1 month Custom
CPU utilization @ Memory usage (2]
12.5% 100%
10%
75%
7.50%
50%
5%
2.50% WWV V UW U UUWW UUUU UUU U\/UU\N 7
0% 0%
1720 17:30 1740 1750 1800 1810 17:20 17:30 1740  17:50 1800 1810
== Utilization (%) == Used (%)
b. of2f2 A ESI0 7|7|2] 714 24 EE 2QISHAIR. o] Hojl= ZEY, ¥ Mo, HESD Heof HT 2

2t 74 249 YEiet 242 YEIF THE[0] ASLIC.
StorageGRID Appliance
Appliance model: @ SG100
Storage controller failed drive count: @ 1] |||
Storage data drive type: @ 55D
Storage data drive size: @ 960.20 GB

Storage RAID mode: @
Storage connectivity: @
Overall power supply: @
Compute controller EMCIP: @

Compute controller serial number: g

Compute hardware: @

Compute controller CPU temperature: @
Compute controller chassis temperature: @
Compute controller power supply A: @

Compute controller power supply B: @

RAID1 [healthy]

Nominal

Mominal |||
10.60.8.38
372038000093
Nominal ils
Nominal ils
Mominal ||.
Mominal ils
Nominal ils
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1 hour 1day 1 week 1 month Custom
Network traffic @
650 Kb/'s
600 kb/s
550 Kbys
500 kb/'s L = ———
450 kb/s

10:10 10:15 10:20 10:25 10:30 10:35 10:40 10045 10:50 10:55 11:00 11:06

== Received Sent

a. HESQIZ AEmojA MMS HAESHIAL.

Network interfaces
Name @ =  Hardwareaddress @ = Speed @ Duplex @ 2  Auto-negotiation @ = Link status @ =
etho 0C:42:A1:86:B5:B0 100 Gigabit Full Off Up
ethl B4:A9:FC:T1:68:36 Gigabit Full Off Up
eth2 0C:42:A1:86:B5:B0 100 Gigabit Full Off Up
hicl 0C:42:A1:36:B5:B0 25 Gigabit Full On Up
hicz 0C:42:A1:86:B5:B0 25 Gigabit Full On Up
hic3 0C:42:A1:36:B5:B0 25 Gigabit Full On Up
hic4 0C:42:A1:86:B5:B0 25 Gigabit Full On Up
mtcl B4:A9:FC:T1:68:36 Gigabit Full Oon Up
mtc2 B4:A9:FC:7T1:68:35 Gigabit Full On Up

CtZ B2l HEX3 AEHO|A 0| A= £ BOl S AHESI 01F20[2 29| 47 40/100-GbE HIER{2
HEJL HE|H/M RE F= | ACP REE THEIQUEX| HOISHIAIL.

(D) =0l BAIE 22 Ul ol 337t 25 AFgEE 39S JHES el



o
[

=EHE

i HIC

23 £ (hic1, o4 O2|=/220|HE

hic2, hic3T;ic_l4) HIESZ £ (ethO,
eth2)
o 2|AI0|E LACP 100 400
iy LACP 100 200
nEs 2t /e o 100 100
o2 2|A|I0|E LACP 40 160
iy LACP 40 80
ks A ] 40 40
b. HEHZ 4 #2228 ESHIAIL.
M S HE HOE2 Z4 HERIZE St =4 & HEE HIO|EQ T2l =20k OfL|2} 7|Ef =41 8l W& 2
X #E HHFL|CH
Network communication
Receive
interface @ = Data @ = Packets @ = Errors @ %  Dropped § 4 Frameoverruns @ = Frames @ =
etho 2.89GB 1l 19,421,503 1l o 1k 24,032 1L 0 1h 0 ik
Transmit
Interface @ = Data @ = Packets @ = Errors § = Dropped @ =2  Collisions @ = Carrier @ =
etho 3.64GB il 18,494,381 1l o ik 0 il 0 il o il

. MH|A O{Z2t0|A AL C|AST FHX|

=

3 =500l o

=x

-
ot

HHEE H2{H *Storage*E

MEHSHIA| 2.
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DO-REF-DC1-GW1 (Gateway Node) &

X
Overview Hardware Network Storage Load balancer Tasks
Disk devices
Name @ = World Wide Name & = /Oload @ = Readrate @ = Writerate @ 2
croot(8:1,sdal) N/ 0.02% 0 bytes/s 3 KB/s
cvloc(B:2,sda2) MN/A 0.03% 0 bytes/s & KB/s
Volumes

Mountpoint @ =  Device @

1p

Status @ =  Size @

TS

Available @ 2=  Writecachestatus @ 2

-

/ croot Online 21.00 GB 14.73GB 1h Unknown

fvarflocal cvloc Online 85.86 GB 84.63GB 1h Unknown

StorageGRID HE®3 HS RSN 2.

HESIZ ol =&, AIO|E EE= TO2|EQ| B E HESR 3 CIEH0|AE Sdf =l
HE3 Egfule EO4T T2 7t EA|EIL|CH

HE3 82 OE L= Zt AlO|E 9l MA| J2|=0f CHai EA|EL|CE.

CIE A2t ZHHOE HAISHH™ XtE

= T2 210 ©
174" 7+A E MEHE BAIE £ AsL

A= ZHE
Ch 20 S AIZHERIE

LEo| F2, HESA AEHo|A 0|22 2t =9 22| HERX I ZE| Chet F&
Ho|E2 2t LEof =4 S &4 2 at E2t0|HIF st @F FH2Eof Ciet MR FHE

£ HSELIth HESZA S
HE
T =
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Overview Hardware Hetwork Storage Objects ILM Tasks
1 hour 1 day 1 week 1 month Custarm
Mcawork traffic @
ESD kbi's
E00 kbf's
S50 kb's
500 kb=
450 kbyis
1005 10:10 10:315 T2 1625 1030 18:33 Al pila=1 50 10655 11:60
= Received == Serd
Network interfaces
Name & = Hardware address @ = speed @ puplex @ % Aute-negotiation @ = Link status @ =
ethi 00:50:56:4T:E8:1D 10 Gigabit Full Off Up
Network communication
Receive
Interface @ = Data @ = Packets @ = Errors @ = Dropped @ = Frameoverruns @ = Frames @ =
thi XX o | 20403428 1l o 1k 24 893 ], o 1k o il
Transmit
intarface @ = pata & = Packet: @ = Errors @ = Dropped @ = Collisions @ = carrier @ =
sthi 365GE 1l 15,061,947 1l, o 1l o 1k L 1

o Y=

"HEYD HZF U M5 BLEY"

StorageGRID A E2|X| S &QlstAA|LR

|

—

AEZ|X| "oz AEE|X| 7t84 B 7|Et AEE|X| 2t X| R0l CHet QoF FEIF HA|EL|CE

AEEX[ |2 2E 5, 2 AIO|E & FA| 2| =0 ths EAIELIC.

| HA O2[=0] 32 AEE|X] Hofl= AlZhol| w2t Z4A| B|ofE{ <t 24X HIEtO[E{ 7t AtE S

e 7t Zote|O] AELICE

l'”JI'I
N
>
k=]
Im
| "
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EE7HYa20|E SOo|ALE AAO| B2l HEfet 20| J2| =0 HAEEX g2 3%, EF HEE

() A8E 2 eiLt AOIE Y 22| S0l HRIE 2 YBLICH ==t J2|=0f
OFEE TR 3 2 B JICiMAlL.

o-
=
re
MY
1
ot

DC1-S1 (Storage Node) &
Overview Hardware Network Storage Objects ILM Tasks
1 hour 1 day 1 week 1 month Custom
Storage used - object data @ Storage used - object metadata @

100% 100%

75% 73%

50% 50%

25% 25%

0% 0%

15:30 1540 15:50 16:00 1610 16:20 15:30 13:40 15:50 16:00 16:10 1820
w sed (%) w Used (%)
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Disk devices
Hame @ = World Wide Hame @ = WOoload @ = Read rate @ = Writerate @ =
croot{8:1,5dal) MR 0045 0 bytes/s JKB/s
cwlocl 82 5dal) WA 0.67% Obytes/s 50 K8/s
sdc(8:16,5db) /A 0.03% Dbytes/'s 4 KB/s
sthd [8:32,5dc) N/ 0009 0 bytes/s 82 bytes/s
scheld 45 sdd) M 0004 0 bytes's 82 bytes/s
Volumes
Mount peint B = Device @ = status @ = sie @ % Avallable @ = Write cache status @ =
! craot Oriline 21.00GB 1475GB 1l Unknown
fvarflocal cwloc Online 85.86 GB 240568 1l Unknown
Mvarflocal/rangedb/0 sdc Online 107.32GB 10717 GE i, Enabled
Ivaeflocal/rangedb/1 sdd Online 107.32GB wrisce il Enabled
Mvarflocalfrangedb/2 sde Online 107.32G8B 10718 GE 1, Enabled
Object stores
cé = sSize @ = Auatlable @ = Replicated dats @ = ECdata @ = Dbjectdata {3) @ = Health &
oooe 107.32 GB a6.44GB 1l 12460 KB 1l obytes 1k 0.00% Mo Errors
00l 107.32G8 wrisce 1k obytes 1l 0 bytes 1l 0.00% Mo Errars
o002 107.32 GB 10718 GE |l O bytes 1l obytes 1l 0.00% Mo Errdrs
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DC1-S1 (Storage Node) 2

Overview Hardware Network Storage
1 hour 1day 1 week
53 ingest and retrieve 0
1B/s
0.750 B/s
0.500 B/s
0.250 B/s
0B/s
1200 1210 1220 1230 1240 1250
== |ngest rate Retrieve rate
Object counts
Total objects: @ 1,295
Lost objects: @ 0 |l'
53 buckets and Swift containers: @ 161

Metadata store queries

Average latency: @
Queries - successful: @
Queries - failed (timed outl: @

Queries - failed {consistency level unmet): @

Verification
Status: @ No errors
Percent complete: @ 47.14%

Average stat time: @
Objects verified: @ 1]

Object verification rate: @

Data verified: @ 0 bytes
Data verification rate: @ 0.00 bytes |
Missing objects: @ 0

Corrupt objects: @ [1]

Corrupt objects unidentified: @ 0
Quarantined objects: @ 0

10.00 milliseconds

14,587
0

1]

0.00 microseconds

0.00 objects | second

second

Objects

ILM

1 month

1B/s

0.800B/s

0.600B/s

0.400 B/s

0.200B/s

0B/s

1Z2:00

Tasks

Custom

Swift ingest and retrieve 9

No data

1270 12:20 1230

12:40

12:50
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DC2-S1 (Storage Node) &

Overview Hardware Network Storage Objects ILM Tasks
Evaluation
Awaiting - all: @ 0 objects il
Awaiting - client: @ 0 objects ils
Evaluation rate: @ 0.00 objects / second
Scan rate: @ 0.00 objects / second |||

Erasure coding verification

Status: @ Idle |||
Mext scheduled: @ 2021-09-09 17:36:44 MDT
Fragments verified: @ 0 |||
Data verified: @ 0 bytes il
Corrupt copies: @ o il
Corrupt fragments: @ 0 II|
Missing fragments: @ 0 ils
B ye
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Overview Hardware Network Storage Load balancer Tasks
1 hour 1 day 1 week 1 month Custom
Request traffic @ Incoming request rate (7]
10/'s 1
0.800 b/s 0.800
=)
5
0.600 bis No data é 0.600 No data
T
(=1
0.400 by/s & 0400
EB
=
g
0.200 by/'s & 0.200
0b/s 0
16:50 17:00 17:10 17:20 17:30 17:40 16:50 17:00 1710 17:20 17:30 17:40
Average request duration {non arror) 0 Error response rate 0
1ms 1
0.800ms 0.800
=
=
0.600 ms No data 2 0.600 Mo data
g
0.400ms 22 0400
g
=
(=3
0.200 ms & 0.200
Oms (1]
16:50 17.00 1710 17.20 17:30 17.40 16:50 17.00 1710 17:20 17:30 17:40
2% Eay

o] Jejmi 2 WalN ASEQIES} QS HUj= Sato|dE Zlof 7
H|E 9|2 HojELICH

op

E|= HloIH Me2|Ee| 32 0|5 Ha

ﬂJIO

XCt
o

O {2 Z 20| 2= wiotct Ho|o[EELICE W2t QEE0| M7ALE 27 X2| AlZto] o< 2

() ZS00= 0f 30| UAIZH 22t CHE 2 YBLICH HIEAI HOIA $Af HIEST S| chzt wict
Melst HEE srolet 4+ ALt

30



M QEE

o JaiZ= 23
¥ HH f7

0zt

#A(GET, PUT, HEAD, DELETE)EZ £ 4 2
A AAH &2t 2 2 ujotch Ho|o| EElL|Ct

B 28 AMZHRF H2)

Ol 2= @8 RY(GET, PUT, HEAD, DELETE)EZ E3 & Q& H2| A7t 32 0|5 WS B FLICH 2
S K| AIZt2 2= HWa A MH[ANAN 28 IEHE DHASH= Al *='E1 2tHoE SE EF0| 22I0|HER Biete|=

AEMR| YL CE.

SR R A DLIEY

Lo 1

* "StorageGRID Z2|"

StorageGRID S Z AH|A S =tolghL|Ct

Zf AMfO|E0] EH3H SE MH[A HO0| HEA|ELICE O] E2 CloudMirror =4 3! AM Sgt
)\1H|*01| Chet EE MSELICt o] ol Jajmol= EH7| 2 R &, ¥ dEE
HEA|ELCE

72| 3% 0|5 WS EOFLICE O] 22 M

31


https://docs.netapp.com/ko-kr/storagegrid-120/admin/index.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/index.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/index.html

DC1 (Site) & X

Metwork Storage Objects LM Platform services Load balancer

1 hour 1 day 1 week 1 month Custom

Pending Requests &

o

13:50 1355 14:00 1405 1410 1415 14:20 14:25 1430 14:35 1440 1445

Request Completion Rate @

1.00 ops
075 0ps
150 ops
0.25ops 4f
Dops
13:50 355 1400 1405 1410 1415 14:20 1425 14:30 14:35 1440 14:45
== Replicstion completions == Reguests committed
Request Failure Rate @
G20 ope
01t aps
RLE
005ops
Saops
13:50 1355 14060 14405 1410 1415 1420 1425 14-30 T4:35 1440 1445
Replication failures
S3 SUE MH| A0 Chist XtMet LHE (X SiZ M5 FE Zeh)2 "StorageGRID 22| X E"S HZSHIAIL.
StorageGRID E2t0|E 22| B QIS AIL
= 7152 XIA5t= o{E2t0[A A9 =2f0|20] tet M2 HES

2to[H 22| |iE ArEotE 0] 71
eIt 2| *H”' X RA 2 HYS +AHE = ASLICH

32


https://docs.netapp.com/ko-kr/storagegrid-120/admin/index.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/index.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/index.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/index.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/index.html

+ 2t Eato|Hio] 9I%], R, AlEH, B0 MH U U W} LILE EE HolBHT
+ 2t S2to|Lio et 2K 2 U KA 22| 7152 SHBLICE

Catol|d 22| Hoj| HAMASIHH "AEE|X]| 0| Z2[0|AA 2HE|Xf EE= FE MM A ZSH0[(TH) RA0{OF BFLICH.

'E2t0|E 2| B ALZ0 TSt ApMISE LIE 2 "=E10|E 2E| B AFEE

StorageGRID SANtricity System Manager {2 &2I5IMA|2

| {S2t0|AA9 EHE| ZE

SANTtricity A|AR! 22| X} B S AL SHH A5tALE

EZ|X E7
HZSHA| G411 &= SANTricity )kl*Eﬂ el x f | HAMAT o~ QUSLICE O] S Sl ot=9of ZT

A 2t HE= =2 520|823 EH 2elg = lsL ot

-

Grid Manager0l| Al SANtricity System Manager0f| 2{M|ASH= 42 AHPM O Z 0{Z2t0|AHA
SIEQI|E 2 L|E{2ISt 1 E-Series AutoSupportES FA517| 2[$t %EED} AHEEILICH EHellof
@ & T2{|0| =2 22 SANTtricity System Manager®| %2 7|5 8
DLIHZN = MEE[X| 4SLICH 22X Y S UWX|SH2{H ehat 01%EFO|°1*°| SIESIO FX| 22|

JH

&2 StorageGRID 01 == (U

XHE MEYAIL. SANtricity HHIOE ¢ 220 =3t{H AE2|X| O{F2f0|AA9[ "R A| 2| 714

A8 HEHIAIL.

@ SANTtricity System Manager 2 E-Series SIE/HE AtESt= AEZ|X| {Z210|HA 20|
CHSH A 2F FEA|EIL|CF,

SANtricity System ManagerE AFE5tH LIS 22 &S A = JSLICH

© 2E2[X] Of2|0] =& &5, I/0 X[H A2k, AEE|X| ZIEEE] CPU AIEE A A2 22 s HOIHE
sfolgtLct.

* SIERIO 7 249 HEIE 2QISHYAIL.

* ZIthO|olE] 27| B! E-Series AutoSupport 4 E Eetet X|@ 7|sE A SLICL

@ SANTtricity System ManagerE AH235t0{ E-Series AutoSupportdil CHet ZEA|E M st2{H
"StorageGRIDZS £3ll E-Series AutoSupport I 7| X| F&"S AXSHA|L.

Grid ManagerE &3l SANtricity System Manager0i] HM[ASIZ™ "AEE[X| O{Z20|AUA HE|XF E= FE
#eto|(7h) Uo{of gfL|Ct.

@ Grid ManagerZ AF25t0] SANtricity System Manager0l M| A SH2{™ SANTtricity HHI0{ 8.70
0|Mo| nIRo+L||:_|-_

Sl E40f|= SANTtricity System Manager2| 2 H|0|X| 7t EA|E/L|LCE,

OH

=

M2

33


https://docs.netapp.com/ko-kr/storagegrid-120/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/admin-group-permissions.html
https://docs.netapp.com/us-en/storagegrid-appliances/commonhardware/manage-drives-tab.html
https://docs.netapp.com/us-en/storagegrid-appliances/commonhardware/manage-drives-tab.html
https://docs.netapp.com/us-en/storagegrid-appliances/commonhardware/manage-drives-tab.html
https://docs.netapp.com/us-en/storagegrid-appliances/commonhardware/manage-drives-tab.html
https://docs.netapp.com/us-en/storagegrid-appliances/commonhardware/manage-drives-tab.html
https://docs.netapp.com/us-en/storagegrid-appliances/commonhardware/manage-drives-tab.html
https://docs.netapp.com/us-en/storagegrid-appliances/commonhardware/manage-drives-tab.html
https://docs.netapp.com/us-en/storagegrid-appliances/commonhardware/manage-drives-tab.html
https://docs.netapp.com/us-en/storagegrid-appliances/commonhardware/manage-drives-tab.html
https://docs.netapp.com/us-en/storagegrid-appliances/landing-maintain-hdwr/index.html
https://docs.netapp.com/us-en/storagegrid-appliances/landing-maintain-hdwr/index.html
https://docs.netapp.com/us-en/storagegrid-appliances/landing-maintain-hdwr/index.html
https://docs.netapp.com/us-en/storagegrid-appliances/landing-maintain-hdwr/index.html
https://docs.netapp.com/us-en/storagegrid-appliances/landing-maintain-hdwr/index.html
https://docs.netapp.com/us-en/storagegrid-appliances/landing-maintain-hdwr/index.html
https://docs.netapp.com/us-en/storagegrid-appliances/landing-maintain-hdwr/index.html
https://docs.netapp.com/us-en/storagegrid-appliances/landing-maintain-hdwr/index.html
https://docs.netapp.com/us-en/storagegrid-appliances/landing-maintain-hdwr/index.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/sending-eseries-autosupport-messages-through-storagegrid.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/sending-eseries-autosupport-messages-through-storagegrid.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/sending-eseries-autosupport-messages-through-storagegrid.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/sending-eseries-autosupport-messages-through-storagegrid.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/sending-eseries-autosupport-messages-through-storagegrid.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/sending-eseries-autosupport-messages-through-storagegrid.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/sending-eseries-autosupport-messages-through-storagegrid.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/sending-eseries-autosupport-messages-through-storagegrid.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/sending-eseries-autosupport-messages-through-storagegrid.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/admin-group-permissions.html

NetApp-SGA-108 (Storage Node)

Overnew Hardviare Hetvoork Slorage Objects LA Events Tasks SANtricty Sysiem Manager
Use SANtricity System Manager fo monilor 2nd manage the hardware components in Ihis slorage appliance. From SANtricity System Manager, you can review hardware diagnostic and
environmental information as well as issues relaled lo the drives.

Note: Many features and operafions vathin SANIncity Storage Manager do nol apply fo your StorageGRID appliance. To avoid issues. alvvays folliow the hardware installabon and
mainienance instructions for your applhiance model

Open SANtricity System Managar [ in a new browser tab

StorageGRID-NetApp- Preferences | Help = | admin | Log Out

= o Your storage array is optimal View Operations in
Progress *
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Data space usage breakdown ¢ w

1.97 MB (0%t} of 3.09 TB used overall

Sitename 2 Data storageusage o Usedspace o Total space 5

Data Center 3 0Fo 621.26 KB 926.62 GB

Data Center 1 0% T98.16 KB 12478

Data Center 2 0% 552 10 KB 92662 GB

Metadata allowed space usage breakdown @ ._"

2.44 MB {096) of 19.32 GB used in Data Center 3

Data Center 3 has the highest metadata space usage and it determines the metadata space available in
the grid
: Metadata space Metadata used Metadata allowed £
Site name = g = = =
usage space space
Data Center 3 0% 2.44 MB 19.32 GB

a. 'A|Zh Zatof| mHE AEE|X[ FtES| X(IES HUSHYAL. 7|2 EFLIZ HiwE AHE0t0] AE2|X|7F &Lt
W ARE=X] eolg = ASLICE

= =2 T M-

Storage over time @ B o v J %

200 KB

150 KB

100 KB |
50 KB L 1 .

0 Byles

5 % - W, 8, B, % .4 LS 5 ak L oy B
. .,{:? b _\-‘?“" #':n'.t': -‘Fb ikj"h ﬁ:ﬁ}' & i:ﬁ t‘;‘b | ?b =) ¥ t"l_.?‘ H{ﬁ"‘ .\-\?:}h -}F‘:‘ -fh
@ Space used

2. E I|O|X|E AHE3I0] D2|EQ| QEME E1I0|E1 S QEHE H|EtH|O[E{o] CHol AFEEl AE2|X| 81 AL
Jhstt e Agalx| 82| i3t X7} MY R E sols f HAl2.
a. *Loxg5 MEdpL|Tt,

—

b. 12|E > *AE2|X|*S MeHEL|C}.
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StorageGRID Deployment (Grid) & X
Network Storage Objects ILM Load balancer
1 hour 1 day 1 week 1 month Custom
Storage used - object data @ Storage used - object metadata @
100% 100%
75% 75%
50% 50%
25% 25%
0% 0%
11:50 12:00 1210 12:20 12:30 12:40 11:50 12:00 1210 1220 12:30 1240
= Used (%) == Used (%)

C. At8E AEZ|X| - 44K C|O|E] B! AHEE AEE|X| - HA| HEIHO|E] XtE 2[0f] HME Sc{52H A

J2|=of A2 7tstt K| AER|X[2t Z4A| HIEHH|O|E AE2|X|7t YOkt =l =X|, 32|10 A[ZH0] X|hof| what
0t MEE[AR=X] 2ole = ASLIC.

()  MoIE = Deisel B glole emetel s 20l 4 58 59 HELIE 200K g
=S} e x| BLIC

3. 12|29 7t8 AEZ|X| 0| AXE7| Mol AEZ|X| LE E= AREX| 2EES F7I6t= & 2fRlS

4

S AMIIE AYY W= =7t AERIX|E ZESHD AX[Sh= O ZE|= AlZHE USHAI2.

@ ILM ZHof| M ol2[o|X 2 S ArEdH:E & —?—, 7180k ot == 8 F07| ?l3ll 7|Z 2EE|R|
LEO| AEE0| & 70%0 =EYE m 2Esh= 20| Z&LICH
AEE|X] 2 Al=lof CHet XpM|eH LI 2 "StorageGRID 22 X|E"g HESHIAL,

2 AEEX| LEO] AEZ|X| 8T ELIEE

2t AE2|X| LEO| & AL THs 222 BLIEZISHO] S0l A 2| HlO|ES A SE8 22H0| YR
SHOIBHIAI2.

of xel e

AR s BZH2 AHIS MESHS Ol ALSE 4 Uk AER|X| B2to| PRl AER|K] o] £ AG s B2
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Object Store 0 Object Store 1 Object Store 2

Usable
Space 0
Usable
Usable Space 2
Space 1
Consumed
Storage
Consumed
Consumed Storage

Storage

Total Usable Space = Usable Space 0+ Usable Space 1 + Usable Space 2

ChA|
1. '.E > Storage Node > *Storage*S MEHEL|CE,

o Lo CHeh 2ot H7F LEEHELICY.
2. AEE[X| AFST - K| GIO|E] 22X 2|0 HME S2HE2HAIR.
Ch2a 22 20| EAIELIC.

° ArE(%): TH| A8 Tts

oH

2t S A cl|ofE{ol| ArSE H|ERILICE.

A HH| A2 7ts 32t T A CIO|E{ 0| At El S2te| LT

o

o

S| HI0|E: 0] .=, AIO|E = OE2|=0| SH|El ZHA| HI0[E{ Q] Fof| CHet 2= X|IL|C}.

° Erasure-coded data: O| .=, AJO|E = J2|E0f| Q= A7 253 ZHA| Cf|0|E{Q] 2Fof| CHEt
FHEX|QJLICE.

° B7: 0| L= AIO|E &= T2|E0|M AL 7tstt & SZHULICH A8 g2

storagegrid storage utilization data bytes HH 7|ERL|CH
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100.00%

75.00%

50.00%

25.00%

14:30

== |lsed (%)

3. J2i ofzfiof A= 2E W HA MT A HOIM AL THsTH S HESHIAIR.

ORKEE

Storage Used - Object Data @

2021-03-13 14:45:30
= Used (%) 0.00%
- Used: 171.12 kB
= Replicated data: 171.12 kB
L = Erasure-coded data: oB
14:40 © 14 = Totak 310.81 GB

el 2fEE B AL 7ttt E0f| A= XAHE OLO|2 42 2



Disk devices
Hame € = World Wide Name 8@ = Woload €@ = Read rate @ writerste @ =
croot{8:1 =dal) MR 0.04% Obytes/= IKBfs
cvloc(8:2,5da2) MA 0.67% Obytes/s S50K8/s
scc{8:16,5db) MR 0.03% Obytess 4 KB/=
sehd (8:32,5dc) MiA 0.00%: 0 bytes/s 32 bytes/s
sdheid:48 sdd) M 000k 0 bytes/s 82 bytes/s

Volumes
Mount peint @ = mevice @ = swas @ 2 sie @ = Avallabie @ = Write cache status @ =
! croot Oniline 21.00GB 147568 1l Unknown
fvarflocal cwlac Oriline 85.86 GB 840568 1l Unknown
Jvarflocal/rangedb /0 sdc Online 107,32 GB 1w7i7ce il Enabled
Ivaeflocalfrangedb/1 sdd Online 107.32 GB 107186E 1l Enabled
Ivar/localfrangedb/2 sde Online 107.32GB wr.iece al Enabled

Object stores
o8& = Size @ = Avalzble @ = Replicated data § = ECdata @ = Dhbject data () @ = Health @ =
Lalily 107.32 G8 9644 GE . 124 60 KB 1, o bytes 1l .00 Mo Errors
ool 107.32 GB 1wr1ece 1l D bytes gl 0 bytes . 0.00% Mo Errors
o002 107.32 GB w7.18Ge |l 0 bytes il O bytes 1l 0.00% Mo Errdes

- A2 Fatof| 2 g2 ZLIE-SIH A Jtstt ARE|X| S0 ARE= £ E FFHIYAL.
- ZEHA A AE REE RAGHAH AL JH5 S S2H0| AFE|7| Fof| AEE|X| L EE FIVSHAL AEE[X]
=ES 7157t A H[O|E{Z Ot7t0|YSHAL.

EX[st= ol ZEls MZHE 1E5HHAIL.

ILM ZX0i| M ol2{[0]X 2
EEO| AEEO| o 70%01|

O}d

2, F7LH0k 8t L E 8 F0|7| ?f8l 7| E AEE[X|
SUS o eFFsts Aol ESLIT.

AEE|X| &E Al=lof Chgt XtM[et LHE2 "StorageGRID 22 X[ E"S HERSHYA 2.

"who M 0[] Mz 82 A1 Storage Nodeo] 44| Hlo|E|S M2 uf E2AELICE
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2t AEE|X| 29| A HEIH|0E 8-S ZLE LT

2t AE2|X| =9 HEH|OE AFE S ZLEZ5I0] T4 HIO|EH|0| A Zteio| 2ot ZEot 20| SEEEE
SHUAI2. ZiK| HIEHHIO|E{7F 51 & &l HIEIH|OIE] 37t 100%E E£15H7| Tof 2 AO|Eof| Af AEZ|X| LES
2=713f{OF LT},
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Traffic Classification Policies
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View information for each tenant account. Depending on the timing of ingests, network connectivity, and node status, the usage data shown might be out of date.
To view more recent values, select the tenant name.
Search tenants by nameor 1D Q Displaying 5 results
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Tenant 05 5.00 GB 500 4 0
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MefMoz 2I9IURL ZA HolM URL =4t A3 [[]E Meisto] HlHES| 291 HO|X| URLE ZAE &
[e] ||_'_|.
Mme
MEHMOZ *CSVE LHELHI[*E HEstH D= HIHES| AFE2F 20| ZHEl .csv IIYUS B LHEH &
AL
oA S AL MESt2t= HAIXIZF BEAIELICE csv

C.csv' TSl LIES ChS olAlet ZBLICH
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|Tenant ID Display Name Space Used (Bytes) Quota utilization (%) Quota (Bytes) ObjectCount Protocol
112659822378459233054 Tenant 01 2000000000 10 20000000000 100 53
199658234112547853685 Tenant 02 85000000000 85 110000000 500 53
103521145586975586321 Tenant 03 60500000000 50 150000 10000 53
|’=142513&598?56‘3885532 Tenant 04 4750000000 95 140000000 50000 53
r3&52158?54558’95 65123 Tenant 05 5000000000 Infinity 500 53
N .csv OUS ALY EAE T2 SAHLE XSS ZF0M AFEE £ ASLIC.
6. S0 M7t EAIS|X| fOH MEHMOZ X > *AlK[*E MENSIO] 5Lt O| 42| HIHEE MAY + AEFLICL
“HI'ﬂE A AH"E BESHIAIR
HIHE H2I0|LL ZE|0|H7F ZetE HHE AF2 AMg &~ el&L k.
EFHHE 27|
EZ HAEO et MR HEE = 5= JUSLICL
EHA|
1. HIZE HO|X|O| M HIHE 0| MEBIL|CE
EHIHE &M F=2 H|O|X|7t LIEHEFLICY.
Tenant 02
Tenant ID: 4103 1879 2208 5551 2180 1—|:| Quota utilization: 85%
Protocol: S3 Logical space used: 85.00 GB
Object count: 500 Quota: 100.00 GB
Space breakdown Allowed features
Bucket space consumption @
85.00 GB of 100.00 GB used
15.00 GB remaining |15%}.
] 25% 50% 75% 100%
bucket0l @ bucket0z @ bucket-03
Bucket details
O\ Displaying 3 results
Name @ 3 Region @ 2% Spaceused @ % Object count @
bucket-01 40.00 GB 250
bucket-02 30.00 GB 200
bucket-03 15.00 GB 50
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Tenant 1D Bucket Name Space Used (Bytes) Number of Objects
B4796966429038923647 bucket-01 88717711 14
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G I’id fEd e ratl on [B Learn more about grid federation

You can use grid federation to clone tenant accounts and replicate their objects between two StorageGRID systems. Grid federation uses a trusted and
secure connection between Admin and Gateway Nodes in two discrete StorageGRID systems.

Connections Permitted tenants
Upload verification file ‘ Actions ‘ Search O\ Displaying 1 connection
Connection name =5 Remote hostname @ = Connection status @ =
@ Grid1-Grid2 10.96.130.76 @ Connected

SHo| Qi DE EIAE AN th3t 7|2 HEE HeH o8
Bl 1E 2 MEfBHIAlL.

O] EHoll M T2 S 4 UBLICt.

° "517tEl 2t HIHES| NS FE H|O|X| 27|,

o 2t Ao Chet MR & Ho|X[E ELItt. 5F HZ EU[S HESHAL.

° S{7tEl HIAEE MBSt "HolS

M| g ot

=
° J2|E 2t SN LREES =Helstn LRI UM OFX|8 @7 E SHASHM K. "2 H|H|0[d 2F s E"S
HESIM K.


https://docs.netapp.com/ko-kr/storagegrid-120/admin/grid-federation-create-connection.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/grid-federation-create-connection.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/grid-federation-create-connection.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/grid-federation-create-connection.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/grid-federation-create-connection.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/grid-federation-create-connection.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/grid-federation-create-connection.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/grid-federation-manage-connection.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/grid-federation-manage-connection.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/grid-federation-manage-connection.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/grid-federation-manage-connection.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/grid-federation-manage-connection.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/grid-federation-manage-connection.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/grid-federation-manage-connection.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/grid-federation-manage-tenants.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/grid-federation-manage-tenants.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/grid-federation-manage-tenants.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/grid-federation-manage-tenants.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/grid-federation-manage-tenants.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/grid-federation-troubleshoot.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/grid-federation-troubleshoot.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/grid-federation-troubleshoot.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/grid-federation-troubleshoot.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/grid-federation-troubleshoot.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/grid-federation-troubleshoot.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/grid-federation-troubleshoot.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/grid-federation-troubleshoot.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/grid-federation-troubleshoot.html

Grid federation

& Learn more about grid federation

You can use grid federation to clone tenant accounts and replicate their objects between two StorageGRID systems. Grid federation uses a trusted and

secure connection between Admin and Gateway Nodes in two discrete StorageGRID systems.

Connections Permitted tenants
Remove permission ‘ Clear error Q Displaying ane result
Tenantname 3% Connection name 3 Connection status @ = Remote grid hostname @ = Lasterror @ =
@ Tenant A Grid 1-Grid 2 @& Connected 10.96.130.76 Check for errors
EFAZE 27|
Ed Ode|= g HZ0f thist ME FEE = = AsLIH
THA|
1. 22|= HE{2f|o|d To|X|ol| M S MEisH CHE HOM €& 0|2 MEHSILCt
HZ HAM HOIX|OM CZE & = ASLICH
c 2SI HASAE O|F, ZE, HE MEIE Zeldto] Ao thet 7|2 HEj HEE ehelgfLint
© I HHAlS MESHH R HE, HAE T A

o "oi7tEl ZH HI'FES| MR FE H|O|X| 27|,

o
o "E|HES] Hot HAH" HES ArZRLICE

o J2|E ZF SH LREES =Helstn Otx[9 QFE S ASHMR. "12| = HEHEH[0|H 2F oiZ"S HZSHMR.
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Grid 1-Grid 2

Test connection

Permitted tenants Certificates

Remove permission | | Clear error &

Tenantname %

Local hostname (this grid): 10.96.130.64
Port: 23000

Remote hostname (other grid): 10.96.130.76
Connection status: Q Connected

Displaying ane result

Lasterror @ &

© Tenant A

Check for errors

A

ITh]

Off CHall A|ARIOIAM Mg El MH 5 S20[AE ASME = +

SME EAHU LI2RESHAHLE IS M PEMS SASHIAIL.
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Grid A-Grid B

Local hostname (this grid): 10.96.106.230

Port: 23000

Remaote hostname (other grid): 10.96.104.230

Connection status: @& Connected

‘ Edit Test connection ‘ ‘ Remave ‘
Permitted tenants Certificates

Server Client

Download certificate Copy certificate PEM

Metadata @

Subject DN: [C=USs/sT=California/L=Sunnyvale/0=NetApp Inc./OU=NetApp StorageGRID/CN=10.96.106.230
Serial number: 30:81:B8:DD:AE:B2:56:0A

lssuer DN: /C=US/sT=California/L=Sunnyvale/0=NetApp Inc./OU=NetApp StorageGRID/CN=GPT

Issued on: 2022-10-04T02:21:18.0002

Expires on: 2024-10-03T19:05:13.0002

SHA-1 fingerprint: 92:TA:03:AF:6D:1C;94:;8C:33:24:08:84:F9:2B:01:23:7D:BE:F2.DF

SHA-256 fingerprint:  54:97:3E:77:EB:D3:6A:0F:8F:EE:72:83:00:39:86:02:32:A5:60:9D:6F:C0:A2:3C:76:DA:3F:4D:FF:64:5D:60
Alternative names: IP Address:10.96.106.230

Certificate PEM @

MIIGATCCBF2gAnIBAEIINIGA3a6yhgowDQYIKoZIhvcNAQENBQAWdZELMAKGATUE
BhMCWVVMxEzARBgNVBAgHCkNhbG1mb3 JuaWExEJAQBSNVBACHCVNIbmS SdmFsZTEU

e MR B e il Gy Sieay e A Z BRIV B SRR L mF S ARG Qs T RIS T e e i v e et Pt e

Jg|E 2L EXN X EHE

Grafana®| Cross-Grid Replication CHA|2EE AFESH0] J2|E0M 3= I 2A O2|E SH| 2ol ciet
Prometheus HE2IE = 5 JSL|CH

|
1. 22|E 22Xt M X3 > =7 > *HER*S MEfSLICE

tE2| Ho|X|of M HBE= S7E 714 KAoIM ALSSE7| SIst HYLITH of2{2t £ Lo U
() s 2oisg=2e ozxoz nEstx gon WA 4 UBLICH 222 HEGHAL
"YU O 2 AL E|= Prometheus H|IEE!".

2. 10| X|9| Grafana MM0i|A *Cross Grid Replication*S ME{EtL|C},

KtMISt X1 E2 "X HER HE"S HESHIAL.
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Alert Rules

Alert rules define which cenditions trigger specific alerts.

W Leam maore

You can edit the conditions for default alert rules to better suit your environment, or create custom alert rules that use your own conditions for triggering alerts.

Create custom rule || # e || % Remove ™
Name
Appliance battery expired

The battery in the appliance’s storage controller has expired.

Appliance battery failed
The battery in the appliance’s storage controller has failed

Appliance battery has insufficient learned capacity
The battery in the appliance’s storage controller has insufficient
learned capacity.

Appliance battery near expiration
The battery in the appliance’s storage controller is nearing
expiration

Appliance battery removed
The battery in the appliance’s storage controller is missing

Appliance battery too hot
The battery in the appliance’s storage controller is overheated.

Appliance cache backup device failed
A persistent cache backup device has failed

Appliance cache backup device insufficient capacity
There is insufficient cache backup device capacity

Appliance cache backup device write-protected
A cache backup device is write-protected.

Appliance cache memory size mismatch
The two controllers in the appliance have different cache sizes

2. 30 X Bo| YHE HESAIR.

Conditions

storagegrid_appliance_component failure{type="REC_EXPIRED_BATTERY"}
Major > 0
storagegnd_appliance_component_failure{type="REC_FAILED_BATTERY"}
Major > 0

storagegrid_appliance_component_failure{type="REC_BATTERY_WARN"}
Major >0

storagegrid_appliance_component_failure{type="REC_BATTERY_NEAR_EXPIRATION"}

Major > 0

storagegrid_appliance_component_failure{type="REC_REMOVED_BATTERY"}

Major > 0

storagegrid_appliance_component failureftype="REC_BATTERY_OVERTEMP"}

Major >0

storagegrid_appliance_component_failure{type="REC_CACHE_BACKUP_DEVICE_FAILED"}

Major 0
storagegrid_appliance_component_failure{type="REC_CACHE_BACKUP_DEVICE_INSUFFICIENT_CAPACITY"}
Major =0
storagegrid_appliance_component_failure{type="REC_CACHE_BACKUP_DEVICE_WRITE PROTECTED}
Major > 0

storagegnd_appliance_component_failure{type="REC_CACHE_MEM_SIZE_MISMATCH"}
Major > 0

Type

Default

Default

Default

Defauilt

Default

Default

Default

Defauit

Default

Default

Status  *

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Displaying 62 alert rules
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Create Custom Rule

Enabled |«

Unigue Name

Description

Recommendad Aclions
(optional)

Conditions ©

Minar
Major

Cnfical

b2 EIK| = R 2 ZrSeirt 7HESHR] OHYAIL.

Enter the amount of fime a condition must continuously remain in effect before an alert is triggered.

Duration ] minutes

1 fAo| g dstEl 2 ST 72l HolAl2 HILE X
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Edit Rule - Low installed node memory

Enabled |+

Unigue Name

Description

Recommended Actions {optional)

Conditions ©

Minor
Major

Critical

Low installed node memory

The amount of installed memory on a node is low.

B

Increase the amount of RAM available to the virtual machine or Linux host. Check the threshold value
for the major alert to dstermine the default minimum reguirement for a StorageGRID node.

See the instructions for your platform:

« Viware instaliation
» Red Hat Enterprise Linws or CentOS instaliation
= Ubuntu or Debian installation

node_memory_MemTotal bytes < 242823080820

node_memory_ MemTotal bytes <= 12820050004

Enter the amount of time a condition must continuously remain in effect before an alert is triggered.

Duration

2 minutes v

=31 1
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NetApp StorageGRID

Low object data storage (6 alerts) @

The space available for storing object data is low. @

Recommended actions @

Perform an expansion procedure. You can add storage volumes (LUNs) to existing Storage Modes, or you can add new Storage Modes. See the instructions
for expanding a StorageGRID system.

DC1-51-226
Node DC1-51-226 @
Site DC1 225-230
Severity Minor
Time triggered FriJun 28 14:43:27 UTC 2019
Jobh storagegrid
Service Idr
DC1-52-227
Node DC1-52-227
Site DC1 225-230
Severity Minor

Time triggered FriJun 28 14:43:27 UTC 2019
Joh storagegrid

Service Idr
()
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Silences

You can configure silences to temporarily suppress alert notifications. Each silence suppresses the notifications for an alert rule at one or more severities. You can
suppress an alert rule on the entire grid, a single site, or a single node.

Alert Rule

No results found.

Description Severity

Create Silence

Alert Rule

Description (optional)

Duration Minutes

Severity Minor only Minor,

Modes StorageGRID Deployment

Data Center 1
DC1-ADMA1
DC1-GA1
DC1-31
DC1-52
DC1-53
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I = A E AZE XD SO ASLICH.

o e o
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106

HE T AFE == jaeger
AQL BHEl 2aL|C

S3 Select AH|AO| CHSE 227t EEHE| O]

ALt

0] IAojl= MISCd MH|A(RE MH|A
Mo dlZ)e 2a7F Zet|o] QUASLICE.
MISCd AMH|AE= CHE EO| MHIAE
X35t 2E|5HH, OHE 20 A
Sl MH[AL| HEHE X2|6t= S EQ
gty S gtelsho| fet oA S
HSgL|ct.

O| mofl= Crfet J2|= MH|A(0:
Prometheus % Dynip)7t HTTPS APIE
Sof| CtE L E2| MH|AL} ST £
ULE QIF 9 Hot S HFLIE dgS
Sh= nginx AMH| A0 CHet 2371 T ete|0f
UAELICH

0| EH0l= 2F 215 EESH0] nginx-
gw AH|A S} 2t El bt 29t 2tz

L Eof HletEl 22| ZEO| Chet 27t
HOPE|Of AELICE.

2h 7| E2mnt 2AE AL

—_ e 1

CHE oA A

BELE

ADC AH|AE MAllsH=
AERX| L

22Xt S AOIEY0] L=

Ol 21 EXN #2|At =
5! AO|E¢|0] = =of 2t
TEE|o USLICH XEAS
LH 22 "S3 Select 2|}
5! AIO|E90] ==0f CHst
Q7 AFe 8l H$t Atetrg
P ENGESPNIeR

AEEX LE

BEELE

BELE

22| = 8L AO|ES0]
LE

J2|E HE 4ol mEt
Admin Nodes, Gateway
Nodes &&= = L. J2|E
7t =SHE flet thy
J2[E0j| Mok AEL T


https://docs.netapp.com/ko-kr/storagegrid-120/admin/manage-s3-select-for-tenant-accounts.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/manage-s3-select-for-tenant-accounts.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/manage-s3-select-for-tenant-accounts.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/manage-s3-select-for-tenant-accounts.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/manage-s3-select-for-tenant-accounts.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/manage-s3-select-for-tenant-accounts.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/manage-s3-select-for-tenant-accounts.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/manage-s3-select-for-tenant-accounts.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/manage-s3-select-for-tenant-accounts.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/manage-s3-select-for-tenant-accounts.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/manage-s3-select-for-tenant-accounts.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/manage-s3-select-for-tenant-accounts.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/manage-s3-select-for-tenant-accounts.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/manage-s3-select-for-tenant-accounts.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/manage-s3-select-for-tenant-accounts.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/manage-s3-select-for-tenant-accounts.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/manage-s3-select-for-tenant-accounts.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/manage-s3-select-for-tenant-accounts.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/manage-s3-select-for-tenant-accounts.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/manage-s3-select-for-tenant-accounts.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/manage-s3-select-for-tenant-accounts.html

ot O|&

Ivar/local/log/nginx-gw/endpoint-
access.log.gz

/var/local/log/persistence*

Ivar/local/log/prometheus.log

Ivar/local/log/raft.log

/var/local/log/rms.errlog

/var/local/log/ssm.errlog

/var/local/log/update-s3vs-domains.log

Ivar/local/log/update-snmp-firewall.*

/var/local/log/update-sysl.log

Ivar/local/log/update-traffic-classes.log

/var/local/log/update-utcn.log

e
r
o
hi

o>t

o

S20|AHENM AEE|X| EEZ29| S3
Eofjglo| 2E WHHE M3t EE
WHM M| A0 CHSE BMA 2T}
ZorE[0] U}SLICE

MEE S0 = RX|&[0{0f o= RE
ClATo| MY S 22|SH= Persistence
MH| A0 CHeE 237t ZEE|o] QELICE

D= LCof ol L E 2AAITE| MH|A
2719} ade-exporter HEZ| MH|A 27}
ZEHEIL|CE

2| X}t =E9| AL, Prometheus 2! Alert
Manager A{H|A0| Ciet 2=
EotEILICE

RSM AMH| A0 Raft Z2EZ0]|
At83tE 2to|Ee{2|o] =3 2t
HOE[Of AELICE.

S3 EUZ MH| 20| MEEIE =H| LEf
A MH|A(RSM)O]| CHEE 2271 ZBHE|0f

UFLILH.

S3 7ty = A EM|Ql 0| F-oi chet
YOIO|E X2|et HHE 2T

HorRfLICt s3 22t0|YUE o Z 2|7 0| M
Tl o X EE FEIHAL.

O] LEO| MEE £ Ql= 22I0|AHE
HEQ3 D=9t 2t b
UELICE

i
rn
Hu
|
N
H
oot
m
2

CHE oA A

22| = 5L A 0[Ef o]
LE

BEELE

EELE

RSM AMH|AE HEdH=
AERX| LE

RSM AMH|AE HEdH=
AEZX| LE

H2=ELE

22|t S AOIEY0] L=

EELE

BEELE

et S AO|Efo] ==

HB=ELE

107



* "bycast.log H&E"
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<2
gL
o>
£
o

DZEE C2to|HIt AR X| GpASLICE

Exchange ™|



RFE HD e IL ST

055 ENOANO o= Nes E=1

056 EBADRQC H2RE @ IE

057 EBADSLT xpE 2%

058

059 EBFONT ARE 28 I SAl

060 ENOSTR 71717t AEZI0| oblL|Ch

061 ENODATA AR 7bs 8t O|O|E{ 7} Q& LIC}
062 ETIME EtO|H7t B2 [} SLICH

063 ENOSR AEZ| g|AA BE

064 ENONET 71717 HIES) 30| HHE|0f QUK SALITH
065 ENOPKG I}7| K| 7t A K| S| K] L& L|C},
066 EREMOTE WA 7F dALL|C}

067 ENOLINK 2197} Zo{RAL|C},

068 EADV 20 Q=

069 ESRMNT Srmount 2F

070 ECOMM Maz EMQE

071 EPROTO DEES QF

072 EMULTIHOP HE|S AT E

073 EDOTDOT RFS EX o2

074 EBADMSG |O|E] HIA|X|7} OFElL|C}

075 EOVERFLOW mo|=l ¢jo|Ef L&l H|sH 20| L5 SL|ct
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QE M Q= ac ol

076 ENOTUNIQ L EQ 30j|A 0|20| 1S8FK| k&L|Ct

077 EBADFD Il C|ASIZIE AFENTF EX] 2T

078 EREMCHG 217 AL HAL YA L|CH

079 ELIBACC oot 37 20|22 AM AL -~ ELICH
080 ELIBBAD EME SR 20|22 2|0f AMA

081 ELIBSCN

082 ELIBMAX HE %2 3] 2to|E2{2|E HESIE 2 A|=RSLIC
083 ELIBEXEC 37 2o|E2|E 2Y Al & gl&LIC
084 EILSEQ EHRE| HIO|E A|HA

085 ERESTART ECHE A|AR S =S CHA| AJZFSHOF BfL|Ct
086 ESTRPIPE AEZIIO|IZ Q=

087 EUSERS AFXI7F 2 ok Lo}

088 ENOTSOCK AZ0] bl oM Q] A% ZHE

089 EDESTADDRREQ 2XK| FA7L TLBH|CH

090 EMSGSIZE HA|X|7F 45 ZiL|ct

091 EPROTOTYPE 270 HRE ZZEZ FAEYULICE

092 ENOPROTOOPT DZEZS A28 4 gisL|C}.

093 EPROTONOSUPPORT X|QIE|X| b= T2 EZQILICE

094 ESOCKTNOSUPPORT XS5 K| o= A QEQILICEH

095 EOPNOTSUPP HE JAEXQIEO|M X|HEX] @b= ZHHLICE

096 EPFNOSUPPORT XX = z2EZE 1|
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QR HS 2”7 IC o|0|

097 EAFNOSUPPORT DTZEZ0|A =A IU|2 X|QASHR| LALICH.
098 EADDRINUSE ZAT}0|O] AFR ZQILICE.

099 EADDRNOTAVAIL QNEl ZAE StThst A QlAL|C)

100 ENETDOWN 4 ESA7} CHRE|Q&L|CH

101 ENETUNREACH HESZo| AZ &~ l&LICE

102 ENETRESET MHEHORZ ols EXT HAZO| ZO{BSLICL
103 ECONNABORTED ATEQ 0 2X2 ®Z0| Z2E|YLICE

104 ECONNRESET AfCHErOf| Q|8l| HZO| XA | &L|Ct.

105 ENOBUFS A2 Jtset HY 2710] 9l&L|Ct.

106 EISCONN F& o= ZoIET} 0|0] HZAE|QUSLICE.

107 ENOTCONN ME A=ZEQIET AAR K| AUSLICH

108 ESHUTDOWN MEA=HQIEI BRE 20|l &Y >
109 ETOOMANYREFS ARI} LR atop 209 S £ 9aL|CH

110 ETIMEDOUT HZ AlZto] X TbE|RALL|CH

111 ECONNREFUSED AZ0| HEE|USL|CH

112 EHOSTDOWN SAEJ}CIREQSLICH

13 EHOSTUNREACH SAER Jt= AZ T} YALICH

114 EALREADY o|o| g =9I &k

115 EINPROGRESS S ZHof RIS =

116

117 EUCLEAN Ax ™27t WL
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QR HS 2”7 IC o|0|
8

ENOTNAM XENIX HH &4l 0jlo| OplL|C}.

[= |

119 ENAVAIL XENIX M|OFEO{E ALY &~ el&LICt

120 EISNAM WO E| Al IFUQIL|CH

121 EREMOTEIO 1A |10 @2

122 EDQUOT stetate kAL Ch

123 ENOMEDIUM OIS &2 & giaL|C}

124 EMEDIUMTYPE OhK| S30| ZEE|ASL|CH

125 ECANCELED Xpof £| A g

126 ENOKEY LRt I|E A8E &+ l&LICh

127 EKEYEXPIRED 7|7} Rt E|Q &L CH

128 EKEYREVOKED 7|7} | AE| Q& L|CH

129 EKEYREJECTED MHIAOM 7|12 HBGAL|CY,

130 EOWNERDEAD 2t24st QEIAO| AQ: AQXIJ} AFRFHAL|CH
131 ENOTRECOVERABLE 22t QEIAO| AQ: MENZ 2% A QIAL|C}

270 22| 3 2|E syslog Al 74
StorageGRID2| 2|& syslog A{H

Q|2 syslog A|lH{= StorageGRID 2|20 Y= MHE, A| A ZAL HHE oF 20| & st= O
A8 = USLICH 2|7 syslog MHE AFESHH 22| L Eo| HEY 3 EcfElS
e 22XOo=Z 22|g £ JUELICE StorageGRID2| AL Al syslog HIA|X| IHZ] YAl
RFC 31645 &gfLICHL
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HE silZ5H7| 2l X[ AtIE 7 Eohof ot A2 2FE 5 U= HEEIA0[E 2aL(Ct
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2|F syslog MHHE ALE3HOF 5t= AlIH

2 J2[E eES FHEYUALE o2 Raof S3 iE2A01HE MEHILE, ZE &HA
Q|5 syslog M7t E3| RERLICE. ZAL Y2 E 2% syslog MH = HESHH Ct
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ZA 7|12 22 20(1ocalaudit. log)?t SXIEL|CH
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—
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2|2 syslog MHE Tdot= AEHS 2OIEH "= 22| Bl 2|2 syslog M Fd"S HZ0HA
TLS = RELP/TLS T2EZS AIRSIEE 2As2{H CHS S M7t Hasi|ch,

* AN CA QIS A: 2|5 syslog AHE &tQ15t7| 2|3t 6Lt O]
MEFSHH 7|2 Grid CA QIS A7t AL EILICEH
* 22I0|HE 2ZB A: 2|8 syslog AHOf| CHSH 215 0f

* Z2}0|AHE 742l 7|: PEM Q13 E &Alo| 2&}0

>
ol
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o
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ol
x
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~
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S2H0[AE ASME AESH= B2 SEI0IAE 1! 7| = &7H ALE0HOF BfLICt. A= otE THel
7I1E JHI_' PE B2 Y= o 7HI:'-OHOIE SfLICh S=otEl TRl 7|2 AHE *HZH'_ *HH Hoty 2
@ ojol = A 8 OtElLICH 7|9t = S XMFeHoF 5t7| WiE YLIC M2t ZHHetS 2fdl
ts Hifﬁ D otE|X| g2 71! 9IE AHg3t= A0 EELICL

LS 1=

9= syslog MtHo| 7|2 £Ht= dhy

YEt™Mo=Z J2|E= X S3 ’S.*%.* o L= XCHIOIE &2 HolE|= st M| 2HSt=E 3 7|7t =™ EL|Ct
Ol £0{, J2|=7} X% 1,00049| S3 =A % HM2|StAHLE £ 2,000MB2| A & % HMZ X{2[sljof 5t=
AFEtO| %!% 2 USLICEH 2F syslog M= T2|=2| HO|E 27 Aretof| w2t 27|18 =™ HOF gfLICt.

0 M'HOHH'— QX syslog M7} KE|60f St= CHAet RE9| 20 HAX| o HRF 37|18 FHs= ol =30|
= R OHK YA A2 HSELIC 0]2{8 A2 O2|=E9| LT = Yst=s M EM(XT S3 &Y )2

7|,_9§ HEHELICH

=3 S0 £ 83 AU ZA-E MESHIAIR

J2|E 37(7t £ HIO|E T2 EAIE M2|2E 7|ZEC2 HAE 32, =H 342 A85I2{H 0| 37|15 £E S3
Y +=2 Hetsl{oF ghL|CE O2|E ME|ZE HEs{H HA B 4 27| eheloliof LIt o= 7|1E ZAt 23
A HER(U= BR)2 EEE ALE3I71Lt StorageGRIDE AHEE 0 Z2[Z|0|M0] LT X| Al S EE510] =helgt
AELICL o€ E0, 22|= 2717k £ 2,000MB2| X2|2s S5t s EA =AU B 2 1I 3717t 2mB¢! 75'—?—,



J2|E x5 1,00042 S3 X21(2,000MB / 2MB)S K2|Et 4 QU2 A=l ZQL|C}.

CFS 0] HAIE! 912 sysiog At 271 T8 BAle Hofel 227} okl Astsiel Bof et
(D) #==HYULICh 74 3 A22C0f 1l syslog HAIX] 24 YIS S syslog HIOJEf 20| 24
GISKIECH E2LL 52 4 UL maka o] BAS XIK28t AFgsjot gLict
INERES 2N
J2|S0)M RS HOR ClAEls X2 5332 4 olof S3 YR S0| et B} gl B, ZA 2ES Tl
(N2 HEE Mot RE YRS WEO2 WD T2 YFY QR2 UF)OR KXATHE b stol TS
BHZ ALZI0] I syslog MHIOIA M2[foF ot ZtAt 21 B8 2 2T + YL

Audit Log Rate = 2 x S3 Operations Rate
Audit Log Average Size = 800 bytes

oE &0, J2|E7t £ 1,00074°| S3 HAUS NSt E dAE 32, 2F syslog M= X5 2,000712| syslog
HAIXIE XA = JATE A =|0fof 5HH, £ 1.6MB2| 2 ZAF 2O HO[HE (X YetNoz Mz +
A0{0f BFL|CE.

HIAZE0] chal| o XbMIS| 21 QUEHH O Fefot o £0| 7S eLICh AL 209 2 71y %RQ FIt#= S3

e S PUT Aol HIZ(GET %€ thH|)2t Chs S3 EE2| Wx 37|(HO|E)YLICHEO AEE 4Xt2| %0{= HAL

23 ’I'E O|SILIEH).

ac 1S My

SACC S3HHE AE o|F(2¥ ZA) S B MEX| HIHE A/FE
O|SRLICt. ol R¥o| F2 H|0
UELICE

SBAC S3HIHE AF O|F(HA 27K  HIA 2F7AS HIHE AIF

O[S QILICE. AH 7t K| A E= o
AUHAS Aot Bl ASELIC,

S3BK S3 B3l S3 HZl 0| EQILLCt.

S3KY S3 7| 2l 0|22 M 2$t S3 7| OIS YLILC.
2o EH.J o= of 2=t
EOE[X] gFELICt

S3 &Y & PUT &2 H|22 PE LIEHLHZISLICE 07| P= 0 < P < 1QILICKZF, PUT 10| 100%2! 22 P =
10|11, GET X2{0] 100%9! 22 P = 0IL|C}H).

S3 AH 0|&, 83 21, S3 7(29] eA W 37|E Ketd St ELICt S3 AlE 0| &2 &4 my-s3-account(13HHO|E
)0l 11, K7l 0|2 /my/application/bucket 12345(28HI0| E)X|Z 1H 200[0|H, 24| 7|= 5733a5d7-f069-41ef-
81bd-13247494c69c(36HH0| E)HZ & Z0[ak 7bEs BAALICH D2fe Kol 7t 90(13+13+28+36)0| EIL|C},

Pot K 22 ZXY & QUCHH, ZAL &2 7|22} (Storage HFE H|Q|st ZE HFE NormalZ AXst1 Storage
HED ErrorE A%)9E FX[SICH= 7HY 6f01| CHS -T'-*'% A8t 2|H syslog AH{O| A X 2|soF & ZHAt 279
ok XG4 QIAL|C

o= To=2 T M-d
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Audit Log Rate = ((2 x P) + (1 - P)) x S3 Operations Rate
Audit Log Average Size = (570 + K) bytes

OIE S0f, 12| 7|7k £ 1,000219] $3 Zrel H2|ofl 2K 9D, YIZ=0| 50%7t PUT Aeo|n, S3 A1
0|2, {3l 0|2, 24#| 0|0 W7 2717t 908I0|EQ! HS, 9I% syslog MM ZEH 1500219 syslog HIAIX|S
Halzt 4 Y= 2718 ZHHO} oHH, 2 oF 1MBO| ST ZAF 21 HI0JE{S 441(Y YHHHOZE XEhE 4
210{OF BHL|ct.

I

H7|E ZhAF 220 St 5 24l

RIZE ZhAt 20 AIM BAL 7|2 ZA £F MFY(KTA UEES R|Q3 BE
HES Q22 MHE)S J|FOR BTt 7|=310] Ofl ZA 27 M| Chst
o
—

OoT = =ono

|
FHotE XtAISt SA2 MSEIX| ELILH 2Lt TS BE A5 CHEA E“éﬁag =Y =+ USLICEH ZAt
20 MsE g 37| SAS Af9~°* T UK =P HA AKX E BRHO = 7|2 A HIAX|ECE 27|17t

7| 2ol &ML} 27t 7hs 80| =Ch= Foll f2I5tAl7] BHELICE

Age 24
SR: 2AF £ZO0| D W1 E= HEOR MYEO YA 2RI HAE =8xS3 2YE
QBLICH
M- -

Erasure coding: ZAl +&F0| 5 C|HIO £= YHIOE 7|2 MAul SUst 342 ALEELICH
M|
=oo

Hot o|HIE of

i

Al
<k

Hot O|HIE = S3 AUt el A|7t gleH RO = 21 8l H|0[E 0| iR MSLIC). mat =8 42
MSEX| gLt

OHE2AI0IE 21 = 34

J2|EofM X A= o 8E|= XE S3 &Y 4= 2/0f] S3 YZ=Z =0 it HETL gl= B ChE 342 Ar8dty
Q|5 syslog AHOA X{2[50F ot OHZEIA0E 20 =2 &S =T 5 UASLICH

Application Log Rate = 3.3 x S3 Operations Rate
Application Log Average Size = 350 bytes

OIE S0, 22|=7 £ 1,000212] S3 ZS XME[St=F HAEl B2, 2|7 syslog AlH= =T 3,300212)
OiE2AH0ld 2a5 I|°J3h_'_ g of 1.2MB2| £ 2 OfEE|AH0|M 2O HO|EHE +=4I(A M) = UAES
H7|=|o{oF gLt

HIZC0f ol o RM[S| & of Fetst 01Ix0| 7tsELCE oiEEIA0|E 29| AR 7t SRt FIt Hes
CIO|E 2z M2H(=H| vs. 24 2E), S3 Y & PUT Y HIE(GET/7|Et &Y EHHI) J2|a ohE 83 HES HE

A7|(HIOI E)ULICHEO| ArEE 4K 20 = ?:.W 23 AL O|FYLIL).
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aE = uy

SACC S3HIHE AH 0|5 (24 LX) SES 2 Al HIHE AF
O|ZSRLICE. AF 29| % H|0
A LI

SBAC S3 HIHE AH O|F(HA 274 HI AFXAO| HIHE A

OIS QILICE. 7| 7t HN|A E= ofy

HMAE AESH= O AFEELIC
S3BK S3 Kzl S3 K3l O|FQILICE

S3KY S3 7| 2l 0|2 H|2et S3 7| O|FYLILCY.
H2l0]| chiet 2 Hofl= o 2=7¢
EAHE[X] gfE LIt

oAl 27| =3

Of MM M= CtSat 22 HI0IH 2% WS ArEsh= 2|20 st =8 34 AL AHIE 2FLCt

© =

- 474 2

o| H|EZ LIEIUH, 0 < P < 1&LICKE, PUT ZE0] 100%2! 22 P = 10|11, GET

KE S3 71|’é* 0|&, S3 3!, S3 7|9| &o] W 3 7|2t THAICE S3 A ™ 0|22 &4 my-s3-account(13H}0|E)0| 11
3l 0| & /my/application/bucket-12345(28Hf0|E)S’-% Zo| 1F™ Zolo|H, K| 7|= 5733a5d7-f069-41ef- 8fbd-
13247494c69c(36Hr0|E)9f7*0| 1d do|2tn ZPEeLICE J2{H Ke| 2f2 9 (13+13+28+36)°.=IL|Ef.

PRl K 22 2™ £ JULCHH CHS A2 AP 2|8 syslog AlH 7L X 2|80 5H= ofE2[AH[0|M 29| A2
=Y = JASL|CH
Application Log Rate = ((1.1 x P) + (2.5 x (1 - P))) x S3 Operations Rate
Application Log Average Size = (P x (220 + K)) + ((1 - P) x (240 + (0.2 x
K))) Bytes

O£ =01, J2|E 37|17} £ 1,000712] S3 & X2|ofl HF A AL, |FTEEL| 50%7F PUT £ 0|H, S3 AH
O|E, HZl 0|, 2iA| 0|F 2l ’14'? =717t 90HIO| EEIH, 2| % syslog ME= g 1 ,800212| OHZ2|#H|0|M 25
Helg = Jq=E 37|15 ZHH0F 5tH, £ 0.5MB2| £ = 0fZ2|#|0]d C|0|E & +=4I(3 M Z)5HA| ELICt.

HIOJE 22 & flol 271 2EE AEdt= 8%

P= S3 ¢! & PUT 22| H[ES LIEHLH, 0 < P < 1QL|CKE, PUT Z12F0| 100%2! 22 P =10|11, GET
A2k 100%_ AR P = 0YL|Ch.
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KE S3 A|I™ 0| &, S3 HZ!, S3 72| gfe| W 37[2t11 SfAC S3 A 0|2 &4 my-s3-account(13HI0|E)0| 11,
HZ! 0| &2 /my/application/bucket-12345(28HI0| E )2t 20| 1 Z0|0|H, 24K| 7|= 5733a5d7-f069-41ef-8fbd-
13247494c69c(36HIO|E )2t 20| 1™ Zo|2t ZPERLICE J8{H Ke| 242 90(13+13+28+36) & L|C}.

PRI K 242 ZXY = JULCHH CHS SAE ME30 2|2 syslog AH 7t X 2|3{0f 5= OHEZ|A|0|M 29| LS
£ 2 ABLIC
Application Log Rate = ((3.2 x P) + (1.3 x (1 - P))) x S3 Operations Rate
Application Log Average Size = (P x (240 + (0.4 x K))) + ((1 - P) x (185 +
(0.9 x K))) Bytes

O£ E0{, J2|E A7|7F 2 1,000712] S3 = Xz|of| XK A1, KITZ2E9| 50%7F PUT ZH{0|H, S3 AlH
0|8, 3l 0|, Z{X| O|E<| W 3 7|7} 90HIO|ERIH, 2% syslog MH = XY 2,2507H2] OfZZ|A[0|M 2O E
Mg = JEE 37|12 ™o oHH, X 0.6MB2| £ == 0HE2|AH|0|M C|0|EHE £4(2 HZEHE £~ QL0{0F
erL|Ct.

StorageGRIDO||A| 23 22| 714
L0 met ZA =&, TEEZS 5|0, ZA HIAX] R 239 2|X|E FESHMAIL.

L E StorageGRID === A|AH 25 8l O|HIES FH5HY| 2ol ZA HAIX|2E 25 HESL|Ch ZAF HIAIX|2F
20& ZLEHEY 32X shZo EFel =YLt

m
=

LICt 2|2 MHE AHZSHH ZEAL H[O[E{2|
USLICE 2|2 syslog AHE= i E 2=

OR "9|% syslog M 74"ZA HEE HHOZ ML £ Q)
= A
b, ZE ZALHIOIEE 2E5H = 220l £3

S QE|SIeIA ZHAL BIAIX| 202 oIt M5 FFS 2
JESLE 0f2] 982l S3 0fZ2H 0| M AFBSIL
Lict,

e rx
]

00 oX

riot
oot mjo ox 1

30

A|ZFst7| Hof|
* ?1%l Grid Manager0| "X|# == & HELRK"E(E)
=

+ CHgo| YL "R Xl B2 £ 2E AuA M3t

P

tEsto 2a0I%[0f ASLICE

* 2|2 syslog MHE e A20|2tH, "2 F syslog AMH AHZ A| 12| Atef"S HESHL W20k BfL|Ct,

* TLS EE= RELP/TLS T2 EE2 AME6I0 2|H syslog AMHE Aot H TRt AH CA Y S20[HE
QIE A2t 22t0|HE Tl 7|7t L0{OF BFL|LCt.

YA HIAX] =F HE

AL 29| k= 2t HIAIX] H3R0f o M2 THE ZHA +=FES 4T E & ASLICH

AL EHE 7|12 8% It HH

NES By "A| AR ZEAL O A[X]
AEZ|X| ez "ZHA| KB ZEAF AKX
22| At "ghe| ZEAR HIAX]"
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Object existence check

Perform an object existence check if you suspect storage volumes have been damaged or are corrupt. You can veri

=

o S S g e e el e e i i gy e e R e e e e T L et it e e

defined by your ILM policy, still exist on the volumes.

Active job Job history

Seard Q

‘ Delete

/ e
JobiD @ Status 2 Nodes (volumes) @& (Missing object copies detected | @
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and 7 more

StorageGRID ZHAt HIA|X|E HAESHYAIR

A HIAIX|S S3ll StorageGRID A|AEIQ| MSH 2t5 HAIS O & O[oE &= UASLICE AL
ZE MESIH ZHE siZst 52 BotE &= ASLIL.

HAEOl A|AH ZF F0i| 2 E StorageGRID MH|AE= T2 22 ZA HIAIX|E HMELCE
© AAR ZAL A K= ZAE AJARE XEA|, O2|E L E A, AJAR] Hito] 2t &2t 31 MH|A
olAL|C}
AN H .

© A MEA ZAHAIX|= StorageGRID 24| K& 5! AM O2|E L E ZH S 3 AT S T ESH0]
StorageGRID Lif Z4H|2 X & 9! 2h2[ef 2t# 0] JLEL|Ct

* S3 2210[AHE ofE2|A|0|H0| ZHHE Mo
HAIX[Zt 2301 7| SE LIt

=8 L= gM5EY| 2ot RFS & o 22H0IYUE 47| W AT| ZAt

r

* E| ZAHAIR]E 22| APIOf| CHEE AFE A RS I Z 8L T

2 2e| LE= HAN HIAXIE BIAE Thof MERLIC. 7.:.**} S7 E00= 2d 28 T (audit.log)2t O ZMt2]
AEE A 2T ZtE|Of JELICH D2[E29] 2 == 81T 20 M MY E ZA FEO AFEE MEFLIC

|

FEIXL L Eof FHESO|M ZA 23 ohdof| 2F H2g = ASLIT.

r

146



* StorageGRID= 7[2HQ 2 2 L& ZAF e S ALERILICE
* J2|= Xt S HEHE 22[X AL 2O o=0| AEEX]| LEZ2 WEE £+ ASLICL

+ MEIROZ 24 20| X 9IKIS HTGHO] 2K syslog MM AL HEE HEE 4
ME{7t FAE ZL0I ZhA 7|20 22 20k A4 M4 U HIELC

* "2 22| G0l o LotE ",

SLICL 2|2 syslog

$0

AR 20 THY, ZAL GIAIK] SAL 200 HIAIR] 9% 9L Z0AF BIAIR] A0l ALE 4+ QUi = T10f chet REMIS LB e
AR RS BESUAIL.

StorageGRID 21 I 5l A[AHI GO E & EL|Ct

StorageGRID 21 I 5! A|AH! G|O[E{(Fd HIO|E EghE HMSIH 7= X[ Eoj 2
+ LI
A|Zfst7] Hof|

* 2R EO0M "X E = E BN "S(E) ARSI Grid Managerdll 22213 &LICE.

* T2H|NY S E 7HX| 0 AALICE
o| Xt M=
J2|E ZA2|XHE AFESHe] "2 If", A| AR H[0|E % 71 H|O|HE MEHSH 7|7t SOt 2 E JZ2|E L2 TS
2 UELICH HO|E = .tar.gz TIYE 8 Y HEEH, o] IUE 2EZ HAFREHE CIREESHALE 7| XY 20
2l 2 JAGLICEH
MEHMOZ ZIA 29| CHAS HASIH 2 & syslog AHE ZAF HEE B & QJESLICEH 282 syslog M7t M El
Z20= ZAL 7|82l 2 2E0= AlS M 9 HEELICH "230 22| U 2[R syslog AH 714"S XS,
CHA|
1T X8 >E3>*20 2 MENSIL|CH L& 2 20| E HAOZ HA|ELICE
2. 2O U £ O2|E LEE MESIHAIR
LE OIS, MOIE S LE RUEEE HEY £ JYSLICEH AMO|E & E §H Foll= 7HE ALO| L fE=2
MEHEE &~ Q= TE{JF XEE|0f JESLICH

3. *Continue*S MEHBIL|LC}.

4. 27 oo ZaHe M0 I S A|ZE HPE MEHSIMA R,
Of 7! 7|Zt2 MEHSIHALE 2 O2|EQ| RE L E0M 208 £Rsts AL, 21 01710|E 3 7[7t =0
XZEs f7|01|'.: LS 3AHLE 22| LE0|A CHREESH|0fl= HE HE 4 JAESLICE ol2{s Areto] ErlistH
M2 Ao HIO|E{Z 23 £E2 CHA| AIESHMA L.

5. +% 21 Q¥S MeBiLCY,

rir

|= X[0M 22X o 20l 7HE Xb3= ALESt= OHEE|AH0|ME 2L, 85|
HEE|9“I|0|*4 2o RYLIC

© YA 2O FEEQ AL AF S0l MG E ZA AKX ZetEl 2Lt

o
| MK
L]
X
°
F..’I.
|.J
o\

° HESRA =H: HES A C/HZ0| AHE &= ZaYL|C.

147


https://docs.netapp.com/ko-kr/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/admin-group-permissions.html

° Prometheus database: 2= ==9| MH|ANM £=E8H AAE HEzZ]
6. MEHXMOZ M| HIAE AXIE A5t =& QI 27 mhof| st HI2 S =T 4= &Lt
O| HIZE ALESIY 7|& X[ 23 I £ S ST 2X[0f CHet IEE M3 & JESLICH ZHdet {2
20 o £Zof| st CHE MEQF 84 info. txt 2l IHFYO| ZFIHEILICH. “info.txt OIUS 21
Or7to|E m{7|X|ofl MZHEIL|CE.

7. TZ2H| MY &5 HAE AKX StorageGRID A|ARIS| TZH|XN Y AT E AURBTIUAIL.
A

23 X HO|X|E AF8St0] 2t 2|5 LEo| 21 I 8 T 488 BUEHIY + ASLICH

20 37|ef 2HE LF HAXZE EAEH O B2 7|2t Set £ O M2 2 Lo tis 235 X3

° "2 —?—’é! A" HAIXIZF BAEH 23 83 ChAl AESHALE Al A|=0HA] g8 MHE S2E 5

° "2 #F0| —‘?'—'d’“oi HIAELICHEH= I31|1K|7(|7P BEAEH 23 £8S CHA| A|[=5HALE, M8 S
SEOtALL B2 20 A S U22E571LEL 22 20 TS AutoSupport=2 2 4= S LICE

10. 21 ol 2X0| AZ | H:

o *CIREL*E MEISIY | tar.gz OIYE CHREETLCY.

° *AutoSupportZ ELH7|[*E MEfSIH [ tar.gz TS 7|= X2 B0 EHL|Ct,

0| .tar.gz IOl 21 40| YBHOR JRE DE J2|S =E0| 27 TA0| BE Ete|of
U&LICE S8 . tar.gz YO 2k J2|S =58 27 T 0F7}0| 27} siLy S0f JBLICH

AutoSupport I§7|X|2| FX|&= "USER_TRIGGERED SUPPORT_BUNDLE L|LC}.
1. ~et2*E MEdgiL|Ct,

@ *RtEE MESHH | tar.gz THUO| AR ELICE THUS HA CH22E8AHL HEYEX

StorageGRID AutoSupport 7 |X|E =522 AL Ct

StorageGRID AI*E*'Ol ':'Iﬂ SHE Al 7= X[AS2
AutoSupport I{7|X|E HESIEE E2|A pe
A ZFst7| Mol

* ¥X Grid Manager0| "X == & HELRX"S(E) AFHESI] 2O21E|0 JASLICE.

+ ZE A& FBHEEE JJE T2 14 HBHO

;_9
o>
C
ful

CHA|
1. X|¢ > =3 > *AutoSupport*S MEHSIL|CT.

148

o=
—_

op


https://docs.netapp.com/ko-kr/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/web-browser-requirements.html

2. = BHOf| M *AF2XF E2|H AutoSupport ELH7|*S MEHBHL|CE,
StorageGRIDZ} AutoSupport HH9|X|§ NetApp X[ AO|EZ M&SH{ 1D A|=LICH A =7t M35tH Axt
Bol 2|2 Aut W OpX|9 HZ A|ZH Zho| HO|o|EELICt 2X|7t L/ dstH X2 Aot gfo| "MIi"E YO|0|EL[
StorageGRID= AutoSupport TH7|X| £ CIA| M&5t2 0 A|=5HX| E&L|CE

3. 12 2 HatRX0| M AutoSupport H|O|X|E MZ 0 ESI0] 2[4 Z0HE SISHIAIL.

CEoH "HCH 2 elet 210 ot A| AR HO|H S =TBLICH Y LHES NetApp XI2 AIO|ERZ
BUd += JELICH

StorageGRID X|2 X|HEE AESIMH R

ENE sHZL i 7|= K| St e=5H0 StorageGRID A|AHIS| XHA|SH X|H 5! XAIEE
A= + BLick
Al&HSEZ| ol

* Grid Managerdf| "X| 2 =| = E HE[RX"E AHE5t0] 28 0F §HL|Ct.

. ||EI-| OHA-”A —T-‘.|0|'"0|(7|') |§L|EI‘

o] &t AH
|E2] I|0|X|0fl M= Prometheus ! Grafana AF2Xt QIE{T|O| A0 HMASH 2 Q&L|CEH Prometheus._ ez
AT 95t QE AA ATEYO{QILIC} Grafanas HEZ| A|ZISIE Q8 QT AA ATEQ0{QIL|C}
HE2! Ho|X|0M M2E= SR 7|2 X0 AFRSE7| 98 ZdQIL|Ct o2{st =3 Ljo| Y& 7|5
@ ol i S22 o|TXHOZ XHESIX| UOMH HAE! £ QUALICH 22S AESIAUAQ "Yutxioz
MEE|= Prometheus HEZ!".
oHA|

1. 71& XIZef XIAlof w2t X[ > =7 > *EZY TS MEYAIR.

Ct22 HIE2! To[X[2] o A[L|Ct.

149


https://docs.netapp.com/ko-kr/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/admin-group-permissions.html
https://docs.netapp.com/ko-kr/storagegrid-120/admin/admin-group-permissions.html

2. StorageGRID HE2|9| ¥ Zt2

150

Metrics

Access charts and metrics to help troubleshoot issues,

I () The taals on this page are far use by technical support. Some features and menu items within these tools are intentionally non-functional,

Prometheus is an open-source toolkit for collecting metrics. The Prometheus interface allows you to query the current values of metrics and to view charts of the values over time.
Access the Prometheus interface using the link below. You must be signed in to the Grid Manager.

https://

Grafana is open-source software for metrics visualization. The Grafana interface provides pre-constructed dashboards that contain graphs of important metric values. Access the
Grafana dashboards using the links below. You must be signed in to the Grid Manager.
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Diagnostics

This page performs a set of diagnostic checks on the current state of the grid. Diagnestic statuses are independent of current alerts and might
not indicate operational issues with the grid. For example, a diagnostic check might show Caution status even if no alert has been triggered.
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@ CPU utilization

Checks the current CPU utilization on each node.
storagegrid_node_cpu_utilization_percentage is calculated using the following query:

100 * sum without (mode) (sum without (cpu) (irate(node_cpu_seconds_total{mode!='idle'}[5m])) / count without (cpu)
(node_cpu_seconds_total{mode!="'idle'}))

To view charts of CPU utilization and other per-node metrics, access the Node Grafana dashboard [%.

Status © Normal
Prometheus query storagegrid_node_cpu_utilization_percentage
View in Prometheus [
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Prometheus
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metrics Cperations on metrics v

GET Jgrid/metric-labels/{label}/values Lists the values for a metric label ﬂ
GET /grid/metric-names Lists all available metric names ﬂ
GET Jgrid/metric-query Performs an instant metric query at a single point in time a
GET /grid/metric-query-range Performs a metric guery over a range of time ﬂ
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System Metadata

Object 1D ATZ2ESEFF-B13F-4905-9E9E-45373FEETDAB
Mame testobject

Container source

Account 1-1582139188

Size 524 MB

Creation Time 2020-02-19 12:15:59 PST

Maodified Time 2020-02-19 12:15:59 PST

Replicated Copies

Node Disk Path

9957 ivarflocalrangedb/2/p/06/0B/00nMEHS TFbRQQ)ICV2E
99-99 fvarflocalirangedb/1/p/12/04/00nMEHS I TFBoW2BICXG%
Raw Metadata

"TYPE"L TCTHI",
"CHND™: "AlZE9GFF-B13F-49@5-9E9E-45373F0ETOAE,
"MAME": "testobject”;
TCEIDT: "exSB2IDEVECTCIBLIG",
"PHED": "FEABAES1-534A-11EA-9FCD-31FFEACIB056",
"PRTH™: “source”,
"META": {

"HASET: {

“"PAWSS: =27,
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Disk devices

Name @ = World Wide Name @ 2 I/Oload @ = Readrate @ = Writerate @ 2
sdc(8:16,5db) N/A 0.05% 0 bytes/s 4KB/s
sde(8:48,5dd) N/A 0.00% 0 bytes/s 82 bytes/s
sdf(8:64,sde) N/A 0.00% 0 bytes/s 82 bytes/s
sdg(8:80,sdf) N/A 0.00% 0 bytes/s 82 bytes/s
sdd(8:32,sdc) N/A 0.00% 0 bytes/s 82 bytes/s
croot(8:1,sdal) /A 0.04% 0 bytes/s 4 KB/s
cvloc(8:2,5da2) MN/A 0.95% 0 bytes/s 52 KB/s

Volumes
Mount point @ = Device @ = Status @ = Size @ = Available @ = Write cache status @ =
/ croot Online 21.00 GB 14.73GB 1l Unknown
Jvar/local cvloc Online 85.86 GB 80.94GE 1ls Unknown
/var/local/rangedb/0 sdc Online 107.32GB 107.17GB 1l Enabled
Jvar/local/rangedb/1 sdd Online 107.32GB 107.18GB il Enabled
/var/local/rangedb/2 sde Online 107.32GB 107.18GB 1ls Enabled
/var/local/rangedb/3 sdf Online 107.32 GB 107.18GE 1ls Enabled
/var/local/rangedb/4 sdg Online 107.32 GB 107.18GB 1l Enabled

Object stores

DO =2 sSize@® = Available @ 2 Replicateddata @ = ECdata @ =2 Objectdata(%) @ = Health @ =

0000 107.32GB  96.44GB 1l 1.55MB il 0bytes 1ls 0.00% No Errors
0001 107.32 GB 107.18GB 1ls 0 bytes 1ls 0bytes 1l 0.00% No Errors
0002 107.32 GB 107.18GB 1l 0 bytes 1ls 0bytes 1l 0.00% No Errors
0003 107.32 GB 107.18GB ils 0 bytes ils 0bytes il 0.00% No Errors
0004 107.32 GB 107.18GB 1l: 0 bytes ils 0 bytes 1l 0.00% No Errors
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2020-02-12T719:18:54.780426

[AUDT: [CBID(UI64) :0x38186FES53E3C49A5] [UUID(CSTR) :"926026C4-00RA4-449B-
AC72-BCCA72DD1311"]

[PATH (CSTR) : "source/cats" ] [NOID(UI32) :12288733] [VOLI (UI64) :3222345986
] [RSLT (FC32) :NONE] [AVER (UI32) :10]

[ATIM (UI64) :1581535134780426] [ATYP(FC32) :OLST] [ANID(UI32):12448208] [A
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$ storagegrid-status
Host Name

IP Address

Operating System Kernel
Operating System Environment
StorageGRID Webscale Release
Networking

Storage Subsystem
Database Engine
Network Monitoring

Time Synchronization
ams

cmn

nms

ssm

mi

dynip

nginx

tomcat

grafana

mgmt api

prometheus

persistence

ade exporter
alertmanager
attrDownPurge
attrDownSampl
attrDownSamp2

node exporter

Sg snmp agent

99-211
10.96.99.211
4.19.0
Debian 10.1
11.4.0

Verified
Verified
Verified
Verified
Verified

5.5.9999+default Running

Running

1:4.2.8pl0+dfsg Running

11.4.0
11.4.0
11.4.0
11.4.0
11.4.0
11.4.0
11.4.0
1.10.3
9.0.27
6.4.3
11.4.0
11.4.0
11.4.0
11.4.0
11.4.0
11.4.0
11.4.0
11.4.0
0.17.0+ds
11.4.0

Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running

Running

8. nginx-gw AH| AT} Mall ZOIX| SHQISHMA|Q. # service nginx-gw status

9.

10.
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Lumberjack2 AH25tH 23 & # /usr/local/sbin/lumberjack.rb

=
o
x5}

02 £0l= 22 Ot7t0[E 7 ZALE! 9| X|7F A ELICH.

Cte 215 HESHIAL:

° /var/local/log/bycast.log

° /var/local/log/bycast-err.log
° /var/local/log/nms.log

° ** /*commands.txt

A7 Ao St B2, Lumberjack 238 E 9| ——start 8! --end FM2 AHE0I0] H
S <)

de o= ASLICE ol2{eh S M0 CHeh XtMIEE LHE 2 lumberjack -hE EHZESHUAIL.

et A

2t

—

2]

mufn



. 22| LEolM EHE HE &+ 2= 3R US B 3 SILE 43sto] AL EOﬂH ADC MH[AE HASH= M| 712
AERX EEQ IP FAE HHRISHYA|L. LMo = O[2{3t AE2|X| === AO|EO| HZ X IE._I Ml 7He]
AEE|X| EEQLICE

# cat /etc/hosts

# gpt-list-services adc

H
r

2e| EE= 15 2H0M ADC MH[AS A}

ol

gLt

12. 22| LE0|M sshE AFESH0] &Rlst IP FAE 2t ADC AEZ|X| LEOf| 2aQlgfL|Ct.

13. J2|E 20N A3 Fol I E MH|AS| MEHE =QIBtL|C} storagegrid-status
idnt, acct, nginx % cassandra AH|A7} RE Al ZOIX| Et0lSHAA| L.

14. LumberjackS AFE5I0] 211 £ W 271 HE tHA S HHEs10] ARE|X| 29| 205 HESIHUAIR.

JNR=2
o
15. ERIE SEY = Sl= 3R 712 XY 2XM0 22SHIAIR.

27T 208 7|2 X0 MBSHYAIR. B2 YSE HZHIAIQ, "2 T HE

AFEX} QIE{T O] A 2K

StorageGRID 2ZEQ||0{ 2 12|0|= = Grid Manager == Tenant Manager2| AFEX} QIE{TH[O| AT} Of| HTHE

SHEOH| gd2 & AL

Ef71|
CREEE E EER NS ARSI A=K ZRl5HN L.
2. ¢ B2tRX FHAIE AMHIELIC.

FHAIE X|2H O|™ HT Q| StorageGRID 2ZEQ UM AFE}E e El 2|AAT}H[HZ 0 AFHRX}
QIE{H|O| AT} CHA| SHIEA| ZHSEILICH XtASH 82 # HEIRK HdEME HXSHIA2.

oL dJ — = oL

StorageGRID2| HER|3, 5tES0] I EHE ZH| sHZE

StorageGRID HE®{Z, SIES0] & SAUE 22Xt 2T E ZH| @S mHefdth= o =20
£l R 7HK 2ol ASLICEH

[[422-unprocessable-entity-errors]]
=="422: Unprocessable Entity" 22

RF 422: M2|g & Ql= AE|E|= 2] 7HX| O|RZ LY & JASLICE 2F HAIXIE 2elste] ZH|2f

5| J
IROfSH A L.

ol
—

rdo
fujo

LIgEl 92 BAIX| & Stz BAISI® AR XX|S HSHAIQ.
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QF HAIX| o= He WA =X

Windows Active Directory(AD)E AFE5H0] ID H|Ha[0|MS s1Aet
422: Unprocessable Entity mf M& A S 2OHTLS)Of CHoll TLSE AESHXA| S SMS
MEASHH Of MIA|X| 7t LIEFE = UELICE.
Validation failed. Please

dlo

LDAP A|EZ2 ZH[SH= AD MM = TLSE ALESHX| &8 sM2
A2 2 QELICE TLSE ALE5t2{™ STARTTLS A2 M =
LDAPS AL SME MEHs|{Of ghL|Ct.

check

the values you entered for
errors. Test connection
failed.

Please verify your
configuration. Unable to
authenticate, please verify
your username and password:
LDAP Result Code 8 "Strong
Auth Required": 00002028:
LdapErr: DSID-0C090256,
comment: The server
requires

binds to turn on integrity
checking if SSL\TLS are not
already active on the
connection, data 0, v3839

o

=}
422: Unprocessable Entity ARE|= Q8 A|AEIOZ M& AHZ HOKTLS) HZES MKt uj

XA X ¢= L=t YA S AHE5tE{ 2 SFH LIEFELICE.
Validation failed. Please
check Q& A|AEO||M K| BBt St HAS SHOIBIAAIQ. BT
AABI2S StorageGRID 22| X[&0f| EA|E CHE YA TLS HZE|
(=3

the values vou entered for N 1A=
. CHol "StorageGRIDO| A X|5H= QF

errors. Test connection
failed.
Please verify your
configuration.Unable to
begin TLS, verify your
certificate and TLS
configuration: LDAP Result
Code 200 "Network Error":
TLS handshake failed

(EOF)

J2|E HEQ 3 MTU 2¢% 21

J2|E HEQIZ MTU 22X 21= J2|E HES A AEH|0|A(eth0)2] Z|CH H& THe{(MTU) B&0| a2/ WY
LE ZHof| 3 A THE W A RLC.

II
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TU AHEHU| K10l LE eth0 HER A HE T YS X[HSt=E FHE[0] UAS = AZS LIEFLILE MTU
7| 2€X17t 10002 E‘EI'-POFD“' HEHI &5 EXF7I 28 = ASLICE

. QJE SSH H&2 7|2XO 2 AT JELICH TRt AR, "LA|HOZ AHAA 5",
2. IE 9| eth00f| CHEE MTU AHE S LIESHAMAIL.
o JZ|E 2| X0 MBEl 2|E AFRSHAL.

° primary Admin Node IP address/metrics/graph = O[St LIS FZ|E YUHSIHUAIL.
‘node network mtu bytes{device="eth(0"}

3. "MTU 2% 3" BE 29| O2|E HEQ/3 AEH0|A(eth0)d| M SUS=E HRO0) w2t ZFELICH

° Linux 3 VMware 7|8 .E9| AR Ct3 BHS MESIYA|R. /usr/sbin/change-ip.py [-h] [-n
node] mtu network [network...]

Ol: change-ip.py -n node 1500 grid admin
£ Linux 7|8F = E0f| A ZiE[0[LH2| HEL{30f| CHal 5= MTU 240| = AE QIE{H|0| A0 o|Of F
Jto

M

o

of2 X6k 82, HA AE QIEMO|A0| #dH= MTU gf2 4%t CFS change-ip.py 23EE
AH23t0] ZAH[O|LH 2| HIESIZ MTU g2 HZSHOF BfL|Ct.

L
I_

=
=

Linux EE= VMware 7|8t L E0|M MTUE X 5t2{™ C}

ulo
re

TE ASOHAIL.

X 2l A
mtu A MTU 2fLICH 12800i A 9216 AtO|2| 2£0[0{OF SFLILCE.
network MTUE MY UEYIYLICE CHZ HER S RY & StLI 0| &2
ZSSHYA R
° _|E|E
* admin
« Z20|HE
+
MEHX Ol A
-h, - help E2Y HAIXIE EAISID SERLICH
-n node, --node node LE J|BS B LEQLCH

4. 2|5 SSH MMAES 518t FL, "H2 A 22 2P 20f= 0|5 HIZHSHAIL,
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LE HESQ A £ T

Q
TEHESYI $M T 2F 222 StorageGRID 2 HERIZ SHEH0] 7te] HZE EX|Z Qlol Liie &
ALICH o] B2 22X EXZLHZEH MHS2 =2 Af2tELICt

LC HESA £A D) 2F 22 StorageGRIDY| HZSH= HIERZ SEL|0{Q] CHS 2X|Z Qlsl Lraist &
UELICt,

s Mut 27 £X(FEC)O| ZRSHX|TH X AFRE[X| Q80 QUELICE.

* AQIX| ZEQ} NIC MTU 21|

cE223aR

CHA|
1. HIEHZ 7dof w2t o] Fo B FAHA ielof et ZH| 312 HAIE HEMHAIR.

2
2. Q0| qelof w2t ChE HAIS +#SHIAIR.
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FEC 2%

@ O| EFA|= StorageGRID H{Z20|AA0|M FEC S X2 Qloff Motz E HIERIS =4
o2 @F Z1002t HZEL|CH

a. StorageGRID 0{S2t0[1A0f HZE AQ(X[S] ZEO| TSt FEC HENE & QISHAIL.
b. 7|7[0il M AKX HEE AHO|S2| S2|H HENE HHSHIAIR.

C. FEC 8E g #3350 Z1E | 2ot MK StorageGRID Appliance Installer?| 23 4
H[O[X|0{| M O1Z2}0|AATL Auto ZE = FHE[0 UK ZQISHIALALE Sl 0{Z2F0[A A0 CHet
XHE HEsHA2:

= "SG6160"
= "SGF6112"
= "SG6000"
= "SG5800"
= "SG5700"

* "SG110 2 SG1100"
* "SG100 %! SG1000"

d. AQIX| ZEQ| FEC MHES HASIIAIRQ. StorageGRID HEZI0|HA TEE JH53H 2L FEC MAES
AX|SH =2 RHBILIC

StorageGRID O{Z2I0|HA0 M= FEC BB E 78 = ISLICL T, o Z2to[dA = HAEE
29IK| EE| FEC H8E HEOR AX|st1 BERLIC. 37} 25.GbE L& 100-GE HIEHD
£ 2 ZH| M™YE AL, AQX|QENIC7I 2E FEC XS SASHX| 28 4 %EQLIEf E FEC

E

HHO| PeH HEH A= "FEC°*°"E':§ MetElLIC FEC7t I dstEl 32, 17|’£1 i0|5§
oot @F T 7t580| FOHELILE

@ StorageGRID {Z20|H A= Firecode(FC) % Reed Solomon(RS) FEC2} FEC
3S X|ALLLCh

AQIX| TEQI NIC MTU X

AKX ZEQ NIC MTU SX|2 Qls| 27 WMst= 22 20| FEE MTU 37|7F AKX ZEQ|
MTU MA I SUBHX| SQISHAIAIL.

L2 PAEIMTU 27|17t =271 HEE AKX ZEQ] “I*Etr =2 4 &LIC} StorageGRID =7t
MTUEL} 2 o|Hull =g & loiE Z(0] THOIM 7t5), = |E% 3 A T @F F0Tt
HE 4 AELICE o|2{st 2X|7t LSt QAT THote|H, IC EQIC MTU 2T = 27 Afst| mfa}
ALQIX| ZES| MTUZ StorageGRID HE Q3 QIE{m|0| A9 MTuszr IX[St= & HZASI7HLE, StorageGRID
HEQ|3 QIE{H[0|AS| MTUE AQX| ZEQ| MTUS' LXISHEE HASIMAIL.

MO HEHA 458 fltiM = 2E 22| TJ2|E HESZ QE{H|0| A0 FAFH MTU
£ FAooF FLICE JHE =9 O2|E HESRIT MTU HFof| st Xo|7t = 32
C HEI MTU S LK 07t eletL|ct BE HEI |0l tisl MTU 2ol

2 A= USLICE AMet W82 T2 HE/I MTU =24 212X siZS

®

ozt of | Eﬁﬁ
o
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b. HES|3 0|29 ZHO| Y5811 AU ZE HBEIX| SAEX| SelshAl.
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NIC & HIH Q&
LFEIINIC & HI LHEHQI AR 7= X[ E2StAIL.
StorageGRID A|AHIN| IHESH L 22| HER S O[HIEE MA|0f| M2 £ o2 I & HIHII QETE £

USLILH.

- ZHE ZLIEEst

S|
2
I
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Ral
M0
om
=
Ho
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to

ANt S718t F
J2|E0M AlZE S718F 2R 7F 2le 4 JASLICH

A2t S718F 2H|7F & d5t= FL, Stratum 3 0[&2] 7|ES MSots R NTP 225 A2 494 0|4 X|FY=X,
A

=
=
2[00 BE 2| NTP &A7F HAXMOZ 25t StorageGRID =20 HMAT &~ JY=X| HASHYA| 2.

"QIE NTP A X|H"29F & £Z9| StorageGRID A%| A| Windows Server 2016 0|F HZ 2
@ WindowsOl| A= Windows A|ZHW32Time) MH|AE AFESHA| OFYA| 2. O] H H{F 2] Windows *l’*

MH|AE BTt SE2HX| ¥ 2H Microsoftdl| A StorageGRID2E 22 ™ E SHH0| A 2] AL

K| ¢5tR| t&LICt.

Linux: U ER3 HZ 2K

Linux A E0|AM SAEIL|= StorageGRID = E2| HIEY 3 HZA| 2/ 7 waist 2 QU&LICH

MAC =4 =X
20 2t MAC & SHIE A8 HIEY 3 Z2XE 2
MXS

]If%'oﬂkl Zt HES{Z S MAC =4 =X 7| 24E "true"=2 &

P4 QIELICH 7IM SAEE AIES= HR L& 1A
(=]
MAC FA7F SAEQ| MAC TAE ARSI = ZIL|CE X[AS #X6

AR, 0] ™Y S AF2SHH StorageGRID 74|02
SHUAIR. "= M I MM

Linux SAE 2% HHOIA ALSE | k4 LIES|T IE{HO|AS HMBHAAIL. Linux SAE
(D 2% H%ist StorageGRID ZHEoILio] Szt IS AIEHO|AE AtSSHe! SfolmHstolxiol
SHbE B 2Bystelx] 2o A2 SAE 2o HFo| ABY 4 gl & & AaLick

O XpMleE LHE2 "MAC =H| 2dstof chet X1 &S HZ5HM K.
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2AiE B

MAC & =H|E AHZSHX| 9411 50| IHIO| X 7} & ot MAC 4 0[2|2] MAC =201 CHeH 2= QUE{H[0[ AT}
HOIEHE Sl = ACE 5|8t H 7Hd 290X W ZE OF +F9| Hot £40M FAHE 25, MAC 4 HE
S RZ= SO T3l 8= Ao RILICE. 7ty AKX A U2 ZE OF +=FE0|M 2 U=
JEHEQIEE' AL Z £ 2[X|2] EHO| SLSHA| &HRISHHUAIL.

FXHE ZE A0 Chiet XiMe 82 "2 A E HER/IFE #dot= LE " XIHE BZSHAIL.

Linux: .= = &Ef7} "orphaned" & L|C}.

Linux '=E7F 12!l AElj(orphaned state)7t &= 242 YUtX O 2 storagegrid AMH|A E£= ST ==9| ZAH|0O|HE
H|0{3t= StorageGRID & 20| 0| 7| x| %A Z2EHSS LIEFHAL|CE.
O 2t HE
Linux .wE7} T2IEl Atej2tn Enst= A OS2 S 48sl{of EhL|ct
* LI U HAXZL JEX 2OE 2RISR,
* T ES LA AIESH EHAIL.
* LRt 32 AH 0| AT HHHE A8 7|E = ZAH|0|{E SX[EL|CL.
. LS RYAIRFSIL|CH
THA|
1. MH|A Q23 HZo| 271 LEo| 21 3tolst0] kst Q2| ol 7| k| %A EREQUCH= HIA|X| 7} Y =X|

A EAMAIQ.

2. 2E A8} EE sudo HBH0| U AHOR SAEN ZIQAGHYAIR

3. CI2 HHS Mot EE CHA| A|ZHH EAA|2. $ sudo storagegrid node start node-name
$ sudo storagegrid node start DC1-S1-172-16-1-172

=St DEE F2 SH

ro

CHEat Z&LCt.

Not starting ORPHANED node DC1-S1-172-16-1-172

4. Linux 20l M ZiE[0|L] AXIH 2 E 0|8 storagegrid-node ZEMAE SX|SHIAIL. O|E SH CHS 1t
#&LIChsudo docker stop --time secondscontainer-name
‘seconds 9 &%, ZHIO|HIt FX[E WNtX| Z|CH AlZh(X) S LELCHEROo=Z
15& O[gh) . olE %D:' Ctsar Z&LICt.

sudo docker stop --time 900 storagegrid-DCl-S1-172-16-1-172
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S. LEE FA|ZFSILICH: storagegrid node start node-name

storagegrid node start DC1-S1-172-16-1-172

Linux: IPv6 X|& 2X| siZ

Linux 2AEO0| StorageGRID =E5 X3 =0 == ZE|0|H0| IPv6 A7} O ATHE HEE[X]| gb= 22

IPv6 XS 2dstsliof & 4= ASLICEH

0| X &

Nt

1. 2E AR EE sudo H3H0| Q= AHOR SAEN ZIQIHIAIR,
=

=2 A S
= 135 ol'

LICt. sysctl net.ipv6.conf.all.disable ipvé

ﬂI
II

root@SG:~ # sysctl net.ipvé.conf.all.disable ipvé

Z1h= 00[0{O0F BfLCt.

net.ipv6.conf.all.disable ipvé6 = 0

20

(D Z1t7} 00| OfL|H 2 H|H| BHME HEI0] “sysct' @Y S HESHI AR, O3 CHZ AI&5H7|

ol 2t2 022 HESHIAIR.

3. StorageGRID = ZIH|O|HE =&HTILICH storagegrid node enter node-name
4.t

glo

=2 Al
oco=

HSLICE sysctl net.ipvé6.conf.all.disable ipvé
root@DC1l-Sl:~ # sysctl net.ipv6.conf.all.disable ipvé6

Z1h= 10[0{0F BfLICt.

net.ipvé6.conf.all.disable ipv6 = 1

194



() Zmot10| oble o] Ak MEEIX| BLIC 71 K2 A0 2OSHAIR,

5. ZIH|0|HE SR ELICE exit
root@DC1-Sl:~ # exit

6. Hsto

FE HoIOZ O3 MU S WASHMAIL: /var/lib/storagegrid/settings/sysctl.d/net.conf.
sudo vi /var/lib/storagegrid/settings/sysctl.d/net.conf

(=N

o

HOtM =M EfIE MASHM . O3 TS DU S ML HoM K.

_

l

net.ipv6.conf.all.disable ipv6 = 0

net.ipvé6.conf.default.disable ipv6 = 0
8. StorageGRID ZE|0|LE MAIZISHH Lt HES HASHIAIL.

storagegrid node stop node-name

storagegrid node start node-name

StorageGRID2| 2|2 syslog At 27 HIA|X| 2| s{{Z
[t BE= 2% syslog M A2 2HEAE & = QF HAIX|2L s ZE WHS HESL(C]

O[2{3t 2R = 2% syslog M 714 OPHALOM 2|2 syslog M7} SHIEH| L EE| A=K &Q15H| ffet HIAE
HAIXIE ’.‘Jo = ol 287t 24 3 EAIELIC

HELY EHl= "2l F syslog M Mg @F"diz BE0E £ JASLCE 0] Z1E Ho™ ZLof et X|E o w2t
E|AE HAIX|E CHA| TESH0] XEMISE 2T HIAIXKIS 2RI AL,

Q|& syslog MHZ ZAF YEE TEot= -0 Chish XtMSt HE2 LSS FXSHAL.

* "Q| syslog At A2 A| 12 AbEt

« "2 22| 5 & syslog AH 4"
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QF HAIX| 2F 3 HE =X

SAE OIS =old &= syslog MHOI| CHal 2ot FQDNE IP FAZ =old 4= &L
I:IAI:IL‘“:’I-
1. 23t SAE 0|28 HQSHIAR. IP FAE Aot 2 WXY.Z("Ho=
TRE AT BIECE E K20 IP F2AQUX] HolstHAIL.

2. DNS M7} SHIEAH| TG E[0] AEX] ISt A2.
3. 2 LEJF DNS MH 9| IP FA0f HMAY o QU=X] Zoletct
HEO| HRE[ARSLICH syslog MOl Ci$t TCP EE= TLS 0| HEE[USLICH SAEQ| TCP E= TLS

ZEO|M =4 TH7| S MH|ATF QAL LotHof| M M AS XHEFSED S %
Ql&L|C}
PN =] -

ol
=

mo
I
s
rr

1. syslog MOl CH8H 2HHZ FQDN £ P 4, IE Y IZ2ES x|

SIS HAIL.

2. syslog MH|A SAEO|M X|HE ZEOA 41 CH7| Q! syslog H 20| A&
FQIX| &Rl A2,

3. digl0| LLEOf|A syslog MHO| IP A U TEZO| TCP/TLS $ZS KICHsHK|
U=X| ZOlSHIA 2,

HESQZo 32 = syslog M7t 2 AAE MEU0f| AUX| ESLICEH 2RE I LIEE = =01 syslog
Rkt MHE HAE EHIJKIIIE MEd ¢SS LBt = ICMP 2F HAIX|E Breti &L Tt

1. syslog MOl CH3ll 2HHE FQDN E= IP FAE LHBEX| IS 2.

2. LIEE 2 E:':01| el 22|E HE/AR MEU J5, 22| HE/I MEU S 8l
S20[AE HIERIZ AHO|EL0]|E 2Bt AIL. 0|2{F 20| o &f=l= HEH
2E{I|o|A S A|IO|ES0|(22|E, &E| E= SEF0|UE)E Sdli syslog AIHZ

EPug 2R EBHTE PAE0] YT HAGHIAIL.

DAEN HEY syslog AlH = X E HZEEl *1‘=“-*'(|-f°e"5_| = E=0] Grid, Admin EE= Client IP 20|
st AFE3h= MEUOf| AISLICH = ES2 HAE HAXE &5tz *|E°”X|”*
syslog M 2| MAC F2:0] IZH°PARP ¥ et SES UX| ZJSLICL

1. syslog MOl CHa 2HFHE FQDN £ IP FAE UM=K HISHYAL.

2. syslog MH|AE M3SH= SAET M FQUX| HQISHIAIL.
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°F BlAX] EEEETESY

o
HZ AZHO| ZHEIRASLICH TCP/TLS HES A=K, syslog AH0|A S0 SEHS BX| ZHSLICH
2tRE 78 LFEI A7LE EpH0| S 8l0] ESHHE KIS /JAS 5 ASLICE

1. syslog MOl CHa SHHE FQDN E= IP FAE UM=K HISHYA2.

2. LygiEl 2 Sof thef 12| HEYD MEY B2, Be] YEYD HHY 22 9
2210 1E HES|T A|O|ER0|Z HQISHIAIR. 0|2fst SRS sysiog Ao
HAY 2OE ofAtEls LEYT AIEH o]~ X Alo|ERI0|(D2|E, Bal E
S210|91E)Z AFZ510] syslog MH2 E2T S Qe =S T4 0] Y=
SHOISHIAIR.

3. LIEEl = 0f|A syslog AHC| IP =4 81 IEZ S| TCP/TLS HZO| CHE diste
H 20| XIhe|X| QEQH=X] SRl A| 2.

THELOf Qs HZO] syslog M2t TCP HAO| §3H o= AT AKX LIF0| SZEIASLICE of={et
SEEASLHCE dol A2 L3t 22 5 ASLICH

* syslog M7} THA|ZE| AL HERIE A S = JASLICE
* L E2} syslog AH{2| TCP/TLS AHEO| CHE
ZHEstHOo| 5 TCP HZES Atttstn US

yslog At ZEO|A =241 CH7| F2! syslog Al

EYUE = ASLILH

O

@
>
T 4

7t OF:l CHE MEHZL HES

O

O] ZXIE sl ZstH:

|H

=

HT
Mk

2 olgd
= |

52
rr

1. syslog A{H{0]| CHslf 2HIE FQDN £= IP &4, ZE gl
EIRISHIA| 2.

N

2. TLSE AI83H= B2 syslog MHE TLSE AMEstD UE=X| SQISHIAIR. TCPE
A8t A2 syslog MH T TCPS AF23IT Q=X| SOISHAAIR.

3. B2 WelHo| K% TCP HZS HEE 0] UK 2T HOISHAIR.
LS 95N 25 syslog MEOIA £A18H AB| QIZA7H ALSXIT} RIBE CAQIBA HE U S2tojoiE

QAS Mt 2te|X| gtELICt.

1. CAQISA HE 5l S20|AHE ABM (U= BR)7t syslog MH 2| AH S A2t
SE[EX]| SOISHMAIL.

=22 MH S M0 A= ID7} O &&= IP E= FQDN 242

e =cbEl ${post_edited_translations.segment}

O 2Fet o/l M3 & CIHZ 25 AESIH 2= QIS T EHA|IL.
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QF HAIX| 2F 3 HE =X

i

TLS MIMO0| syslog M7} TLS MM S S22 CMH StorageGRIDE= 1 0| RS ZX|E 4= gl&LICt.
EEEJASLICH

1. 0] @Fe 87 MIZE ClHZ 25 HESIH 22 |QS mhofsh HHAIR.
IT

[ |
2. syslog AH{0f| CH3 SHHZ FQDN E& IP 4, ZE 4
SIS A 2.

3. TLSE ME3t= Z 2 syslog AHE TLSE AtEst1 JE=X| 20l
At83H= AL syslog AHE TCPE AF2stD UEX| é.*.’i'ﬁ’él*lg.

4. CARISM S 8l SEHO|UE ASM(UE BR)7t syslog AMH 2| AH Q1Z A2t
SotE|=X| EOISHIAIL.

5. syslog AHO|A 2ZEI2 M IS M| = ID7 Ol & E|= IP EE= FQDN 22
TSHSH=X| SHOISHAIA Q.

At 2| AMnj syslog Mt 74 W HAEO| AHEE[= 22| LEJt LIGE LEO0|M HAE ATHE
QAT 4 gISLICH L} O|AMS| L E T} CIREIRS 4 UaLICH

ME T M-

1. B 2X

o2 TAIE et =271 221! JEjoln BE oY ME|A7F A

2. LIGE =20 M miscd MH|AS CHA| A|EISHYAIL.

StorageGRID2| == HEH A 7 & F2X|[0f| CHsH LOotEMA|L
2L M FHHOA LT £ A= EXI2L sHZ B0 Cio 2otEMAI2.
2HO0| FHA| MFQIX| =elgtL|Ct

* X-Cache dllE{= FHAl MB|A0|M X2[sts ¥ et ST @Y ELIL st IE:

—

° HIT: Z4HM|7} FHAIOAM HZE|ASLICE

° PARTIAL-HIT: H{Zl/7]0]| CHSt 2|2 =7t FHA|Off QUXIPH QM El He| MM E FHAIAM M3

o+ QAUSLICE

A
L
° STALE: HZ/Z[0fl FHA| | B =T AXIZE, ZHA|ZE FHAIO| M OFX[2tQ 2 K|S El 0| U0 EEAELICE

-

° MIss: SiE HA7E FHA[0f GlELICt.

* QMO0 ti$t nginx-gw/endpoint-access.log.gz Z|E0= FHA|NAM X 2|St= &0 CHal
"unix:/run/cache-svc/cache-svc.sock"0| ZeHEIL|CL,

* “cache-svc/cache-svc.log™"28 320390: 83 HOZ AZE(FHA| HE)" E':E "QH 320375: HSHOE 2= E
(ZHA] O A) 2t 22 O|A[X|7F EAIELICH St "QE <number>" EXIEE Eetdt= CHE 2|2 EE HMSH]
SYE FEZE HOHA2.

WA HSE0| HS

c

* ME22 AIZET FIHE[AL AIZET AM|ASHE &Y METLHEE M A HBE0| HOotE + ASLICE

o= =T M

ol2{et &&0 M= AlZto] X|Eof mat MEE0| S7te A2 of &ELCt.

+ 0f2) YIRET} NS MBS F2, AN HASIE YARE RES Halop| 9 EHY 27 WS

TEO= T =TT o=

FIPote AS DAL A HEE X EE Eali 27 THEZ NSELILH 28 AIZE9[ A
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7

MZE0| EX| U2 22, ol A~

oT
TRHSHIAIL.

HAI MAES HISHIAIR. FHAl 27|71 2] MES H710| HF Z2H HHE20| 20t HEE0| HoHE =
OIAL_||:|-

on

PRI ZEE O] HYSHE[X] g2 LHE A=ZQIER 0|5t

rr
o

* FPVR 230 E EF 225 HEES FUAIZ & U= SMO| MSE = ASLICH

Lt
=

ro

M
S

or

* A HEES YIS AR, FHAl HSE0| R Hutxel 450] Kot + ASLICE

* AL HMA SEE BIOHEA L. "7 DM TIAZ o)A
AFEELICEH HA EEHI’VP M K| HM A £ES [Ef7EX
HAIE R2I8t7] AZE = UAELICE

E-|| old J\Ealxl ElAAjl-
t= JE1DE A 2ol =ESH

O

* "Network interfaces receive usage" % "Network interfaces transmit usage" ZItHS AF25I0] UES 3 H$HS
g|-0|o|'|__| |_'_|-_

ZAFEO HE
A AR 2 22

0| X[&0il= StorageGRID ZAF HA|X| 8 ZrAr 2719| &2t LI E0f| Chist HE 7t ZetE|of
USLICE O] YEE AFE5I0] A|AH 2S9

O| X|&2 StorageGRID A|AEIS| ZEAF HIA[X] 2410] HRot A|AR &5 8l MET EUME HYst= H2|XIE 2
ALt
HAE 20 MAS AESHH e =0 EE ZAE SROHl gt AM| A 2BHo] A0{OF BHL|CE.

— [

?:Mf |A|X| & 7 8l & syslog AH AFE0]| CHEE XhM|St LIE2 "= 22| 2 2[R syslog A{H +4"S

2 AR HIA|X| 7} StorageGRID A|AEIE 7K audit.log IIY = 0| S5H0] HEE[= BiH

L= StorageGRID MH|A = HAEOI A|AH ZtE F0f| ZAF HIAIX|E A ’SE”—lEh 0|2
LA HAIX| 7} StorageGRID A|AERIZ S8l audit.log YU E O|5ot= &AlS 08l
SH|C}

b

1)

ZEAL HIAIX] S ZEAF HIA|X] 2 &=0f| CHSE CHS I3 E 2= StorageGRIDZt 22| L E/2H L E =22 LE 5 27
syslog AH*2 M=l A0]|2t M E|L|Ct StorageGRIDZt "2 L E0M(7|22}) E= "2 2 syslog AH"Z -_r“SE.J
AR ZMHAKX= 2 29| /var/local/log/localaudit.log OO EHZE NEE|H 22| LE &=
AEEX| LEOM M| 4~ gELICH

HALOHAIRI 25

ZHAF A K| = StorageGRID7t 22| L E/22 &
ADC(Administrative Domain Controller) A{H| A7} Q)

22| L& 8l QI syslog MH*E TMHE A &2 =2t
AEZX| EO|M M2|ElL|Ct

rrrr

AL HAIX] SEx0f| EAIE AXE 2t StorageGRID ‘=== H|0|E| MlE] AtO|E2| ADC MH|A F SILEZ ZEAL
HIAIX|E HEELCH ADC MH| A= 2t AO|E0]| EX[E A HI el AE2|X| =20 Cha XS 2 ot LCt,
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2t ADC AMH|A = BA7| A2 5t XM= £Eot ZHAL HIA|X|E StorageGRID A|AHIS| BE 22| LEZ
H&SHH, 0|2 S6ff 2} 22| L= A|AH S50f CHet 2tFsH 7|22 22 S 4= UEL|CE

—

Zb 2e| LE= ZANHIAXIE BIAE 20 miedof| MERLICH 29 23 0t 0|F2 “audit.log™ ¥ LICt.

—Site 1

Storage Node
Storage Node
(ADC service) :

Storage Node — e audit.log file

(AMS service)

Storage Node
(ADC service)

Storage Node /

Site 2 }\ \

Storage Node —
Storage die Admin Nc?de S tiaile
(ADC service) (AMS service)

Storage Node —

YA HIAIX] 2 &
StorageGRID= ZAF HIAIX[ZF ZAF 230f| 7|FE|7] Hof| 2HE|X| BFEE SAFZ AN ZZMHAS AFSELIC.
LEOF ZA HAIKIS HE57ALE SAE M, i HAXK= 32| 29| AJAR T|AS0| U= ZAFHAIX] 7O

MNEELICH HIAIX| 7L 22| =E9| /var/local/audit/export CIHEEZ|0 Q= ZA 230 MY 7|EE Wi7HX|
HAIX] AR 2 &k ZEAF HIA|X] 7o E2HEILICE Ol= & & ZHAF HIA|X] &4 & #X|5H= o =30 LCh
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—AMS Service——

Audit Message
Queue

i

Text Log File

—Service —ADC Service—

Audit Message Audit Message
Queue Queue —AMS Service

/

\ Audit Message
Queue

l

Text Log File

HEYD A 2H| £ 2N 8Y REO2 oldf Y o 4 BLICH 77t B7stE 2
29| /yvar/local/ CIZEIZ|0IA AFG 7H58H B2H2 Cf 20| KEX|SHH EILICh 2RI7t XI4E0f =] 24t
ALK CIZIEf2|7} 7S AHet ST e El M2 2|8 SMAISHL M HAIKIS LAROR 408 4 gizf ELict.

N
>
=2
=
Pl
3
N
me
=
i}l
|0
Hu
o[
N

THHCZ ChSat 22 W&0| LIEHE 5= JASLICH

o Xt =ENM AFESHE /var/local/audit/export CIEE |7} 7t5 AHH, CI2E 2|7t H| & wh7tX] of 2
2K EEE MERS AALHAIXIE &M £ e ZIOZ HA|ELICH S3 2210|HE @2 Feks HiX|
FESLICH ZAL MZAO M2 = = 2 XAMS(H2 27150 A MEA) HE T 2MetL|Ct

* ADC MH|AE A88H= AEZ|X| EUAM AFRSHE /var/local/ CIEIE 2| 20| 92%0f TESHH, C|2IE{2]
80| 87%7t E WNHX| ST wE= A HIAIXIE A =+ Q= A2 E HAIELICH CHE 20| Cigh S3
S20|E E2 s WX| fSLICH AL Eeojo HAY £ Sl= 2 NRLY(Available Audit Relays)

A 2Ho| 2Lt

@ ADC MHIAE HISdts AERIX LEJt Q= R, AE2X| === ZAFHAIXIE 22
/var/local/log/localaudit.log DOf| XZetL|CE.

* Storage NodeO|M At8%t= /var/local/ CIHE 2T} 85% XM s .LLE= S3 2210|¢E X2 "503
Service Unavailable’ 2 7{£5}7| A|ZtEILICE

Ctsat 2

ro
08k

ROl EH = Qs ZHA HIAIX| FIt O AHE 5= ASFLICH

* ADC MH|A7} Q= BE| e E s AKX 29| ST A|AHIS == F oty CH2EH LHHX| ==0f 2
A7 2l = ASLIC
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* AAO| 2Ab S XTSI X4HOl USE.
0|R2 ADC AE2IX]| =S| B710] IS K= YLALICE Ol
Scholn §) U2l HAIXIS M H2lehH =, 0]2

* The /var/local/ ZAt HA|X|2t= F2t5t
AI-2|-0| I:IHLH0|.|:|:| 5|.||:|- e AHE_I,__ l:II-A|. |A|I| _J'k_ |
QI8 CHE 20| HA[X| 2| X|HO| et o~ Nlﬁl-lEf
CHE ZAF 7 23 8 ZHAF HIAX| CHY |2 (AMQS) 22

ZAFHIAIX] 7| 27| HetE Al7E Zato]| 2t BLEHAY = JES, AEZ|X| L E 7 E= 22| LE Fo| HAIX|
27t EF X120l ==SHH Large audit queue 211 %! 7|ZE AMQS 20| E2|HElL|Ct.

T2 ZhA CH7I% ZT S 7|E AMQS 20| SASSHH B A AR 2612 HQISHIAIR, 412 ST 27}
I otZto A7

o = [El oy I B
UCHH F 0 81 LE2 A[ZHO| X|Eof| w2t SHE X 22 [ AT E LTt

%*E.:.*OI X&ED MZEIF Z0HK|H 7 37| AIEE SHQISHYA|R. X7t H A2t EE= A 2 RES]
AR S617 A|ARIS ZEAL B82S XU S 7H5H0| Z&LICH S2I0|AUE M7| Gl Z210[AHE ¢{7|o]

ot 7:.)\} +>EZ R EE BOE “4743}04 ZE0|HE Y £ E E0|7Lt 7| 2R = AAHIAX| =5 Z0[MA|L.

"2 | 3 QIT syslog AMH T4"S HESHIAIL.

S5 HAIX|

StorageGRID A|ARI2 HEQ(T s L E Zoff 2 A| Bl FH2 WAIS FL|CH W2t ZAH 2130

HIAIXIZF 2 &~ JASLICH

StorageGRID #2| .= HHZ0|A ZHAF 21 mHlof] M| ASHL|Ct

AL 37 200= 29 audit. log DhED} f=El ZAF 23 DrA0| TR0 SLICEH
~
=1

H
Admin Node2| HHZEO0|A ZAL 23 THUoff =

The audit.log ItYS 22| LE/2H L E = 22| LE 9 2|8 syslog A{H*0f| CH3H StorageGRIDE T4 5HX|
o™ H[O| UELICH XtA[et LHE2 "2 2| *15”"0 EZSHYA

A ZFst7| ol
* "EE MM A HEHO|(FF) U}SLICE
* 8= Passwords. txt IFH0| QUO{OF ShL|Ct.
© 22| =29 IP FAE 2OOf BfLICt.
CHA|
1. 22| X} =0 2aQlskL|Ct.
a. [t2 BYES YHEYLICE ssh admin@primary Admin Node IP
b. Passwords.txt TtO0f| Lo} Q= HIUHS E Ut AIL.
c. RE HotoZ M H OIS BHE YHSMAIR. su -

d. Passwords.txt IFLN LI} U= HHHS E HSHMAIL.
ZEEAHOE BEOQISIH TETEJ $ A # 2 HAEIL|CE

2. ZtAb 20 IHU0| QU= CIAER| 2 0| SSHAIL.
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cd /var/local/audit/export/

3. Hof mat #Af = MTE ZA 20 IUS = 5+ ASLICH

StorageGRID2| ZtAI 21 It +=2t0f| CHaH oA L

StorageGRID7t 22| L E/2Z L& E= 22| = 8l Q| syslog MH*E LM E AL ZAL
EIMUS A2 LE9| /var/local/audit/export/ CIHEZ[0| HEEL|CE 24 ZHAL
21 O0tYo| 0|2 “audit.log’ & LILC.

MEiMOZ ZtA 29| LY S HEFSIH 2| syslog MHZ ZAL HEE 2 = ASLICH 2%

() syslog M7t PHE AL0IE ZtAb 7120 22 2O A% 44 3 MFELICE "2 o AR 2 9
syslog MH F4"S HESHIAL.

OHY o HM =M qudit. log IFUO| MZEE D A audit.log IFUO| MMEIL|CE HEHE OOl 0|22 ME
EHME LIEIHH A2 yyyy-mm-dd. txt > YLICH. SHRO| & 74 Oo|Ate| ZIAt 217t MMEE= 22, oY
O|E2 mo| MEE= &m Fof|f =XE 20 HAO| “yyyy-mm-dd. txt.n 7t EHLULCH. OE &0,

*2018-04-15.txt 2 2018-04-15.txt.1 = 2018 42 1520 MM Gl XZEl A Hujje & H| 21
oA AL|CE,

SIE7F XLHH MEE o2 LT el EWME RX|Sts yyyy-mm-dd. txt.gz @A O 2 0|F0| HZAEL|CE
AlZHo| XI'Eol| m2f ZhAt 230 SEHE 22| L= K& S7t0] AZEL|CH AT EE ZAF 20 S7HAIEEE

DLEHZESID Heo w2t 23 TS MASHH /var/local/audit/export/ CIEEZ|Ql 37+ StHBIL|CH
A EO= HE EWME 7|FC = AN|ELICH 7HE @EfEl EORE AN ELICH ASZES &2 CHE THU0| A

gtolgh 4= QELICE /var/local/log/manage-audit.log

O] oflAl= Sl &M audit.log IHY, MY M (2018-04-15. txt), 12|10 Mdo| @f = ol (2018-04-

14.txt.gz)2 E0FLICL.

audit.log
2018-04-15.txt
2018-04-14.txt.gz

ZAF 20 I A

Al
StorageGRIDS| ZiAF 270 Mt HAl0f| CHal LOotEAMAIL
DA 2O M2 B 22| L2 #E = JUSH JNE ZAL HAX| 2SS ZeetL|Ct.

2t ZAH HIAIX| 0= CFS LE0] &0 ASLIC

* 1SO 8601 YAICZ ZEAl T A|X|(ATIM)

NW

E2|Hst O|HIES| ¥H™ MAA|(UTC) Foll S80| ZL|C}.
YYYY-MM-DDTHH:MM: SS. UUUUUU, 7| M "UUUUUU = 00|22 X QIL|C},
o ZAFHIAX] XM = CHESE |0 10 "AUDT Q2 A|&FgfLCt,

CHS OlAl= ZAF 23 ohdol| 7| Z & Ml il ZAF HIAIXIE EHFELICHIISES 2o & BHES F71UELIL. 0f
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2019-08-07T18:43:30.247711

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64) :1565149504991681] [TIME (UI64) :73520] [SAT
P(IPAD) :"10.224.2.255"] [S3AI (CSTR) :"17530064241597054718"]

[SACC (CSTR) : "s3tenant"] [S3AK(CSTR) : "SGKH9100SCKkNB8M3MTWNt —
PhoTDwB9JOk7PtyLkQmA=="1] [SUSR (CSTR) : "urn:sgws:identity::175300642415970547
18:root"]

[SBATI (CSTR) :"17530064241597054718"] [SBAC (CSTR) :"s3tenant"] [S3BK (CSTR) : "buc
ketl"] [AVER (UI32) :10] [ATIM(UIG64) :1565203410247711]

[ATYP (FC32) : SPUT] [ANID(UI32) :12454421] [AMID(FC32) : S3RQ] [ATID(UI64) :7074142
1424726110857 ]

2019-08-07T18:43:30.783597

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64) :1565149504991696] [TIME (UI64) :120713] [SA
IP(IPAD) :"10.224.2.255"] [S3AI (CSTR) :"17530064241597054718"]

[SACC (CSTR) : "s3tenant"] [S3AK (CSTR) : "SGKH9100SCkNB8M3MTWNt -
PhoTDwB9JOk7PtyLkQmA=="] [SUSR (CSTR) : "urn:sgws:identity::175300642415970547
18:root"]

[SBAI (CSTR) :"17530064241597054718"] [SBAC (CSTR) :"s3tenant"] [S3BK(CSTR) : "buc
ketl"] [S3KY (CSTR) :"fh-small-0"]

[CBID(UI64) :0x779557A069B2C037] [UUID(CSTR) :"94BA6949-38E1-4B0C-BC80-
EB44FBAFCCT7F"] [CSIZ (UI64) :1024] [AVER(UI32) :10]

[ATIM(UIG64) :1565203410783597] [ATYP (FC32) :SPUT] [ANID(UI32) :12454421] [AMID(F
C32) : S3RQ] [ATID(UI64) :8439606722108456022]]

2019-08-07T18:43:30.784558

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64) :1565149504991693] [TIME (UI64):121666] [SA
IP(IPAD) :"10.224.2.255"] [S3AI (CSTR) :"17530064241597054718"]

[SACC (CSTR) :"s3tenant"] [S3AK(CSTR) : "SGKH9100SCKNB8M3MTWNt —
PhoTDwB9JOkKk7PtyLkQmA=="] [SUSR (CSTR) : "urn:sgws:identity::175300642415970547
18:root"]

[SBATI (CSTR) :"17530064241597054718"] [SBAC (CSTR) :"s3tenant"] [S3BK (CSTR) : "buc
ketl1"] [S3KY (CSTR) :"fh-small-2000"]

[CBID(UI64) :0x180CBD8E678EED17] [UUID(CSTR) :"19CE06D0-D2CF-4B03-9C38~-
E578D66F7ADD"] [CSIZ (UI64) :1024] [AVER(UI32) :10]

[ATIM (UI64) :1565203410784558] [ATYP(FC32) : SPUT] [ANID(UI32) :12454421] [AMID (F
C32) : S3RQ] [ATID(UI64) :13489590586043706682] ]

oN

AP 23 TR0 ZAF HAXK|= 7|2 HARZE= 7Lt ol M5t7 |7t & X| B&LILt. "audit-explain =7"S AESHH
fAF 29[ ZEAF T ALK|Off CHEE ZHEfet R9FS 7 AFLIC "audit-sum =78 AFESIH 7|EE M7, 817] &
PRI 2ol a=of ZF ZHHofl 2 F AlZ pe

oN

1>

audit-explain =7 Z AI235l0{ StorageGRID ZtAI HIA|X| S SHAMSHA A

0| audit-explain E7E AFESIH ZAF 22| ZAL HIAIXIE 17| 42 HACE Hetgt
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USLILCE.
A ZFSE7| ol
* "EE MM A HEHO|(TF) USLICE
* i Passwords. txt IFAO0| QL0{OF BL|CY,

.

c 7|2 22| LE9| IP FAE Y0toF L

[

e 5=

X
x|
2 22| LE0M AH8E = = audit-explain E7te ZAF 29 ZHAL BA|X|of CHEH ZHakot @oks
st C}
od -

1 =
1 d o [ =
(D) SASIREUCE audit-cxplain #2IS H2ISHE Sot A3t CPU 450 2428 4 o
StorageGRID 20l ggr2 O/& + JUSLICL

0| Of|Al= 3T “audit-explain"=712| Yutxol =& ANE HHFLIC 0| 4| 72| "SPUT"ZAL HIA|X|= A ID7t
924847776803226278702! S3 HIAE 7} S3 PUT QA2 AHESHH "bucket1"0|2t= HZIS MM ST HZIO| A
He| HHE FIIMS w MM USLICE

SPUT S3 PUT bucket bucketl account:92484777680322627870 usec:124673
SPUT S3 PUT object bucketl/partl.txt tenant:92484777680322627870
cbid:9DCB157394F99FES5 usec:101485

SPUT S3 PUT object bucketl/part2.txt tenant:92484777680322627870
cbid:3CFBBO7AB3D32CA9 usec:102804

SPUT S3 PUT object bucketl/part3.txt tenant:92484777680322627870
cbid:5373D73831ECC743 usec:93874

olr

Ol audit-explain EFE= CIS8 €2 7|2 a8Y &+ ASLICHL

© YUF = ARE A 205 MaHLICH ol E ST St 2L
audit-explain audit.log
audit-explain 2019-08-12.txt.gz

* O] OUS SAI0f M2|LICt. o E S LSt ZELIT
audit-explain audit.log 2019-08-12.txt.gz 2019-08-13.txt.gz
audit-explain /var/local/audit/export/*

* MO|ZE Sl YHS U0t grep HHO|LH THE YHS AFESI0 LHS LEZSIL HX2[ 4= ASFLICE oIS

m
0

grep SPUT audit.log | audit-explain

grep bucket-name audit.log | audit-explain
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7.:.**} E0= 37|71 0§ 21 2MH= O A|ZH0] @2 2E £ JOOE HA| I CHAl elsi = 222 HETE
e 20| CHal “audit- explaln E MAlsHH A|ZtS Hekst 4 JEL|Ct

‘help (-h) > HHZ ALESIH AME 7ts

O audit-explain == O[S Sof 2= TUS UHLKX| SSLICH &= IES X2|otHH
THE QU2 MY 0|ES MSHALE, zcat =75 AFESIH HA U9 2f=S K|S

= FNERTE
() soosmzsL

zcat audit.log.gz | audit-explain
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$ audit-explain -h

2.

LICl ssh admin@primary Admin Node IP

o
il
ol
oR

I
M
fujo

o)
il

b. Passwords.txt IOf| LIQt Q= HILUHSE QSN L.
C. 2E HotO = Melstz{™ L HHS UHSIMAIR. s

o

d. Passwords.txt IFL LI} U= HHHS E HSHMAIL.

ZE A|MOoZ 29018t o

]

TEJ$O0N # 2 HAELICE

OIS HAE LS AI2. 67| M “/var/local/audit/export/audit.log’ = 262 = IHUQ| 0|21t 2K E
LIEFEHLICE.

$ audit-explain /var/local/audit/export/audit.log

0| audit-explain E7 = XFE MY = TU S0 A= ZE HAIXIOf CHEE AFZHO| 812 = A diME
E={gL|Ct
@ £ Z0|E E0|1 71548 =0|7| ?ld 7[2XO= EtJUAMIT = HA|E|X| 4&LICH EfLARMIE
EE1':'4 timestamp (-t) 82 A2SIMAIR

audit-sum =1 AFE235}0] StorageGRID ZAF HIA|X| S QokstAAILR

0| audit-sum =TS AFESIH M 7|, 97|, 3| 3 AK| ZAF HIAIX] =5 A L5 2t 2 Y
FEE AL, 2o 3 B AZKEE 7)) =elg = JASLIC

AlZHsE7| o

o
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O] lAl= S audit-sum =72 LEtHQl =2 ZntE EHFLICL 0| oA Z2EE AU 2QF AlZHS
B ELICH
message group count min (sec) max (sec)
average (sec)
IDEL 274
SDEL 213371 0.004 20.934
0.352
SGET 201906 0.010 1740.290
1.132
SHEA 22716 0.005 2.349
0.272
SPUT 1771398 0.011 1770.563
0.487
O audit-sum E7& ZAL 2T0M CFHS S3 & ILM ZAF HIAIX|Q] £=9F A[ZHS HISEfLICE
A 7150l O Ol & A X o4l =[H ®F 5L & L2
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t2EE=
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2t A45tH 0| StorageGRID 22| A0 CH
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0| audit-sum =7 =
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AEtgt o 238 7|2 8L C.
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ol 7|SgL|Ct.

HASEALE 24 H|
EMMEE 200

ARSIAAIQ
"IDEL: ILM A|ZF AbF|"

"SDEL: S3 DELETE"

"SGET: S3 GET"

"SHEA: S3 HEAD"

"SPUT: S3 PUT"

SHUAIR. o E

207


https://docs.netapp.com/us-en/storagegrid-118/audit/using-audit-sum-tool.html
https://docs.netapp.com/us-en/storagegrid-118/audit/using-audit-sum-tool.html
https://docs.netapp.com/us-en/storagegrid-118/audit/using-audit-sum-tool.html
https://docs.netapp.com/us-en/storagegrid-118/audit/using-audit-sum-tool.html
https://docs.netapp.com/us-en/storagegrid-118/audit/using-audit-sum-tool.html
https://docs.netapp.com/us-en/storagegrid-118/audit/using-audit-sum-tool.html
https://docs.netapp.com/us-en/storagegrid-118/audit/using-audit-sum-tool.html
https://docs.netapp.com/us-en/storagegrid-118/audit/using-audit-sum-tool.html
https://docs.netapp.com/us-en/storagegrid-118/audit/using-audit-sum-tool.html

© Qb = E AN 2OE MeLILh ol E S LS 2Lt
audit-sum audit.log
audit-sum 2019-08-12.txt.gz

* o3| S SA0 Mgl ol E ST S0t 25Ut
audit-sum audit.log 2019-08-12.txt.gz 2019-08-13.txt.gz

audit-sum /var/local/audit/export/*

* OfO|ZE Sl YHS 20f grep HHO|LL CHE YHE AESHO YHS St HNEH = ASLILE A

grep WGET audit.log | audit-sum
grep bucketl audit.log | audit-sum

grep SPUT audit.log | grep bucketl | audit-sum

0| EPE OIXE S 1% IS AWK ghaLch. o IAS A2(steid] BEE o= Tt
0|8 HBALE, zcat E7E ABOI0] BIX| T} Q=S SHHISHIAIR. OIS SH L2t
DFAL_“:I-

audit-sum audit.log.gz

zcat audit.log.gz | audit-sum

TS SHS AFZEI0] 3 XD K| XA T2 QOBIILE M 0|2, 7|7t EE Thal SEEE HAIX 292
DS 4 UBLICL JIHOR Qo A4, Ao U W X AIZto] BAISIKID, ‘size (-s) S48 A8l
2| 3718 CfAl SoIEt £ LIt

o
il
olo
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i
M
fujo

)
it

2LICt: ssh admin@primary Admin Node IP

b. Passwords.txt IIYOf| LI} Qe HILHS E QUBTIUAIL.

FEAMCORE ZOQISIH ZETET § oA # 2 HAELICEH

2. X701, 917, sl X APH| 2 nt 2 El ZE HAXIE 245 H O S HAIE TEYA L.
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a. Ct2 HHOE YA AL, o{7| M “/var/local/audit/export/audit.log’ = £2435l2{= OtAUo| 0|21t 9|X|2
LIEHHL|CE,

$ audit-sum /var/local/audit/export/audit.log

Ol A= 3l audit-sum =72 LHHQI = S HOFLICE 0| A= Z2EE X0l 22 &
AlZtE EHELICH

message group count min (sec) max (sec)
average (sec)

IDEL 274

SDEL 213371 0.004 20.934
0.352

SGET 201906 0.010 1740.290
1.132

SHEA 22716 0.005 2.349
0.272

SPUT 1771398 0.011 1770.563
0.487

0| Ofl A0l A SGET(S3 GET) 22 W+ 1.13%X2 7I& =2|X|2H SGET ¥ SPUT(S3 PUT) & 2=
%|oto| AR 2F 1,770X2H= 71 A|ZHS HILICH

AM ZH S HAISHAH grep B S AFE5I0 SGET HIAIX|ZH MEHSH D 21 3 FH((-1
)2 F75t0] 2| F2E ZESHHAIL.

grep SGET audit.log audit-sum -1

Zujoll= (AN £

E= Ao B2 2ot A28 2 023t
AL ZOE grept = U

Jm

H x|t 2 E CHE O AX|of| CHok
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3. J2[=0f +FHEAL 22| =0 HME= K 27|15

210

Total:

Slowest:
Average:
Fastest:

Slowest

time (usec)

201906
1740.290 sec
1.132 sec
0.010 sec

operations:

operations

source 1ip

1740289662

10.96.101.

125

backup/r9010aQ8JB-1566861764-4519.is0

1624414429

10.96.101.

125

backup/r9010aQ8JB-1566861764-6618.1is0

1533143793

10.96.101.

125

backup/r9010aQ8JB-1566861764-4518.1is0

bucket3/dat

bucket3/dat.

bucket5/dat.

bucket5/dat.

bucket3/dat.

bucket3/dat.

bucket3/dat.

+
Of Al EH0M =
CHE K|S0l HIsH

70839
.1566861764-6619
68487
1566861764-6615
67798
1566861764-6617
67027
1566861764-4517
60922
1566861764-4520
35588
1566861764-6616
23897
1566861764-4516

audit-sum -s audit.log

10.96.101.

10.96.101.

10.96.101.

10.96.101.

10.96.101.

10.96.101.

10.96.101.

125

125

125

125

125

125

125

ol

=

object

object

object

object

object

object

object

object

St 371 &

A

—

5663711385
5375001556
5183661466
28338
27890
27671
27230
26118
11311

10692

= AESHHIR((-5):



message group count min (MB) max (MB)
average (MB)

IDEL 274 0.004 5000.000
1654.502

SDEL 213371 0.000 10.504
1.695

SGET 201906 0.000 5000.000
14.920

SHEA 22716 0.001 10.504
2.967

SPUT 1771398 0.000 5000.000
2.495

O| GlAlOA SPUTS| W& 4| 3 7|= 2.5MB O|2H0|X|2F SGETQ W 3 7|= &M O EL|Ct. SPUT H|A|X|
27} SGET HIAIX| £=ECt &M Sirt= 712 tHREE9| M7t AME|X| Qt=Che Z4S LIEFALICE,

4. O P K7t “RE=X] 2olst{H LS HAIS M K.

g ZA 200 HES st AIZHE OFS 84 (-gt)S AHEe = AlZH ZHH(0ll: 15M, 1H, 108)2
HEAAIR.

ot
N

grep SGET audit.log | audit-sum -gt 1H
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message group count min (sec) max (sec)

average (sec)

2019-09-05T00 7591 0.010 1481.867
1.254

2019-09-05T01 4173 0.011 1740.290
1.115

2019-09-05T02 20142 0.011 1274.961
1.562

2019-09-05T03 57591 0.010 1383.867
1.254

2019-09-05T04 124171 0.013 1740.290
1.405

2019-09-05T05 420182 0.021 1274.511
1.562

2019-09-05T06 1220371 0.015 6274.961
5.562

2019-09-05T07 527142 0.011 1974.228
2.002

2019-09-05T08 384173 0.012 1740.290
1.105

2019-09-05T09 27591 0.010 1481.867
1.354

O] 21t= S3 GET Ecf{Z0| 27 6AI0|M 7A| AfO|0f] SE S S EHFLICE 2|t & H 2| AlZH 25 0]

AlZtcHofl #E3] 2UACH, 7F U7t St wet MEHo = SIISHA| EAELICE of2{et X[ =
HESRZ 8 L= 12|22 R¥F M| sl 2XI7t L5 87 Xat7 Lo{tSS AIAFLIC

b. OR| DHAIZH Ot 27|29 K7t AMEA=X] 2telstaiH ol 27| FM (-5’2 FIISHAR.

grep SGET audit.log | audit-sum -gt 1H -s
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message group count min (B) max (B)
average (B)

2019-09-05T00 7591 0.040 1481.867
1.976

2019-09-05T01 4173 0.043 1740.290
2.062

2019-09-05T02 20142 0.083 1274.961
2.303

2019-09-05T03 57591 0.912 1383.867
1.182

2019-09-05T04 124171 0.730 1740.290
1.528

2019-09-05T05 420182 0.875 4274.511
2.398

2019-09-05T06 1220371 0.691 5663711385.961
51.328

2019-09-05T07 527142 0.130 1974.228
2.147

2019-09-05T08 384173 0.625 1740.290
1.878

2019-09-05T09 27591 0.689 1481.867
1.354

ol2{et ZAut= MA| M E=fmio] Z|CHX|of HUS o 0 2 2| AMO| R Xt YHMZS LIEFHLICE.
c. O XtM8t LIRS E2{H "audit-explain T 7"S AFREI0] SHEH A|ZH S0t0] IE SGET &S AESHIAIL.
grep 2019-09-05T06 audit.log | grep SGET | audit-explain | less

grep o

o 24 2Vt 02| 2 AR O|YEE BR, less BHE F/I510 At 2O A9 LHES o
H| o[ X| (et =t

YA EASIAIAIL.
S. HZlof| Ciet SPUT 40| ZA[ofl CHSE SPUT =i ECH = 2IX| holsta{™:
a. WX A 5! 2! 2ol CHS HIAIXIE HEE J835HE -go M2 AFSHMAIR.

grep SPUT sample.log | audit-sum -go
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message group count

average (sec)

SPUT.bucket 1
0.125

SPUT.object 12
0.236

Zatof| =™ M3 cie SPUT
b. SPUT

3 4TIt IhE LB H3I

grep SPUT audit.log | audit-sum -gb

A2 AHof et SPUT i at

min (sec) max (sec)

0.125 0.125

0.025 1.019
s £4d0| CHELICL

2folste{H HIAX[E HAE R OAFS6Hs ~gb &S MESHIAIL.

message group count min (sec) max (sec)
average (sec)

SPUT.cho-non-versioning 71943 0.046 1770.563
1.571

SPUT.cho-versioning 54277 0.047 1736.633
1.415

SPUT.cho-west-region 80615 0.040 55.557
1.329

SPUT.1dt002 1564563 0.011 51.569
0.361

C. SPUT x| 27[7t 7t& 2 HZS 2stH —gb I -s FHE ZF AESHAIR

grep SPUT audit.log | audit-sum -gb -s



message group count min (B) max (B)

average (B)

SPUT.cho-non-versioning 71943 2.097 5000.000
21.672

SPUT.cho-versioning 54277 2.097 5000.000
21.120

SPUT.cho-west-region 80615 2.097 800.000
14.433

SPUT.1dt002 1564563 0.000 999.972
0.352

${post_edited_translations.segment}

StorageGRID ZAt HIA|X[2] FLZ0f| CHSH YOt M|

StorageGRID A|AE! LHO| A W 8tE|= ZEAL H|A[X|0f| = 2 E HAIX|0f SSXQ BEE HEQ}

|
BHE= OME E= g5 H%5k= EF UE0| ZeELICt.

"audit-explain” % "audit-sum" EFO0IAN H2sH= Qo MEII SEIK| %2 AL, 0| MM £xsto] BE ZHA}
Gl A K| 2] QEHEOl HAIS O[SHBHIAIS.

CHE2 ZA 23 Dol LIEHE &= QU= ZEAF HIAIXIS] of LTt

2014-07-17T03:50:47.484627

[AUDT: [RSLT (FC32) : VRGN] [AVER (UI32) :10] [ATIM(UI64) :1405569047484627] [ATYP (F
C32) :SYSU] [ANID(UI32) :11627225] [AMID (FC32) :ARNI] [ATID(UI64) :94457363265006
03516711

2t ZAHHIAIRIOlE 24 2 R0 ZHEI0F SIELICL A EXBE S (1 1)2 01 Rio0t, Extge
2t

[
2t 44 QA0S 2

* Zz otof [ ]

© ZAHIAIXIE LiEHH = 2X1E "AUDT & AIZFELCE
© P2 IS (R EL SH) glo| AF =

* EHHE 2XE ZEE \n

2t @0l 44 A=, HloJE K Y go| EatEH, 0|52 T+ WAIOE gLt

[ATTR (type) :value] [ATTR (type) :value] ...
[ATTR (type) :value] \n
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HAIX|O Zetel £ 249 = HAIXKIS OJHE Fof et THELICH £ 4= §F =M2 UHEE(X]
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grELt.

* ATTR'E E1k[= % LtEfL= Ul Zt2| REQLICE 2= ZAFHAIX|0| S22 LIEHLE 85 1
O Eof 2t '—fEH—h_ £4E ASLIC

* type £ HIOIE R vures4, rFc32 Sutb 20| gt Z2I2Y HOH FYS LIEtUHE Ul X2
AEXFLICE. 30 ()

|'|0 0
1=}
fot
H
I
[>
r
Iu]

value &= £49| |'|
ool R& CSTRC| 2t 2 E(" "2 SYULICH.
StorageGRID ZrAl HA|X| 2| Ci|O|E R

A HAIXO B2E MESH= Hlofl= Ciet HlolE RAO0[ AFEELICt.

2, gutdoz X} £= HAE ZRULICH U2 & 22 () 7o SLCL
=1
—

£4 My
ui32 23 gle 71 4(32H|E); 02 E 4,294,967,2957HX|2| =XAtE XMEE £ ASLICt
ule4 B3 ¢l= double® M4 (64H|E)0|H, 05E{ 18,446,744,073,709,551,6157HX|2| =Xt
KA+ JASLICH
FC32 4Xt2| A4 "ABCD."2t 22 4712 ASCIl 2Xt2 EoE|= 32H|E 25 gl= M ZLICH
IPAD IP =401 AHEILICE.
CSTR 7HH ZO| UTF-8 22Xt HE ULICH EXt= T2 &l0)| W2 O| AAH|O| & K2|g 4~ JA&LIC
* g&eiAle= WL
© & HFE2 \riLict
« 2 \"L|Ct

* EHEM )2 \nQLIL]

T S7t=(\HH g4, 7| HH= s 2XHE LIEH = 16Tl 2hH 2

StorageGRID ZHA} HIA|X[2] O|HIEE H|O|E

AP 29| 2 ZAF HA[X]= A|AE] O|HIELQ; 2tEH El £ O|0|E S 7| SRILCE.
Ol AIX| XHHIS At AJZH [AUDT: ZIE|O|L] CHROI= ZHAF HIAIXIO] HE OJHIE i Kelof chet HEE
MBSt 44 HE0| LIELIC Of2(et 542 C18 olofH 2 EAELIC
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2018-12-05T08:24:45.921845 [AUDT: \[RSLT\ (FC32\) :SUCS\]

\ [TIME\ (UI64\) :11454\]1\[SAIP\ (IPAD\):"10.224.0.100"\]\[S3AI\ (CSTR\) :"60025
621595611246499"\]

\ [SACC\ (CSTR\) : "account"\]\ [S3AK\ (CSTR\) : "SGKH4_Nc8SOlH6w3wOnCOFCGgk _E6dY
zK1lumRsKJA=="\]

\ [SUSR\ (CSTR\) : "urn:sgws:identity: :60025621595611246499:root"\]

\ [SBAI\ (CSTR\) :"60025621595611246499"\]1\ [SBAC\ (CSTR\) : "account"\]\ [S3BK\ (C
STR\) : "bucket"\]

\ [S3KY\ (CSTR\) : "object"\]\ [CBID\ (UI64\) : 0xCC128B9B9E428347\]

\ [UUID\ (CSTR\) : "B975D2CE-E4DA-4D14-8A23-
1CB4B83F2CD8"\]\[CSIZ\ (UI64\) :30720\] [AVER (UI32) :10]

\ [ATIM(UI64) :1543998285921845]\ [ATYP\ (FC32\) : SHEA\] [ANID (UI32):12281045] [A
MID (FC32) : S3RQ]

\ [ATID(UI64) :15552417629170647261]]

"ATYPS 224 (OAMAN RE HA|) = HAXIE M85t ofHIEE AESILICE. O] G|Al HAIX|of=
xref:{relative path}shea-s3-head.html["SHEA"] HA|X] ZE

([ATYP (FC32) : SHEA]) 7t ESE|0] JACMH, Ol s3 HEAD 20| HZXHOE AREOf
MHE[}SS LIEPHLICE.

StorageGRID ZIAF HA[X[2] 3& @4

HE HAMHAXO=E S8 22471 ZEE0 ASLIC.

= /Y MY

AMID FC32 2= ID: HAIXIE Mot D& 4X12] AEXIQULICE 0= ZHAF HIA|X| 7t
MHYE TE MOIHEE LIEFHLICE

ANID uI32 L= ID: HIAX|E dMe M| A0 22 J2|E == IDYLICE 2t
MH|A0|= StorageGRID A|AE! 1A Gl M| A| DR AlHX}I} ShehElL|C}
O] IDE HEY & l&LICH

ASES ule4 ZHAE M| AIEX}: O] HEOME Of 2471 MH[A A[ZF = ZEAF A|AEIO]

E7|eHEl AMZES LIEFISLICE O] AlZh 22 28 AH| ol 2319701 1
1& 00:00:00 UTC) O|= 00|22 Tl 2 HFE[JUSLICE

HD: 0| 4= [ O] MEE[X] 52H ZAF HAIX|0f E O] & HEA|E[X]
oFAL|ICE

(=]
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o
ac 2y oy

ASQN Ule4 NAA F12E: 0| 2| A0 E 0] 7H2E{7} 2= = E(ANID)OIA
MME ZF ZEAL OIA|X[OE B2 MH| AT CEA] A|ZHE 0f 022
MAEHE|ASLICE.

LS —

A: 0| @4 Cf 014 ALSEIX| QOB ZEAF HIAIXIO Tf 0|4 HAIEX]
U
ATID ute4 £ D: B OJHIE0] ool E2171E HAIX| ERoIM BREIE

Al

A

ATIM Ule4 EFQUAEHIT: ZEAL H|A|X| 2 EHAA|Z] O|HIET} MAMEl A2t 2 2F K|
AIZH Al (19704 12 12 00:00:00 UTC) O|% OI0|AZ X CHQ|2
EZ™EILICEH EtJUARMT S SHX| it 9l A|ZtOE Hets= R 22 ==
UZ|XE J7|ZC = oiCh= Ho| RolSHMAIL.
7|2 E EIUARMT = HhZ2l or = A0l LS 4+ JAESLICH audit.log
oA o ZEAL HIAIX| A|ZF 2 E0]| LIEILE= AFEHO| 912 2 U= AlIZE=2 1SO
8601 AAI9 ATIM £ UL|CEH Mt AIZE2 " YYYY-
MMDDTHH:MM:SS.UUUUUU 2 BA|E|H, T = W AlZH 27 A|ZfS
LIEILH = 2|EE 22Xt 2XHILICE "YUUUUUU = 00|32 X QUL Ct,

ATYP FC32 O[HIE R 7|5E&|= O|HIEES AlEot= Wl Xt2] EXtLICE O] AEX=
HAIXIS| "HO[ZE" WE, & k= £42 ZEYLICHL
AVER ui32 K ZEAL TIA|X| 2 T ILICE StorageGRID AILEQ|0{7} L gtol| w2t

A1H|*°I M HEOfl= 7**? B30 22 7|50] Z&HE & AFLIC. Of
ZEE St AMS AH| A= O H{HO| MH[20|A Zdst HIAXIE M2
UAEE 519 22tdS %II°* T+ ALt

+ iz

RSLT FC32 3} O[HIE, mENA

A CcC
= _
ZL, AR 42 T

= EEO] AMIL|CEH HA|X|Qt 20| §l=
SN %E—. SUCS 2l NONEO| AFZEL|Ct.

StorageGRID ZAF HIA| X[ &4 51 o

XAIBE RS 28 20 HIAIKIOIA] B101%t 4 QIALICE BE 24 HAITIE SUs 84S
ARSI}
CI22 audit.log OHUOf| LIEHE 5= Q= ZHAF HIA XS] Of| LT,
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AL HIAIXIOl= 7I1=E O|HIEO| CHEE HEQF ZHAF HIAIX| XtAoff TSt Y27 Zote|of UELICE

2014-07-17T21:17:58.959669

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :246979] [S3AI (CSTR) : "bco4d4d
381la87docc2l6adcd963fb6f95dd25a38aa2¢cb8c9a358e8c5087a6af5£f"] [
S3AK (CSTR) : "UJXDKKQOXB7YARDS71Q2"] [S3BK (CSTR) :"s3smalll"] [S3K
Y (CSTR) :"hellol"] [CBID(UI64) :0x50C4F7AC2BC8EDF7] [CSIZ (UI64) :0
] [AVER(UI32) :10] [ATIM(UIb64) :1405631878959669] [ATYP (FC32) : SPUT
] [ANID(UI32):12872812] [AMID (FC32) :S3RQ] [ATID(UI64) :1579224144
102530435]1]

AL HIAIXIO 7|2 &l O|HIEES 2telsta{H ATYP £8(0r2 Z2Z HAIE)SE A 2.

2014-07-17T21:17:58.959669

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :246979] [S3AI (CSTR) :"bc644d
381a87d6cc21l6adcd963fb6f95dd25a38aa2¢chb8c9a358e8c5087a6af5f"] [
S3AK (CSTR) : "UJXDKKQOXB7YARDS71Q2"] [S3BK (CSTR) :"s3smalll"] [S3K
Y (CSTR) : "hellol"] [CBID(UI64) : 0x50C4F7AC2BC8EDFE7] [CSIZ (UIG4) :0
] [AVER(UI32) :10] [ATIM(UI64) :1405631878959669] [ATYP (FC32) :SP
UT] [ANID(UI32):12872812] [AMID(FC32) :S3RQ] [ATID(UI64) :1579224
1441025304357 ]

ATYP &4 2f2 SPUTYILICE "SPUT"0l= S3 PUT EAMM S LIEHLHH, HZIO| ZK|7t +EE= - S

7|

Ct

Fgct.
2 YAHOIAXIOll= 21| 7t AAE HIAE FAELICH
2014-07-17T21:17:58.959669

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :246979] [S3ATI (CSTR) :"bco44d
381la87docc2l6adcd963fb6f95dd25a38aa2cb8c9a358e8c5087a6af5£f"] [

S3AK (CSTR) : "UJXDKKQOXB7YARDS71Q2"] [S3BK\ (CSTR\) : "s3smalll"] [S3

Y (CSTR) : "hellol"] [CBID(UI64) : 0x50C4F7AC2BC8EDF7] [CSIZ (UI64) :
0] [AVER(UI32) :10] [ATIM(UI64) :1405631878959669] [ATYP (FC32) : SPU
T] [ANID(UI32) :12872812] [AMID(FC32) : S3RQ] [ATID(UI64) :157922414
41025304357 ]

PUT OHIEZF LMSH A|- S 2teldte{H ZHA HIAIX| AR 220 A= € & |71|*|(UTC) Bt
Of Zt2 ZAL HIAIX] XHAH[2] ATIM £8 2 ALEH0| 12 = A= HEHZ LIEHH LTt
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2014-07-17T21:17:58.959669

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :246979] [S3AI (CSTR) :"bc644d
38la87d6cc2l6adcd963fb6£95dd25a38aa2¢cb8c9a358e8c5087a6af5f"] [
S3AK (CSTR) : "UJXDKKQOXB7YARDS71Q2"] [S3BK(CSTR) : "s3smalll"] [S3K
Y (CSTR) : "hellol"] [CBID(UI64) : 0x50C4F7AC2BC8EDF7] [CSIZ (UI64) :0
] [AVER(UI32) :10] [ATIM\ (UI64\) :1405631878959669] [ATYP (FC32) : SP
UT] [ANID(UI32) :12872812] [AMID(FC32) : S3RQ] [ATID(UI64) :15792241
4410253043511

ATIMZ UNIX O 23 A|% O] ZutEl A[ZHS 00|22 X HHR|= 7S LICt o Aol M sHE 2t
"1405631878959669 2 2014 78 17€ QY 21A| 172 59ZX(UTC)E LIEHLICEL

${post_edited_translations.segment}

LA HIANX = M7t =8, ZM E= AHE o{oich S ELTh ZAF 230A S3 APl 2
LA HIAIXIS &O} of2{st ERHAMES etolgh = QIELCt.

HALHIAX = 2 Z2EZ0| STt AEXE Sof AZELIT.

DZ2ES ac
S3 &Y oA S3BK(HZ!), S3KY(Z|) = & Tt
L2 28 A& CBID(ZiH|2| LHE AlHX})

AL HIAIX|2] EFOIY

J2|= LB ZE9] AZEXO|, M| 27| S HIERIZ X|Fat 22 Q122 QIsf| ofe] M| A0 M HEE= ZA
HIAIX[S] &A= O Mol of|of] EAIEl =Met CHE &+ USLIL.

StorageGRID2| LENE T EGTHMO)| CHSE ZFAF HA|X|

ZAF 230 A S3 API 23 ZAF HIA[X|S &0t 22H0[UE =T EUMMMPS =told
o

CHS H0|= CIolH +& EUMM S0 Y4=l= 2= ZAF HIAXZE LIEE0] AKX ELICH H[O|E] =& ERHAH
Mot o 2t HAIX|ZE Zote|of AELICE

S3 =% ZAHHIAX|

— 0|F =23 =X HEOHIAIR
SPUT S3 PUT S3 PUT GI|O|E| % CBID, S3BK, "SPUT: S3 PUT"
EziHM E}MMo| yE2Ho=z S3KY

HEEASLICH
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2t 0|2 oA eS| A XSHUAIR
ORLM A A& O| ZHAH|of CHSH ILM %40 CBID "ORLM: ZiX| & £="
= =& LICEH

OflAl: 83 2| =T

N

OfzH ZAF HIAIX] A|2| == S3 22I0|HE I AEZ|X| L E(LDR AMH|A)0|| KIS 7
MNEYE= ZA HIAIXIS] o LIt

ot

il

0=

&[0 ZAF 230

1]

O Of|AlGIIA 2t ILM FH0j|= "= A2 270 2ES 71" ILM 7#A[0] |0 QUELICE.

(D ofzll oiiAloll= EAMMM Sof| HdE ZE ZAF HIAXZF LIEE A2 OFEL|Ct S3 &
EHTE(SPUT)t 2t &l HIAIX|ZH LFEE|0] LS LICE

O] oflxl= 3 H{Zl0] ofn| H-d=|of ATt FHFetL|Ct.

SPUT: S3 PUT

Iru

SPUT HAIX|= £ HZ0| KIS MHst7| 2/t S3 PUT EMAM 0| LHE[ASS LIEILHZ| 2ol 4 HEL|Ct.

2017-07-

17T721:17:58.959669 [AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :25771] [SAIP(IPAD) :"10
.96.112.29"] [S3ATI (CSTR) :"70899244468554783528"] [SACC (CSTR) :"test"] [S3AK(CS
TR) : "SGKHyalRU 5cLflgajtaFmxJn9461AWRJIfBF33gA0g=="] [SUSR(CSTR) :"urn:sgws:1i
dentity::70899244468554783528 :root"] [SBAI (CSTR) :"70899244468554783528"] [SB
AC(CSTR) : "test"] [S3BK(CSTR) : "example"] [S3KY (CSTR) :"testobject-0-

3"] [CBID\ (UI64\) :0x8EF52DF8025E63A8] [CSIZ (UI64) :30720] [AVER(UI32) :10] [ATIM
(UI64) :150032627859669] [ATYP\ (FC32\) : SPUT] [ANID(UI32) :12086324] [AMID(FC32)
:S3RQ] [ATID(UI64) :14399932238768197038]]

ORLM: Z{H| 1% 5=

ORLM HIA|X|= ol 4

Mofl THal ILM EMo| SEEIAZSS LIEFRLICE O] HIA[X|0f= Z4A[2| CBID2E HEE ILM
&9 0| 0| ZetE Lt

=HE 4Kl 22 LOCS EEO|= x| f/X|2] LDR = ID2t 2& ID7F ZHE Lt

2019-07-
17T21:18:31.230669[AUDT: [CBID\ (UI64\) : 0x50C4F7AC2BC8EDF7] [RULE (CSTR) : "Make
2 Copies"] [STAT (FC32) :DONE] [CSIZ (UI64) :0] [UUID(CSTR) :"0B344E18-98ED-4F22-
A6C8-A93ED68F8D3F"] [LOCS (CSTR) : "CLDI 12828634 2148730112, CLDI 12745543
2147552014"] [RSLT (FC32) : SUCS] [AVER (UI32) :10] [ATYP\ (FC32\) :ORLM] [ATIM (UI64)
:1563398230669] [ATID(UI64) :15494889725796157557] [ANID (UI32) :13100453] [AMID
(FC32) :BCMS] ]
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AlH| A QEHEES| ZQ LOCS HEO|

rr

AH 2EY Z=OiY DL AH| 2 OF ID7F ZeHELIC

2019-02-23T01:52:54.647537

[AUDT: [CBID(UI64) : 0OxFASABESB5001F7E2] [RULE (CSTR) : "EC_2 plus 1"] [STAT (FC32)
:DONE] [CSIZ (UI64) :10000] [UUID(CSTR) :"E291E456-D11A-4701-8F51-
D2F7CCO9AFECA™] [LOCS (CSTR) : "CLEC 1 A471E45D-A400-47C7-86AC-

12E77F229831"] [RSLT (FC32) : SUCS] [AVER(UI32) :10] [ATIM(UI64) :1550929974537]1\ [
ATYP\ (FC32\) :ORLM\] [ANID(UI32):12355278] [AMID (FC32) : ILMX] [ATID(UI64) :41685
59046473725560] ]

PATH 2E0f= S3 3l 3! 7| FEIF ZeELCt

2019-09-15.txt:2018-01-24T13:52:54.131559

[AUDT: [CBID(UI64) :0x82704DFA4C9674F4] [RULE (CSTR) : "Make 2

Copies"] [STAT (FC32) :DONE] [CSIZ (UI64) :3145729] [UUID(CSTR) :"8C1C9CAC-22BB~-
4880-9115-
CE604F8CE687"][PATH(CSTR):"frisbee_Bucketl/GridDataTestslSl683676324774_1_
1vfod"] [LOCS (CSTR) : "CLDI 12525468, CLDI

12222978"] [RSLT (FC32) : SUCS] [AVER(UI32) :10] [ATIM(UI64) :1568555574559] [ATYP (
FC32) :ORLM] [ANID(UI32) :12525468] [AMID (FC32) :OBDI] [ATID(UI64) :3448338865383
69336]1]

StorageGRID2| RENE AlY| EGHTHMO]| CHSE ZFA HIA|X|

AP 230X S3 API 2t ZAF HA|X|S &0} 24H| Ak ERHRM

mjo
it
o
e
1
50
it}g
=
n

AR EAMM Sof| HG== ZE HAHAX|ZECHS 20| LI E[= 242 OFELITE AMH| EdTM
Rt HIAIX[2H ZSE[of ASLIC

J
I

o
2
i)
of
rir
s

S3 AMH| ZHAF HIAIX|

Ic = AH =S, EZSHHAIR
SDEL S3 AHH| HZI0 A ZHA|Z Atm|Slat=  CBID, S3KY  "SDEL: S3 DELETE"
2HO| JYAJSLICE

OflAl: 83 2| AMK

S3 S20[AETF AEE[X| LLE(LDR MH|2)0f| M 24K E AHSHA ZAF HAX| 7} SE=0f ZAF 230 KHEE L/

@ Ofzl ol AlOfl= ARl ERZM Fof| k= 2= ZA HAIXIZF LIEE 242 OFELICE S3 AfH|
EZHHH(SDEL)2t 2 E HAIX|2F LIE =0 ASLICH.

222



SDEL: S3 AtH|

2| APH|l= 22H0|AET LDR MH| A0 DeleteObject RS ' i A|ZHEILICE O] HA[X|0l= AKIE ATxIE
H2la 4K E MEstH= Hl A== 3 7|7F ZetE LIt

2017-07-
17T21:17:58.959669[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :14316] [SAIP(IPAD) :"10
.96.112.29"] [S3ATI (CSTR) :"70899244468554783528"] [SACC (CSTR) :"test"] [S3AK(CS
TR) : "SGKHyalRU 5cLflgajtaFmxJn9461AWRJIEBF33gA0g=="] [SUSR (CSTR) :"urn:sgws:i
dentity::70899244468554783528 :root"] [SBAI (CSTR) :"70899244468554783528"] [SB
AC (CSTR) :"test" ]\ [S3BK\ (CSTR\) :"example"\]\ [S3KY\ (CSTR\) :"testobject-0-
7"\] [CBID\ (UI64\) :0x339F21C5A6964D89] [CSIZ (UI64) :30720] [AVER(UI32):10] [ATI
M (UI64) :150032627859669] [ATYP\ (FC32\) : SDEL] [ANID(UI32) :12086324] [AMID(FC32
) :S3RQ] [ATID(UI64) :47278613309529705931]]

StorageGRID2| RENE ZM EHTHM0]| CHSE ZFAF HIA|X|
ZAF 201X S3 API 2t ZEAF HIAIX|E &Oot 2K M EHAM M S 2Holeh 4~ Q&L L.

CH2 Holls dM EAMM Sof| H85l= 2= ZAF HIAXIF LHEE[O JAX| 5L HA EHME S FH5H= O
Z ot HAIX[2H ZSE[of ASLICH

S3 HA ZALHIAIX|

IE 0| A EAES! EZSIHHAIR
SGET S3 GET HZI0I A ZHH| 2 Z{AHS7| 9| CBID, S3BK,  "SGET: S3 GET"
280] o|Z0{HALICt S3KY

OflAl: 3 Z{H| 24 M
S3 220U ETF AEE|X| lLE(LDR AMH[2)0| M K|S HAH4e tf ZEAF HIAIX| 7t =0 ZhAF 2301 MFELIC.

ofzfi oiAloll= EAMM Sof| HdE ZE ZAF HIAX|ZF LIEE[O] Qs W2 OFELICE. S3 AM EHM(SGET)2t
SEE HAIXI2F LR = ASLITH.

SGET: S3 GET

S 220|91E7} GetObject RS LDR MH|20f 24 mf AZHEILICE 0] HAIX|ol= KIS ZA4E bi2lat
£ Assti o AF8ElE S3 717t E3tElLIC
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2017-09-20T22:53:08.782605

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :47807] [SAIP(IPAD):"10.96.112.26"] [S3AT (

CSTR) :"43979298178977966408"] [SACC (CSTR) :"s3-account-

a"] [S3AK(CSTR) : "SGKHt7GzEcuOyXhFhT rLSmep4nJtlw75GBh-

O _FEw=="] [SUSR(CSTR) :"urn:sgws:identity::43979298178977966408:root"] [SBAI (

CSTR) :"43979298178977966408"] [SBAC (CSTR) :"s3-account-

a"]\ [S3BK\ (CSTR\) : "bucket-

anonymous"\]\ [S3KY\ (CSTR\) :"Hello.txt"\] [CBID(UI64) :0x83D70C6F1F662B02] [CS
Z(UI64):12] [AVER(UI32) :10] [ATIM(UI64) :1505947988782605]\ [ATYP\ (FC32\) :SGE

T\] [ANID(UI32):12272050] [AMID(FC32) :S3RQ] [ATID(UI64) :17742374343649889669]
]

820 A0l M 5188t A2 BatojES ojmo
M & JALICE A HAIKIOS B2 ARK

AN 7t RNS X 2 ABLICH

2 HH|S ZMBILE CHE HIUE A0 AQ3H o) M 2K S
ol B E ARol chet Hwot Eateof oD of2{3t ol @F I

CIS o|A| HA| X0 A 22}0|HE = X}AIO| ALBHX|
SBAI % SBAC 22 HZl AKX HIHE AH |

HIEE AE ID & 0|1t CHELICE

2 H 210l MZEE 24K[0fl CHet GetObject @82 HHLICEH
=7

FXI 8 S
D2t 0| EE 7IE5IH, 0= S3AI % SACCO| 7|E &l 22I0|¢HES)

2017-09-20T22:53:15.876415

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :53244] [SAIP(IPAD) :"10.96.112.26"]1\[S3AI
\ (CSTR\) :"17915054115450519830"\]\ [SACC\ (CSTR\) :"s3-account-

b"\] [S3AK (CSTR) : "SGKHpoblW1P_ kBkqSCbTi754Ls81BU0g67I2L1SiUg=="] [SUSR (CSTR)
:"urn:sgws:identity::17915054115450519830:r00t"]\[SBAI\ (CSTR\) :"4397929817
8977966408"\ ]\ [SBAC\ (CSTR\) : "s3-account-a"\] [S3BK (CSTR) : "bucket-
anonymous" ] [S3KY (CSTR) :"Hello.txt"] [CBID(UI64) :0x83D70C6F1F662B02] [CSIZ (UL
64):12] [AVER(UI32) :10] [ATIM(UI64) :1505947995876415] [ATYP (FC32) :SGET] [ANID (
UI32):12272050] [AMID(FC32) : S3RQ] [ATID(UIG4) :6888780247515624902]]

OflA|: Zix[of| CHSt S3 Select
S3 S2t0|AHETL 2M|of| CHSH S3 Select #H2[E AMSHH ZHAF HIA|X|7F MH =0 ZAF 2304 N ZHELICE

ofzl oflAloll= Hel Fol| MEE 2E ZHAF HAIX| 7} LIEE O L= A2 OFELICE S3 Select
7{2l(SelectObjectContent)2t 2 El HIA| X2 LIE = 0] QELILCE.
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2021-11-08T15:35:30.750038

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64) :1636385730715700] [TIME (UI64) :29173] [SAI

P(IPAD) :"192.168.7.44"] [S3AI (CSTR) :"63147909414576125820"] [SACC (CSTR)

:"Ten

ant1636027116"] [S3AK(CSTR) : "AUFDIXNVZ905F3TW7KSU"] [SUSR(CSTR) :"urn:sgws:1id
entity::63147909414576125820:root"] [SBAI (CSTR) :"63147909414576125820"] [SBA

C(CSTR) : "Tenant1636027116"] [S3BK(CSTR) :"619c0755-9e38-42e0-a614-
05064£74126d"] [S3KY (CSTR) : "SUB-

EST2020 ALL.csv"] [CBID(UI64):0x0496F0408A721171] [UUID(CSTR) :"D64B1A4A-

9F01-4EE7-B133-

08842A099628" ] [CSIZ (UI64) :0] [S3SR(CSTR) :"select"] [AVER(UI32) :10] [ATIM(UI64
) :1636385730750038] [ATYP (FC32) : SPOS] [ANID(UI32) :12601166] [AMID(FC32) : S3RQ]

[ATID (UI64) :1363009709396895985]1]

2021-11-08T15:35:32.604886

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64) :1636383069486504] [TIME (UI64) :430690] [SA

IP(IPAD) :"192.168.7.44"] [HTRH (CSTR) : "{\"x-forwarded-

for\":\"unix:\"}"] [S3AI (CSTR) :"63147909414576125820"] [SACC (CSTR) :"Tenantl6
36027116"] [S3AK(CSTR) : "AUFD1XNVZ905F3TW7KSU"] [SUSR(CSTR) :"urn:sgws:identit
:63147909414576125820:root"™] [SBAI (CSTR) :"63147909414576125820"] [SBAC (CST

R) :"Tenant1636027116"] [S3BK(CSTR) :"619c0755-9e38-42e0-a614-
05064£74126d"] [S3KY (CSTR) : "SUB-

EST2020 ALL.csv"] [CBID(UI64):0x0496F0408A721171] [UUID(CSTR) :"D64B1A4A-
9F01-4EE7-B133-

08842A099628"] [CSIZ(UI64):10185581] [MTME (UI64) :1636380348695262] [AVER (UI32

) :10] [ATIM(UI64) :1636385732604886] [ATYP(FC32) : SGET] [ANID(UI32) :12733063] [A

MID(FC32) : S3RQ] [ATID(UI64) :16562288121152341130]]

StorageGRID2| §3 Q=M E H|E}H|0|E] Y|O|E0f| CHet ZHAF TA|X]

LA HIAX|= S3 22H0[AET7L 2|2| HEIH[O|EHE HUl|o|Eg wf M HElL|Ct.
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zc JE EE: x5 HZOHIAIR
SUPD S3 EROlE]  S3 S2H0|AET 2T E Ao CBID, SIKY, "SUPD: S3 HIEF|O]E]
A0 EE HEIH|O|E{2 YH|0|E S uf HTRH ol|o[E &l
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SUPD: S3 H|EtH|O|E H[0|E

S3 220|UE = XY E HEIHO[E ('x-amz-meta-*"E S3 ZH|(S3KY)0ll CHH C[0|Edt7| 9ISt RE(SUPD)S
AHBLICE o] oM 2F dlHE= HTRH E=0| 2tk =0, Ol 3lie B AL E2EZ o2 A5V
HEJLICHCTE* > ELIEE > ZAF 2 syslog M), XEAIEE LHE2 "2 22| B 2| % syslog AH #4"S
HESHIAR.

2017-07-11T21:54:03.157462

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :17631] [SAIP(IPAD) :"10.96.100.254"]

[HTRH (CSTR) : " {\"accept-encoding\":\"identity\", \"authorization\":\"AWS
LIUF17FGJARQHPY2E761:jul/hnZs/uNY+avVvV0O1TSYhEGts=\",
\"content-length\":\"0\",\"date\":\"Tue, 11 Jul 2017 21:54:03
GMT\",\"host\":\"10.96.99.163:18082\",

\"user-agent\":\"aws-cl1i/1.9.20 Python/2.7.6 Linux/3.13.0-119-generic
botocore/1.3.20\",

\"x-amz-copy-source\":\"/testbktl/testobjl\", \"x-amz-metadata-

directive\" :\"REPLACE\", \"x-amz-meta-city\":\"Vancouver\"}"]

[S3ATI (CSTR) :"20956855414285633225"] [SACC (CSTR) :"acctl"] [S3AK(CSTR) : "SGKHyy
v9ZQgWRbJISQc5vI7mgiodwrdpl ShEO2AUaww==""]

[SUSR(CSTR) :"urn:sgws:identity::20956855414285633225:ro0ot"]

[SBAI (CSTR) :"20956855414285633225"] [SBAC (CSTR) :"acctl"] [S3BK(CSTR) :"testbk
tl"]

[S3KY (CSTR) :"testobj1l"] [CBID(UI64) :0xCB1D5C213434DD48] [CSIZ (UI64) :10] [AVER
(UI32) :10]
[ATIM(UI64):1499810043157462] [ATYP(FC32) :SUPD] [ANID(UI32) :12258396] [AMID (F
C32) :S3RQ]

[ATID(UI64) :8987436599021955788]]
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2014-07-17T03:50:47.484627

\ [AUDT: [RSLT (FC32) : VRGN] [AVER (UI32) :10] [ATIM(UI64) :1405569047484627] [ATYP\
(FC32\) :SYSU] [ANID(UI32) :11627225] [AMID(FC32) :ARNI] [ATID(UI64) :94457363265
00603516171

AL HAX] =& A, 23t HE 9 ZAL HEE 2/ot 2|2 syslog A AZ0]| CHSE XtAet L2 "=1 2| 8!
2% syslog MH Fa"S HXSIMAI.
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