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* i storagegrid-ssoauth.py Python 23 E = StorageGRID A X| I C|AE{2|((. /rpms RHEL,
. /debs Ubuntu EE= Debian, . /vsphere VMware)dl &LILCE.

* curl REHO| G|A| H2EZZLICY.

curl I3 EEE TP L2[A HYstH Al7h X3t @F 7 ddleh &~ QSLICH CHSat 22 @F HAX|I7F EAIE
UELICEH A valid SubjectConfirmation was not found on this Response.

() ANZ AN curl YIBRE T2 ARSI HUHSE B 4 YT Hoohn| YALIC

URLQIZY EH7} Q= R OIS 22 2F HAIX| 7L EAE £ J}ESLICH Unsupported SAML version.

° Use the storagegrid-ssoauth.py Python 23 ZEE ALETL|C} 2CHA |2 0| S &L Ct.

° curl REE AEYLICE 3THAHIZ O|SELIC

2. storagegrid-ssoauth.py 23EEE AF25I2{H Python QE{ZZ|EH0| ATZEE MYt MAMUAIL
HAIX| 7} LIEFLEH CHS Q14=0f| CHot 2t S ™SI AL,
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python3 storagegrid-ssoauth.py
sso_method: adfs

saml_user: my-sso-username
saml_domain: my-domain

sg_address: storagegrid.example.com
tenant_account_id: 12345

Enter the user's SAML password:
kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk ik kk Rk EE

e
StorageGRID Auth Token: 56eb87bf-21f6-48b7-afob-5c6cacfb25e7

StorageGRID 215 E20| =2 Ztof| S ELICE O|X| SSOE ArE3dtX| 842 W APIE AHE5t= S 1}
FAISHA O] EE2S THE 2F0 AFEE & ASLIC.

3. curl RS AIS3I2{H Tt BAIE TMEYUAL.
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export SAMLUSER='my-sso-username'

export SAMLPASSWORD='my-password'

export SAMLDOMAIN='my-domain'

export TENANTACCOUNTID='12345"

export STORAGEGRID ADDRESS='storagegrid.example.com'
export AD FS ADDRESS='adfs.example.com'

2| 22| APIO| YM[ASHE{H 02 "TENANTACCOUNTID 2 AFESHAIL.
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Ol Al= "TENANTACCOUNTID 0| CHet MHEI Q15 URLL| POST 82 HHFELICH Z1t= JSON
QIS MAH7| 28l “python -m json.tool 0 MEHEIL|CE.

curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \
-H "accept: application/json"™ -H "Content-Type: application/json"

--data "{\"accountId\": \"STENANTACCOUNTID\"}" | python -m
json.tool
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"apiVersion": "3.0",

"data":
"https://adfs.example.com/adfs/1ls/?SAMLRequest=fZHLbsIWEEVS$2FJTuv7. ..
s31%2BfQ33cviwA%3D&RelayState=12345",

"responseTime": "2018-11-06T16:30:23.3552",

"status": "success"

—

- SEHOIM "SAMLRequest () XMZ5t0] 0| HHO|M AIESHHAIL.

export SAMLREQUEST='fZHLbsIWEEV%2FJTuv7/...sS1%2BfQ33cviwA33D"

. AD FSOl|A 22I0|AHE QX D7t &=l MA| URLE 7H4JLCt.

oF 71X S 2 o[ SHOIM 22 URLS AHE5I0] 20 2AlS @¥sH= AYLICt

curl "https://$AD FS ADDRESS/adfs/ls/?SAMLRequest=
SSAMLREQUEST&RelayState=$TENANTACCOUNTID" | grep 'form method="post"

id="loginForm"'

Z20|AUE 2@F ID7t X0 AELCE.
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<form method="post" id="loginForm" autocomplete="off"
novalidate="novalidate" onKeyPress="if (event && event.keyCode == 13)
Login.submitLoginRequest () ;" action="/adfs/1ls/?
SAMLRequest=fZHRToMwFIZfhb...UJikvo77sXPw%3D%3D&RelayState=12345&clie
nt-request-1d=00000000-0000-0000-ee02-0080000000de" >

- SHOIM S20[HE ¥ IDE MEYLIC

export SAMLREQUESTID='00000000-0000-0000-ee02-0080000000de"

curl -X POST "https://SAD FS ADDRESS
/adfs/1ls/?SAMLRequest=$SAMLREQUEST&RelayState=STENANTACCOUNTID&client
-request-i1d=$SAMLREQUESTID" \

--data "UserName=$SAMLUSER@SSAMLDOMAIN&Password=
SSAMLPASSWORD&AuthMethod=FormsAuthentication" --include
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HTTP/1.1 302 Found

Content-Length: 0

Content-Type: text/html; charset=utf-8

Location:
https://adfs.example.com/adfs/1s/?SAMLRequest=fZHRToMwFIZfhb...UJikvo
77sXPw%3D%$3D&RelayState=123456&client-request-1d=00000000-0000-0000-
ee02-0080000000de

Set-Cookie: MSISAuth=AAEAADAVSHpXk6ApV...pmPO0aEiNtJvWY=; path=/adfs;
HttpOnly; Secure

Date: Tue, 06 Nov 2018 16:55:05 GMT

. SEHOIM Ms1sauth F7|2 MEELICE
export MSISAuth='AAEAADAVsHpXk6ApV...pmPOaEiNtJvWY="
- Q15 POST REO|M &2 FI|E AHE0H0] X|IHE ?IX[2 GET S EH-ILIC,

curl "https://S$SAD FS ADDRESS/adfs/ls/?SAMLRequest=
SSAMLREQUEST&RelayState=STENANTACCOUNTID&client-request-
1d=$SAMLREQUESTID" \

--cookie "MSISAuth=SMSISAuth" --include
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HTTP/1.1 200 OK

Cache-Control: no-cache,no-store

Pragma: no-cache

Content-Length: 5665

Content-Type: text/html; charset=utf-8

Expires: -1

Server: Microsoft-HTTPAPI/2.0

P3P: ADFS doesn't have P3P policy, please contact your site's admin
for more details

Set-Cookie:
SamlSession=a3dpbnRlcnMtUHIpbWFyeS1BZGlpbi0xNzgmRmFsc2Umcng4NnJDZmEKV
XFxVWx3bk1l1IMnFuUSUzZCUzZCYmJ1iYmXzE3MjAyZTASLThmMDgtNDRkZC04Yzg5LTQ3ND
UxYzA3ZjkzYw==; path=/adfs; HttpOnly; Secure

Set-Cookie: MSISAuthenticated=MTEvNy8yMDE4IDQ6MzI6NTkgUEO=;
path=/adfs; HttpOnly; Secure

Set-Cookie: MSISLoopDetectionCookie=MjAxOCOxMSOwNzoxNjozMjolOVpcMO==;
path=/adfs; HttpOnly; Secure

Date: Wed, 07 Nov 2018 16:32:59 GMT

<form method="POST" name="hiddenform"
action="https://storagegrid.example.com:443/api/saml-response">

<input type="hidden" name="SAMLResponse"
value="PHNhbWxwO1lJ1c3BvbnN. ..1lscDpSZXNwb25zZT4=" /><input
type="hidden" name="RelayState" value="12345" />

i. %A% Z=0f| M "SAMLResponse' 2(2) MEELICE
export SAMLResponse='PHNhbWxwO1lJ1lc3BvbnN. ..lscDpSZXNwb25z72T4="

2l "SAMLResponse 2 At23t0] StorageGRID/api/saml-response RS Edl| StorageGRID
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‘RelayState 2| B2, HIHE AFE 1pE AEStALE, J2|= 2| ap10| ZIQI5I2H
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curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \
-H "accept: application/json" \
--data-urlencode "SAMLResponse=S$SAMLResponse" \
--data-urlencode "RelayState=S$STENANTACCOUNTID" \
| python -m json.tool
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"apiVersion": "3.0",

"data": "56eb07bf-21f6-40b7-af0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",
"status": "success"

Eto| Z&tEl 015 ESE "MYTOKEN @2 XZEgtL|C}.

export MYTOKEN="56eb07bf-21f6-40b7-af0b-5c6cacfb25e7"
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curl -k -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \

-H
-H

"https://adfs.example.com/adfs/1ls/?SAMLRequest=fZDNboMwEIRfhZ. .

D"

"accept: application/json"™ \
"Authorization: Bearer SMYTOKEN" \
cookie "sso=true" \
python -m json.tool

Z20t2 URLO]| gFetEL|CE

"apiVersion": "3.0",
"data":

4

"responseTime": "2018-11-20T22:20:30.8392",
"status": "success"
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export LOGOUT REQUEST

='https://adfs.example.com/adfs/ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%
3D'

3. SLOE EZ2|Hs}11 StorageGRIDE CHA| 2|C|2MstHH 20t URLO| RES ELHMAL.

curl --include "SLOGOUT REQUEST"

302 SEO| BretEILICE 2|C[HM 9fX|= API M8 20t20l= M EE[X| E&LICH

— o (=]

HTTP/1.1 302 Found

Location: https://$STORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwWV0o7ss%...%23rsa-sha256

Set-Cookie: MSISSignoutProtocol=U2FtbA==; expires=Tue, 20 Nov 2018
22:35:03 GMT; path=/adfs; HttpOnly; Secure

4. StorageGRID H|0{2] EZS AfA|RLICH

=~

StorageGRID H|0{2{ £E2 AX|:= SSOE ArE5HA| 4= M2t SUT YA o= ZFeL|Ct 7| “"sso=true™ 7t

MBE|X| gto™ SSO AEfof| S FX| o0 ALEXIV} StorageGRIDO|A] £ 30 EILICE.

curl -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize™ \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--include

A204 No Content SEHZ2 AEXAZt 2O0IRE[U}SS LIEFHLICE

HTTP/1.1 204 No Content

ArRl2(Ss0)2 #ast 2okl LICH " 7F QI Entra IDE SSO 3242 AHESH=
tX AE3SIH Grid Management API EE= HIHE 22| APIY|
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storagegrid-ssoauth-azure.py Python A3 EE

* The storagegrid-ssoauth-azure.js Node.js 23 ZE

5 A3ZE H& StorageGRID & X| ot C|HE2|((./rpms’RHEL, *./debs’Ubuntu &£+ Debian,
* /vsphere’VMware)0l| Q! &L|Ct.

Entra ID2t2| APl &2 2|H 2Hd5t2{H Storagegrid ssoauth-azure.py 23EE
7

Python A3 2 E = StorageGRIDO|| X& & tHo| @ H(A Hj= SAMLRequestE 7tH ot @F, & Hl=
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URL 2IZY EX7t U= B2 LS 22 2F HAIX|7F EAIE & JELICH Unsupported SAML version.

Ch
1. Ct3 3 20| Hett ZH54S AXISHHA2.
Node.jsE MX|EL|CHE X "https://nodejs.org/en/download/").

a
b. L%t Node.js £ & (puppeteer X jsdom)2 A X|gtL|Ct,
npm install -g <module>
2. mo|M ASZEE mo|M QI I 2|E{of]| MYsto| AIZEE MAMBILICE
J2{H Ojo|M AT E = le Node.js AT R EE SESIH Entra ID SSO 4% 282 £t Ct.
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https://nodejs.org/en/download/
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Watch: for-and approve-a 2F4 avthorization- request

‘success” ,  "apiVersion':

(D 0| A3 ZE = Microsoft Authenticators A2t MFAS 7HEEIL|CE CHE HEHS| MFA(CH: 2Xt
HAIX|Z 22 T E 2)E X[}SI=E ATZEE SHloF & == JSL|CH
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StorageGRID APIS At2%fL|LCt

A AOI2(SSO)S TAISID SABIUALICE 7} QT PingFederate% SSO HZYHZ
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* i storagegrid-ssoauth.py Python 23 & E = StorageGRID & X| I C|2E{2|((. /rpms RHEL,
. /debs Ubuntu EE= Debian, . /vsphere VMware)d| &L|CH.

* curl M| Al I EZ=QLICE

curl YABRE LIS 2| AW A2t AT QFIF YW 4 UBLICL TSI 22 OF WA EAIE 4

= T M-d
UELICE A valid SubjectConfirmation was not found on this Response.
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° Use the storagegrid-ssoauth.py Python 23 ZEE ALETL|C} 2CHA |2 O| S &L Ct.
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o

curl 2FS AEELICE 3EAH 2 o|SELICt.

2. storagegrid-ssoauth.py 23EEE AF25I2{H Python QE{ZZ|EH0| ATFZEES MY MASHUAIL.

HIAIX|ZF LIEFLEEH CHS Q1=0fl T 24 UHSIHAIL.

o

o

o

o

SSO YAIRILICE. "pingfederate"2| O HAHO|E Y 4= USLICHPINGFEDERATE, pingfederate S).
SSO AtEX} 0|5

StorageGRIDZt MX| &l =H[QIQL|CE O] Z =& PingFederateOf| AF2E|X| & LICH HIYEHLE Q19|9]
U2 e £ JAELCE

StorageGRIDS| F4

HIHE 22| APIO| M| Aste{H HIHE A|F ID7F 2RELIC

python3 storagegrid-ssoauth.py
sso_method: pingfederate

saml_user: my-sso-username
saml_domain:

sg address: storagegrid.example.com

tenant_account_id: 12345

Enter the user's SAML password:
e e o s

T e o L s
StorageGRID Auth Token: 56eb87bf-21f6-48b7-afob-5c6cacftb25e7

StorageGRID 215 E20| £ Z1tof| MSELICE O|X| SSOE ArE3HX| 42 Wl APIE ArE5t= 1t
FASHA O] EES CHE RF0 A8 = ASLIL.

3. curl REES AI83IE{H L3 BAIE HEYA L.

10

export SAMLUSER='my-sso-username'

export SAMLPASSWORD='my-password'

export TENANTACCOUNTID='12345"

export STORAGEGRID ADDRESS='storagegrid.example.com'

@ T2|C 22| APIO| UM ASI B 02 "TENANTACCOUNTID' 2 AF2SHAIAID.

O 0| A|= TENANTACCOUNTIDO|| CHet MEEl 215 URLS &= POST RS2 B0 EL|CH Z1it=
python -m json.tool0f| 1 ZE|0] JSON QIZ 0| H|AHE LT,



curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \
-H "accept: application/json™ -H "Content-Type: application/json"

--data "{\"accountId\": \"STENANTACCOUNTID\"}" | python -m

Jjson.tool

on
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o oflAle] SEf0ll= URL A2 EE MHE URLO| | X2 371X Q1 JSON 212
gLt

Lod

"apiVersion": "3.0",

"data": "https://my-pf-baseurl/idp/SSO.saml2?...",
"responseTime": "2018-11-06T16:30:23.3552",
"status": "success"

(-

.

c. SEO[AN "SAMLRequest 2(E) X &St 0| HHO|A ALESHYA| 2.
export SAMLREQUEST="https://my-pf-baseurl/idp/SSO.saml2?..."

d. eI FJ|E WL SES EHLICL

RESPONSE=S$ (curl -c - "SSAMLREQUEST")

echo "SRESPONSE" | grep 'input type="hidden" name="pf.adapterId"
id="pf.adapterId"'

e. 'pf.adapterld' 22 LHELH1 SEHE EL|Ct

export ADAPTER='myAdapter'

echo "SRESPONSE" | grep 'base'

f. 'href 2t2 HEW (B0 U= E2AI()E HAH), SEHS ZHHLIC

export BASEURL='https://my-pf-baseurl’

11



echo "SRESPONSE" | grep 'form method="POST"'
g. 'action' 2= L= ”iL|CH

export SSOPING='/idp/.../resumeSAML20/idp/SSO.ping’

curl -b <(echo "SRESPONSE") -X POST "S$BASEURLSSSOPING" \
--data "pf.username=$SAMLUSER&pf.pass=

SSAMLPASSWORD&pf .ok=clickedé&pf.cancel=&pf.adapterId=SADAPTER"
--include

i. AT Z=0j|A "SAMLResponse 2(2) MAELIC}.
export SAMLResponse='PHNhbWxwO1lJ1lc3BvbnN. ..lscDpSZXNwb25z72T4="

2l "SAMLResponse 2 AtE3t0{ StorageGRID/api/saml-response 282 Edl| StorageGRID
EZS HMetLct

= o

ro

Ol 0

‘RelayState 2 42, HHYHE AF 1pE AESI7LE, O2[E 2| apr0f| EIQI5I2H
02 AR,

curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \
-H "accept: application/json" \
--data-urlencode "SAMLResponse=$SAMLResponse" \
--data-urlencode "RelayState=S$STENANTACCOUNTID" \
| python -m json.tool

SHlE 215 E20| 2o ASLICE

"apiVersion": "3.0",

"data": "56eb07bf-21f6-40b7-af0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",
"status": "success"

a. SHof ZetEl ¢

Ol

EZS "MYTOKEN Q&2 X ZEstL|C},
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export MYTOKEN="56eb07bf-21f6-40b7-af0b-5c6cacfb25e7"

Ol "MYTOKEN'E SSOE AI2SIX| %S U APIE AF25tE 2HAl0L QALSHA| CHE QHO|E ARE £

=
AL,

o2 AI2l2(SS0)0| st F2 APIOIA =10t

AlZ ARI2(SS0)0| & 43tEl A2, O2|= 2| API = HIHE 22| APIO|A 23016t2{H L& API @H 2
Alstis{of gHL|C O] X|A2 PingFederateS SSO ID 322 AF38H= Z 20| HEL|CY,

o &l e

oot 22 X9l thd 2012 H[0[X|0|A 210t235H0 StorageGRID APIOIA 230t2e = JELICH E=
Q2% StorageGRID H|0{2] E20| Q3 StorageGRIDAHA THY Z10H2(SLO)S E2|HE £ J&LICH
ChA|

1. MEE 270} QA2 MAMSI2{H SLO APIO| “cookie "sso=true™ £ MM

curl -k -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--cookie "sso=true" \

| python -m json.tool

2702 URLO| Hr2tELICE

[y

"apiVersion": "3.0",

"data": "https://my-ping-
url/idp/SLO.saml2?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%3D",

"responseTime": "2021-10-12T22:20:30.839z2",

"status": "success"

2. 270} URLE M&EefLICt.

export LOGOUT REQUEST='https://my-ping-
url/idp/SLO.saml2?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%3D"'

3. SLOE E2|H3l1 StorageGRIDZ CHA| 2|C|2|Mst2{H 20t URLY| ™2 EU AL,

curl --include "SLOGOUT REQUEST"
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302 SEO| gretElL|Ct. 2|C|HM 2|X|= API M & 20120]= HEE|X| &Lt

— 10 [ =]

HTTP/1.1 302 Found

Location: https://S$SSTORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwV07ss%...%23rsa-sha256

Set-Cookie: PF=QoKs...SgCC; Path=/; Secure; HttpOnly; SameSite=None

4. StorageGRID H|0{2] EE& AfH|gfL|Ct

14

StorageGRID H|0{2{ £E2 AlH|= SSOE AESHA| S met STt WAIC2 XSl F7| sso=true™ 7}
HMSEIX 42 SSO HEHO| S-S FX| 911 AHEX}7} StorageGRIDM| A 202 ELICY.

curl -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize™ \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--include

A204 No Content SEZ2 A7t 2O0IRE[U}SS LIEFHLICE

HTTP/1.1 204 No Content
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