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Bucket name Usage
6.5 TB of 7.2 TB used 0.7 TB (10.1%) remaining 8
Bucket-10 82%
Bucket-15 20%
Bucket name Space used Number of objects
Bucket-15 5969.2 GB 913,425
® Bucket-04 937.2 GB 576,806
® Bucket-13 815.2 GB 957,389 Tenant details @
® Bucket-06 812.5GB 193,843
Mama: Tenant02
Bucket-10 473.9 GB 583,245
10: 3341 1240 0546 8283 2208
Bucket-03 403.2 GB 981,226 .
' Platform services enabled
® Bucket-07 362.5GB 420,726 % Caipiisa atinidsnty e
@ Bucket-05 294.4 GB 785,190 o/ S3selectensbled
@ 8 other buckets 14TE 3,007,036
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Bucket name Space used Number of objects
Bucket-02 944.7 GB 7,575
@® Bucket-09 899.6 GB 589,677
@® Bucket-15 839.6 GB 623,542
® Bucket-06 846.4 GB 645,618
Bucket-07 7308 GB 808,655
Bucket-04 700.8 GB 420,493
® Bucket-11 663.5 GB 993,729
@® Bucket-03 656.9 GB 379,329
@ 9 other buckets 2Z3TE 5,171,588

el E0fl 97 0| 4to] B2l E= ZEH|0|L17} Y B2, LITIX| RE B3 L ZE[0|L= S2 M of2fo SiLte)
g=oz EBrEct

@ HHE Z2|Xtol| EAIRl= ME 82F 242 Tl E HESHH HIHE 22|Xt QLEZR M| A= AHEXt
CECIR HxE MESE CHS *User preferences*S MEHSIMA| L.,

stCha AF22F of2l

Grid ManagerOll M 2 AL A2l 2ottt A2, SE2F0| FSHLE X0t CHZ31F 20| Tenant
Manager0i| 22l0| EA[E/LICE.



* HIHE 2YE2 90% 00| AEEl B2, HIHE 2T MEY =3 LE0| E=|AHELIC.

[
o
n
=
o
Ral
=2
x
m°¢
mT5
mr
i
ure
o
[l
10}
ozt
Of
rir
N
jo
!
i
Ot
inal
>
O

o — o
H2lo 2 MetsS 23t 22, HIHE 22|X CHAIZ =0 2 Mo ArH 7|Z22 49| HA S=0| HA|EL(CH
HZlo| 82 HMgto] HFE0] AUX| poH Y2 FHSHULICE SHAI2E|HE AYoH| & 2E2|X| ZE70| A1 o
S| TEotH K2l H2 T Metat 2HAIG0] O 0|4 KIS 7 4= YlELICt

J2|E HE|XHE AL ZE AMH| AL Bl AtE T StLt O| Mo AEHQIES FHESt F2, X 72 ¢
ASIZQIE Q2JH LMSIH HIHE 2t2|Xt CHA|2=0]| 2&0| FA|ELICH

One or more endpoints have experienced an error and might not be functioning properly. Go to the Endpoints page to view
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grou ps Operations on groups
Jorg/groups Lists Tenant User Groups
Hame Description
type filter by group type
string
(query)
limit maximum number of results
integer
(query)
marker marker-style pagination offset (value is Group's URN)
string
|'que:'y;
includeMarker if set, the marker element is also returned
boolean
(query)
order pagination order (desc requires marker)
string
(query)
Responses Response content type applicationfjson v
Code Description
200
Example Value Model
{
"responseTime": "2018-02-01T16:22:31.0662",
"status": "success",
- "apiVer=ion": "2 25

APl 2% 3l
() APIEH HHOKIE NSYI +uSfE D AP| SIS LA SYAULIC b2 4 HOlEf i
JJEk EOIELE 5, DI 2 AISTA 25 Foloiing
=2

1. 98 M HEES 2ip HTTP XS MeistiiAl2.

2. Q¥0| OF E= AEXE D 22 F7t Oi7HI 2QotX| =telgtL|c. O3 CHg o]2{3t 248 7t SLCt.
st YEE AY| ?[6 CLHE API 2FS HA doliof & == ASLICH

3. Ol @ 2=E +HdloF sh=X| HEIStMIR. +Fsl{0f 3t= 22, *ZH*S MElsto] 2t FEof| T @7 Art S
2folgt = ASLICE



*
Jal
i}
>
00

SHET[*E MEfRIL|C).

ot 7S MSstALL 20 2t 2F 228 AL,

N o o »
me
Fo
o
[

StorageGRID Tenant Management APl ™ 2Zt2|
HIHE 22| APl HE 222 AF85I0 MH|A BE gl= 020|288 X|2IL(CE
O£ 01, 0| @ URLEZ API H{T 4E X|FgtL|Ct

https://hostname or ip address/api/v4/authorize

APIS| = H{TH 2 O T ut D2tz X| gf= HE AFZ0| AUS M HH[O|EELICE BITHZ APIS| & H{H 2 O M1t
DotE|E HE AI0| AS M HOIO|EELICE 28tE|= HE Aletol= M22 AEZQIE = M22 &4 =77t

EStEILICE

CHE OlAl= HZE |0l [at API O] oA ZIt5h=X| 2o FLCt.

APl HE Y O™ HH M HH
O WMt S&EL|C} 2.1 2.2
O™ HAM1 setx[X| et&LICt 2.1 3.0

StorageGRID 2ZEQ|E MS MA[E nf= Z[A HHO| APITH 2 MHSHEIL|CE SHX| P StorageGRIDS| M 7|5
Zo|AZ AT 0|EE e Mo T StLI| StorageGRID 7|5 ZE|A S0 0| HES| APIE Al AE £

o= T
AELICE

RIRIE|S BHS A8 4 gLtk "12|= 22| API'Y| 2t Swagger API 2] config 442
(D) HZo1uAe. BE API BEHOIIES At o= HEol=2 Sofi ol b0l Cfet K2E
il e getsor gLict

QEE RE2 LS 22 YAOZ O O|Y AFBEX| b= A2 HAIELIC

* 2 8|6 = "Deprecated: true"QIL|C}.
* JSON SE& 220f "deprecated": trueZt L 2tHx|0f
4

Yy =1
* nms.log IO Of O|&F ArEE[X| 42 S 2El= 1 HAIX|ZF FIHELICE o & S8 ChEat ZEL

Received call to deprecated v2 API at POST "/api/v2/authorize"

SR ZE[20M KR E[= API T =l

=/ -

XE[= APl =2 HH SE2 9t2tst2{™ GET /versions API ™2 AFESHUA|L. 0| RE 2 Swagger API
22X 9| config MMof| U&LICH.
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GET https://{{IP-Address}}/api/versions
{
"responseTime": "2023-06-27T22:13:50.7502",
"status": "success",
"apiVersion": "4.0",
"data": [
2,
3,
4

LA AHEY APIHH X|F

>
|

>
ol
Of
L=
>~
0
ot
4>
g0
o>
il
_lTl_
1n
)
o
H
4n

API HH 2 E=E D72 (/api/v4) £ 8|H (Api-Version:
H&st= 2 slH 240| B2 2t MPgL|ct

curl https://[IP-Address]/api/v4/grid/accounts

curl -H "Api-Version: 4" https://[IP-Address]/api/grid/accounts

StorageGRIDO{|A| WX} AFO|E 23X 2| 2K

FI|E AMEStE QIS HHAlS Z51617| 28 CSRF E28 AF235HH StorageGRIDA| CHEH WA}

AOIE Q@HF 2|=(CSRF) 342 UX|st= ol =20]| ELICE Grid Manager?t Tenant

Managere= 0| o 7|52 XIS 2 &d2lstH, CHE API 2210|HE= 200 A| &M}
HE MENSH & OIAL|C}

SHXE HTTP & POSTR 22 YA CZ LHE MO|EN FS 2L 2alet ArEXI2| 7| 0|83 EH S
UUAZE 5 ASLIC
StorageGRID= CSRF EZ& AIE310{ CSRF SZ4 2R E ELIC} 0| 7|50| Edet=lH 58 F7|2| LIE0]

EdslH == EE POST E—E— DH7H5—¢—9| LHE 2t 2 X[SHOF BfLICt.

0] 7|52 st Q15 0| csrfToken ZHHSE “true’ Q= BFSHYAIL. 7| 28}2 “false” YLICE.

curl -X POST --header "Content-Type: application/Jjson" --header "Accept:
application/json" -d "{

\"username\": \"MyUserName\",

\"password\": \"MyPassword\",

\"cookie\": true,

\"csrfToken\": true

}" "https://example.com/api/v3/authorize"
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0| 240] trueO|™ GridcsrfToken F7|= Grid Manager 221 A| 12|29
F7|= Tenant Manager 2101 A| lo|9| groz MEEL|Ct.

o2 MAHEE|N AccountCsrfToken

7|7t EXSH= B, AAR MENE HEY = A= ZE @B (POST, PUT, PATCH, DELETE)O|= Ctg & StLI7}
HtEA| ZSE[OfOF BiLICE.

* The X-Csrf-Token d|0|H, 8|2 2f2 CSRF E= F7|9| o= MHEIL|Ct
s EQIFLE EES 5|20t HEHEQIES| AL AcsrfToken = QALE @M & 07 HSLQIL|CE

CSRF E2 & #dsta{H "J2[= 22| API" Bz "HH E 22| API"S(E) A2 AL,

@ CSRF EZ 7|7} 84X El @M 2 CSRF 30 tHet 71HQl Hz XX|Z JSON 28 222
o|AtsH= @ E QX0 L8l "Content-Type: application/json" SIS ZHA| M %tL|Ct.

J2|E HiEH|o]d HE AE

StorageGRIDO||A HHE O & 3 AFEX} =X

i

HIHEZL 32| E HE2|0|H HE S AESIER MME[ZALE HEE 32, 3T H'HE= StLte|
StorageGRID A|AE(RE HHE)O| A CIE StorageGRID A|AEI(SXE EHHE)S 2
SH|ELICH HHEI SXE = 2 HEHEN FItE & 38 Y AFEX= SH2 HIHE|

SHIELICE,

anJ

H'HEIL XS 44 E StorageGRID A|ARIS HHES| _AA T2|E 2t SHLICE HI'HAEL SX|%| = StorageGRID
MNABIS HHAES| hAt J8|E Bt1 BHL|CH £ HIUE AN S8 #|H D, 0|2, M, AE2|X| Sretat ol Shetel

A2 TR K|, Y AU £7|0] RE ALSX QB SELICE XAIE L8 7 Srj2t 2oi017ta 7" 8
S8 E HIE BHel'g AESHIAL.

2L 4R "uxt 2= SH"S 2o HIFE AE 2 SH7F 2L & J2|= 20| S HEHE 280
AEXEZE L0{0F ZF 2| =01 M BT Al ZH|off AM AT ASLICE

AE SHE IS HHE |FE2

HIHE AZol 22|= HE[o]d AE AE 0| /s 32 |IZEZ 0|02 E AESIH OF, AHEA 3 S3
HMA 7|2 =HSH= HASE 2QUSHIAIL.
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(2]
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Sign in to tenant
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\d

Using
identity
federation?
* Yes, grid
Optionally, create

federated groupson
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Yes,

Configure same identity tlEnant

StorageGRID imports
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destination grid

Create 53 access keys

A 4

Optional: Clone 53
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Mo

o

Create local groups and
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StorageGRID clones
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Tenant source grid Tenant destination grid

Create local group —t - Local group cloned

= J2|So|M 22 1SS OIS 1f MEs ALSRHE T 10| cha D2|=E =X
[m]

()  wauch ey ags

ok
S 0 AFEXHE MEISHK| OFM A2, CHA AMEAE S T OFS
MEHSHA| 2,

e 220 YE 2 ARSI SR EL O

2 J2[E0M M 2 AZXIE YHSHH StorageGRIDZ} 8 AFEXIE Y J2|E2 XHEQ= SHELIC #&
AFEXIeE SHIE AERH= S2 TA| O|F, AHEXL 0| F B HMA HR EFS ZELICH E3 & ALSXIE 53
OE0f SRLICH XiMeh LHER2 "ALEXL 22["S HZESHIAIL.

Hoteol 0|2 EE’* AEX} & E thef 2| =2 SH|EX]| LT 22 AEX7E iy 2| =9 HIHE 22| X}
MM 28HO0F Sh= B2, e EIFE AHS RE A7) Ceh 22| =0) s ALEAte| 2= & Z=T1olof fLICt. XiAet

LIRS "AFR2 A HE|'S HESIAIL.
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Tenant source grid Tenant destination grid

Create localuser —1Jp» Local user cloned
Local user | Local user must get
has a password new password

A4 O2[E0M MY E Hoold 2E2 SHELCH

AE =R 752 AE| 98t 27 AsI0| A2 Ael2" 8 "ID HC{2i|0] S 0fl el SFEIUCHD FHEBH, A&
2|5 EEE0] theh 48715 271)3t HEf2I0lM 182 that J2|=e) HUER XS0 2 SrEL

T EF SYctANA ZE OF Aot 8 S3 OF EME 7L CH

A= EIHE0]| Chs 20| d 2F0| M= thd HHE SHE =, TT2|0|d A A= & 12| F SHLtol| M
HIHEO 2aolgt = AELICH.

= T M

Tenant source grid Tenant destination grid

Create (import) federated _| \ Federated group
group cloned

Federated user cansignin — | g Federated user can sign in

S3 WM A 7= +F2E =HE = ASLICL
StorageGRID= 2t 12| E0ICH M2 CHE 7|5 AFESHH HoM0| Z2tEE2 S3 HM|A 7|5 RS2 2 FH|SHK|
OI-A |_| El'-

T 2|29 MM A 7| S 2E[ote{H ChE WY J olLIE AT 5= ASLICH

+ 2 J2|E0| SU 7
J2|S0M A 4 ABLICH

= AA

|E ArEe 2RIt QIEHH "M A 7| " EE= "THE AFEARS| M| A 7] " 2t

e

* & O2[E0|M St 7|2 AESHO0F ot R A4 OR[E0|M 7| WESt L2 EI'HE 22[X APIE AFE5HK]
T2 "J|E SHELICH et 22| =0 7|8 It = ASLIC

= T M-
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Tenant source grid Tenant destination grid

Create S3 access keys Create S3 access keys
for source for destination

Optionally clone access

Create S3 access keys —+—p ceys with API

() wiciziold Aol S3 ANIA 712 ZHSHH AFAIeL S3 ANA 7| DE CHY BN SR ELICH

Chet 22| =0 :7tE 2D AFEXH= SH|=IX| ef&L(CH

=ME HEAES A O 20| M HHES| tet 22| =28 +HELCE HIHES tid J2| =0 OF W ALEXIE
G571 Lt 7t 2= B2 StorageGRIDE O|2{et &=S HI'AES| &4 2| =2 CHA| SH|SHX| g5 L Ct.

Tenant source grid Tenant destination grid
@ No change 4—+— New useror group
® No change 4—1— New S3 access key

H = AHE OF, AFEA 8 AM|A F|= SHIE[X] LT

SEME M IE S AMEXE WY wRh TMRLIC

oFE J2[E0M OF, AR EE AMA F|E EHESHALE AHSHH s HE Ar0| CHE 22| =0 SH| (X
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Tenant source grid Tenant destination grid

Edit or delete
group or user

—t . @ No change

Edit or delete
group or user

@ No change 44—
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2
3. 53 MMOA C}e ASEQIES MEBHIAIR.

e =]

POST /org/users/current-user/replicate-s3-access-key

~

forgfusers/current-user/replicate-s3-access-key Clonethe current user's 53 key to the other grids. =5

4. X ALBHEIE MEELICH

5. HE HIAE AX}0|M accessKey 2 secretAccessKey*2| OA| &2 S CIR2ZE$H *.csv THUQ| IO 2
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HH M 2.

Zt ZXIEE SSM 2MESHEE UEA| RXSHYAIL.
hod}f * peguired
Edit Value | Model
(bedy )
i
"accessKey": "AKIALOSFODMNN7EXAMPLE"™,
"secretAccessiey™: "wlalrXUtnFEMI/KTMDENG/ bPxRFICYEXAMPLEKEY™,
"expires": “202B-80-04T08:00:80.0081"
3

6. 7|7t Dt2 E of Ho|2tH, of|A| &2l expires*S ISO 8601 LMt-A|Zt HAlo| BEXtHZ =l Otg UK} 8l A[ZtC 2
HFR A AI2(0: 2024-02-28T22:46:33-08:00). 7|7t Pt E|X| 242 O HO|2tH, *expires & 52| 24O 2
null*S 218}7{Lt *Expires 21 1 A2| 2l B S AN|SHAUAIL.
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0z
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O SHEIASS LIEF-LICE.

CHE AFERES| HM|A 7] =H|

J2|E RR0M S A0 HHASOF St B THE ALEXIS] AM|A 7|1E SR 4= ASLICE

1. AA J2|S0] Bl BRIXIS ARBOIO] "THE AFE XS] S3 M| 7| 44" X L csv THUS THRREBILILE,
2. HlAE 212|Rt AEHOK E22 00|22 MEfSH C+S *API 2A*S MEHBILICE

3. AF2XtIDE HelsthlR. THE AFALe| HAMA 7| =H|SH2{H 0] 20| ERetL|Ct
A

a. ArEX MMM ChZ AEEQIEES MESIYAL.

GET /org/users

S. *2|H AMEEET|*E MEfSILICE
6. * userld* H|AE AXtof| SALSH ALK} IDE E0{'ECMR.
7. 22 HIAE MXI0|M O|A] AMA 7] S H|Y ANA F|*| Of|A] SFS SHY AFEXIS| *.csv MU0 U= 2=
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HIEA FXISHYAIL.
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8. 7|7} ot2 ! | MO|2}H, Of|A| S22 expires*S ISO 8601 M-A|ZF HAlo| 2XIHZ =l Ot it U A2t 2
HFRAIA|2(0: 2023-02-28T22:46:33-08:00). 7|7} THEE|X| &S 0| H0|2tH, *expires 22| IO 2
null*S YHSIHLE *Expires ot 1 4| 2/ HE MA|SHMAL.

9. *Algirg MEABILICE
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for only one bucket for both buckets

. . New object version
Add or modify object in source | replicated to
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\

. Delete marker
Delete object from source
J .—’
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(delete marker inserted) (optional)
Delete object version N Object version is not deleted
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Test Connection

federated username and password. The test values are not saved.
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The username of a federated user,

Test password

-----------

To test the connection and the bind username format, enter the username and password of a federated user. For example, enter your own
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Buckets = my-bucket @ Success x
Starting to delete objects from one bucket.

my-bucket (read-only)

Region: us-east-1
Date created: 2022-12-14 10:09:50 MST
Object count: 3

View bucket contents in Experimental $3 Console [

A All bucket objects are being deleted
StorageGRID is deleting all copies of the objects in this bucket, which might take days or weeks. While objects are being
deleted, the bucket is read anly. To stop the aperation, select Stop deleting objects. You cannot restore ohjects that have
already been deleted.

0% (0 of 3 objects deleted)

Stop deleting objects
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Buckets = my-bucket

my-bucket (read-only)

Region: us-gast-1
Date created: 2022-12-14 10:09:50 MST
Object count: 0

View bucket contents in Experimental 53 Console [

Q Bucket is empty but is still read-only.
This bucket is now empty.

= Toremove this bucket, select Delete bucket.
» To return this bucket to write mode so it can be reused, select Stop deleting objects.

Stop deleting objects
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<NotificationConfiguration>
<TopicConfiguration>
<Id>Image-created</Id>
<Filter>
<S3Key>
<FilterRule>
<Name>prefix</Name>
<Value>images/</Value>
</FilterRule>
</83Key>
</Filter>
<Topic>arn:aws:sns:us-east-1:050340950352:sgws-topic</Topic>
<Event>s3:0bjectCreated: *</Event>
</TopicConfiguration>
</NotificationConfiguration>
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"Records": [
{

"eventVersion":"2.0",

"eventSource":"sgws:s3",

"eventTime":"2017-08-08T23:52:382",

"eventName" :"ObjectCreated:Put",

"userIdentity": {
"principalId":"111111111111113113111"

br

"requestParameters": {
"sourceIPAddress":"193.51.100.20"

bo

"responseElements" : {
"x—amz-request-id":"122047343"

br

"s3":{
"s3SchemaVersion":"1.0",
"configurationId":"Image-created",
"bucket": {
"name":"testl",

"ownerIdentity": {
"principalId":"1111111111111111111"
by
"arn":"arn:sgws:s3:::testl"
b
"object":{
"key":"images/cat.jpg",
"size":0,
"eTag":"d41d8cd98£f00b204e9800998ecf8427e",
"sequencer":"14D90402421461C7"
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<MetadataNotificationConfiguration>
<Rule>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn>/Urn>
</Destination>
</Rule>

</MetadataNotificationConfiguration>
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<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn>urn:myes:es:::sgws-notifications/testl/all</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>
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<MetadataNotificationConfiguration>
<Rule>
<ID>Images-rule</ID>
<Status>Enabled</Status>
<Prefix>/images</Prefix>
<Destination>
<Urn>arn:aws:es:us-east-1:3333333:domain/es-
domain/graphics/imagetype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Videos-rule</ID>
<Status>Enabled</Status>
<Prefix>/videos</Prefix>
<Destination>
<Urn>arn:aws:es:us-west-1:22222222:domain/es-
domain/graphics/videotype</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>
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"bucket": "test",

"key": "SGWS/Tagging.txt",
"versionId": "",

"accountId": "86928401983529626822",
"size": 38,
"md5": "3d6c7634a85436eee06d43415012855",
"region":"us-east-1",
"metadata": {
"age": "25"
by
"tags": {

"color": "yellow"
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bucket: HZl 0| &

key: 2K 7| O|&
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= = L=
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