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1. Grid ManagerE AFE23t0{ S3 HIHEE Mdstn HEA| 0|§S 2ot

C
2. A2 Mot HO|X|0f| M SHEF MH|A S8 SMHS MEHSIL|CH 2ot AR CHE A AstS MEfelL|Ct.

Create a tenant

{:JI Enter details o Selact permissions

select permissions
Selat the Pt asns fiar this tenant sccaunt
Miow platlerm services @

Use-crem dentity source

Albow 53 Selegt @

3. BIUE 2E N8R £7| 9SS MHSALE KoM HEZI0lM A of SHE FL HUE AYS 7YY 2E
AN ABt0| Y= SB IFS MEABILIL)
4. 2EZ 2791 2 2ok HLHZ 44 U B2l S MBIt

12{™ Tenant Manager H|0|X| 2 O|S&tL|C}.

5. Tenant ManagerOf|A| Lif HM|A 7|E MEHSIO] LIBO| EIAES S3 ANA F|E MMStD CHRESSL|CE

O
= oo —

Amazon OpenSearchZ £% MH|AE Z{AMBHL|C}

Amazon OpenSearch(0|T 2| Elasticsearch) A{H|A HH

HAE/MZE9Z0F OpenSearch MH|A S W21 ZHHSHA| MASI2Z{H 0| MAIE AI2SHMA|Q. 2-T2|0|A
ElasticsearchE A2t ZM S MH[AE ALESI= & FRSHMA| 2-T3|0| A Elasticsearch?t S
MH|AE ZAMBELICE,

@ OpenSearch A{H| A0 7t5t2{H @23t AWS 2& 230!, HAA 7|, H|Y HAMA 7| 5L A0
A0{0F FL|Ct.

1. o X|&loj| mi2t Af =H[Q1S BHELICH "AWS OpenSearch AMH|A A|Z'CHS AFEES H|2|st A
° 4THA| =02l 0| F: sgdemo
° 10EHA. MI2SHE! HMIA H|Of: Ml22tEl AMA KO AHE SMS ME] FATL|CH

° 12CHA| M| A A 2E AN A Y LY S HEHS D JSON IS MEISHY LHS 0| 2 AHE0H0] HAA

| =

pzd

" UE BAE HAES ALEXE DR2[ AWS ID B HAMA EE[(IAM) ID X AHEX} O| S 2 HiFEL|CE.
X EANE HAE(IP FA)E AWS 2500 AMASH= O AHETH 2 AFES 38 IP FAE HREEL|CL

* 22t X S off YLIC} "https://checkip.amazonaws.com" &€ IPE &&L|CH
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"Version": "2012-10-17",
"Statement": |

{

"Effect": "Allow",

"Principal":

{"AWS": "arn:aws:iam:: nnnnnn:user/xyzabc"},
"Action": "es:*",

"Resource": "arn:aws:es:us-east-1l:nnnnnn:domain/sgdemo/*"
by

{

"Effect": "Allow",

"Principal™: {"AWS": "*"},

"Action": [

"es:ESHttp*"

I
"Condition": {
"IpAddress": {
"aws:SourcelIp": [ "nnn.nnn.nn.n/nn"

]

I

"Resource": "arn:aws:es:us-east-1:nnnnnn:domain/sgdemo/*"

}



Fine-grained access control

Fine-gr asned aoens controd peovides numeroun featre to help you keep your dats secure Featuees include documens-level secusity, feld-
bevel vecurity, read -only usen, and OpenSearch Deahboandh/Kibana ternent. Fine-grained accen control regueres 2 master user. Learn more

=z

Enable fine-grained access control

SAML authentication for OpenSearch Dashboards/Kibana

SAML puthentiaton Lot you ute your erating identey provider for wngle ugn-on for OpenSearch Dahboant/M2una Learn meore [

@ Touse SAML authentication, you must first enable fine-grained access control.

Amazon Cognito authentication

Enable to uwe Amaron Cognito suthentication for OpenSearch Dashboardu/Xibana Amazon Cognita supports a variety of identity providen
for viername -panword authentication Lesm more B

Enable Amazon Cognito authentication

Access policy
Acurus poticeey control whether a request s sccepted or repected when it resches the Amazon Openfearch Sermce domain Hf you spedity an
SLeoUnt, uier, of role in this policy, you Mmunt g your reguests. Learn more [

Domain access policy
Only use fine-grained access control

Allow open sotEs 1o the domuan

Do not set domain level access policy
Al reguests to the dorman will be dersed

© Configure domain level access policy

Visual editor Import policy

Access policy
j- “tatesent”; | -
& |
L | "Lffece”: "Allow",
L5 “Principal”: {
? T T e L Ry, em—
L b
L “Action®: “es:tt,
ie “Resource”: 'jrn:hu:cl:ui‘clll.!:dm:mth}l'ﬁiﬁt"
1 ).
2. {
13 "Iffect”: "Allow",
18+ TPrincipal”: {
13 e
18 Y
17= “Action™: |
18 “es:lDerpe*
19 *
8= “Coadition™: {
1= “Ipaddress”™: {
3= “bwi:tourcels®: |
i3 TALG . —
i ]
% }
~ G .
:: ) Rasogree®: “am M:n-.n-un-l.-:“:doum.'lﬂm!' -
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2. To|Qlo] gAMSHE mintx| 15-20& T 7|CHEL|CE.

3 OpenSearch Service
sgdemo ..

General information

sgdemo @ Acthve OpensSearch 1.7 |latest|

o ARN [ th 1
[} Lot ] i 1 ]

3. OpenSearch Dashboards URL 2 22/5t0] Af B{oflA QIS S0 CHA|ZE0f| AN ATILICEH HNA HE
QI EHSHH Tl CHA|EE0]| HMAL = YT MMA MM 22 P FAT HAFEH 32 IPE SHIEEA

HEE[0] A=A 2ltLCt.

4. THAIEE A% H[O|X[of| M =7 EHM S MERBHLICH HlFOlM 22| - JHE =7 2 ol SFLICH

S. JHe =71 — 2&0{|M StorageGRID 7HA| HIEHH|O|EHE K& S| 28 QA E AH2StH= 'Put <index>'E
UHBILICE CHS o[0f[A = QIHIA 0|5 'gmetadata’E AFEELICE X2 424d 7|S E Z2I5t0 PUT B™E2

AHBILICE CHS OlM| A3 214k 20| 2EZ T o & Z21t7F EAIELIC

>y OpenSearch Dashboards

= Dev Tools

Console

History Settings Help

. L \ 1+ [
1 PUT sgmetadata B DN {
2 "acknowledged” : true,
3 "shards_acknowledged" :
4 "index" : "sgmetadata”

e i)
Lrue,

6. A010| sgdomain > Indices Ot2H2| Amazon OpenSearch UIOA] EA|Z[=X| 2HQlstL|Ct,
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& Succesfuily updated & sorvics softwors version K02 11 103-P6

o Sat 0 B
sgdemo
General information
™ - - —
o [~ 1 i e
¥ sbibecaiis 5
Blisss il
| fineea
¥ | EOETeCe—TTIT
]
Chutbin coiPigun stbon Chustor hastih [T Ato-Tura Lo Tagt Coewmed s - NeAifcHbng
—

Indices (7]

x : : (2

a 1 o

Ity - Sipw [Lyin] v Qe $etal » Sagmirg by Fimlct mmappizngs

1 508 g 19 I M A e
il o 102 08 0

ZajZ MH|A 0= E JA
= A DO el —_ o

> HEA| 0|2 of| AWS-OpenSearch

° OflR| A3 21I4

282 URI 2E9| o™ ZXto| 2EHA| ofzfjofl ASLICY.

° URN EE2| 0| EXt 2EA|0| M ATt ARN ZH21E ARNS| E0f| &7}5H= /<index>/_doc'E F7}¢tCt.

—

O] o|olA URNS 'arn:aws:es:us-east-1:211234567890:domain/sgdemo/sgmedata/_doc’7} &lL|C}.

25



Create endpoint

o Enter details

Enter endpoint details

Enter the endpoint's display name, URI, and URN.
Display name @

aws-opensearch

URl @
https://search-sgdemo-/ | i -co50-]e

URN ©

r

sestus-east- 1 ——— 0200 sgdemo/ sgmetadata/_doc

3. Amazon OpenSearch sgdomainOﬂ HM|ASHH oI RHAOZ Access Key% MEHSE CHZ Amazon S3 2 M[A
7|2t 2= 7|E YL} OS2 H|O|X| 2 O|SotHE A% & S=IetLC}

= -dd-g =
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Create endpoint

@ Enterdetalts — Select authentication type @ Verify server

e’

Optional "  Optional

Authentication type @

Select the method used to authenticate connections to the endpoint.

Access Key N
Access key ID @

AK) | O
Secret access key @

Previous Continue

4. BHE golotHH 2 M CAAEM A Y EF HAE 9 BHS7| £ MEistL|ct. 20l0] 3sHH ChS
D FARSE =X QIE o} HO| HA|ELICE, 2Hlo] ATisHH Z=Z E0f| URNO| "/<index>/_doc"7t Z&t=|0]
AT AWS MM A 7|9 HIZ 7|7t SHHEX| 2HQIRfL|Ct.

Platform services endpoints

A platform services endpoint stores the information StorageGRIC needsto use an external resource as a target for a platform service (CloudMirror replication, notifications, or search integration . You must
configure an endpoint for sach platform service you plan to use

1 endpoint Create endpoint
Display name s Last error a Type 2 upe@ = URN @ &
L e e
A5 hittps://search-sgdemo- - armawsesus-east-
Search 3 2
cpansearch L.egz.amazonaws.com/ 1 ki 1 0310/ sgdemio sgmetadata/_doc

2.I3|0|A Elasticsearch?l S8 AH|AE HAHBIL|C}

-

2.13|0|A Elasticsearch A%

O| Xt= HAE SXOZ0 DockerE AFE5I0] AL Elasticsearch % Kibanas 24| M&St7| (ot Z4LICH.
Elasticsearch % Kibana AH{7} 0[0| Ql= B2 5EHAZ 0| SELICY.

M- OoT

1. O} HHAHIE MEM AR "Docker A K| ZX}" DockerE MK[EL|CL 2 AFRELICE "CentOS Docker A X| EXl' &
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https://docs.docker.com/engine/install/
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https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/centos/
https://docs.docker.com/engine/install/centos/
https://docs.docker.com/engine/install/centos/
https://docs.docker.com/engine/install/centos/
https://docs.docker.com/engine/install/centos/

Saigct.

sudo yum install -y yum-utils

sudo yum-config-manager --add-repo
https://download.docker.com/linux/centos/docker-ce.repo
sudo yum install docker-ce docker-ce-cli containerd.io
sudo systemctl start docker

° M5 & = DockerE AlZfse{H LtE2S Y RLICH

sudo systemctl enable docker

> VM.max_map_count 242 2621442 AHSIC}

sysctl -w vm.max map count=262144

echo 'vm.max map count=262144' >> /etc/sysctl.conf

ror
Rl
N

2. E WEL|Ct "Elasticsearch B2 A|ZF 7H0| =" Elasticsearch X Kibana DockerS M X|st1 AEisty| ¢
2| MMUL|CE o] o|oflA= T 8.12 MX|HESLIC.

—

lasticsearchOl| A 2t= AL Xt 0|E/@t= 9 EZES Ozl £ 5t0] Kibana Ul ¥ StorageGRID

E
Z olEROIE oI=

©
MK o2t

A
24
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=
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S
L
o
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Elasticsearch Service || Self-managed

install and run Elasticsearch
1. Install and start Docker Desktop.

2. Run:

VWhen you start Elasticsearch for the first time, the following security configuration
occurs automatically:
s Certificates and keys are generated for the transport and HTTP layers.

* The Transport Layer Security (TLS) configuration settings are written to
elasticsearch.yml.
* A password is generated for the elastic user

= An enroliment token is generated for Kibana.

You might need to scroll back a bit in the terminal to view the password

wore and enrollment token.

3. Copy the generated password and enrollment token and save them in a secure
location. These values are shown only when you start Elasticsearch for the first time.

You'll use these to enroll Kibana with your Elasticsearch cluster and log in.

F:] If you need to reset the password for the elastic user or other built-in
h-reset-password tool. To generate new

NOTE Users, runthe elasticsearc
enrollment tokens for Kibana or Elasticsearch nodes, run the
-create-enrollment-toksn tool. These tools are available in

B e
TadolLliloid

the Elasticsearch bin directory.

Install and run Kibana

To analyze, visualize, and manage Elasticsearch data using an intuitive Ul, install Kibana.

1. In a new terminal session, run:

docker pull docker.elastic.co/kibana/kibana:3

docker run --pname kib-81 --net elastic -p ! docker.elastic.co/fk

When you start Kibana, a unique link is output to your terminal.
2. To access Kibana, click the generated link in your terminal.
a. In your browser, paste the enrollment token that you copied and click the
bution to connect your Kibana instance with Elasticsearch.
b. Legin to Kibana as the elastic user with the password that was generated

when you started Elasticsearch.

29



3. Kibana Docker ZIEH|O|L{ 7t A|Z=|H URL & 3 'https://0.0.0.0:5601° 7t 2£0{| EA|E/LICL. 0.0.0.02 URLY

MH 1P =42 HRELIC
4. A8 0|2

5. MZ 210I5H= E2
MEdStL|CE

6. Lz =
oladstL|C}, 0I olofl M= QIElA o|F

Et=ldat o

CHAI2 = AIZF | O] X|0f| M &

'gmetadata’E

| X EEA| 0| A ElasticOll 2|8H A A =l

Y M S MERRILICE im0l 22| > HE =7 E

£ o} HO| M StorageGRID 7HA| HIEIH|O|E E X &5H7| 2|3l 0f A=A

ot 2 AR Kibana UIN| 2Q1gtL|C

[== N |

E AI23%t= "Put <index>"&
AF2TILICEH 22 AZHY J|S E SEl6l] PUT HHES2

AHSLICE CHS ofld| 23214k ZHo] QLER mii2of| of| & Z2at7F FEA|ELICE

) elastic

Console

= . Dev Tools

Search Profiler

Console Grok Debugger

History Settings Help

1 PUT sgmetadata

Painless Lab se1a

[ BN 1~ {
2 "acknowledged” : true,
3 "shards_acknowledged” : true,
4 “index” "sgmetadata”

° Uri:'https://<elasticsearch-server-ip or hostname>:9200'Q!L|C}

° urn:'urn:<something>:es:::<some-unique-text>/<index-name>/_doc' ®7|A| index-name2 Kibana

=50 M ALESH O| E)LICE. Ofl: 'urn:local:es::
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Create endpoint
o Enter details

Enter endpoint details
Enter the endpoint's display name, URI, and URN.

Display name @

elasticsearch
URI @

Attps: /L0 ——— ()
URN @

urn:local:es::sgmd/sgmetadata/_doc

Z QHOE J|= HTTP & MEs
olzqistH

A o =Z;zs

£ S 2=

Authentication type @

= MENSIT Elasticsearch AX| T2 M AO|A MMEl ALK} 0|2 'elastic’ T} Y52
124BfL|Ct CHS H|O|X| 2 O| Sst{H A|

Select the method used to authenticate connections to the endpoint.

Basic HTTP
Username @
elastic

Password @

AssssamRREERRRE

Previous

]|
x
ot
o
o
ook

L|C}. tolo| A

=/ -

dSotH o
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QA IS HOIE shei0] HAIEILICE 2Holo] AR URN, URI % AL2XH 0|2/t 8= 0| SHI2X|
stolgt|ct

Platform services endpoints

A platiorm services endpoint stores the wnformation StorageGRID needs to use an extornal resource as a target for 2 plathorm service (CloudMiror replicatean, notitications, or search integration. You must
configure an encpoint for cach platform senvice youplon to use,

2endpoints Crante endpolnt

Desplay rusms Lantmrrer w
; " : ps : 2 & mig ¢ um g =
= Ittps seorch-sgdemo-Tw 22 3hocd pelzcarpw 3y 3rle Tius-east- ETTEANSEIAS-Eas
aws cponsearch Search
1 e armaronans.comf 1210811500055 domaindsgdamon) sgmetad ata;_do
elasticsearch Search Pl L — umtiocal es:=sgmd; spmetadata/_toc

I AM S M|~ 74

ZEiE MH|A B
7HA| HIEHH|O|EE o El

I:Ii

2 Ch3 A= ZHAI7 é';*éi, AR EE= ST HIEMH[O|E] EE= Ef 27t YTl O] EE miofLt
EHCE BEUEE HIl £Z0|M 0f A‘|H|¢§ F8st= WYLt

20| EIHE ZHE2|XHE AFE5I0] AHEAt K| StorageGRID 74 XMLE H3l0| M85t AM Es # M
C

1. HIUE 22X} 0l AE2|X|(S3) > HZ! 22 0| SL|Ct

2. Create Bucket2 £2!6t1 bucket 0|2 (0ll: 'gmetadata-test')S /2Ist T 7|2 us-east-1 FHS |2
AHEgfL|CE.

27 BAIE URNS AL X7 ol BHE Mu|A B

—_

1 2
2| Xtof AM|ASHD HolE SAHE MH|A BHUM URNS SAIE 5= JAELICH

4

O]l Bl = HFOE AMRSHX| AUSLICE F, O HZIQ 2E ZHA|of CHet HIEHH|O|E{ 7t O|FHof| Mol &l
Elasticsearch 2822 M&EIL|CH

32




<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn> urn:local:es:::sgmd/sgmetadata/ doc</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

6. S3 HEtRXE A8SIH HIHE HMA/AZ J|E AHESH0 StorageGRIDO HZ

St HAE M
HIAE' 210 Y2 =50, BT AFEXL X[ HIEIH|O|E{ S Z4A[0] Z=7+EfLICt.

H|E 't ofE

i 53 Browset 9.5.5 - Free Verion (for non-cemmercial uss only) (Adminkstrater) - $g6060-platfarm-zervice — | 4
Becounts Buckets Files Tools Upgradeto Pro!  Heip Mew vernon svailable
l{’fl-ﬂtw bucket Path: | / S B YT
il sgmetadatatest | | File Size Type LastModified Storage Class
Pl Koala jpg | 72531KB | JPG File 319/2022 123952 AM | STANDARD
&| Lighthouse jpg 4812 KB JPG Fila 3192022 123952 AM  STANDARD
test] bd 45 bytes Tex Documnent 31972022 123952 AM  STANDARD
| st 35 bytas Text Document INSA22 122952 AM STANDARD
‘ﬁ‘upmd . ‘E_MMnm _ ﬁnum ' '&I New Felder E:l‘fﬂrfrtsh LI (TR e e e
Tasks (14) Permissions Hip Headers 7385 Propedies Preview Versions Evenflog
URL:  https://10.193.204.106: 10445/ sgmetadata-test/Koala. jpg (3 Copy
[ Key Value
data 01-01-2020
owner lestuser
project lest
type Irg
dpadd | S Ede Dakat Diefault Tags ¥ Apply changes i Reboad
7. Kibana UIE AH836t0{ RQEN E H|ELH|O|E{ 7} sgmetadatal| QIH AN EEE[U=X] ZolgtL|Ct,
a. 7oA 22| > 7Y =7 £ MEigtL(Ch
b. 21z o] Z& midof| ME 2|E 2oL MY 7|5 E S5t AL
CtS ol A3 zIAke| 2] 1 of|d] A2tz Hl 7Hel BZEE 20 FLICL 0= HZle| REHE 49}

IS
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GET

sgmetadata/ search

"query": {
"match all": { }

= . Dow Tool Conaole
Console Search Profiler Grok Debugger
Histery  Settings  Heip
GET sgeatadata) sesrch | '-r'_.
match_all®:

Painless Lab s

2 alse
cass ful”
5 3 o,
a (1]
La
a L £
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1.8
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"Bucket”™ “sgmetadata-test”,
YT o 1L B o
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" -
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uner 113340
project T

tags™
“date” "Bi-8l-1020
T "tesluser"
project” L]
e ¥ g
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GET

sgmetadata/ search

"query": {
"match":

{

"tags.type":
" query"

}

{
"jpg"

}

— . Dhe Tocila Carriacls
Cansolo Search Profiler Grok Debugger
Mty  Batbings  Haip

I-_n gt acatal i

sy
mitch i :
¥E e i Ll e
[
e &
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BT
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fapalfaideerd”

wiafi”
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cato|le cato|le cato|le cato|le cato|le cato|le
37| 37| 37| 37| 37| 37|
10GB 1 2 2.5¢ 3 4 4.5
25GB 12 2¢ 2.5¢ 3 4¢ 4.5
SG5712 — 9|
HIEQA QlE{W0|A £  4TB 8TB 10TB 12TB 16TB 18TB
[=r=I%][E] [==I%]=! [=r=I%][E] [==I%]=! [=r=I%][E] [==I%]=!
37| 37| 37| 37| 37| 37|
10GB 1 2 2.5¢ 3 4 4.5
25GB 12 2¢ 2.5¢ 3 4¢ 4.5
SG5660 — SG5760
HEQA QlEH0|A £ 4TB 8TB 10TB 12TB 16TB 18TB
EE|-O|E EE}OlE EE|-O|E EE}OlE EE|-O|E EE}OlE
37| 37| 37| 37| 37| 37|
10GB 3 6 7Y 8.5¢ 11.5¢ * 13+
25GB 3 6 7 8.5¢ 11.5¢ ° 13 *
SG5660 — SG6060
HEQ A QlE{W0|A £  4TB 8TB 10TB 12TB 16TB 18TB
[==IN][E] [==I%]=] [==IN][E] [==I%]=] [==IN][E] [==I%]=]
37| 37| 37| 37| 37| 37|
10GB 2.5 454 5.5¢ 6.5 9¢! 10
25GB 2 4 5 6 8 oY
SG5760 — SG5760
HEQ 3 QIE{W0|A £  4TB 8TB 10TB 12TB 16TB 18TB
czto|le ceho|le cztole cztol= ==l o] ) =] Ezole
37| 37| 37| 37| 37| 37|
10GB 3 6 7 8.5¢ 11.5¢ ° 13 *
25GB 3 6 7Y 8.5¢ 11.5¢ * 13



SG5760 — SG6060

HEQ3 OlEHo|A 22 4TB 8TB 10TB 12TB 16TB 18TB
=zto|le cztolg cezto|lg capo|le cezto|lg catole
37| = 37| = 37| =V

10GB 2.5 4.5 5.5 6.5 o 10

25GB 1.5 3 3.5¢ 45 = 6.5

SG6060 — SG6060

HESA QIE{Ho|A £  4TB 8TB 10TB 12TB 16TB 18TB
cato|le = ()= Eztole = ()= = (1= caolE
37| 37| 37| 37| 37| 37|

10GB 2.5 4.5 5.5 6.5 8.5 9.5

25GB 1.5¢ 3 3.5¢ 4 5.54 6

DDP16S & XA

SG5760 — SG5760

HEQA QlE{H0|A £  4TB 8TB 10TB 12TB 16TB 18TB
== (o] =] Eztole == (o] =] Eztole == (o] =] Eztole
37| a7y 37| a7y 37| a7y

10GB 3.5¢ 6.5 8 9.5¢ 12.5¢ * 14+

25GB 3.5¢ 6.5 8 9.5¢ 12.5¢ * 14 *

SG5760 — SG6060

HEQ A QlE{W0|A £  4TB 8TB 10TB 12TB 16TB 18TB
calole ceho|le c=ztole cztol= £ztole == (=]
37| 37| 37| 37| 37| 37|

10GB 2.5 5 6 7.5¢ 10¢ 1M1

25GB 2 3.5¢ 4 5 6.5 7

SG6060 — SG6060

HEQ 3 QIE{W0o|A £ 4TB 8TB 10TB 12TB 16TB 18TB
czto|lg (=13 )= czto|lg (=13 )= czto|lg (=13 )=
37| 37| 37| 37| 37| 37|

10GB 3.5¢ 5 6 7 9.5¢ 10.5Y

38
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=v 37| =v 37| =v az
25GB 2¢ 3 4 4.5¢ 6 7
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of2 Zatel

ZE THOHE A &

021 7tX| O| R 2 QIS =4l LE = OFRHIR2E ZEES CHA| OfHEHOF & o~ JUELICE 2| Al
CLB 2= B MH[A0M oXl nginx AMH|A 2E WA EFHLZ 0|Sotn St ZES
FXIote] S20[AE0 Chiet Geks E0[7Lf, 2e| == 20| E HIEXI0A SEH0|UE
S30i| LE 4435 AE5HLt, Yot H|oh Arof| ol ArEE 4= ASLIC.

ZE TS AHE5I0 CLBOIA NGINXZ S3 220 EE Oto|aa[o| M ehL|Ct

StorageGRID 11.3 0| 2| E2|A0|A= AO|EQ0] =0 ZotEl 25 MHM MH[AT CLB(HZ E2E HA
)RILIC}. StorageGRID 11.30{| Al NetApp2 HTTP(s) E2iZl 2= M2 A S 9ot 7| 50| ZEHSH ET &2 MO Z
NGINX MH|AS ZQISMEL|Ct CLB MH|AE StorageGRIDS| $H 22| ANM A& AFRE £ o002 M 2E
UHM AEIZQIE M0 ILE 80825 CHA| AHEE == IELICE O 2XIE i ASIE{H 8082 QIHIRE ZEE
1044322 CHA| OHEBIL|Ct O A| 5tH H|O|ESl|0| Z2|C|2|Mo| XE 80820 S0 2= HE HTTPS 80| ZE
104432 2 Z|C|AME| T CLB AMH|AE 23]610] NGINX AfH| A0 HZAEL|CH CHS X|A 2 VMwared| CH$t
X[EO|X|2t port_remap 7|52 ZE HX| 2HS ALESHH H|0] H[E HIE 5! O|Z2I0|HA0| FAS Z2MAE
AHEY £ AELICL

VMware 7}& Al HO|EQ0] LE 7=
CtS EtAl= StorageGRID OVF(Open Virtualization Format)E AF23t0| VMware vSphere 70 A VML 2
AO|ES0] =EE F=3t= StorageGRID 7% THARIL|CH O] ZEM[ANME VME AZXMOE H| st STt
0|F ¥ M= VM CHA| BIZESHOF SfL|Ct VMe| MRS H7| Tof| vApp £4 2 HESIH ZEES CHA| 0TS CHS
VM| MRS HI LE B T2 MAE MEMAIQ.
R

* StorageGRID 11.3 0| &2 AAstn USLICH
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fst= 2|2 TEZ THE0f YSLICH

IEXQIE SSL 215 A= Configuration/Server Certificates/Object Storage API Service Endpoints
rt

|cate°I CLB MH|A0f 2X|E A1t SYSIH, JHX| 42 32 S2H0|UEE AISM HES

Ls1- OoT L_L—L- L-O o=

If your existing certificate is self-signed, you cannot reuse it
in the new endpoint. You must generate a new self-signed
certificate when creating the endpoint and configure the clients
to accept the new certificate.

M W AO|EQ0] =5 HAZLICH

M W A[O|EL0| = =2 MASIH Lt THAIE +ABHHAI2.

—_

Ngkl= 3

VM Eo| M

C|AS0|A

o >~ W Db

uHE AHOIESO|

WK HO|EHO] =ES HiESIAH CtS HAE A

J2|E0 = 0lde LEVH /s B2 AEE AO|ES0] =5 MERLICY.

? 2= DNS 2L 28I AEE| £= 25 M Z0M L= IPE WAL CH

TTL(Time-to-Live)Ef g A= MMdo| Btz mi7tx| 7|CHEL(CE

VM =& X|AHELICE.

LS BiEEL T

HEAIL.

(o]

1. OVFOIA A VME =511 X[ ALO|EOf|A CHREESH MX| IHF| XA .ovf, .mf X .vmdk TtLS MEHBIL|CE,

> vsphere - gateway.mf

o vsphere - gateway.ovf
° NetApp-SG-1 1.4.0-20200721.1338.d3969b3.vmdk

2. VMO| =
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summary Monitor Configure Permissions Datastores MNetworks Snapshots Updates

Settings g > Deployment

VM SDRS Rules
vApp Options
VF in
Alarm Definitions O Sett gs |

Scheduled Tasks

OVF environment transport VYMware Tools
Policies
Guest User Mappings Installation boot Disabled
Properties
ADD EDIT SET VALUE DELETE

. &M MMOZ AFESIT port_remap_inbound A4S MENSHL|C}

Summary Monitor Configure Permissions Datastores Metworks Snapshots Updates

Settings w O | ADmIN_IP Primary Admin IP 1019320410 0.000 Grid Matwork ip
{eth0)
VM SDRS Rules

(0 | ADMIN_NETWO Admin network ext Admin Networ  string
vApp Options RK_ESL ernal subnet list K (eth1)

Alarm Definitions () ADMIN_NETWO  Admin network IP 10,193.174.112 0.0.00 Admin Netwar  ip
Scheduled Tasks RE_IP kK (ethl)
Policies O NODE_TYPE Node type VM_API_Gale Grid Node Par string["VM_Storage_Node”, "WVM_

way ameters min_Noade”, "VM_API_Gateway", '

Guest User Mappings 2
g _Archive_Node"]

() | CLENT_NETWO  Client network I STATIC DISABLED Client Networ  string["DISABLED", "STATIC", "DH
RK_CONFIG onfiguration k {eth2) P

PORT_REMAP_| Inbound port rema Advanced string

NBOUND pping specification

I':J GRID_NETWORK Grid network IP co STATIC STATIC Grid Metwork string["STATIC", "DHCP"]

i[>
0x
o
I

Q2 AIESHH MY 2 S=ILCt

Properties

ADD EDIT SET VALUE DELETE

- 7 "IS MES AR 1Y s SHQIZHo] MEME|o] AE=X| el Chs ME S SEIFLICH
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Edit property

Inbound port remapping specificati.. x

Genearal Type

D static proparty

Typa

String
User n
configurable
Length

65535

Default value

Dynamic property

Macra

MNatwork

| CANCEL | SAVE

6. 44 22 ATHO|M "port_remap_inbound" A4S MeEHst A0 A 2t A

g 2Lct.
Properties

ADD EDIT SET VALUE DELETE

7. &4 g goof HEYA(D8IE, YRR EE 2
olzdsH

2t0|ME), TCP, 22l ZE(8082) & M EE(10443)E
22 IL|CHOL2H D=0l EAIE CHE 2} gt ALO[of| “/"7L UR).

42



Set value Inbound port remapping specification X

Property value grid/tcp/8082/10443|

8. 02{ HEHIE ME3t= B HEHNI EXES TESHH HE()E AHSELICHOI: GRID/TCP/8082/10443,
admin/TCP/8082/10443, client/TCP/8082/10443)

AOIESO] LEE SFELICH

HOIERO] LEE 57512 Tt

gjo

EHA|

FAHSHYAI2.

i

1. Grid Management UI2| Maintenance/Recovery MO Z 0| S&tL|C},

Maintenance ~ Support ~

Maintenance Tasks Network System

Expansion Grid Network Software Update
rery  Decommission DNS Servers License

Recovery NTP Servers Recovery Package

2. VM 29| MlE HXD Grid Management UI2| Maintenance/Recovery Pending Nodes MlM0|| .= =7t LIEH
wj7EX| 7| CHEl L CF.
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Recovery

Sedeci he faded grid node fo recover, enfer your provisioning passphrase, and then click Siar Recovery io begin fhe recovery procedure.

Pending Nodes

Name ¥ |Pvd Address 1T state 1T Recoverable

No resuilts found

For information and directions for node recovery, see the
https://docs.netapp.com/sgws-114/topic/com.netapp.doc.sg-

<:> maint/GUID-7E22B1B9-4169-4800-8727-75F25FCOFFB1 .html [Recovery
and Maintenance guide]

3. LEJ EFE 20 = st 29 2= DNS 2t2E 28I AIEE| &
AL

2 W2t Boj IPS Z3E 4

rr

O|H| ZE 80822 2= HTTPS M[H0| ZE 1044322 O|SEL|Ct

B3| LS04 S210|1E S3 HHAES /3 ZE 4432 CHA| DHLSHLICH

#e| LE £ #e| =70 ZTEE HA JE0| CH$ StorageGRID A|AEIQ| 7|2 LM 2 IE 443 91 802 22| U
HIHE 22[X} UIB2E o|efstr| flet 0| 2E YA M 2F-ol| AF8E 4~ I&LICE ofof CHet SiE WH2 ZE
HOHY 7|52 AHBSHD QIHIRE XE 4438 EE %EJH ETCE A4Y M ZE=Z 2|C|A&5t= AYLICE O
0| 2t2 =™ S2t0|HE S3 ERTofA ZE 4432 AM2E 4 U1, O2|= 22| Uls X E 84432 SoljAtt
MMAT 4= JOM, HIHE 2| Uls EE 94430f| A TH HMHA L 5~ JUSLICH THOHE ZE 7|52 & HX| Aloj2t
Tdg = JASLICHL g4 LEO| ZTE MY J2[=0i|M oista{H 0]2] X2 Mej= RAFsoF gfL|Ct o] Y2
HAESt S & E?E Zolst= M ZAHLCE

1
0x
ujo

Sl =1 5 O|O|EfH| o] A

el =E0flE &9, 25 8 00| chiet Lt HEED ofL|2t ZAF 23, Prometheus HIEZ]0] Z&HELICE admin
LETHOE] 7Rl R O I11|0|E19| =Ar=0] 0f2] 7§ Q&LICE J2|S0 admin =7} 0i21 i gi= 2 A2 0|
T2 MATL 2 0 =EE S5tot 20 0| HI0|HE EZ5t0] Fsl{of LTt J2|=0f THE 22| =E7F U
EF ZZMA S0l i =E0| CI0|EE SAMY = JELICE J2[=0f OHE 22| ==7¢ 81'.: AR LEE A
Hofl ChZ Xl w2k HIo[HE SAF = ASLICH

W

>
Of oY
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YA ZOE SAILICH
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f. of] LIZEEl SSH HM|A 2SS Q2HBL|Ct passwords. txt IHY.

When you are logged in as root, the prompt changes from “S$° to “#°

2. CIAER|S MHSI BE A 2O Mg HES| O2|E L 29| A| 9IX|0f SArtL|CH

= oo

use_storage_node_01_
ad. ssh admin@storage node 01 IP
b. mkdir -p /var/local/tmp/saved-audit-logs

3. B2| LEZ S0t7tM AMS MHIAE SX[ot0] M| 21 TS MMSHX| QA= $HLICH service ams stop

4. auditlog TIPS S E 42| 20 SAFY ©f 7|& IHY S FHO{MX| R E 0 0| HiELICH
a. audit.log 0| S8 yyyy-mm-dd.txt. 13} Z0| H= 7} X[ E 1Rt Ot 0|ECZ HHELICL O|E S0 ZAL 2D

nlo) OIE 2015-10-25.txt.12 H}E 5= JA&LICH

cd /var/local/audit/export
ls -1
mv audit.log 2015-10-25.txt.1

5. AMS MH|AE CHA| A|ZFEILICEH service ams start

6. DE UA 2O MY Ak scp * admin@storage node 01 IP:/var/local/tmp/saved-audit-
logs

Prometheus H|O|E{E ZAtEtL|Ct

@ Prometheus H|O|E{H|O| AE SAISH= H| 1A|ZH O] 0] 2 4= ASLILE EF 2= HE2|X} 7|52
2| 20N MH|ATE SX|E|l= St ArE e 5= lELIC

1. CIAER|E MMSt0] Prometheus HIO|EE EEQ| O2|= L EO| A| IX|0f| SAFRLICH CHA| BF
AHE X} storage node 01_{ILICE.

a. AEE|X| LEof 2aQIEtLC,
I Ot BES AHYLICH ssh admin@storage node 01 IP
i. of LIGE &5E Q&3BIL|C passwords . txt OFY.
iii. mkdir -

-p /var/local/tmp/Prometheus’ & L|Ct
2. (Xt L=of 230l C

a. Cf2 HHS YHYLICL ssh admin@admin node IP

b. off LIFE ASE UABILICt Passwords. txt IHY.

c. REZ M5 H O3 BHS AHYLICH su -

d. of LgE 25 E UHELICH Passwords. txt THY.

€. SSH Of[0|ME0]| SSH 7li¢! 7| F=7tefL|Ct &1&: ssh-add
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f. Off L=l SSH HM|A A5 E UZABILICH passwords. txt THY.
When you are logged in as root, the prompt changes from “S$° to “#°

22| =0l A Prometheus MH|AE SX|RLIC service prometheus stop

a. AA 2| LEoM AEZX| = R 2|X|2 Prometheus Hl|O|E{H|O|A S ZAFRILICEH L E: /rsync
-azh --stats "/var/local/mysqgl ibdata/prometheus/data" "
storage node 01 _IP:/var/local/tmp/prometheus/"

aA 22| L E0|A Prometheus MH|AE CHA| A|ZRIL|CHservice prometheus start

EEEEE

L HE = MySQL HIO[E{H[0] A0 MZELICE. Cl|O|E{H|0|A SAHES HESHEH NetApp2| AHEAL 3 A7t
TRYLICE J2|=0f| CHE 22| L EJH A= B2 0| Bl BRI gieH 57 T2 M|A S0 LIHX| 22| = =0i[A
HIO[EH[O|AE SHE 4= ASLICH

1.

46

ZE|XH 20| 2l Ct
a. C}tS

e
o
b. of L}ZE A4S E AZBILICt Passwords. txt THY.

When you are logged in as root, the prompt changes from “S$° to “#°

22| Xt 0| M StorageGRID MH|AE EX[5t10 NTP & MySQLE AlZFefL|Ct
a. B = MH|A FX|: service servermanager stop
b. NTP MH|A CHA| A|Z}: service ntp start.. MySQL AMH|AES CHA| AJRFEILICEH service mysql
start
mi Cl|O|E{H|O]| A S /var/local/tmpOi| B T EfL|CH

a. Ct3 HE 2 UAHSLICE mysgldump —u username -p password mi >

/var/local/tmp/mysgl-mi.sqgl

- MySQL dump It E K| . =0i| EALEL|CE storage_node 018 AFEELILCEL

scp /var/local/tmp/mysgl-mi.sql storage node 01 IP:/var/local/tmp/mysql-mi.sql

a. CHE MHoj| CHgt = HMATLE oA HRSEIX| O™ SSH Oflo|ME|M 712l 7|1E HM|AHELICH &:
ssh-add -D



#el LEE M =LCH

OH| #ot= 2= GI|O|E{2| e SAM=O| A2 O2|E9| CHE 22| =0 7[Fot7 Lt fAl fIXof HEEALEZ
O{Z2t0|AAE MHEYSH ZE MYS Y & ASLICH

1. 0jZz2tolelA % MMHSH APH MX|El MEiZ S0t SAE 0|2, IP YU HESRZ M0 QX|ELICH BE
HIO|E7} &4 B2 S0t FEE M= HSLICt

a. OfS HE 2 YHYLICE sgareinstall

root@sgl00-01:~ # sgareinstall

WARNING: All StorageGRID Webscale services on this node will be shut
down.

WARNING: Data stored on this node may be lost.

WARNING: You will have to reinstall StorageGRID Webscale to this
node.

After running this command and waiting a few minutes for the node to
reboot,

browse to one of the following URLs to reinstall StorageGRID Webscale
on

this node:

https://10.193.174.192:8443
https://10.193.204.192:8443
https://169.254.0.1:8443

Are you sure you want to continue (y/n)? y

Renaming SG installation flag file.

Initiating a reboot to trigger the StorageGRID Webscale appliance
installation wizard.

2. TN = O{Z210|AAT} IR EE| D [ E PGE UI0H| AMAS 2~ JUELICE

3. Configure Networking@ £ 0| S 8fL|C}

Home Configura Networking = Configun

Link Configuration
Home P Configuration
Remap Pons g—
Ping and MTL Test
O Use _ istitutes 4
Port Connectivity Test (nmap)

DNS Configuration

- —— <= —
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4. @ste YEYA, TRES, Wit ol BES Melgt ot

glo

5 £t HES 2L

@ J2|E HE/IOM Q2 E ZE 4433 CHA| 0jESHH 2X|of =g EA SEHELCE J2|=
HE?{Z0[M ZE 4432 CHA| 0HHSHX| g= 20| ESLICH

NatApp® StorageGRID® Appliance Instalier o
Homo Configuro atworking = Configure Hardwirn = Monior Instaipacn Advanced =

Remap Ports
If fipaivd, Yool b T (v infeenial ot on the appance Siorsge Node bo dferent exiermal porls. For musemgpie, you might red fo remap pors bacauss of 8 finewal issue

=+ AddFue | Metwol Ghg Prolocal TCP «  Aemap DinecBon  Inboand = Dirginad Part 1 Mupped-Ta Part 1
Melwork Prototal Reomap Dinscticn Cirigiral Port Mappod-To Port
' Chani ToR Iribstsiad 443 10443

5. Ytz XE MOl FIEASLICL B H = SOt AX| A HES SIS Ct

Ol of &e| L= S7 BAE +AY & USLILHHE ZEA"

Cilo[EHlo|A Sl 20 S/

O[F| 22| LEJt SRE B2 HEZ], 211 8! 7|7HE FHE =E74Y = JAGLICE J2| =0 CHE 22| LE7H U=
AR, ol I2MAL "HE H A" Prometheus-clone-db.sh_and_mi-clone-db.sh_scriptsS AF2ELIC} O] =7t
Feoh 22| L. =0|1 O] CIO|E & MASI=E MENSH ZR L2 B0 W2t HEE =/ = JASLICL
AL 25 CHA| SAFLICH
1. ga|xt ==of| 23l Ct.
a. [12 B2 YHLLICH ssh admin@grid node IP
b. O LIFE XS E UHBLICt Passwords. txt I,

C. REZ TSl L3 S YHELILE su -

ol SSH 72l 7|5 F7tetL|Ct 3: ssh-add

f. Of LIZEl SSH HM|A LS E UBILICH Passwords . txt THY.
When you are logged in as root, the prompt changes from “$° to “#°

2. BEE A 2O MAS 57E 22| =20 SARLL scp admineg
grid node IP:/var/local/tmp/saved-audit-logs/YYYY*

Fo |5t

— =

3. HIoHS 9lo) o7t LA J2|S LSO A BRE BE| S0 YBHOE HAEIQUE]
ApR[gLCE,

Lot
ot

A2

i

4. S3E 22| LEoN ZAF 23 IO AKX B OF AN S YOO|ERYLICE chown ams-user:bycast *

EE3t ZEAF ZRO| T3t 7|E S2t0|o1E HNAE SeIsHof BHLICH KA[3 LIS2 StorageGRID 22| X142
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Prometheus HEZ/2 SIgfL|Ct

my
o
1
$0
o>
T
il
o
1
I
E

@ Prometheus H|O|E{H{|0|A S SA}SH= O 1A[Zt O[ A0
el EENM MH[ATE SX|E = SOt AFEE 4 gIELICEH

d. off LI ¢ E 2THL|C passwords. txt IFY
€. SSH O|0|ME| SSH 712! 7|E F=7FetL|Ct & sh-add
f. of| L}IFEl SSH MM A &S E QB3SIL|C passwords . txt OFY,

When you are logged in as root, the prompt changes from

2. 22| = =0 Prometheus MH|AE SX|BLIC} service prometheus stop

to #°

a. A| et X0l A 2t2[Xt =EZ Prometheus H|O|E{H|O|AE SAFRLICE /rsync -azh --stats

"backup node:/var/local/tmp/prometheus/"
"/var/local/mysqgl ibdata/prometheus/"

b. CIO|E{7} SHIE ZZ0]| Y1 2ATBIX| &QlRtL|Ct 15
/var/local/mysql ibdata/prometheus/data/

3. AaA 22| LE0|A Prometheus AMH|AE CHA| A|RIRIL|CLservice prometheus start

When you are logged in as root, the prompt changes from

2. thH| =0 M MySQL HI IS SARLICH scp grid node IP :/var/local/tmp/mysqgl-mi.sql

/var/local/tmp/mysgl-mi.sqgl
3. &2|X} =0l StorageGRID MH|AE SX[StD NTP X MySQLE A|ZfEfL|Ct

to “#°



a. B E MH|A BX|: service servermanager stop

b. NTP MH|A CHA| A%} service ntp start.. MySQL AMH|AE CHA| A|ZFBILICH service mysqgl
start

4. mi O|O|E{H|O|AE EE5IT H|O] Y= M CIO|E{H[O| A S MMBILICH mysql -u username -p password

-A mi -e "drop database mi; create database mi;"

5. HIO|E{H|O|A HIZ A MySQL HIO|E{H|O|A E9): mysql -u username -p password -A mi <
/var/local/tmp/mysgl-mi.sqgl
6.

CIE MH|AE 25 CHA| A|RRILICE service servermanager start

_ otz 2atel _
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StorageGRID2t 271 Cloudera Hadoop S3A H4IEHE
AHE3SH A2

Hadoop2 otSQt H|O|E 2totXtS0| MS6t= 20FIL|CE HadoopS AFESHH ZHEHSEH
o202 TURIE ARSI ZARE S2{AH HMuto]| 2X 2 0| NEE 24t
HMe|g £ JASLICE Hadoop THY MEHOIA =8 FH| A|ARICE AFUAS = UEE
MAERCH, ZF AAEIS 24 AFEI AER[X|E A[EL|CH

Hadoop ¥ 2 EE 20| S3AE AESt= 0| R FAYULIT}?

AlZHO| X|LHH M H|O|E| 20| B7teto] wat Xth| ARE W AEZ|X|Z2 M A|ARE FIH6ts WAO| HREXO 2
ERSLCH MYHMO = oA 2|2 AE REXOZ AL QLS 22|5t= o 02 Z0] ALt

o|2fet BRI $1Z5t7| SIeh Hadoop S3A 22f0|lEL S3 LM E AE2|X|of th3t DA OS S BLCH
SIAS AR310] Hadoop Y2 S PASIH OHHE AEa|X|E HolE MEAR R 4 Yon|, 2E T}
AER|X|S SUNOE HF £ ol HolE HEY A AEEXE NS £ YALICH 3 AFLD AEE|XS
22|sto] AFE S0 HES 0| 2|AAS Bl HO|E ME 37|0] uf2t 8S NBL £ ABLICE T2tk

Hadoop Y2222 MA| TCOE E + JUSLICH
StorageGRIDE A5t S3A HYUEHE A 2L|C

L A4 94

* StorageGRID S3 =X QIE URL, HI'HE S3 HAM|A 7| 8 Hadoop S3A HZ HIAEES Qs 2 7|QL|Ct

[m
kR
rr
w

C

[oR
o

rH
rot
1
~
iul

* Java IH7|X|E €X|517| ?I8H 22 AE2| 2t S AE| Ut Cloudera 222 8 £

20224 42 ¥, Cloudera 7.1.72 AF23t Java 11.0.14= StorageGRID 11.5 % 11.62 CHACE HAEE
Or-&L|CH O2{Lt Java HE Ho = M2 AX|g of CHE 4= JUSL|CE

Java Ii7|X|E EX[gL|Ct

1. B &I A2 "Cloudera X2 IfEE|A" X[ E|= JDK HH.
2. E OR2ZCBLC} "Java 11.x 7| X" 0] 2&F HIHlE= Cloudera 22{AE 2 M|A|Q YX|gtL|ct. o] IHF|XIE
2| AEQ| 2t SAE| SAFELICE 0] ool A= CentOSO| rpm IH7|X| 7t A EILICH,
3. 2t SAEQ REZ 29187 Lt sudo #TH0| Y= AT E ASRLICEL 2 SAEA CHS HHAE A TLICt
a. I{7|X| HxX|:

$ sudo rpm -Uvh jdk-11.0.14 linux-x64 bin.rpm

£

b. JavaZl #X|El 9IX|E eletL|Ct. of2] HTI0| EX|E 32 Mz ZX|E TS 7|=2gez AFgLIct

=

51


https://docs.cloudera.com/cdp-private-cloud-upgrade/latest/release-guide/topics/cdpdc-java-requirements.html
https://docs.cloudera.com/cdp-private-cloud-upgrade/latest/release-guide/topics/cdpdc-java-requirements.html
https://docs.cloudera.com/cdp-private-cloud-upgrade/latest/release-guide/topics/cdpdc-java-requirements.html
https://docs.cloudera.com/cdp-private-cloud-upgrade/latest/release-guide/topics/cdpdc-java-requirements.html
https://docs.cloudera.com/cdp-private-cloud-upgrade/latest/release-guide/topics/cdpdc-java-requirements.html
https://www.oracle.com/java/technologies/downloads/
https://www.oracle.com/java/technologies/downloads/
https://www.oracle.com/java/technologies/downloads/

alternatives —--config java

There are 2 programs which provide 'java'.

Selection Command
+1 /usr/java/jrel.8.0 291-amd64/bin/java
2 /usr/java/jdk-11.0.14/bin/Jjava

Enter to keep the current selection[+], or type selection number:

C. 0| EE 'etc/profile' 20l FE7HEHLICH ZRE 9l9| Mef A= o Yk|cHof FLCt.

export JAVA HOME=/usr/java/jdk-11.0.14

d ZRIUS M O} B2

g S ddgLC

source /etc/profile

Cloudera HDFS S3A 3+ A

L

1. Cloudera Manager GUIN|A| 22{AE > HDFSE MEiSt I ConfigurationS MEi gt

=
n

We)S ASLICH
fs.s3a.access.key = <StorageGRIDQ| E|HE S3 UMA F|>

fs.s3a.secretkey = <StorageGRIDQ| E|HE S3 H|Y 7>

FS.s3a.CONNECT [true == false] (O] &20| F2tEl AL 7|2Z2 https)
ION.SSL.ENABLE

D
FS.s3a.endpoint _<StorageGRID S3 HEXIE: port>
FS.s3a.IMPL org.apache.%}&.fs.s3a.s3aFileSystem
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FS.s3a.path.style.a [TRUE = FALSE](O| &

ccess
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Cluster-wide Advanced HOFS (Service-Wide) O Undo @
Configuration Snippet (Safety View as XML
Valve) for core-site.xml

MName [ fs.s3a.endpoint l E®

©f core_site_safety_valve

Value

sgdemo.netapp.com:10443 l

Description [ StorageGRID 53 load balancer endpoint l

Final

Mame [ fs.53a.access key l BE®

Value [ OM st & AN l

Description [ SG CDP 53 access key l

Final
Mame fs.53a.secret key l BE®
Value [ mapziimmhehitmiihhRetaReeEERNaE O fc I

Description [ SG CDP 53 secret key l

Final
Name fs.s3a.impl l HE®
Value org.apache hadoop fs.53a S3AFileSystem l
Description [ l

Final
Mame [ fs.s3a path.style access l E®
Value [ true l
Description [ l

Final

“luster-wide Advanced Configuration Snippet (Safety Valve) for core-site.xml ‘ Save Changes(CTRL+S)

1. 81 L8 MF £t S2/eLICt HDFS Hl EAIE0IM 22HE 14 ofo|2S MEHSI THZ HO|X|of| A
QeE MH|A CEAl AR 2 MEISHTHS XIS THAL AIZ S MEfRlL|C),
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CLOUDZRA . .
M Manager CDP Cluster

N @ HDFS - 1)[B

Stale Configuration: Client
Status  Instances  Configu configuration redeployment

Clusters

needed

Hosts

fjo

StorageGRIDO]| Ci$t S3A HZS HAETIL|C

7|2 9& HAEE $HSLCH
Cloudera 22 AE9| SAE & StLI0| 21918t 'Hadoop fs-Is s3a://<bucket-name>/'S YU EfL|Ct,

CHS ool M= Z2 syle2 7|& HDFS HIAE H3lat HAE ZHH|QF EH| AL ELICE.

[root@ce-nl ~]# hadoop fs -1s s3a://hdfs-test/

22/02/15 18:24:37 WARN impl.MetricsConfig: Cannot locate configuration:
tried hadoop-metrics2-s3a-file-system.properties,hadoop-
metrics2.properties

22/02/15 18:24:37 INFO impl.MetricsSystemImpl: Scheduled Metric snapshot
period at 10 second(s).

22/02/15 18:24:37 INFO impl.MetricsSystemImpl: s3a-file-system metrics
system started

22/02/15 18:24:37 INFO Configuration.deprecation: No unit for
fs.s3a.connection.request.timeout (0) assuming SECONDS

Found 1 items

—rW-rw-rw- 1 root root 1679 2022-02-14 16:03 s3a://hdfs-test/test
22/02/15 18:24:38 INFO impl.MetricsSystemImpl: Stopping s3a-file-system
metrics system...

22/02/15 18:24:38 INFO impl.MetricsSystemImpl: s3a-file-system metrics
system stopped.

22/02/15 18:24:38 INFO impl.MetricsSystemImpl: s3a-file-system metrics
system shutdown complete.

=M 82
AlLIE|2 1

StorageGRIDO]| Ciet HTTPS HZ S A3t 1582 A|Zt H|$t = "shake_failure” 257t LA BL|C}.

HI

* 0| R: * StorageGRID HZZ 2[d Qe =|A[ALE XY =X @b= TLS 2= MEFE AHE35H= 0|™ JRE/JDK HH.
* ME F HAIX] ¢
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[root@ce-nl ~]# hadoop fs -1s s3a://hdfs-test/

22/02/15 18:52:34 WARN impl.MetricsConfig: Cannot locate configuration:
tried hadoop-metrics2-s3a-file-system.properties, hadoop-
metrics2.properties

22/02/15 18:52:34 INFO impl.MetricsSystemImpl: Scheduled Metric snapshot
period at 10 second(s).

22/02/15 18:52:34 INFO impl.MetricsSystemImpl: s3a-file-system metrics
system started

22/02/15 18:52:35 INFO Configuration.deprecation: No unit for
fs.s3a.connection.request.timeout (0) assuming SECONDS

22/02/15 19:04:51 INFO impl.MetricsSystemImpl: Stopping s3a-file-system
metrics system...

22/02/15 19:04:51 INFO impl.MetricsSystemImpl: s3a-file-system metrics
system stopped.

22/02/15 19:04:51 INFO impl.MetricsSystemImpl: s3a-file-system metrics
system shutdown complete.

22/02/15 19:04:51 WARN fs.FileSystem: Failed to initialize fileystem
s3a://hdfs-test/: org.apache.hadoop.fs.s3a.AWSClientIOException:
doesBucketExistV2 on hdfs: com.amazonaws.SdkClientException: Unable to
execute HTTP request: Received fatal alert: handshake failure: Unable to
execute HTTP request: Received fatal alert: handshake failure

1ls: doesBucketExistV2 on hdfs: com.amazonaws.SdkClientException: Unable to
execute HTTP request: Received fatal alert: handshake failure: Unable to
execute HTTP request: Received fatal alert: handshake failure

Java 7| X|2 SXIELICHAME BESHIAIS.

AlLtE|R 2:

"QE A et Qs olE FRE #2 4 USLICL'EHE 2F HIAIXISH #H StorageGRIDY| HZBHX|
ZoliA |}

A AANH .

* 0|R: * StorageGRID S3 ELQIE M AS M7} Java T2 0| A AZ|E|X| L&L|CE

HE 2R HIAIX:
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[root@hdp6 ~]# hadoop fs -1s s3a://hdfs-test/

22/03/11 20:58:12 WARN impl.MetricsConfig: Cannot locate configuration:
tried hadoop-metrics2-s3a-file-system.properties, hadoop-
metrics2.properties

22/03/11 20:58:13 INFO impl.MetricsSystemImpl: Scheduled Metric snapshot
period at 10 second(s).

22/03/11 20:58:13 INFO impl.MetricsSystemImpl: s3a-file-system metrics
system started

22/03/11 20:58:13 INFO Configuration.deprecation: No unit for
fs.s3a.connection.request.timeout (0) assuming SECONDS

22/03/11 21:12:25 INFO impl.MetricsSystemImpl: Stopping s3a-file-system
metrics system...

22/03/11 21:12:25 INFO impl.MetricsSystemImpl: s3a-file-system metrics
system stopped.

22/03/11 21:12:25 INFO impl.MetricsSystemImpl: s3a-file-system metrics
system shutdown complete.

22/03/11 21:12:25 WARN fs.FileSystem: Failed to initialize fileystem
s3a://hdfs-test/: org.apache.hadoop.fs.s3a.AWSClientIOException:
doesBucketExistV2 on hdfs: com.amazonaws.SdkClientException: Unable to
execute HTTP request: PKIX path building failed:
sun.security.provider.certpath.SunCertPathBuilderException: unable to find
valid certification path to requested target: Unable to execute HTTP
request: PKIX path building failed:
sun.security.provider.certpath.SunCertPathBuilderException: unable to find
valid certification path to requested target

Z dhe: ~ e M ME 7] 2ol A gt MH QIS A E AHESHH 2l
A —
SLICH = A Q

E= MH QIZME Java 22| KEA| F7HeL

-DOH

StorageGRID AFEXL X CAE= MH ASME Java L2 MEA0| =716t LS HHAIE +ASHHAIL.

1. 7|1Z 7|2 Java cacerts I} S HABHL|C}.

cp —ap $JAVA HOME/lib/security/cacerts
$JAVA HOME/lib/security/cacerts.orig

It

2. StorageGRID S3 £H QIBME Java MZ| HEAE T FL|CH

keytool -import -trustcacerts -keystore $JAVA HOME/lib/security/cacerts
-storepass changeit -noprompt -alias sg-1lb -file <StorageGRID CA or
server cert in pem format>
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M eE

HO

—_

. C|HUst2{H Hadoop 21 $FS =ILIC}
export hadoop_root_logger=hadoop.root.logger=debug, console
2. HHg AMdlistn 273 HA|X|E error.log=2 M RIL|CE

'Hadoop fs-Is s3a://<bucket-name>/&> error.log'

S3cmdE AL23H0] StorageGRIDOI|A S3 HMHAE HAESHD
A ALt

S3cmd = S3 XS 2ot B2 HE
StorageGRIDO|| A S3 HM|AE H
S3cmdE AX[st AL Ct
ST AH|O[MO|Lt A0l S3cmdE M X|5t2{H Of| A CHREESL|CE "HHE S3 22[0|HE". s3cmd = X sHES
X|2817] 918t =72 2t StorageGRID = =0f| 0|2 AX|=[0] Q&LICE

x7| 74 oA

1. s3cmd — 74
. access_key2t secret_keyft MZstHA| 2. LIHX|= 7[28f2 RXISLICE

2
3. MIBE XtH ZHOZE HMAE EHAESIAZEL|T? [Y/n]:n(
4

> ﬂJ
='?='
|_E
Hu
£
>
m
0)
J

- S NMESAIZELIN? [y/N]yIL|CH
a. 7L40| 'root/.s3cfg Off MEE|ASLICH.
5. s3cfg0llAl "="7|= CHS0i| host_base X host_bucket ZE7} H|0] Q== BHL|CE.
a. host_base=

b. host_bucket=

@ ATHA UM host_base X host_bucket2 X|™st= HAS CLIOA -hostE AFESHH JIEZXQIES
Xy 2ot ei&Lct of:

host base = 192.168.1.91:8082
host bucket = bucketX.192.168.1.91:8082
s3cmd 1ls s3://bucketX —--no-check-certificate
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7|

M

o

ERY

*

° *

0x

S 3cmd MB S3://s3cmdbucket — host=<endpoint>:<port>— no-check-certificate
‘v RE H3l L

S 3cmd Is — host=<endpoint>:<port> — no-check-certificate
* 2= I E e S gL ct *

S 3cmd la—host=<endpoint>:<port>--no-check-certificate
* *EY HIQ QENE & *

's3cmd Is s3://<bucket>--host=<endpoint>:<port>--no-check-certificate'
= AU VS (i

S 3cmd rb s3://s3cmdbucket — host=<endpoint>:<port> — no-check-certificate
R P [ P

S 3cmd put <file>S3:/<bucket>--host=<endpoint>:<port>--no-check-certificate
M P I VS L] P

's3cmd get s3://<bucket>/<object><file>--host=<endpoint>:<port>--no-check-certificate'
M P[RS PN [

S 3cmd del S3://<bucket>/<object>--host=<endpoint>:<port>--no-check-certificate

otz 2atol

NetApp StorageGRIDE &5 AEZ|X|E AI235t= Vertica Eon
D E G|O[HH|0|A

0| 7t0|=0i| M= NetApp StorageGRIDO|A =& AEE|X[E AFE5t= Vertica Eon Mode
CIO|E{HO|AE M-ddSt= HAIE HHLLICE

—= OO

A4
Verticals 241 HlO|E{H|0| A B3| ATESO{QILICH CH2ke| HlO|EIS K23t 2 MAE columnar AE2|X]
zyEoR N, 7|29 ZOFHOl AL Q0 IS W2 2| M52 X|ASHLICE Vertica H0|E{H|0] A= Eon Ei
Enterprise® & 71| 2C & 3tLt2 AYELICH £ GEES RE AR £ 2B Cof 25 & YALICH

EON 3! AIE{Z20|= HEE= = H[0|H E XMTot= ?IX|of w2t CHELICH

* eon Mode H[O|E{H|0| A= & AEE|X|E AHE5I0] CI|O|E S MFLICt. O] HH2 Verticall Al ZERLICE
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* AE{Z2t0|= ZE Cf|O|E{H|0] A= HO[EH|O| A E Fot= =E0| It A|A-O| 2Z = H|O|HE MERLIC

EON T C Of7|HlXN

eon Mode= ZHFE 2[2A S HIO[E{H[0]| A9 & AER[X| AExt Z2[5t0] AR AECXE B2 & HY &
UAEE BfLICt Eon Mode?| Vertica= Lot QA 2EZS X2[stn Brol ARE 3 AEZ|X| 2|AAE AHESHY]

M2 Z2|ste 2 A =she|of UALIC

eon Mode= AtLH E£= Amazon S30| SAEIEl 39 QEHE XEAQI S3 M| H|0|EE XMZEEL|CE.

Ok
00

-

NE FA

Eon Mode:= H|O|HE ZZ0| X{Tot= tidl 2= C|O|E{ et FHE = T (HIEHH[O|E])
AMERILILH 38 2E2|X|= HIO[EH|0|A L E 7t SR E|= CIO|E{H0] A2 &

Q2
rn
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0H1
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40
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* DEHOIHE S F2E A0l 2E LE0M SHE = ASLICE
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* 82 Lo C|A3 Z7tof| 28 MStE|X| g LICt.

* Olo|H= HMA0 MEEE2 Holshs QAN et 2HARE BN o = ahEe £~ ASL|CH H|0|E 7t
Lo 222 MEE ER iEE FIFStALE M L= Zhof| &Eer &2l HIO0|E S 0| SdHOF 5tH, H|AHE
CELME MHE = EZ 0|S8Hof gLt

EOIEF S 22RE /X0 A CIo[Eoff HAM[ASHE A2 2EH CIAT0AM
HIO[EE &= A= -’—'.‘-E7f LIt ot B2 20| M HIO|E & o Hojl S HR0= S8 _EEIIIOH Chet
HEO| = S Lo £ ﬁ ICt C[O|E] MM A K2 #0[7] 2/8H Eon Mode Gi|O|E{H[0] A 2| & == H|O]E
HEf2t= CIoEe] 2 C|AT FHAIE %Xla*l—lﬁf e E MY I 2= M 2T H|0|E 7 MH|A HIE o
UAEX| eIBLICE O] B2 CIO[ES| 2 SARES AFESH0 A 2|E A2 LI HI0[E7L MH[A HEo| gis 3
LE= S8 AELX[0|M HIOHE FtX 2t )\1H|ﬁ HEfo| EALE S MEELICH

I

NetApp StorageGRID HZ} Atgt

Vertica= C|O|E{H|O| A CI|O|HE QENME AEZ[X|0f M = 0k JHo| fE QENE(ZE 37|= QENEH
200~500MBR)= X ZefL|Ct ALEXI7t C|O|E{H[O0| A #E|E HAHSIH Vertica= HIO|E He| 7tH 7| =2&52
ALE5H0 o|2{et =&l JHH[of| A MENSE H|O|E HelE HE = AMetL|Ct 2t HIO|E He| GET= 2f SKBYLILCH

10TB CIOIE{HI014 K| MEIUIA ABX: 2| HIAEE +@ste S91 24000 - 10,000%4] GET(HIOIS wsl
Itq27)) @Fo| J2|=0 MEEASLICE SG6060 0{E2t0(A A}06|-o:| 0| E|AEZS AlSHst [ 0{Z2}0|o1A
L EC CPU % S8 E 7 SHX|PH2E 20% ~ 30%) CPU AlZte] 2/3 0|é>0| 7|Cte| T S LICH SGFE0240 A=
/0 Th7|7} 0% ~ 0.5% 2 OH H&L|C}.

X|H AlZto| O B2 A E |OPSS| 2 +2(H+ 0.01X 0|ZhHE Qs LEHME AER[X| MH|AO SFG6024E
A&3t= 0| EELICE SG60600| 02 2 E1|0|E1H1|0|¢ 3700 2Rt A 042 HMIHO= A= H0|H
MEE X[&E3st7| 28 Mu|A HIE] AO|F 0| CHEH Vertica 71 E 2t gl=8oF LT

—_

Admin Node % API Gateway Node2| A2 11ZH2 SG100 EE= SG10002 AFEE & JUsLIcH HE U
CIOIE{H[O|A AT[2 ALEXL HE2| R 0] W2} MEHO] ”EP"LIEk TZH0| EMAL 2= M2 A &K IE M%*r 1E
ME 27t 52 YIREE 9ot M8 2E MM HK|E MEst= 0| ZELICE StorageGRID AHO| &9 2
NetApp M= Elo| 22QsHAl2.

7|El StorageGRID #4 HE Al CHgat Z&LICH

**2|E EZZX| *. SGF60245 L 12|= AO|E0|M CHE AEE|X| 0{Z2t0|HA DA} S8l
ORMAIL2. F712F OF7H0|H B E 2|3l SG6060S AFE3IH = 2 d55 SdAI717] floh &4 H|O|E{H|0| A2
HE O2|E 2= WAMI} A= SGFE024S AHH| J2|= MO|E(SE[H = =2|H AO|E)0f| ERSHYAL.
o2 7kX| O Z2f0| AL E%‘E ST AO|EOf| M 283t0 AFOIEOf| o] HEHHRl 458 Y + ASLICH

* OO B3 * B E QI X SAME S AHSELICH 24 O|O|EH[0]| 200 CHal AMH| ZE S AHESHA| OHYA|L.
U2 H|IEd HO|EH|0|AS F7IZE 225H7| 23l Ax| 2ES AHEY = ASLIC

© *32|E 4= AME 2 . Vertica ZHM| ME A0 MFSE7| Tl HHE F=TLICE 22| = =S AFESHH
AEE|X| AHERO| R7t2 HHE|X| g0 HIO|E He| 7HM 27| 450( 24| MotE LT

2 AE0| A StorageGRID 2= 2z A
FOISHAL|CEH O] MEHS T1ZHo| Hot

-

* *HTTP C{ HTTPS S3 AIEXQIE HA * HIX|0t3 HAE 0| Vertica 2
ASZQIEZ HTTP S3 HAS ALY E? 450 %4 5% FYEE=EAS &
QT AtEE 7|8t 2 oljof gL},

Vertica 78S ¢let 2F At

rlo

Ct2a 2L ct.

* * Vertica G[O|E{H{|O| A 7|2 MH|A MIE] BF2 47| 51 M7 ZHfof Cioh &Mkt = 1)ELICt*. 45 s
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floh of2{et MH|A MIE HHE FAIZ AS &= AEYLICH

-

* * AE2|Y Hoh HIZgst +. A0l TS REMIEH LHE 2 MES HESHYAR AEE|Y FHoh H[Zdst

StorageGRIDOI| A 3& AEE|X|E AHE5t= 2Z2|0|A Eon 2E HX|
)k'lD:IoI‘[_lE_I-_

CtE MM0| M= StorageGRIDOIM S& AEE[X|E ALE3I0] Eon ZEE AL EX[5H= EXtof ol 2E T

AL S3(Simple Storage Service) 28 QEHME AER|X|E LS HAH=E Vertica 710| =9 HAtel R AFL|CH
"Eon ZE H|O[E{H|O|AE 2-Zaf|0| A0 AX|EL(Ct".

715 HAEO AM8E 2FE2 L3t Z2&LIC

« StorageGRID 11.4.0.4

e Vertica 10.1.0
* Vertica . E CentOS 7.x OS7t A= 3702| 7t A|ARI(VM)O| 2B{AHE FMTLICL 0| AE2 7|S HIAE

HE0lH, Vertlca 2& G|O|E{Hf|o[ A ElEV‘HROI OtgfLICt.

O Ml === SSH(Secure Shell) 7|2 0| 2 AE L2 & 7tof| 2= 210] SSHE A Y 4= JUAELICH

NetApp StorageGRIDO|| Z 3t HEQIL|C}

StorageGRIDOIA 38 AER|X|E ALESt= AHLHO| Eon ZEE MX|stH CHS T4 B &It U0{0f BLCt.

* StorageGRID S3 A=EXOIEQ| P A = FQDN(ERSHE EHQ1 0|2) % ZTE HSQIL|CH HTTPSE
AH28t= B2 StorageGRID S3 AEZQIEN AHE ALEXE X|H Q15 7| #(CA) EE= XNl MEE SSL IBSME
AHEEfL|CE.
* B2l O|Z. 0|2 EXHHOF 5t H|0f QLO{OF L|Ct,
« B30l Tt 47| 2 M| HMAE Solf 7| ID X H[Y HM|A 7|0 WM ABHLICE
S3 YE ZOIEOf HMASHY| ot ot £0f I MM
S3 ZH0| WM ASEY| @[t #ot 2o IUS MME M= Ct30t 22 APN @7 Algo| Mg EL(CE,
* VerticaZ A X|=|0] QU&L|CH

* AV EE, 74 3 ZH|E[H HO|EH0[AS MdT = ASLICEH

i
rg
o
0jo
il
X
i
4>
ost

OF
=
>
30)

S3 2H0| AN AT 2T Aot Hof mAS MMst
1. 'admintools’E A &5t0] Eon Mode Hi|O|E{H|O|A S MM Tt Vertica = =0 29I
7|2 AHEXH= Vertica 22{AE K| S0f| MM El dbadmin®!L|LCt.

2. HIAE HET|E AHE3I0] 'home/dbadmin' L2 E2| Of2Hoj| Tt S BHSLICH It OF2 'sg_auth.conf'2t Z 0
#ot= 2E Aol E 4 ASLICH
3. S3AUCIQRIET} HE HTTP ZLE 80 = HTTPS ZE 4438 A8%ts 42 ZE HS S AU ELICL HTTPSE

AtEdta{H LhS S AEELCt

° "awsenablehttps=1"2 MEHSIX| QO™ Zf2 "0"C =2 MY eL|Ct.

o “"awauth=<S3 access key ID>:<secret access key>'
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https://www.vertica.com/docs/10.1.x/HTML/Content/Authoring/InstallationGuide/EonOnPrem/InstallingEonOnPremiseWithMinio.htm?tocpath=Installing%20Vertica%7CInstalling%20Vertica%20For%20Eon%20Mode%20on-Premises%7C<em>_</em>2
https://www.vertica.com/docs/10.1.x/HTML/Content/Authoring/InstallationGuide/EonOnPrem/InstallingEonOnPremiseWithMinio.htm?tocpath=Installing%20Vertica%7CInstalling%20Vertica%20For%20Eon%20Mode%20on-Premises%7C<em>_</em>2
https://www.vertica.com/docs/10.1.x/HTML/Content/Authoring/InstallationGuide/EonOnPrem/InstallingEonOnPremiseWithMinio.htm?tocpath=Installing%20Vertica%7CInstalling%20Vertica%20For%20Eon%20Mode%20on-Premises%7C<em>_</em>2
https://www.vertica.com/docs/10.1.x/HTML/Content/Authoring/InstallationGuide/EonOnPrem/InstallingEonOnPremiseWithMinio.htm?tocpath=Installing%20Vertica%7CInstalling%20Vertica%20For%20Eon%20Mode%20on-Premises%7C<em>_</em>2
https://www.vertica.com/docs/10.1.x/HTML/Content/Authoring/InstallationGuide/EonOnPrem/InstallingEonOnPremiseWithMinio.htm?tocpath=Installing%20Vertica%7CInstalling%20Vertica%20For%20Eon%20Mode%20on-Premises%7C<em>_</em>2
https://www.vertica.com/docs/10.1.x/HTML/Content/Authoring/InstallationGuide/EonOnPrem/InstallingEonOnPremiseWithMinio.htm?tocpath=Installing%20Vertica%7CInstalling%20Vertica%20For%20Eon%20Mode%20on-Premises%7C<em>_</em>2
https://www.vertica.com/docs/10.1.x/HTML/Content/Authoring/InstallationGuide/EonOnPrem/InstallingEonOnPremiseWithMinio.htm?tocpath=Installing%20Vertica%7CInstalling%20Vertica%20For%20Eon%20Mode%20on-Premises%7C<em>_</em>2
https://www.vertica.com/docs/10.1.x/HTML/Content/Authoring/InstallationGuide/EonOnPrem/InstallingEonOnPremiseWithMinio.htm?tocpath=Installing%20Vertica%7CInstalling%20Vertica%20For%20Eon%20Mode%20on-Premises%7C<em>_</em>2
https://www.vertica.com/docs/10.1.x/HTML/Content/Authoring/InstallationGuide/EonOnPrem/InstallingEonOnPremiseWithMinio.htm?tocpath=Installing%20Vertica%7CInstalling%20Vertica%20For%20Eon%20Mode%20on-Premises%7C<em>_</em>2
https://www.vertica.com/docs/10.1.x/HTML/Content/Authoring/InstallationGuide/EonOnPrem/InstallingEonOnPremiseWithMinio.htm?tocpath=Installing%20Vertica%7CInstalling%20Vertica%20For%20Eon%20Mode%20on-Premises%7C<em>_</em>2
https://www.vertica.com/docs/10.1.x/HTML/Content/Authoring/InstallationGuide/EonOnPrem/InstallingEonOnPremiseWithMinio.htm?tocpath=Installing%20Vertica%7CInstalling%20Vertica%20For%20Eon%20Mode%20on-Premises%7C<em>_</em>2

o “"awsendpoint=<StorageGRID S3 endpoint>:<port>'
StorageGRID S3 HIEZQIE HTTPS HZAO| AHEXE X|™ CA = ApA| MEE SS AUSME AHE5t2{H
B M| A oY Z=et ot 0|ES XIFEL|Ct o] mAU2 7+Vertica L Eo| ST QX|0]| Ql0{0f SHH
DE A2Xto]| chst 47| H$to| RLo{OF BHL|C}. StorageGRID S3 A=ZEQIE SSL QIS M7t SIHHCZ
222l CAOf| 2|5 MEE Z2 O THAIE AL EL|CH

“awscfile=<filepath/flename>'

OE =0, O3 HE TS XML,

awsauth = MNVU40YFAY2xyz123:03vuO4M4KmdfwffT8ngnBmnMVTr78Gu9wANabcxyz

awsendpoint = s3.england.connectlab.io:10443
awsenablehttps = 1
awscafile = /etc/custom-cert/grid.pem

+

@ 23 2tF0M 0 M2 SHH o= 2Tl CAZt BTt MH QIS5 ME StorageGRID S3 2E
2 SHOf| &St oF LTt

S E Vertica .= E0{| M MH|A MIE| Z2E HERIL|CE

MH[A ME] AE2|X| 20 thol 2t =0 M LM ER[S MEHSIAHLE WA RLICH MH|A HE AE2|X] Z2 047K
H=0f Chol ®MS¢t Ll E2|= ThSat Zotof LT

* 2HAEHS BE LEOM S AZ(0: Yhome/dbadmin/depot')
* dbadmin AFEXI7L {11 & 5= JASL|CH

s SEoHEE
72X O 2 Vertica= depot AEZ|X|0f| CHt C|HEZ|E Xt THY A|AH 3719 60%E AHEEILILCE
create_db B | A --depot-size' QA£E AFESH0] AH|A A ‘| 37|E Mgt 4 JAELICH 2 HZSHAL
"Eon 2 E H|O|E{H|O| A0 CH3t Vertica 22{AE 37| ZF" bt Vertica )\fo HXES &= 0f7‘|Lf Vertica
0712 E LI XA 225t AL.

admintools create_db" == MH|A ME 227} gl= 32 oY 225 dd5tz{ 0 A|=SLCE

Eon 2I3|0|A C|O|E{H|0| A AN
Eon 2IX2{|0|A H|O|E{H|0|AE THE2{H CIS EHAIE HSHUA L.
1. H|O|E{H|0] A S MMSI2{™H admintools create_db ES AFEELILCE.

CIS S=0IM = of om0l AbS-El Ql==0f CHol ZH=fotA| AFRILICE Ear 4ot MEH Ql0f et XtMet
MEHS Vertica 2ME A ESHAIAIQ.

o Ofl M MdE et B0 MOl x <FZ2/M 0|F “S3 EF 0| UM 25| 2er Mot F0] I Wd” &
=& Lt
= .
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https://www.vertica.com/blog/sizing-vertica-cluster-eon-mode-database/
https://www.vertica.com/blog/sizing-vertica-cluster-eon-mode-database/
https://www.vertica.com/blog/sizing-vertica-cluster-eon-mode-database/
https://www.vertica.com/blog/sizing-vertica-cluster-eon-mode-database/
https://www.vertica.com/blog/sizing-vertica-cluster-eon-mode-database/
https://www.vertica.com/blog/sizing-vertica-cluster-eon-mode-database/
https://www.vertica.com/blog/sizing-vertica-cluster-eon-mode-database/
https://www.vertica.com/blog/sizing-vertica-cluster-eon-mode-database/
https://www.vertica.com/blog/sizing-vertica-cluster-eon-mode-database/
https://www.vertica.com/blog/sizing-vertica-cluster-eon-mode-database/
https://www.vertica.com/blog/sizing-vertica-cluster-eon-mode-database/
https://www.vertica.com/blog/sizing-vertica-cluster-eon-mode-database/
https://www.vertica.com/blog/sizing-vertica-cluster-eon-mode-database/
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° -5 <O| CI|O|E{H|O| A0 AFEE Vertica . EQ| 1 HE TEE =5
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° d <d4dE CIo|E{H[0] A 0| F>
° O] A C[O|E{H[O] 201 CHB HFE -p <2f2> O|E S0, LIS ¥E TS HZHA2.
admintools -t create db -x sg auth.conf --communal-storage

-location=s3://vertica --depot-path=/home/dbadmin/depot --shard

-count=6 -s vertica-vml,vertica-vm2,vertica-vm3 -d vmart -p

'<password>"'
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[dbadmin@vertica-vml ~]$ cat sg auth.conf
MNVU40YFAY2CPKVXVxxxx:03vuO4M4Kmdfwf fT8ngnBmnMVTr78GuOwAN+xxxx

awsauth =
awsendpoi

awsenable

nt = s3.england.connectlab
https = 1

.10:10445

[dbadmin@vertica-vml ~]$ admintools -t create db -x sg auth.conf

--communal-storage-location=s3://vertica --depot-path=/home/dbadmin/depot

--shard-count=6 -s vertica-vml,vertica-vm2,vertica-vm3 -d vmart -p

' XXXXKXXXX
Default d
Distribut

Creat

1
epot size in use

ing changes to cluster.

ing database vmart

Starting bootstrap node v_vmart node0007 (10.45.74.19)

Start

ing nodes:

v_vmart node0007 (10.45.74.19)

Start

ing Vertica on all nodes. Please wait, databases with a large

catalog may take a while to initialize.

Node
Node
Node
Node
Creat
Creat
Creat

Status: v_vmart node0007:
Status: v_vmart node0007:
Status: v_vmart node0007:
Status: v_vmart node0007:
ing database nodes

ing node v _vmart node0008
ing node v_vmart node0009

(DOWN)
(DOWN)
(DOWN)
(UP)

(host 10.45.74.29)
(host 10.45.74.39)

Generating new configuration information

Stopping single node db before adding additional nodes.



Database shutdown complete
Starting all nodes
Start hosts = ['10.45.74.19', '10.45.74.29', '10.45.74.39']
Starting nodes:
v_vmart node0007 (10.45.74.19)
v_vmart node0008 (10.45.74.29)
v_vmart node0009 (10.45.74.39)
Starting Vertica on all nodes. Please wait, databases with a large
catalog may take a while to initialize.
Node Status: v_vmart node0007: (DOWN) v vmart node0008: (DOWN)
v_vmart node0009: (DOWN)
Node Status: v _vmart node0007: (DOWN) v vmart node0008: (DOWN)
v_vmart node0009: (DOWN)
Node Status: v _vmart node0007: (DOWN) v vmart node0008: (DOWN)
v_vmart node0009: (DOWN)
Node Status: v_vmart node0007: (DOWN) v vmart node0008: (DOWN)
v_vmart node0009: (DOWN)
Node Status: v_vmart node0007: (UP) v _vmart node0008: (UP)
v_vmart node0009: (UP)
Creating depot locations for 3 nodes
Communal storage detected: rebalancing shards

Waiting for rebalance shards. We will wait for at most 36000 seconds.
Installing AWS package

Success: package AWS installed
Installing ComplexTypes package

Success: package ComplexTypes installed
Installing Machinelearning package

Success: package MachinelLearning installed
Installing ParquetExport package

Success: package ParquetkExport installed
Installing VFunctions package

Success: package VFunctions installed
Installing approximate package

Success: package approximate installed
Installing flextable package

Success: package flextable installed
Installing kafka package

Success: package kafka installed
Installing logsearch package

Success: package logsearch installed
Installing place package

Success: package place installed
Installing txtindex package

Success: package txtindex installed
Installing voltagesecure package



Success: package voltagesecure installed

Syncing catalog on vmart with 2000 attempts.

Database creation SQL tasks completed successfully. Database vmart created

successfully.
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S3:/Ivertica/051/026d63a9d4a33237bf0e2c2a794a00
a000021a07/026d63a9d4a33237bf0e2cf2a794a00a0
00021a07_0 DFS

S
3:/Ivertica/2c4/026d63a9d4a33237bf0e2c2cf2a794a0
0a000021a3d/026d63ae9d4a33237bf0e2c2cf2a794a
00a000021a3d_0 DFS

S3://vertica/33c/026d63a9d4a33237bf0e2c2cf2a794a
00a000021a1d/026d63a9d4a33237bf0e2c2cf2a794a
00a000021a1d_0 DFS

S3:/Ivertica/382/026d63a9d4a33237bf0e2c2a794a00
a000021a31/026d63a9d4a33237bf0e2c2a794a00a00
0021a31_0 DFS

S
3:/Ivertica/42F/026d63a9d4a33237bf0e2c2a794a00a
000021a21/026d63ae9d4a33237bf0e2c2cf2a794a00
a000021a21_0 DFS

S3://vertical472/026d63a9d4a33237bf0e2c2cf2a794a
00a000021a25/026d63a9d4a33237bf0e2c2cf2a794a
00a000021a25_0 DFS

S
3:/Ivertical/476/026d63a9d4a33237bf0e2c2cf2a794a0
0a000021a2d/026d63ae9d4a33237bf0e2c2cf2a794a
00a000021a2d_0 DFS

S3:/Ivertica/52A/026d63a9d4a33237bf0e2c2cf2a794a
00a000021a5d/026d63a9d4a33237bf0e2c2cf2a794a
00a000021a5d_0 DFS

S3:/Ivertica/5d2/026d63a9d4a33237bf0e2c2cf2a794a
00a000021a19/026d63a9d4a33237bf0e2c2cf2a794a
00a000021a19_0 DFS



QHEHME 3 7|(HIO|E)

91A|

118QIL|C}

115H

334

133 L|Ct

38A|

384

21521920

6865408

204217344

16109056
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S3:/Ivertica/5f7/026d63a9d4a33237bf0e2c2cf2a794a
00a000021a11/026d63a9d4a33237bf0e2c2cf2a794a
00a000021a11_0 DFS

S3://vertica/82d/026d63a9d4a33237bf0e2c2cf2a794a
00a000021a15/026d63a9d4a33237bf0e2cf2a794a00
a0000000021a15_0 DFS

S3://vertica/9a2/026d63a9d4a33237bf0e2c2cf2a794a
00a000021a61/026d63a9d4a33237bf0e2c2cf2a794a
00a000021a61_0 DFS

S
3://vertica/ACD/026d63a9d4a33237bf0e2c2a794a00a
000021a29/026d63a9d4a33237bf0e2c2a794a00a000
021a29_0 DFS

S3://vertica/b98/026d63a9d4a33237bf0e2c2cf2a794a
00a000021a4d/026d63a9d4a33237bf0e2c2cf2a794a
00a000021a4d_0 DFS

S
3://vertica/DB3/026d63a9d4a33237bf0e2c2cf2a794a0
0a000021a49/026d63ae9d4a33237bf0e2c2cf2a794a
00a000021a49 0 DFS

S3:/Ivertica/EBA/026d63a9d4a33237bf0e2c2a794a00
a000021a59/026d63ae9d4a33237bf0e2c2cf2a794a0
0a0000000021a59_0 DFS

S3://vertica/metadata/VMart/Libraries/026d63ae9d4a
33237bf0e2c2cf2a794a00a0000215e2/026d63a3323
7bf0e2c2cf2a794a00a0000215e2

S3://vertica/metadata/VMart/Libraries/026d63ae9d4a
33237bf0e2c2a794a00a000021602/026d63ae9d4a33
237bf0e2c2cf2a794a00a000021602

S3://vertica/metadata/VMart/Libraries/026d63a9d4a3
3237bf0e2c2a794a00a000021610/026d63ae9d4a332
37bf0e2c2cf2a794a00a000021610

S3://vertica/metadata/VVMart/Libraries/026d63ae9d4a
33237bf0e2cf2a794a00a0000217e0/026d63a9d4a33
237bf0e2c2a794a00a0000217e0
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S3:/Ivertica/metadata/VMart/Libraries/026d63ae9d4a
33237bf0e2cf2a794a00a000021800/026d63ae9d4a3
3237bf0e2c2cf2a794a00a000021800 tar

S3://vertica/metadata/VMart/Libraries/026d63ae9d4a
33237bf0e2c2cf2a794a00a00002187a/026d63a3323
7bf0e2c2cf2a794a00a00002187a.

S3://vertica/metadata/VMart/Libraries/026d63ae9d4a
33237bf0e2cf2a794a00a0000218b2/026d63a9d4a33
237bf0e2c2a794a00a0000218b2

S3://vertica/metadata/VMart/Libraries/026d63ae9d4a
33237bf0e2c2cf2a794a00a0000219ba/026d63a3323
7bf0e2c2cf2a794a00a0000219ba

S3://vertica/metadata/VVMart/Libraries/026d63ae9d4a
33237bf0e2cf2a794a00a0000219de/026d63a33237bf
Oe2c2cf2a794a00a0000219de

S3:/Ivertica/metadata/VMart/Libraries/026d63ae9d4a
33237bf0e2cf2a794a00a000021a6e/026d63a33237bf
0e2c2a794a00a000021a6e

S3://vertica/metadata/VMart/Libraries/026d63ae9d4a
33237bf0e2cf2a794a00a000021e34/026d63a9d4a33
237bf0e2c2cf2a794a00a000021e34

S3:/Ivertica/metadata/VMart/Libraries/026d63ae9d4a
33237bf0e2cf2a794a00a000021e70/026d63a9d4a33
237bf0e2c2cf2a794a00a000021e70

S 3:/Ivertica/metadata/VMart/cluster_config.json

S
3:/Ivertica/metadata/VMart/nodes/v_vmart_node0016/
Catalog/859703b06a3456d95d0be28575a673/Check
points/C13/chkpt_1.cat.gz’

S
3:/Ivertica/metadata/VMart/nodes/v_vmart_node0016/
Catalog/859703b06a3456d95d0be28575a673/Check
points/C13/Completed
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231
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746513

2596

821065

6440
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S
3:/Ivertica/metadata/VMart/nodes/v_vmart_node0016/
Catalog/859703b06a3456d95d0be28575a673/Check
points/C2_2/chkpt_1.cat.gz’

S
3:/Ivertica/metadata/VMart/nodes/v_vmart_node0016/
Catalog/859703b06a3456d95d0be28575a673/Check
points/C2_2/Completed

S
3:/Ivertica/metadata/VMart/nodes/v_vmart_node0016/
Catalog/859703b06a3456d95d0be28575a673/Check
points/C4_chkpt_1.cat.gz’

S
3:/Ivertica/metadata/VMart/nodes/v_vmart_node0016/
Catalog/859703b06a3456d95d0be28575a673/Check
points/C4/Completed

S
3:/Ivertica/metadata/VMart/nodes/v_vmart_node0016/
Catalog/859703b06a3456d95d0be28575a673/Txnlog
s/txn_14_g14.cat’

S
3:/Ivertica/metadata/VMart/nodes/v_vmart_node0016/
Catalog/859703b06a3456d95d0be28575a673/Txnlog
s/txn_3_g3.cat.gz’

S
3:/Ivertica/metadata/VMart/nodes/v_vmart_node0016/
Catalog/859703b06a3456d95d0be28575a673/Txnlog
s/txn_4 _g4.cat.gz’

S
3:/Ivertica/metadata/VMart/nodes/v_vmart_node0016/
Catalog/859703b06a3456d95d0be28575a673/Txnlog
s/txn_5_g5.cat’

S
3:/Ivertica/metadata/VMart/nodes/v_vmart_node0016/
Catalog/859703b06a3456d95d0be28575a673/Txnlog
s/txn_8_g8.cat’
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S
3:/Ivertica/metadata/VMart/nodes/v_vmart_node0016/
Catalog/859703b06a3456d95d0be28575a673/tiered_
catalog.cat’

S
3:/Ivertica/metadata/VMart/nodes/v_vmart_node0017/
Catalog/859703b06a3456d95d0be28575a673/Check
points/C14_7/chkpt_1.cat.gz’

S
3:/Ivertica/metadata/VMart/nodes/v_vmart_node0017/
Catalog/859703b06a3456d95d0be28575a673/Check
points/C14_7/Completed

S
3:/Ivertica/metadata/VMart/nodes/v_vmart_node0017/
Catalog/859703b06a3456d95d0be28575a673/Txnlog
s/txn_14_g7.cat.gz’

S
3:/Ivertica/metadata/VMart/nodes/v_vmart_node0017/
Catalog/859703b06a3456d95d0be28575a673/Txnlog
s/txn_15_g8.cat’

S
3:/Ivertica/metadata/VMart/nodes/v_vmart_node0017/
Catalog/859703b06a3456d95d0be28575a67 3/tiered_
catalog.cat’

S
3:/Ivertica/metadata/VMart/nodes/v_vmart_node0018/
Catalog/859703b06a3456d95d0be28575a673/Check
points/C14_7/chkpt_1.cat.gz’

S
3://vertica/metadata/VMart/nodes/v_vmart_node0018/
Catalog/859703b06a3456d95d0be28575a673/Check
points/C14_7/Completed

S
3:/Ivertica/metadata/VMart/nodes/v_vmart_node0018/
Catalog/859703b06a3456d95d0be28575a673/Txnlog
s/txn_14_g7.cat.gz’



QEHE 37|(HI0|E) HIZAH 7] TH B2

755033 S
3:/Ivertica/metadata/VMart/nodes/v_vmart_node0018/

Catalog/859703b06a3456d95d0be28575a673/Txnlog
s/txn_15_g8.cat’

0 S
3:/Ivertica/metadata/VMart/nodes/v_vmart_node0018/
Catalog/859703b06a3456d95d0be28575a67 3/tiered _
catalog.cat’
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H|ZASHEtLICt O] MXe 28 AEZ|X|J7} Q= Eon ZE 2-I30|A MX|of= ZQ3IX| g&L|Ct o] A o7y

— oo
== VerticaZt 2E2|Y 17|01 Ab25H= JHA ME 201 Cist AE =5 HOlL|Ct. SR E SF0fA 0]

0| 22 UF iU HSS LHE QEME NFA MU AEE &= JASFLICH 2Z2|0|A QEME KE49| tf7]
AlZto] B7| wj=20of| o] 40| ERSHX| gi&LCt.

HE2 QEHE NTL0M HIOIHE AER[YstE O A8 7tstt ZE I HSES AHE0H| == EobEL(C

2. 07 tH= 242 OO ESIH "vsql' 22 A ELICH 2= “2-Z2|0|A H|O|E{H[0]A BHET|"0l|l A M-
HIO|E{H|0] & RS ALICE G| E S0, T3 ¥E EHE HZSHUAI2.

[dbadmin@vertica-vml ~]$ vsqgl

Password:
Welcome to vsgl, the Vertica Analytic Database interactive terminal.

Type: \h or \? for help with vsgl commands
\g or terminate with semicolon to execute query
\g to quit
dbadmin=> ALTER DATABASE DEFAULT SET PARAMETER
AWSStreamingConnectionPercentage = 0; ALTER DATABASE
dbadmin=> \qg

Vertica C|OE{H|O| A 7|2 MH|A HIE] B2 17| 51 M| 20|l Chol 2detEL|Chzt = 1). 45 S 2l
O[2{¢h MH|A MIE 4F S RXIY AS X5 HTHLICH
vsgql -c¢ 'show current all;' | grep -i UseDepot

DATABASE | UseDepotForReads | 1
DATABASE | UseDepotForWrites | 1
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HE HIoOIH 2E(2H)

O| CIO|E{H|O| AT HIAEEORE HM|H &= 2R EHIAEE /sl O] CO|E{H|o] A0 ME CIO|EE EEE = JSLICH
Vertica= 2} Vertica ' = 2| '/opt/vertica/examples/VMart_Schema/'0f| /= ME I11|0|E1 M E VMartet gHH|
X1I-'-5'|—|Ef. O] MZ of|o|Ef Tgtol| chEt XbA[Tt LHE S &ole 4= USLICH 017",

CHS Aol w2t MZ CIo|HE 2Lt

1. Vertica == & o}IL}0f| dbadmin@ 2 ZIQITIL|C}. cd /opt/vertica/examples/VMart_Schema/
2. M|o|E{Hf|o] A0] Oi|X| CIO|E{E 2E38t1 61| THAl ¢ U doll ZEZE T HA|E|H C|O|E{H|0|A A4S E UATLICE
a. 'cd/opt/verticalexamples/VMart_Schema’'S MEHEIL|C}
b. "./vmart_gen'
. "vsql<vmart_define_schema.sql"s &ZotAA|2
d. "vsgl <vmart_load_data.sql"S ME4SIL|C}
3. 02| HolE sQL #Hz2[7t o2 JH JYELICH LR F2[E S HIAE H|0|E{7 CIO|E{H| 0] A0 HSHo=

ELEUE=X] 2old o~ UJESLICE off: “vsgl<vmart_queries1.sql'

A O]
™ M

X7 HEHE &

HJIO

FIK

rul
rr

0

Of EMofl @E & FE0fl CHal XtAM[s| 2otEeiH thg EM SJ/EE= B MO|ESE AESHIAIL.

* "NetApp StorageGRID 11.7 HE 2A"
* "StorageGRID H|O|E{ A|E"

* "Vertica 10.1 M| E MEHAM"

HH 7|15
X =t =M HAE JIE
H™ 1.0 20214 98 XX =HelA,

ordizt & _ off ol

ELK AEIS AFETH StorageGRID 21 F4

StorageGRID 11.6 syslog & 7|2 ALE5IH 2] syslog AHE 743510 StorageGRID
20 HA|X|E Z6ta —E—M.%* 2 Q&ELICH Y3 (Elasticsearch, Logstash, Kibana)= 7+
AV A= 20 M EFM F SHLIL E|JSLICEH E BXSHALR "ELK HIC|QE AtESh
StorageGRID 211 2A" MZ ELK 74 3! Zol 2’8 S3 22 A s Zst= o At8Y
= = WHE SelgtLICE 0] EM0|M = Logstash —_r“éj, Kibana # 2|, XIE 5l CHA|2E9]
ol | nro'o X1I16r0:| StorageGRID 21 2| 8! M3 27| A2 = J = gL
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https://www.vertica.com/docs/10.1.x/HTML/Content/Authoring/GettingStartedGuide/IntroducingVMart/IntroducingVMart.htm?zoom_highlight=VMart
https://www.vertica.com/docs/10.1.x/HTML/Content/Authoring/GettingStartedGuide/IntroducingVMart/IntroducingVMart.htm?zoom_highlight=VMart
https://www.vertica.com/docs/10.1.x/HTML/Content/Authoring/GettingStartedGuide/IntroducingVMart/IntroducingVMart.htm?zoom_highlight=VMart
https://docs.netapp.com/us-en/storagegrid-117/
https://docs.netapp.com/us-en/storagegrid-117/
https://docs.netapp.com/us-en/storagegrid-117/
https://docs.netapp.com/us-en/storagegrid-117/
https://docs.netapp.com/us-en/storagegrid-117/
https://www.netapp.com/pdf.html?item=/media/7931-ds-3613.pdf
https://www.netapp.com/pdf.html?item=/media/7931-ds-3613.pdf
https://www.netapp.com/pdf.html?item=/media/7931-ds-3613.pdf
https://www.netapp.com/pdf.html?item=/media/7931-ds-3613.pdf
https://www.netapp.com/pdf.html?item=/media/7931-ds-3613.pdf
https://www.vertica.com/documentation/vertica/10-1-x-documentation/
https://www.vertica.com/documentation/vertica/10-1-x-documentation/
https://www.vertica.com/documentation/vertica/10-1-x-documentation/
https://www.vertica.com/documentation/vertica/10-1-x-documentation/
https://www.vertica.com/documentation/vertica/10-1-x-documentation/
https://www.netapp.tv/details/29396
https://www.netapp.tv/details/29396
https://www.netapp.tv/details/29396
https://www.netapp.tv/details/29396
https://www.netapp.tv/details/29396
https://www.netapp.tv/details/29396
https://www.netapp.tv/details/29396
https://www.netapp.tv/details/29396
https://www.netapp.tv/details/29396
https://www.netapp.tv/details/29396

Q7 At
* StorageGRID 11.6.0.2 0|4

* W3 (Elasticsearch, Logstash & Kibana) 7.1x 0| & X[ & =& &

ME T

Ml

* "Logstash 7.x MZ It IH7|X| E CH2E2ESLICH + * MD5 M 34 * 148¢23d0021d9a4b4a6c0287464deab +
* SHA256 X34 * f51ec9e2e3f842d5a7861566ba561bbbb4373038b4e7b3b3b3d522adf2d6

* "Logstash 8.x #Z I I{7|X|E CI2EELLICH + * MD5 M3 4 * e11bae3a662f87c310ef363d0fe06835+ *
SHA256 |34 * 5c670755742cfdf5a723a596ba087e0153a65baef3934afdb682f61cd278d

7ty
EXt= StorageGRID & ELK £0{2t 20| CHol| & &1 QUELICE
PNFS

TR ME HE2 223 jiHo = Ho|E 0|F2| X0|2 I8 MSELICE olE S0, Logstash 714 ThH2)
SYSLOGBASE 123 T2 MX|El Logstash 0| 2t HE 0|2 CHEA| HolgfL|Ct,

match => {"message" => '<%{POSINT:syslog pri}>%{SYSLOGBASE}
% {GREEDYDATA:msg-details}'}

* Logstash 7.17 ME *
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https://docs.netapp.com/ko-kr/storagegrid-enable/media/elk-config/elk7-sample.zip
https://docs.netapp.com/ko-kr/storagegrid-enable/media/elk-config/elk7-sample.zip
https://docs.netapp.com/ko-kr/storagegrid-enable/media/elk-config/elk7-sample.zip
https://docs.netapp.com/ko-kr/storagegrid-enable/media/elk-config/elk7-sample.zip
https://docs.netapp.com/ko-kr/storagegrid-enable/media/elk-config/elk7-sample.zip
https://docs.netapp.com/ko-kr/storagegrid-enable/media/elk-config/elk7-sample.zip
https://docs.netapp.com/ko-kr/storagegrid-enable/media/elk-config/elk7-sample.zip
https://docs.netapp.com/ko-kr/storagegrid-enable/media/elk-config/elk7-sample.zip
https://docs.netapp.com/ko-kr/storagegrid-enable/media/elk-config/elk7-sample.zip
https://docs.netapp.com/ko-kr/storagegrid-enable/media/elk-config/elk8-sample.zip
https://docs.netapp.com/ko-kr/storagegrid-enable/media/elk-config/elk8-sample.zip
https://docs.netapp.com/ko-kr/storagegrid-enable/media/elk-config/elk8-sample.zip
https://docs.netapp.com/ko-kr/storagegrid-enable/media/elk-config/elk8-sample.zip
https://docs.netapp.com/ko-kr/storagegrid-enable/media/elk-config/elk8-sample.zip
https://docs.netapp.com/ko-kr/storagegrid-enable/media/elk-config/elk8-sample.zip
https://docs.netapp.com/ko-kr/storagegrid-enable/media/elk-config/elk8-sample.zip
https://docs.netapp.com/ko-kr/storagegrid-enable/media/elk-config/elk8-sample.zip
https://docs.netapp.com/ko-kr/storagegrid-enable/media/elk-config/elk8-sample.zip

* Logstash 8.23 MZE *

Field

#

Table

_id

_index

_sCore

_type

Atimestamp

host

logsource

msg-details

pid

program

syslog_pri

Timestamp

JSON

Q1 search field names

Actions

74

(2}

.,.

#

Field

_id

_index [}{

_score

0 @timestamp

t

event.original

host.hostname

msg-details

process.name

syslog_pri

timestamp

Value

7C1MaYEBRHBUbTKNI1sE

sgrid2-2622 .86.15

doc

Jun 15, 26822 8 17:36:46.838

grid2-site2-si

SITE2-51

Reloading syslog service

628
update-sysl

37

Jupm 185 27 :36:46

Value
yUuhODiIEBVPSKX4EwWqeyU

sglog-2822.86.21

Jun 21, 2022 € 18:87:45.444

<28>Jun 21 22:87:45 SITE2-53 ADE:

SITE2-83

syslog messages being dropped
ADE

28

Jun 271 22:67:45

syslog messages being dropped



b

1.

MX|E A3 HHE 7|HIOR MZE MEC ¢%g ELICt + ME ZC0= + * sglog-2-file.conf: * O] 714

It 2 H|o|E 2t ¢l0| Logstash®| IH0]| StorageGRID 21 H|A|X|E Z2ELICE 0] SM S AE3H0]
21 AE 7} StorageGRID HAIX|E $=415H=X| 2HR157{Lt StorageGRID 21 I{E S O[3l{st= Ol =22
£ £ UBLICH + * sglog-2-es.conf: * O] T MU CHsH IiE 1} TE{E AFR3SI0] StorageGRID 21
HIA|X| S HEFSILICH Of7|0f|= T8l tE= TE{E J7|HIO 2 H|A|X|S EE3H= Drop 2 O|7F Z3HE|0f
UESLICH QA S 2[3lf Elasticsearch2 £210| MSEIL|CE + THY LHe| HHof| w2t MEiDH 14 oA S
INE=ZNPNES I Su

AEXAE 8 T HAE:

/usr/share/logstash/bin/logstash --config.test and exit -f <config-
file-path/file>

Opx|2te 2 gietEl 0] of2 o HIXSHH 71 Mo 718 77t gl= AYLICh

[LogStash::Runner] runner - Using config.test and exit mode. Config
Validation Result: OK. Exiting Logstash

. letc/logstash/logstash.ymlOi|A] config.reload.automatic £ Z-A3I5HX| 942 AL Logstash AH2|

config:/etc/logstash/conf.d+0i| AFEXt X[ El conf IHYS SAFSLICE J-EX| o™ M CHA| 2EE 7H0|
ZaHE w7Hx| Z|CHELCE

grep reload /etc/logstash/logstash.yml
# Periodically check if the configuration has changed and reload the
pipeline
config.reload.automatic: true
config.reload.interval: b5s

Ivar/log/logstash/logstash-plain.log £ 2215t11 M 14 IHU = LogstashE Al&St= Ol 2F 7t Si=X|
gtolgfL|Ct.

- TCP ZE7} A|RHE| 1 =41 SQUX| 2l gtL|Ct. + O] of|ofl M= TCP ZE 50000] AHEELICEH.

netstat -ntpa | grep 5000
tcpb6 0 0 :::5000 388%
LISTEN 25744 /java

StorageGRID ZzZ|Xt GUIOIA 21 HIA|X|E LogstashZ 2UEE 2|F syslog MHE FEEILICE S
ARSHAA R "H| 2 H|C| Q" 2 A XSHAA|L.

HolEl TCP ZEO0| St StorageGRID =& HZEZ2 5| 85t2™H Logstash AHO|A] BiztH S 2 MSHALE
H|2t-da}sfoF gL Ct.

Kibana GUIO||A 22| — 7He =51 £ MESLICEH 24 H|O|X|0f|A] O] 7IM 27| HHE S HASHH
ElasticsearchOf| Aj QIS AT} MM E[Q=X] 2HQITHL|C}
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GET / cat/indices/*?v=true&s=index

9. F[HIL} GUIOIA QIHA THEI(A 3 7 .x) EE= H|O]E B(¥3A 8.x)E

10. Kibana GUI2| Tt Z0f QU= HAM AXtoll "KEE JHAI
£ MEPLICH 22{27] 9 Of oM 'EE Al &Y 2F’

Import saved objects

Select a file to import

)

Import

Import options

O Check for existing objects

Automaltically overwrite conflicts

% Request action on conflict

Create new objects with random IDs

ELK <version> -query-chart-sample.ndjson2 7t SLICt. + &

8EHAIO A BHE MQI IHEO|L} G|O|E 27| S HEdgtL|C}

@

Mo

= HIAIX[Z} LIEFLIEH



€ Data Views Conflicts

594191a0-
d192-1Tec-
b30f- 2
09f67aedd1

ds

B0cf3620-
e5fa-11ec-
afvy1- 1
Bi6e9B0dBe

b0

Import saved objects

D Count Sample of aff...

The following saved objects use data views that do not
exisl. Please select the dala views you'd like re-associated
with them. You can create a new data view if necessary.

Mew data view

sglog v

sglog v

LIS Kibana M| E 7F™ZLICH + * FH2| * + * ZARHIA|X| -s3rq -orlm + * bycast 21 S3 & HA|X| + * 21
F& 21 0|4 +* Aot HQt O[HIE + * XtE * + * bycast.log 7|8 S3 28 £ + *HTTP &Ef ZE +* K&

A HIAX] 24 +* Wt S3 SH ¢ AAEE AFE0t= AMZE + * HAIEE * +* S3 RF CHA|EE

O|X| KibanaE A236}10{ StorageGRID 21 2AM S

*+ "syslog101"

o A AEH

* "Grok I{H =&"

* "Logstash:Grok0i| CH$H ZEXIE 70| E"
* "Logstash: syslog && &1 A& 70| ="
* "Kibana 7}0|= — ZA{ ErA"

* "StorageGRID ZHAt 23 H|A[X] &x"

ordat H _ off 2l

FH|7t = AS LI
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https://coralogix.com/blog/syslog-101-everything-you-need-to-know-to-get-started/
https://www.elastic.co/what-is/elk-stack
https://www.elastic.co/what-is/elk-stack
https://www.elastic.co/what-is/elk-stack
https://www.elastic.co/what-is/elk-stack
https://www.elastic.co/what-is/elk-stack
https://github.com/hpcugent/logstash-patterns/blob/master/files/grok-patterns
https://github.com/hpcugent/logstash-patterns/blob/master/files/grok-patterns
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https://logz.io/blog/logstash-grok/
https://logz.io/blog/logstash-grok/
https://logz.io/blog/logstash-grok/
https://logz.io/blog/logstash-grok/
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https://logz.io/blog/logstash-grok/
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https://logz.io/blog/logstash-grok/
https://coralogix.com/blog/a-practical-guide-to-logstash-syslog-deep-dive/
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https://www.elastic.co/guide/en/kibana/master/document-explorer.html
https://docs.netapp.com/us-en/storagegrid-116/audit/index.html
https://docs.netapp.com/us-en/storagegrid-116/audit/index.html
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Prometheus 2! GrafanaZs AIE260{ HEZ EZ 7|72
AZtStL|Ct

0] 7|2 ETI MM = 282 Prometheus 3 Grafana AH|AE AF230] NetApp StorageGRID
11.62 T45t= 2HO| CHo XhM[s| BEehL|Ct.

A4

StorageGRID= PrometheusE A2 HE2IS M&ESID LA El Grafana CHA|2ZEE Sdl| 0[2{¢t H|E2| Q|
AZtSE H2ELICE Prometheus HEZI2 S2I0|HE HM A ASME 2ASID X HEl S0|AHEO| Cist
Prometheus AWM A S 2351510 StorageGRIDUIA] QHHSHA| MM A S 4= QUELICEH 25 0| HEZ! H|0|E{ <
HEE2 2| LEo| AEZ|X| 20| ofsH AM|HEIL|CE o|2{st HE2Io| AtEX} X|H A|ZfetE MMst= O O 2
AlZto| 22! &0t ofL|2t AFRXL X[™ A|ZSHE TS 7] 25H M Prometheus 2! Grafana A/HE %511,
StorageGRID QIAEAO|M HEERIZ AT LSIEE M MHE 45t0, 22|0H S2t HE=0| ZetE
CHAIEEE ot ZULICH A =T =l Prometheus HIEZI0]| CHot XtA|SE HEE &Qlgh & UESLICH "StorageGRID
MEA".

OTZHE|RA Y

Al
=

i}

ME EHE

0| Of|H|0i| M= StorageGRID 11.6 .= =2t Debian 11 AMH0| 2= 7t A|AHS AHEEILI|CH StorageGRID #2|
QIEmo|AE SIHHCOE MY £~ = CAUBME FAELICE O] O|X|0| A= StorageGRID A|AE! EE= Debian
Linux A X[|e| MX| 5! 1M S ASIX| %E&LICE Prometheus X Grafanal®llA X|@6H7|E &dt= Linuxe| ate
A28 & QELICEH Prometheus®t Grafana= 25 Docker ZAE|O|H 2 MX|SHAHLE, AAMM FEESEAHLE, AFA
o=l Hio|H2| 2 =T 4= JASLICE 0] oMol M= Prometheus?t Grafana HIO|L{2|E St Debian AHO|

™ MX|gLICt of 7|2 HX| X|E 2 THREESHY WHELICE hitps://prometheus.io W https://grafana.com/grafana/
2t2¢
i B |

Prometheus 220|HE HNAEZ 2[5l StorageGRIDE 1A SfL|C}

StorageGRIDO| X{ & &l Prometheus HIEZI0| HM[ASI{H 712l 7|7} Q= SEI0|HE ASME MH5HHLL
HZCotn S2t0|HEOf Chet S 2AS}s{of 2HLICt. StorageGRID 22| QIE{H| 0| A0 = SSL 215 A7t L 0{0F
SLICE o BN = M2 & U= CAOM E= XM MEE 32 522 AME[E £ U= Prometheus A{H{ 0] 2/
AM2|=[o{oF TrL|CH XtMIS LB 2 & HESHYA|IR "StorageGRID HEA{".

1. StorageGRID 22| QIE{H|0| A Q| RIZ5 Of2{0f| A "1 4"S MEHSH D "H Ot Of2 o] & B HofM QIEME
Salgct

=
3. N\ FBH0| HOIEl S2t0|A0| 0|22 HBD 0] ABAE AGBILICE At 0f2f| "Prometheus 518"
ofel AIXtE 2alstn A% TEE 22
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https://docs.netapp.com/us-en/storagegrid-116/monitor/commonly-used-prometheus-metrics.html
https://docs.netapp.com/us-en/storagegrid-116/monitor/commonly-used-prometheus-metrics.html
https://docs.netapp.com/us-en/storagegrid-116/monitor/commonly-used-prometheus-metrics.html
https://prometheus.io
https://grafana.com/grafana/
https://docs.netapp.com/us-en/storagegrid-116/admin/configuring-administrator-client-certificates.html
https://docs.netapp.com/us-en/storagegrid-116/admin/configuring-administrator-client-certificates.html
https://docs.netapp.com/us-en/storagegrid-116/admin/configuring-administrator-client-certificates.html

Add a client certificate

- i -“. - a 1
o Enterdetails ——— (2) Enterdetails

Certificate details
Certificate name @

prometheus

Permissions

Allow prometheus @

4. CA M QIBA7} Qi A "ABM YR B0 HES Metgt &
HEE Mo StorageGRID7} 22H0[2IE ISHE MNBH=S 2
2210|1E AH 2| FQDN, AH{2| IP, A2 X Q53 L2 Q12|

AR, A7 M= "B M Hg" 2L

A
st Z4QlL|Ct B4 TE ) Q3 5|0 FA|EIL|CH
I'- _’;Ej l:l_o uAHkhn H_IEO 5.EIo|'L_|[:|-

!
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Add a client certificate

Enter details o Enter details

Certificate type

Upload certificate @ Generate certificate

Domain name @

prometheus.grid.local
Add another domain

P

192.168.0.10
Add another IP address

Subject ©

,l'CN=F'mme!heu5i

Days valid @

730

Generate i

Previous

Be mindful of the certificate days valid entry as you will need
@ to renew this certificate in both StorageGRID and the Prometheus

server before it expires to maintain uninterrupted collection.

1. 21ZM PEM Ijat 7§21 7| PEM MU S CHR2 2 E8tL| LY.
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Generate

Certificate details i
Download certificate | Copy certificate PEM

Subject DN: JCH=Prometheus

Serial Number: T2DEEDT:04:CC4F 29 66:08:-CA:53:24: T9: 1B:09:45: 3B C:56

Issiner [¥N: {CH=Prometheus

Issued On: 2002-08-23T17:54:33. 0002

Enpires On: 2024-08-21T17:54:33.0002

SHA-1 Fingerprint: 1AT-6EF 06T D853 ET:6E:E5:DE:BADF: BO:A594:04:534T: 1E
SHA-256 Fingerprint:  T4:23:C2:0Q:3A DS 08 COEECL:FE59 BATCAE L BAB: BT D2 L3 LIPS EBAF BRAF 9E.CT.O0CHFAET
Alternative Names: DNS:prometheus.grid.local

IP Address:192.1668.0.10

Certificate private key @

A Youwill nat be able to view the certificate private key after you close this dialog. To save the keys for future reference, copy and paste
the values to another location.

Download private key | Copy private key

=———BEGIN RSA PRIVATE KEY
MITEpATBAAKCAQEAIbTCYIEpMWPKS ritVpMkmIDKLT jaTHIertq23VeAMLwxz Lall

e T Pl BT W P T FE Ll T F e B AR P AT e i Pl T T E R AS A -

(:) This is the only time you can download the private key, so make
sure you do not skip this step.

Prometheus 2X|Z ?/3ll Linux A{HE ZH[EL|Ct

PrometheusE AX|5}7| F0l| Prometheus AFEXL, CIAER| XX E AL &SHE &
IXlo 282 P MG BL|Ct

T
ot
[
=
[m
L)
|>
Hn
i)
A

1. Prometheus AFZ XIS MM BtLICE

sudo useradd -M -r -s /bin/false Prometheus

2. Prometheus, 220|HE QIEM 3 HE2! H|0|H & CIAER| S MHBLICH

sudo mkdir /etc/Prometheus /etc/Prometheus/cert /var/lib/Prometheus

3. extd It A|ARIS A3 HIER| EES Qo AHE QI CIAIE ZUYSLICE

mkfs -t ext4d /dev/sdb
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4. O% C+3 Prometheus M E2! C|AE2|0f It A|ARIS OFREFESLICEH

sudo mount -t auto /dev/sdb /var/lib/prometheus/

S. MIE2| C|o|Efof] AHZ F¢! C|A39| uuidS 7 ZLICH

sudo 1ls -al /dev/disk/by-uuid/
lrwxrwxrwx 1 root root 9 Aug 18 17:02 9af2cba3-bfc2-4ecl-85d9-
ebab850bb4al -> ../../sdb

6. /etc/fstab/0ll &=2S £7181H /dev/sdb 2| uuuid £ AFRSHN XHEE! S| = O EJL SX|ELICE

/etc/fstab
UUID=9af2c5a3-bfc2-4ecl-85d9-ebab850bbdal /var/lib/prometheus ext4d
defaults 0 0

PrometheusS & X5t M LTt
O|H| M7t ZH|E|A 2B Z Prometheus A X|E A|ZHS D MH|AS ME 4= QI&L|CE

1. Prometheus &%| Ij7|X|9| &=S ELICH

tar xzf prometheus-2.38.0.linux-amd64.tar.gz

2. HIO|LH 2|2 Jusr/local/bin0] 2AtSD AQHE 0|H0f| IHE Prometheus AF2XLE HZASHL|C}

sudo cp prometheus-2.38.0.linux-amd64/{prometheus, promtool }
/usr/local/bin

sudo chown prometheus:prometheus /usr/local/bin/{prometheus, promtool}

3. 24 49l 2t0o|=€2{2| 2 /etc/PrometheusOl| S AFEHLIC}

sudo cp -r prometheus—Z.38.0.linux—amd64/{consoles,consoleilibraries}
/etc/prometheus/

4. StorageGRIDO|A O|H0f| CHREESH S2I0|AE QIS A 2l 742l 7| PEM IS /etc/Prometheus/certs2
= AFSHL|C}

5. Prometheus 74 YAML It S MM BL|CH
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sudo nano /etc/prometheus/prometheus.yml

6. I3 43S MYUYLICL =Y 0|E2 Yot= ZE A0l E & JSLICE "targets:[1'E 22| =9 FQDNL=E
HASID 21FZ A U Il 7| I 0| E2| 0| F2 HATH B TLS_config MM0| LX[St=E A0 ESHAAI2.
3 O I g NMERLICE J2|= 22| QIETH 0| A|M Xt MHE UABSME A= R QUBME
CHR2Est0] 1R3 0|52 22I0|HE QIS A QL EH £ TLS_config MM A
ca_file:/etc/Prometheus/cert/UCERT.pemS Z7tgtL|Ct

a. 0| of|of| A= alertmanager, cassandra, node %! StorageGRIDZ A|%sH= 2 E HEEIS T EHLICE,
Prometheus HIE2I0]| CHSE XtAM|Tt LIE2 oA 2ol 4= JEL|Ct "StorageGRID EE A",

# my global config
global:
scrape interval: 60s # Set the scrape interval to every 15 seconds.

Default is every 1 minute.

scrape configs:
- job name: 'StorageGRID'
honor labels: true
scheme: https
metrics path: /federate
scrape interval: 60s
scrape timeout: 30s
tls config:
cert file: /etc/prometheus/cert/certificate.pem
key file: /etc/prometheus/cert/private key.pem
params:
match[]:
'{ name =~"alertmanager .*|cassandra .*|node .*|storagegrid .*"}'
static configs:

- targets: ['sgdemo-rtp.netapp.com:9091"]

de|= 22| AEHO| 20 M XM MEE ABME ArESHE 2 AEME CH2ZE5H0 1iel 0|2
S2I0|AHE Q1B M2t e7H| HHX[SLICE TLS_config MM0j|A S2I0|HE QIFM 2L Il 7| = 2|0
ASME =ItefLict

®

ca file: /etc/prometheus/cert/Ulcert.pem

1. Jetc/Prometheus 3! /var/lib/Prometheus0| Y= ZE It 5! C|2AE2|9] AR HS Prometheus AFEXIE
WA SHL|C}

Lod

83


https://docs.netapp.com/us-en/storagegrid-116/monitor/commonly-used-prometheus-metrics.html
https://docs.netapp.com/us-en/storagegrid-116/monitor/commonly-used-prometheus-metrics.html
https://docs.netapp.com/us-en/storagegrid-116/monitor/commonly-used-prometheus-metrics.html

sudo chown -R prometheus:prometheus /etc/prometheus/
sudo chown -R prometheus:prometheus /var/lib/prometheus/

2. /etc/systemd/systemOi| A Prometheus AH|A IS MM BHL|CH

sudo nano /etc/systemd/system/prometheus.service

3. Ct2 & Moty HIER! H|o|E{e HE 7|2t 1O 2 M= #- storage.tsdb.retention.time=1y#=
2OIBtL|C} EE= #- storage.sdb.retention.size=300GiB#= AI2ot0] AEZ|X| Hsto]| 2t 7|2 BZES 431
AD QIALICH HES HES MATH A Q1= Q0I5 9| %|QlL|C}.

[Unit]

Description=Prometheus Time Series Collection and Processing Server
Wants=network-online.target

After=network-online.target

[Service]

User=prometheus

Group=prometheus

Type=simple

ExecStart=/usr/local/bin/prometheus \
--config.file /etc/prometheus/prometheus.yml \
--storage.tsdb.path /var/lib/prometheus/ \
--storage.tsdb.retention.time=1y \
--web.console.templates=/etc/prometheus/consoles \

--web.console.libraries=/etc/prometheus/console libraries

[Install]
WantedBy=multi-user.target

4. M Prometheus MH|AE SE5t2{H A|AH MH|AE CHA| 2ESHMA|R. O3 CHS Prometheus AlH|A
UNES o =l e el B

sudo systemctl daemon-reload
sudo systemctl start prometheus
sudo systemctl enable prometheus

S. MH|AJ SHIZH| HE|=X| ZhelgiL|ct

sudo systemctl status prometheus
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® prometheus.service - Prometheus Time Series Collection and Processing
Server
Loaded: loaded (/etc/systemd/system/prometheus.service; enabled;
vendor preset: enabled)
Active: active (running) since Mon 2022-08-22 15:14:24 EDT; 2s ago
Main PID: 6498 (prometheus)
Tasks: 13 (limit: 28818)
Memory: 107.7M
CPU: 1.143s
CGroup: /system.slice/prometheus.service
L—ca98 /usr/local/bin/prometheus --config.file
/etc/prometheus/prometheus.yml --storage.tsdb.path /var/lib/prometheus/
--web.console.templates=/etc/prometheus/consoles --web.con>

Aug 22 15:14:24 aj-deb-prom0l prometheus[6498]: ts=2022-08-
22T719:14:24.510Z caller=head.go:544 level=info component=tsdb
msg="Replaying WAL, this may take a while"

Aug 22 15:14:24 aj-deb-prom0l prometheus[6498]: ts=2022-08-
22T19:14:24.816Z caller=head.go:615 level=info component=tsdb msg="WAL
segment loaded" segment=0 maxSegment=1

Aug 22 15:14:24 aj-deb-prom0l prometheus[6498]: ts=2022-08-
22T19:14:24.816Z caller=head.go:615 level=info component=tsdb msg="WAL
segment loaded" segment=1 maxSegment=1

Aug 22 15:14:24 aj-deb-prom0l prometheus[6498]: ts=2022-08-
22T19:14:24.816Z caller=head.go:621 level=info component=tsdb msg="WAL
replay completed" checkpoint replay duration=55.57us wal rep>

Aug 22 15:14:24 aj-deb-prom0l prometheus[6498]: ts=2022-08-
22T19:14:24.8317Z caller=main.go:997 level=info fs type=EXT4 SUPER MAGIC
Aug 22 15:14:24 aj-deb-prom0l prometheus[6498]: ts=2022-08-
22T19:14:24.83172 caller=main.go:1000 level=info msg="TSDB started"

Aug 22 15:14:24 aj-deb-prom0l prometheus[6498]: ts=2022-08-
22T719:14:24.831Z caller=main.go:1181 level=info msg="Loading
configuration file" filename=/etc/prometheus/prometheus.yml

Aug 22 15:14:24 aj-deb-prom0l prometheus[6498]: ts=2022-08-
22T719:14:24.832Z caller=main.go:1218 level=info msg="Completed loading
of configuration file" filename=/etc/prometheus/prometheus.y>

Aug 22 15:14:24 aj-deb-prom0l prometheus[6498]: ts=2022-08-
22T19:14:24.8327Z caller=main.go:961 level=info msg="Server is ready to
receive web requests."

Aug 22 15:14:24 aj-deb-prom0l prometheus[6498]: ts=2022-08-
22T19:14:24.8327Z caller=manager.go:941 level=info component="rule

manager" msg="Starting rule manager..."

6. O|H| Prometheus M| UIZ O|SE 4= JELICt http://Prometheus-server:9090 UIE & XSHUAIL
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http://Prometheus-server:9090

9 Prometheus Alerts Graph Status -

Help
B Use local time & Enable

e query history

® Enab

@& | Execute

Add Panel

Remove Pane

7. "AE" CHAL OF2HOl M Prometheus.ymlIO| A 72443t StorageGRID 279

(o]}

= MEfE = 5 JUSLICH
9 Prometheus Alerts Graph Status~ Help

Targets

Runtime & Build Information
All

TSDB Status
Unhealthy Collapse All

Command-Line Flags
Configuration
Rules
Targets
Endpoint

Service Discovery
9 Prometheus Alerts Graph Status~ Help

Targets

Al Unhealthy

Collapse All

show less

Endpoint

Last Scrape
State Labels

up
match[]="{__name__=~"alertmanager_*|cassandra_*|node_*|storagegrid_.*"}"

Scrape
instance="sgdemo-rtp.netapp.com:9081"
job="5torageGRID"

Duration  Error
43.396sa 280.876ms
8. J2iZ Ho|X[of| M HIAE FHE|E HES

I CIO|E{7} AT L E|U =X
HA|ZE0]| "StorageGrid_node_cpu_Utilization_percentage"S 215}




9 Prometheus

B Use local time &
Q  storagegrid_node_cpu_utilization_percentage Execute
Table

< >
storagegrid_node_cpu_utilization_percentage{instance="TD-SG-Adm01", job="node", node_id="fc1f00fc-d148-42b6-b9c4-72b34c2cd0c3", site_id="a3d223fd- 3.4062500000005547
cc25-4255-8987-771e7246ad35", site_name="Tera01"}

storagegrid_node_cpu_utilization_percentage{instance="TD-5G-GW01", job="node" node_id="97b62a35-c5f0-4ccd-alf8-24e6ddfc770b" site_id="a3d223fd- 3.264583333336901
cc25-4255-8987-771e724B8ad35", site_name="Tera01"}

storagegrid_node_cpu_utilization_percentage{instance="TD-SG-SN01", job="node", y_id="17ba14f4-59fc-44{d-alcc-96d2525
cc25-4255-89¢ 71e7246ad35", site_name="Tera01"}

storagegrid_node_cpu_utilization_percentage{instance="TD-SG-SN02", job="node", node_jd="b4343{55-16fd-4471-993c-1cd749867718", site_id="a3d223fd- 14.618749999999494
cc25-4255-8987-771e7246ad35", site_name="Tera01"}

storagegrid_node_cpu_utilization_percentage{instance="TD-5G-SN03", job="node", node_id="77313bb8-0300-45af-b748-98cd128dd39d", site_id="a3d223fd- 10.620833333423812
cc25-4255-8987 p7246ad35", site_name="Tera01"}

Add Panel

Grafana &X| & 1M

Prometheus?t AX|E| 1 RS E[QOEZ Grafana AX| I CHA|EE FTHOZ 0|5E 4= QU&LICt

Grafana QIAEM

1. Grafana2| %| 4l Enterprise Edition2 A X|&L|C}

sudo apt-get install -y apt-transport-https

sudo apt-get install -y software-properties-common wget
sudo wget -g -0 /usr/share/keyrings/grafana.key
https://packages.grafana.com/gpg.key

2. obE ol 2| A S 93l o] 2|ZX|E2|E FIfeiLCt.

echo "deb [signed-by=/usr/share/keyrings/grafana.key]

https://packages.grafana.com/enterprise/deb stable main" sudo tee -a

/etc/apt/sources.list.d/grafana.list

ot

3. 2| EXIER|E FIbet &

sudo apt-get update

sudo apt-get install grafana-enterprise

JH
b

Fal

4. N O|AT™ MH|AZE SE6I2{H A|AE MH|AZE CHA| EESHAA|Q. 12 CF2 Grafana AH|A S A

gdstetict.
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sudo systemctl daemon-reload
sudo systemctl start grafana-server

sudo systemctl enable grafana-server.service

5. GrafanaZt O[X| AX| & Mall ZQlL|Ct. H2tRXE €10 HTTP://Prometheus-server:30002 €™ Grafana
2291 H|O|X|7} EA|EIL|CE,

6. 712 232 XA ZY2 admin/adminO|H, HAIX| 7t EA|Z|H A 2= E HFsHOF eiL|Ct

StorageGRIDO|| CH$ Grafana CHA|2EE MAMEHL|C}

Grafana2t Prometheus?} AX| 5! AHERACD = O[X| C|O|E| £AF5 Md5t0 HAIEES =510 F 7HX[E
HEZ AlZHAL|Ct

1. 2% Ho|M "7 4"S 2EStn "HI0|E AA"S MENSHCHS "C|O[E] &

=74 H
2. Prometheus= %| 19| HIO|E AA F oLtz & ZAQULICH OHX| 2 AL HM HEA
"Prometheus"S At&LICt

3. Prometheus QIAEIA S| URLZ} Prometheus ZHE 0| A AT 2tAS 121610] Prometheus 2AE
TABILICE PrometheusO|A] 21 Zt2|XHE FASHK] AA7| I F0| L& MM H[Z MBS LT

rim
o

1 T
o
ot

FL|CE

tE3t0d

mo |
>~
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tit Settings

Prometheus Default [ ]

HTTP

URL htip:/flocalhost:9090
Access Server (default)
Allowed cookles

Timeout

Auth

Basic auth With Credentiats
TLS Client Auth With CA Cert
Skip TLE Verlly

Forward DAuth ldemity

Custom HTTP Headers

+ Add header

Alerting
Manage slerts via Alerting Ul

Alsrimanager dats source

Scrape interval
Query timeout

HTTP Mathod

St

PrometheusE "StorageGrid_node_cpu_Utilization_percentage"Z HIAE$H 71 St
g5t "FHa| A" oxE S = JSLICH




- Dperatism

T Cuery Wwey L

6. O|H| ClO|E| AAT} LHEE[JCEZ CHAIZES Mdet

a.

b.
. HEZ S MEisto] M Ifd S F+ A SLICE CEA| "StorageGrid_node_cpu_Utilization percentage

QI AHOf| M "CHA|EE"S SHEFSED "+ A CHA| R E"

L-71 O

"Add a new panel(M IH'E F7})"S ME{LICE.

n=2

Zot{H

A8, g HMFS Y2, SHEHO| U= "Options"S &5, HAE AHEXE X|H

"{{instance}"'E St LEZ &0 "Standard options"0l| A "Unit"S “Misc/Percent(O-100)"§

dFguct O3 kg "HE"2 S&/5t0] 2 S HAIE =0 MERLICH

.{_ MNew dashboard F Edr Panat

Beuph aiylen

Slandurd options

T T T




7. Yot 2 HIE2]of Chelf of2{et CHAIZEE A% FRE 5 AKX 2 LHAS| StorageGRIDOI= AFE A X|H

CHAI2 20| SAF 4= U= I 20| ZehEl tHA|2 =7} 0]0] /AELICE

a. StorageGRID 22| QIE{T|0[A 0] 21X FHO|M "X|{"S MEfS D "= 31" B Of2{Z0f| M "H EE"S S2IRfLICH.

b. HIERIA Lo S Ho| M [0 Qe "Grid" WIS MESIZIELICE.

DASHBGAED

Metrics

Aooess. Charts Snd metncs b Help troubilehaol s
0 Per ol avm i o= S g v Evieded Fue use By i Srecad suppors. Som lestuses sl s A wibon il insh are vl esneadly non fusclisnal

Fromatheus

Fromethoudin an apea-souris ootk for collecting mietricy. The Promstiseus ivipiace allows you to query the current value of maebrics el bs viow charts of the values over tere
Mgy ther Mromet e UT waisg tha link below. You mand B vignad inio the Grid Msnage:

N1 57 fraptrien gt

Gralana

Gratung i open wuets sofwirs fof metie viuallastion. The Grales istelsce providen pre-conmiructed debbes iy ek conbsn graghs of mgartant melrs valied gy thne

e the Grafana dashboands usng 1he links baiow. You mant be sgned m iothe Grid Manager

AD " n
i ™ ¥ ——
ar e 1oy S 3 b
gt =rtadats lociup
U Ty —
COMFIGURETION Lot C bt Dhvr LI =
TR Sa— - .
WA HAMCE & T — oy =+
. E by
SUPPOAT "

C. Grid CHAIE2 0| A "Storage Used - Object Metadata" IN'2 2 MEHBIL|Ct X2 Of2fZ st E 9 IHE H|IS
22 226l0] HwE SECHYLICE o] ORI "HAM X "If'E JSON"S ’.‘JEﬁ”%“—ltf.
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Inspect: Storage Used - Object Metadata

Panel JSON

"aliasColor

“"datasource"
"decimals™:
"fil": 1,
"fillGradient™:
“gridPos": {

"values™:
b
"lines™: true,
*linewidth": 1,
“links": []
"aullPointMode": "nu
“options™: {

“"alertThreshold": tr

e. M CHAIEZEO0fA Ot0| 23 S2I5t0 M IE S 7HEfLICt.



thi+

Add panel

f. HFSIK| gt A HEE MELICH

g. StorageGRID Ii'da}
oM SALSt ZEZ

OHEE7EX| 2 JSONS HARSHYAIR. JSON ZEE 25 N3t StorageGRID
WHZLC.

Panal Tils

Z0f| "migrate(0F0] 22{|0]M)" H{E=0| U= Migration(0H0| Z12|0] M) H[A| X[ 7}
otO2 "M 8" HESZ S=/gLCt
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8. L& Ijdol IﬂXfEIOﬂ A0 Adh= 2 FHEH QLEZR 20 U= C|A3 of0|2E2 2260 HA|EEE MEStD
CHA[EEO| O|ES XIFELICE

X

=

O|X| Prometheus AMHO|| St=2 OB 2& S AEE|X| 82 FIte &= JSLICE 0|2 S8l 2
ZotEl XA CHA|EEE XKH o= 58 £ AUSLICE ol =T El Prometheus HEZ0]| CHSE X
gholgh &~ QIEL|Ct "StorageGRID AEA{".

I'

OtE Szt

rhu
il

Datadog SNMP &
StorageGRID SNMP H|E2| 3l EME £+FSIT = H0|H =38 LIt

HOlE 52 FEELIC

Datadog= HIEZ!, AZtet W Y2 E MBSz ZLIEE SFMULICL CHS 742 Ubuntu 22.04.1 A EO|M Linux
O[O|ME M 7.43.12 AE3t0] StorageGRID A|AHIN| 2HZ HE | RAELICE

StorageGRID MIB I0f| A 44 El Datadog ZE2MH 3! E4 mpAL|Ct
Datadog= H|E MIB IHY 2 SNMP HIA|X|E 0§ H5H= O 229t datadog & X IHU = HESH= WHE HIL(CH

GAE X|&of wat MAE Ho|E =1 E 81 Z jZof| CH$ StorageGRID YAML THUQIL|CE "0 7", +0| MY S
letc/datadog-agent/conf.d/snmp.d/trap_db/+0f| ‘2@ &L|C}

* "TRAP YAML It 2 CtRZEBL|CH E SELICt
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https://docs.datadoghq.com/network_monitoring/devices/snmp_traps/?tab=yaml
https://docs.datadoghq.com/network_monitoring/devices/snmp_traps/?tab=yaml
https://docs.datadoghq.com/network_monitoring/devices/snmp_traps/?tab=yaml
https://docs.netapp.com/ko-kr/storagegrid-enable/media/datadog/NETAPP-STORAGEGRID-MIB.yml
https://docs.netapp.com/ko-kr/storagegrid-enable/media/datadog/NETAPP-STORAGEGRID-MIB.yml
https://docs.netapp.com/ko-kr/storagegrid-enable/media/datadog/NETAPP-STORAGEGRID-MIB.yml
https://docs.netapp.com/ko-kr/storagegrid-enable/media/datadog/NETAPP-STORAGEGRID-MIB.yml
https://docs.netapp.com/ko-kr/storagegrid-enable/media/datadog/NETAPP-STORAGEGRID-MIB.yml

° * MD5 M|3M * 42e27e4210719945a46172b98c379517+
o * SHA256 checksum * d0f5c8e6¢3c902d054f854b70a85f928cba8b7c¢76391d356f05d2cf73b6887+

0| StorageGRID Z2 & YAML It 2 ZHAE X 2t Mg E Ho|E =1 HIER] o of thal Mg et "of7|"

+0| I S /etc/datadog-agent/conf.d/snmp.d/profiles/+0i| ‘2 &L|Ct

* "YAML ZZ2T oAU 2 CIRZCBtL|CH E S&LICt
° * MD5 M3 M * 72bb7784f4801adda4e0c3ea77df19aa+
° * SHA256 M3 M * b6b7fadd33063422a8b8e39b3ead8ab38349ee0229926eadc8585f0087b8cee+

H E2|2| SNMP Ci|0|E] =0| T ElL|Ct

HIEE]0f| CHel SNMP 182 F 71| O 2 2[e = USLICE StorageGRID A[ARI0| ZotE HERSR FA

HE HMSotALE IHE FX|Q IPE Foloto] tS HAs 8 &= ASLICE 714 /K= Z2Fofl w2t CHELIT.
At A2 H0|E 23 o[0T E YAML ItAof| M FolE LIt BAIH FX| Fel= SNMP 74 YAML IHof|

[ Ry

TME|0] YELICE CHE 2 S StorageGRID A|AEIOf| CHst 2} 9 of| LT,

Xt

ofn
oY
1=

TME Jetc/datadog-agent/datadog. YAMLO|| A ELICH

listeners:
- name: snmp
snmp listener:
workers: 100 # number of workers used to discover devices concurrently
discovery interval: 3600 # interval between each autodiscovery in
seconds
loader: core # use core check implementation of SNMP integration.
recommended
use device id as hostname: true # recommended
configs:
- network address: 10.0.0.0/24 # CIDR subnet
snmp version: 2
port: 161
community string: 'stOr@gegrid' # enclose with single quote

profile: netapp-storagegrid

IHE FX|

/etc/datadog-agent/conf.d/snmp.d/conf.yaML
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https://docs.netapp.com/ko-kr/storagegrid-enable/media/datadog/netapp-storagegrid.yaml

init config:
loader: core # use core check implementation of SNMP integration.
recommended
use device id as hostname: true # recommended
instances:
- ip address: '10.0.0.1'
profile: netapp-storagegrid
community string: 'stOr@gegrid' # enclose with single quote
- ip address: '10.0.0.2'
profile: netapp-storagegrid
community string: 'stOr@gegrid'
- ip address: '10.0.0.3'
profile: netapp-storagegrid
community string: 'stOr@gegrid'
- ip address: '10.0.0.4'
profile: netapp-storagegrid
community string: 'stOr@gegrid'

SNMP E#0f| CH$t 7242 datadog 714 YAML I}Q! /etc/datadog-agent/datadog. YAMLOf| Al A Q| EIL|C}

network devices:
namespace: # optional, defaults to “default”.
snmp_ traps:
enabled: true
port: 9162 # on which ports to listen for traps
community strings: # which community strings to allow for v2 traps
- stOr@gegrid

StorageGRID SNMP 49| of|
StorageGRID A|AEIS] SNMP 00| HE= 714 &, 2L 1 & ofzHol| A&LICt. SNMPE ghdststn Jot= EEE

2|

o =
UBILIC EHS PR "EH ChAS MeolD EB 743 3ot H0lE 51 0OIME SAEQ| (HAS
ALY,
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SNMP Agent

You can configure SNMP for read-only MIB access and notifications. SNMPvl, SNMPvc, SNMP3 are supported. For SNMPY3, only User Security Model (LISM)
authentication is supported. All nodes in the grid share the same SNMP configuration,

Enable SNMP @

System Contact @
System Location @ lab

Enable SNMP Agent Notifications @
Enable Authentication Traps @  [_]
Community Strings

Default Trap Community @ stOn@gegrid

Read-Only Community @

String 1 stOr@gegrid +
Other Configurations
Agent Addresses (0) USM Users (0) Trap Destinations (1)
; +_I:reat= j
Version Type Hast Part Protocol fl:d::munityfu ™
) ENMPEC inform 10,193.52.241 8162 upP DU Comimimity:

stin@gegrid

oz =atol

rclone2 AI23510{ StorageGRIDM|AM ZHM|E Or0| 13|0|M, K& S
APREtLICt

rclone2 S3 22 2ot 22 HHE T 5l St0|HERQJLILCE. rclone2 AHESHY

StorageGRIDO|M @E NI E C|0|E{E Ot0[2{|0|M, ZAL AHe = J}SLICE. rclonedll= Of2H

X
oflet Zo] "IHX|" 7|5 ArE3t0 H|0] UX| g2 R0 T HIAS AN + = 7|50l
ZSE|0f QASLIC.

rclone=S AX[St0 ML Ct

HIAHO|M EE= MO rclones EXISHH 0|M CHR2ZESHYAIL "rclone.org”.
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https://rclone.org/downloads/

x7| 74 A

1. config AFZEE HASIL 502 MAZS MY rclone 74 THAS MABILICH
2. 0] of|ofl M= rclone A0l 21 StorageGRID S3 AEZEQIE 0|20 sgdemoS AFEHLICE.

a. M 1m0t ~/.config/rclone/rclone.confS A AHL|CH

[sgdemo]

type = s3

provider = Other

access key id = ABCDEFGH123456789JKL

secret access key = 12345678SABCDEFGHIJKLMNO0123456789PQRST+V
endpoint = sgdemo.netapp.com

b. rclone S AlSHEHL|Ct
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rclone config

2023/04/13 14:22:45 NOTICE: Config file
"/root/.config/rclone/rclone.conf" not found - using defaults
No remotes found - make a new one

n) New remote

s) Set configuration password

g) Quit config

n/s/g> n

name> sgdemo

Option Storage.

Type of storage to configure.

Enter a string value. Press Enter for the default ("").

Choose a number from below, or type in your own value.
1 / 1Fichier

\ "fichier"

2 / Alias for an existing remote
\ "alias"

3 / Amazon Drive
\

"amazon cloud drive"

4 / Amazon S3 Compliant Storage Providers including AWS,
Alibaba, Ceph, Digital Ocean, Dreamhost, IBM COS, Minio,
SeaweedFS, and Tencent COS

\ "s3"

5 / Backblaze B2
\ "b2"

6 / Better checksums for other remotes
\ "hasher"

7 / Box
\ "box"

8 / Cache a remote
\ "cache"

9 / Citrix Sharefile
\ "sharefile"

10 / Compress a remote
\ "compress"

11 / Dropbox
\ "dropbox"

12 / Encrypt/Decrypt a remote
\ "crypt"

13 / Enterprise File Fabric
\ "filefabric"

14 / FTP Connection
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15

16

17

18

19

20

21

22

23

24

25

26

27

28

31

32

33

34

35

36

PN N N N U N N N O N N N N N N N - N N N

" ftp"

Google Cloud Storage (this is not Google Drive)

"google cloud storage"
Google Drive

"drive"

Google Photos

"google photos"

Hadoop distributed file system
"hdfs"

Hubic

"hubic"

In memory object storage system.
"memory"

Jottacloud

"jottacloud"

Koofr

"koofr"

Local Disk

"local"

Mail.ru Cloud

"mailru"

Mega

"mega"

Microsoft Azure Blob Storage
"azureblob"

Microsoft OneDrive
"onedrive"

OpenDrive

"opendrive"

OpenStack Swift (Rackspace Cloud Files,

"swift"

Pcloud

"pcloud"

Put.io

"putio"

QingCloud Object Storage
"gingstor"

SSH/SFTP Connection
"sftp"

Sia Decentralized Cloud
"sia"

Sugarsync

"sugarsync"

Tardigrade Decentralized Cloud Storage
"tardigrade"

Memset Memstore,
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38

39

40

41

42

43

44

45

PN N N N N N N

Transparently chunk/split
"chunker"

Union merges the contents
"union"

Uptobox

"uptobox"

Webdav

"webdav"

Yandex Disk

"yandex"

Zoho

"zoho"

http Connection

i e ™

premiumize.me
"premiumizeme"

seafile

"seafile"

Storage> 4

large files

of several upstream fs
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Option provider.

Choose your S3 provider.

Enter a string value.

1

10

11

12

13

14

/

N 7N N N N N N N N N N N N o

~

Amazon Web Services (AWS) S3
"AWS"

Alibaba Cloud Object Storage System
"Alibaba"

Ceph Object Storage

"Ceph"

Digital Ocean Spaces
"DigitalOcean"

Dreamhost DreamObjects
"Dreamhost"

IBM COS S3

"IBMCOS"

Minio Object Storage

"Minio"

Netease Object Storage (NOS)
"Netease"

Scaleway Object Storage
"Scaleway"

SeaweedFS S3

"SeaweedFS"

StackPath Object Storage
"StackPath"

Tencent Cloud Object Storage (COS)
"TencentCOS"

Wasabi Object Storage

"Wasabi"

Any other S3 compatible provider
"Other"

provider> 14

(0SS)

Press Enter for the default ("").

Choose a number from below, or type in your own value.

formerly Aliyun



Option env_auth.

Get AWS credentials from runtime (environment variables or

EC2/ECS meta data if no env vars).

Only applies if access_key id and secret access_ key is blank.

Enter a boolean value (true or false). Press Enter for the

default ("false").

Choose a number from below, or type in your own value.

1 / Enter AWS credentials in the next step.

\ "false"

2 / Get AWS credentials from the environment (env vars or IAM).
\ "true"

env_auth> 1

Option access key id.

AWS Access Key ID.

Leave blank for anonymous access or runtime credentials.
Enter a string value. Press Enter for the default ("").
access key id> ABCDEFGH123456789JKL

Option secret access key.

AWS Secret Access Key (password).

Leave blank for anonymous access or runtime credentials.
Enter a string value. Press Enter for the default ("").
secret access key> 123456789ABCDEFGHIJKLMN0123456789PQRST+V

Option region.

Region to connect to.

Leave blank if you are using an S3 clone and you don't have a
region.

Enter a string value. Press Enter for the default ("").
Choose a number from below, or type in your own value.

/ Use this if unsure.

1 | Will use v4 signatures and an empty region.
\ mwn
/ Use this only if v4 signatures don't work.
2 | E.g. pre Jewel/v10 CEPH.

\ "other-v2-signature"
region> 1
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Option endpoint.

Endpoint for S3 API.

Required when using an S3 clone.

Enter a string value. Press Enter for the default ("").
endpoint> sgdemo.netapp.com

Option location constraint.

Location constraint - must be set to match the Region.
Leave blank if not sure. Used when creating buckets only.
Enter a string value. Press Enter for the default ("").

location constraint>



Option acl.
Canned ACL used when creating buckets and storing or copying
objects.
This ACL is used for creating objects and if bucket acl isn't
set, for creating buckets too.
For more info wvisit
https://docs.aws.amazon.com/AmazonS3/latest/dev/acl-
overview.html#canned-acl
Note that this ACL is applied when server-side copying objects as
S3
doesn't copy the ACL from the source but rather writes a fresh
one.
Enter a string value. Press Enter for the default ("").
Choose a number from below, or type in your own value.

/ Owner gets FULL CONTROL.

1 | No one else has access rights (default).
\ "private"
/ Owner gets FULL CONTROL.
2 | The AllUsers group gets READ access.
\ "public-read"
/ Owner gets FULL CONTROL.
3 | The AllUsers group gets READ and WRITE access.
| Granting this on a bucket is generally not recommended.
\ "public-read-write"
/ Owner gets FULL CONTROL.
4 | The AuthenticatedUsers group gets READ access.
\ "authenticated-read"
/ Object owner gets FULL CONTROL.
5 | Bucket owner gets READ access.
|

If you specify this canned ACL when creating a bucket,
Amazon S3 ignores it.

\ "bucket-owner-read"

/ Both the object owner and the bucket owner get FULL CONTROL
over the object.

6 | If you specify this canned ACL when creating a bucket,

Amazon S3 ignores it.

\ "bucket-owner-full-control"
acl>

Edit advanced config?

y) Yes
n) No (default)
y/n> n
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[sgdemo]

type = s3

provider = Other

access key id = ABCDEFGH123456789JKL

secret access key = 123456789ABCDEFGHIJKLMNO0123456789PQRST+V
endpoint = sgdemo.netapp.com:443

y) Yes this is OK (default)
e) Edit this remote

d) Delete this remote
y/e/d>

Current remotes:

e) Edit existing remote

n) New remote

d) Delete remote

r) Rename remote

c) Copy remote

s) Set configuration password

g) Quit config
e/n/d/r/c/s/a> g

7|

rhT

Y o

o

-

S CURVICEE

rclone mkdir remote:bucket

rclone mkdir sgdemo:test01

(i)  sSLoEME SAlsHo} st 29 —sfol of 3t - AIFME AFGBLICY,

L BE B3 L
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rclone 1lsd remote:

rclone LSD sgdemo =:

RN

QHNE Z&:*

|

rclone ls remote:bucket

rclone Is sgdemo: test01

65536
65536
65536
65536
65536
65536
65536
65536
65536
65536
65536
65536
65536
65536
65536
65536
65536
33554432 bigobj
102 key.Jjson
47 lockedOl.txt

4294967296 sequential-read.0.0

R

TestObject.
TestObject.
TestObject.
TestObject.
TestObject.
TestObject.
TestObject.
TestObject.
TestObject.
TestObject.
TestObject.
TestObject.
TestObject.
TestObject.
TestObject.
TestObject.
TestObject.

15 test.txt
116 version.txt

10
12
13
14
15
16
17
18

©O© 0 J o U1 W

rclone rmdir remote:bucket

rclone rmdir sgdemo:test02

V- P

rclone copy filename remote:bucket
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rclone copy~/test/testfile.txt sgdemo:test01

* A 7]

rclone copy remote:bucket/objectname filename

rclone copy sgdemo:test01/testfile.txt~/test/testfileS3.txt

* *OHA| A

rclone delete remote:bucket/objectname

rclone delete sgdemo:testO1/testfile.txt

* *HZ0| M QEHE Oto| o] *
rclone sync source:bucket destination:bucket --progress

rclone sync source directory destination:bucket --progress

rclone sync sgdemo: test01 sgdemo: clone01 — Xl E

Transferred: 4.032 GiB / 4.032 GiB, 100%, 95.484 KiB/s, ETA
Os
Transferred: 22 / 22, 100%
FElapsed time: 1lm4.2s
@ progress(ZI&) = -PE AHE5I0] 22| 21l A2hS HAIL|CH X gfo™ =20|
gtaLict
HA H .

* BT DE QUEE I8 AN -

rclone purge remote:bucket --progress
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™
ost

rclone purge sgdemo: test01 —

Transferred: OB/ 0B, -, 0B/s, ETA -
Checks: 46 / 46, 100%

Deleted: 23 (files), 1 (dirs)

Elapsed time: 10.2s

rclone Is sgdemo: test01

2023/04/14 09:40:51 Failed to 1ls: directory not found

Xama|s s|met of2 Zatel xhA}

Veeam Y 3 S| Z AFESH +1=0] Lot StorageGRID & Afzf|
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CHELICE O] EA= Linux A|AEI0] 235t Veeam B 5! SX|2t E7H NetApp
StorageGRID A|ARIS| fX| 2| L= E£2 HHo= AEZ|X| B HEQ 3T 22|XtHE 2[4
A E|JELICE

e

AEZ|X| BE|Xt= 7HEY, HE S S8, 27 AP0l S| =
2 ME M85 S7t6t= HIO|HE 22| o~ USLICt 0]
S E|0{0f BHL|Ct Veeamt NetApp2 IIE LM S S8l Veea
StorageGRIDZt Z&5H= H|O[H 2= £F M UHEASLICEH

>

Sl Z7) o EZE 2 flet HME XSt
9|

7
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M2 &4 e oto|xol B

gl ERE AL QENME AEZ|X|0f| NetApp

3 reto
]

o
2=
=T
HH O
=

Veeam} NetApp StorageGRIDE= M MAIXM O = WEH| Z715t= H0|E X S0{LI= 8 2F M E S55t=
A7 2|2 £FME M3 ELICL SERE 7|t QENE AEZ|X|= S/:EH, 3 7|5, 2 Y HE 28482=
Qlel W CHA O = XAAR A MEig £~ = Ao = REYLICE 0] 2= Veeam M £FM 5! StorageGRID
A AE -of Chet X| &1 HEArS S HZ LIt

Veeam?| REHE SIAZC0f= A2 QLEHEQ| of2] SA| HiX], M| 8l =5 A Ho| YJELItt. =HdS 2F5H
HE S SE HTS 4F517| et 8 7t 7HA ME A0 F=IHELICH S 2ol 2N A= LY HE ALt

CHot Z4&|| M7|2F et A M7(7t 2t El & R 2 eido| HE Mo el 2= K|S AFH|eL|Ch e 2ol
AAHEBYR2 HO| et SEE LI O|FA FAIH M| MF242| 50/50 PUT/DELETE I3 2E2 P& Y
RO At FR0| LMSILICH VeeamOll M 2 £ AT S AESI SA| 2] ~8 ZHSIH WY &Y E5
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Configuration > S3 Object Lock

S3 Object Lock

o 53 Object Lock has been enabled for the grid and cannot be disabled.

Enable S3 Object Lock for your entire StorageGRID system if S3 tenant accounts need to satisfy regulatory compliance requirements when saving object data. After this setting is enabled, it cannot be
disabled.

Before enabling S3 Object Lock, you must ensure that the default rule in the active ILM policy is compliant. A compliant rule satisfies the requirements of buckets with S3 Object Lock enabled.
. It must create at least two replicated object copies or one erasure-coded copy.
' These copies must exist on Storage Nodes for the entire duration of each line in the placement instructions.
' Object copies cannot be saved in a Cloud Storage Pool.
' Object copies cannot be saved on Archive Nodes.
+  Atleast one line of the placement instructions must start at day 0, using Ingest Time as the reference time.
. At least one line of the placement instructions must be "forever".
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Manage object settings optional

Object versioning

Enable object versioning if you want to store every version of each object in this bucket. You can then retrieve previous versions of an

object as needed.

ﬂ Object versioning has been enabled automatically because this bucket has 53 Object Lock enabled.

53 Object Lock

53 Object Lock allows you to specify retention and legal hold settings for the objects ingested into a bucket. If you want to use 53
Object Lock, you must enable this setting when you create the bucket. You cannot add or disable 3 Object Lock after a bucket is
created.

If S3 Object Lock is enabled, object versioning is enabled for the bucket automatically and cannot be suspended.

Enable S3 Object Lock

Default retention @

Automatically protect new objects put into this bucket from being deleted or overwritten.

@) Dbisable

Enable

20| YHEH MYE H2lo MR FE Ho[X[2 O|SfLIct ey 2 &3 MEgLCt
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Buckets = veeam12

veeaml12
Region: us-east-1
S3 Object Lock: Enabled

Date created:

Object count: 0

View bucket contents in Experimental 53 Console [4]

Delete objects in bucket | | Delete bucket

Bucket options Bucket access

Consistency level

Last access time updates

Object versioning

S3 Object Lock

2023-09-2108:01:38 GMT

Platform services

Read-after-new-write (default) ~
Disabled v
Enabled ~
Enabled ~

Veeamg A3l S3 H{Zl0| Chaf 2zt
O ABE 4 QL= HE| APO|E HZO| ZP 2
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Bucket options Bucket access Platform services

Consistency level Read-after-new-write (default)

Storage Nodes and sites.

Control header for an individual API request, which overrides the bucket setting,

All

Provides the highest guarantee of consistancy. All nodes receive the data immediately, or the request will fail

@ Strong-global

Guarantees read-after-write consistency forall client requests across all sites.

Strong-site

Guarantees read-after-write consistency for all client requests within a site.

Read-after-new-write (default)

Provides read-after-write consistency for new objects and eventual consistency for object updates. Offers high availability and data protection guarantees. Recommended for most cases.

Available

Pravides eventual consistency for beth new objects and object updates. For 3 buckets, use anly as required (for example, for a bucket that contains log values that are rarely read, or for HEAD or GET
operations on keys that do not exist). Not supported for FabricPool buckets.

Last access time updates Disabled

Change the consistency control for operations performed on the objects in the bucket. Consistency levels provide a balance between the availability of objects and the consistency of those objects across different

In general, use the Read-after-new-write consistency level for your buckets. Then, if objects do not meet availability or consistency requirements, change the client application's behavior, or set the Consistency-
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Create a traffic classification policy

You can create traffic classification policies to monitor the network traffic for specific buckets, tenants, IP
addresses, subnets, or load balancer endpoints. You can optionally limit this traffic based on bandwidth,
number of concurrent requests, or the request rate.

@ Enter policy name —— @ Add matchingrules —— @ Set limits —— o Review the policy

Review the policy

Policy Veeam
name:

Description:Policy to monitor
Veeam bucket
traffic

Matching rules

Type  _ Inverse
Match value @

(7] v match @

Bucket test No
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Edit Backup Job vm baciup 4rmb

Storage

- Specify processng proxy server to be used for source data refrieval, backup repositony to store the backup files produced by
m this joir and customize advanced job settings if required,

Backup peown
| Buiomatc selection

Marms=
Choose..

Yirmual Machines
Backup repositony:

m | bar=metal 4mb [Created by MUCCBC chaense! ot 14.03.2023 1521 -

Guest Processing = ha Map backup
Retention policy: | 30 5 | | da -
Schedule et L | bd 2 :ys
! Keep certain full backups longer for archival purpozes Configure...
Surnmary

G weekly, 3 monthly

[} Configure secandary destinations for this job
Capy backups produced by this job to another batkup repository, or lape. We recommend to make
at least one copy of your backups to & different storage device that is located ofi-site.

Advanced job settings inchide backup mode, comprassion and deduplication, block [, ;
size, notificsbion cettngs, autcmated post-ob actvity and other sefings, | i

g Y = 226t ML £[Hst 4YS 4MB 0|22 HEYLILE = 3 &=
Atgtod] [EfEf HALE SFYS HEStD My 2 2P S FEYLIC
o

Adhvanced Settings

Backup | Mainterance | Stotage | Notifieations | vphere | Imtegration | Soripts

Data reduction
[¥] Exclude swap file blocks (recommended)
|| Exclude deleted file hlacks frecommended)
C-:-mprﬁnu:-n Ie'vel-
| Optirmat [rewnmendedr \'.-l
Provides for the best -:cmpue-ssmﬂ to p-:rl’mr"lance ratio, lowest backup pr,.m-
CPU usage end fastest restore.

'Sh:mgr aptimiration:

T -
Rexguired for processing machines with disks larger than 1007T8. Reduces
dedupe rato and increases the size of mcremental backups
Encryption
[7] Enable backup file encrypbon
Save da Default| DK, Cancel
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Summarized Rates
600 ops/s 2.50K ops/s

400 ops/s L

1.50K ops

200 ops/s 50K op!
1K ops/s

0 ops/s

12:00 14:00 16:00 18:00 20:00 22:00 00:00 02:00 04:00 06:00 500 ops/s
== $595712-tme-13 delete_object == s5g5712-tme-13 get_object == s95712-tme-13 get_usage
== $g5712-tme-13 put_object $g5712-tme-14 delete_object $g5712-tme-14 get_object
$95712-tme-14 put_object §95712-tme-15 delete_object $g5712-tme-15 get_object
== 505712-tme-15 put_object $a5712-tme-16 delete_obiect $a5712-tme-16 qet_object == Sitel delete_object == Site1 get_object == Sitel get_usage == Site1 put_object

0ops/s | .
12:00 14:00 16:00 18:00 20:00 22:00 00:00 02:00 04:00

Active Requests Summarized Active Requests

0
12:00 14:00 16:00 18:00 20:00 22:00 00:00 02:00 04:00 06:00
- $505712tme-13 delete_object == $5712-tme-13 put_object == $g5712-tme-14 delete_object
== $05712-tme-14 put_object $95712-tme-15 delete_object $g5712-tme-15 put_object
$g5712-tme-16 delete_object $g5712-tme-16 put_object == Site1 delete_object == Site1 put_object

12:00 14:.00 16:00 18:00 2 . 02:00

Average Duration("# 7[7h XtEO|= 2 =271 2t @K 0| Cish Zd2l= B AZHo| EAIE Ol=
I o7 A|7folﬂ1 Z7t §40| ZQ3IHL} StorageGRID A|AEIO| O B2 EE% K|zt £ Q= 27to| %%%
LIEILH= £2 X Bt & 2 JASLICH

Average Duration

{

Oms

11:30 12:00 12:30 13:.00 13:30 14:00 14:30 15:00 15:30 16:.00 16:30 17:00 17:30 18:00 18:30

== 5g6060-tme-09 delete_object == $g6060-tme-09 put_object == sg6060-tme-10 delete_object == sg6060-tme-10 put_object == sg6060-tme-11 delete_object == sg6060-tme-11 put_object == sg6060-tme-14 delete_object

Z ARE ™ XENM R 2l SH ICHE @88 & £ USLICH SEo| ths 200(0K)0| ol SEO| HA|=|H
StorageGRID AAHRIO| 503(2l £k) SHE BEUHAM EEJF FSHH| EER[D = A 22 EXY & J2H
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Total Completed Requests

300 Mmil

200 Mil

e

100 Mil /

0

09/20 09/23

== 200 delete_bucket == 200 delete_object ==
200 other 200 put_bucket

500 delete_object 503 delete_object

=
= Z2gs

HIS7| MRS

Average Delete Times

15:00 1510 15:20 15:30 15:40 1550 16:00 16:10 1620 16:30 16:40 16:50

$g6060-tme-09 delete metadata == sg6060-tme-10 delete metadata == sg6060-tme-11 delete metadata

$g6060-tme-14 delete metadata
$g6060-tme-11 cloc remove
$q6060-tme-11 total

$96060-tme-09 cloc remove
$g6060-tme-14 cloc remove
$q6060-tme-14 total

$g6060-tme-10 cloc remove

Rate of Client Driven Deletes
400 ops/s
300 ops/s
200 ops/s

100 ops/s

0 ops/s L

1500 1510 1520 1530 1540 1550 16:00 1610 16220 16:30 16:40 16:50

== $g6060-tme-09 sync == $g6060-tme-10 Sync == $g6060-tme-11 Sync == sg6060-tme-14 sync
$96060-tme-09 async $96060-tme-10 async $g6060-tme-11 async $g6060-tme-14 async
$g6060-tme-09 sync timed out == sg6060-tme-10 sync timed out $g6060-tme-11 sync timed out
$q6060-tme-14 sync timed out

200 put_object
503 head_bucket

$g6060-tme-09 total == sg6060-tme-10 total

09/26 09/29

200 get_object == 200 head_bucket
404 other == 404 put_object
503 put_object

10/02

200 list_buckets
405 put_object

g DLIHZE & ASLICL StorageGRIDE 2t =E0A 57| &

ZSI’E*.-‘EPOH'_ SES-ITIE

Active Deletes

17:00
A

16:50

15:10

15:20 1530 1540 1550 16:00 16:10 16:20 16:30 16:40 17:00

== $g6060-tme-09 common == $g6060-tme-10 common == $g6060-tme-11 common
== $g6060-tme-14 common

Rate of ILM Driven Deletes
500 ops/s

400 ops/s
300 ops/s

M

16:50

17:00

1500 1510 1520 1530 1540 1550 1600 16:10 16220 16:30 16:40 17:00

== $506060-tme-09 queue == sg6060-tme-10 queue == sg6060-tme-11 queue == sg6060-tme-14 queue
$g6060-tme-09 MD purge $g6060-tme-10 MD purge 5g6060-tme-11 MD purge
$g6060-tme-14 MD purge
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Load Balancer Request Traffic Load Balancer Request Completion Rate

8 Gb/s

6 Gb/s

~
a
=]

4Gb/s

\

2Gb/s

\

Requests per second

ob/g ——m™m™mmrmm——m—_—_—_—_— 0
09:53 : : : 09:53

== Received == Sent == Total == PUT

Error Response Rate Average Request Duration (Non-Error)

=]
N
a
=]

No data

°
c
<]
o
@
)
o
a
2
7]
]
3
o
]

(-4

Write Request Rate by Object Size Read Request Rate by Object Size

No data points
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2. O] M CllO|E{ AA9| O|Z, StorageGRID S3 HIIAE HM|A 7| ID U HIY BN A 7|15 UBHL|CL
3. StorageGRID S3 20l HZ517| 2/¢H httpsE AE3H= 22 'HZ Y=3t golghs MelptL|CE £
0| 83 20l thisl XAl MEE CA ABME AHE3t= Z2 Dremio 7t0|= X|E0f 2} O] CA RIS M
ME 2| <JAVA_ HOME>/JRE/lib/security+0f| Z=7tgtL|Ct
© ME AT
M o500
Advanced Options
Name
Reflection Refresh
Metadata
Privileges Authentication
O AWS Access Key EC2 Metadata AWS Profile No Authentication
All or allowlisted (if specified) buckets associated with this accass key or IAM role to assume (if specifie
AWS Access Key
e e Y
AWS Access Secret
IAM Role to Assume
Encrypt connection
Public Buckets
Buckets
(® Add bucket
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6. FS.s3a.connection. Z|CH 7|2Zf2 100QL|Ct. S3 HIO|E{ MIEA| 10071 O] &S] EO| U= CHY Parquet It O]
T35tz A2 oA 1002t 2 22 Y2sofF LTt O] 4™ 2 Dremio 710|258 EHZSHMAIL.

o= o

FS.s3a.endpoint _<StorageGRID S3 HAEXQIE: port>
FS.s3a.path.style.access *xt

FS.s3a.connection.maximum&!L|C} _<100ELCt 2 2>

General Enable asynchronous access when possible

_. ; 10 Enable compatibility mode

Apply requester-pays to 53 reguests
i ldec i Hepesh Enable file status check
Metadata Enable partition column inference

Privileges Root Path

{

Server side encrypiion key ARN

Default CTAS Format

PARQUET v

Connection Properties

MName Walue
fs.53a.path.style.accass true
MName Walua
f5.53a3. endpoint sgdemo.naetapp.com
MName Value
fs.53a. connection.maximum 1000

(& Add property

Allowlisted buckets

(# Add bucket

Cache Options

Enable local caching when possible
Max parcent of total availacle cache space to use whan possible

100

o
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Datasets

(A) hdp-user

v Spaces (0)

No spaces yet

Add space

Sources
v~ (Object Storage (2)

&l storageGRID

orEat d _ off ofsh

StorageGRID

Name T

[ apache-hive
(] cdp-cluster

(] cdp-tera

[ databrick-tpcds
| delta-lake

[ dicluster-tpeds
(] dremio-10g-csv

| 7] dremio-csy
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aws s3api put-object --bucket <bucket> --key <file> --body "<file>"
--server-side-encryption AES256 --endpoint-url https://s3.example.com

aws s3api head-object --bucket <bucket> --key <file> --endpoint-url
https://s3.example.com

"AcceptRanges": "bytes",

"LastModified": "2022-05-02T19:03:03+00:00",
"ContentLength": 47,

"ETag": "\"82e8bfb872e778a4687a26e6c0bl36bcl\"",
"ContentType": "text/plain",
"ServerSideEncryption": "AES256",

"Metadata": {}

* AHE 7HqSLct

aws s3apl get-object --bucket <bucket> --key <file> <file> --endpoint
-url https://s3.example.com
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openssl enc -aes-128-cbc -pass pass:secret -P°

salt=ESDBB6603C7B3D2A
key=23832BAC16516152E560F933F261BF03
iv =71E87COF6EC3C45921C2754BA131A315

aws s3api put-object --bucket <bucket> --key <file> --body "file" --sse
-customer-algorithm AES256 --sse-customer-key
23832BAC16516152E560F933F261BF03 --endpoint-url https://s3.example.com

aws s3apli head-object --bucket <bucket> --key <file> --sse-customer
-algorithm AES256 --sse-customer-key 23832BACl16516152E560F933F261BF03
--endpoint-url https://s3.example.com

"AcceptRanges": "bytes",

"LastModified": "2022-05-02T19:20:02+00:00",
"ContentLength": 47,

"ETag": "\"f92ef20ab87e0e13951d9%bee862e9f9%a\"",
"ContentType": "binary/octet-stream",
"Metadata": {},

"SSECustomerAlgorithm": "AES256",
"SSECustomerKeyMD5": "rjGuMdjLpPVleRuotNaPMQ=="
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aws s3apl get-object --bucket <bucket> --key <file> <file> --sse

-customer-algorithm AES256 --sse-customer-key
23832BAC16516152E560F933F261BF03 --endpoint-url https://s3.example.com

A%t 7| E MSGHA| R OH "GetObject HE S == I LF7H UMM SL|CHInvalidRequest). &,
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aws s3apil create-bucket --bucket <bucket> --region us-east-1

--endpoint-url https://s3.example.com

aws s3apil put-bucket-encryption --bucket <bucket> --server-side

-encryption-configuration '{"Rules":
[{"ApplyServerSideEncryptionByDefault": {"SSEAlgorithm":
"AES256"}}]}' --endpoint-url https://s3.example.com

aws s3api put-object --bucket <bucket> --key <file> --body "file"
--endpoint-url https://s3.example.com
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aws s3api head-object --bucket <bucket> --key <file> --endpoint-url
https://s3.example.com

{

"AcceptRanges": "bytes",

"LastModified": "2022-05-02T20:16:23+00:00",
"ContentLength": 47,

"ETag": "\"82e8bfb872e778a4687a26e6c0b36bcl\"",
"ContentType": "binary/octet-stream",
"ServerSideEncryption": "AES256",

"Metadata": {}

}

* HE TP SLIct

aws s3apl get-object --bucket <bucket>

--key <file> <file> --endpoint
-url https://s3.example.com
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aws s3api put-object-legal-hold --bucket <bucket> --key <file> --legal
-hold Status=ON --endpoint-url https://s3.company.com

* NI HEez etolgt|t.

aws s3apil get-object-legal-hold --bucket <bucket> --key <file>
--endpoint-url https://s3.company.com
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"LegalHold": {
"Status": "ON"

—
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aws s3apl put-object-legal-hold --bucket <bucket> --key <file> --legal
-hold Status=0FF --endpoint-url https://s3.company.com

* INR7| AP = solgtL|Tt.

=

aws s3api get-object-legal-hold --bucket <bucket> --key <file>
--endpoint-url https://s3.company.com

"LegalHold": {
"Status": "OFE"

4 @E

* WM EE2 EFJYARMINEX] 2ESH0 - E LT,
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aws s3api put-object-retention --bucket <bucket> --key <file>
--retention '{"Mode":"COMPLIANCE", "RetainUntilDate": "2025-06-
10T16:00:00"}"' --endpoint-url https://s3.company.com

aws s3apil get-object-retention --bucket <bucket> --key <file> --endpoint
-url https://s3.company.com
+
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"Retention": {
"Mode": "COMPLIANCE",
"RetainUntilDate": "2025-06-10T16:00:00+00:00"
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aws s3api put-object-lock-configuration --bucket <bucket> --object-lock
-configuration '{"ObjectLockEnabled":

"DefaultRetention": { "Mode":
-url https://s3.company.com

"Enabled", "Rule": {

"COMPLIANCE", "Days": 10 }}}' --endpoint

I
0>
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aws s3apl get-object-lock-configuration --bucket <bucket> --endpoint-url
https://s3.company.com

"ObjectLockConfiguration": {
"ObjectLockEnabled": "Enabled",
"Rule": {

"DefaultRetention”: {

"Mode": "COMPLIANCE",
"Days": 10

aws s3apil put-object --bucket <bucket> --key <file> --body "file"
--endpoint-url https://s3.example.com
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aws s3api get-object-retention --bucket <bucket> --key <file> --endpoint
-url https://s3.company.com

"Retention": {
"Mode": "COMPLIANCE",
"RetainUntilDate": "2022-03-02T15:22:47.202000+00:00"
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aws s3apil delete-object --bucket <bucket> --key <file> --endpoint-url
https://s3.example.com
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aws s3apili list-objects —--bucket <bucket> --endpoint-url
https://s3.example.com
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aws s3api list-object-versions --bucket <bucket> --prefix <file>
--endpoint-url https://s3.example.com
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"Versions": [

{
"ETag": "\"82e8bfb872e778a4687a26e6c0b36bcl\"",

"Size": 47,

"StorageClass": "STANDARD",
"Key": "file.txt",
"VersionId":

"RDVDM] YWMTQtQkNDQSOxMUVDLThGOEUtNJQ3NTAWQzAXQTk1",
"IsLatest": false,
"LastModified": "2022-04-15T14:46:29.7340004+00:00",

"Owner": {
"DisplayName": "TenantOl",
"ID": "56622399308951294926"
}
}
1,
"DeleteMarkers": [
{
"Owner": {
"DisplayName": "TenantOl",

"ID": "5662239930895129492¢6"
by
"Key": "fileOl.txt",
"VersionId":
"QjVDQzgzOTAtQOFGNiOxMUVDLThFMzgtQORGMJAWQjkOMjML",
"IsLatest": true,
"LastModified": "2022-05-03T15:35:50.248000+00:00"

Mol &2l TS AL Ct

aws s3apl delete-object --bucket <bucket> --key <file> --version-id
"<VersionId>" --endpoint-url https://s3.example.com

An error occurred (AccessDenied) when calling the DeleteObject
operation: Access Denied
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"Statement": [
{
"Sid": "AllowListBucketOfASpecificUserPrefix",
"Effect": "Allow",
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::home",
"Condition": {

"StringLike": {

"s3:prefix": "S${aws:username}/*"

"Sid": "AllowUserSpecificActionsOnlyInTheSpecificUserPrefix",
"Effect": "Allow",
"Action": "s3:*Object",

"Resource": "arn:aws:s3:::home/?/?/S${aws:username}/*"
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"Statement": |

{

"Action": "s3:*",
"Effect": "Allow",
"Resource": "arn:aws:s3:::*"
by
{
"Action": [

"s3:PutBucketObjectLockConfiguration",
"s3:PutBucketVersioning"

1,

"Effect": "Deny",

"Resource": "arn:aws:s3:::*"

O] HZl HM2 AN Tz EZ 7(2HS 102 O[st= M|grfL(ct

"Version":"2012-10-17",
"Id":"CustSetRetentionLimits",
"Statement": |

{

"Sid":"CustSetRetentionPeriod",

"Effect":"Deny",

"Principal"™:"*",

"Action": [

"s3:PutObjectRetention"
I

"Resource":"arn:aws:s3:::testlock-01/*",
"Condition": {
"NumericGreaterThan": {
"s3:0bject-lock-remaining-retention-days":"10"
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"Statement": [

{

"Action": [
"s3:DeleteObjectVersion"

1,
"Effect": "Deny",
"Resource": "arn:aws:s3:::*"

by

{
"Action": "s3:*",
"Effect": "Allow",
"Resource": "arn:aws:s3:::*"

134

F2X ID "56622399308951294926"C 2 Al El AF2XH(version|DE AI"HEl)J} H{F IDE HZO|
X|SHX| Rt=E H|gtetL|Ct



"Statement": |
{
"Action": [
"s3:DeleteObjectVersion"

1,

"Effect": "Deny",
"Resource": "arn:aws:s3:::verdeny/*",
"Principal": {
"AWS": [
"56622399308951294926"
]
}
by
{
"Action": "s3:*",
"Effect": "Allow",
"Resource": "arn:aws:s3:::verdeny/*",
"Principal": ({
"AWS": [
"56622399308951294926"
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"Statement": |

{

"Sid": "Deny non userl",

"Effect": "Deny",
"NotPrincipal": {
"AWS":

"urn:sgws:identity::34921514133002833665:user/userl”

by

"Action": [
Vg3 gl

I

"Resource": |
"urn:sgws:s3:::bucketl",
"urn:sgws:s3:::bucketl/*"

"Sid": "Allow userl read access to bucket bucketl",
"Effect": "Allow",
"Principal": {
"AWS" :
"urn:sgws:identity::34921514133002833665:user/userl"
by
"Action": [
"s3:GetObject",
"s3:ListBucket"
1,
"Resource": [
"urn:sgws:s3:::bucketl”,
"urn:sgws:s3:::bucketl/*"
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"Statement": [

{
"Sid": "AllowUserToSeeBucketListInTheConsole",
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"Action": [
"s3:ListAl1MyBuckets"

I

"Effect": "Allow",

"Resource": [

"arn:aws:s3:::*"

"Sid": "AllowRootAndstudyListingOfBucket",
"Action": [
"s3:ListBucket"
1,
"Effect": "Allow",
"Resource": |
"arn:aws:s3::: study"
I
"Condition": {
"StringEquals": {
"s3:prefix": [
""l
"study01l/"
I
"s3:delimiter": [

"/"

"Sid": "AllowListingOfstudyOl1l",
"Action": [
"s3:ListBucket"
1,
"Effect": "Allow",
"Resource": |
"arn:aws:s3:::study"
I
"Condition": {
"StringLike": {
"s3:prefix": [
"study0l/*"
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"Sid": "AllowAllS3ActionsInstudyOlFolder",
"Effect": "Allow",
"Action": [
"s3:Getobject"
1y
"Resource": [

"arn:aws:s3:::study/study0l/*"
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