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aws s3apli put-object-legal-hold --bucket mybucket --key myfile.txt --legal
-hold Status=ON --endpoint-url https://s3.company.com
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aws s3apl get-object-legal-hold --bucket mybucket --key myfile.txt
-—endpoint-url https://s3.company.com
{
"LegalHold": {
"Status": "ON"

-
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aws s3api put-object-legal-hold --bucket mybucket --key myfile.txt --legal
-hold Status=0FF --endpoint-url https://s3.company.com
aws s3apli get-object-legal-hold --bucket mybucket --key myfile.txt
-—endpoint-url https://s3.company.com
{
"LegalHold": {
"Status": "OFE"

—
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aws s3api put-object-retention --bucket mybucket --key myfile.txt
-—-retention '{"Mode":"COMPLIANCE", "RetainUntilDate": "2022-06-
10T16:00:00"}"'" —--endpoint-url https://s3.company.com
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aws s3api get-object-retention --bucket mybucket --key myfile.txt
-—endpoint-url https://s3.company.com
{

"Retention": {
"Mode": "COMPLIANCE",
"RetainUntilDate": "2022-06-10T16:00:00+00:00"
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aws s3apli put-object-lock-configuration --bucket mybucket --object-lock
-configuration '{ "ObjectLockEnabled": "Enabled",

"Rule": {
"DefaultRetention": { "Mode":

"COMPLIANCE", "Days": 1 }}}' —--endpoint-url
https://s3.company.com
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aws s3api get-object-lock-configuration --bucket mybucket --endpoint-url
https://s3.company.com

{
"ObjectLockConfiguration": {
"ObjectLockEnabled": "Enabled",
"Rule": {
"DefaultRetention": {

"Mode": "COMPLIANCE",
"Days": 1
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aws s3 cp myfile.txt s3://mybucket --endpoint-url https://s3.company.com
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upload: ./myfile.txt to s3://mybucket/myfile.txt
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aws s3api get-object-retention --bucket mybucket --key myfile.txt
-—endpoint-url https://s3.company.com
{

"Retention": {
"Mode": "COMPLIANCE",
"RetainUntilDate": "2022-03-02T15:22:47.202000+00:00"
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Create endpoint

o Enter details

: (E) Select authentication type
Optional

Enter endpoint details

Enter the endpoint's display name, URI, and URN.
Display name @

MyGrid

URI ©

https://s3.company.com

URN @

arn:aws:s3:::mybucket
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<ReplicationConfiguration>
<Role></Role>
<Rule>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Bucket>arn:aws:s3:::mybucket</Bucket>
<StorageClass>STANDARD</StorageClass>
</Destination>
</Rule>
</ReplicationConfiguration>
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Create ILM Rule Step 1 of 3: Define Basics
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group

— ) i . -
{+) Choose agroup type IL } Manage parmissions o Set 53 group policy
ol —

Set 53 group policy @

An 53 group palicy controls user acceds permissions to specific specific 53 resources, including buckets. Mon.root users have no access
by default.

No 53 Access

Read Only Access "Statermont”; [
|
Full Access “ERect™: "Allow”®,
“Action™; |
@ Ransomware Mitigation @ "s3:CroateBucket”,
=92 Ot Bnr kst ™,
Custom "si:DeletefeplicationConfiguration”,
Wit b walid JSON barmatted string ) “sd:DeleteBucketMetadataMotification”,
"81-Get Buckethzl™,
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"Statement": |
{

"Effect": "Allow",

"Action": [
"s3:CreateBucket",
"s3:DeleteBucket",
"s3:DeleteReplicationConfiguration",

"s3:DeleteBucketMetadataNotification",

"s3:GetBucketAcl",
"s3:GetBucketCompliance",
"s3:GetBucketConsistency",
"s3:GetBucketLastAccessTime",



"s3:
"s3:

GetBucketLocation",
GetBucketNotification"

"s3:GetBucketObjectLockConfiguration",

"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:

"S3

GetBucketPolicy",
GetBucketMetadataNotification",
GetReplicationConfiguration",
GetBucketCORS",
GetBucketVersioning",
GetBucketTagging",
GetEncryptionConfiguration",
GetLifecycleConfiguration",
ListBucket",
ListBucketVersions",
ListAllMyBuckets",
ListBucketMultipartUploads",

:PutBucketConsistency",
"s3:
"s3:

PutBucketLastAccessTime",
PutBucketNotification",

"s3:PutBucketObjectLockConfiguration",

"s3:
"s3:
"s3:
"s3:
"s3:
:AbortMultipartUpload",
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:

"S3

"S3
"S3

"S3
"S3

PutReplicationConfiguration",
PutBucketCORS",
PutBucketMetadataNotification",
PutBucketTagging",
PutEncryptionConfiguration",

DeleteObject",
DeleteObjectTagging",
DeleteObjectVersionTagging",
GetObject",

GetObjectAcl",
GetObjectLegalHold",
GetObjectRetention",

:GetObjectTagging",
:GetObjectVersion",
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:

GetObjectVersionAcl",
GetObjectVersionTagging",
ListMultipartUploadParts",
PutObject",

PutObjectAcl",
PutObjectLegalHold",
PutObjectRetention",
PutObjectTagging",
PutObjectVersionTagging",

:RestoreObject",
:ValidateObject",
"s3:

PutBucketCompliance",



"s3:

1,

PutObjectVersionAcl"

"Resource": "arn:aws:s3:::*"

"Effect": "Deny",
"Action": [

"s3:
"s3:
"s3:
"s3:
"s3:

1,

DeleteObjectVersion",
DeleteBucketPolicy",
PutBucketPolicy",
PutLifecycleConfiguration",
PutBucketVersioning"

"Resource": "arn:aws:s3:::*"
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