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"Version": "2012-10-17",
"Statement": |

{

"Effect": "Allow",

"Principal":

{"AWS": "arn:aws:iam:: nnnnnn:user/xyzabc"},
"Action": "es:*",

"Resource": "arn:aws:es:us-east-1l:nnnnnn:domain/sgdemo/*"
by

{

"Effect": "Allow",

"Principal™: {"AWS": "*"},

"Action": [

"es:ESHttp*"

I
"Condition": {
"IpAddress": {
"aws:SourcelIp": [ "nnn.nnn.nn.n/nn"

]

I

"Resource": "arn:aws:es:us-east-1:nnnnnn:domain/sgdemo/*"

}



Fine-grained access control

Fine-gr asned aoens controd peovides numeroun featre to help you keep your dats secure Featuees include documens-level secusity, feld-
bevel vecurity, read -only usen, and OpenSearch Deahboandh/Kibana ternent. Fine-grained accen control regueres 2 master user. Learn more
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Enable fine-grained access control

SAML authentication for OpenSearch Dashboards/Kibana

SAML puthentiaton Lot you ute your erating identey provider for wngle ugn-on for OpenSearch Dahboant/M2una Learn meore [

@ Touse SAML authentication, you must first enable fine-grained access control.

Amazon Cognito authentication

Enable to uwe Amaron Cognito suthentication for OpenSearch Dashboardu/Xibana Amazon Cognita supports a variety of identity providen
for viername -panword authentication Lesm more B

Enable Amazon Cognito authentication

Access policy
Acurus poticeey control whether a request s sccepted or repected when it resches the Amazon Openfearch Sermce domain Hf you spedity an
SLeoUnt, uier, of role in this policy, you Mmunt g your reguests. Learn more [

Domain access policy
Only use fine-grained access control

Allow open sotEs 1o the domuan

Do not set domain level access policy
Al reguests to the dorman will be dersed
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Create endpoint

o Enter details

Enter endpoint details

Enter the endpoint's display name, URI, and URN.
Display name @
.J'.‘-.'E--O,‘:,‘E."Ii-':éafc:'u
URI @
https://search-sgdemo-/ | i -co50-]e

URN ©

r

sestus-east- 1 ——— 0200 sgdemo/ sgmetadata/_doc

3. Amazon OpenSearch sgdomain0fl HAM|ASIHH Q1T YO Z Access KeyE MEISH LS Amazon S3 AN A
712t 2= 7| E UHYLICE CHS HO|X| 2 O| SotHH A& S Z=IgLIC.



Create endpoint

e’

@ Enterdetalts — Select authentication type @ Verify server

Optional s’ Optional

Authentication type @

Select the method used to authenticate connections to the endpoint.

Access Key N
Access key ID @

AK) | O
Secret access key @

Previous Continue
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Platform services endpoints

A platform services endpoint stores the information StorageGRIC needsto use an external resource as a target for a platform service (CloudMirror replication, notifications, or search integration . You must

configure an endpoint for sach platform service you plan to use
Create endpoint

1 endpoint

Display name & Lasterror Type

° * e P F ume = uen @ =
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sudo yum install -y yum-utils

sudo yum-config-manager --add-repo
https://download.docker.com/linux/centos/docker-ce.repo
sudo yum install docker-ce docker-ce-cli containerd.io
sudo systemctl start docker

° M5 & = DockerE AlZfse{H L2332 Y RLICH

sudo systemctl enable docker

> VM.max_map_count 242 2621442 AHSIC}

sysctl -w vm.max map count=262144

echo 'vm.max map count=262144' >> /etc/sysctl.conf
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Elasticsearch Service || Self-managed

install and run Elasticsearch
1. Install and start Docker Desktop.

2. Run:

VWhen you start Elasticsearch for the first time, the following security configuration
occurs automatically:
s Certificates and keys are generated for the transport and HTTP layers.

* The Transport Layer Security (TLS) configuration settings are written to
elasticsearch.yml.
* A password is generated for the elastic user

= An enroliment token is generated for Kibana.

You might need to scroll back a bit in the terminal to view the password

wore and enrollment token.

3. Copy the generated password and enrollment token and save them in a secure
location. These values are shown only when you start Elasticsearch for the first time.

You'll use these to enroll Kibana with your Elasticsearch cluster and log in.

F:] If you need to reset the password for the elastic user or other built-in
h-reset-password tool. To generate new

NOTE Users, runthe elasticsearc
enrollment tokens for Kibana or Elasticsearch nodes, run the
-create-enrollment-toksn tool. These tools are available in

B e
TadolLliloid

the Elasticsearch bin directory.

Install and run Kibana

To analyze, visualize, and manage Elasticsearch data using an intuitive Ul, install Kibana.

1. In a new terminal session, run:

docker pull docker.elastic.co/kibana/kibana:3

docker run --pname kib-81 --net elastic -p ! docker.elastic.co/fk

When you start Kibana, a unique link is output to your terminal.
2. To access Kibana, click the generated link in your terminal.
a. In your browser, paste the enrollment token that you copied and click the
bution to connect your Kibana instance with Elasticsearch.
b. Legin to Kibana as the elastic user with the password that was generated

when you started Elasticsearch.

12
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Console

= . Dev Tools

Search Profiler

Console Grok Debugger

History Settings Help

1 PUT sgmetadata

Painless Lab se1a

5
"7—:‘9

-

2 "acknowledged” : true,

3 "shards_acknowledged”
4 “index”

+ true,
"sgmetadata”

° Uri:'https://<elasticsearch-server-ip or hostname>:9200'Q!L|C}

° urn:'urn:<something>:es:::<some-unique-text>/<index-name>/_doc' ®7|A| index-name2 Kibana

=50 M ALESH O| E)LICE. Ofl: 'urn:local:es:::

:sgmd/sgmetadata/_doc'
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Create endpoint
o Enter details

Enter endpoint details
Enter the endpoint's display name, URI, and URN.

Display name @

elasticsearch
URI @

Attps: /L0 ——— ()
URN @

urn:local:es::sgmd/sgmetadata/_doc

40
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==
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A o =Z;zs

£ S 2=

Authentication type @

Select the method used to authenticate connections to the endpoint.

Basic HTTP v
Username @

elastic
Password @
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Platform services endpoints

A platiorm services endpoint stores the wnformation StorageGRID needs to use an extornal resource as a target for 2 plathorm service (CloudMiror replicatean, notitications, or search integration. You must
configure an encpoint for cach platform senvice youplon to use,

2endpoints Crante endpolnt

Desplay rusms Lantmrrer w
; " : ps : 2 & mig ¢ um g =
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aws cponsearch Search
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elasticsearch Search Pl L — umtiocal es:=sgmd; spmetadata/_toc
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<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn> urn:local:es:::sgmd/sgmetadata/ doc</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

6. S3 HEIRXE AIESI0] HHE MM A/YZ 7|5 AHE3I0] StorageGRIDOI| HZSt 1, HAE 24

7. Kibana UIE At835t0{ QBN E H|ELH|O|E{ 7} sgmetadatal| QIHAN EEE[J=X
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Becounts Buckets Files Tools Upgradeto Pro!  Heip Mew vernon svailable
l{’fl-ﬂtw bucket Path: | / S B YT
il sgmetadatatest | | File Size Type LastModified Storage Class
*Koalajpg | 762,53 KB | JPG File 318/2022 123952 AM | STANDARD
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URL:  https://10.193.204.106: 10445/ sgmetadata-test/Koala. jpg (3 Copy
[ Key Value
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owner testuser
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type (2]
dpadd | S Ede Deiste | Dafault Tags ¥ Apply changes i Reboad
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GET sgmetadata/ search

"query": {
"match all": { }

= [l vovroon comok
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"Bucket”™ “sgmetadata-test”,
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" -
¥ Saltar figaTin] fo
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M 158 afn ' Gaf7 fachesaza d & 151
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GET

sgmetadata/ search

"query": {
"match":

{

"tags.type":
" query"

}

{
"jpg"

}
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StorageGRID 11.3 0| 2| E2|A0|A= AO|EQ0] =0 ZotEl EE MHM MH[AT CLB(HZ E2E HA
)RILIC}. StorageGRID 11.30{| Al NetApp2 HTTP(s) E2iZl 2= # A S 9ot 7|50| ZEHSH ET &2 MO Z
NGINX MH|AS ZQISMEL|Ct CLB MH|AE StorageGRIDS| $xH 22| ANM A& AFRE £ oBZ M 2E
UHM AEIZQIE M0 LE 80825 CHA| AHEE == l&LICE O 2XIE i ASIE{H 8082 QIHIRE ZEE
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104432 2 2|C|AME| T CLB AMH|AE 23]610] NGINX AfH| A0 HZAEL|CH CHS X|A 2 VMwared| CH$t
X[EO|X|2t port_remap 7|52 ZE HX| 2HS AHESHH H|0] H[E HIE 5! O|Z2I0|AHA0| A Z2MAE
A EY = AELICL

VMware 7}& Al HO|EQ0] LLE 1=
CtS EtAl= StorageGRID OVF(Open Virtualization Format)E AF23t0] VMware vSphere 70 A VML 2
AO|ES0] =EE F=3t= StorageGRID 7% THAQIL|CH O] ZEM[ANME VME AZXMOE H| st STt
0|F ¥ o= VM CHA| BIZESHOF SfL|Ct VMe| MRS H7| Tof| vApp £4 2 HASIH ZEES CHA| 0TS CHS
VM| MRS HI LE B T2 MAE MEMAIQ.
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* StorageGRID 11.3 0| &2 AAstn USLICH

* MX|El StorageGRID ™ VMware A X| I S CIR2 2610 HM[AT 2~ QEL|CH
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fst= 2|2 TEZ THE0f YSLICH

IEXQIE SSL 215 A= Configuration/Server Certificates/Object Storage API Service Endpoints
rt

|cate°I CLB MH|A0f @X|E Zdat SYSIHH, JHX| 42 32 S2H0|UEE ISM HES

Ls1- OoT L_—1L- L-O o=

If your existing certificate is self-signed, you cannot reuse it
in the new endpoint. You must generate a new self-signed
certificate when creating the endpoint and configure the clients
to accept the new certificate.

M W AO|EQ0] =5 HAZLICH

M W A[O|EQI0| == MASIH LS THAIE +AHMAI2.

—_

Ngk= 3

VM Eo| M

C|AS0|A

o > W Db

uHE AHOIESO|

WK HO|EHO] =ES HHESIH CtS HAE A

J2|E0 = 0lde LEVH /s B2 AEE AO|ES 0] =5 MERLICY.

? 2= DNS 2L 28I AEE| £ 25 M Z0M L& IPE WAL CL

TTL(Time-to-Live)Ef g A= MMdo| Btz mi7tx| 7|CHELICE

VM =& X|AHELICE.

LCE BiEgL T

HEAIL.

(o]

1. OVFOIA A VME =511 X[ ALO|EOf|A CHREES MX| IHF|X|0[A .ovf, .mf X .vmdk TtLS MEHBL|CE,

> vsphere - gateway.mf

o vsphere - gateway.ovf
° NetApp-SG-1 1.4.0-20200721.1338.d3969b3.vmdk

2. VMO| 1=

VM S 20f|A sie VMS MEISED Configure B vApp OptionsS MEHSHL|CY
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Summary Monitor Configure Permissions Datastores
Settings X > Deployment
VM SDRS Rules
vApp Options
VF in
Alarm Definitions O Sett gs | @
Schedited Tasks OVF environment transport
Policies
Guest User Mappings Installation boot
Properties
ADD EDIT SET VALUE DELETE

3. &M MMOZ AAZE3ST port_remap_inbound A4S MEHSHL|CH

Summary Moniter Configure Permissions Datastores
ADMIN_IP Primary Admin IP

Settings w r::)

VM SDRS Rules
() | ADMIN_NETWO
ECTTNE

Admin network ext
ernal subnet list

Atarm Definitions () | ADMIN_NETWOQ  Admin netwark IP
Scheduled Tasks RK_IP
Folicies () | NODE_TYPE Node type

Guest User Mappings

Client network IP ¢
onfiguration

() | CLENT_NETWO
RK_CONFIG

PORT_REMAP_|
NBOUND

Inbound port rema

pping specification

Networks Snapshots Updates
10.193.204.110 0.0.00
10193174112 0.0.0.0

VM_API_Gate
way

STATIC DISABLED

MNetworks

Snapshots

Updates

VYMware Tools

Disabled

Grid Network
{eth0)

Admin Networ
k (ath1)

Admin Metwor
Kk (eth1)

Grid Node Par
ameaters

Client Networ
k {ethz)

Advanced

ip

string

ip

string["VM_Storage_Node”, "WVM_
min_Noade”, "VM_API_Gateway", '
_Archive_Mode"]

string["DISABLED", "STATIC", "DH
P

string

() | GRID_NETWORK  Grid network IP co

N
i[>
0x
o
I

Properties

ADD EDIT

5. 98 B3 MESID AFBXF 14 THs elzto| M

— =
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Q2 AIESHH MY 2 S=ILCt

SET VALUE

STATIC STATIC

DELETE

|0 A=X] Blet TS X

Grid Metwork

string["STATIC", "DHCP"]



Edit property

Inbound port remapping specificati.. x

Genearal Type

D static proparty

Typa

String
User n
configurable
Length

65535

Default value

Dynamic property

Macra

MNatwork

| CANCEL | SAVE

6. 44 22 ATHO|M "port_remap_inbound" A4S MeEHst A0 A 2t A

g 2Y3Lct.
Properties

ADD EDIT SET VALUE DELETE

- S S EE HEAI AL, A=Kt EE 2
olzdsH

2t0|ME), TCP, 22l ZE(8082) & M EE(10443)E
22 IL|ChOL2H D&l EAIE CHE 2ZF gt ALo[of| “/"7F AR).



Set value Inbound port remapping specification X

Property value grid/tcp/8082/10443|

8. 0]2{ HEHIE AME3t=s B HEHNI EXES FESHH HE()E AHSELICHOI: GRID/TCP/8082/10443,
admin/TCP/8082/10443, client/TCP/8082/10443)

AOIERO] LEE SFELICH

HOIERO] LEE S75te{H Tt

gjo

EHA|

FAHSHYAI2.

i

1. Grid Management UI2| Maintenance/Recovery MO Z 0| S&tL|C},

Maintenance ~ Support ~

Maintenance Tasks Network System

Expansion Grid Network Software Update
rery  Decommission DNS Servers License

Recovery NTP Servers Recovery Package

2. VM 29| MlE HD Grid Management UI2| Maintenance/Recovery Pending Nodes MlM0|| .= =7t LIEH
wj7EX| 7| CHEl L CF.
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Recovery

Sedeci he faded grid node fo recover, enfer your provisioning passphrase, and then click Siar Recovery io begin fhe recovery procedure.

Pending Nodes

Name ¥ |Pvd Address 1T state 1T Recoverable

No resuilts found

For information and directions for node recovery, see the
https://docs.netapp.com/sgws-114/topic/com.netapp.doc.sg-

<:> maint/GUID-7E22B1B9-4169-4800-8727-75F25FCOFFB1 .html [Recovery
and Maintenance guide]

3. LEJF EFE 20 = diEdts 29 2= DNS 2t2E 28I AIEE| &
AL,

2 W2t Boj IPS E3E 4

rr

O|H| ZE 80822 2= HTTPS M[H0| ZE 1044322 O|SEL|Ct

B3| L S0j A S310|91E §3 HHAE /3 ZE 4432 CHA| THLSHLICH

#e| LE £ #e| L E7F ZEE HA JE0| CH$ StorageGRID A|AEIQ| 7|2 LM 2 ITE 443 91 802 22| U
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f. of] LIZEEl SSH HM|A 2SS Q2HBL|Ct passwords. txt IHY.

When you are logged in as root, the prompt changes from “S$° to “#°

2. CIAER|S MHSI] BE A 2O mbs HES| O2|E L 29| A| 9IX|0f SArtL|CH

= oo

use_storage_node_01_
ad. ssh admin@storage node 01 IP
b. mkdir -p /var/local/tmp/saved-audit-logs

3. #2| LEZ S0t7tM AMS MHIAE SX[ot0] M| 213 TS MMSHX| QA= $HLICH service ams stop

4. auditlog TIPS S E 42| 20 SAFY ©f 7|& IHY S HO{MX| R E 0 0| S HiELICH
a. audit.log 0| S yyyy-mm-dd.txt.13} Z0| H= 7} X[ E 1Rt Ot 0|ECZ HHELICL O|E S0 A2

nl o) OIE 2015-10-25.txt.12 H}E 5= JA&L|Ct

cd /var/local/audit/export
ls -1
mv audit.log 2015-10-25.txt.1

5. AMS MH|AE CHA| A|ZFEILICEH service ams start

6. DE UA 2O MY Ak scp * admin@storage node 01 IP:/var/local/tmp/saved-audit-
logs

Prometheus H|O|E{E ZAtEtL|Ct

@ Prometheus HO|E{H|O| AE SAISH= O| 1A|ZH O] 0] Z2E &= ASLILE 27 O2|E HE|X} 7|52
2| 20N MH|ATE SX|E|= St ArE e 4= lELIC

1. CIAER|E MMSt0] Prometheus HIO|EE EEo| O2|= L EO| A| IX|0f| SAFRLICH CHA| BF
AHE X} storage node 01_{ILICE.

a. AEE|X| LEof 2aQIEtLC,
I Ot BES AHYLICH ssh admin@storage node 01 IP
i. off LIGE &5E Q&3BL|C passwords . txt DM,
iii. mkdir -

-p /var/local/tmp/Prometheus’ & L|Ct
2. (Xt L=of 230l C

a. Cf2 HHS YHYLICL ssh admin@admin node IP

b. of LIFE A4S E UABILICt Passwords. txt IHY.

c. REZ M5 O3 BHS YHYLICH su -

d. of LgE 25 E UHELICH Passwords. txt THY.

€. SSH Of[0|ME0]| SSH 7¢! 7| F=7tefL|Ct &1&: ssh-add
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f. Off L=l SSH HM|A A5 E UZABILICH passwords. txt THY.
When you are logged in as root, the prompt changes from “S$° to “#°

3. 2| LE0|A Prometheus MH|AE SXIELICH service prometheus stop
A

a. AA 2| LEoM AEZX| = R |X|2 Prometheus Hl|O|E{H|O|A S ZAFRILICEH L E: /rsync

-azh --stats "/var/local/mysqgl ibdata/prometheus/data" "
storage node 01 _IP:/var/local/tmp/prometheus/"

4. AA 22| L E0|A Prometheus MH|AE CHA| A|ZRIL|C service prometheus start
L M e

LHY HE = MySQL Ci|O|E{H|0] A0 MEE LICE. CIOIE{#|0]A SAHE S HZ5I2{H NetApp2 AHEAt 3 =7t
TRYLICE J2|=0f| CHE 22| L EJH A= B2 0] Bl BRI geH 57 T2 M|A S0 LIHX| 22| = =0i[A
HIO[EH[O|AE SHE 4= ASLIC

1. 22|Xt L Eof| 2algtL|ct,

a. C}tS

e
o
b. of L}ZE AT E AHBILICt Passwords. txt THY.

When you are logged in as root, the prompt changes from “S$° to “#°

2. H2|Xt = =0f| M StorageGRID MH|AZ FX|St12 NTP & MySQLS A&t Ct
a. B = MH|A FX|: service servermanager stop
b. NTP MH|A CHA| A|Z}: service ntp start.. MySQL AMH|AES CHA| AJRFEILICEH service mysql
start
3. mi CIO|E{H|O| AZ var/local/tmpOi] B T BtL|Ct

a. Ct3 HE 2 UAHSLICE mysgldump -u username -p password mi >

/var/local/tmp/mysgl-mi.sqgl

4. MySQL dump IS CHM| L= =0f| SALELICE storage_node 018 AHEELICE.
scp /var/local/tmp/mysgl-mi.sql storage node 01 IP:/var/local/tmp/mysql-mi.sql

a. CHE M of| CHgt = HMATLE oA HRSEIX| O™ SSH Oflo|ME|M 712l 7|1E HM|AHELICH 2:
ssh-add -D
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e

—

| tEE MP=TL|Ct

OH| #ot= 2= Gi|O|E{2| #e) SAM=O| A2 O2|E9| CIE 2| =0 7[Fot7 Lt fAl fIX[of HEEALEZ
O{Z2t0|AAE MHEHYSH ZE WS T & ASLICH

1. ojZ2tolelA % MMHSH APH MX|El MEiZ S0t SAE 0|2, IP YU HESRZ M0 X|ELICH BE

HIO|E7} &4 B2 S0t HEE M= HSLICt

a. OfS HE 2 YHYLICE sgareinstall

root@sgl00-01:~ # sgareinstall

WARNING: All StorageGRID Webscale services on this node will be shut
down.

WARNING: Data stored on this node may be lost.

WARNING: You will have to reinstall StorageGRID Webscale to this
node.

After running this command and waiting a few minutes for the node to
reboot,

browse to one of the following URLs to reinstall StorageGRID Webscale
on

this node:

https://10.193.174.192:8443
https://10.193.204.192:8443
https://169.254.0.1:8443

Are you sure you want to continue (y/n)? y

Renaming SG installation flag file.

Initiating a reboot to trigger the StorageGRID Webscale appliance
installation wizard.

2. TN = O{Z210|AAT} IR EE[ D [ E PGE UI0H| AMAS 2~ JUELICE

3. Configure Networking@ £ 0| S 8fL|C}
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Home Configura Networking = Configun

Link Configuration

Remap Pons g—

Ping and MTL Test
O Use _ istitutes 4

Port Connectivity Test (nmap)

DNS Configuration
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4. gste YEYD, TRES, Wit ol BES Melgt o}

glo

5 £t HES 2L

@ J2|E HE/IOM Q2 E ZE 4433 CHA| 0jESHHE 2X|of =g EAF SEHELCE J2|=
HE2{Z0M ZE 4432 CHA| 0HSHX| g= 20| ESLICH.

NatApp® StorageGRID® Appliance Instalier o
Homo Configuro atworking = Configure Hardwirn = Monior Instaipacn Advanced =

Remap Ports
If fipaivd, Yool b T (v infeenial ot on the appance Siorsge Node bo dferent exiermal porls. For musemgpie, you might red fo remap pors bacauss of 8 finewal issue

=+ AddFue | Metwol Ghg Prolocal TCP «  Aemap DinecBon  Inboand = Dirginad Part 1 Mupped-Ta Part 1
Melwork Prototal Reomap Dinscticn Cirigiral Port Mappod-To Port
' Chani ToR Iribstsiad 443 10443

5. Ytz XE MUO| FIEASLICL B H =2 SOt AX| A HES SIS Ct

Ol of Ze| L= S7 BXAE +AY & USLILHHE ZEA"

Cilo[EHlo|A Sl 20 S

O[F| 22| LEJt SRE B2 HEZ], =21 3! 7|7HE FHE =274 = JAGLICE J2| =0 THE 22| LE7H U=
AR, ol I2MAL "HE H A" Prometheus-clone-db.sh_and_mi-clone-db.sh_scriptsS AF2ELIC} O] =7t
Feo 22| L. =0|1 O] CIO|E & MASI = MEiSH ZR L2 B0 2t HEE S/ = JASLICL
AL 25 CHA| SAFLICH
1. ga|xt ==of| 23l Ct.
a. 12 B2 YHLLICH ssh admin@grid node IP
b. O LIFE XS E UHBLICt Passwords. txt I,

C. REZ TelSl{H L3 S YHELILE su -

ol SSH 72l 7|5 F7tetL|Ct 3: ssh-add

f. Of LIZEl SSH HM|A LS E UBILICH Passwords . txt THY.
When you are logged in as root, the prompt changes from “$° to “#°

2. BEE A 2O MAS S7E 22| 20| SARLL scp admineg
grid node IP:/var/local/tmp/saved-audit-logs/YYYY*

Fo| St

— =

3. HIOHS 9lo) o7t A J2|S LSO A BRE BE| S0 YBHOZ HAEIUE]
ApR[gtLCE,

Lot
ot

ZALZ2O

i

4. S3E 22| LEoN ZAF 23 IO AKX B OF AN E YOO|ERYLICE chown ams-user:bycast *

EE3t ZEAF ZRO| T2t 7|E S2t0|o1E HNAE SeIsHof BHLICH KA[3 LIS2 StorageGRID 22| XIA2
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Prometheus HEZ/2 SIgfL|Ct

my
o
1
$0
o>
T
il
o
1
I
E

@ Prometheus H|O|E{H{|0|A S SA}SH= O 1A[Zt O[ A0
el EEM MH[ATE SX|E = SOt AIEE 4 LT

d. off LI ¢ E A2THL|C passwords. txt IFY
€. SSH O|0|ME| SSH 712! 7|E F=7FetL|Ct & sh-add
f. of| L}IFEl SSH MM A &S E QB3SIL|C passwords . txt OFY.

When you are logged in as root, the prompt changes from

2. 22| = =0 Prometheus MH|AE SX|BLIC} service prometheus stop

to #°

a. A| et X0l A 22Xt =EZ Prometheus H|O|E{H|O|AE SAFRLICE /rsync -azh --stats

"backup node:/var/local/tmp/prometheus/"
"/var/local/mysqgl ibdata/prometheus/"

b. CIO|E{7} SHIE ZZ0]| Y1 2ATBIX| &QlRtL|Ct 15
/var/local/mysql ibdata/prometheus/data/

3. AaA 22| LE0|A Prometheus AMH|AE CHA| A|RIRIL|CLservice prometheus start

When you are logged in as root, the prompt changes from

2. thH| =0 M MySQL HI IS SARLICH scp grid node IP :/var/local/tmp/mysqgl-mi.sql

/var/local/tmp/mysgl-mi.sqgl
3. &2|X} =0l A StorageGRID MH|AE SX[StD NTP X MySQLE A|ZfEfL|Ct
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a. B E MH|A BX|: service servermanager stop

b. NTP MH|A CHA| A%} service ntp start.. MySQL AMH|AE CHA| A|ZFBILICH service mysqgl
start

4. mi O|O|E{H|O|AE EE5IT H|O] Y= M CIO|E{H[O| A S MMBILICH mysql -u username -p password

-A mi -e "drop database mi; create database mi;"

5. HIO|E{H|O|A HIZ A MySQL HIO|E{H|O|A E9): mysql -u username -p password -A mi <
/var/local/tmp/mysgl-mi.sqgl
6.

CtE MH|AE 25 CHA| A|RRILICE service servermanager start

_ otz 2atel _
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