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Qroups Operations on groups v

= = . ’
| W /grid/groups Lists Grid Administrator Groups 2r]
Parameters Try it out
Name Description
type
string filter by group type
S 2 Available values : local, federaled
el
limiit
integer maximum number of resulls
query ] k
E Default value : 25
marker
string marker-style pagination offset (value is Group's URN)
3 | =T, GE 1
includeMarker
baclesn if set, the marker element 5 also returmned
-. - w
order
string pagmation order (desc requires marker)
(Qucry }
Avaiiabie values | asc, desc
w
Responses Response content type [ application/json - ]
Code Description
200

successiully retrieved
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Grid Management API ¢

Grid Management API= AHE 7t5¢t 2l S ChE MHdo =2 M efLCt
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* alert-history *: sHZ =l &

==L PNPN I PN e I == ﬂxr(oml%')w CHeot =hed.
* alert-rules *: 21 0] CHSE ZHY.

* alert-silences *: 241 5 &.
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*auth *: AFXL MM QIS S -5t

Grid Management API= Bearer Token Authentication Schemes X|2I3tCt 29218t2{H 215 Q&S JSON
220 AF2X 0|20t AT E UAHBILICHZF, POST /api/v3/authorize). AHEXI HEHOZ QISE[H HOt
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StorageGRID 2T E0{E XS HK[StH Z[A HHEO| APIZH 2HMSHEIL|CtH 2Lt StorageGRID2| M 7|5
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* JSON S& 220|= "DEPRECATED"7} Z&HEILICt. TRUE
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Received call to deprecated v2 API at POST "/api/v2/authorize"

oixl Ee| =0l X| 2 =l= API H{E S 2helgtL|Ct
AP|I 28 E MB350 GET /versions X|¥E=API 2 HH 2S£ HretgtL|Ct o] @82 Swagger API
HAHNMO| * config * MlM0| AELICE.

GET https://{{IP-Address}}/api/versions
{
"responseTime": "2023-06-27T22:13:50.7502",
"status": "success",
"apiVersion": "4.0",
"data": [
2,
3
4

-0 tiet API HE S X|FgfLICt

HZ 047} HE(/api/va) EE SIS AFE5I0] API HE S X|HE 4= (Api-Version: 4 UELICHL F S 2 &
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curl https://[IP-Address]/api/v4/grid/accounts

curl -H "Api-Version: 4" https://[IP-Address]/api/grid/accounts

S £ Q15 S Z%}6tH StorageGRIDOI| CiEt CSRF(AIO|E
2t @M x) SHCERH B & JESLIC Grid Manager 2 Tenant Manager= 0| £t
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StorageGRID= CSRF E22 At23t0{ CSRF 3222 RE HoetL|Ch 24stEl 4@ 54 77|12 LtE2 EF
8|0 Ee= £ POST 22 OH7H H4=2f L8t L K|S of LTt

0] 7|58 &4t ™ csrfToken A S0 07 H~Z 2 true BHYLICL 7|222 YLICE false.

curl -X POST --header "Content-Type: application/json" --header "Accept:
application/json" -d "{

\"username\": \"MyUserName\",

\"password\": \"MyPassword\",

\"cookie\": true,

\"csrfToken\": true
}" "https://example.com/api/v3/authorize"

true ¢l B2, GridCsrfToken F7|= Grid Manager 232104 Cist 19| gto 2 MA™E|1 AccountCsrfToken
F7|= Tenant Manager0ll 230216}17| 9|3t 29| gfo =2 MM ELICE
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SSO(Single Sign-On)7| &dstEl 22 APIO| 21T}

Active DirectoryS SSO ID 3ZAt2 A&dH= A2 CHS XI& 0| MEE/L|Ct.

A|ZFst7| Hof|
* StorageGRID AFEXF IE00 £t H|2{0] M AHXte] SSO AFE XL 0|81t Y= E 1 JAELICEH
* HHE 22| API0f| HM|ASIEZ{H HHE AE IDE 210 U0{0f SfL|Ct.

QIZ EZS Po2{H L3 o T SLIE AF8 Y & USLICH
= Debian % VMwareg . /vsphere StorageGRID &X| It CI2E2|0f| ("./roms UESLICE.

curl QM9 FEZ 0

A2 HF 2| AotH A2 2 A[ZHo] xHE 4= JAGLICE O LF 7 HAIE = AJSLICHA valid
SubjectConfirmation was not found on this Response.

(D) ofl cul 93BRE 2 ABTI YSE 2 4 QUES HooHR YALIC

URL Q12T EX7t /= R L2 2F7F BAIE = JELICE Unsupported SAML version.

CHA|
1. 215 EES Ho{H [I3 W F StLtE MEfBiL|Ct
° “storagegrid-ssoauth.py Python 2A3ZE S AtL|Ct. 2CHA|Z 0| SEHL|C}.
° curl RS AFEELICE 3TA = o|S gLt
2. AR EE ME5I2{H storagegrid-ssoauth.py 23T EE Python QIE{Z2|E{0f| MEstT ATEE
ARSIt

DEIZEJL BEAEH LHE Ql=0f CHet gt =Lt

° SSO 2 ADFS E£= ADFSE =Bt C}.
° SSO AHEX} o[ ERJLICt

° StorageGRIDZt HX|E EH[QIL|C}

° StorageGRID2| FA|L|Ct

° HIE 22| APIOf| M| A5tE = B2 EHIHE AIE IDYLICE

M §|-

storagegrid-ssoauth.py Python 23EEE Red Hat Enterprise Linux, ' ./debs Ubuntu
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python3 storagegrid-ssoauth.py
sso_method: adfs

saml_user: my-sso-username
saml_domain: my-domain

sg_address: storagegrid.example.com
tenant_account_id: 12345

Enter the user's SAML password:
e - e =

e
StorageGRID Auth Token: 56eb87bf-21f6-48b7-afob-5c6cacfb25e7

export SAMLUSER='my-sso-username'

export SAMLPASSWORD='my-password'

export SAMLDOMAIN='my-domain'

export TENANTACCOUNTID='12345"

export STORAGEGRID ADDRESS='storagegrid.example.com'
export AD FS ADDRESS='adfs.example.com'

© e

b. MHE QIZ URLS £241512{H off POST QES2 YHlStD /api/v3/authorize-saml SEOA F7}
JSON QIR &S H|HEL|C,

rk

t2] APIO| HM|ASHEH 02 2 "TENANTACCOUNTID AFE 8L}

O| Of|M|Of| A= off CHEH M=l Q1= URLOY CHSE POST 282 E0| TENANTACCOUNTID SLICH ZA3t= of
MYE| python -m json.tool JSON QZLZ MAHEL|CT.

curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \

-H "accept: application/json" -H "Content-Type: application/json"

--data "{\"accountId\": \"STENANTACCOUNTID\"}" | python -m
json.tool

o ofiM|e] SEOl= URLZ AT E MEE URLO| ZE|0] JAX|ZH =71 JSON QIR AE2 ZeE K|
ol-ﬁLl[:I-_

(=]
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"apiVersion": "3.0",

"data":
"https://adfs.example.com/adfs/1ls/?SAMLRequest=fZHLbsIWEEVS$2FJTuv7. ..
s31%2BfQ33cviwA%3D&RelayState=12345",

"responseTime": "2018-11-06T16:30:23.3552",

"status": "success"

0Io

E|M £ saMLRequest MZEgL|CH

export SAMLREQUEST='fZHLbsIWEEV$2FJTuv7/...sS1%2BfQ33cvifwA%3D"'

- AD FSOl|A 220|E ¥ ID7F EetEl M| URLE 7t ZLICE.

oF 7HX] 42 Ol SECI URLS AHE3I0] 2191 2AlS Q¥ ALt

curl "https://$AD FS ADDRESS/adfs/ls/?SAMLRequest=
SSAMLREQUEST&RelayState=$TENANTACCOUNTID" | grep 'form method="post"
id="loginForm"'

SEO

Z20[AUE 2% ID:

rr

<form method="post" id="loginForm" autocomplete="off"
novalidate="novalidate" onKeyPress="if (event && event.keyCode == 13)
Login.submitLoginRequest () ;" action="/adfs/1ls/?
SAMLRequest=fZHRToMwFIZfhb...UJikvo77sXPw%3D%3D&RelayState=12345&clie
nt-request-i1d=00000000-0000-0000-ee02-0080000000de" >

- SHOIM S2t0[HE ¥ IDE MEYLIC.

export SAMLREQUESTID='00000000-0000-0000-ee02-0080000000de"

-t

. O™ SEOIM LAl &Yoo = Xt ZHS HLCt.

curl -X POST "https://SAD FS ADDRESS
/adfs/1ls/?SAMLRequest=$SAMLREQUEST&RelayState=STENANTACCOUNTID&client
-request-1d=$SAMLREQUESTID" \

--data "UserName=$SAMLUSERW@S$SSAMLDOMAIN&Password=
SSAMLPASSWORD&AuthMethod=FormsAuthentication" --include



AD FS& sitfofl =7t &It etz 302 2[C|2 M S HheketLct,

rir

@ SSO A|AE0]| CHol MFA(CES R4 21F5)7t gdstel 22 SA AA=20lls = i s =
CHE XtH 38 E ZSEL|CL

HTTP/1.1 302 Found

Content-Length: 0

Content-Type: text/html; charset=utf-8

Location:
https://adfs.example.com/adfs/1s/?SAMLRequest=fZHRToMwFIZfhb...UJikvo
77sXPw%3D%$3D&RelayState=123456&client-request-1d=00000000-0000-0000-
ee02-0080000000de

Set-Cookie: MSISAuth=AAEAADAVSHpXk6ApV...pmPO0aEiNtJvWY=; path=/adfs;
HttpOnly; Secure

Date: Tue, 06 Nov 2018 16:55:05 GMT

g- "MSISAuth* 30N 27|E MFLICH

export MSISAuth='AAEAADAVsHpXk6ApPV...pmPOaEiNtJvWY="

h. QIF POSTOIM 7|5 A3t X|IFE ?IX|IZ GET 288 2HL(CH

curl "https://$SAD FS ADDRESS/adfs/ls/?SAMLRequest=
SSAMLREQUEST&RelayState=STENANTACCOUNTID&client-request—
1d=$SAMLREQUESTID" \

--cookie "MSISAuth=SMSISAuth" --include

SH siHoll= LIE0| 23012 AF22 28t AD FS MM ME7t ZotE|H SH 2E0l= 54T 24 LEo|
SALMLResponseZt EEHEIL|CE.
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HTTP/1.1 200 OK

Cache-Control: no-cache,no-store

Pragma: no-cache

Content-Length: 5665

Content-Type: text/html; charset=utf-8

Expires: -1

Server: Microsoft-HTTPAPI/2.0

P3P: ADFS doesn't have P3P policy, please contact your site's admin
for more details

Set-Cookie:
SamlSession=a3dpbnRlcnMtUHIpbWFyeS1BZGlpbi0xNzgmRmFsc2Umcng4NnJDZmEKV
XFxVIWx3bk1l1IMnFuUSUzZ2CUZzZCYmJ1YmXzE3M]AyZTASLThmMDgtNDRkZC04Yzg5LTQ3ND
UxYzA3ZjkzYw==; path=/adfs; HttpOnly; Secure

Set-Cookie: MSISAuthenticated=MTEvNy8yMDE4IDQ6MzI6NTkgUEO=;
path=/adfs; HttpOnly; Secure

Set-Cookie: MSISLoopDetectionCookie=MjAxOCOxMSOwNzoxNjozMjolOVpcMO==;
path=/adfs; HttpOnly; Secure

Date: Wed, 07 Nov 2018 16:32:59 GMT

<form method="POST" name="hiddenform"
action="https://storagegrid.example.com:443/api/saml-response">

<input type="hidden" name="SAMLResponse"
value="PHNhbWxwO1lJ1c3BvbnN. ..1lscDpSZXNwb25zZT4=" /><input
type="hidden" name="RelayState" value="12345" />

i AT ZEOM E MEELICH sSAMLResponse.

export SAMLResponse='PHNhbWxwO1lJ1lc3BvbnN. ..lscDpSZXNwb25z72T4="

=l 2 M50 saMLResponse StorageGRID /api/saml-response 282 BHS0]{ StorageGRID
T EZS e

HlME= Relaystate HIHE A|H IDE ArEStALE O2| = 22| APIO| 221512 0= ArE LI,

curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \
-H "accept: application/json" \
--data-urlencode "SAMLResponse=S$SAMLResponse" \
--data-urlencode "RelayState=$TENANTACCOUNTID" \
| python -m json.tool

SEl= 215 E20| ZeEL(M.



"apiVersion": "3.0",

"data": "56eb07bf-21f6-40b7-af0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",
"status": "success"

a. e 9l

o[

EZ8 2 "MYTOKEN N Z&+stL|C},

export MYTOKEN="56eb07bf-21f6-40b7-af0b-5c6cacfb25e7"

O|X| SSOE AIE3HA| Y= R APIE AIESI= &

It

o F AR

in
Tl
[
0zt
=
u
el
00
e
1

MYTOKEN QU&L|Ct.

SSO(Single Sign-On)7t 24 3tEl 22 APIO|A 202 EHLICE

SSO(Single Sign-On)7} ZA3HEl AL J2|E 22| API & HHE #2| APIOA 230H25t7| 2|t LS| API
QX g MHsof BLICt. Active DirectoryE SSO ID SZALE AF8st= 22 L2 XI&0| HEEL|Ct

o

| Ztefoll choh

LQst AQ xX|o| Tt 2710+ H|0|X|0f| A 20t2}H0] StorageGRID APIOlN 2T0t2e = JELICE E=
StorageGRIDOHH 72°¢t StorageGRID H|0{2] E20| HRot H ET0H2(SLO)E EB[AHY & AUELICH

paey

1. MEEI 23012 -2 MAMSt2{™H "cookie "sso=true"S SLO API0f| MatL|C}.

curl -k -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--cookie "sso=true" \

| python -m json.tool

2702 URLO| HrtELICE

"apiVersion": "3.0",

"data":
"https://adfs.example.com/adfs/1ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%3
D",

"responseTime": "2018-11-20T22:20:30.839z2",

"status": "success"

13



2. 270} URLE MZERLICE

export LOGOUT REQUEST

='https://adfs.example.com/adfs/ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%

3D'
3. 2730t URLY| 282 EL SLOE E2|7{3}1 StorageGRIDZE CA| 2|C|2l MEtL|Ct.
curl --include "$LOGOUT_REQUEST"

302 SEO| BretEILICE 2|C[HM 9fX|= API M8 20t20l= M EE[X| &LICH

- 1O (=]

HTTP/1.1 302 Found

Location: https://$STORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwWV0o7ss%...%23rsa-sha256

Set-Cookie: MSISSignoutProtocol=U2FtbA==; expires=Tue, 20 Nov 2018
22:35:03 GMT; path=/adfs; HttpOnly; Secure

4. StorageGRID bearer tokens A& ST}

StorageGRID H|0{2] EES AH|SH= 2 SSOE AM2SIXA| b= Aot ST A O = ZHEBELI|C. 'cookie
"sso=true"7} MIZE|X| 2™ ALEXt= SSO AEfof| BFES FX| 9411 StorageGRIDO|A 202 ELICE

curl -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize™ \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--include

204 No Content AtEXI7} 9ixf ZI0IRE|USS LIEH= SEYLICE.

HTTP/1.1 204 No Content

SSO(Single Sign-On)7| -d2lE 22 APl ALE(Azure)

O] Y10 AzureE SSO E2F A2 AI838t= AL "SSO(Single Sign-On) 74 2l 2hMsp

o
oMl ATBEE AFESI0 O2|E 22| API EE= HHE 22| APIO| REt 15 EES
oI AL|C}.
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Azure Single Sign-On0| 2432l A APIO| 2QITL|Ct
AzureZ SSO ID 222 AFR3HE A< CHS X|&l0] HREL|C}

AlZst7| o
* StorageGRID AFEX} 250 £t HIEH2(|0[ M AHEXIS| SSO AL MY FAet oS 2 AUSLIC

= AN

* HIE 22| APIOf| HM|ASHH HIHE AE IDE 210 A0{OF L|Cf.
O =fefoil Chs

aii
EZS HOH LIS ox| 23BEE AT = JASLIC

ro
ol JH

= T A

* “storagegrid-ssoauth-azure.py Python A3 ZE

* “storagegrid-ssoauth-azure.js’'Node.js 23 EE

& AR E H 5 Red Hat Enterprise Linux, . /debs Ubuntu &= Debian 5! VMware& . /vsphere
StorageGRID &X| It CIA E2|0f| (*./rpms UASLICH

ZOHMAIL storagegrid-ssoauth-azure.py. Python
1( X SAMLRequestE 211 LIE0| 215 EZ2 27| 2ldH)
SSO

O Bl SBiLCY,

Azure®t XtH| API &2 EHdst2{H ATRE
AR E = StorageGRIDO| 21X & 79| 2H
Node.js A3 EE SE5I0| Azurelt &=

SSO 22 UHO| API REZ AFESI0] Aldiet 4 UX|2t, THHA| St= A2 ZHTSHK| QELICH Puppeteer Node.js
D=2 Azure SSO QIE{H[0|AS AT LSH= O AFREIL|CH

=
MX|BL|CHEZE "https://nodejs.org/en/download/").

a
b. 2R3t Node.js 2= (puppeteer X jsdom)S AX|gtL|Ct.
npm install -g <module>
2. Python 23 ZEE Python QIE{Z2|HE MG AIZES HESiL|Ct
CHS Python A3 ZE = slY Node.js AT ZEE SE6I0{ Azure SSO 4= &S +HFLICEL

3. TEDEJI HAIE|H CHS Ql4=0f CHSt 24 L=SIHLE 0i7H H-E AHSSHo] HMEFLICEH
° AzureOl| 2101%}t= O] AF2E[= SSO O|H|Y FAQLICE
° StorageGRID2| F=AQIL|Ct
° HHE 22| APIO| AN[ASHE = 2 HIHE AE IDYLICH

4. OIAX|IZL AR H P2 E UGt @F Al AzureOll MFA #ot2 ®I3g EH|S ELICH
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https://nodejs.org/en/download/

s\ aTUre ssodpy  storageprid-srvrs-ssoauth. py sso-pmail-address ut-l.'l"i?'n:.' comain. com
) = -=tenant ~account-id- &
Enter the user's 55

EEEARERRRARIRREE R EE RN AR AR RN AR AR RN AR AR AR R AN AR N RN AR R ERAEN

Watch: for-and approve-a 2F4 avthorization- request

rEEssEsEEsEEEEE
10-84T21: 30 720, 'statust:-"s

d2555700" |

s apiVersion®:

(D 0| A3 E = MFAZ Microsoft AuthenticatorE A25t0] &=l Z1OZ JPEBILICt CHE SEHQ
MFAZ K|St 2 ATZEES £H|{0F & £ USLICHO: EIAE HIA|X[0f] 218 = Q1)

StorageGRID 915 E22 Z2{0] HZELICH O[H SSO7t AREIX| S 2L APIS AFR3Hs Wilat QAR
[} Q¥ E22 A8 4

SSO(Single Sign-On)’/} 2 MstEl 22 API AFHE(PingFederate)

PingFederateE SSO 324t2 Mﬂ*rf AL"SSO(Single Sign-On) 7tA Sl &AMl ag|=
22| API EEE= HIHE EFEI APIO| =%t 21E EZS 27| o LH2 API RE S A 0f

efLct.

SSO(Single Sign-On)7t &4 3tEl 22 APIO| 2QIgL[C}

0| X|&2 PingFederateZ SSO ID 22ALZ AIRSH= 2L X EL|Ct

AlZst7| Mol
* StorageGRID AFE Xt O 50 £ HH{2{|0| M AFEXIe| SSO AHEX} 0|E1t S E 2 QEL|CE
* HIHE 22| APIOf| AMASHAH HIHE AE IDE Y10 AU0{OF BfL|CH

Of Ztof| ChaH
15 EZS HoE{H O3 o T SIHLHE A8 &= JUSLICE
. . . ATEIEL - - .
. 5= ’
storagegrid-ssoauth.py Python = ET Red Hat Enterprise Linux . /debs Ubuntu
EE = Debian % VMware& . /vsphere StorageGRID AX| It ClHE2|0f| (*./rpms’ A} SLICE.
*curl RE YIE= 0
ZS HR e[| sAotH A &Y A[ZHo] x1HE £ JELICH O TR BAIE = JAELICHA valid
SubjectConfirmation was not found on this Response.
() oFlcun 9aB2E O SR IS B 4 9T BstK gL,
URL 2124 X7t A= B2 L2 F7F HEAE = UELICH Unsupported SAML version.
CHA|
1. Q13 EZS ¢oB{H O3 W J SHLtE MEfRIL|CH

° “storagegrid-ssoauth.py Python 2A3Z ES AtEtL|Ct. 2CHA| 2 0| SELCt.

=

o curl RME ATLICH 3THAIZ 0| SEHL|C}.
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ZEE AME86l2H storagegrid-ssoauth.py 23 B EE Python QIE{Z2|E0| MEStD ATEEE
SHL|C},

=

n= | >
o |U

—_

LEIZEJL EAEH LHS Ql==0f CHet gt =Lt

° SSO Bt "pingfederate"(PINGFEDERATE, Pingfederate 5)2| 2 E HY S 213t 4 QI&LICE
° SSO AHEXt O| S LICE

° StorageGRID7t X =l =H[QIQIL|Ct, O] Z =& PingFederateOf| AF2E|X| Q&LICH Bl ZHO 2 =741t

A= 22 LHe = ASLICL
° StorageGRID2| FAIL|Ct

° HIE 22| APIO]| M|A5tE = B2 HIHE AIE IDYLICE

python3 storagegrid-ssoauth.py
sso_method: pingfederate
saml_user: my-sso-username
saml_domain:

sg_address: storagegrid.example.com

tenant_account_id: 12345

Enter the user's SAML password:
T T T T T e s T T T e

s T E T T T2
StorageGRID Auth Token: 56eb87bf-21f6-48b7-afob-5c6cactb25e7

StorageGRID 215 E22 =30l MISELICE O[X| SSO7t AIEE|X| @i= 2 APIE AFE3t= YTt |AISH
CHE QEM E2S A Y =

3. curl @FE AFESHHH OH3 HXIE MEYAL.
a. 270lof| 2ot HeE dARL|CE
export SAMLUSER='my-sso-username'
export SAMLPASSWORD='my-password'

export TENANTACCOUNTID='12345"
export STORAGEGRID ADDRESS='storagegrid.example.com'

@ J2|= 22| APIO| M ASIZ{H 02 2 “TENANTACCOUNTID AFR S|}

b. MEE 215 URLS £415t2{H 0 POST &S &llst /api/v3/authorize-saml SEHOIAM £}
JSON QIZE & H|7HeLICt.

Ol KXol A= TENANTACCOUNTIDO]| CHot A|HEl 21F URLO| CHet POST @S E0 EL|CH Zit=
python-m json.tool0] HEE|0{ JSON RS HMAHELICE
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curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \

-H "accept: application/json™ -H "Content-Type: application/json"
\

--data "{\"accountId\": \"STENANTACCOUNTID\"}" |

python -m
Jjson.tool

Of ofjd|e] SEOl= URLE 22T &

d | X|
&Lt
{
"apiVersion": "3.0",
"data": "https://my-pf-baseurl/idp/SSO.saml2?...",
"responseTime": "2018-11-06T16:30:23.3552",
"status": "success"

c. & FHOIM AEE = A=E SHOIM £ saMLRequest HEYRLILH.

export SAMLREQUEST="https://my-pf-baseurl/idp/SSO.saml2?..."

d. g 7|5 WL SEE o2 ELCt

RESPONSE=S$ (curl -c - "SSAMLREQUEST")

echo "SRESPONSE" | grep
id="pf.adapterId"'

'"input type="hidden" name="pf.adapterId"

e. 'pf.adapterld' Zt2 LHELH D S&S o 2&L|C,

export ADAPTER='myAdapter'

echo "SRESPONSE" | grep 'base'
f href ZtS LHELHI(ZH SaiAl/ M7H) SES o2 RLCHL

export BASEURL='https://my-pf-baseurl’



echo "SRESPONSE" | grep 'form method="POST"'

g 'ZX[' g LHELHT:

export SSOPING='/idp/.../resumeSAML20/idp/SSO.ping’

h. Xt2f S} & 37| BLH7|:

curl -b <(echo "SRESPONSE") -X POST "S$BASEURLSSSOPING" \
--data "pf.username=$SAMLUSER&pf.pass=

SSAMLPASSWORD&pf .ok=clickedé&pf.cancel=&pf.adapterId=SADAPTER"
--include

I AT ZE0M E MAEELICH sSAMLResponse.

export SAMLResponse='PHNhbWxwO1lJ1lc3BvbnN. ..lscDpSZXNwb25z2T4="

curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \
-H "accept: application/json" \
--data-urlencode "SAMLResponse=S$SSAMLResponse" \
--data-urlencode "RelayState=$TENANTACCOUNTID" \
| python -m json.tool

SHol= 15 EZ0| ZetEL|C}.

"apiVersion": "3.0",

"data": "56eb07bf-21f6-40b7-af0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",
"status": "success"

a. 3E0 ¢IZ EZE E "MYTOKEN X &gfL|C.

O] sAMLResponse StorageGRID/api/saml-response 282 BHS0{ StorageGRID
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export MYTOKEN="56eb07bf-21f6-40b7-af0b-5c6cacfb25e7"

O|X| SSOE AIEdHA| Y= B APIE ALE0t= Aat RAMC UHE Q| E AFEE 4= MYTOREN USLICH

1

SSO(Single Sign-On)7t &dstEl 22 APIO|A 202 EL|Ct

SSO(Single Sign-On)7} gMdat=l 2 J2|= 22| API EE= HIHE 22| APIG|AM 230t2617| I8 9| API
QK S Altsf{of LI} 0| XAl PingFederateZ SSO ID 222 At2st=s 22 MEL|Ct

702 HO|X|of| A 210}2510] StorageGRID APIO|A 20F28 & QELICE =
StorageGRID H|0{2{ EZ0| 2R3t tHY 202(SLO)S E2|AHY &+ J&LICH

ot
[or |'ﬂ-|

1. JHE 27012 QNS MAMSI2{H "cookie "sso=true"S SLO API0| FEretL|C},

curl -k -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--cookie "sso=true" \

| python -m json.tool

2702 URLO| gretELICH

"apiVersion": "3.0",

"data": "https://my-ping-
url/idp/SLO.saml2?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%3D",

"responseTime": "2021-10-12T22:20:30.839z2",

"status": "success"

2. 2702 URLE XNZgetL|Ct,

export LOGOUT REQUEST='https://my-ping-
url/idp/SLO.saml2?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%3D"

3. 2702 URLY| XS HLf SLOZE EZ|H35t11 StorageGRIDZ CHA| 2|C|2MBtL]C},

curl --include "SLOGOUT REQUEST"
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302 SEO| Br2tEIL|CE 2|C[2M 9IX|= API M & 20t20l= XM EE[X| E&LICH

- 1O

HTTP/1.1 302 Found

Location: https://$STORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwV0o7ss%...%23rsa-sha256

Set-Cookie: PF=QoKs...SgCC; Path=/; Secure; HttpOnly; SameSite=None

4. StorageGRID bearer tokens AHH|$HCL.
StorageGRID H|0{2] EE2 AA[sH= 22 SSOE AESHK| at_ 11} SUo WA O 2 RS BILIC. 'cookie

"sso=true"7} M= X| $2™ AEXH= SSO AEHo| B2 FX| ¢ StorageGRIDOHH 20t ELCE

curl -X DELETE "https://$SSTORAGEGRID ADDRESS/api/v3/authorize™ \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--include

*204 No Content AMEXIZ} ¥ ZI0IRE|JSS LIEHHE SEHYULICE.

HTTP/1.1 204 No Content

APIS AHESHH 7|5 ISR Ct

J2|E 22| APIZ AI8510] StorageGRID AIARS| S 7|53 X8| b3t 4
ASLICE 7150| HlEhaste|e sie 7|53t BaiEl g £ 4 Qe Atk ofRE Te
2 glaict

HIZHBHE 7|55 AIAEIS AFESRT StorageGRID Al AR
A} EE * 2E i A + [3to| U 2Rt 28O0 &
a2 752 HiZasiels ZelLic

o Hi o=

I Ed 7S °“A1|*0f7<| x5 Pﬂ g+ AFHCL RE
MEXIL Y 7I5S A Y &= RIEE St YT

rOI-

0] 7|50] o{EA RESHX| Ol3li5t2AH LIS AlLIZ|2E 12{3 EHA|I2.

_Company A= HIHE AHE ‘4435t StorageGRID AI*E“OI AE2|X| 822 st MH|A ZSXHALICE
S|AF A AXERIS| K| Hotg HS6L7| Ioh A|Fo| i E = XtAle] X0 E1| HE AHof| HMAE £~ QIS
st guct _

_SlAFAE O2|E 22| APIOA 7|5 HIZdst A|ARIS ALESH0] 0| SHE EHY = ASLILE D2 ZHE[X0fA *

HEE RE 25 HE * 7|52 25| U2 M3t 2 M (Ul &L API 25) ewA 2E Argxr Ol * 2E OHA|A *
o2 7HE 0| &35 AFEXHE Eotsto] 22| Xt AFEXILHEHE AH™e RE MRMOH CHSH QS E AT £

RS Lt
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|

1. Grid Management APIO|| CH$t Swagger 2A 0| BN ABILICEH S "Grid Management APIE AFEEfL|CH
"EIESHHAR.

{ "grid": {"changeTenantRootPassword": true} }

Q0| A=EHEHHE RE &% HEF 7|50| HIZHSHELICH HEHE RE 22
AFEX} QUE{TO| A0 HA|Z|X| T HHES RE A2 E HASIZ 1 A o=
HS"ot oH HoRfLct.

* 22| Aol o of ¢
APl 2780] "403 AHE #Tt

=HOZ J2|= #E| APIE ALESHH HIZ2-detEl 7|53 THAl et 4= ASLITH J2{Lt HIZ4stel T 7} ChA|
MotE|X| R E St2{H * activateFeatures * 7| XHH|E HIgd2te & JELICH

activateFeatures * 7|52 CHA| &8st
(D cEoErise o gass 2 gl |
X2l 2o 2olafof Brict

-

o

o

N

or

o

o
MUt

0x

_I-O'_I-

z ot
i

Ir

N

mo 4o
=
Mot
0x

_|-0'_|-

n

oHA|
1. Grid Management API0]| CH$t Swagger A0 HM[ABHL|CE,
2. 7|5 |2yt 2H2 #ELCH
3. BE 7|52 ChA| 2d3tsta{™ CH3at Z0| APIZ 222 EUHAIL.
{ "grid": null }
Ol RM0| =E|HHHE RE 25 HA 7|5
2 * 7| 2

QIE{TO|A0f * BIHE 2E e
g * | HEo] ol FL

2 Zotet I E J7|50| ChA| 2 MSHEILICE OfA| AFZ XL
SHO| HAIE|H, AFEXIOA * RE HHA *EE=*HHE RE &S
St2 10 A|Edt= BE AP| RK0| MZEHL|C.

_|_
ImI-
10
Im
o
fot
M
T
ox

0% OOl _ALL_DEACTED I|H{7h T SHEILICE B2 NBtel ME|2 RX|E|0f0F sh Ch2
7|50] HIZASHE F2, PUT 80| IAIFO2 XIHsot BILICL. OIS Sof HIHE 2E otz 81y

7|52 CHA| 2Hetet StorageAdmin 22| #3HS 74 Hlg8ststa{w Tt PUT 282
HUHAI2.

{ "grid": {"storageAdmin": true} }
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