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~  You have 4 notifications: 1 @ 3 A

Overview Performance Storage ILM Nodes
Health status @ Data space usage breakdown @ Lt
2.11 MB (0%) of 3.02 TB used overall
License
1 Sitename & Data storage usage + Usedspace S Total space %
Data Center 2 0% 682.53 KB 926.62 GB
Data Center 3 0% 646.12 KB 926.62 GB
License
Data Center 1 0% T79.21 KB 1.247TB
Total objects in the grid @ Metadata allowed space usage breakdown @ e
3.62 MB (0%) of 25.76 GB used in Data Center 1
0 Data Center 1 has the highest metadata space usage and it determines the metadata space available in
the grid
Metadata space 2
Sitename % P + Usedspace = Allowed space %
usage
Data Center 3 0% 2.71MB 19.32 GB
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| W /grid/groups Lists Grid Administrator Groups 2r]
Parameters Try it out
Name Description
type
string filter by group type
S 2 Available values : local, federaled
el
limit
integer maximum number of resulls
query ] k
E Default value : 25
marker
string marker-style pagination offset (value is Group's URN)
3 yie pagina SE 1|

inCludeMarker

baclesn if set, the marker element 5 also returmned
: i b

orger

string pagmation order (desc requires marker)

{qucry

Avaiiabie values | asc, desc

Responses Response content type [ application/json - ]

Code Description

successiully retrieved

Example Vialue = Modesl

“responseTime”: 83-29T14:22:19. 67327,
“status®: “success

“apiversion

“deprecated”:

“data™: [

“displaynasc™: "Developers®,
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o * ME[E £ Ql= S20|HE-HERIT *: ME|Y £ ¢l 220|AHE HESRIT 2HUIM Y.
1=
—_

© *AMERL*: O2[E EHE[XF AFSAHE B4 2|5

Grid Management API HZ 22|

|

Grid Management API= HH 22| A5t FF Lt 20| =8 X| gLt

ment API= Prometheus A|AH! DLIEZ E 315 SAIE H|O|E AAZ AFRTILICE
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ol S0, 0| 2" URL2 API HT 45 X|EELICL

https://hostname or ip address/api/v4/authorize

O] 7Tt S BtE|X| gi= HE AFet0] &/SH APIS| = HTO0| HUELICE APIS| & B2 O BT e
S(8)HaY o HYELICL =2 Jtset HE

Aol M 28 = M &4 7171 ZeHELC) -

CHE MFoIM = HE |0 Wet API TS S5t

API 17 Q3QIL|C} WEREES JURTES
Ol BT} 2 s BHLICH 2.1 2.2
Ol BT} S2telx| LIt 2.1 3.0

StorageGRID £2ZE0{E HZ ZX[5tH £[4 HT| APIZE 2ot ElLIC J2{Lt StorageGRID2| M 7|&

| =2 gO2[0|=51H St 0| 42| StorageGRID 7|5 E2|=0f| Cit 0| API HHTO)| A& MM AL

4 BLC

LH22 Swagger API M EH A 2| * config * MM Z
_jlc_-(‘)-l.AlA|9" XA HEE AF28I2{H D= API
ot X| 212 Hlgyatstiof gL|Ct

XEs HEE 1de = ASLICL Xf*ﬂ?_
@ EXSHIA LR "Grid I\/Ianagement APIE %
Z220|HEE HO|0|ESH = OfF B0l CH

QEE RE2 LIS 22 YHOZ O O|Y AFBEIX| b= A2 HAIELIC

S ¢l|lC{7t "DEPRECATED: TRUE"LIC.
* JSON S& 220{= "DEPRECATED"7t Z3HEIL|CE TRUE

* O 0| AEE|X| 9= B107F NMS.log0fl Z=7HEILICE Ol & ST ChE2t Z &L

Received call to deprecated v2 API at POST "/api/v2/authorize"

M 22| =M X El= API TS 2HolgtL|ct

AP| XS AME5t0 GET /versions XIY¥E|= APl £ HH 228 HHEtstL|CE 0] M2 Swagger API
HAHNMO| * config * M0 AELICE.
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GET https://{{IP-Address}}/api/versions
{
"responseTime": "2023-06-27T22:13:50.7502",
"status": "success",
"apiVersion": "4.0",
"data": [
2,
3,
4

A0l ciet API T E X|F gL Ct

ZE 047} H(/api/va) EE SIEHHE AHESIH API HHEE X|IHE £~ (‘Api-Version: 4 USLICH 5 2
H3stH sl Zto| A2 S 7(H’“9|°.=.“-||:f.

ﬁﬁ
o
1

curl https://[IP-Address]/api/v4/grid/accounts

curl -H "Api-Version: 4" https://[IP-Address]/api/grid/accounts

AIO|E 7t 28 Q|Z(CSRF)ZRE 2=
=

CSRF EZ2 At8SI| 7|5 AFESHE Q1SS Z316tH StorageGRIDO| CHEH CSRF(AOIE
_cl)_ o

7t 2N 2|X) SHCERH Ho g = JELICE Grid Manager %! Tenant Manager= 0| ¢t
JlsE NS SYotEL|th. CHE API 220|HEE 20l M gdst 6fRE MHE +

HTTP 24 POST®t 20| CH2 ARO|E0] thet 28 E2[AE 4 s SRS 2013t AFXIS| 77|12 AFstod
[u]

StorageGRID= CSRF E2S Al2310{ CSRF 2HO2HE| ESHLICH SASIE HQ EX 7|9 LIRS EX
5|6 E= £ POST 2& IJH7H Haol LiE 2t L X[BHOF ShL|CE.

0| 7|52 &Mol5t2™ csrfToken 215 FO0| Of7 HEE 2 true MHTLICE 7|22/2 )LIC false.

curl -X POST --header "Content-Type: application/Jjson" --header "Accept:
application/json" -d "{

\"username\": \"MyUserName\",

\"password\": \"MyPassword\",

\"cookie\": true,

\"csrfToken\": true

}" "https://example.com/api/v3/authorize"

15



true ¢! A2, GridCsrfToken F7|= Grid Manager 22104 Ciat QIo| ZtO =2 MHE|1 AccountCsrfToken
F7|= Tenant Manager0ll 2E321517| 9|t 9| Zto= MM EIL|CE

FI|7t Q= B A|AH! AE(POST, PUT, IiA|, AHNE £HE 4= e ZE QM| CHS F oLtz TEHE|0{0f
SfL|Ct,

* *X-Csrf-Token'd8||H 20| CSRF E2 F7|9| Zfo =2 MAE| & L|C},
=

- oz olmgE 223

lAZE HMo| HAL: csrfToken ZOF QAL E

ho
ozt
i
Mo
|
=
rE
4>
oo
I
Iul

F7HOIM MR HEE 22120 API 2B ME HESHIAL.

@ CSRF EZ 7| METI Y= 282 CSRF S0 thst 7t ES 2 A JSON 28 222 7|tsH=
2E 2H0| tish "Content-Type: application/json" 8l|C{S X &tL|Ct.

SSO(Single Sign-On)7} 2tM3tEl 22 APIE A RILICH
SSO(Single Sign-On)7t 243tEl 22 API ALE(Active Directory)

Active DirectoryZt 2111 SSO 3ZAtZ A= AL "SSO(Single Sign-On) 74 5! 2435t
T3 PH2| API X HIAE BE| APIO| 3t 915 £ 217 9ish Ueie| APl 248
AAHBHOF gLt
SSO(Single Sign-On)7t &4%tEl 22 APIO| 23QIgL|Ct
Active DirectoryE SSO ID S24tE AH&5H= E<2 L3 X|&o| MEEL|C
A|=HSE7| Hof|

* StorageGRID AHEX} 21F0 £t HH2|0] 8 AL X2 SSO AFEAL 0|1 = E &1 &L

* HIE 22| APIO]| A M| ASHEH HIHE AE IDE €10 A0{OF L|Cf

x|
215 EZS HoHE LIS o T StLHE A8 E & ASLICH

storagegrid-ssoauth.py Python A3 EE Red Hat Enterprise Linux, ./debs Ubuntu
IF= Debian % VMware2 . /vsphere StorageGRID &X| ot C|ZE2|0] (*./rpms U SLICE.

curl RES| IEZE 0

S UF S22 s8otH 2 2 AlZto] £uHE & JSLICH O E @77t HEAIE = JAFUCHA valid
SubjectConfirmation was not found on this Response.

(D ofl cul 93BRE 12 MBI YSE 2 4 QEE HootN WAL

URL 2139 EX7} U= B2 O2 L7} BAIE &= JSLICH Unsupported SAML version.

1. 25 EZS HoqH O3 YWY F StiLt

i

MEHSH|

—

il

=
° “storagegrid-ssoauth.py Python A3 ZEE ALEEIL|Ct 2542 0| S gL LY.
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° curl RFE AEELICE 3EAH 2 o|SELICt.

2. ASZEE ME%HH storagegrid-ssoauth.py 232 EE Python QIE{Z2|E0f| MYstT ATZEES
AI'6H'6H_| [:|.
=2od -

OLEIZEJL HEAEH OHS Ql==0f CHet gt =Lt

° SSO ' ADFS == ADFSE i2{9tL|C}.
° SSO AHEXt o[ ELICE

° StorageGRID7} &X|El =HQIL|CF

° StorageGRID2| F=AQIL|Ct

° HI'HE 22| APIOf| AN[AStE = F2 HIHE A|F IDYILICE

python3 storagegrid-ssoauth.py
sso_method: adfs

saml_user: my-sso-username
saml_domain: my-domain

sg_address: storagegrid.example.com
tenant_account_id: 12345

Enter the user's SAML password:
Sy T T T T O T T T T T s T

StorageGRID Auth Token: 56eb®7bf-21f6-40b7-afob-5c6cacfb25e7

StorageGRID Q5 EER2 &
CHE QF0| E2S M8 £

3. curl LS AIE5l8{H LIS HAIE 2L 2.

export SAMLUSER='my-sso-username'

export SAMLPASSWORD='my-password'

export SAMLDOMAIN='my-domain'

export TENANTACCOUNTID='12345"

export STORAGEGRID ADDRESS='storagegrid.example.com'
export AD FS ADDRESS='adfs.example.com'

() o=

b. MEE 215 URLS £415t2{H 0| POST RES &llst /api/v3/authorize-saml SHOUIAM F7}
JSON 2IF Y S N AL Ct,

rt-_l

t2| APIOf| HAM|ASIE{H 02 2 "TENANTACCOUNTID A EtL| L},

Ol o™l M= ofl CHeH MEH =l Q1= URLOY CHEE POST A4S HO| TENANTACCOUNTID SLICtH Z1t= of
MYEE| python -m json.tool JSON QZFEE X|AHEL|C}.
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- 24 FHUM AEE = AEE

curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \
-H "accept: application/json™ -H "Content-Type: application/json"

--data "{\"accountId\": \"STENANTACCOUNTID\"}" | python -m
Jjson.tool

o| of|x|e| SEol= URLE AR E MEE URLO| ZZ8HE|0] LX|TH 3=TF JSON QIZE A2 ZE|X|
OI-AL_'E_'..

(=]

"apiVersion": "3.0",

"data":
"https://adfs.example.com/adfs/1ls/?SAMLRequest=fZHLbsIWEEVS2FJTuv7. ..
s51%2BfQ33cviwA%3D&RelayState=12345",

"responseTime": "2018-11-06T16:30:23.3552",

"status": "success"

0lo

B & saMLRequest NMEELILCE.

export SAMLREQUEST='fZHLbsIWEEV$2FJTuv7...sS1%2BfQ33cviwA%3D"'

. AD FSOl|A| 22I0|AHE QX D7t &=l MA| URLE 7H4JLCt.

o 7Hx

rlo

O] SEC| URLS ArE3t0] 2101 AAS e¥EsH= ALIC

curl "https://$AD FS ADDRESS/adfs/ls/?SAMLRequest=
SSAMLREQUEST&RelayState=$TENANTACCOUNTID" | grep 'form method="post"
id="loginForm"'

SEO

Z22H0|AHE 2 ID:

rr

<form method="post" id="loginForm" autocomplete="off"
novalidate="novalidate" onKeyPress="if (event && event.keyCode == 13)
Login.submitLoginRequest () ;" action="/adfs/1ls/?
SAMLRequest=fZHRToMwFIZfhb...UJikvo77sXPw%3D%3D&RelayState=12345&clie
nt-request-1id=00000000-0000-0000-ee02-0080000000de" >

e. SHOIAM 22t0[AHE 2F IDE MELICH



export SAMLREQUESTID='00000000-0000-0000-ee02-0080000000de"

-t

£ olx SEOIN YA TR X EHS Bl

curl -X POST "https://SAD FS ADDRESS

/adfs/1ls/?SAMLRequest=$SAMLREQUEST&RelayState=STENANTACCOUNTID&client

-request-1d=$SAMLREQUESTID" \
--data "UserName=$SAMLUSER@SSAMLDOMAIN&Password=
SSAMLPASSWORD&AuthMethod=FormsAuthentication" --include

AD FS= dliCfofl =7t HEI} ZotE 302 2T M S dratetL|ct,

@ SSO A|AHI0| CHol MFA(LHES 24 ¢15)7t -dstel 32 A A==
CHE XtH 8= ZehE LD

HTTP/1.1 302 Found

Content-Length: 0

Content-Type: text/html; charset=utf-8
Location:

r
rir

https://adfs.example.com/adfs/1ls/?SAMLRequest=fZHRTOMwFIZfhb...UJikvo
77sXPw%3D%3D&RelayState=12345&client-request-1d=00000000-0000-0000-

ee02-0080000000de

Set-Cookie: MSISAuth=AAEAADAVSHpXk6ApV...pmPO0aEiNtJvWY=; path=/adfs;

HttpOnly; Secure
Date: Tue, 06 Nov 2018 16:55:05 GMT

g- "MSISAuth’SEIAM 7|2 METL|CE.

export MSISAuth='AAEAADAvsHpXko6ApV...pmPOaEiNtJvWY="

h. Q1F POSTOIM 7|5 AHE5I0] X|HE /IX|2 GET RS H™L|CtH

curl "https://$AD FS ADDRESS/adfs/ls/?SAMLRequest=
SSAMLREQUEST&RelayState=STENANTACCOUNTID&client-request-
1d=$SAMLREQUESTID" \

--cookie "MSISAuth=$SMSISAuth" --include

SE S LIS 2302 AF2S 2t AD FS MM MEJ Zote|H S5 220
SALMLResponseZt EEHEIL|CE.

19



20

ro

HTTP/1.1 200 OK

Cache-Control: no-cache,no-store

Pragma: no-cache

Content-Length: 5665

Content-Type: text/html; charset=utf-8

Expires: -1

Server: Microsoft-HTTPAPI/2.0

P3P: ADFS doesn't have P3P policy, please contact your site's admin
for more details

Set-Cookie:
SamlSession=a3dpbnRlcnMtUHIpbWFyeS1BZGlpbi0xNzgmRmFsc2Umcng4NnJDZmEKV
XFxVIWx3bk1l1IMnFuUSUzZ2CUZzZCYmJ1YmXzE3M]AyZTASLThmMDgtNDRkZC04Yzg5LTQ3ND
UxYzA3ZjkzYw==; path=/adfs; HttpOnly; Secure

Set-Cookie: MSISAuthenticated=MTEvNy8yMDE4IDQ6MzI6NTkgUEO=;
path=/adfs; HttpOnly; Secure

Set-Cookie: MSISLoopDetectionCookie=MjAxOCOxMSOwNzoxNjozMjolOVpcMO==;
path=/adfs; HttpOnly; Secure

Date: Wed, 07 Nov 2018 16:32:59 GMT

<form method="POST" name="hiddenform"
action="https://storagegrid.example.com:443/api/saml-response">

<input type="hidden" name="SAMLResponse"
value="PHNhbWxwO1lJ1c3BvbnN. ..1lscDpSZXNwb25zZT4=" /><input
type="hidden" name="RelayState" value="12345" />

i AT ZEOM E MEELICH sSAMLResponse.

export SAMLResponse='PHNhbWxwO1lJ1lc3BvbnN. ..lscDpSZXNwb25z72T4="

=l 2 M50 saMLResponse StorageGRID /api/saml-response 282 BHS0]{ StorageGRID
T EZS gL

Ol Relaystate HIHE A|HE IDE ArEdtALE O2| = 22| APIO| 221512 0= ArE LI,

curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \
-H "accept: application/json" \
--data-urlencode "SAMLResponse=S$SAMLResponse" \
--data-urlencode "RelayState=$TENANTACCOUNTID" \
| python -m json.tool

SEl= 215 E20| ZeELIM.



"apiVersion": "3.0",

"data": "56eb07bf-21f6-40b7-af0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",
"status": "success"

a. e 9l

o[

EZ8 2 "MYTOKEN N Z&+stL|C},

export MYTOKEN="56eb07bf-21f6-40b7-af0b-5c6cacfb25e7"

O|X| SSOE AIE3HX| Y= R APIE ALE5t= Ut RAICH LHE Q8 E ALEE

1

SSO(Single Sign-On)7t 2 M3atE 22 APIO|A 20H2L|CH

SSO(Single Sign-On)7t ZA3t=El AL O2|E 2| APl L= E|HE 22| APIO|A] 20t2617| 2|5l
QK Maisl{of EL|Ct. Active DirectoryS SSO ID 2 2XAIE AI26t= AL CHS X|&l0| M ElL|Ct

I.

.9
EQ

off 3t

LH| API

L QS AQ xXlo| cHel 2 10} H|0|X|0f|A] 208K StorageGRID APIOA 20}2% 4= Q&L|Ct =
StorageGRIDO||A] &3t StorageGRID H|0{2{ EZ0| 23t o 2T0+2(SLO)E EE|AHY £+ USLICH

1. MEE 270} X2 MAM3SI2{H "cookie "sso=true"E SLO API0|| MEtstL|Ct,

curl -k -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \

-H "accept: application/json" \
-H "Authorization: Bearer SMYTOKEN" \
--cookie "sso=true" \

| python -m json.tool

2702 URLO| gtshElL|C,

"apiVersion": "3.0",

"data":
"https://adfs.example.com/adfs/1ls/?SAMLRequest=fZDNboMwEIRfhZ. .
D",

"responseTime": "2018-11-20T22:20:30.839z2",

"status": "success"

.HcO%3D%3

MYTOKEN QU&L|Ct.
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2. 270} URLE MERLICE

export LOGOUT REQUEST

='https://adfs.example.com/adfs/ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%
3D'

3. 2302 URLO| M2 2 SLOE E2|7{st1 StorageGRIDZ CHA| 2|C|i MEL|C},

curl --include "SLOGOUT REQUEST"

302 SEO| HretEIL|CE 2|C[HM 9fX|= API M8 20t20l= M EE[X| E&LICH

- 1O (=]

HTTP/1.1 302 Found

Location: https://$STORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwWV0o7ss%...%23rsa-sha256

Set-Cookie: MSISSignoutProtocol=U2FtbA==; expires=Tue, 20 Nov 2018
22:35:03 GMT; path=/adfs; HttpOnly; Secure

4. StorageGRID bearer tokens A& ST}

StorageGRID H|0{2] EES AH|SH= A2 SSOE AM2SIXA| b= At ST A O = ZHEBELI|C. 'cookie
"sso=true"7} MIZE|X| O™ ALEXt= SSO AEfof| BFS FX| 9411 StorageGRIDO|A 202 ELICE

curl -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize™ \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--include

204 No Content AtEXI7} 9ixf ZI0IRE|USS LIEH= SEJLICE.

HTTP/1.1 204 No Content

SSO(Single Sign-On)7| 2d3tEl 22 API AHE(Azure)

O] 11 AzureE SSO 35XIE A&SH= B2 "SSO(Single Sign- On) T4 S Z2MeE 71X
oM ASZEE ALE f0=| J2|E 22| API E= HIEHE 22| APIOf| 235t 215 EES 22 &
A&LICE.
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Azure Single Sign-On0| 243}El 22 APIO| 23QI%L|Ct

AzureE SSO ID SEXIE AL8%t= R LIS X

ot

gjo

of MEELICt
AlZtst7| o
* StorageGRID AtEAL 2F0f| £ HEH2|0| M AFEXFS| SSO FAL MY FA40t 4SS & ASLICEH

* HIC1E Ei2| APIO M ABHIE EIHE AR IDS 21 0{0f FLICH

o

ro
oM

Fe1oil

aii
EZS HoBE LIS od| 23BEE AL ST = ASLIC

:I:

* “storagegrid-ssoauth-azure.py Python A3

22
* “storagegrid-ssoauth-azure.js'Node.js 23 ZE

F A3EE EE Red Hat Enterprise Linux, . /debs Ubuntu = Debian 3 VMware& . /vsphere
StorageGRID M x| ot C|AE2|0f| (./rpms U ELICH

Azure?t XHH| APl St 2 2d5t2{H AR EE XSHYA|R storagegrid-ssoauth-azure.py. Python
ATEEE StorageGRIDoil XH e QX8 ot (HX SAMLRequestE 21 LIS 215 E2S A7| 2ldH)
Node.js ATZEE SE8H0] Azure?t 45 X250 SSO S $3istL|Ct.

SSO =2 AR API QHES ARSI AlsHst 4= QUX|TH D A| st U2 ZHEHSHA| e&LICH Puppeteer Node.js
=2 Azure SSO QIE{I|0|AE AT dH= o AHEELICE.

=
a. Node.js& MX|L|CHEE "hittps://nodejs.org/en/download/").

b. Z 2%t Node.js © & (puppeteer & jsdom)S M X|gtL|Ct,

3. IELEJI HAE|H CHE els=0f [

s )
rot
BN
o
o
1
Of
N
-
=2
=
re
4>
i
>
00
Ot
2
rA
g
ot
r
i)

° AzureOfl 210I5H= O] AL %= SSO 0| Y FAIL|Ct
° StorageGRID2| FAL|Ct
° HIHE 22| API0]| M| AStE = 32 HIHE A™ IDYILICE

4. HAIX|7F BAIE|H A5 E 2dst0 @& A Azured] MFA E$H2 HZ2& FH|E ghLCt.
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https://nodejs.org/en/download/

s\ aTUre ssodpy  storageprid-srvrs-ssoauth. py sso-pmail-address ut-l.'l"i?'n:.' comain. com

-=-tenant -account-id- 8

Enter the user's 55

EEEARERRRARIRREE R EE RN AR AR RN AR AR RN AR AR AR R AN AR N RN AR R ERAEN

Watch: for-and approve-a 2F4 avthorization- request
FEEEEEEEEEEEREE
16-84T21 38 2!, "status':-"success’,  "apiVersion':

d2555700" |

(D 0| A3 E = MFAZ Microsoft AuthenticatorE AF25t0] &=l Z1OZ JPEBILICt CHE SEHQ
MFAZ K|St 2 AT EE £H|{0F & £ USLICHO: EIAE HIA|X[0f] 218 = 1),

StorageGRID 915 E22 Z2{0] HIZELICH O[H SSO7 AREIX| SH= 2L APIS AFR3Hs Wilat QARSH|
[} ¥ E22 A8 4

SSO(Single Sign-On)7t &4 3tEl 22 API ALE(PingFederate)

PingFederateE SSO &g XAtZ At25t= ZR"SSO(Single Sign-On) 74 8! =t M5t ag|E
ZE| APl EE HIHE T.;*El APIO| f=tt 01 EZS 27| 2lo LH2| API RE S A0}
rLICE.

SSO(Single Sign-On)7t ZMstEl 2L APIO| 230IgtL|C}
0| X|&2 PingFederateE SSO ID 32AtE A2t 22 MEEL|Ct
AlEFsE2| Hof|
* StorageGRID A%t IE0] &5t 2|04 AFEXIC| SSO AFEXAt 0| St Y E Y11 JUESLICE.

* HIE 22| APIO]| HM|ASHH HIHE AE IDE 210 A0{OF L|C}.

storagegrid-ssoauth.py Python 23EEE Red Hat Enterprise Linux, ' ./debs Ubuntu
CE= Debian % VMware£ . /vsphere StorageGRID &X| It C|ZE2|0) (*./rpms A ESLILCE.

curl QM9 IE= 0

Ug L2 2| +9ote 22 Tel AIZH0| AT 4 YALICL CHS 2871 BAIE 4 Y&LICHA valid
SubjectConfirmation was not found on this Response.

(D) ciflcunl HIB2E O MBI YBE B 4 YT S BN SaLith

URL 2I2E EX7t U= B2 CHE F 7 EAE = JELICH Unsupported SAML version.

=
° “storagegrid-ssoauth.py Python AR E S AI2EL|Ct 2CHA| 2 0| SEHL|Ct,

° curl 2 ALEEL|C} 3THA |2 O] SEtL|CY.
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ZEE AME6l2H storagegrid-ssoauth.py 23 B EE Python QIE{Z2|E0| MEStD ATEEE
SHL|C},

=

n= | >
o |U

—_

LEIZEJL EAEH LHS Ql==0f CHet 242 =Lt

° SSO Bt "pingfederate"(PINGFEDERATE, Pingfederate S5)2| 2 E HES 213t 4 QI&LICEH
° SSO AHEXt O| S LICH

° StorageGRID7t x| =l =H[QIQIL|Ct, O] Z =& PingFederateOf| AF2E|X| Q&LICEH Bl ZHO 2 =741t

A= 22 LHe = ASLICL
° StorageGRID2| FAIL|Ct

° HIE 22| APIO]| M| A5tE = B2 HIHE AIE IDYLICE

python3 storagegrid-ssoauth.py
sso_method: pingfederate
saml_user: my-sso-username
saml_domain:

sg_address: storagegrid.example.com

tenant_account_id: 12345

Enter the user's SAML password:
T T T T T e s T T T e

s T E T T T2
StorageGRID Auth Token: 56eb87bf-21f6-48b7-afob-5c6cactb25e7

StorageGRID 215 E22 =30l MISELICE O[X| SSO7t AIEE|X| @i= 2 APIE AFE3t= YTt |AISH
CHE QEN E2S A Y =

3. curl @FE AFESHHH OH3 HXIE MEYAL.
a. 270lof| 2ot HaeE dARL|CE
export SAMLUSER='my-sso-username'
export SAMLPASSWORD='my-password'

export TENANTACCOUNTID='12345"
export STORAGEGRID ADDRESS='storagegrid.example.com'

@ J2|= 22| APIO| M ASIZ{H 02 2 “TENANTACCOUNTID AFR S|}

b. MEE 215 URLS £415t2{H 0 POST &S &llst] /api/v3/authorize-saml SEOIAM £}
JSON QIZE & H|7AHeLICt.

Ol KXol A= TENANTACCOUNTIDO| CHot A|HEl 215 URLO| CHet POST @S E0 EL|CH Zit=
python-m json.tool0] HE =0 JSON A E S HAHELICE

25
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curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \

-H "accept: application/json™ -H "Content-Type: application/json"
\

--data "{\"accountId\": \"STENANTACCOUNTID\"}" |

python -m
Jjson.tool

of ofd|e] SEOl= URLE 22T &

g | X|
&Lt
{
"apiVersion": "3.0",
"data": "https://my-pf-baseurl/idp/SSO.saml2?...",
"responseTime": "2018-11-06T16:30:23.3552",
"status": "success"

c. & FHOIM AIEE + A=E SHOUIM £ saMLRequest MY RLILH.

export SAMLREQUEST="https://my-pf-baseurl/idp/SSO.saml2?..."

d. g 7|5 WL ST o2 ELCt

RESPONSE=S$ (curl -c - "SSAMLREQUEST")

echo "SRESPONSE" | grep
id="pf.adapterId"'

'"input type="hidden" name="pf.adapterId"

e. 'pf.adapterld' Zt2 LHELH D S-S of| 2EL|C,

export ADAPTER='myAdapter'

echo "SRESPONSE" | grep 'base'
f href ZtS LHELHI(ZH SaiAl/ M7H) SES o2 RLCHL

export BASEURL='https://my-pf-baseurl’



echo "SRESPONSE" | grep 'form method="POST"'

g 'ZX[" 2 LHELHT:

export SSOPING='/idp/.../resumeSAML20/idp/SSO.ping’

h. Xt2f S} & 37| BLH7|:

curl -b <(echo "SRESPONSE") -X POST "S$BASEURLSSSOPING" \
--data "pf.username=$SAMLUSER&pf.pass=

SSAMLPASSWORD&pf .ok=clickedé&pf.cancel=&pf.adapterId=SADAPTER"
--include

I AT ZE0M E MAEELICH sSAMLResponse.

export SAMLResponse='PHNhbWxwO1lJ1lc3BvbnN. ..lscDpSZXNwb25z2T4="

curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \
-H "accept: application/json" \
--data-urlencode "SAMLResponse=S$SSAMLResponse" \
--data-urlencode "RelayState=$TENANTACCOUNTID" \
| python -m json.tool

SHol= 15 EZ0| ZetEL|C).

"apiVersion": "3.0",

"data": "56eb07bf-21f6-40b7-af0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",
"status": "success"

a. 3H0 ¢IZ EZE E "MYTOKEN X &gfL|C.

O] saMLResponse StorageGRID/api/saml-response 282 BHS0{ StorageGRID

27



export MYTOKEN="56eb07bf-21f6-40b7-af0b-5c6cacfb25e7"
O|X| SSOE AE3HA| 2= E R APIE AFE5t= Wt RAMSH CHE 27F0| E AFEE = MYTOKEN USLICH

SSO(Single Sign-On)7t E43tEl A< APIO|A 20H2efL|Ct

SSO(Single Sign-On)7} &AI3tEl ZQ 2| 22| AP = HIHE 22| AP|01|A1 J0H2sH7| o L2 API
QXS Mdisfof gtL|Ct. 0] X|&2 PingFederateE SSO ID 23X AtEst=s 22 HEELIC

Of ZhHofl CHaH

Ut 42 X 9| ttd 21012 H|0|X[0f| A 20125104 StorageGRID APIO|M 210t2 .
StorageGRIDO||A| R& 3t StorageGRID H|0{2]{ EZ0| L%t tHY 2012(SLO)E E2[AHY = JUSLI|CH

ru&+
ale
0
o>
£
ul
I
rr

Il

1. MHE 23012 X2 MM5I2{H "cookie "sso=true"S SLO API0| HEEtL|CE.

curl -k -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json"™ \

-H "Authorization: Bearer SMYTOKEN" \

--cookie "sso=true" \

| python -m json.tool

20t URLO| gFetEL|CE

"apiVersion": "3.0",

"data": "https://my-ping-
url/idp/SLO.saml2?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%3D",

"responseTime": "2021-10-12T22:20:30.8392",

"status": "success"

2. 210t2 URLE K& gLCt.

export LOGOUT REQUEST='https://my-ping-
url/idp/SLO.saml2?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%$3D"

3. 21012 URLO| X & HU SLOE E2|7{3t1 StorageGRIDE CHA| 2|C|2MEL|CE.

curl --include "SLOGOUT REQUEST"
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L 1O

302 SEO| Br2tEIL|CE 2|C[2M 9fX|= API M & 20t20l= XM EE[X| E&LICH

HTTP/1.1 302 Found

Location: https://$STORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwV0o7ss%...%23rsa-sha256

Set-Cookie: PF=QoKs...SgCC; Path=/; Secure; HttpOnly; SameSite=None

4. StorageGRID bearer tokens AHH|$HC}.

StorageGRID H|0{2{ EZ 2 AH[sH= A2 SSOE AHESHX| at._ dut St BHA O = ZHEBELICE 'cookie
"sso=true"7} M= X| $2™ ALEXH= SSO AEfof| B2 FX| ¢ StorageGRIDOHH 20t ELCE

curl -X DELETE "https://$SSTORAGEGRID ADDRESS/api/v3/authorize™ \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--include

'204 No Content AMEXIZ} ¥ ZI0IRE|JSS LIEHHE SEHYULICE.

HTTP/1.1 204 No Content

APIS AHESIHO] 7|53 HIZdetefL|Ct

JO2|= 22| APIE AHZ5H0] StorageGRID A|AHIS| £ 7|58 T38| H|2hdatet 5
UGLICH 7|s0| HIZ Qo= o 7| st AHE NS 82 £ A= A= otR = 2T
& SlsLC.

ol =telof chsH

H|ZMoHEl 7|5 A|ARS AHBBIE StorageGRID AlAHI9| £8 7|50] °HA1|Aorx| RO & YBLICE RE
ALE R} I * RE MA|A * ABH0| Qli= B2|Xt 20 £ AR T JI52 AL & YES St U
dle 7|52 vz st HelLict

0| 7|50] O{EH| RBHX| OlehstAH LS ALtz|2E D2fel HAAIL.

_Company AL E|'E A|HS M45t01 StorageGRID AlABI2| AE2|X| 82k ACHeH= MH|A BFYLICH

S|AFAE YAHAS| K| 2otS E25H7| /3l AFO| 2 E = Xpo| X0 HEHE AFo| HMAT = Q=S
otefa gho. _

_SlAFAE J2|E 22| APIOM 7|5 HIZ-dst A|A-S ALESH O] SRS E4E & ASLICL O
HEHE FE 2fs HE * 7|52 2AT0| H|ZGot 2= MUl 3L API 25) RIMA" =E *f%xf E
HetE 7t O F0l| £ AHEXHE ER5t0] ZE|Xt ALERITLEIHE AH|IF 2| RE AEX0f Tt 2
RS L

|= 22| Xtoi| A *

£
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1. Grid Management API0]| Cii$t Swagger 2AM0f| BHABILICEH S "Grid Management APIS AF2EHL|CH
"KERSHAMAL.

= O
3. EUIE 2E 4 HZ 59| 7152 TSI T C13 T 20| APIZ 2

MO
fjo
HL
1
r
n

{ "grid": {"changeTenantRootPassword": true} }

Q0| A=E|HEHHE RE &5 HE 7|50| H|ZGotELICh HHE RE o5 tHE * 22| 0| I o]
AFEX} QIETO| AC| HA|ZX| 2O HIHES RE Ao E HASIE 1 A|=dt= 2= API 230| "403 AHE #et
HS"2 SH HoHEfLct.

HIZ Mot I|XE CrA| Zdateti|ct
71280 & O2|E 22| APIE AESHY] HIZM3LE 7|SS CHA| 4ate & JUELICH iUt H[ZMSHE T 7t CHA|
StMSHE|X| =2 St2{H * activateFeatures * 7|'s XHH|S H|ZASHe 4 A&LCH

activateFeatures * 7|52 CiA| &Mate 4~ ¢l
(D ciE=Erise o gasis £ 9t Jls0|
X2 20l 22|sH{oF BhL|ct.
CHA|
1. Grid Management API0f| CH$t Swagger 2 A10f] HA| ABHL|CE.
2. 7|5 H|gy3t 2 S ASLICEH

3. IE 7|SE CHA Zyatsta{H CH2at 20| APIZ 228 EHMAIR.

— =
{ "grid": null }

O @HO| A=E|HHHE RE s HE 7|58 Eget ZE 7|S0| ChA| 2-G=ELICE OIX| AFE X}
QUEHO| 20 * HHE RE &t tHE * 22| HBH0| HAIE|H, ALEXIOAH * FE HMA* E=*HEHE RFE &2
HE * | Heto] A= ER H HESHH L A dh= 2= API E0| 3Lt

_r
Im
10
4
Im

[¢]
ot
i

O GO A= _ALL_DEACTED H|A{7t EHSSHEILICH H]Zhaotel Al RX|=|0fof 3= ot
7150] HIZH3HEl A2, PUT @0 YAIXIQZ XIHsof BLICL IS Sof EHIE 2E ot #

7|5 CHA| 2431311 StorageAdmin 22| S A< blZAafsta{® Chg PUT 88
2UHAIR.

{ "grid": {"storageAdmin": true} }
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