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"status": "success",
"apiVersion": "4.0",
"data": [
2,
3,
4

Aol chet API XS X ghLCt

HZ 047} HE(/api/v4) EE SIEE ALESI0] API HEZ X|HE 4 (‘Api-Version: 4 UESLICH F 2 25
2ot s gro| 22 2t A QgL Ct.
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curl https://[IP-Address]/api/v4/grid/accounts

curl -H "Api-Version: 4" https://[IP-Address]/api/grid/accounts

AIO|E 2t 2K Q|X(CSRF)ZEEH B

CSRF EZS AI830] 37|2 At8dt= 2152 2316t StorageGRIDO| L CSRF(AMO|E
o
°

¢t - X)) SHC =R B £ QELICE Grid Manager 2 Tenant Manager= 0| £t
7ls8 Aso= gdatetL|Ct CHE API 22I0|AE= 201g ff & M3t R E MEde
UA&LICE

HTTP 24

POSTS} 20| CHE AMO|EO| Tigt RHE EE|AHY & U= A= 228 AEXte| RI|E A
[m]

StorageGRIDE CSRF E22 AF2310] CSRF 2HOZHE| BSeiL|Ch SAsE 4 EX 27|9| LIRS
8|t EE= 5T POST 2& I1H7H Haol LiE °'I|°H0F gfLct,

0] 7|58 &4t csrfToken A S0 07 H-E 2 true BHYLICL 7|22 YLICE false.

curl -X POST --header "Content-Type: application/json" --header "Accept:
application/json" -d "{

\"username\": \"MyUserName\",

\"password\": \"MyPassword\",

\"cookie\": true,

\"csrfToken\": true

}" "https://example.com/api/v3/authorize"

true Q! 2L, GridCsrfToken F7|= Grid Manager 21010 Cist 19| 292 MME| 1 AccountCsrfToken
F7|= Tenant Managerdll 23921517| [$t Q19| Zto =z MM EL|C.

FI|7t Y= B A AH”H MEH(POST, PUT, THA|, AHNE Y £ = 2E QH0| CHS T oLtz e[ 0{0f
grL|Ct.

* "X-Csrf-Token'3l|C| 2{0] CSRF E2 79| o= AFEl §C{LICE.

L] 2
Zoz o3gsE 2ES

- o1t

#EISH= BHO| AR csrfToken ZEOZ QIACE Q& 22 07 HAQL|Ct
oA K M2 M= 22120 API dEME BRSHHAIL.

@ CSRF EZ 7| MEZ} = @82 CSRF 40 CHSt F7 HES 2 A JSON 28 222 7|tist=
DE QX0 cish "Content-Type: application/json" 8|S X 2%L|Ct.

SSO(Single Sign-On)7| 2M3tEl 22 APIE AF2ELICt

12



SSO(Single Sign-On)7t 243%tEl 22 API ALE(Active Directory)

otok ChAlO| JHK| T O'Er“:i"sso(smgle Sign-On) 74 2l &3l SSO 3= Active
DirectoryE AM25t= 42 Grid Management API EE= Tenant Management API0|| R =5t
Z EZS 7| 2lsH LT API RHE LA Of °.=.*L|Ef.

SSO(Single Sign-On)7t ZAM3otE A2 APIO| 2QI8fL|C}
Active DirectoryE SSO ID 35AtE AH85H= 22 CHS X|&0| MEEL|CH

AlZfoto] FEof
* StorageGRID AEAL IF0f| £ HEH2|0] M ALEXtS] SSO AFEAL O|E 1t = E &1 AUSLICEH

* HIHE 2] APIOf| AN ASHZH E|'HE AF IDE L1 A0{OF Lt

—_— -

Of ZhHofl CHaH

EFS doa{H L}

ro
oM g
blo

o & SILIE AFEE 4= UASLIC

« JDtE storagegrid ssoauth.py StorageGRlD AX| oY ClA E2(0 A}= Python 23 ZE(. /rpms
RHELS| A2, . /debs Ubuntu LE= Debian®| Z< . /vsphere VMware2| Z2).

curl RHS| YFE= o

ZE HR 2| st 2 2 A|ZHo| £oHE £ JFLICH THE 2FR7F EAE = JAELICH A valid
SubjectConfirmation was not found on this Response.

(D ofl cun 93BRE 12 MBI YSE 2 4 Q=S BootN YL

URL 2IZY EX7} U= B2 C2 LFI BAIE £ JSLICH Unsupported SAML version.

—

1.5 EES ¢oH it

glo

2 B 5Lt
° “storagegrid-ssoauth.py Python ATZIEZS AI2EtL|Ct 25| 2 0| S &Lt

° curl REZ2 ALEEIL|CE 3THA |2 O] S LY.

i

ZEE ME5l2{H storagegrid-ssoauth.py 23 E EE Python QIE{Z2|E0f MEstT ATEE
SHIC

=

n= >
o2 |u

—_—

IH
rot

SLEL EAIEY CFS Ql40] fgt g2 gt

° SSO Wt ADFS &= ADFSE =i gfLct.
° SSO AHEXt O| ELICE

° StorageGRID7} &X| & =H|QIL[CF

° StorageGRID2| FAIL|Ct

o HIHE #2| APIO| HM|ASHE = B2 HHE A IDILICH

—_— -
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python3 storagegrid-ssoauth.py
sso_method: adfs

saml_user: my-sso-username
saml_domain: my-domain

sg_address: storagegrid.example.com
tenant_account_id: 12345

Enter the user's SAML password:
e - e =

e
StorageGRID Auth Token: 56eb87bf-21f6-48b7-afob-5c6cacfb25e7

export SAMLUSER='my-sso-username'

export SAMLPASSWORD='my-password'

export SAMLDOMAIN='my-domain'

export TENANTACCOUNTID='12345"

export STORAGEGRID ADDRESS='storagegrid.example.com'
export AD FS ADDRESS='adfs.example.com'

© e

b. MHE Q15 URLS £241512{H off POST QE2 YHlStD /api/v3/authorize-saml SEOA F7}
JSON QIR &S H|AHEL|C,

rk

t2] APIO| HM|ASHEH 02 2 "TENANTACCOUNTID AFE 8L}

O| Of|M|Of| A= off CHEH M=l Q1= URLOY CHSE POST 282 E0| TENANTACCOUNTID SLICH ZA3t= of
MYE| python -m json.tool JSON QZLZ MAHEL|CT.

curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \

-H "accept: application/json" -H "Content-Type: application/json"

--data "{\"accountId\": \"STENANTACCOUNTID\"}" | python -m
json.tool

o ofiM|e| SEOl= URLZ AT E MEE URLO| ZE|0] JAX|ZH =71 JSON QIR AE2 ZeE K|
ol-ﬁLl[:I-_

(=]

14



"apiVersion": "3.0",

"data":
"https://adfs.example.com/adfs/1ls/?SAMLRequest=fZHLbsIWEEVS$2FJTuv7. ..
s31%2BfQ33cviwA%3D&RelayState=12345",

"responseTime": "2018-11-06T16:30:23.3552",

"status": "success"

- 24 FHM AEE = AEE

Ow

EOM £ saMLRequest MZEgL|CH

export SAMLREQUEST='fZHLbsIWEEV$2FJTuv7/...sS1%2BfQ33cvifwA%3D"'

- AD FSO|M 22I0|HE ¥ ID7} ZetEl M| URLS 7FM SLICt
of 7tX| 42 0| S URLE ALE3t0 210l A2 RFdts AYLIC)
curl "https://$AD FS ADDRESS/adfs/ls/?SAMLRequest=

SSAMLREQUEST&RelayState=$TENANTACCOUNTID" | grep 'form method="post"
id="loginForm"'

SE

Z20[AUE 2% ID:

rr

<form method="post" id="loginForm" autocomplete="off"
novalidate="novalidate" onKeyPress="if (event && event.keyCode == 13)
Login.submitLoginRequest () ;" action="/adfs/1ls/?
SAMLRequest=fZHRToMwFIZfhb...UJikvo77sXPw%3D%3D&RelayState=12345&clie
nt-request-i1d=00000000-0000-0000-ee02-0080000000de" >

- SHOIM S2t0[HE ¥ IDE MELIC.

export SAMLREQUESTID='00000000-0000-0000-ee02-0080000000de"

-t

. O™ SEOIM LAl &Yoo Z Xt ZHS HLCt.

curl -X POST "https://SAD FS ADDRESS
/adfs/1ls/?SAMLRequest=$SAMLREQUEST&RelayState=STENANTACCOUNTID&client
-request-1d=$SAMLREQUESTID" \

--data "UserName=$SAMLUSERW@S$SSAMLDOMAIN&Password=
SSAMLPASSWORD&AuthMethod=FormsAuthentication" --include

15



16

AD FS& sitfofl =7 &It etz 302 2[C|2 M S Hheketict,

rir

@ SSO A|AE0]| CHo MFA(CES R4 21F5)7t gdstel 22 SA AA=20ls = i s =
CHE AtH 38 E ZSELCL

HTTP/1.1 302 Found

Content-Length: 0

Content-Type: text/html; charset=utf-8

Location:
https://adfs.example.com/adfs/1s/?SAMLRequest=fZHRToMwFIZfhb...UJikvo
77sXPw%3D%$3D&RelayState=123456&client-request-1d=00000000-0000-0000-
ee02-0080000000de

Set-Cookie: MSISAuth=AAEAADAVSHpXk6ApV...pmPO0aEiNtJvWY=; path=/adfs;
HttpOnly; Secure

Date: Tue, 06 Nov 2018 16:55:05 GMT

g- "MSISAuth’ 30N 27|E MFLICH

export MSISAuth='AAEAADAVsHpXk6ApPV...pmPOaEiNtJvWY="

h. QIF POSTOIM 7|5 A3t X|IFE ?IX|Z GET 288 2HL(CH

curl "https://$SAD FS ADDRESS/adfs/ls/?SAMLRequest=
SSAMLREQUEST&RelayState=STENANTACCOUNTID&client-request—
1d=$SAMLREQUESTID" \

--cookie "MSISAuth=SMSISAuth" --include

SH siHoll= LIE0| 23012 AF22 218t AD FS MM ME7t ZtE|H SH 220l= 54T &4 LEo|
SALMLResponseZt EEHEIL|CE.



HTTP/1.1 200 OK

Cache-Control: no-cache,no-store

Pragma: no-cache

Content-Length: 5665

Content-Type: text/html; charset=utf-8

Expires: -1

Server: Microsoft-HTTPAPI/2.0

P3P: ADFS doesn't have P3P policy, please contact your site's admin
for more details

Set-Cookie:
SamlSession=a3dpbnRlcnMtUHIpbWFyeS1BZGlpbi0xNzgmRmFsc2Umcng4NnJDZmEKV
XFxVIWx3bk1l1IMnFuUSUzZ2CUZzZCYmJ1YmXzE3M]AyZTASLThmMDgtNDRkZC04Yzg5LTQ3ND
UxYzA3ZjkzYw==; path=/adfs; HttpOnly; Secure

Set-Cookie: MSISAuthenticated=MTEvNy8yMDE4IDQ6MzI6NTkgUEO=;
path=/adfs; HttpOnly; Secure

Set-Cookie: MSISLoopDetectionCookie=MjAxOCOxMSOwNzoxNjozMjolOVpcMO==;
path=/adfs; HttpOnly; Secure

Date: Wed, 07 Nov 2018 16:32:59 GMT

<form method="POST" name="hiddenform"
action="https://storagegrid.example.com:443/api/saml-response">

<input type="hidden" name="SAMLResponse"
value="PHNhbWxwO1lJ1c3BvbnN. ..1lscDpSZXNwb25zZT4=" /><input
type="hidden" name="RelayState" value="12345" />

i AT ZEOM E MEELICH sSAMLResponse.

export SAMLResponse='PHNhbWxwO1lJ1lc3BvbnN. ..lscDpSZXNwb25z72T4="

ro

=l 2 M50 saMLResponse StorageGRID /api/saml-response 282 BHS0]{ StorageGRID
T EZS gL

Ol Relaystate HIHE A|HE IDE ArEdtALE O2| = 22| APIO| 221512 0= ArE LI,

curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \
-H "accept: application/json" \
--data-urlencode "SAMLResponse=S$SAMLResponse" \
--data-urlencode "RelayState=$TENANTACCOUNTID" \
| python -m json.tool

SEl= 215 E20| ZeELIM.

17



"apiVersion": "3.0",

"data": "56eb07bf-21f6-40b7-af0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",
"status": "success"

a. e 9l

o[

EZ8 2 "MYTOKEN N Z&+stL|C},

export MYTOKEN="56eb07bf-21f6-40b7-af0b-5c6cacfb25e7"

O|X| SSOE AIE3HA| Y= R APIE ALE3t= WRat RAMS LHE Q¥ & AFE2E 4= MYTOREN UELICH

1

SSO(Single Sign-On)7t 2 M3atE 22 APIO|A 20H2L|CH

SSO(Single Sign-On)7t gMstel 22 J2|= 22| APl = HIHE 22| APIGM 230H238t7| |8 L& 2| API
QK Maisl{of EL|Ct. Active DirectoryS SSO ID 2 2XAIE AI26t= AL CHS X|&l0| M ElL|Ct

I.

.9
EQ

off 3t

L QS AQ xXlo| cHel 2 10} H|0|X|0f|A] 208K StorageGRID APIOA 20}2% 4= Q&L|Ct =
StorageGRIDO||A] &3t StorageGRID H|0{2{ EZ0| 23t o 2T0+2(SLO)E EE|AHY £+ USLICH

1. MEE 270} X2 MAM3SI2{H "cookie "sso=true"E SLO API0|| MEtstL|Ct,

curl -k -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--cookie "sso=true" \

| python -m json.tool

2702 URLO| gtshElL|C,

"apiVersion": "3.0",

"data":
"https://adfs.example.com/adfs/ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%3
D",

"responseTime": "2018-11-20T22:20:30.839z2",

"status": "success"

18



2. 270} URLE MERLICE

export LOGOUT REQUEST

='https://adfs.example.com/adfs/ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%
3D'

3. 2302 URLO| M2 2 SLOE E2|7{st1 StorageGRIDZ CHA| 2|C|i MEL|C},

curl --include "SLOGOUT REQUEST"

302 SEO| HretEIL|CE 2|C[HM 9fX|= API M8 20t20l= M EE[X| E&LICH

- 1O (=]

HTTP/1.1 302 Found

Location: https://$STORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwWV0o7ss%...%23rsa-sha256

Set-Cookie: MSISSignoutProtocol=U2FtbA==; expires=Tue, 20 Nov 2018
22:35:03 GMT; path=/adfs; HttpOnly; Secure

4. StorageGRID bearer tokens A& ST}

StorageGRID H|0{2] EES AH|SH= A2 SSOE AM2SIXA| b= At ST A O = ZHEBELI|C. 'cookie
"sso=true"7} MIZE|X| O™ ALEXt= SSO AEfof| BFS FX| 9411 StorageGRIDO|A 202 ELICE

curl -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize™ \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--include

*204 No Content AFEXIZl ¥ ZIO0IRE[USES LIEHHE SEQULICE.
HTTP/1.1 204 No Content

Single Sign-On0| &43tEl 22 APIE AH2SIM|R(Entra ID)

otok &hAO| 7FX| 11 QCFH"SSO(Single Sign-On) 74 5l 2t M3 SSO 32XHE Entra IDE
Ar8ot= 22 F 79| o[d| A3ZEE AE5H0] Grid Management API EE= Tenant
A O
EN

A4 id
Management API0]| R 2%t 215 EE2 ¥2 & USLICH
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Entra ID & 27010| 2 M3tEl 2 APIO| Sign in.
0| X|&l2 SSO ID 3ZXtZ Entra IDE AE38t= 200 HEEL|CE
Al=rst7] o
* StorageGRID AFEXF 1F0] £t H|H2{[0]d AF2Xte| SSO MAF MY F4et A2 E A AGLICH

* HIHE 22| APIOf| HM|ASHH HIHE AE IDE 210 A0{OF L|Cf.

o

ro
oM

F1oil

aii
EZS doBE LIS od| 23BEE AL ST = ASLIC

:I:

* “storagegrid-ssoauth-azure.py Python A3

22
* “storagegrid-ssoauth-azure.js'Node.js 23 ZE

T A3RE E—'.:— StorageGRID AX| It C|AME2[0f| }FLICH(. /rpms RHELS| B2, . /debs Ubuntu =
Deblan°| A2 . /vsphere VMware2| 42).

Entra IDE At25I0 XM API E22 24 stH™ Ef%% HZSHM|R. storagegrid-ssoauth-azure.py
ASRIE, Python - ~3YEE StorageGRID 0ff HE £ 7er 2ES YLICHHXN SAMLRequestS 7421,

LI&0l= 215 EE2 7IM2= A). 8 Node js ¢3 S &S0 Entra ID2F 4= 2310 SSO &Y=
FAefL|CE

o
Im
i

SSO U2 LT API LHEEZ ALESH0 Aae £~ QX2 O 7| St= A2 ZHHSHK] S LICE Puppeteer Node.js

252 Entra ID SSO 2IE{H|O|AE A3 W= O AFSELICH
URL 2124 X7t /= B2 L2 I 7t HEAIE = JELICH Unsupported SAML version
THA|

1. Ct3 ot Zo] 2Rt Z448 MKt

= =
a. Node.jsE MX|gHL|CHELE "hitps://nodejs.org/en/download/").

b. 223t Node.js 2= (puppeteer X jsdom)S AX|gtL|Ct.
npm install -g <module>
2. Python 23 ZEE Python QIE{Z2|HE MESH ATZES HESiL|Ct
J2{™ Python A3 ZEJ} i Node.js AIZEE SE50] Entra ID SSO 4= %8S +AgtL|Ct.

3. DEIEJ HAISH CHS QI40f CH3t 3tS elotALE Oiol Ha5 Abgsto MEFLICE
° Entra IDO| 21918H= O] AF2E|= SSO O|H|Y =4
° StorageGRID2| F=AQIL|C}
° HIHE 22| APIO]| WM ASHE = 2L HHE A/™ IDYL|C}

4. HIAX|I7F HAIE|H HRHS S 12450, 28 A| Entra IDO]| TSt MFA SQ12 HMSE EHIS SHM|K.

20


https://nodejs.org/en/download/

s\ aTUre ssodpy  storageprid-srvrs-ssoauth. py sso-pmail-address ut-l.'l"i?'n:.' comain. com
) = -=tenant ~account-id- &
Enter the user's 55
CEEEAREITREARTIARE D IEEIEREIEEEEEAREEEEREEEREERAEEEREERRERERAREERERRREEEREEN

Watch: for-and approve-a 2F4 avthorization- request

tesssssEmsEmann
10-84T21: 30 yZ', "status’: "success’, ‘apiVersion’:

d2555700" |

(D 0| A3 E = MFAZ Microsoft AuthenticatorE AF25t0] &=l Z1OZ JPEBILICt CHE SEHQ
MFAZ K|St 2 AT EE £H|{0F & £ USLICHO: EIAE HIA|X[0f] 218 = 1),

StorageGRID 915 E22 Z2{0] HIZELICH O[H SSO7} AREIX| S 2L APIS AFR3Hs Wilat SARSH|
[} Qi E22 A8 4

SSO(Single Sign-On)7t &4 3tEl 22 API ALE(PingFederate)

okoF CHAIO| 7}K| 1 %{Efﬁ"SSO(Single Sign-On) 74 2l 2H435}" PingFederateE SSO
SSXE Ar2St= 2 Grid Management API EE= Tenant Management API0| R &%t 215
EZS 7| 2lsh LH API 28 S E3lfslof %*'—l'if.

SSO(Single Sign-On)7t ZMstEl 2L APIO| 230IgtL|C}
0| X|&2 PingFederateE SSO ID 32AtE A2t 22 MEEL|Ct
AZESE2| Fof|

* StorageGRID AEAL 2F0f| £ HEH2|0| M ALE XS] SSO AFEXL 0|52 = E &1 AUSLICE

* HIE 22| APIOf| HM|ASHEH HIHE AE IDE 210 A0{OF L|C}

« J0t3 storagegrid ssoauth.py StorageGRID MKl o ClAE2[o| L= Python 232 E(. /rpms
RHELS| 82, . /debs Ubuntu &= Debian| A% . /vsphere VMware2| E2).

curl QM9 IE= 0

Ug L2 2| +ote 22 Tel AIZHo| T 4+ YALICL THS 2871 BAE 4 Y&LICHA valid
SubjectConfirmation was not found on this Response.

(D) ciflcunl HIB2E O MBI YBE B 4 YT S BN SaLith

URL 2I2E EX7t U= B2 CHE F 7 EAE = JELICH Unsupported SAML version.

=
° “storagegrid-ssoauth.py Python AR E S AI2EL|Ct 2CHA| 2 0| SEHL|Ct,

° curl 2 ALEEL|C} 3THA |2 O] SEtL|CY.

21
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n= | >
o |U

ZEE AME6l2H storagegrid-ssoauth.py 23 B EE Python QIE{Z2|E0| MEStD ATEEE
SHL|C},

=

—_

LEIZEJL EAEH LHS Ql==0f CHet 242 =Lt

o

o

o

SSO &t "pingfederate”(PINGFEDERATE, Pingfederate 5)2| B E H3E S 248 4 &L|Ct
SSO AtEXt 0| SL|Ct

StorageGRID7Z| Ax| &l =0[QIRIL|Ct. 0] ZE = PingFederate0l AF2E|X| &&LICEH Bl ZHo 2 EAHLL

A= 22 LHe = ASLICL
StorageGRID2| FAQIL|C}

HIEE 22 APIO]| HAM|A5tE = 2 HIHE AE IDYLIC

python3 storagegrid-ssoauth.py
sso_method: pingfederate
saml_user: my-sso-username
saml_domain:

sg_address: storagegrid.example.com

tenant_account_id: 12345

Enter the user's SAML password:
T T T T T e s T T T e

s T E T T T2
StorageGRID Auth Token: 56eb87bf-21f6-48b7-afob-5c6cactb25e7

StorageGRID 215 EZ2 £30i| MSELICt. O|H| SSO7Zt AIZE|X| §b= ZR APIE Ar235t= YWt RASH|
A
T

CHE R0 E2S A8Y

3. curl REE AFE3IE{H O BAE HEHA L,

22

a.

b.

Za0lof Rt HayE MARILIC.

export SAMLUSER='my-sso-username'

export SAMLPASSWORD='my-password'

export TENANTACCOUNTID='12345"

export STORAGEGRID ADDRESS='storagegrid.example.com'

@ 2| #2| APIO]| M| A 02 2 "TENANTACCOUNTID AFRELICE,

MEEI 015 URLE £AI5t2{™ of| POST A2 2AllSt D /api/v3/authorize-saml SEHOIA 7}
JSON 2IZY S HAgfL|Ct,

Ol KXol A= TENANTACCOUNTIDO| CHot A|HEl 215 URLO| CHet POST @S E0 EL|CH Zit=
python-m json.tool0] HE =0 JSON A E S HAHELICE



curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \

-H "accept: application/json™ -H "Content-Type: application/json"
\

--data "{\"accountId\": \"STENANTACCOUNTID\"}" |

python -m
Jjson.tool

of ofd|e] SEOl= URLE 22T &

g | X|
&Lt
{
"apiVersion": "3.0",
"data": "https://my-pf-baseurl/idp/SSO.saml2?...",
"responseTime": "2018-11-06T16:30:23.3552",
"status": "success"

c. & FHOIM AIEE + A=E SHOUIM £ saMLRequest MY RLILH.

export SAMLREQUEST="https://my-pf-baseurl/idp/SSO.saml2?..."

d. g 7|5 WL ST o2 ELCt

RESPONSE=S$ (curl -c - "SSAMLREQUEST")

echo "SRESPONSE" | grep

'"input type="hidden" name="pf.adapterId"
id="pf.adapterId"'

e. 'pf.adapterld' Zt2 LHELH D S-S of| 2EL|C,

export ADAPTER='myAdapter'

echo "SRESPONSE" | grep 'base'
f href ZtS LHELHI(ZH SaiAl/ M7H) SES o2 RLCHL

export BASEURL='https://my-pf-baseurl’

23



echo "SRESPONSE" | grep 'form method="POST"'
g 'ZX|" gk LHELHI:

export SSOPING='/idp/.../resumeSAML20/idp/SSO.ping’
h. Xtz St & 27| 27

curl -b <(echo "SRESPONSE") -X POST "S$BASEURLSSSOPING" \
--data "pf.username=$SAMLUSER&pf.pass=

SSAMLPASSWORD&pf .ok=clickedé&pf.cancel=&pf.adapterId=SADAPTER"
--include

I AT ZE0M E MAEELICH sSAMLResponse.
export SAMLResponse='PHNhbWxwO1lJ1lc3BvbnN. ..lscDpSZXNwb25z2T4="

O] saMLResponse StorageGRID/api/saml-response 282 BHS0{ StorageGRID

curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \
-H "accept: application/json" \
--data-urlencode "SAMLResponse=S$SSAMLResponse" \
--data-urlencode "RelayState=$TENANTACCOUNTID" \
| python -m json.tool

SHol= 15 EZ0| ZetEL|C).

"apiVersion": "3.0",

"data": "56eb07bf-21f6-40b7-af0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",
"status": "success"

a. 3H0 ¢IZ EZE E "MYTOKEN X &gfL|C.
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export MYTOKEN="56eb07bf-21f6-40b7-af0b-5c6cacfb25e7"

O|X| SSOE AIE3HA| Y= B APIE ALE0t= ARat RAMS HE Q| E AFEE 4= MYTOREN JUSLICH

SSO(Single Sign-On)7t E43tEl A< APIO|A 20H2efL|Ct

SSO(Single Sign-On)7} &AI3tEl ZQ 2| 22| AP = HIHE 22| AP|01|A1 J0H2sH7| o L2 API
QXS Mdisfof gtL|Ct. 0] X|&2 PingFederateE SSO ID 23X AtEst=s 22 HEELIC

Of ZhHofl CHaH

Ut 42 X 9| ttd 21012 H|0|X[0f| A 20125104 StorageGRID APIO|M 210t2 .
StorageGRIDO||A| R& 3t StorageGRID H|0{2]{ EZ0| L%t tHY 2012(SLO)E E2[AHY = JUSLI|CH

ru&+
ale
0
o>
£
ul
I
rr

Il

1. MHE 23012 X2 MM5I2{H "cookie "sso=true"S SLO API0| HEEtL|CE.

curl -k -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json"™ \

-H "Authorization: Bearer SMYTOKEN" \

--cookie "sso=true" \

| python -m json.tool

20t URLO| gFetEL|CE

"apiVersion": "3.0",

"data": "https://my-ping-
url/idp/SLO.saml2?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%3D",

"responseTime": "2021-10-12T22:20:30.8392",

"status": "success"

2. 210t2 URLE K& gLCt.

export LOGOUT REQUEST='https://my-ping-
url/idp/SLO.saml2?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%$3D"

3. 21012 URLO| X & HU SLOE E2|7{3t1 StorageGRIDE CHA| 2|C|2MEL|CE.

curl --include "SLOGOUT REQUEST"
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L 1O

302 SEO| Br2tEIL|CE 2|C[2M 9fX|= API M & 20t20l= XM EE[X| E&LICH

HTTP/1.1 302 Found

Location: https://$STORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwV0o7ss%...%23rsa-sha256

Set-Cookie: PF=QoKs...SgCC; Path=/; Secure; HttpOnly; SameSite=None

4. StorageGRID bearer tokens AHH|$HC}.

StorageGRID H|0{2{ EZ 2 AH[sH= A2 SSOE AHESHX| at._ dut St BHA O = ZHEBELICE 'cookie
"sso=true"7} M= X| $2™ ALEXH= SSO AEfof| B2 FX| ¢ StorageGRIDOHH 20t ELCE

curl -X DELETE "https://$SSTORAGEGRID ADDRESS/api/v3/authorize™ \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--include

'204 No Content AMEXIZ} ¥ ZI0IRE|JSS LIEHHE SEHYULICE.

HTTP/1.1 204 No Content

APIS AHESIHO] 7|53 HIZdetefL|Ct

JO2|= 22| APIE AHZ5H0] StorageGRID A|AHIS| £ 7|58 T38| H|2hdatet 5
UGLICH 7|s0| HIZ Qo= o 7| st AHE NS 82 £ A= A= otR = 2T
& SlsLC.

ol =telof chsH

H|ZMoHEl 7|5 A|ARS AHBBIE StorageGRID AlAHI9| £8 7|50] °HA1|Aorx| RO & YSLICE RE
ALE R} I * RE MA|A * ABH0| Qli= B2|Xt 20 £ AR T JI52 AL & YES St U
dle 7|52 vz st HelLict

0| 7|50] O{EH| RBHX| OlehstAH LS ALtz|2E Dafel HAAIL.

_Company AL E|'E A|HS M45t01 StorageGRID AlABI2| AE2|X| 82k ACHeH= MH|A BFYLICH

S|AFAE YAHAS| K| 2otS E25H7| /3l AFO| 2 E = Xpo| X0 HEHE AFo| HMAT = Q=S
otefa gho. _

_SlAFAE J2|E 22| APIOM 7|5 HIZ-dst A|A-S ALESH O] SRS E4E & ASLICL O
HEHE FE 2fs HE * 7|52 2AT0| H|ZGot 2= MUl 3L API 25) RIMA" =E *f%xf E
HetE 7t O F0l| £ AHEXHE ER5t0] ZE|Xt ALERITLEIHE AH|IF 2| RE AEX0f Tt 2
RS L

|= 22| Xtoi| A *

£
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1. Grid Management API0]| Cii$t Swagger 2AM0f| BHABILICEH S "Grid Management APIS AF2EHL|CH
"KERSHAMAL.

= O
3. EUIE 2E 4 HZ 59| 7152 TSI T C13 T 20| APIZ 2

MO
fjo
HL
1
r
n

{ "grid": {"changeTenantRootPassword": true} }

Q0| A=E|HEHHE RE &5 HE 7|50| H|ZGotELICh HHE RE o5 tHE * 22| 0| I o]
AFEX} QIETO| AC| HA|ZX| 2O HIHES RE Ao E HASIE 1 A|=dt= 2= API 230| "403 AHE #et
HS"2 SH HoHEfLct.

HIZ Mot I|XE CrA| Zdateti|ct
71280 & O2|E 22| APIE AESHY] HIZM3LE 7|SS CHA| 4ate & JUELICH iUt H[ZMSHE T 7t CHA|
StMSHE|X| =2 St2{H * activateFeatures * 7|'s XHH|S H|ZASHe 4 A&LCH

activateFeatures * 7|52 CiA| &Mate 4~ ¢l
(D ciE=Erise o gasis £ 9t Jls0|
X2 20l 22|sH{oF BhL|ct.
CHA|
1. Grid Management API0f| CH$t Swagger 2 A10f] HA| ABHL|CE.
2. 7|5 H|gy3t 2 S ASLICEH

3. IE 7|SE CHA Zyatsta{H CH2at 20| APIZ 228 EHMAIR.

— =
{ "grid": null }

O @HO| A=E|HHHE RE s HE 7|58 Eget ZE 7|S0| ChA| 2-G=ELICE OIX| AFE X}
QUEHO| 20 * HHE FE &t tHE * 22| HBH0| HAE|H, ALEXIOAH * FE HMA* E=*HEHE RFE &2
HE * | Heto] A= ER H HESHH L A 5h= 2= API E0| 3Lt

_r
Im
10
4
Im

[¢]
ot
i

O GO A= _ALL_DEACTED H|A{7t EHSSHEILICH H]Zhaotel Al RX|=|0fof 3= ot
7150] HIZH3HEl A2, PUT @0 YAIXIQZ XIHsof BLICL IS Sof EHIE 2E ot #

7|5 CHA| 2431311 StorageAdmin 22| S A< blZAafsta{® Chg PUT 88
2UHAIR.

{ "grid": {"storageAdmin": true} }
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