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aws s3apil --endpoint-url https://10.96.101.17:10443
--no-verify-ssl create-bucket --bucket testbucket
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"Location": "/testbucket"
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aws s3api --endpoint-url https://10.96.101.17:10443 --no-verify-ssl
put-object --bucket testbucket --key s3.pdf --body C:\s3-
test\upload\s3.pdf
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aws s3api --endpoint-url https://10.96.101.17:10443 --no-verify-ssl
list-objects —--bucket testbucket
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aws s3apil --endpoint-url https://10.96.101.17:10443 --no-verify-ssl
delete-object --bucket testbucket --key s3.pdf

aws s3api --endpoint-url https://10.96.101.17:10443 --no-verify-ssl
delete-bucket --bucket testbucket
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PUT /bucket?object-lock HTTP/1.1

Accept-Encoding: identity

Content-Length: 308

Host: host

Content-MD5: request header

User-Agent: s3sign/1.0.0 requests/2.24.0 python/3.8.2
X-Amz-Date: date

X-Amz-Content-SHA256: authorization-string
Authorization: authorization-string

<ObjectLockConfiguration>
<ObjectLockEnabled>Enabled</ObjectLockEnabled>
<Rule>
<DefaultRetention>
<Mode>COMPLIANCE</Mode>
<Years>6</Years>
</DefaultRetention>
</Rule>
</ObjectLockConfiguration>
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GET /bucket?object-lock HTTP/1.1

Host: host

Accept-Encoding: identity

User-Agent: aws-cli/1.18.106 Python/3.8.2 Linux/4.4.0-18362-Microsoft
botocore/1.17.29

x—amz-date: date

x—amz-content-sha256: authorization-string

Authorization: authorization-string

SE

HTTP/1.1 200 OK

x—amz-id-2:

1VmcB70XXJRKRHIFiVgl151/T24gRfpwpuZrEG11Bb9ImOMARAe 980xSpX1knabAOLTVBYJpSIX
k=

x—amz-request-id: B34E94CACB2CEF6D

Date: Fri, 04 Sep 2020 22:47:09 GMT

Transfer-Encoding: chunked

Server: AmazonS3

<?xml version="1.0" encoding="UTF-8"7?>
<ObjectLockConfiguration xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<ObjectLockEnabled>Enabled</ObjectLockEnabled>
<Rule>
<DefaultRetention>
<Mode>COMPLIANCE</Mode>
<Years>6</Years>
</DefaultRetention>
</Rule>
</ObjectLockConfiguration>
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* SQL Al9| *|cf Z0|= 256KBRILICY
e ol e Ao Y= DE HFEQ| A 210|= 1MiBIL|LCY.

CsV el 7z o

POST /{Key+}?select&select-type=2 HTTP/1.1
Host: Bucket.s3.abc-company.com
x—amz-expected-bucket-owner: ExpectedBucketOwner
<?xml version="1.0" encoding="UTF-8"?>
<SelectObjectContentRequest xmlns="http://s3.amazonaws.com/doc/2006-03-
01/">
<Expression>string</Expression>
<ExpressionType>string</ExpressionType>
<RequestProgress>
<Enabled>boolean</Enabled>
</RequestProgress>
<InputSerialization>
<CompressionType>GZIP</CompressionType>
<CSV>
<AllowQuotedRecordDelimiter>boolean</AllowQuotedRecordDelimiter>
<Comments>#</Comments>
<FieldDelimiter>\t</FieldDelimiter>
<FileHeaderInfo>USE</FileHeaderInfo>
<QuoteCharacter>"'</QuoteCharacter>
<QuoteEscapeCharacter>\\</QuoteEscapeCharacter>
<RecordDelimiter>\n</RecordDelimiter>
</Csv>
</InputSerialization>
<QOutputSerialization>
<CSV>
<FieldDelimiter>string</FieldDelimiter>
<QuoteCharacter>string</QuoteCharacter>
<QuoteEscapeCharacter>string</QuoteEscapeCharacter>
<QuoteFields>string</QuoteFields>
<RecordDelimiter>string</RecordDelimiter>
</CSV>
</OutputSerialization>
<ScanRange>
<End>long</End>
<Start>long</Start>
</ScanRange>
</SelectObjectContentRequest>
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POST /{Key+}?select&select-type=2 HTTP/1.1
Host: Bucket.s3.abc-company.com
x—amz-expected-bucket-owner: ExpectedBucketOwner
<?xml version="1.0" encoding="UTF-8"?>
<SelectObjectContentRequest xmlns=http://s3.amazonaws.com/doc/2006-03-01/>
<Expression>string</Expression>
<ExpressionType>string</ExpressionType>
<RequestProgress>
<Enabled>boolean</Enabled>
</RequestProgress>
<InputSerialization>
<CompressionType>GZIP</CompressionType>
<PARQUET>
</PARQUET>
</InputSerialization>
<QutputSerialization>
<Csv>
<FieldDelimiter>string</FieldDelimiter>
<QuoteCharacter>string</QuoteCharacter>
<QuoteEscapeCharacter>string</QuoteEscapeCharacter>
<QuoteFields>string</QuoteFields>
<RecordDelimiter>string</RecordDelimiter>
</CSV>
</OutputSerialization>
<ScanRange>
<End>long</End>
<Start>long</Start>
</ScanRange>
</SelectObjectContentRequest>

sQL #4229 of

O #2|= Al/= O[F, 20108 2171, 2015 &} @1+, Ol= QI3 Z=AF HIO|E{S] HE HIES 7HM LTt SEH7t O
ool Y ZEE= FAIELCH

SELECT STNAME, CENSUS2010POP, POPESTIMATE2015, CAST((POPESTIMATE2015 -
CENSUS2010POP) AS DECIMAL) / CENSUS2010POP * 100.0 FROM S30Object WHERE
NAME = STNAME

Fe|g ool 8 ¥ £2 sUB-EST2020 ALL.csv LSt ZH&LICH
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SUMLEV, STATE, COUNTY,, PLACE, COUSUB, CONCIT, PRIMGEO FLAG, FUNCSTAT, NAME , STNAME,
CENSUS2010POP,

ESTIMATESBASE2010, POPESTIMATE2010, POPESTIMATEZ2011, POPESTIMATE2012, POPESTIM
ATE2013, POPESTIMATE2014,

POPESTIMATE2015, POPESTIMATE2016, POPESTIMATE2017, POPESTIMATE2018, POPESTIMAT
E2019, POPESTIMATE042020,

POPESTIMATE2020

040,01,000,00000,00000,00000,0,A,Alabama,Alabama, 4779736,4780118,4785514, 4
799642,4816632,4831586,
4843737,4854803,4866824,4877989,4891628,4907965,4920706,4921532
162,01,000,00124,00000,00000,0,A, Abbeville
city,Alabama,2688,2705,2699,2694,2645,2629,2610,2602,
2587,2578,2565,2555,2555, 2553

162,01,000,00460,00000,00000,0,A,Adamsville

city,Alabama, 4522,4487,4481,4474,4453,4430,4399,4371,
4335,4304,4285,4254,4224,4211

162,01,000,00484,00000,00000,0,A,Addison

town,Alabama, 758,754,751,750,745,744,742,734,734,728,

725,723,719, 717

AWS-CLI ALE 0f[(CSV)

aws s3api select-object-content --endpoint-url https://10.224.7.44:10443
—--no-verify-ssl --bucket 619c0755-9e38-42e0-a614-05064£f74126d --key SUB-
EST2020 ALL.csv --expression-type SQL --input-serialization '{"CSV":

{"FileHeaderInfo": "USE", "Comments": "#", "QuoteEscapeCharacter": "\"",
"RecordDelimiter": "\n", "FieldDelimiter": ",", "QuoteCharacter": "\"",
"AllowQuotedRecordDelimiter": false}, "CompressionType": "NONE"}' --output
-serialization '{"CSV": {"QuoteFields": "ASNEEDED",
"QuoteEscapeCharacter": "#", "RecordDelimiter": "\n", "FieldDelimiter":
",", "QuoteCharacter": "\""}}' --expression "SELECT STNAME, CENSUS2010POP,

POPESTIMATE2015, CAST ((POPESTIMATE2015 - CENSUS2010POP) AS DECIMAL) /
CENSUS2010POP * 100.0 FROM S30Object WHERE NAME = STNAME" changes.csv

£3 Mo S R &2 changes.csv LS} Z&LICH

Alabama,4779736,4854803,1.5705260708959658022953568983726297854
Alaska,710231,738430,3.9703983633493891424057806544631253775
Arizona, 6392017,6832810,6.8959922978928247531256565807005832431
Arkansas, 2915918,2979732,2.1884703204959810255295244928012378949
California, 37253956,38904296,4.4299724839960620557988526104449148971
Colorado,5029196,5454328,8.4532796097030221132761578590295546246



AWS-CLI AHE Of[(Parquet)

aws s3api select-object-content -endpoint-url https://10.224.7.44:10443
--bucket 619c0755-9e38-42e0-a614-05064£f74126d --key SUB-

EST2020 ALL.parquet --expression "SELECT STNAME, CENSUS2010POP,
POPESTIMATE2015, CAST ((POPESTIMATE2015 - CENSUS2010POP) AS DECIMAL) /
CENSUS2010POP * 100.0 FROM S30bject WHERE NAME = STNAME" --expression-type
'SQL' --input-serialization '{"Parquet":{}}' --output-serialization
'{"Csv": {}}' changes.csv

=3 IOl S H £2 changes.csveE CHSt ZH&LICH

Alabama, 4779736,4854803,1.5705260708959658022953568983726297854
Alaska,710231,738430,3.9703983633493891424057806544631253775
Arizona, 6392017,6832810,6.8959922978928247531256565807005832431
Arkansas, 2915918,2979732,2.1884703204959810255295244928012378949
California, 37253956,38904296,4.4299724839960620557988526104449148971
Colorado,5029196,5454328,8.4532796097030221132761578590295546246
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PUT /bucket?x-ntap-sg-lastaccesstime=enabled HTTP/1.1
Date: date

Authorization: authorization string

Host: host

Of ofiFIofl M= {2l 2| DFX|2f M| A A|ZHS H|E-S ot RfL|Ct.

PUT /bucket?x-ntap-sg-lastaccesstime=disabled HTTP/1.1
Date: date

Authorization: authorization string

Host: host

HZI OEIHO|E] & TS AMELICH

Delete Bucket MIEICI|O|E] 2 & 719 RES ALESIH 719 XMLS AH[SH0] 7HE B Zl0] et
M S MH|AS gt & '%'—IEF

O] ZAS 2tz 62 ™ Ko CHt S3:DeleteBucketMetadataNotification #eH0| AAHLE AIH 2 E {0} EfL|Ct.
23 o
O| ofx[ofl M= HZlof| ot M S8t MH|AS H|2Hd3st= WHE 2o L

DELETE /testl?x-ntap-sg-metadata-notification HTTP/1.1

Date: date

Authorization: authorization string
Host: host

Bucket H|EIC[O|E &l 718 72|

Get Bucket HIEIHIO|E| 212 714 @S ALSsI i bi2lol ciiet 24 S3t2 AySts o
A3t 4 QLI

AEE= 74 XMLE dAE
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0| XA =62 H S3:GetBuckMetadataNotification & $H0| U7HLE A|™ R E0{of ghL|C}.
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O] @82 0|F0| ¢! Hloj chet HIEtH|O|E 2 FH S bucket HATILICE
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GET /bucket?x-ntap-sg-metadata-notification HTTP/1.1

Date: date

Authorization: authorization string

Host: host
oct
od
SE 2=20= B0 cHot HEIH[O[E 7l 70| ZetE LIt HIEIHO[E &3 ES AHZSt
Qo A== LAS BEY £ JASLICL F, AL E |2 s IHH| HIEHH|O|E{7t TS
olaL|Ct
PV =]

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>
<Destination>
<Urn>arn:aws:es: region:account-
ID :domain/ mydomain/myindex/mytype </Urn>
</Destination>
</Rule>
<Rule>
<ID>Rule-2</ID>

</Rule>

</MetadataNotificationConfiguration>
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urn A HEtCOIE{ 7t M &&= T2l urnLICH CHS o
£M4 & 712l StorageGRID 27 2| URNO|0{0F SL|LC}

* es M| HX| 2A0{0F BHL|CEH

" URN2 HEIH|O|E 7t KZ == elH A S HAOR

ZLH0F domain-name/myindex/mytype 2 L|Ct.
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* arn:aws:es: region:account-
ID :domain/mydomain/myindex/mytype

*urn:mysite:es:::mydomain/myindex/myty
pe

T8 XMLE HMEot7| Hof| E-E 1-J8H0F BT,
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HTTP/1.1 200 OK

Date: Thu, 20 Jul 2017 18:24:05 GMT
Connection: KEEP-ALIVE

Server: StorageGRID/11.0.0
x—amz-request-id: 3832973499
Content-Length: 264

Content-Type: application/xml

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix>2017</Prefix>
<Destination>
<Urn>arn:aws:es:us—-east-
1:3333333:domain/records/current/2017</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

Put Bucket H|EIC|[O|H 2l A

Put Bucket HIEICIO|E] 22 741 E2 AHSSIE JHE 20| Ch2t 24 S8t Hu|AS
ghystet & QALICH 98 220 MBots HEK0|E 22 T4 XML ThA H4 ol
lEHGIO| {7 R E| = JHHIS XIFBHLICE,

0| ZtA S 2= stz H HZ10]| st S3:PutBucketMetadataNotification EeH0| JAAHLE A R E {0 EtL|Ct.

24 2=20l= HEIHO0IE ZE 40| Zetk|ooF gL|Ch 2 HIEIH|O|E &E F-d0il= Stit 0| 42| #%|0]
z 2 A2 HEEl= LEHES StorageGR|D7f QEHE HEH|0|E{E ELof Sti= CHatS XI-RLIC).

A O|EC HFOE 7|ZE22 7HAIE EEHZY £ JASLICL oE S0, WFAL U= 7HH|2] HEHH|O|E £ ot
Hao= HIjD, HFAIE U= 7HME /videos CHE CHACE HY & /images U}UELICH

SEEE HFEAML A Y2 RR6HK ol HEE o HRELICL oS S0, @RAE A= ZAH[0f chet st
A HEAE A= AHof CHet & Il FA0| test2 ZEE FH2 test SIEE[X| ¥ELICH

CH&2 StorageGRID 272l URNS AFE3H0]| X[Fdlof etL|Ct. MIEIH[O|E] 27 Fdo] HMEE i EF 0| EXHoHof
SfL|CE =X 40™ QMO| 2 400 Bad Request HINELICEH 2F HA|X|= LSt Z&LICH Unable to
save the metadata notification (search) policy. The specified endpoint URN does
not exist: URN.
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<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>
<Destination>
<Urn>arn:aws:es:region:account-
ID:domain/mydomain/myindex/mytype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Rule-2</ID>

</Rule>
</MetadataNotificationConfiguration>
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ID:domain/mydomain/myindex/mytype
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:mydomain/myindex/myty
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PUT /testl?x-ntap-sg-metadata-notification HTTP/1.1
Date: date

Authorization: authorization string

Host: host

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn>urn:sgws:es:::sgws-notifications/testl/all</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

Of |0l M= HFArRE LX|SH= 0|2 JHA| HEIH|O|E| 7t /images o CHE Q2 HEE| D, HEAIRL LX|SH= THAIS|
JHA| HIEIH[O|E{7} /videos & HMW CHA Q2 MESELICE

PUT /graphics?x-ntap-sg-metadata-notification HTTP/1.1
Date: date

Authorization: authorization string

Host: host

<MetadataNotificationConfiguration>
<Rule>
<ID>Images-rule</ID>
<Status>Enabled</Status>
<Prefix>/images</Prefix>
<Destination>
<Urn>arn:aws:es:us-east-1:3333333:domain/es-
domain/graphics/imagetype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Videos-rule</ID>
<Status>Enabled</Status>
<Prefix>/videos</Prefix>
<Destination>
<Urn>arn:aws:es:us-west-1:22222222:domain/es-
domain/graphics/videotype</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>
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JSONO| &M S Mu|20] o5l M-S = ASLICE
H200] chict AM S8 MH|AE 2-dotstH JHA| HIEHH[O|E = EiOE =7t YHI0|E
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| test MME of MME = IJSONS| o|E
HZXO| ofL|BE=Z
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"bucket": "test",
"SGWS/Tagging.txt",
"versionId": "",
"86928401983529626822",

" key" .

"accountId":
"size": 38,
"md5": "3d6c7634a85436eee06d43415012855",
"region":"us-east-1",
"metadata": {

"age": "25"
by
"tags": {

"color": "yellow"
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Get Storage Usage 2™ 2 AHH0| AtEot= £ AER|X| Lt Aot AZE 2 HZI0f| CHal
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A ST HAOM AFESH= AEE|X|S &2 FE| 0i7] HEE AFESI0 = ListBucket RPN 7HH 2 o= x-
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0| 2 S 2t=Z st ™ S3:ListAllMyBucket #$t0| ULt AH FEO{of B},

GET /?x-ntap-sg-usage HTTP/1.1
Date: date

Authorization: authorization string
Host: host
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HTTP/1.1 200 OK

Date: Sat, 29 Nov 2015 00:49:05 GMT
Connection: KEEP-ALIVE

Server: StorageGRID/10.2.0
x—amz-request-id: 727237123
Content-Length: 427

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?>

<UsageResult xmlns="http://s3.storagegrid.com/doc/2015-02-01">
<CalculationTime>2014-11-19T05:30:11.000000Z</CalculationTime>
<ObjectCount>4</0ObjectCount>

<DataBytes>12</DataBytes>

<Buckets>

<Bucket>

<Name>bucketl</Name>

<ObjectCount>2</ObjectCount>

<DataBytes>6</DataBytes>

</Bucket>

<Bucket>

<Name>bucket2</Name>

<ObjectCount>2</ObjectCount>

<DataBytes>6</DataBytes>

</Bucket>

</Buckets>

</UsageResult>
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The Compliance feature is deprecated.

Contact your StorageGRID administrator if you need to create new Compliant
buckets.
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PUT /mybucket/?x-ntap-sg-compliance HTTP/1.1
Date: date

Authorization: authorization name

Host: host

Content-Length: 152

<SGCompliance>
<RetentionPeriodMinutes>1051200</RetentionPeriodMinutes>
<LegalHold>false</LegalHold>
<AutoDelete>true</AutoDelete>
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"Principal":"*"
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"Statement": |

{

"Effect": "Allow",
"Principal": {
"AWS": [

"arn:aws:iam::27233906934684427525: federated-group/admin",
"arn:aws:iam::27233906934684427525: federated-group/finance"

]

bo

"Action": [
"s3:ListBucket",
"s3:GetObject"

1,

"Resource": [
"arn:aws:s3:::mybucket",
"arn:aws:s3:::mybucket/*"
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M MHO| ARNS AL EHL|CE
MA 20| ARN2 Principal 2 Resource 240{|A AF2EIL|C}.
* 0| LE2S A8 S3 2|AA ARNS K| ™ EHL|CL,

arn:aws:s3:::bucket-name
arn:aws:s3:::bucket-name/object key

+ 0 22 ALR2I0] ID 2|44 ARN(AFRRH 2 18)2 X|FEL|c

arn:aws:iam::account id:root
arn:aws:iam::account id:user/user name
arn:aws:iam::account id:group/group name
arn:aws:iam::account id:federated-user/user name

arn:aws:iam::account id:federated-group/group name

7|Et 2] Abek:

* BHE(Y)E ALEIER AMESHH A 7| 2toll 071 Ol &2 EAHE YXIAE =+ USLICE

* JHA| Z10f X" & Jq= 22X EXH= JSON UTF-8 = JSONW O|AH|O| I A|FHAE AFESHY 2l Al oF
Lot HUE AL 2 XI@E[X| gf&LIC

"RFC 2141 URN &"

PutBucketPolicy 240l CHst HTTP @8 EE2 charset=UTF-82 Q=T =[0{0F BfL|LC.

B0l M 2| AAS X "L}
M 20 M Resource R4E AFE5I0] AFE #ot0] HEE|HLE HRE|= HA = JHAIE XIEHE = JASLICH
* 2t M 20]l= Resource 247} HQSHL|CH MO 2| AAE QAR HA|E|7LE NotResource H2|E 24l
QAZE Resource EA|ELICE
* S3 2|&A ARNE AFESHY] 2|AAE X|FELICt o E SH L3t 25 L
"Resource": "arn:aws:s3:::mybucket/*"
© JHM| 7| LHOIl A HH HAE ALEE £ QUELICEH O|E EH O3 Z2&LCt

"Resource": "arn:aws:s3:::mybucket/home/${aws:username}/*"
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https://www.ietf.org/rfc/rfc2141.txt
https://www.ietf.org/rfc/rfc2141.txt
https://www.ietf.org/rfc/rfc2141.txt

Mol Hot =M E K™ eLCt
Principal 2245 AFE3H0] policy =0i| 2|3l 2[A A0 Ciot BMATE SHE/HEE ALEXL, I8 E= HIUE A™E
AlHSL[C}
* 3] Mo Z HxH MA0|= Principal 247t ZeHE|0{0F BIL|CE 18 MAo| MM MHS 150| EOF FH =2
A E|7| w20l Principal 247} HRSHX| F&LICE
* HM0|M FH|= "Principal" EE&= "NotPrincipal" 2 42 HA|EL|CH.

* A 7|8t ID= ID = ARNE ArE5H0] X|&sH{0F 2L|Ct.

>

"Principal”: { "AWS": "account id"}
"Principal": { "AWS": "identity arn" }

* O] olofM= AIE RE 8l A™Q DE AFEXIE Eost= HIFE AI™ ID 272339069346844275255 AHEtLICE.

"Principal”: { "AWS": "27233906934684427525" }

* AE RER XEHY = ASLICE

"Principal": { "AWS": "arn:aws:iam::27233906934684427525:root" }

* £ H|EE[0] 4 AFZ2XH("Alex")E X|FE = ASLICEL

"Principal": { "AWS": "arn:aws:iam::27233906934684427525:federated-
user/Alex" }

m

N Eg IE(H2IXMS XZE 4 ASLICEH

"Principal": { "AWS": "arn:aws:iam::27233906934684427525:federated-
group/Managers" }

© oF Hot F:HIE XYY 5 AFLICH

]

"Principal": "*"

* Dot WX|otH AFEAL O|F CHil AHEX UUIDE A8 E + AUSLICE

arn:aws:iam::27233906934684427525:user-uuid/de305d54-75b4-431b-adb2-
eb6b9%e546013
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Faksls
S3:GetEncryptionConfiguration
S3:GetBucketLastAccessTime

S3:GetBucketLocation
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"Statement": |

{

"Action": "s3:GetObject",
"Effect": "Allow",
"Resource": "arn:aws:s3:::bucketl/*"
}
]
}
H 2! FAo| of
of M Mol | AFR5}0] B{ZI0]| T3t StorageGRID A A HHS A=t |C)
HZl M2 HMo| AZE H3l0f| CHSE MM A HotS X[HELICH CHE & & StLHE S8l S3 PutBucketPolicy APIE
AL stod 2l g BTt

> aws s3api put-bucket-policy --bucket examplebucket --policy
file://policy.json

O 2E ALEXP7HHZU0] 27| G AHAS S8t
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GetObject HYUS +HY &= ASFLICL LHE ZE X2 HRELICE O YM2 A FE 2ofl= HIlH £ = A=
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"Statement": |
{
"Sid": "AllowEveryoneReadOnlyAccess",
"Effect": "Allow",
"Principal": "*",
"Action": [ "s3:GetObject", "s3:ListBucket" ],
"Resource":
["arn:aws:s3:::examplebucket"”, "arn:aws:s3:::examplebucket/*"]
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"Statement": [

{
"Effect": "Allow",

"Principal": {
"AWS": "95390887230002558202"
by

"Action": "s3:*",

"Resource": [
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

]

by

{
"Effect": "Allow",
"Principal": {

"AWS": "31181711887329436680"
by

"Action": "s3:GetObject",

"Resource": "arn:aws:s3:::examplebucket/shared/*"
by
{

"Effect": "Allow",

"Principal": {

"AWS": "31181711887329436680"

by

"Action": "s3:ListBucket",

"Resource": "arn:aws:s3:::examplebucket",

"Condition": {

"StringLike": {
"s3:prefix": "shared/*"
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"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:i :95390887230002558202: federated-
group/Marketing"
by
"Action": "s3:*",
"Resource": |
"arn:aws:s3:::examplebucket”,
"arn:aws:s3:::examplebucket/*"
]
by
{
"Effect": "Allow",
"Principal": "*",
"Action": ["s3:ListBucket","s3:GetObject"],
"Resource": [
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"
]
}
]
}
Oofl: 22t0IAETHIP HRI0H| A= B B ALSXIIF IO CHSt 917] 3 M 7| HMA S S{EeL|Ct
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"Statement": |
{
"Sid": "AllowEveryoneReadWriteAccessIfInSourcelIpRange",
"Effect": "Allow",
"Principal": "*",
"Action": [ "s3:*Object", "s3:ListBucket" ],
"Resource":
["arn:aws:s3:::examplebucket", "arn:aws:s3:::examplebucket/*"],
"Condition": {
"IpAddress": {"aws:SourcelIp": "54.240.143.0/24"},
"NotIpAddress": {"aws:SourcelIp": "54.240.143.188"}

Of: XIEE S8 AL HE2 = KIS 25| ML = JAEE S ERfLIC

O M= HIH|0|M AFE X} AlexZt HZ! B s K| o] CHEE A BN AE examplebucket S{ETLICE
"root"E EITCHE B E A8Xt= BE AYUS YAHMSZE HESLCE 2L} "root"=

PUT/GET/DeleteBucketPolicy0l| CHE #ot0| HE = X| Q& LICE,
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"Statement": |

{

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202
by
"Action": [
"s3:x"
I
"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"
]
"Effect": "Deny",
"NotPrincipal": {
"AWS": "arn:aws:iam::95390887230002558202
by
"Action": [
"s3:x"
1,
"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

0ll: PutOverwriteObject # 3t

:federated-user/Alex"

:federated-user/Alex"

0| KXl Al Deny PutOverwriteObject 2! DeleteObject 2| Zat= OFFR T JHA|Q| H|O|E, AtEXt H 2| H|EtH|O]E I

S3 7HA| El
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"Statement": |

{

"Effect": "Deny",
"Principal": "*",
"Action": [

"s3:PutOverwriteObject",
"s3:DeleteObject",
"s3:DeleteObjectVersion"

1,

"Resource": "arn:aws:s3:::wormbucket/*"
b
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202: federated-
group/SomeGroup"
b
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::wormbucket"
b
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202: federated-
group/SomeGroup"
b
"Action": "s3:*",
"Resource": "arn:aws:s3:::wormbucket/*"

—
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"Statement": |
{
"Action": "s3:*",
"Effect": "Allow",
"Resource": "arn:aws:s3:::*"
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"Statement": |

{

"Sid": "AllowGroupReadOnlyAccess",
"Effect": "Allow",
"Action": [

"s3:ListAl1MyBuckets",
"s3:ListBucket",
"s3:ListBucketVersions",
"s3:GetObject",
"s3:GetObjectTagging",
"s3:GetObjectVersion",
"s3:GetObjectVersionTagging"
1,

"Resource": "arn:aws:s3:::*"
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"Statement": |

{

"Sid": "AllowListBucketOfASpecificUserPrefix",

"Effect": "Allow",
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3::

"Condition": {
"StringLike": {

"Sid": "AllowUserSpecificActionsOnlyInTheSpecificUserPrefix",

"s3:prefix": "S${aws:username}/*"
}
}
by
{
"Effect": "Allow",
"Action": "s3:*Object",
"Resource": "arn:aws:s3::

UASLICE.

HAF Z230M HZ AP S FHUSLIC

CreateBucket
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AMH| BucketTagging
DeleteObjects £ 22!stL|Ct
GetBucketTagging

L EA

ListObjects & MEiBtL|Ct
ListObjectVersions S MEHS}L|C}
HIl 18 &

BucketTagging

PutBucketVersioningS & ZXsHA|2

:department-bucket",

:department-bucket/${aws:username}/*"
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