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S3(Simple Storage Service) APIS X|gtL|LC.
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S3 AP AMF "AWS(Amazon Web Services) &Al: Amazon Simple
Storage Service API Reference & & Z st A|L"

HTTP 1.1

HTTPOIl CHgt XtA[et LIE2 HTTP/1.1(RFC 7230-35)2
EXSIMAIL.

"IETF RFC 2616:HTTP/1.1(Hypertext Transfer
Protocol)"
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--no-verify-ssl create-bucket --bucket testbucket

HZI0| dSHOZ Y YT T o2t 20| M2 #|X| 7t HratE LT,

"Location": "/testbucket"
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PUT /bucket?object-lock HTTP/1.1

Accept-Encoding: identity

Content-Length: 308

Host: host

Content-MD5: request header

User-Agent: s3sign/1.0.0 requests/2.24.0 python/3.8.2
X-Amz-Date: date

X-Amz-Content-SHA256: authorization-string
Authorization: authorization-string

<ObjectLockConfiguration>
<ObjectLockEnabled>Enabled</ObjectLockEnabled>
<Rule>
<DefaultRetention>
<Mode>COMPLIANCE</Mode>
<Years>6</Years>
</DefaultRetention>
</Rule>
</ObjectLockConfiguration>
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GET /bucket?object-lock HTTP/1.1

Host: host

Accept-Encoding: identity

User-Agent: aws-cli/1.18.106 Python/3.8.2 Linux/4.4.0-18362-Microsoft
botocore/1.17.29

x—amz-date: date

x—amz-content-sha?256: authorization-string

Authorization: authorization-string

SHE

HTTP/1.1 200 OK

x—amz-id-2:

1VmcB70XXJRKkRHIFiVgl1l51/T24gRfpwpuZrEGL1Bb9ImOMAAe 980xSpX1knabAOLTvBYJIpSIX
k=

x—amz-request-id: B34E94CACB2CEF6D

Date: Fri, 04 Sep 2020 22:47:09 GMT

Transfer-Encoding: chunked

Server: AmazonS3

<?xml version="1.0" encoding="UTF-8"?>
<ObjectLockConfiguration xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<ObjectLockEnabled>Enabled</ObjectLockEnabled>
<Rule>
<DefaultRetention>
<Mode>COMPLIANCE</Mode>
<Years>6</Years>
</DefaultRetention>
</Rule>
</ObjectLockConfiguration>
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"Rules": [

{

"ID": "rulel",
"Filter": {
"And": |
"Prefix": "categoryl/",
"Tags": [
{
"Key": "key2",
"Value": "tag2"
}
]
}
by
"Expiration": {
"Date": "2020-08-22T00:00:002"
by
"Status": "Enabled"
by
{
"ID": "rule2",
"Filter": {

"Prefix": "category2/"
b
"Expiration": {
"Days": 100
b
"Status": "Enabled"

"ID": "rule3",

"Filter": {
"Prefix": "category3/"

by

"NoncurrentVersionExpiration":
"NoncurrentDays": 50

bo

"Status": "Enabled"
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configuration

--bucket testbucket --lifecycle-configuration file://bktjson.json
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aws s3apil --endpoint-url <StorageGRID endpoint> get-bucket-lifecycle-
configuration
--bucket testbucket
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409 Conflict, RestoreAlreadyInProgress
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* SQL Al9| *|cf Z0|= 256KBRILICY
e ol e Ao Y= DE HFEQ| A 210|= 1MiBIL|LCY.

CsV el 7z o

POST /{Key+}?select&select-type=2 HTTP/1.1
Host: Bucket.s3.abc-company.com
x—amz-expected-bucket-owner: ExpectedBucketOwner
<?xml version="1.0" encoding="UTF-8"?>
<SelectObjectContentRequest xmlns="http://s3.amazonaws.com/doc/2006-03-
01/">
<Expression>string</Expression>
<ExpressionType>string</ExpressionType>
<RequestProgress>
<Enabled>boolean</Enabled>
</RequestProgress>
<InputSerialization>
<CompressionType>GZIP</CompressionType>
<CSV>
<AllowQuotedRecordDelimiter>boolean</AllowQuotedRecordDelimiter>
<Comments>#</Comments>
<FieldDelimiter>\t</FieldDelimiter>
<FileHeaderInfo>USE</FileHeaderInfo>
<QuoteCharacter>"'</QuoteCharacter>
<QuoteEscapeCharacter>\\</QuoteEscapeCharacter>
<RecordDelimiter>\n</RecordDelimiter>
</Csv>
</InputSerialization>
<QOutputSerialization>
<CSV>
<FieldDelimiter>string</FieldDelimiter>
<QuoteCharacter>string</QuoteCharacter>
<QuoteEscapeCharacter>string</QuoteEscapeCharacter>
<QuoteFields>string</QuoteFields>
<RecordDelimiter>string</RecordDelimiter>
</CSV>
</OutputSerialization>
<ScanRange>
<End>long</End>
<Start>long</Start>
</ScanRange>
</SelectObjectContentRequest>
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POST /{Key+}?select&select-type=2 HTTP/1.1
Host: Bucket.s3.abc-company.com
x—amz-expected-bucket-owner: ExpectedBucketOwner
<?xml version="1.0" encoding="UTF-8"?>
<SelectObjectContentRequest xmlns=http://s3.amazonaws.com/doc/2006-03-01/>
<Expression>string</Expression>
<ExpressionType>string</ExpressionType>
<RequestProgress>
<Enabled>boolean</Enabled>
</RequestProgress>
<InputSerialization>
<CompressionType>GZIP</CompressionType>
<PARQUET>
</PARQUET>
</InputSerialization>
<QutputSerialization>
<Csv>
<FieldDelimiter>string</FieldDelimiter>
<QuoteCharacter>string</QuoteCharacter>
<QuoteEscapeCharacter>string</QuoteEscapeCharacter>
<QuoteFields>string</QuoteFields>
<RecordDelimiter>string</RecordDelimiter>
</CSV>
</OutputSerialization>
<ScanRange>
<End>long</End>
<Start>long</Start>
</ScanRange>
</SelectObjectContentRequest>

sQL #4229 of

O #2|= Al/= OF, 20108 2171, 2015 ofj&} @1+, O|= I3t Z=AF HIO[E{S] HE HIES I LTt SEHf7t Ot
ool Y ZEE= FAIELCH

SELECT STNAME, CENSUS2010POP, POPESTIMATE2015, CAST((POPESTIMATE2015 -
CENSUS2010POP) AS DECIMAL) / CENSUS2010POP * 100.0 FROM S30Object WHERE
NAME = STNAME

F2|g ool §8 ¥ £2 sUB-EST2020 ALL.csv LSt ZH&LICH
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SUMLEV, STATE, COUNTY,, PLACE, COUSUB, CONCIT, PRIMGEO FLAG, FUNCSTAT, NAME , STNAME,
CENSUS2010POP,

ESTIMATESBASE2010, POPESTIMATE2010, POPESTIMATEZ2011, POPESTIMATE2012, POPESTIM
ATE2013, POPESTIMATE2014,

POPESTIMATE2015, POPESTIMATE2016, POPESTIMATE2017, POPESTIMATE2018, POPESTIMAT
E2019, POPESTIMATE042020,

POPESTIMATE2020

040,01,000,00000,00000,00000,0,A,Alabama,Alabama, 4779736,4780118,4785514, 4
799642,4816632,4831586,
4843737,4854803,4866824,4877989,4891628,4907965,4920706,4921532
162,01,000,00124,00000,00000,0,A, Abbeville
city,Alabama,2688,2705,2699,2694,2645,2629,2610,2602,
2587,2578,2565,2555,2555, 2553

162,01,000,00460,00000,00000,0,A,Adamsville

city,Alabama, 4522,4487,4481,4474,4453,4430,4399,4371,
4335,4304,4285,4254,4224,4211

162,01,000,00484,00000,00000,0,A,Addison

town,Alabama, 758,754,751,750,745,744,742,734,734,728,

725,723,719, 717

AWS-CLI ALE 0f[(CSV)
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aws s3api select-object-content --endpoint-url https://10.224.7.44:10443
—--no-verify-ssl --bucket 619c0755-9e38-42e0-a614-05064£f74126d --key SUB-
EST2020 ALL.csv --expression-type SQL --input-serialization '{"CSV":

{"FileHeaderInfo": "USE", "Comments": "#", "QuoteEscapeCharacter": "\"",
"RecordDelimiter": "\n", "FieldDelimiter": ",", "QuoteCharacter": "\"",
"AllowQuotedRecordDelimiter": false}, "CompressionType": "NONE"}' --output
-serialization '{"CSV": {"QuoteFields": "ASNEEDED",
"QuoteEscapeCharacter": "#", "RecordDelimiter": "\n", "FieldDelimiter":
",", "QuoteCharacter": "\""}}' --expression "SELECT STNAME, CENSUS2010POP,

POPESTIMATE2015, CAST ((POPESTIMATE2015 - CENSUS2010POP) AS DECIMAL) /
CENSUS2010POP * 100.0 FROM S30Object WHERE NAME = STNAME" changes.csv

H MU S R &2 changes.csv LS Z&LICE

Alabama,4779736,4854803,1.5705260708959658022953568983726297854
Alaska,710231,738430,3.9703983633493891424057806544631253775
Arizona, 6392017,6832810,6.8959922978928247531256565807005832431
Arkansas, 2915918,2979732,2.1884703204959810255295244928012378949
California, 37253956,38904296,4.4299724839960620557988526104449148971
Colorado,5029196,5454328,8.4532796097030221132761578590295546246



AWS-CLI AHE Of[(Parquet)

aws s3api select-object-content -endpoint-url https://10.224.7.44:10443
--bucket 619c0755-9e38-42e0-a614-05064£f74126d --key SUB-

EST2020 ALL.parquet --expression "SELECT STNAME, CENSUS2010POP,
POPESTIMATE2015, CAST ((POPESTIMATE2015 - CENSUS2010POP) AS DECIMAL) /
CENSUS2010POP * 100.0 FROM S30bject WHERE NAME = STNAME" --expression-type
'SQL' --input-serialization '{"Parquet":{}}' --output-serialization
'{"Csv": {}}' changes.csv

=3 IOl §S H £ changes.csve CHSt ZH&LICH

Alabama, 4779736,4854803,1.5705260708959658022953568983726297854
Alaska,710231,738430,3.9703983633493891424057806544631253775
Arizona, 6392017,6832810,6.8959922978928247531256565807005832431
Arkansas, 2915918,2979732,2.1884703204959810255295244928012378949
California, 37253956,38904296,4.4299724839960620557988526104449148971
Colorado,5029196,5454328,8.4532796097030221132761578590295546246
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* x—amz-website-redirect-location

‘x-amz-website-redirect-location d|EH7t &

HH e

HE|DIE Q2= HZC AR 2|AE H2C IIE HZC.

Ao 2 M EILICE CompleteMultipartUpload Xt 0| =31 !
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ListMultipartUploads =2 HZl0f| CHsl &Il Sl Cf

XEElE 2F 7] Ha= o3 ZaL0

* encoding-type

* key-marker

* max-uploads

* prefix

* upload-id-marker
* Host

* Date

* Authorization

=T

® 22l

—
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®* Content-MD5
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x-amz-server-side-encryption-customer-algorithm: AES256 X|™&EL|CT.
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* x-amz-server-side-encryption-customer-key-MD5: CreateMultipartUpload 80| X538t 241t
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CreateMultipartUpload 28 &0 SHA-256 X3S X| &2t 22 2 UploadPart 20| CtE 2 3|5 & Zetsl{of
SHL|C}

* x-amz-checksum-sha256: 0| £E0f Lt SHA-256 K3 H S |- SL|CT.
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* x—amz-trailer
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* x—amz-copy-source-if-match
* x—amz-copy-source-if-none-match
* x—amz-copy-source-if-unmodified-since

x—amz-copy-source-if-modified-since
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* x—amz-server-side-encryption-customer-key: CreateMultipartUpload S M0\ XSSt 241t St
2zt 7|1 X|™LHLICL

* x-amz-server-side-encryption-customer-key-MD5: CreateMultipartUpload 80| X538t 241t
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0| el 2t=8t2{™M S3:GetBucketConsistency H$H0| UALL AH FE0{OF EHL|Ct.

GET /bucket?x-ntap-sg-consistency HTTP/1.1
Date: date

Authorization: authorization string

Host: host
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AL LUQ3 A0 ALY AI2(0]: HQ| YX| b= 21 ZH0] ZEHEl
H2lo| AR = ZXHSHX| b= 719] ¢f|= £= GET 29| A2). S3
FabricPool HHZl2 X| & | X| et&L|CY.

SE o

HTTP/1.1 200 OK

Date: Fri, 18 Sep 2020 01:02:18 GMT
Connection: CLOSE

Server: StorageGRID/11.5.0
x—amz-request-id: 12345
Content-Length: 127

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?>

<Consistency xmlns="http://s3.storagegrid.com/doc/2015-02-01/">read-after-

new-write</Consistency>

Put Bucket Consistency 82 AFE5IH HZI0| A ~HEl ZHof| HE
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USLILCE.
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PUT /bucket?x-ntap-sg-consistency=strong-global HTTP/1.1
Date: date

Authorization: authorization string
Host: host

H32l 2[5 ML AlZH 7 L7

[HZ! Z[F HMHA AlZE 7H<=|97|(Get Bucket Last Access Tlme) 2K %
CHal OFX| 2 AMA AZH AO|0| ET} 2ot AL} HI -t RA=X] 20

0| Xt b= 6t2{™H S3:GetBucketLastAccessTime H$H0| UL AH FE{0f EHL|Ct.

GET /bucket?x-ntap-sg-lastaccesstime HTTP/1.1
Date: date

Authorization: authorization string

Host: host
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HTTP/1.1 200 OK

Date: Sat, 29 Nov 2015 01:02:18 GMT
Connection: CLOSE

Server: StorageGRID/10.3.0
x—amz-request-id: 12345
Content-Length: 127

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?>
<LastAccessTime xmlns="http://s3.storagegrid.com/doc/2015-02-01/">enabled
</LastAccessTime>

-
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Put Bucket Last Access Time 282 AFESHH JHE H3I0| CH OFX| 2 M| A AZE
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StorageGRID H{T 10.3%E &= 2= Af 2100 CHol OFX|2f M| A A|ZHof| CHet YH[0|ET} 7| 2X 2
H| 24 SHEILICE. O KT 9| StorageGRIDE AFE3t0] BHE HZI0| 1 A 7|2 SEF LK|A[7|2{H

@ OfT12| 2t H{Zlof| CHal OFX|2h HA[A A[ZH HCO[EE BAIH 2 2 HIZ-dsteloF BfLICt Put Bucket
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* GetObject, GetObjectAcl, GetObjectTagging % HeadObject 28 2 O1X|2 HM|A A|ZHS RIT[O0| ESHX|
SASLICH ILM(BE =F F7| 2t2]) BIIE Is ZH|7F ch7[ 2ol F=7t=[X] t&LICt.

* H|EtH|O|E{ 2t RIC||0| ESH= CopyObject & PutObjectTagging R = OHX|2f MM A A|ZHS HH|O|EEILICE ILM
HILE ol QEHMETL CH7| B0l F=TFEIL|CE

© A HZI0)| CHel OFX|2f SHM|A A[ZHO| CHEE ACIO|EE MEY 8l & CopyObject R%ﬁol AA HII9|
OFX|9} MM A A|ZHS OO ESHK| AELICH SALE 2H|= A HZI0 IZH ILM ItE QI8 CH7[E0ol| F7H=[X]
QIEL|Ct d2{L} CHAS| AR CopyObject M2 &4 OFX|8} HAA A|ZHS & HIOIE?:.“—IEF. ILM IS 2|8l
FHA|e| SAFRO| CHY| ol Z=7HElL|CE.
* CompleteMultipartUpload 20| OFX[2F HM|A AZHS HO|O|ESL|CE 2t=F ZHA|7} ILM HILE 2[5l
CH7|Zofl F=7HElL(Ct,
o|E QESIHIAIR
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PUT /bucket?x-ntap-sg-lastaccesstime=enabled HTTP/1.1
Date: date

Authorization: authorization string

Host: host

Of ofFIofl M= {2l 2| DFX|2f MM A A|ZHS H|E-S ot RfLCt.

PUT /bucket?x-ntap-sg-lastaccesstime=disabled HTTP/1.1
Date: date

Authorization: authorization string

Host: host

HZI OEIH[O|E] 28 TS ATMELICH

Delete Bucket MIEICIO|E] 2 & 719 RES ALESIH 718 XMLS AfH[SH0] 7HE B Zl0] et
M S MH|AS gt & '%'—IEF

O A S 2tz 62 ™H Ko CHt S3:DeleteBucketMetadataNotification #eH0| JLHLE AIH 2 E {0} EfL|LCt.
23 o
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DELETE /testl?x-ntap-sg-metadata-notification HTTP/1.1

Date: date

Authorization: authorization string
Host: host

Bucket H|EIC[O|E 23l 718 72|

Get Bucket HIEIHIO|E| 212 T4 @S ALSsI i bi2lol ciet 24 S3t2 AySts o
A3t 4 QLI

AEEl= 74 XMLE dAE

.I.

0| XA etz 62 H S3:GetBuckMetadataNotification & $H0| U7HLE AH|H R E0{of ghL|C}.
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GET /bucket?x-ntap-sg-metadata-notification HTTP/1.1
Date: date

Authorization: authorization string

Host: host

orct
od

SE 2=20l= H20] cHet HEIH[O|E 2] 4do] ZerEIL|CH HEIH|O|E ST S AHEsHH H3lo| HM 5S¢
Qo A HE= LAS AT 5 JASLICH F, QA E JHH(<L ST JHH| HIEHH|O|E7t & E = 2T E golg
SIAL|CH

M-

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>
<Destination>
<Urn>arn:aws:es: region:account-
ID :domain/ mydomain/myindex/mytype </Urn>
</Destination>
</Rule>
<Rule>
<ID>Rule-2</ID>

</Rule>

</MetadataNotificationConfiguration>
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gLt
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MetadataNotificationConfi H|EtH|O|E{ ZZI9| JHA| & CHAS X|™HSt= O] AF2E= o
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HTTP/1.1 200 OK

Date: Thu, 20 Jul 2017 18:24:05 GMT
Connection: KEEP-ALIVE

Server: StorageGRID/11.0.0
x—amz-request-id: 3832973499
Content-Length: 264

Content-Type: application/xml

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix>2017</Prefix>
<Destination>
<Urn>arn:aws:es:us—-east-
1:3333333:domain/records/current/2017</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

Put Bucket H|EIC|[O|H 2l M

Put Bucket HIEICIO|E] 22 741 N2 AHSSIE JHE 0| Ch2t 24 S8t Hu|AS
ghystet & ALICH 98 220 MBots HER0|E 22 T4 XML ThA H4 ol
lEHGIO| {7t R E| = JHHIS XIFBHLICE,

0| ZtA 2 2= stz H H310]| st S3:PutBucketMetadataNotification EeH0| JAAHLE A|IH R E {0 BtL|Ct.

Q¥ 220 HELEI0IE 22l PA0| EE(0{of FLICH 2 HEHH|O|E] 22| PAE StLt olAel 7ol
z 2

A Ol B2 HFOUE 7|ZE22 7HMIE EEHZY £ ASLICL oE S0, YFAZ U= 7HH|2| HEHH|O|E £ ot
Hao= HID, HFAIE U= 7HM=E /videos CHE CHACE HY & /images U}UELICH

SEEE HEAML A Y2 RR6HK ol HEE o HRELICL oS S0, @RAE A= ZAH[0f chet st
A HEAE A= 2H|off Cet & HIl FA0| test2 ZEE FE2 test SIEE[X| ¥ELICH

CH&2 StorageGRID 272l URNS AFE3H0] X[l of etL|Ct. HIEIH[O|E] 27 Fdo] =& i EF 0| EXHoHof
SfL|CE X 40™ QMO| 2 400 Bad Request HINELICEH 2F HA|X|= CtSof Z&LICH Unable to
save the metadata notification (search) policy. The specified endpoint URN does
not exist: URN.
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<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>
<Destination>
<Urn>arn:aws:es:region:account-
ID:domain/mydomain/myindex/mytype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Rule-2</ID>

</Rule>
</MetadataNotificationConfiguration>
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PUT /testl?x-ntap-sg-metadata-notification HTTP/1.1
Date: date

Authorization: authorization string

Host: host

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn>urn:sgws:es:::sgws-notifications/testl/all</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

Of ool M= HFALRE LX|SH= 0|2 JHA| HEIH|O|E| 7t /images o CHE Q2 MEE| D, HEAIRL LX|SH= THAIS|
JHA| HIEIH[O|E{7} /videos & HM L& Q2 MESELICE

PUT /graphics?x-ntap-sg-metadata-notification HTTP/1.1
Date: date

Authorization: authorization string

Host: host

<MetadataNotificationConfiguration>
<Rule>
<ID>Images-rule</ID>
<Status>Enabled</Status>
<Prefix>/images</Prefix>
<Destination>
<Urn>arn:aws:es:us-east-1:3333333:domain/es-
domain/graphics/imagetype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Videos-rule</ID>
<Status>Enabled</Status>
<Prefix>/videos</Prefix>
<Destination>
<Urn>arn:aws:es:us-west-1:22222222:domain/es-
domain/graphics/videotype</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>
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"bucket": "test",
"SGWS/Tagging.txt",
"versionId": "",
"86928401983529626822",

" key" .

"accountId":
"size": 38,
"md5": "3d6c7634a85436eee06d43415012855",
"region":"us-east-1",
"metadata": {

"age": "25"
by
"tags": {

"color": "yellow"
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GET /?x-ntap-sg-usage HTTP/1.1
Date: date

Authorization: authorization string
Host: host
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HTTP/1.1 200 OK

Date: Sat, 29 Nov 2015 00:49:05 GMT
Connection: KEEP-ALIVE

Server: StorageGRID/10.2.0
x—amz-request-id: 727237123
Content-Length: 427

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?>

<UsageResult xmlns="http://s3.storagegrid.com/doc/2015-02-01">
<CalculationTime>2014-11-19T05:30:11.000000Z</CalculationTime>
<ObjectCount>4</0ObjectCount>

<DataBytes>12</DataBytes>

<Buckets>

<Bucket>

<Name>bucketl</Name>

<ObjectCount>2</ObjectCount>

<DataBytes>6</DataBytes>

</Bucket>

<Bucket>

<Name>bucket2</Name>

<ObjectCount>2</ObjectCount>

<DataBytes>6</DataBytes>

</Bucket>

</Buckets>

</UsageResult>
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The Compliance feature is deprecated.

Contact your StorageGRID administrator if you need to create new Compliant
buckets.
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GET /mybucket/?x-ntap-sg-compliance HTTP/1.1
Date: date

Authorization: authorization string

Host: host
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PUT /mybucket/?x-ntap-sg-compliance HTTP/1.1
Date: date

Authorization: authorization name

Host: host

Content-Length: 152

<SGCompliance>
<RetentionPeriodMinutes>1051200</RetentionPeriodMinutes>
<LegalHold>false</LegalHold>
<AutoDelete>true</AutoDelete>

</SGCompliance>
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I 2 S3:GetObject , S3:PutObject & S3:DeleteObject 2 22 AF2 HTHS LX|A[ZILIC
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]
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"Principal": { "AWS": "arn:aws:iam::27233906934684427525:federated-
group/Managers" }
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S3:PutEncryptionConfiguration

S3:PutBucketLastAccessTime

S3:PutBucketMetadataNotification

S3: PutBucketNotification

S3:PutBucketObjectLockConfiguration

S3: PutBucketPolicy

S3 REST API &¢
kS

 ListBucket

- AEE|X| A2ZS JIHEL T} 7tHR7].

>

I.

EE|J
i

oz O
0 12t |l
=
i)

o2 =

=

* ListObjects & MEHRIL|Ct
* H2|HA

* RestoreObject & MEHBL|C}

* ListMultipartUploads £ &tZ8HAA|QR
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S3: PutLifecycleConfiguration * DeleteBucketLifecycle + =
LRSI
* PutBucketLifecycleConfiguration=
LRSI R
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Condition: {
condition type: {

condition key: condition values

Ct2 oMo A IPAddress =712 SOURCEIP = 7| Ar2gtL|C}.

"Condition": {
"IpAddress": {
"aws:SourceIp": "54.240.143.0/24"
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HZ HM2 FHMo| AZE H2lof Chet MM Hots X|FEL L LS & § StLE 3l S3 PutBucketPolicy APIS
A8 B2l FMS YRt

* ChS HBS ALZ3He AWS CLIGHZ"HZ! ZHel"):

> aws s3api put-bucket-policy --bucket examplebucket --policy
file://policy.json

0| of|H|0f| M= anonymousE H|ZR8t ZE AFEXE7L H
GetObject Xt S alig £ U =

s19] QUHES LiEstn H3lo) RS Qe HE f
&Lt o2 0
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aii
| M2 AE RE Qofl= H3lo 2 = A=

"Statement": |

{

"Sid": "AllowEveryoneReadOnlyAccess",
"Effect": "Allow",
"Principal": "*",
"Action": [ "s3:GetObject", "s3:ListBucket" ],
"Resource":
["arn:aws:s3:::examplebucket", "arn:aws:s3:::examplebucket/*"]

Of: ot AIFO| B = ALEXI7t 23| HMAY = UXE 5831 CHE AZ e ZE AFEAE M2 87| WEL=
QNAE 2 &L}

Ol OfIdlofl M= XI™E of A-Le BE ALEXIZL HZl0f| CHet MM HMAE 5 ESHK| 2 CHE X ™ E
AEXH= KIS LGSt REHME J| HEALZ A|ESH= H312| Zi|0f| CHH GetObject ’3?:1% salich 20t
shared/ U&LICE.
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"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "95390887230002558202"
by

"Action": "s3:*",

"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

]

by

{
"Effect": "Allow",
"Principal": {

"AWS": "31181711887329436680"
by

"Action": "s3:GetObject",

"Resource": "arn:aws:s3:::examplebucket/shared/*"
b
{

"Effect": "Allow",

"Principal": {

"AWS": "31181711887329436680"
by

"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::examplebucket",
"Condition": {

"StringLike": {
"s3:prefix": "shared/*"

ofl: 2= AMEAtZEH2I0f| Chst 217] T E AM[A S X[HE OAF0| oS TA| HMA 5E

O| Ol X[0f[ A= anonymousE Egtot B = AFEX7H HZIL| B E QENME| CHsH HZIZS LIZSH] GetObject S
SRHE & AKX T XFE AFe D50 &3 ALEXIE Marketing MA| HNAE S| FILICEH
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"Statement": [

{

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202:federated-
group/Marketing"
by
"Action": "s3:*",
"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"
]
by
{
"Effect": "Allow",
"Principal": "*",
"Action": ["s3:ListBucket","s3:GetObject"],
"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"
]
}
]
}
of: 22t0IHETHIP HRI0| A= B B= AFSXIF 10| Chet 917] 3 M| HMA S S{EeLCt

O] diMoliM = QEO| XI™HE IP H2I(54.240.143.0 ~ 54.240.143.255, 54.240.143.188 H|2|)0{| A LAlist AL

=
anonymousE Xt B = ALRIO| H2IZ LTG5 HZIo| BE QEME O QLENE MgS 3 ~ JASLICL

CHE ZE HYU0| ARE|D IP He|E 8ot ZE Q¥0| ARELIC.
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"Statement": |
{
"Sid": "AllowEveryoneReadWriteAccessIfInSourcelIpRange",
"Effect": "Allow",
"Principal": "*",
"Action": [ "s3:*Object", "s3:ListBucket" ],
"Resource":
["arn:aws:s3:::examplebucket", "arn:aws:s3:::examplebucket/*"],
"Condition": {
"IpAddress": {"aws:SourcelIp": "54.240.143.0/24"},
"NotIpAddress": {"aws:SourcelIp": "54.240.143.188"}

Of: XIEE S8 AL HE2 = IS 25| HhA T = JAEE S ERfLIC

O M= HIH|0|M AFE X} Alex7Zt HHZ! B s K| of] CHEE A BN AE examplebucket S{ETLICE.
"root"E EITCHE B E A8Xt= BZE AYUS YA ZE HESL|CE 2L} "root"=

PUT/GET/DeleteBucketPolicy0l| CHt #ot0| HE = X| Q& LICE,
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"Statement": |

{

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202
by
"Action": [
"s3:x"
I
"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"
]
"Effect": "Deny",
"NotPrincipal": {
"AWS": "arn:aws:iam::95390887230002558202
by
"Action": [
"s3:x"
1,
"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

0ll: PutOverwriteObject # 3t

:federated-user/Alex"

:federated-user/Alex"
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"Statement": |

{

"Effect": "Deny",
"Principal": "*",
"Action": [

"s3:PutOverwriteObject",
"s3:DeleteObject",
"s3:DeleteObjectVersion"

1,

"Resource": "arn:aws:s3:::wormbucket/*"
b
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202: federated-
group/SomeGroup"
b
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::wormbucket"
b
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202: federated-
group/SomeGroup"
b
"Action": "s3:*",
"Resource": "arn:aws:s3:::wormbucket/*"

—
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"Statement": |
{
"Action": "s3:*",
"Effect": "Allow",
"Resource": "arn:aws:s3:::*"
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"Statement": |

{

"Sid": "AllowGroupReadOnlyAccess",
"Effect": "Allow",
"Action": [

"s3:ListAl1MyBuckets",
"s3:ListBucket",
"s3:ListBucketVersions",
"s3:GetObject",
"s3:GetObjectTagging",
"s3:GetObjectVersion",
"s3:GetObjectVersionTagging"
1,

"Resource": "arn:aws:s3:::*"
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"Statement": |

{

"Sid": "AllowListBucketOfASpecificUserPrefix",

"Effect": "Allow",
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3::

"Condition": {
"StringLike": {

"Sid": "AllowUserSpecificActionsOnlyInTheSpecificUserPrefix",

"s3:prefix": "S${aws:username}/*"
}
}
by
{
"Effect": "Allow",
"Action": "s3:*Object",
"Resource": "arn:aws:s3::

UASLICE.

HAF 230 M HZ AP S FHUSLIC

CreateBucket

AH| B2

AMH| BucketTagging
DeleteObjects £ 22!stL|C}
GetBucketTagging

L EA

ListObjects & ME{BtL|Ct
ListObjectVersions S MEHS}L|C}
HIl 18 &

BucketTagging

PutBucketVersioningS & ZXsHIA|2

:department-bucket",

:department-bucket/${aws:username}/*"

131



ZEAF 20N =

[ |

* CompleteMultipartUploadS Z£2l%tL|C}

* CopyObject &

* DeleteObject
* GetObject 2

* HeadObject

=
E
A

=2 =3
=
XX

HZSHHAIL

AMEH '6'H_| [_|-

=

* PutObject & MEfBfL|Ct

° RestoreObject =

EH
£ MEfgfL|ct

* A £ HEfRL|CE

* UploadPart(ILM T+%!0| Balanced EE= Strict 22 A3st= 2

* UploadPartCopy(ILM 7#%!0| Balanced EE= Strict X2 A3}

* AR 23 IR0 KA AR

132

EJt AL HIAXIE 7| = -

EJt 2

AL HAIXIE SHELICH

=gl 28| ZrejelL|ct

1

rr

oX


https://docs.netapp.com/ko-kr/storagegrid/audit/accessing-audit-log-file.html
https://docs.netapp.com/ko-kr/storagegrid/audit/accessing-audit-log-file.html
https://docs.netapp.com/ko-kr/storagegrid/audit/accessing-audit-log-file.html
https://docs.netapp.com/ko-kr/storagegrid/audit/accessing-audit-log-file.html
https://docs.netapp.com/ko-kr/storagegrid/audit/accessing-audit-log-file.html
https://docs.netapp.com/ko-kr/storagegrid/audit/accessing-audit-log-file.html
https://docs.netapp.com/ko-kr/storagegrid/audit/accessing-audit-log-file.html
https://docs.netapp.com/ko-kr/storagegrid/audit/accessing-audit-log-file.html
https://docs.netapp.com/ko-kr/storagegrid/audit/accessing-audit-log-file.html
https://docs.netapp.com/ko-kr/storagegrid/audit/client-write-audit-messages.html
https://docs.netapp.com/ko-kr/storagegrid/audit/client-write-audit-messages.html
https://docs.netapp.com/ko-kr/storagegrid/audit/client-write-audit-messages.html
https://docs.netapp.com/ko-kr/storagegrid/audit/client-write-audit-messages.html
https://docs.netapp.com/ko-kr/storagegrid/audit/client-write-audit-messages.html
https://docs.netapp.com/ko-kr/storagegrid/audit/client-write-audit-messages.html
https://docs.netapp.com/ko-kr/storagegrid/audit/client-write-audit-messages.html
https://docs.netapp.com/ko-kr/storagegrid/audit/client-write-audit-messages.html
https://docs.netapp.com/ko-kr/storagegrid/audit/client-write-audit-messages.html
https://docs.netapp.com/ko-kr/storagegrid/audit/client-read-audit-messages.html
https://docs.netapp.com/ko-kr/storagegrid/audit/client-read-audit-messages.html
https://docs.netapp.com/ko-kr/storagegrid/audit/client-read-audit-messages.html
https://docs.netapp.com/ko-kr/storagegrid/audit/client-read-audit-messages.html
https://docs.netapp.com/ko-kr/storagegrid/audit/client-read-audit-messages.html
https://docs.netapp.com/ko-kr/storagegrid/audit/client-read-audit-messages.html
https://docs.netapp.com/ko-kr/storagegrid/audit/client-read-audit-messages.html
https://docs.netapp.com/ko-kr/storagegrid/audit/client-read-audit-messages.html
https://docs.netapp.com/ko-kr/storagegrid/audit/client-read-audit-messages.html

4=

M e

Copyright © 2025 NetApp, Inc. All Rights Reserved. O|=30|A Q12 E 2 EA2| oot HEE HEH ARXL
A MH 521 ¢lo|= of et HAO|Lt EHFAL =2, =% EE= MX AM A|AH0| Y& SH= AS HIZet 22T,

AN = 7|AN o2 SXE o~ glEL Ch

NetAppO| MZH#E S 7HE Xt=0f| A= 2ZELY|0{0f|i= of2HQ] 20| M AL nX|Ateto] X ZEL|C}.

=5, Ho|E &4, 0] &4, Y St Ze5t0](010f FTHEX| §4F), Of ALE 0O ML= QIol| LMd}=

I
2= A o 71 A8, QU Lof, UM Ao, ZHA AdHo] Lo hotod 1 2 0|9, ME, Ao}
O, {243t Mol S Bel(hAl i JX| %2 FL)2t 2210] Ofm{Et MUT X|X| oD, 0fet 22 Ao
24y 7Hs 0| SX|EIUCH S 2FE ORI R LIc

NetApp2 & A0 2EE HFS ANEX| o2 glo] HEY AHE|E EFELICE NetApp2 NetApp2| HA|E{ Q!
MH So|E 2 ZRE HMeste & 2M0i 2 E HFS A5 2dst= ofet ZH|0l| = MRS X|X| t5LICt.
= HZQ A = F0i2 B2 NetAppOfiA= Ot ESH, S HH = 7|6 XA T LHHO0| HEE|= 2o AT
HSotX| gdELItt.

= B0 2YE MF2 oLt ol g2l 0= 59, ol 9] L= £ ¢l 5512 2 UL

Mgtd M| EAl: HE0| o5t AF2, EX| = S7H0ll= DFARS 252.227-7013(2014'F 28) 8! FAR 52.227-
19(2007'4 12&)2| 7|= HIO|E-H| &4 HA S=0i et #2|(Rights in Technical Data -Noncommercial ltems)
o 5t =g (b)(3)oll dHE HMgtAtEto| MEEL|CE.

of7|off & E MO = AU ME W/EE A4YUE AH|A(FAR 2.1010] H2|)ofl sH=HSHH NetApp, Inc.2l 5&
RHAtQIL|CE & A2k 2l HS &= 25 NetApp 7|2 CIO|E X ZEE AZEY s 2XEMOZ MAHE0|H 710l
HI 2002 JNUE|FELICEH O0|= M2 = HI0|E 7t M3E 0= Alefat 2t&sto] sHEh Al2kS XSt o2t HI0|E ol
CHot M MAIXMOE HISHHO0|I e 4 oM THAHR0| E7t56HH F& S7Hst 2to| A E HgtMo=
ZHELICE of7]0f] IS E BRE M5t NetApp, Inc.2| AP MH S0 ¢l0|= O] HIO|HE AME, 37H, M4t +=H,
28 e FA|E & QI&LICE 0|2 2UHR0)| Cist M5 20| MlA = DFARS £ 252.227-7015(b)(2014E 2€)0]|
HA|El Ao 2 F|SHEIL|CH

AE H-

NETAPP, NETAPP 211 5! http://www.netapp.com/TM0| L}ZEl Ot3= NetApp, Inc.2| HEL|CtH 7|EF S|AF S

HE OIE2 oiE 27X EHY = ASLIC.

133


http://www.netapp.com/TM

	S3 REST API 사용 : StorageGRID
	목차
	S3 REST API 사용
	S3 REST API 지원 버전 및 업데이트
	지원되는 버전
	S3 REST API 지원 업데이트

	빠른 참조: 지원되는 S3 API 요청
	공통 URI 쿼리 매개 변수 및 요청 헤더
	"AbortMultipartUpload 를 클릭합니다"
	"CompleteMultipartUpload를 클릭합니다"
	"CopyObject 를 선택합니다"
	"CreateBucket"
	"CreateMultptUpload 를 클릭합니다"
	"삭제 버킷"
	"DeleteBucketCors"
	"DeleteBucketEncryption"
	"DeleteBucketLifecycle"
	"DeleteBuckketPolicy를 참조하십시오"
	"DeleteBuckReplication 을 참조하십시오"
	"삭제 BucketTagging"
	"DeleteObject 를 클릭합니다"
	"DeleteObjects 를 클릭합니다"
	"DeleteObjectTagging 을 선택합니다"
	"GetBuckketAcl"
	"GetBuckketCors 를 참조하십시오"
	"GetBuckketEncryption을 참조하십시오"
	"GetBuckLifecycleConfiguration 을 참조하십시오"
	"GetBucketLocation 을 참조하십시오"
	"GetBuckNotificationConfiguration 을 참조하십시오"
	"GetBuckketPolicy를 참조하십시오"
	"GetBucketReplication 을 참조하십시오"
	"GetBucketTagging"
	"GetBuckketVersioning 을 참조하십시오"
	"GetObject 를 참조하십시오"
	"GetObjectAcl"
	"GetObjectLegalHold 를 참조하십시오"
	"GetObjectLockConfiguration 을 참조하십시오"
	"GetObjectRetention을 참조하십시오"
	"GetObjectTagging"
	"머리버킷"
	"HeadObject 를 선택합니다"
	"ListBucket"
	"ListMultipartUploads 를 참조하십시오"
	"ListObjects 를 선택합니다"
	"ListObjectsV2 를 참조하십시오"
	"ListObjectVersions 를 선택합니다"
	"목록 파트"
	"BuckketCors의"
	"PutBucketEncryption을 참조하십시오"
	"PutBucketLifecycleConfiguration을 참조하십시오"
	"PutBucketNotificationConfiguration을 참조하십시오"
	"BucketPolicy를 참조하십시오"
	"PutBucketReplication을 참조하십시오"
	"BucketTagging"
	"PutBucketVersioning을 참조하십시오"
	"PutObject 를 선택합니다"
	"PutObjectLegalHold를 선택합니다"
	"PutObjectLockConfiguration 을 참조하십시오"
	"PutObjectRetention"
	"PutObjectTagging"
	"RestoreObject 를 선택합니다"
	"SelectObjectContent 를 선택합니다"
	"업로드 파트"
	"업로드파트 복사"

	S3 REST API 구성을 테스트합니다
	StorageGRID에서 S3 REST API를 구현하는 방법
	클라이언트 요청 충돌
	일관성 값
	오브젝트 버전 관리
	S3 REST API를 사용하여 S3 오브젝트 잠금을 구성합니다
	S3 라이프사이클 구성을 생성합니다
	S3 REST API 구현을 위한 권장사항

	Amazon S3 REST API 지원
	S3 REST API 구현 세부 정보
	요청을 인증합니다
	서비스에 대한 작업
	버킷 작업
	객체에 대한 작업
	멀티파트 업로드 작업
	오류 응답

	StorageGRID 사용자 정의 작업
	StorageGRID 사용자 정의 작업
	버킷 일관성 확보
	버킷 일관성을 유지합니다
	버킷 최종 액세스 시간 가져오기
	버킷 최종 접근 시간
	버킷 메타데이터 알림 구성을 삭제합니다
	Bucket 메타데이터 알림 구성 가져오기
	Put Bucket 메타데이터 알림 구성
	스토리지 사용 요청 가져오기
	레거시 규정 준수를 위한 더 이상 사용되지 않는 버킷 요청

	버킷 및 그룹 액세스 정책
	버킷 및 그룹 액세스 정책을 사용합니다
	버킷 정책의 예
	그룹 정책의 예

	감사 로그에서 S3 작업을 추적했습니다
	감사 로그에서 버킷 작업을 추적했습니다
	감사 로그에서 추적된 객체 작업입니다



