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Single Sign-on

SSOstatus @ (@ Disabled

You can enable single sign-on (S50) if you want an external identity provider (IdP) to authorize all user access to StorageGRID. To start,
enable identity federation and confirm that at least one federated user has Root Access permission to the Grid Manager and to the Tenant
Manager for any existing tenant accounts. Next, select Sandbox Mode to configure, save, and then test your SSO settings. After verifying

the connections, select Enabled and click Save to start using 550.
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Sandbox mode

Sandbox mode is currently enabled. Use this mode to configure relying party trusts and to confirm that single sign-on (SS0) and
single logout (SLO) are correctly configured for the StorageGRID system.

1. Use Active Directory Federation Semices (AD FS) to create relying party trusts for StorageGRID. Create one trust for each
Admin Mode, using the relying party identifier(s) shown below.

Q_ Go to your identity provider's sign-on page: https:ﬁad201En.saml.sgwsfadfs!lsfidpinitiatedsignon_htnD

3. From this page, sign in to each StorageGRID relying party trust. If the SSO operation is successful, StorageGRID displays
a page with a success message. Otherwise, an error message is displayed.

When you have confirmed S50 for each of the relying party trusts and you are ready to enforce the use of S50 for StorageGRID,
change the SS0 Status to Enabled, and click Save.
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+" 5ingle sign-on authentication and logout test completed successfully.

° SSO 20| MmistH @F H|A|X[7} LIEFEL|CE 2/ E s &5t RX9 27|12 AH|St = CHA|
A ZSHAA 2.
5. O] tHA|E vt=Este Oe2|=9f 2t 2| =0 Cist SSO HAS =elgtL|Ct.

=

AzureE X|&gfLICt

14



o

1. Azure ZE 9| Single Sign-On H|0|X|Z 0|5 &tL|Ct
2.0 88 ZEOWHAE

£ MEigLCt
3. S AEXtel 1t ZES UHTLICE
° §SO 219l 8l 210t %Yol 43otH

43 HAIXIZ LIEFELICY,

© SSO Hel0| Anfet 22
AESHAIL.

4. 0| £7|g w2

+" Single sign-on authentication and logout test completed successfully

HIAIX[Z} LEEFELICEH 2RI E off

2ot HeleX 9 7|5 ANt = CHA|
S gh=Esto] J2|=9| 2t 22| =0 tigt SSO HAS EHelgtLct
PingFederate(PingFederate)
THA|
1.

StorageGRID T AFQI2 H|O|X|0fl A Sandbox 2= HAIX|2] & tHuf &
3 E oF Holl St MEdsto] HIAERLICE

MEASHL|CY,
Sandbox mode

Sandbox mode is currently enabled. Use this mode to configure service provider (SP) connections and to confirm that single sign-on (S50) and
single logout (SLO) are correctly configured for the StorageGRID system

identifier(s) shown below

2. Test SS0 and SLO by selecting the link for each Admin Node
e https./f

1. Use Ping Federate to create SP connections for StorageGRID. Create one SP connection for each Admin Node, using the relying party
e https/f

fidp/startSS0 ping?PartnerSpld=5G-0C1-ADM1-106-69

fidp/startS50 ping?PartnerSpld=5G-0C2-ADM1-106-73
3. StorageGRID displays a success or error message for each test

Enabled, and select Save

2. E3t A

When you have confirmed S50 for each SP connection and you are ready to enforce the use of S50 for StorageGRID, change the 550 Status to
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