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SubjectConfirmation was not found on this Response.
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python3 storagegrid-ssoauth.py
sso_method: adfs

saml_user: my-sso-username
saml_domain: my-domain

sg_address: storagegrid.example.com
tenant_account_id: 12345

Enter the user's SAML password:
e e e s

e e e
StorageGRID Auth Token: 56eb®7bf-21f6-40b7-afob-5c6cacfb25e7
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export SAMLUSER='my-sso-username'

export SAMLPASSWORD='my-password'

export SAMLDOMAIN='my-domain'

export TENANTACCOUNTID='12345"

export STORAGEGRID ADDRESS='storagegrid.example.com'
export AD FS ADDRESS='adfs.example.com'

@ Q2| pa| APIO| M ASHE{T 02 2 “TENANTACCOUNTID AFSEH|C}.

b. MHE 215 URLE #2A5H2H of| POST @F S YdstD /api/v3/authorize-saml SEOUA F7}
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O Of|M|of| M= off CHa M=l Q1= URLOH CHSt POST 282 20 TENANTACCOUNTID SLICtH ZA3t= of
MYE[0] python -m json.tool JSON QIFE S HMAHEtL|Ct,

curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \

-H "accept: application/json" -H "Content-Type: application/json"

--data "{\"accountId\": \"STENANTACCOUNTID\"}" | python -m
json.tool
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"apiVersion": "3.0",

"data":
"https://adfs.example.com/adfs/1ls/?SAMLRequest=fZHLbsIWEEVS$2FJTuv7. ..
s31%2BfQ33cviwA%3D&RelayState=12345",

"responseTime": "2018-11-06T16:30:23.3552",

"status": "success"
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export SAMLREQUEST='fZHLbsIWEEV$2FJTuv7/...sS1%2BfQ33cvifwA%3D"'

- AD FSO|A 22I0|HE ¥ ID7} ZetEl K| URLS 7FM SLICt
of 7tX| 42 0| S URLE ALE3t0 210l &AlZ 2= AYLIC)
curl "https://$AD FS ADDRESS/adfs/ls/?SAMLRequest=

SSAMLREQUEST&RelayState=$TENANTACCOUNTID" | grep 'form method="post"
id="loginForm"'

SEO
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rr

<form method="post" id="loginForm" autocomplete="off"
novalidate="novalidate" onKeyPress="if (event && event.keyCode == 13)
Login.submitLoginRequest () ;" action="/adfs/1ls/?
SAMLRequest=fZHRToMwFIZfhb...UJikvo77sXPw%3D%3D&RelayState=12345&clie
nt-request-i1d=00000000-0000-0000-ee02-0080000000de" >

- SHOIM S2t0[HE ¥ IDE MEYLIC.

export SAMLREQUESTID='00000000-0000-0000-ee02-0080000000de"
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. O SEOIM LAl &Yoo =Z Xt ZHS HLCt.

curl -X POST "https://SAD FS ADDRESS
/adfs/1ls/?SAMLRequest=$SAMLREQUEST&RelayState=STENANTACCOUNTID&client
-request-1d=$SAMLREQUESTID" \

--data "UserName=$SAMLUSERW@S$SSAMLDOMAIN&Password=
SSAMLPASSWORD&AuthMethod=FormsAuthentication" --include



AD FS& stfofl =7t &It etz 302 2[C|2 M S Hheketict,
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CHE AtH 38 E ZSELCL

HTTP/1.1 302 Found

Content-Length: 0

Content-Type: text/html; charset=utf-8

Location:
https://adfs.example.com/adfs/1s/?SAMLRequest=fZHRToMwFIZfhb...UJikvo
77sXPw%3D%$3D&RelayState=123456&client-request-1d=00000000-0000-0000-
ee02-0080000000de

Set-Cookie: MSISAuth=AAEAADAVSHpXk6ApV...pmPO0aEiNtJvWY=; path=/adfs;
HttpOnly; Secure

Date: Tue, 06 Nov 2018 16:55:05 GMT

g- "MSISAuth’ 30N 27|E MFLICH

export MSISAuth='AAEAADAVsHpXk6ApPV...pmPOaEiNtJvWY="

h. Q1F POSTOIM 7|5 A3t X|IFE ?IX|Z GET 288 2HL(CH

curl "https://$SAD FS ADDRESS/adfs/ls/?SAMLRequest=
SSAMLREQUEST&RelayState=STENANTACCOUNTID&client-request—
1d=$SAMLREQUESTID" \

--cookie "MSISAuth=SMSISAuth" --include

SH siHoll= LIE0| 23012 AF2 2 218t AD FS MM ME7t ZtE|H SH 220l= 54T 24 Lo
SALMLResponseZt EEHEIL|CE.



HTTP/1.1 200 OK

Cache-Control: no-cache,no-store

Pragma: no-cache

Content-Length: 5665

Content-Type: text/html; charset=utf-8

Expires: -1

Server: Microsoft-HTTPAPI/2.0

P3P: ADFS doesn't have P3P policy, please contact your site's admin
for more details

Set-Cookie:
SamlSession=a3dpbnRlcnMtUHIpbWFyeS1BZGlpbi0xNzgmRmFsc2Umcng4NnJDZmEKV
XFxVIWx3bk1l1IMnFuUSUzZ2CUZzZCYmJ1YmXzE3M]AyZTASLThmMDgtNDRkZC04Yzg5LTQ3ND
UxYzA3ZjkzYw==; path=/adfs; HttpOnly; Secure

Set-Cookie: MSISAuthenticated=MTEvNy8yMDE4IDQ6MzI6NTkgUEO=;
path=/adfs; HttpOnly; Secure

Set-Cookie: MSISLoopDetectionCookie=MjAxOCOxMSOwNzoxNjozMjolOVpcMO==;
path=/adfs; HttpOnly; Secure

Date: Wed, 07 Nov 2018 16:32:59 GMT

<form method="POST" name="hiddenform"
action="https://storagegrid.example.com:443/api/saml-response">

<input type="hidden" name="SAMLResponse"
value="PHNhbWxwO1lJ1c3BvbnN. ..1lscDpSZXNwb25zZT4=" /><input
type="hidden" name="RelayState" value="12345" />

i AT ZEOM E MEELICH sSAMLResponse.

export SAMLResponse='PHNhbWxwO1lJ1lc3BvbnN. ..lscDpSZXNwb25z72T4="
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curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \
-H "accept: application/json" \
--data-urlencode "SAMLResponse=S$SAMLResponse" \
--data-urlencode "RelayState=$TENANTACCOUNTID" \
| python -m json.tool

SEl= 215 E20| ZeEL(M.



"apiVersion": "3.0",

"data": "56eb07bf-21f6-40b7-af0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",
"status": "success"
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export MYTOKEN="56eb07bf-21f6-40b7-af0b-5c6cacfb25e7"
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curl -k -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--cookie "sso=true" \

| python -m json.tool

Z 0} URLO| BtZHEIL|CY,

"apiVersion": "3.0",

"data":
"https://adfs.example.com/adfs/1ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%3
D",

"responseTime": "2018-11-20T22:20:30.839z2",

"status": "success"
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export LOGOUT REQUEST

='https://adfs.example.com/adfs/ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%
3D'

3. 2302 URLO| M2 2 SLOE E2|7{st1 StorageGRIDZ CHA| 2|C|i MEL|C},

curl --include "SLOGOUT REQUEST"
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HTTP/1.1 302 Found

Location: https://$STORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwWV0o7ss%...%23rsa-sha256

Set-Cookie: MSISSignoutProtocol=U2FtbA==; expires=Tue, 20 Nov 2018
22:35:03 GMT; path=/adfs; HttpOnly; Secure

4. StorageGRID bearer tokens A& ST}

StorageGRID H|0{2] EE2 K|St 2 SSOE AM2SIXA| b= At ST A O 2 ZHEBELIC 'cookie
"sso=true"7} MIZE|X| o™ ALEXt= SSO AEfof| BFES FX| 9411 StorageGRIDO|A 202 ELICE

curl -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize™ \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--include

204 No Content AtEXI7} 9ixf ZI0IREIUSS LIEH= SEJLICE.

HTTP/1.1 204 No Content
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a. Node.js& MX|ELICHE X "hitps:/nodejs.org/en/download/").

b. Z23%t Node.js Z=(puppeteer X jsdom)S AX|gtL|Ct,

npm install -g <module>

° Azure0l| 210I5H= 0| AF8 &= SSO O|H|Y FAL|CE
° StorageGRID2| FAIL|Ct
° HHE 22| API0f| HM|ASIE = 22 HIEE AE IDYLICH
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Enter - the user's- 55
CEEEAREITREARTIARE D IEEIEREIEEEEEAREEEEREEEREERAEEEREERRERERAREERERRREEEREEN

Watch: for-and approve-a 2F4 avthorization- request
FEEEEEEEEEEEREE
16-84T21 38 2!, "status':-"success’,  "apiVersion':

d2555700" |

(D 0| A3 E = MFAZ Microsoft AuthenticatorE A25t0] &=l Z1OZ JPEBILICt CHE SEHQ
MFAS K|St 2 AT EES X0 & £ ASLICHO: EIAE HIA|X[0f] 218 = 1),
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curl RHS| YFEZ o

S HF S2|| 8otH 2 2 AZto] £uHE & JELICE O E @77t BEAE = AFUCHA valid
SubjectConfirmation was not found on this Response.

(D oiFlcunl A2BEE CHE ABAIL 4B B 4 YES HootR YL,

URL 2IZY EX7} U= B2 C2 LFI BAIE £ JASLICH Unsupported SAML version.
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SSO & "pingfederate”(PINGFEDERATE, Pingfederate 5)2| B E H3H S 248 4 &L|Ct
SSO At8Xt 0| SL|Ct

StorageGRID7ZI Ax| &l =0[QIRIL|Ct. O] ZE &= PingFederatell AF2E|X| &&LICEH Bl ZHo 2 EAHLL

A= 22 YHe = ASLICL
StorageGRID2| FAQJL|C}

HIHE 22 APIO]| HAH|A5tE = 2 HIHE AE IDYLIC

python3 storagegrid-ssoauth.py
sso_method: pingfederate
saml_user: my-sso-username
saml_domain:

sg_address: storagegrid.example.com

tenant_account_id: 12345

Enter the user's SAML password:
T T T T T e s T T T e

s T E T T T2
StorageGRID Auth Token: 56eb87bf-21f6-48b7-afob-5c6cactb25e7

StorageGRID 215 EZ2 £30i| MSELICt. O|H| SSO7Zt AIZE|X| §b= R APIE Ar235t= YW RASH
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3. curl REE AIB3IE{H L2 BAE HEHA L,

10

a.

b.

Za0lof et HyE MARLIL.

export SAMLUSER='my-sso-username'

export SAMLPASSWORD='my-password'

export TENANTACCOUNTID='12345"

export STORAGEGRID ADDRESS='storagegrid.example.com'

@ 2| #2| APIO]| M| A 02 2 "TENANTACCOUNTID AFRELICE,

MEEI 015 URLE £AI5t2{™H of| POST A2 wAllSt 1 /api/v3/authorize-saml SEHOIA 7}
JSON ?IZY &S HAgfL|Ct,

Ol KXol A= TENANTACCOUNTIDO| CHot A|HEl 215 URLO| CHet POST @S E0 EL|CH Zit=
python-m json.tool0| FE =0 JSON RS HAHELICE



curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \

-H "accept: application/json™ -H "Content-Type: application/json"
\

--data "{\"accountId\": \"STENANTACCOUNTID\"}" |

python -m
Jjson.tool

Of ofjd|e] SEOl= URLE 22T &

d | X|
&Lt
{
"apiVersion": "3.0",
"data": "https://my-pf-baseurl/idp/SSO.saml2?...",
"responseTime": "2018-11-06T16:30:23.3552",
"status": "success"

c. & FHOIM AIEE = A=E SHOUIM £ saMLRequest HERLILH.

export SAMLREQUEST="https://my-pf-baseurl/idp/SSO.saml2?..."

d. g 7|5 WL S8EE o2 ELCt

RESPONSE=S$ (curl -c - "SSAMLREQUEST")

echo "SRESPONSE" | grep

'"input type="hidden" name="pf.adapterId"
id="pf.adapterId"'

e. 'pf.adapterld' Zt2 LHELH D S&S o 2&L|C,

export ADAPTER='myAdapter'

echo "SRESPONSE" | grep 'base'
f href ZtS LHELHI(ZH SaiAl/ M7H) SES o2 RLCHL

export BASEURL='https://my-pf-baseurl’

11



echo "SRESPONSE" | grep 'form method="POST"'
g 'ZX|" gk LHELHI:

export SSOPING='/idp/.../resumeSAML20/idp/SSO.ping’
h. Xtz St & 27| 27

curl -b <(echo "SRESPONSE") -X POST "S$BASEURLSSSOPING" \
--data "pf.username=$SAMLUSER&pf.pass=

SSAMLPASSWORD&pf .ok=clickedé&pf.cancel=&pf.adapterId=SADAPTER"
--include

I AT ZE0M E MAEELICH sSAMLResponse.
export SAMLResponse='PHNhbWxwO1lJ1lc3BvbnN. ..lscDpSZXNwb25z2T4="

O] sAMLResponse StorageGRID/api/saml-response 282 BHS0{ StorageGRID

curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \
-H "accept: application/json" \
--data-urlencode "SAMLResponse=S$SSAMLResponse" \
--data-urlencode "RelayState=$TENANTACCOUNTID" \
| python -m json.tool

SHol= 15 EZ0| ZetEL|C}.

"apiVersion": "3.0",

"data": "56eb07bf-21f6-40b7-af0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",
"status": "success"

a. 3E0 ¢IZ EZE E "MYTOKEN X &gfL|C.
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export MYTOKEN="56eb07bf-21f6-40b7-af0b-5c6cacfb25e7"
O[X| SSOE AIE3IX| Gi= B2 APIE ArE%t= LRt RALS CHE 20 & AEE 4= MyTOKEN ASLICEH
SSO(Single Sign-On)7t 2d3lEl Z<2 APIO|A £20F2SHL|Ct

SSO(Single Sign-On)7t EM3tE 22 J2|E 22| APl = HIHE 22| API01|A‘| J0tR3st7| s L&l API
QHES Mas{of BL|Ct O] X|E2 PingFederateE SSO ID S2AtE AtE2st= 22 HEEILICE

Lot 2 ZZ|o HhY 210+ H0|X|of|A Z10R5H0] StorageGRID APIOM 20t2E = AL E=
torageGRIDO|| A 2%t StorageGRID H|0{2] EZ20| 23t o 2T012(SLO)E E2|HE £ JASLILCE.

1. JHE 270} A S MAMSIE{™ "cookie "sso=true"ZS SLO API0|| ML},

curl -k -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--cookie "sso=true" \

| python -m json.tool

270+ URLO| gFetEILICE

"apiVersion": "3.0",

"data": "https://my-ping-
url/idp/SLO.saml2?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%3D",

"responseTime": "2021-10-12T22:20:30.839z2",

"status": "success"

2. 2702 URLE XNZEEtL|Ct,

export LOGOUT REQUEST='https://my-ping-
url/idp/SLO.saml2?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%3D"

3. 2702 URLY| X2 HLf SLOE EZ|H3t11 StorageGRIDZ CHA| 2|C|2MBtLC},

curl --include "SLOGOUT REQUEST"
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302 SEO| BratEIL|CE 2|C[2M 9fX|= API M & 20t20]= XM EE[X| E&LICH

L 1O

HTTP/1.1 302 Found

Location: https://$STORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwV0o7ss%...%23rsa-sha256

Set-Cookie: PF=QoKs...SgCC; Path=/; Secure; HttpOnly; SameSite=None

4. StorageGRID bearer tokens AHH|$HCL.
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StorageGRID H|0{2{ EZ S AH[sH= A2 SSOE AHESHX| at._ dut S BHA O = ZHEBELICE 'cookie
"sso=true"7} M= X| A2™ AEXH= SSO AEfof] B2 FX| ¢ StorageGRIDOHH 20t ELCE

curl -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--include

'204 No Content AMEXIZ} ¥ ZI0IRE|JSS LIEHHE SEHYULICE.

HTTP/1.1 204 No Content
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