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Received call to deprecated v2 API at POST "/api/v2/authorize"

S a2l =M X YEl= API TS eholgtL|Ct

Bl

APlI @82 M85t GET /versions A|¥ &= API 2 HE SE2 vtatefL|Ct 0] 2 2 Swagger API
HHNMO| * config * MlM0| AELICE.

GET https://{{IP-Address}}/api/versions
{
"responseTime": "2023-06-27T22:13:50.7502",
"status": "success",
"apiVersion": "4.0",
"data": [
2,
3,
4

X0 ciet API HH S X|F gL Ct

A2 047 H4(/api/va) EE SICIE AMESHH API HE S X|HE & (Api-Version: 4 JELICH F 2 25

- T HAE=
HSotH sir 2ol B2 S XH’S-QI?JLIEL
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curl https://[IP-Address]/api/v4/grid/accounts

curl -H "Api-Version: 4" https://[IP-Address]/api/grid/accounts

AO|E 7t @ 9|Z(CSRF)2EE B35
CSRF EZ2 At 327|5 AFESHE Q1SS Z316tH StorageGRIDO| CHEH CSRF(AOIE
o

O
7t 2N 2|x) SHCERH B g £ JUELICE Grid Manager 3! Tenant Manager= 0| E ¢t
7|5 AE2=E SdetelLICh CHE API 2210|AE= 2001E off Edst R E MEE £

HTTP 2F4| POSTSt 200| LI AfO|E0] st RES E278 & s SHXHE 2013t AEXte| 77|15 ALZsto]
BHS 4 QIBLIC

StorageGRID= CSRF EZ8 A8510{ CSRF 3422 2H HogL|Ct &43tEl 22 EF 7|9 L2 EF
8|t Ee= 5T POST 22 0Hi7H H4-0f g2t L KX|sHof LTt

0] 7|58 &4t ™ csrfToken A 0| 07 H-E 2 true BHEYLICL 7|222 YLICE false.

curl -X POST --header "Content-Type: application/json" --header "Accept:
application/json" -d "{

\"username\": \"MyUserName\",

\"password\": \"MyPassword\",

\"cookie\": true,

\"csrfToken\": true

}" "https://example.com/api/v3/authorize"

true ¢ B2, GridCsrfToken F7|= Grid Manager E3210j| Cist 19| o2 MM™E|1 AccountCsrfToken
F7|= Tenant Managerdl| 239018}7| 28t Qlo| Zto=z MM ElL|C}.

7|7t L= B2 AIAH HEH(POST, PUT, IHA|, 4H)E +8E + U= 2E 280 LS & Stz ZEE[0{0f

* "X-Csrf-Token'sl| 2t0| CSRF EZ 27|2| 2t = MN &l s IL|Ct.

s ZOZ QAR ER

Lol T

o

S2H6t= BHO| HR: csrfToken ZOZ QAT E @K E2 of7f H4lL|Ct,
F7LOIH S ME HE= 2212 API HEME HESHIAIR.

@ CSRF EZ 37| METI A= 282 CSRF 340 thet 7t E52AM JSON 2 222 7|tst=
DE QX0 cisl "Content-Type: application/json" 8|S X 2%L|Ct.

S$SO(Single Sign-On)7t EAM3tEl 22 APIE AHERLICE
SSO(Single Sign-On)7t Z43tEl 22 API ALE(Active Directory)

2hof 0] 7K1 ALFASSO(Single Sign-On) 74 5l 24" SSO SEAZ Active
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DirectoryE AtE5t= 8% Grid Management API| EE= Tenant Management API0|| R &%t
1F EZS A7| 2lo LT API RS LrAsHof °*L—|Ef

SSO(Single Sign-On)7t &4stEl 22 APIO| 2QIgL[C}

Active DirectoryE SSO ID 35AtE AH85H= 22 CHS X|&0| HEEL|CH

AlZtst2| Hof
* StorageGRID AHEXt JF01 &3t HIH2{|0| 4 ALE XIS SSO AFEAL O[St = E Y1 JELICE

* HIE 22| APIO]| A M| ASHEH HIHE AE IDE €10 A0{OF L|C.
Of ZhHofl ChHaH
215 EES HoHE LIS o T StLE A8 E & ASLICH

« JntE storagegrld ssoauth.py StorageGRlD AX| oY ClA E2(0| A}= Python 23 ZE(. /rpms
RHELS| A2, . /debs Ubuntu LE= Debian®| Z<L . /vsphere VMware2| Z2).

curl @S| IFEZ o

S UF S22 8otH 2 2 AZto] 2uHE &+ JSLICE O E @77t BEAIE = AFUCHA valid
SubjectConfirmation was not found on this Response.

(D ofl cun 93BRE 12 ABTIL YSE 2 4 QES BootN YL

C
Py
—
ro
]
on
Mo
=

It R BR O LE EAE £+ YELICH Unsupported SAML version.

re
ol

EZ

mjo

O2{H CtZ W F SHLIE MEHSL|CE.
° “storagegrid-ssoauth.py’ Python A3 ZEZ AF2SIL|CEH 20HA| 2 0| SEtL|Ct.
° curl REE AHEELICEH 3THA = o] SgLICE.

ZEE ME5l2{H storagegrid-ssoauth.py 23 EEE Python QIE{Z2|E0f MEstn ATJZEE
sSh|C}

n= >
o I.U

-

=

DEIZEJL EAEHLOZ Qlof T

e =
ot
N
mo
o
I
11
=
n

° SSO &t ADFS = ADFSE 43 gtL|Ct.
° SSO AEX} o[ EJLICt

° StorageGRID7} &X| & =H|QIL|CF

° StorageGRID2| FAIL|Ct

° HIHE 22| APIO| HM[ASH= AL HIYE AE IDYL|CE

13



python3 storagegrid-ssoauth.py
sso_method: adfs

saml_user: my-sso-username
saml_domain: my-domain

sg_address: storagegrid.example.com
tenant_account_id: 12345

Enter the user's SAML password:
e - e =

e
StorageGRID Auth Token: 56eb87bf-21f6-48b7-afob-5c6cacfb25e7

export SAMLUSER='my-sso-username'

export SAMLPASSWORD='my-password'

export SAMLDOMAIN='my-domain'

export TENANTACCOUNTID='12345"

export STORAGEGRID ADDRESS='storagegrid.example.com'
export AD FS ADDRESS='adfs.example.com'

© e

b. MHE Q15 URLS £241512{H off POST QE2 YHlStD /api/v3/authorize-saml SEOA F7}
JSON QIR &S H|AHEL|C,

rk

t2] APIO| HM|ASHEH 02 2 "TENANTACCOUNTID AFE 8L}

O| Of|M|Of| A= off CHEH M=l Q1= URLOY CHSE POST 282 E0| TENANTACCOUNTID SLICH ZA3t= of
MYE| python -m json.tool JSON QZLZ MAHEL|CT.

curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \

-H "accept: application/json" -H "Content-Type: application/json"

--data "{\"accountId\": \"STENANTACCOUNTID\"}" | python -m
json.tool

o ofiM|e| SEOl= URLZ AT E MEE URLO| ZE|0] JAX|ZH =71 JSON QIR AE2 ZeE K|
ol-ﬁLl[:I-_

(=]

14



"apiVersion": "3.0",

"data":
"https://adfs.example.com/adfs/1ls/?SAMLRequest=fZHLbsIWEEVS$2FJTuv7. ..
s31%2BfQ33cviwA%3D&RelayState=12345",

"responseTime": "2018-11-06T16:30:23.3552",

"status": "success"

- 24 FHM A EE = AEE

Ow

EOM £ saMLRequest MZEgL|CH

export SAMLREQUEST='fZHLbsIWEEV$2FJTuv7/...sS1%2BfQ33cvifwA%3D"'

- AD FSO|A 22I0|HE ¥ ID7} ZetEl A URLS 7FMSLICt
of 7tX| 42 0| S URLE ALE3t0 210l A2 RFdts AYLIC)
curl "https://$AD FS ADDRESS/adfs/ls/?SAMLRequest=

SSAMLREQUEST&RelayState=$TENANTACCOUNTID" | grep 'form method="post"
id="loginForm"'

SE

Z20[AUE 2F ID:

rr

<form method="post" id="loginForm" autocomplete="off"
novalidate="novalidate" onKeyPress="if (event && event.keyCode == 13)
Login.submitLoginRequest () ;" action="/adfs/1ls/?
SAMLRequest=fZHRToMwFIZfhb...UJikvo77sXPw%3D%3D&RelayState=12345&clie
nt-request-i1d=00000000-0000-0000-ee02-0080000000de" >

- SHOIM S2t0[HE ¥ IDE MEYLIC.

export SAMLREQUESTID='00000000-0000-0000-ee02-0080000000de"

-t

. O™ SEOIM LAl &Yoo Z Xt ZHS HLCt.

curl -X POST "https://SAD FS ADDRESS
/adfs/1ls/?SAMLRequest=$SAMLREQUEST&RelayState=STENANTACCOUNTID&client
-request-1d=$SAMLREQUESTID" \

--data "UserName=$SAMLUSERW@S$SSAMLDOMAIN&Password=
SSAMLPASSWORD&AuthMethod=FormsAuthentication" --include

15



16

AD FS& sitfofl =7 &It etz 302 2[C|2 M S HheketLct,

rir

@ SSO A|AE0]| CHo MFA(CES R4 21F5)7t gdstel 22 SA AA=20ls = i s =
CHE AtH 38 E ZSELCL

HTTP/1.1 302 Found

Content-Length: 0

Content-Type: text/html; charset=utf-8

Location:
https://adfs.example.com/adfs/1s/?SAMLRequest=fZHRToMwFIZfhb...UJikvo
77sXPw%3D%$3D&RelayState=123456&client-request-1d=00000000-0000-0000-
ee02-0080000000de

Set-Cookie: MSISAuth=AAEAADAVSHpXk6ApV...pmPO0aEiNtJvWY=; path=/adfs;
HttpOnly; Secure

Date: Tue, 06 Nov 2018 16:55:05 GMT

g- "MSISAuth’ 30N 27|E MFLICH

export MSISAuth='AAEAADAVsHpXk6ApPV...pmPOaEiNtJvWY="

h. Q1F POSTOIM 7|5 A3t X|IFE ?IX|Z GET 288 2HL(CH

curl "https://$SAD FS ADDRESS/adfs/ls/?SAMLRequest=
SSAMLREQUEST&RelayState=STENANTACCOUNTID&client-request—
1d=$SAMLREQUESTID" \

--cookie "MSISAuth=SMSISAuth" --include

SH siHoll= LIE0| 23012 AF22 218t AD FS MM ME7t ZtE|H SH 220l= 54T &4 LEo|
SALMLResponseZt EEHEIL|CE.



HTTP/1.1 200 OK

Cache-Control: no-cache,no-store

Pragma: no-cache

Content-Length: 5665

Content-Type: text/html; charset=utf-8

Expires: -1

Server: Microsoft-HTTPAPI/2.0

P3P: ADFS doesn't have P3P policy, please contact your site's admin
for more details

Set-Cookie:
SamlSession=a3dpbnRlcnMtUHIpbWFyeS1BZGlpbi0xNzgmRmFsc2Umcng4NnJDZmEKV
XFxVIWx3bk1l1IMnFuUSUzZ2CUZzZCYmJ1YmXzE3M]AyZTASLThmMDgtNDRkZC04Yzg5LTQ3ND
UxYzA3ZjkzYw==; path=/adfs; HttpOnly; Secure

Set-Cookie: MSISAuthenticated=MTEvNy8yMDE4IDQ6MzI6NTkgUEO=;
path=/adfs; HttpOnly; Secure

Set-Cookie: MSISLoopDetectionCookie=MjAxOCOxMSOwNzoxNjozMjolOVpcMO==;
path=/adfs; HttpOnly; Secure

Date: Wed, 07 Nov 2018 16:32:59 GMT

<form method="POST" name="hiddenform"
action="https://storagegrid.example.com:443/api/saml-response">

<input type="hidden" name="SAMLResponse"
value="PHNhbWxwO1lJ1c3BvbnN. ..1lscDpSZXNwb25zZT4=" /><input
type="hidden" name="RelayState" value="12345" />

i AT ZEOM E MEELICH sSAMLResponse.

export SAMLResponse='PHNhbWxwO1lJ1lc3BvbnN. ..lscDpSZXNwb25z72T4="

ro

=l 2 M50 saMLResponse StorageGRID /api/saml-response 282 BHS0]{ StorageGRID
T EZS gL

HlME= Relaystate HI'HE A IDE ArEStALE O2| = 22| APIO| 221512 0= ArE LI,

curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \
-H "accept: application/json" \
--data-urlencode "SAMLResponse=S$SAMLResponse" \
--data-urlencode "RelayState=$TENANTACCOUNTID" \
| python -m json.tool

SEl= 215 E20| ZeELIM.

17



"apiVersion": "3.0",

"data": "56eb07bf-21f6-40b7-af0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",
"status": "success"

a. e 9l

o[

EZ8 2 "MYTOKEN N Z&+stL|C},

export MYTOKEN="56eb07bf-21f6-40b7-af0b-5c6cacfb25e7"

O|X| SSOE AIE3HA| Y= R APIE AIESI= &

It

b F AR

in
Tl
[0
0z
=
u
el
00
e
1

MYTOKEN QU&L|Ct.

S$SO(Single Sign-On)7t 243tEl 22 APIO|A 202 EHL|CH

SSO(Single Sign-On)7} ZA3tEl AL J2|E 22| APl & HHE #2| APIOA 230H25t7| 2|l LS| API
QX g Mo BLICt. Active DirectoryE SSO ID SZALE AF8st= 22 L2 XX 0| HEEL|Ct

o

| Ztefoll choh

LQst AQ xX|o| Tt 210+ T|0|X|0f| A 20t} StorageGRID APIOlM 2T0t2e = JELICE E=
StorageGRIDOHH 72¢t StorageGRID H|0{2] E20| HRot H ET0H2(SLO)E EB[AHY & AUELICH

pasy

1. MEEI 23012 -2 MAMSt2{™H "cookie "sso=true"S SLO API0f| M=atL|C}.

curl -k -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--cookie "sso=true" \

| python -m json.tool

2702 URLO| HrtELICE

"apiVersion": "3.0",

"data":
"https://adfs.example.com/adfs/1ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%3
D",

"responseTime": "2018-11-20T22:20:30.839z2",

"status": "success"
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2702 URLS XZgtL|C}.

export LOGOUT REQUEST

='https://adfs.example.com/adfs/ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%

3D'

3. 2302 URLO| M2 2 SLOE E2|7{st1 StorageGRIDZ CHA| 2|C|i MEL|C},

curl --include "SLOGOUT REQUEST"

302 SEO| HretEIL|CE 2|C[HM 9fX|= API M8 20t20l= XM EE[X| E&LICH

- 1O (=]

HTTP/1.1 302 Found

Location: https://$STORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwWV0o7ss%...%23rsa-sha256

Set-Cookie: MSISSignoutProtocol=U2FtbA==; expires=Tue, 20 Nov 2018
22:35:03 GMT; path=/adfs; HttpOnly; Secure

4. StorageGRID bearer tokens A& ST}

StorageGRID H|0{2] EES AH|SH= A2 SSOE AM2SIXA| b= At ST A O = ZHEBELI|C. 'cookie
"sso=true"7} MIZE|X| 2™ ALEXt= SSO AEfof| BFS FX| 9411 StorageGRIDO|A 202 ELICE

curl -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize™ \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--include

204 No Content AtEXI7} 9ixf ZI0IRE|USS LIEH= SEJLICE.

HTTP/1.1 204 No Content

Single Sign-On0| 243l El A2 APIE ALESHM|2(Entra ID)

]
[

Ab

21
=
S

ok CFA

=HA0| ZHX| 1 JUCFH"SSO(Single Sign-On) 74 8l 2H435t SSO 22 XAtE Entra IDE

Stz 8% F 719 01|11| AIZEE AME5I0 Grid Management APl EE= Tenant
o

Management API0]| 2%t 215 EZE g2 5 JSLICH

19
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Entra ID £t 27010| 243tEl 22 APIO| Sign in.

0| X|%l2 SSO ID &2ZXtZ Entra IDE AE38te Z R0 HEEL|CE,

A|ZFst7| Hof|
* StorageGRID AHEXt I1F01 £t HH2{|0|d ALE XIS SSO MA MY ALt 2 E 21 AUSL|CE
* HHE 22| APIOf| HM|ASIEZ{H HHE AE IDE 210 A0{OF SfL|Ct.

of Zteoil chs

aii
EZS HOH LIS olx| 23BEE A2 = ASLIC

ro
! JH

* “storagegrid-ssoauth-azure.py Python A3 ZE

* “storagegrid-ssoauth-azure.js’'Node.js 23 ZE

T A3EE HF StorageGRID AX| It ClAEE2[0f| QELICH(. /rpms RHELS| B2, . /debs Ubuntu &
Debian2| Z9 . /vsphere VMware2| Z2).

gjo

Entra IDE AFE5I0] XtH| APl S8 262 H L322 HXESHMR. storagegrid-ssoauth-azure.py
A3RE Python *:'E.:IE'.: StorageGRID 0f| 2 F 7tX| 28 S SLICHHA SAMLRequestE 7M1,
LIS0ll= 915 E22 I = ). ESH Node.js AT EE $E5610] Entra ID} AHS 2230 SSO U2
SHBILICE

SSO A2 LT API M E ALE0I0] A 4 UX|TH I Sh= A2 2HEHSHX| EELI|CEH Puppeteer Node.js
252 Entra ID SSO QIE{H|O|AE A3 HSH= O AHSELICH
URL 212 A7t A= B2 T2 277 BEAIE = J}SLICH unsupported SAML version
CHA|
1. Ct33 Zo] Hest Z&4S MKt

= =
. Node.jsE MX|EL|CHE X "hitps://nodejs.org/en/download/").

a
b. LR35t Node.js 2= (puppeteer & jsdom)= A X|gtL|C}.
npm install -g <module>
2. Python A3EEE Python QIE{I2|HZ MESIH| AIZEE M3listL|Ct,

J2{™ Python A3 Z E7} siE Node.js &

|4
i)
Im
mujn
ot
M
k)
m
=
o

o
w
wn
e}
oo
mo
E)
00|'
ot
r
i)

3. TELEJI EAIE|H CHS Ql4-0f CHst 22 UstALE 07 H-E AFRSHo] ML Ct.
° Entra IDO| 23215}H= O AFEE|= SSO O|H[Y =4

° StorageGRID2| FAIL|Ct

° HIHE 22| APIO| 2M[ASE{ = AL HIYUE AE IDYILICH
4. HAIX| 7t EA|Z|H H|ZUHS S 1245t Q& Al Entra IDO| CHEE MFA £212 38 £H|E SHAIL.
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https://nodejs.org/en/download/

s\ aTUre ssodpy  storageprid-srvrs-ssoauth. py sso-email-address userimy -dosain.com
--tenant -account-id- @

Enter the user's 55

EEEARERRRARIRREE R EE RN AR AR RN AR AR RN AR AR AR R AN AR N RN AR R ERAEN

Watch: for-and approve-a 2F4 avthorization- request
FEEEEEEEEEEEREE
16-84T21 38 2!, "status':-"success’,  "apiVersion':

d2555700" |

(D 0| A3 E = MFAZ Microsoft AuthenticatorE AF25t0] &=l Z1OZ JPEBILICt CHE SEHQ
MFAZ K|St 2 AT EES £H|{0F & £ USLICHO: EIAE HIA|X[0f] 218 = 1),

StorageGRID 915 E22 Z2{0] HIZELICH O[H SSO7t AREIX| SH= 2L APIS AFR3H: Wilat SARSH|
[} Q¥ E22 A8 4

SSO(Single Sign-On)7t & XM3}El 22 API AHE(PingFederate)

orof SHAO| ZHX| ‘ZAE}E"SSO(SingIe Sign-On) A 2l 24351 PingFederateE SSO
2ZXAE AESHE AL Grid Management API EE= Tenant Management API0| S8t 215
EZZ2 7| 2ol Lo API QES Hatisof BT,

SSO(Single Sign-On)7t EA3}tEl AL APIO|

=
0| X|&2 PingFederateE SSO ID 32AtE A2t 22 MEEL|Ct

AZESE2| Fof|
* StorageGRID AH2XF IE0] &5t 2|04 ALEXIC| SSO AFEXAL 0| St S E Y11 JUESLICE.

* HIE 22| APIO]| HM|ASHEH HIHE AE IDE 210 A0{OF L|C}.

« J0t3 storagegrid ssoauth.py StorageGRID MKl o ClAE2[o| L= Python 232 E(. /rpms
RHELS| 82, . /debs Ubuntu &= Debian| A% . /vsphere VMware2| E2).

curl QM9 IEZ 0

UE L2 2| 2ote 22 Tef AIZHo| ATE 4+ YALICL TFS 287 BAIE 4 Y&LICHA valid
SubjectConfirmation was not found on this Response.

(D) ciflcunl HIB2E O MBI YBE B 4 YT S BEoHN YLt

URL 2I2E EX7t U= B2 CHE F 7 EAE = JELICH Unsupported SAML version.

=
° “storagegrid-ssoauth.py Python AR E S AI2EL|Ct 2CHA| 2 0| SEHL|Ct,

° curl 2 ALEEL|C} 3THA |2 O] SEtL|CY.
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n= | >
o |U

ZEE AME86l2H storagegrid-ssoauth.py 23 B EE Python QIE{Z2|E0| MEStD AFEEE
SHL|C},

=

—_

LEIZEJL EAEH LHS Ql==0f CHet 242 =Lt

o

o

o

SSO &t "pingfederate”(PINGFEDERATE, Pingfederate 5)2| B E H3H S 248 4 &L|Ct
SSO At8Xt 0| SL|Ct

StorageGRID7Z| Ax| &l =0[QIRIL|Ct. O] ZE = PingFederatell AF2E|X| &&LICEH Bl ZHo 2 EAHLL

A= 22 LHe = ASLICL
StorageGRID2| FAQJL|C}

HIHE 22 APIO] HA|A5tE = E2 HIHE AE IDYLIC

python3 storagegrid-ssoauth.py
sso_method: pingfederate
saml_user: my-sso-username
saml_domain:

sg_address: storagegrid.example.com

tenant_account_id: 12345

Enter the user's SAML password:
T T T T T e s T T T e

s T E T T T2
StorageGRID Auth Token: 56eb87bf-21f6-48b7-afob-5c6cactb25e7

StorageGRID 215 EZ2 £30i| MSELICt. O|H| SSO7Zt AIZE|X| §b= ZR APIE Ar235t= YWt RASH|
A
T

CHE R0 E2S A8Y

3. curl REE AFE3IE{H O BAE HEHA L,

22

a.

b.

Za0lof| Rt HayE MARILIL.

export SAMLUSER='my-sso-username'

export SAMLPASSWORD='my-password'

export TENANTACCOUNTID='12345"

export STORAGEGRID ADDRESS='storagegrid.example.com'

@ 2| #2| APIO]| M| A 02 2 "TENANTACCOUNTID AFRELICE,

MEEI 015 URLE £AI5t2{™ of| POST A2 2AllSt D /api/v3/authorize-saml SEHOIA 7}
JSON 2IZY S HAgfL|Ct,

Ol KXol A= TENANTACCOUNTIDO| CHot A|HEl 215 URLO| CHet POST @S E0 EL|CH Zit=
python-m json.tool0] HE =0 JSON A E S HAHELICE



curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \

-H "accept: application/json™ -H "Content-Type: application/json"
\

--data "{\"accountId\": \"STENANTACCOUNTID\"}" |

python -m
Jjson.tool

of ofd|e] SEOl= URLE 22T &

g | X|
&Lt
{
"apiVersion": "3.0",
"data": "https://my-pf-baseurl/idp/SSO.saml2?...",
"responseTime": "2018-11-06T16:30:23.3552",
"status": "success"

c. & FHOIM AEE = A= SHOUIM £ saMLRequest MY RILICH.

export SAMLREQUEST="https://my-pf-baseurl/idp/SSO.saml2?..."

d. g 7|5 WL ST o2 ELCt

RESPONSE=S$ (curl -c - "SSAMLREQUEST")

echo "SRESPONSE" | grep

'"input type="hidden" name="pf.adapterId"
id="pf.adapterId"'

e. 'pf.adapterld' Zt2 LHELH D S-S of| 2EL|C,

export ADAPTER='myAdapter'

echo "SRESPONSE" | grep 'base'
f href ZtS LHELHI(ZH SaiAl/ M7H) SES o2 RLCHL

export BASEURL='https://my-pf-baseurl’
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echo "SRESPONSE" | grep 'form method="POST"'
g 'ZX|" gk LHELHI:

export SSOPING='/idp/.../resumeSAML20/idp/SSO.ping’
h. Xtz St & 27| 27

curl -b <(echo "SRESPONSE") -X POST "S$BASEURLSSSOPING" \
--data "pf.username=$SAMLUSER&pf.pass=

SSAMLPASSWORD&pf .ok=clickedé&pf.cancel=&pf.adapterId=SADAPTER"
--include

I AT ZE0M E MAEELICH sSAMLResponse.
export SAMLResponse='PHNhbWxwO1lJ1lc3BvbnN. ..lscDpSZXNwb25z2T4="

O] saMLResponse StorageGRID/api/saml-response 282 BHS0{ StorageGRID

curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \
-H "accept: application/json" \
--data-urlencode "SAMLResponse=S$SSAMLResponse" \
--data-urlencode "RelayState=$TENANTACCOUNTID" \
| python -m json.tool

SHol= 15 EZ0| ZetEL|C).

"apiVersion": "3.0",

"data": "56eb07bf-21f6-40b7-af0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",
"status": "success"

a. 3H0 ¢IZ EZE E "MYTOKEN X &gfL|C.
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export MYTOKEN="56eb07bf-21f6-40b7-af0b-5c6cacfb25e7"

O|X| SSOE AIE3HA| Y= B APIE ALE0t= ARat RAMS HE Q| E AFEE 4= MYTOREN JUSLICH

1

SSO(Single Sign-On)7t &dstEl 22 APIO|A 202 EL(Ct

SSO(Single Sign-On)7} gMdat=l 2 J2|= 22| API EE= HIHE 22| APIG|A 230t2617| I8 9| API
QK S Altsf{of LI} 0| XAl PingFederateZ SSO ID 222 At2st=s 22 MEL|Ct

702 HO|X|of| A 210}2510] StorageGRID APIO|A 210k & QUELICE E=
StorageGRID H|0{2{ EZ0| 2R3t tHY 202(SLO)S E2|AHY &+ J&LICH

ot
[or |'ﬂ-|

1. JHE 27012 QNS MAMSI2{H "cookie "sso=true"S SLO API0]| FEretL|C},

curl -k -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--cookie "sso=true" \

| python -m json.tool

2702 URLO| gretEL|CH

"apiVersion": "3.0",

"data": "https://my-ping-
url/idp/SLO.saml2?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%3D",

"responseTime": "2021-10-12T22:20:30.839z2",

"status": "success"

2. 2702 URLE XNZEgetL|Ct,

export LOGOUT REQUEST='https://my-ping-
url/idp/SLO.saml2?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%3D"

3. 2702 URLY| XS HLf SLOZE EZ|H3t11 StorageGRIDZ CHA| 2|C|2MBtLC,

curl --include "SLOGOUT REQUEST"
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L 1O

302 SEO| BretEIL|CE 2|C[2M 9IX|= API M & 20t20l= XM EE[X| E&LICH

HTTP/1.1 302 Found

Location: https://$STORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwV0o7ss%...%23rsa-sha256

Set-Cookie: PF=QoKs...SgCC; Path=/; Secure; HttpOnly; SameSite=None

4. StorageGRID bearer tokens AHH|$HC}.
StorageGRID H|0{2] EE2 AK[5H= 22 SSOE ALESHK| at_ 11} SUoH WA O 2 RS BLIC. 'cookie

"sso=true"7} M= X| $2™ AEXH= SSO AEfof| 2 FX| ¢ StorageGRIDOHH 20t ELCE

curl -X DELETE "https://$SSTORAGEGRID ADDRESS/api/v3/authorize™ \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--include

'204 No Content AMEXIZ} ¥ ZI0IRE|JSS LIEHHE SEHYULICE.

HTTP/1.1 204 No Content

APIS ALE310 7|5S HIEEetEL(Ct

2|2 22| APIE AH8310] StorageGRID AARIS| EH 7|58 2tH5| H|gMote &
UELICE 7| 50| HZ2gote|H ol 7|sat 2HE HYPS +8Y + A= A S OfF: 2T

= RSLIC}

Of ZfHofl 3

HIZHSHE 7|5 AARIS AH23HH StorageGRID A|ARIS| £EF 7| S0 °“H|*OPII x5 f71| g+ AFHCL BE
AMEXt = ¥ RE M| A * ABH0| A= 22| 2F0| &t MBIt Y 7SS A8 &+ §lE & ot RYT

YH2 7SS HZgetsh= ALt
O] 7|50] oA 7EX| Ol3lidt2AH LIS AlLIE|2E 123l EHAIL.

_Company A= HIFUE A™ES HH5t0 StorageGRID A|AHIS] AEZ|X| 82 Cist= MH|A SZRHLICEH
DAL AE LXERIS| K| Hots Hst7| (s AFO| HHEEl = XtAlo| X0 HIHE AFof| HMAY 4 UES
St gL _

_SlAFAE J2|E 22| APIOA 7|5 HIZEst A|ARIS AFESHY] 0| SHE EHY = ASLILE 2= ZE[XHof| A *

HEHE £E 2fs HE * 7|52 2T HIZ G2 M(UI 3L API 25) S[AtAE RE M%If S RE MM~
AHS Il O F0l| £ AFSAHE EeSte] 22| Xt AEXIVLHIHE AIHO| RE ALEX0) Cet A= E HEY &=

R L

EHA|
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1. Grid Management API0]| Cii$t Swagger 2AM0f| BHABILICEH S "Grid Management APIS AF2EHL|CH
"KERSHAMAL.

2. 7|5 H|gd3t B2 S AL
3. HHE RE 25 HE 59| 7|52 H|2M3}s2{H TS 2t 20| APIZ 228 EHLCt
{ "grid": {"changeTenantRootPassword": true} }

QHO0| AZE| HUE RE 25 #HZE J|50| HEMSIELICE HHE RE &S
AMEXt QAIE{H|O| A0 EAIZX] 4O HHAES RE Ao S HEFSIE 1 A Edt=
S"ah el AofetLct.

AP| 2%K0| "403 At Ht
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MR X| QT2 8l2{H * activateFeatures * 7|5 XHHIE H|&Mstet 4~ Ql&L|CH
activateFeatures * 7|52 CIA| 2tM3tet & QIELICE 0] 7|52 H|Z2detslz = Z R HIZ2 M3 E
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1. Grid Management APIO| CH$t Swagger 2 A0 AN ABILICE,
2. 7|5 |2yt 2™2 5L
3. BE 7|52 ChA| 2d3tsta{™ Lt 20| APIZ 222 EU AL,
{ "grid": null }
0| @HO| 2=EHHHE RE iz HE 7|52 Egot BE 7|S0| CHA| M StELICE OfH| AHSX}
A+ g A

QAEMO|A0 *HHE RE ¢ H t2| ZITHO] EAIE[H, ALEXIO||AH * RE MMA * L= *HHE RE g2
HEF * 2| Heto] A= L H HF5I2 2 A dh= 2= API E0| d3 L Lt
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Im
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Hu
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ok
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7|52 ChA| 243H5HT StorageAdmin 22| H3HS Al% HIZABf6tR{B CHS PUT 282

HUMAR.

{ "grid": {"storageAdmin": true} }
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Test Connection
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Manage connection
on both grids

Edit, test, remove
Monitor and troubleshoot
Rotate expiring certificates
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Sign in to tenant
tenant account on source grid
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source on both grids identity
federation?

¢ + Yes, grid

Optional, create

e Create local groups and
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Create federated
groups on source grid

source grid
\ 4 v
StorageGRID imports StorageGRID clones
federated groups to local groups and users
destination grid to destination grid
Create 53 access keys 4—‘

Optional: Clone 53
access keys from source
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user

Create versioning-enabled
bucket for source tenant

v

Create bucket for
destination tenant

y

Replication
in one or both
directions?

One

Enable cross-grid replication
for only one bucket

Both

Enable cross-grid replication
for both buckets

v

Add or modify object in source
bucket

\

Delete object from source
(delete marker inserted)

v

Delete object version
permanently from source

New object version

—p replicated to
destination bucket
Delete marker
—Pp replicated to destination
(optional)
N Object version is not deleted

from destination
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Tenants = tenant A for grid federation

tenant A for grid federation

Tenant ID: 0899 6970 1700 0930 0009 I_D Quota -
Protocol: 53 utilization:
Object 0 Logical 0 bytes
count: space used:

Quota: —

Description:  this tenant was created on Grid 1

‘ Edit ‘ |Actionsv

o This tenant has been cloned to another grid. If you edit or delete this tenant, your changes will not be synced to the other grid.

Space breakdown Allowed features Grid federation
B Q Displaying ane result
Connection name = Connectionstatus @ 2 Remote grid hostname @ % Lasterror @ &
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Remove permission to use grid federation X
connection

Are you sure you want to prevent Tenant A from performing account sync and cross-
grid replication using grid federation connection Grid 1-Grid 2?

» Removing this permission does not delete any items that have already been
copied to the other grid.

» After removing this permission for the tenant on this grid, go to the other grid
and remove the permission for the corresponding tenant account,

e. Connection '5427cbf8-0dd0-4b83-a2c8-25223ccd9cch’ s used by bucket 'my-cgr-bucket’
for cross-grid replication, so it can't be removed. From Tenant Manager, remove the coss-
grid configuration from the tenant bucket and retry.

A\, Using Force remove removes the tenant's permission to use the grid federation
connection even if tenant buckets still have cross-grid replication enabled. When the
permission is removed, data in these buckets can no longer be copied between the grids.

Canicel Force remove Remove
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Tenants = test
test
Tenant ID: 00402213 8117 4859 6503 i_D Quota -
Protocol: s3 utilization:
Object count: 0 Logical space 0 bytes
used:
Quota: -

m ‘ Edit ‘ ‘Actmnsv

0 Tenant account could not be cloned to the other grid.
Reasan: Internal server error, The server encountered an error and could not complete your request. Try again. If the problem persists, contact support. Internal
Server Error

Retry account clone
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Grid 1 - Grid 2

Local hostname (this grid): 10.115.96.170

Port: 23000

Remote hostname (other grid): 10.115.96.175

Connection status: @ Connected
Permitted tenants Certificates

Q Displaying one result

Tenant

Last error (2 s
name &)

2025-03-13 15:54:59 PDT

Cross-grid replication has encountered an error. Failed to send cross-grid replication request from source bucket 'my-bucket’ to destination bucket 'my-bucket'. Errar

code: DestinationRequestError. Detail: InvalidBucketState. Confirm that the source and destination buckets have object versioning enabled. (loglD
13371653720226059496)

Tenant A

Check for errors
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auditlog oA CGRR HIAIX|S ZAfSID ZHAF 4% £72 Aot ZTHE BUBILICE
olE =01 0| BF2 Xt 302 St 2= CGRR HIA|X[0f| CH3H grepsE A5t ZHAL HE = E AFEgL|Ct.
# awk -vdate=$ (date -d "30 minutes ago" '+3%Y-%m-%dT%$H:%M:%S') '$1$2 >= date {
print }' audit.log | grep CGRR | audit-explain
Hyo| Aut= 0] o2t 20| E|H, o] ol|x[oll= 67H2] CGRR HIA|X|0l| CHEt F=0] JAELICE O] dloiM= 2E
J2A J2|E N 2F0| 4K E =HE = 7] ol ot LI E BreiELICE HE M 71K 2F= "HA|
SH" 2ol 1, OrX|EE M| Z7HX] 2F = "OrH X" ZHEELICE
CGRR Cross-Grid Replication Request tenant:50736445269627437748
connection:447896B6-6F9C-4FB2-95EA-AERFI93A774E9 operation:"replicate
object" bucket:bucketl23 object:"audit-0"
version:QjRBNDIzODAtNJQ3MyOxMUVELTg2QjEtODIBMjAWQkI3NEM4 error:general
error
CGRR Cross-Grid Replication Request tenant:50736445269627437748
connection:447896B6-6F9C-4FB2-95EA-AERFI93A774E9 operation:"replicate
object" bucket:bucketl23 object:"audit-3"
version:QjRDOTRCOUMEN]jQ3MyO0xMUVELTkzMOYtOTgIMTAWQkI3NEM4 error:general
error
CGRR Cross—-Grid Replication Request tenant:50736445269627437748
connection:447896B6-6F9C-4FB2-95EA-AERFI93A774E9 operation:"replicate
delete marker" bucket:bucketl23 object:"audit-1"
version:NUQOOEYxMDALNJQ3NCOxXMUVELTg2NJMtOTYSNzZAWQkI3NEM4 error:general
error
CGRR Cross-Grid Replication Request tenant:50736445269627437748
connection:447896B6-6F9C-4FB2-95EA-AEBFO3AT774E9 operation:"replicate
delete marker" bucket:bucketl23 object:"audit-5"
version:NUQI1ODUwQKUtNJQ3NCOXMUVELTgINTItRDkwNzAWQkI3NEM4 error:general
error
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1. Grid ManagerOi| A 14 > &0t > *QIZA*S MEHSIL|LC},
View and manage the certificates that secure HTTPS connections between StorageGRID and external clients, such as 53 or Swift, and external servers, such as a key management server (KMS).
Global Grid CA Client Load balancer endpoints Tenants Other
The StorageGRID certificate authority (“grid CA”) generates and signs two global certificates during installation. The management interface certificate on Admin Nodes secures the management
interface. The 53 and Swift AP| certificate on Storage and Gateway Nodes secures client access. You should replace each default certificate with your own custom certificate signed by an
external certificate authority.
Name Description Type @ Expiration date @ =
Secures the connection between client web browsers and the Grid
Management interface certificate Manager, Tenant Manager, Grid Management APl, and Tenant Custom Jun 4th, 2022
Management APL
Secures the connections between 53 and Swift clients and Storage
- - o . Nodes or between clients and the deprecated CLB service on Gateway
S3 and Swift API certificate ) . n Custom Jun 4th, 2022
Nodes. You can optionally use this certificate for a load balancer
endpoint as well.
o . . - - .
2. AZM Ho|X|of| M RS MENSHY 2t QIF A H0f Ciet HEE 2kQlIsti Q1B A ol BAMARLICH 7t U=
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Tenants

View information for each tenant account. Depending on the timing of ingests, network connectivity, and node status, the usage data shown might be out of date.

To view more recent values, select the tenant name.
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Tenants

View information for each tenant account. Depending on the timing of ingests, network connectivity, and node status, the usage data shown might be out of date.
To view more recent values, select the tenant name.
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g One or more endpoints have experienced an error and might not be functioning properly. Go to the Endpoints page to view
the error details. The |ast error occurred 2 hours ago.
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Platform services endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service (CloudMirror
replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to use.

o One or more endpoints have experienced an error. Select the endpoint for more details about the error. Meanwhile, the platform service request will be retried automatically.

5 endpoints Create endpoint

Display name @ = Lasterror @ = Type ® + URI® = URN@ =

my-endpoint-2 0 2 hours ago Search http://10.96.104.30:9200 urn:sgws:es::mydomain/sveloso/_doc
my-endpoint-3 0 3days ago Motifications http://10.96.104.202:8080/ arn:aws:sns:us-west-2::examplel
my-endpoint-5 12 days ago Notifications http://10.96.104.202:8080/ arn:aws:sns:us-west-2::example3
my-endpoint-4 Notifications http://10.96.104.202:8080/ arn:aws:sns:us-west-2::example2
my-endpoint-1 53 Bucket hitp://10.96.104.167:10443 urn:sgws:s3::bucketl
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DC1-ADM1 (Primary Admin Node) &

Overview Hardware Network Storage Load balancer Tasks

Node information @

Mame: DC1-ADM1
Type: Primary Admin Node
145 ce00d9c8-8a79-4742-bdef-c9c658db5315
Connection state & Connected
Software version 11.6.0 (builg 20211207.1804.614bc17)
| HA groups: Admin clients (Active)

FabricPool clients (Backup)

P addresses: 172.16.1.225 - ethD (Grid Network)
10.224.1.225 - ethl {Admin Network)

4T.AT.0.2, 4T.47.1.225 - eth [Client Network)
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Add interfaces to the HA group
Select one or more interfaces for this HA group. You can select only one interface for each node.

ERTE Q Total interface col
Node = Interface @ = Site @ 2 IPvd subnet 2 Mode type @ =
DC1-ADM1-104-96 ethD @ DC1 10.96.104.0/22 Primary Admin Node
DC1-ADM1-104-86 eth2 @ DC1 Primary Admin Node
DC2-ADM1-104-103 eth0 @ bc2 10.96.104.0/22 Admin Node
DC2-ADM1-104-103 eth? @ DC2 Admin Node

0 interfaces selected
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Site @ = Nodename @ =

Dioda & nndeoe T nea AN

You have already selected
an interface on this node.
Select a different node or
remove the other selection.
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Determine the priority order
Determine the primary interface and the backup (failover) interfaces for this HA group. Drag and drop rows or select the
arrows.

Priority order @ Node Interface @ Node type @

1 (Primary interface) : DC1-ADM1-104-96 eth2 Primary Admin Node

2 s DC2-ADM1-104-103 eth2 Admin Node
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1. MEUI CIDR* 2ZEO0|M CIDR EAIHRZ VIP MELUIE XIHELICE IPv4 4 CHS00 S2iAl2F MEL Z0|(0-

M
muln
2

HEHI F20= 2AE HEIJH AFEHE|0] AKX 40O BHLICE "192.16.0.0/22°0f

@ 32H|E HEFAE A= 3R VIP HESRR 4= HO|[EQO| T2 HVIP FAZE
AHEELICt

Enter details for the HA group

Subnet CIDR @

Specify the subnet in CIDR notation. The optional gateway |P and all VIPs must be in this subnet.

Gateway IP address (optional) @

Optionally specify the IP address of the gateway, which must be in the subnet. If the subnet address length is 32, the gateway IP
address is automatically set to the subnet IP.

Virtual IP address @

Specify at least 1 and no more than 10 virtual IPs for the HA group. All virtual IPs must be in the same subnet. If the subnet length is
32, only one VIP is allowed, which is automatically set to the subnet/gateway |P.

Add another IP address
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DC2-SGA-010-096-106-021 (Storage Node) &

Overview Hardware Network Storage Objects ILM Tasks

Node information @

MName: DC2-5GA-010-096-106-021

Type: Storage Node

1D: f0890e03-4c72-401f-2e92-245511a38e51

Connection state: o Connected

Storage used: Object data e
Object metadata 5% @

Software version: 11.6.0 (build 20210915.1941 afce2d9)

|P addresses: 10.96.106.21 - eth0 {Grid Network)

Hide additional IP addresses A

Interface 5 IP address =
ethO (Grid Network) 10.96.106.21
eth0 (Grid Network) fe80::2a0:98ff:fe64:6582
hic2 10.96.106.21
hic4 10.96.106.21
mtc2 169.254.0.1
Alerts
Alert name & Severity @ = Time triggered 5 Current values
ILM placement unachievable [&
© Major 2 hoursago @

A placement instruction in an ILM rule cannot be achieved for certain objects.
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Parent interfaces
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Technical Support
Chassis serial number. 031517000693

& NetApp My Support (2
' _ US/Canada 888.463.8277
Support Resources Diagnostics AutoSupport Other Contacts
AutoSupport operations AutoSupport status: Enabled e
Enable/Disable AutoSupport Features
AutoSupport proactively monitors the health of your storage array and automatically sends support data ("dispatches”) to the
support team.
' Configure AutoSupport Delivery Method |
Connect to the support team via HTTPS, HTTP or Mail (SMTP) server delivery methods.
Schedule AutoSupport Dispaiches
AutoSupport dispatches are sent daily at 03:06 PM UTC and weekly at 07:39 AM UTC on Thursday.
Send AutoSupport Dispatch
Automatically sends the support team a dispaich to troubleshoot system issues without waiting for penodic dispatches.
View AutoSupport Log
The AutoSupport log provides information about status, dispatch history, and errors encountered during delivery of
AutoSupport dispalches.

Enabie AutoSupport Maintenance Window
Enable AutoSupport Maintenance window to allow maintenance activities to be performed on the storage amray without
generaling support cases.

Disable AutoSupport Maintenance Window

Disable AutoSupport Maintenance window to allow the storage array to generate support cases on component failures and
other destructive actions.
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