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~  You have 4 notifications: 1 @ 3 A

Overview Performance Storage ILM Nodes
Health status @ Data space usage breakdown @ Lt
2.11 MB (0%) of 3.02 TB used overall
License
1 Sitename & Data storage usage + Usedspace S Total space %
Data Center 2 0% 682.53 KB 926.62 GB
Data Center 3 0% 646.12 KB 926.62 GB
License
Data Center 1 0% T79.21 KB 1.247TB
Total objects in the grid @ Metadata allowed space usage breakdown @ e
3.62 MB (0%) of 25.76 GB used in Data Center 1
0 Data Center 1 has the highest metadata space usage and it determines the metadata space available in
the grid
Metadata space 2
Sitename % P + Usedspace = Allowed space %
usage
Data Center 3 0% 2.71MB 19.32 GB
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Name Description
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string filter by group type
i)
¥ Available values : local, federaled
v
lirmit
integer maximum number of resulls
JuEry ) ;
Defauit value : 25
marker
string marker-style pagination offset (value is Group's URN)
;) 3 pagmna SE i}

inCludeMarker

baclésn if set, the marker element 5 also returmned
.. - L

order

string pagination order (desc requires marker)

{query

Avaitable values - asc, desc

Responses Response content type [ application/json ~ ]

Code Description

successiully retrieved

Example Value Model
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*AEZ|X| - /EOIE % AERX| LE {0 F LT

* * traffic-classes *: E2liTl 25 HMZ 2ot 2.

* MBI £ gls 2CI0[AUE-HERZ *: MY & gl= SE0|YE HIERIZ oMl 2.

* AFEAF*: O2|E EE|XF AMEAE B2 HESt=

Grid Management APl {7 22|

Grid Management API= HX 22| E Aot FF ¢ & 2(|0|=EE X[ e Cf.

O£ £01, 0| 2% URL2 API T 45 X|HSfL|Ct

https://hostname or ip address/api/v4/authorize

O H{Tut 2 2te|X| §h= HE Areto] EHSHH APIQ| = HT0| HEELICH APIS| & HT2 O|F MTHDt gt

—

13



S(2) HAS o HLELICH 53 753 7 AROls M 2 E2 A 24 $7171 ZEELC
CHS CIROIAS 2 0l T2t AP| HAS ZEot S Bof ELIT

API 817 Q3QIL|C} of X JURTES

ol HM1} S3t FHsBLICH 2.1 2.2

Ol BT} S2hE|X| YBLICH 2.1 3.0

StorageGRID 2AZEQHE M MX|StH [ A HFO| APIZH ZMSHEIL|Ct T2 Lt StorageGRID2| M 7|5
A OlA

22|=2 Y20 =51 St 0] 42| StorageGRID 7|5 EE|Z0f| Tt O API H{TOf| A& HAMA S 4= QASLICE

X§El= HEE 2 2 USLICH XtM|Bt LHE2 Swagger API AE M2l * config * MM S

=T MHd
()  s=mstanecrd Managemen APIE EEOHAA ", A HHS ARSI D= AP
2310/ EES AE|0|ESH = 0| H{FO| Ch3t XS B ZAsksHof BrL|Ct.

QelE RE2 LIS 22 YHZ O 0|y ASEIX| ti= A2 EAIELIL]

+ 2¢H 8|7} "DEPRECATED: TRUE"QIL|C}.
* JSON £t} 220j|= "DEPRECATED"7} Z&HEIL|Ct. TRUE
* O O|A AP E|X| b= AT NMS.logdll F7HEILICE o€ £ Ct2 ot Z&LCt

Lo:

Received call to deprecated v2 API at POST "/api/v2/authorize"

G el =M X El= API TS gfolgtL|Ct

AP|I 28 Z ME3l0 GET /versions X|¥E=API 2 HHE 258 HtetgfL|Ct o] @2 Swagger API
MEHMO| * config * MMOf| QAEL|CH

GET https://{{IP-Address}}/api/versions
{
"responseTime": "2023-06-27T22:13:50.7502",
"status": "success",
"apiVersion": "4.0",
"data": [
2,
3,
4

14


../admin/using-grid-management-api.html
../admin/using-grid-management-api.html
../admin/using-grid-management-api.html
../admin/using-grid-management-api.html
../admin/using-grid-management-api.html

20| Ciet API HE S X|FetL|ct
AR O H2(/api /va) E SIHES AHBH0| API S K TE 2 (Api-Version: 4 U&LICL 5 2k2 25
x2si2 sl 2ol 22 2e MElBHLIC,

curl https://[IP-Address]/api/v4/grid/accounts

curl -H "Api-Version: 4" https://[IP-Address]/api/grid/accounts

AIO|E 7t @8 QIZ(CSRF)EEEH E=

CSRF EZ2 A5 7|2 AtEdt= &2
7t F X)) 3HOEEH E5g o~ JELICL. Grid Manager £ Tenant Manager— OI EOP
JlsE Ase= gdetetL|Ct. CHE API 22I0[YE

OF*LJ[}
HTTP 2FA| POSTS} 20| CH2 AfO|E0| T3t Q&S E2|72 4 = BARHE 20U ALBRLS] 77|12 AEStof
S 988 OIS 4 ABLICH

StorageGRID= CSRF E2& AL8510] CSRF 3422 H Eo L} &dotEl 22 EF R7|9 82 EH
8|6 2= £8 POST 22 IJH7H =0l it L[Sl of LT,

0| 7| =2 &t M5tote{™ csrfToken Q1= 0| 0§ HEE 2 true MAHTIL|CE 7| 2242 QLIC} false.

curl -X POST --header "Content-Type: application/json" --header "Accept:
application/json" -d "{

\"username\": \"MyUserName\",

\"password\": \"MyPassword\",

\"cookie\": true,

\"csrfToken\": true
}" "https://example.com/api/v3/authorize"

true ¢ B2, GridCsrfToken F7|= Grid Manager E3210j| Cist 19| gtO 2 MME|1 AccountCsrfToken
F7|= Tenant Manager0ll 20216}17| 9[$t 29| gfo =2 MM ELICE

717} e B A|AH” ME(POST, PUT, THX|, A&NE AT £ = ZE QHEO| CIS & StLi7F Zete|0{of
SfL|Ct,

* "X-Csrf-Token 8l 2{0] CSRF E2 79| 22 HHEl s LT},

* ZOEQAYE EEE o= X B csrfToken FLE QITHE @X 23 047 HLICH

|

F7HOM MR HEE 2212 API 2B ME HZESHAL.

@ CSRF EZ 7| ME7I Y= 282 CSRF S0 CHgt F7 HS2M JSON 2E 2EE 7|tsh=
ZE X0 clsh "Content-Type application/json" sl & M EgfL|C}.

15



SSO(Single Sign-On)7| gd3tE A2 APIE AHERILICH

SSO(Single Sign-On)7} ZA%tEl 22 API AFE(Active Directory)

Active DirectoryZt 2111 SSO S5AtZ ALE3t= F2 "SSO(Single Sign-On) 7+ &l &ds
"3]S 22| AP| EE= HUE 22| APIO| S& 3t 01=

EZS A7| floll 2H API RES

— I_I_

Adshof ghufct.

SSO(Single Sign-On)7t &4 3tEl 22 APIO| 2QIgL[C}

Active DirectoryE SSO ID 33XAtZ AH25H= F L CHS X|A0| HEEL|CH

Al

Efoto] FHof
* StorageGRID AFEAt IE0f| £ HEH2|0] M AHEXtS] SSO AFEZL O|E 1 = E &1 ASLICE

* E|CE 22| APIO| UM AR HIHE A|F IDS 21 20{0f BHLIC

L = Debian %! VMware& . /vsphere StorageGRID AX| ot C|HE2|0f (*./rpoms JASLICE.

curl M| YIE= o

S HF el dotH 2 Y AlZHo| £otE £ QJSLICE UE 2RI EAE = JASLIL A valid

SubjectConfirmation was not found on this Response.

() oFlcun 9aB2E O SR IS 2 4 9T BastK ek,

URL Q13Y EX7t Q= R L2 2F 7t BAIE = J&LICE Unsupported SAML version.

oA
1. 015 EZS Yo{H O3 WY & StLIE MEfRiL|CE
° “storagegrid-ssoauth.py Python 23 Z ES AtEStL|Ct, 2CHA| 2 0| SEL|Ct.
° curl 2ES AFEELICL 3THA 2 0| SELCt.
2. ﬁliHEHIF%%} ME3t2HMH storagegrid-ssoauth.py 23 EE Python QIE{Z2|E{0f| MEStn ATRES
AL}

16

LEIZETL EAEH LS 2140 Cf

rot

US YL

° SSO ' ADFS == ADFSE i2{9tL|C}.
° SSO AHEXt o[ S ILICE

° StorageGRID7} &X| &l =H|QIL|CF

° StorageGRID2| FAlL|Ct

° HIFE 22| APIO]| M| A5t = B2 HIHE A|E IDYLIC

f

storagegrid-ssoauth.py Python 23ZE{E Red Hat Enterprise Linux, " . /debs Ubuntu



python3 storagegrid-ssoauth.py
sso_method: adfs

saml_user: my-sso-username
saml_domain: my-domain

sg_address: storagegrid.example.com
tenant_account_id: 12345

Enter the user's SAML password:
e - e =

e
StorageGRID Auth Token: 56eb87bf-21f6-48b7-afob-5c6cacfb25e7

export SAMLUSER='my-sso-username'

export SAMLPASSWORD='my-password'

export SAMLDOMAIN='my-domain'

export TENANTACCOUNTID='12345"

export STORAGEGRID ADDRESS='storagegrid.example.com'
export AD FS ADDRESS='adfs.example.com'

© e

b. MHE Q15 URLS £241512{H off POST QE2 YHlStD /api/v3/authorize-saml SEOA F7}
JSON QIR &S H|AHEL|C,

rk

t2] APIO| HM|ASHEH 02 2 "TENANTACCOUNTID AFE 8L}

O| Of|M|Of| A= off CHEH M=l Q1= URLOY CHSE POST 282 E0| TENANTACCOUNTID SLICH ZA3t= of
MYE| python -m json.tool JSON QZLZ MAHEL|CT.

curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \

-H "accept: application/json" -H "Content-Type: application/json"

--data "{\"accountId\": \"STENANTACCOUNTID\"}" | python -m
json.tool

o ofiM|e| SEOl= URLZ AT E MEE URLO| ZE|0] JAX|ZH =71 JSON QIR AE2 ZeE K|
ol-ﬁLl[:I-_

(=]

17
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- 24 FHM A EE = AEE

"apiVersion": "3.0",

"data":
"https://adfs.example.com/adfs/1ls/?SAMLRequest=fZHLbsIWEEVS$2FJTuv7. ..
s31%2BfQ33cviwA%3D&RelayState=12345",

"responseTime": "2018-11-06T16:30:23.3552",

"status": "success"

0Io

EOM £ saMLRequest MZEgL|CH

export SAMLREQUEST='fZHLbsIWEEV$2FJTuv7/...sS1%2BfQ33cvifwA%3D"'

- AD FSOl|A 220|E ¥ ID7F EetEl M| URLE 7t ZLICE.

oF 7HX] 482 O] SECI URLS AHE3I0] 2191 AAlS e¥EsH= ALt

curl "https://$AD FS ADDRESS/adfs/ls/?SAMLRequest=
SSAMLREQUEST&RelayState=$TENANTACCOUNTID" | grep 'form method="post"
id="loginForm"'

SE

Z20[AUE 2F ID:

rr

<form method="post" id="loginForm" autocomplete="off"
novalidate="novalidate" onKeyPress="if (event && event.keyCode == 13)
Login.submitLoginRequest () ;" action="/adfs/1ls/?
SAMLRequest=fZHRToMwFIZfhb...UJikvo77sXPw%3D%3D&RelayState=12345&clie
nt-request-i1d=00000000-0000-0000-ee02-0080000000de" >

- SHOIM S2t0[HE ¥ IDE MEYLIC.

export SAMLREQUESTID='00000000-0000-0000-ee02-0080000000de"

-t

. O™ SEOIM LAl &Yoo Z Xt ZHS HLCt.

curl -X POST "https://SAD FS ADDRESS
/adfs/1ls/?SAMLRequest=$SAMLREQUEST&RelayState=STENANTACCOUNTID&client
-request-1d=$SAMLREQUESTID" \

--data "UserName=$SAMLUSERW@S$SSAMLDOMAIN&Password=
SSAMLPASSWORD&AuthMethod=FormsAuthentication" --include



AD FS& sitfofl =7 &It etz 302 2[C|2 M S HheketLct,

rir

@ SSO A|AE0]| CHol MFA(CES R4 21F5)7t gdstel 22 SA AA=20lls = i s =
CHE AtH 38 E ZSELCL

HTTP/1.1 302 Found

Content-Length: 0

Content-Type: text/html; charset=utf-8

Location:
https://adfs.example.com/adfs/1s/?SAMLRequest=fZHRToMwFIZfhb...UJikvo
77sXPw%3D%$3D&RelayState=123456&client-request-1d=00000000-0000-0000-
ee02-0080000000de

Set-Cookie: MSISAuth=AAEAADAVSHpXk6ApV...pmPO0aEiNtJvWY=; path=/adfs;
HttpOnly; Secure

Date: Tue, 06 Nov 2018 16:55:05 GMT

g- "MSISAuth’ 30N 27|E MFLICH

export MSISAuth='AAEAADAVsHpXk6ApPV...pmPOaEiNtJvWY="

h. Q1F POSTOIM 7|5 A3t X|IFE ?IX|Z GET 288 2HL(CH

curl "https://$SAD FS ADDRESS/adfs/ls/?SAMLRequest=
SSAMLREQUEST&RelayState=STENANTACCOUNTID&client-request—
1d=$SAMLREQUESTID" \

--cookie "MSISAuth=SMSISAuth" --include

SH siHoll= LIE0| 23012 AF22 218t AD FS MM ME7t ZtE|H SH 220l= 54T &4 LEo|
SALMLResponseZt EEHEIL|CE.

19
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ro

HTTP/1.1 200 OK

Cache-Control: no-cache,no-store

Pragma: no-cache

Content-Length: 5665

Content-Type: text/html; charset=utf-8

Expires: -1

Server: Microsoft-HTTPAPI/2.0

P3P: ADFS doesn't have P3P policy, please contact your site's admin
for more details

Set-Cookie:
SamlSession=a3dpbnRlcnMtUHIpbWFyeS1BZGlpbi0xNzgmRmFsc2Umcng4NnJDZmEKV
XFxVIWx3bk1l1IMnFuUSUzZ2CUZzZCYmJ1YmXzE3M]AyZTASLThmMDgtNDRkZC04Yzg5LTQ3ND
UxYzA3ZjkzYw==; path=/adfs; HttpOnly; Secure

Set-Cookie: MSISAuthenticated=MTEvNy8yMDE4IDQ6MzI6NTkgUEO=;
path=/adfs; HttpOnly; Secure

Set-Cookie: MSISLoopDetectionCookie=MjAxOCOxMSOwNzoxNjozMjolOVpcMO==;
path=/adfs; HttpOnly; Secure

Date: Wed, 07 Nov 2018 16:32:59 GMT

<form method="POST" name="hiddenform"
action="https://storagegrid.example.com:443/api/saml-response">

<input type="hidden" name="SAMLResponse"
value="PHNhbWxwO1lJ1c3BvbnN. ..1lscDpSZXNwb25zZT4=" /><input
type="hidden" name="RelayState" value="12345" />

i AT ZEOM E MEELICH sSAMLResponse.

export SAMLResponse='PHNhbWxwO1lJ1lc3BvbnN. ..lscDpSZXNwb25z72T4="

=l 2 M50 saMLResponse StorageGRID /api/saml-response 282 BHS0]{ StorageGRID
T EZS gL

HlME= Relaystate HI'HE A IDE ArEStALE O2| = 22| APIO| 221512 0= ArE LI,

curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \
-H "accept: application/json" \
--data-urlencode "SAMLResponse=S$SAMLResponse" \
--data-urlencode "RelayState=$TENANTACCOUNTID" \
| python -m json.tool

SEl= 215 E20| ZeELIM.



"apiVersion": "3.0",

"data": "56eb07bf-21f6-40b7-af0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",
"status": "success"

a. e 9l

o[

EZ8 2 "MYTOKEN N Z&+stL|C},

export MYTOKEN="56eb07bf-21f6-40b7-af0b-5c6cacfb25e7"

O|X| SSOE AIE3HA| Y= R APIE AIESI= &

It

b F AR

in
Tl
[0
0z
=
u
el
00
e
1

MYTOKEN QU&L|Ct.

S$SO(Single Sign-On)7t 243tEl 22 APIO|A 202 EHL|CH

SSO(Single Sign-On)7} ZA3tEl AL J2|E 22| APl & HHE #2| APIOA 230H25t7| 2|l LS| API
QX g Mo BLICt. Active DirectoryE SSO ID SZALE AF8st= 22 L2 XX 0| HEEL|Ct

o

| Ztefoll choh

LQst AQ xX|o| Tt 210+ T|0|X|0f| A 20t} StorageGRID APIOlM 2T0t2e = JELICE E=
StorageGRIDOHH 72¢t StorageGRID H|0{2] E20| HRot H ET0H2(SLO)E EB[AHY & AUELICH

pasy

1. MEEI 23012 -2 MAMSt2{™H "cookie "sso=true"S SLO API0f| M=atL|C}.

curl -k -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--cookie "sso=true" \

| python -m json.tool

2702 URLO| HrtELICE

"apiVersion": "3.0",

"data":
"https://adfs.example.com/adfs/1ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%3
D",

"responseTime": "2018-11-20T22:20:30.839z2",

"status": "success"

21



2. 270} URLE MERLICE

export LOGOUT REQUEST

='https://adfs.example.com/adfs/ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%
3D'

3. 2302 URLO| M2 2 SLOE E2|7{st1 StorageGRIDZ CHA| 2|C|i MEL|C},

curl --include "SLOGOUT REQUEST"

302 SEO| HretEIL|CE 2|C[HM 9fX|= API M8 20t20l= XM EE[X| E&LICH

- 1O (=]

HTTP/1.1 302 Found

Location: https://$STORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwWV0o7ss%...%23rsa-sha256

Set-Cookie: MSISSignoutProtocol=U2FtbA==; expires=Tue, 20 Nov 2018
22:35:03 GMT; path=/adfs; HttpOnly; Secure

4. StorageGRID bearer tokens A& ST}

StorageGRID H|0{2] EES AH|SH= A2 SSOE AM2SIXA| b= At ST A O = ZHEBELI|C. 'cookie
"sso=true"7} MIZE|X| 2™ ALEXt= SSO AEfof| BFS FX| 9411 StorageGRIDO|A 202 ELICE

curl -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize™ \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--include

*204 No Content AFEXIZl ¥ ZIO0IRE[USES LIEHHE SEQULICE.
HTTP/1.1 204 No Content

SSO(Single Sign-On)7t ZM3LEl A2 APl AHZ(Azure)

0] 211 AzureE SSO B2 AFR3H= A2 "SSO(Single Sign-On) 74
oM ASZEE AHESI0] O2|= 22| API EEE HIEUE 22| API0| RE3t 2
UELICH

22



Azure Single Sign-On0| 2432l A APIO| 2QITL|Ct
AzureZ SSO ID 22XIE AFR3HE A< CHS X|&0| HREL|C}

AlZtst7| o
* StorageGRID AFEX} 250 £ HIH2(|0[ M AHEXI2| SSO FAF MY FAet oS 2 AUSLIC

= AN

* HIE 22| APIOf| HM|ASHH HIHE AE IDE 210 A0{OF L|Cf.
O =fefoil Chs

aii
EZS HOH LIS od| 23BEE AT = JASLIC

ro
ol JH

=2 T A

* “storagegrid-ssoauth-azure.py Python A3 ZE

* “storagegrid-ssoauth-azure.js’'Node.js 23 ZE

& AR E H 5 Red Hat Enterprise Linux, . /debs Ubuntu &= Debian 5! VMware& . /vsphere
StorageGRID &X| It CIAE2|0f| (*./rpms UASLICH

ZOHMAIL storagegrid-ssoauth-azure.py. Python
1( X SAMLRequestE 211 LIE0| 215 EZ22 27| 2ldH)
SSO

O Bl SBiLCY,

Azure®t XHH| API &2 EHdst2{H ATRE
AR E = StorageGRIDO| 21X & 7o 2H
Node.js A3 EE SE5I0| Azurelt &=

SSO 22 UHO| API QEZ AFESI0] Aldiet 4 JUX|2t, THHA| St= A2 ZHTSHK| QELICH Puppeteer Node.js
D=2 Azure SSO QIE{H[0|AS AT LSH= O AFRE/L|CH

=
MX|BL|CHEZE "https://nodejs.org/en/download/").

a
b. 2R3t Node.js 2= (puppeteer X jsdom)S AX|gtL|Ct.
npm install -g <module>
2. Python 23 ZEE Python QIE{Z2|HZE MESH ATZEES HESiL|Ct
CHS Python A3 ZE = silY Node.js AT ZEE SE610{ Azure SSO 4= &S +HFLICEL

3. TEZEJI HAIE|H CHS Ql4=0f CHSt 2k =SIAHLE 0i7H HE-E AHSSHo] MEFLICH
° AzureOl| 21018}t= O] AF2E[= SSO O|H|Y FAQLICE
° StorageGRID2| F=AQIL|Ct
° HHE 22| APIO| AM[ASHE = 2 HIHE AE IDYLICH

4. OIAX|IZL AR H P2 E A5t @F Al AzureOll MFA #ote ®MI3g EHIS LIC

23


https://nodejs.org/en/download/

s\ aTUre ssodpy  storageprid-srvrs-ssoauth. py sso-pmail-address ut-l.'l"i?'n:.' comain. com

-=-tenant -account-id- 8

Enter the user's 55

EEEARERRRARIRREE R EE RN AR AR RN AR AR RN AR AR AR R AN AR N RN AR R ERAEN

Watch: for-and approve-a 2F4 avthorization- request
FEEEEEEEEEEEREE
16-84T21 38 2!, "status':-"success’,  "apiVersion':

d2555700" |

(D 0| A3 E = MFAZ Microsoft AuthenticatorE AF25t0] &=l Z1OZ JPEBILICt CHE SEHQ
MFAZ K|St 2 AT EES £H|{0F & £ USLICHO: EIAE HIA|X[0f] 218 = 1),

At8dts It FASH

i

StorageGRID 215 E22 £0| M3 ELICt 0| SSO7t AFZE|X| 2= 82 API
CtE @8 EE2S A 8E 5

S$SO(Single Sign-On)7t & XM3tEl 22 API AHE(PingFederate)

PingFederateE SSO S ZXAtZ At2st= &4 °"SSO(SingIe Sign-On) 74 A gdsl, JeglE

T3] API = HHE 22| APIO] QS OI1E E2S 97| 98 Yzio| AP RS Ao}
'6'I-L_||:|-
= .

SSO(Single Sign-On)7t &A3tEl AL APIN| 218k Ct
0| X|&2 PingFederateE SSO ID 32AtZ AtE5H= 22 MEE/LICt
A ZFSE7| ol
* StorageGRID A%t IE0] &5 2|04 ALEXI2| SSO AFEXAt 0| St Y E Y1 JUESLICE.

* HIE 22| APIOf| HM|ASHH HIHE AE IDE 210 A0{OF L|C}

storagegrid-ssoauth.py Python 23EEE Red Hat Enterprise Linux, ' ./debs Ubuntu
CE= Debian % VMware£ . /vsphere StorageGRID &X| It C|ZE2|0) (*./rpms A ESLILCE.

curl QM9 IE= 0

Ug L2 2| +ote 22 Tel AIZH0| ATE 4+ YALICL CFS 2871 EAIE 4 Y&LICHA valid
SubjectConfirmation was not found on this Response.

(D) ciflcunl HIB2E O MBI YBE B 4 YT S BEoHN YLt

URL 2I2E EX7t U= B2 CHE F 7 EAE = JELICH Unsupported SAML version.

=
° “storagegrid-ssoauth.py Python AR E S AI2EL|Ct 2CHA| 2 0| SEHL|Ct,

° curl 2 ALEEL|C} 3THA |2 O] SEtL|CY.

24


../admin/configuring-sso.html
../admin/configuring-sso.html
../admin/configuring-sso.html
../admin/configuring-sso.html
../admin/configuring-sso.html
../admin/configuring-sso.html
../admin/configuring-sso.html

ZEE AME86l2H storagegrid-ssoauth.py 23 B EE Python QIE{Z2|E0| MEStD AFEEE
SHL|C},

=

n= | >
o |U

—_

LEIZEJL EAEH LHS Ql==0f CHet 242 =Lt

° SSO Bt "pingfederate"(PINGFEDERATE, Pingfederate 5)2| 2 E HES 213t 4 QI&LICE
° SSO AHEXt O| S LICE

° StorageGRID7t x| =l =H[QIQIL|Ct, O] Z =& PingFederateOf| AF2E|X| Q&LICH Bl ZHO 2 =741t

A= 22 LHe = ASLICL
° StorageGRID2| FAIL|Ct

° HIE 22| APIO]| M|A5tE = B2 HIHE AIE IDYLICE

python3 storagegrid-ssoauth.py
sso_method: pingfederate
saml_user: my-sso-username
saml_domain:

sg_address: storagegrid.example.com

tenant_account_id: 12345

Enter the user's SAML password:
T T T T T e s T T T e

s T E T T T2
StorageGRID Auth Token: 56eb87bf-21f6-48b7-afob-5c6cactb25e7

StorageGRID 215 E22 =30l MISELICE O[X| SSO7t AIEE|X| @i= 2 APIE AFE3t= YTt |AISH
CHE QEN E2S A Y =

3. curl @FE AFESHHH OH3 HXIE MEYAL.
a. 270lof| st HaE dARL|CE
export SAMLUSER='my-sso-username'
export SAMLPASSWORD='my-password'

export TENANTACCOUNTID='12345"
export STORAGEGRID ADDRESS='storagegrid.example.com'

@ J2|= 22| APIO| M ASIZ{H 02 2 “TENANTACCOUNTID AFR S|}

b. MEE 215 URLS £415t2{H 0 POST &S &llst] /api/v3/authorize-saml SEOIAM £}
JSON QIZE & H|7AHeLICt.

Ol KXol A= TENANTACCOUNTIDO| CHot A|HEl 215 URLO| CHet POST @S E0 EL|CH Zit=
python-m json.tool0] HE =0 JSON A E S HAHELICE

25
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curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \

-H "accept: application/json™ -H "Content-Type: application/json"
\

--data "{\"accountId\": \"STENANTACCOUNTID\"}" |

python -m
Jjson.tool

of ofd|e] SEOl= URLE 22T &

g | X|
&Lt
{
"apiVersion": "3.0",
"data": "https://my-pf-baseurl/idp/SSO.saml2?...",
"responseTime": "2018-11-06T16:30:23.3552",
"status": "success"

c. & FHOIM AEE = A= SHOUIM £ saMLRequest MY RILICH.

export SAMLREQUEST="https://my-pf-baseurl/idp/SSO.saml2?..."

d. g 7|5 WL ST o2 ELCt

RESPONSE=S$ (curl -c - "SSAMLREQUEST")

echo "SRESPONSE" | grep
id="pf.adapterId"'

'"input type="hidden" name="pf.adapterId"

e. 'pf.adapterld' Zt2 LHELH D S-S of| 2EL|C,

export ADAPTER='myAdapter'

echo "SRESPONSE" | grep 'base'
f href ZtS LHELHI(ZH SaiAl/ M7H) SES o2 RLCHL

export BASEURL='https://my-pf-baseurl’



echo "SRESPONSE" | grep 'form method="POST"'

g 'ZX[" 2 LHELHT:

export SSOPING='/idp/.../resumeSAML20/idp/SSO.ping’

h. Xt2f S} & 37| BLH7|:

curl -b <(echo "SRESPONSE") -X POST "S$BASEURLSSSOPING" \
--data "pf.username=$SAMLUSER&pf.pass=

SSAMLPASSWORD&pf .ok=clickedé&pf.cancel=&pf.adapterId=SADAPTER"
--include

I AT ZE0M E MAEELICH sSAMLResponse.

export SAMLResponse='PHNhbWxwO1lJ1lc3BvbnN. ..lscDpSZXNwb25z2T4="

curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \
-H "accept: application/json" \
--data-urlencode "SAMLResponse=S$SSAMLResponse" \
--data-urlencode "RelayState=$TENANTACCOUNTID" \
| python -m json.tool

SHol= 15 EZ0| ZetEL|C).

"apiVersion": "3.0",

"data": "56eb07bf-21f6-40b7-af0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",
"status": "success"

a. 3H0 ¢IZ EZE E "MYTOKEN X &gfL|C.

O] saMLResponse StorageGRID/api/saml-response 282 BHS0{ StorageGRID
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export MYTOKEN="56eb07bf-21f6-40b7-af0b-5c6cacfb25e7"

O|X| SSOE AIE3HA| Y= B APIE ALE0t= ARat RAMS HE Q| E AFEE 4= MYTOREN JUSLICH

1

SSO(Single Sign-On)7t &dstEl 22 APIO|A 202 EL(Ct

SSO(Single Sign-On)7} gMdat=l 2 J2|= 22| API EE= HIHE 22| APIG|A 230t2617| I8 9| API
QK S Altsf{of LI} 0| XAl PingFederateZ SSO ID 222 At2st=s 22 MEL|Ct

702 HO|X|of| A 210}2510] StorageGRID APIO|A 210k & QUELICE E=
StorageGRID H|0{2{ EZ0| 2R3t tHY 202(SLO)S E2|AHY &+ J&LICH

ot
[or |'ﬂ-|

1. JHE 27012 QNS MAMSI2{H "cookie "sso=true"S SLO API0]| FEretL|C},

curl -k -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--cookie "sso=true" \

| python -m json.tool

2702 URLO| gretEL|CH

"apiVersion": "3.0",

"data": "https://my-ping-
url/idp/SLO.saml2?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%3D",

"responseTime": "2021-10-12T22:20:30.839z2",

"status": "success"

2. 2702 URLE XNZEgetL|Ct,

export LOGOUT REQUEST='https://my-ping-
url/idp/SLO.saml2?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%3D"

3. 2702 URLY| XS HLf SLOZE EZ|H3t11 StorageGRIDZ CHA| 2|C|2MBtLC,

curl --include "SLOGOUT REQUEST"

28



L 1O

302 SEO| BretEIL|CE 2|C[2M 9IX|= API M & 20t20l= XM EE[X| E&LICH

HTTP/1.1 302 Found

Location: https://$STORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwV0o7ss%...%23rsa-sha256

Set-Cookie: PF=QoKs...SgCC; Path=/; Secure; HttpOnly; SameSite=None

4. StorageGRID bearer tokens AHH|$HC}.

StorageGRID H|0{2{ EZ 2 AH[sH= A2 SSOE AHESHX| at._ dut St BHA O = ZHEBELICE 'cookie
"sso=true"7} M= X| $2™ AEXH= SSO AEfof| 2 FX| ¢ StorageGRIDOHH 20t ELCE

curl -X DELETE "https://$SSTORAGEGRID ADDRESS/api/v3/authorize™ \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--include

'204 No Content AMEXIZ} ¥ ZI0IRE|JSS LIEHHE SEHYULICE.

HTTP/1.1 204 No Content

APIS ALE310 7|5S HIEEetEL(Ct

2|2 22| APIE AH8310] StorageGRID AARIS| EH 7|58 2tH5| H|gMote &
UELICE 7| 50| HZ2gote|H ol 7|sat 2HE HYPS +8Y + A= A S OfF: 2T

= RSLIC}

O =te1oi| CHaH
HIZHSHE 7|5 AARIS AH23HH StorageGRID A|ARIS| £EF 7| S0 °“H|*OPII x5 f71| g+ AFHCL BE
A

=
AR} S ZE GA * HBt0] 9l FHEX IB0| 23 SR T JSS ABY 4+ QES ot S
42 752 vz getsts HelLiCh

O] 7|50] oA REX| Ol3lidtaAE LIS AlLIE|2E 123l EHA|IL.

_Company A= HIFUE A™ES HH5t0 StorageGRID A|AHIS] AEZ|X| 82 Cist= MH|A SZRHLICEH
DAL AE LXERIS| K| Hots Hst7| (s AFO| HHEEl = XtAlo| X0 HIHE AFof| HMAY 4 UES
St gL _

_SlAFAE J2|E 22| APIOA 7|5 HIZEst A|ARIS AFESHY] 0| SHE EHY = ASLILE 2= ZE[XHof| A *

HEHE £E 2fs HE * 7|52 2T HIZ G2 M(UI 3L API 25) S[AtAE RE M%If S RE MM~
AHS Il O F0l| £ AFSAHE EeSte] 22| Xt AEXIVLHIHE AIHO| RE ALEX0) Cet A= E HEY &=

R L

EHA|
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1. Grid Management API0]| Cii$t Swagger 2AM0f| BHABILICEH S "Grid Management APIS AF2EHL|CH
"KERSHAMAL.

2. 7|5 H|gd3t B2 S AL
3. HHE RE 25 HE 59| 7|52 H|2M3}s2{H TS 2t 20| APIZ 228 EHLCt
{ "grid": {"changeTenantRootPassword": true} }

LFO| A=E|HEHHE FE 2t HF J7|50| HIZGetEL|Lh HHE RE s HE * 22| #eto| I o|d
AFEX} QIETO| AC| HA|ZX| 2O HIHES RE Ao E HASIE 1 A|=dt= 2= API 230| "403 AHE #et
HS"2 SH HoHEfLct.

72X o Z O2|E 22| APIE AFESH H|ZHM3tEl 7|52 CHA| ZAatet £ QELICH J2{Lt HIZHMSHE T 7t CHA|
MR X| QT2 8l2{H * activateFeatures * 7|5 XHHIE H|&Mstet 4~ Ql&L|CH
activateFeatures * 7|52 CIA| 2tM3tet & QIELICE 0] 7|52 H|Z2detslz = Z R HIZ2 M3 E
@ CIE 2E 7|52 CHA| M3 = U= 7|50| GRHOZ 2AEIL|CEH 242 7|52 2)52{H 7|&
X[ EM0f| 22JsH{oF BhL|Ct.
CHA|

1. Grid Management APIO| CH$t Swagger 2 A0 AN ABILICE,
2. 7|5 |2yt 2™2 5L
3. BE 7|52 ChA| 2d3tsta{™ Lt 20| APIZ 222 EU AL,
{ "grid": null }
0| @HO| 2=EHHHE RE iz HE 7|52 Egot BE 7|S0| CHA| M StELICE OfH| AHSX}
A+ g A

QAEMO|A0 *HHE RE ¢ H t2| ZITHO] EAIE[H, ALEXIO|AH * RE MMA * L= *HHE RE g2
HEF * 2| Heto] A= L H HF5I2 2 A =5h= 2= API F0| d3 L Lt

_l_
Im
10
Hu
Im

<]
ok
M

0% Ol A= _ALL_DEACTED I|H7} HZASHEILICE HIEHN3tEl MEf2 SX|E|ofof ot Ch2

7|50| H|gtAIStel A2, PUT R0 ZAIM O X|Fof SLICH OIS Sof HUE 2E ot ¥
7|52 ChA| 243H5HT StorageAdmin 22| H3HS Al% HIZABf6tR{B CHS PUT 282

HUMAR.

{ "grid": {"storageAdmin": true} }

StorageGRIDO| Cl{ot HM|A S KO EhL|C}

StorageGRID HMAE H|O{EL|Ct
O 9 MEXE USHLE 71 2 D50 HehS 2E6t0] StorageGRIDO| AN AT 2
o N

— =
Rl AFEXI} AFSRITE £33t 4 2l XIS HOfE 4 YALICEL MO SSO(Single
Sign-On)S &8st a, 220/1E QISNE 445D, 12| FSS WA 4 YL,
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I2H|NE ez B2 4X 2 || 22| Zxt o "S5+ i7|X 22 S"EQEL 0 Z2H[X'd f= 7t oo
LIZE|X| passwords. txt #¥ELICH Z2H|X'E 22 S EAtsta ot st FAof 22ksljof gfL|Ct.
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0 Provisioning passphrase successfully changed. Go to the Recovery Package to download a new Recovery Package.

7. 7 W{7|X| * & MetgtL|ct.
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You can enable single sign-on (S50) if you want an external identity provider (IdP) to authorize all user access to StorageGRID. To start,
enable identity federation and confirm that at least one federated user has Root Access permission to the Grid Manager and to the Tenant

Manager for any existing tenant accounts. Next, select Sandbox Mode to configure, save, and then test your SSO settings. After verifying
the connections, select Enabled and click Save to start using SS0.

550 status @ ® Disabled Sandbox Mode Enabled
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Sandbox mode is currently enabled. Use this mode to configure relying party trusts and to confirm that single sign-on (SS0) and
single logout (SLO) are correctly configured for the StorageGRID system.

1. Use Active Directory Federation Semices (AD FS) to create relying party trusts for StorageGRID. Create one trust for each
Admin Mode, using the relying party identifier(s) shown below.

Q_ Go to your identity provider's sign-on page: https:ﬁad201En.saml.sgwsfadfs!lsfidpinitiatedsignon_htnD

3. From this page, sign in to each StorageGRID relying party trust. If the SSO operation is successful, StorageGRID displays
a page with a success message. Otherwise, an error message is displayed.

When you have confirmed S50 for each of the relying party trusts and you are ready to enforce the use of S50 for StorageGRID,
change the SS0 Status to Enabled, and click Save.

2. ID 3=t 22l HO|X|of| HMASIZHH LIS MEHSIALE URLE SAISHO HELR K| 20 S MA|2.

3. SSOB A210f StorageGRIDO 21912 4 2= sfolefelel - L1 AO|E 5 SiLiof] 2ol
Mefotn, 7| B2|Rt 0] Chet B SARK AIHAIE MEiPhChg * 291+ 2 MEBiLCY,

You are not signed in.

& Sign in to this site.

I S5G-DC1-ADML j

4. S AFEXLO|ET A E U etLCt.

[=]
© 8SO 2191 8l 270t2 20| d35tH S HIA| X[} LIEFEHL[C
+" 5ingle sign-on authentication and logout test completed successfully.

° SSO ZH0| AMmlstH QF HA|X|7} LIEHEL|CH 2XIE s 25t RXQ 27|12 AH[St = CHA|
A ZSHA 2.

S. O] LA & Ht=st0] O2|=9| 2} #t2| L E0)| CHet SSO HZEE gfeletL|ct.

=

AzureE X|&gfLICt

63



64

o

1. Azure L9 Single Sign-On H|0|X|Z 0|5 &tL|Ct
2.0 88 ZE2OWHAE

£ MEigLCt
3. S ArZXtel Xt ZES UHTLICE
° §SO 219l 8l 210t %Yol 43otH

43 HAIXIZ LIEFELICY,

© SSO Hel0| AnfetH 22
AESHAIL.

4. 0| £7|g w2

+" Single sign-on authentication and logout test completed successfully

HIAIX[Z} LEEFELICEH 2RI E ol

2ot HelRX 9| 7|5 ANt = CHA|
S gh=Esto] J2|=9| 2t 22| =0 tigt SSO HEE EHeletLct
PingFederate(PingFederate)
THA|
1.

StorageGRID T AFQI2 H|O|X|0fl A Sandbox 2= HAIX|2] & tHuf &
3 E oF Holl LY MEdsto] HIAERILICE,

MEASHL|CY,
Sandbox mode

Sandbox mode is currently enabled. Use this mode to configure service provider (SP) connections and to confirm that single sign-on (S50) and
single logout (SLO) are correctly configured for the StorageGRID system

identifier(s) shown below
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. . Perform prerequisites
Grid admin e
Create HA groups (optional)
Add DNS entries

v

Configure connection

Grid 1 | I
Add configuration -

Download verification file .
StorageGRID generates security

* certificates for each grid.

Grid 2 A
Upload verification file —— |
Save and test

v

Manage connection
on both grids

Edit, test, remove
Monitor and troubleshoot
Rotate expiring certificates
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Grid
. No Using identity
admin federation?

Yes +

Configure same identity
source, identity provider &
admin group on both grids

v

Create S3 tenant StorageGRID creates tenant
P Assign Use grid federation —» on source and replicates to
connection permission destination

Permitted -
Sign in to tenant
tenant account on source grid

4

Yes,
Configure same identity | t€nant Using No
source on both grids identity
federation?

¢ + Yes, grid

Optional, create

Create federated Create local groups and

. federated groups on .
groups on source grid . users on source grid
source grid

\ 4 v

StorageGRID imports StorageGRID clones

federated groups to local groups and users

destination grid to destination grid

Create 53 access keys 4—‘

Optional: Clone 53
access keys from source
to destination
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Tenant Create versioning-enabled
user bucket for source tenant

v

Create identical bucket for
destination tenant

'

Replication
in one or both
directions?

Both

Enable cross-grid replication Enable cross-grid replication
for only one bucket for both buckets

v

Add or modify object in source
bucket

v

Delete object from source
(delete marker inserted)

v

Delete object version | Object version is not deleted
permanently from source from destination

New object version

—p replicated to
destination bucket

Delete marker
—p  replicated to destination
{optional)
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Tenants = tenant A for grid federation

tenant A for grid federation

Tenant ID: 0899 6970 1700 0930 0009 I_D Quota -
Protocol: 53 utilization:
Object 0 Logical 0 bytes
count: space used:

Quota: —

Description:  this tenant was created on Grid 1

‘ Edit ‘ |Actionsv

o This tenant has been cloned to another grid. If you edit or delete this tenant, your changes will not be synced to the other grid.

Space breakdown Allowed features Grid federation
B Q Displaying ane result
Connection name = Connectionstatus @ 2 Remote grid hostname @ % Lasterror @ &
Grid 1 to Grid 2 & Connected 10.96.106.230 Check for errors
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Remove permission to use grid federation X
connection

Are you sure you want to prevent Tenant A from performing account sync and cross-
grid replication using grid federation connection Grid 1-Grid 2?

» Removing this permission does not delete any items that have already been
copied to the other grid.

» After removing this permission for the tenant on this grid, go to the other grid
and remove the permission for the corresponding tenant account,

e. Connection '5427cbf8-0dd0-4b83-a2c8-25223ccd9cch’ s used by bucket 'my-cgr-bucket’
for cross-grid replication, so it can't be removed. From Tenant Manager, remove the coss-
grid configuration from the tenant bucket and retry.

A\, Using Force remove removes the tenant's permission to use the grid federation
connection even if tenant buckets still have cross-grid replication enabled. When the
permission is removed, data in these buckets can no longer be copied between the grids.

Canicel Force remove Remove
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Tenants = test
test
Tenant ID: 00402213 8117 4859 6503 I_D Quota -
Protocol: s3 utilization:
Object count: 0 Logical space 0 bytes
used:
Quota: -

m ‘ Edit ‘ ‘Actmnsv

0 Tenant account could not be cloned to the other grid.
Reasan: Internal server error, The server encountered an error and could not complete your request. Try again. If the problem persists, contact support. Internal
Server Error

Retry account clone
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Grid1-Grid 2

Local hostname (this grid): 10.96.130.64
Port: 23000

Remote hostname (other grid): 10.96.130.76
Connection status: 0 Connected

‘ Edit ‘ Test connection

Permitted tenants Certificates
Seail] O\ Displaying one result
Tenant
Lasterror @ =
name
2022-12-22 16:19:20 MST
Cross-grid replication has encountered an error. Failed to send cross-grid replication request from source
% S bucket 'my-bucket’ to destination bucket 'my-bucket’. Error code; DestinationRequestError. Detail:
enan

InvalidBucketState. Confirm that the source and destination buckets have object versioning enabled and $3
Object Lock disabled. (logiD 13916508109026943924)

Check for errors
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CGRR Cross—-Grid Replication Request tenant:50736445269627437748
connection:447896B6-6F9C-4FB2-95EA-AERFI93A774E9 operation:"replicate
object" bucket:bucketl23 object:"audit-0"
version:QjRBNDIzZODAtN]jQ3MyO0xMUVELTg2QjEtODIJBMJAWQkI3NEM4 error:general
error

CGRR Cross-Grid Replication Request tenant:50736445269627437748
connection:447896B6-6F9C-4FB2-95EA-AERFI93A774E9 operation:"replicate
object" bucket:bucketl23 object:"audit-3"
version:QjRDOTRCOUMEN]jQ3MyO0xMUVELTkzMOYtOTgIMTAWQkI3NEM4 error:general
error

CGRR Cross-Grid Replication Request tenant:50736445269627437748
connection:447896B6-6F9C-4FB2-95EA-AERFI93A774E9 operation:"replicate
delete marker" bucket:bucketl23 object:"audit-1"
version:NUQOOEYxXMDAtNJQ3NCOxXMUVELTg2NjMtOTYS5NzAWQkI3NEM4 error:general
error

CGRR Cross-Grid Replication Request tenant:50736445269627437748
connection:447896B6-6F9C-4FB2-95EA-AERFI93A774E9 operation:"replicate
delete marker" bucket:bucketl23 object:"audit-5"
version:NUQIODUwWQKUENJQ3NCOxXxMUVELTgINTItRDkwNzAWQkI3NEM4 error:general
error
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Certificates

View and manage the certificates that secure HTTPS connections between StorageGRID and external clients, such as 53 or Swift, and external servers, such as a key management server (KMS).
Global Grid CA Client Load balancer endpoints Tenants Other

The StorageGRID certificate authority (“grid CA") generates and signs two global certificates during installation. The management interface certificate on Admin Nodes secures the management
interface. The S3 and Swift AP| certificate on Storage and Gateway Nodes secures client access. You should replace each default certificate with your own custom certificate signed by an
external certificate authority.

Name Description Type @ Expiration date @ =

Secures the connection between client web browsers and the Grid
Management interface certificate Manager, Tenant Manager, Grid Management API, and Tenant Custom Jun 4th, 2022
Management APL

Secures the connections between 53 and Swift clients and Storage
s Nodes or between clients and the deprecated CLB service on Gateway
S3 and Swift API certificate . . n Custom Jun4th, 2022
Nodes. You can optionally use this certificate for a load balancer

endpoint as well.
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Matches the test configuration used for Common Criteria certification.

o Some StorageGRID services have not been updated to use the ciphers in this policy.
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Tenants

View information for each tenant account. Depending on the timing of ingests, network connectivity, and node status, the usage data shown might be out of date.

To view more recent values, select the tenant name.
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Tenants

View information for each tenant account. Depending on the timing of ingests, network connectivity, and node status, the usage data shown might be out of date.
To view more recent values, select the tenant name.
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g One or more endpoints have experienced an error and might not be functioning properly. Go to the Endpoints page to view
the error details. The |ast error occurred 2 hours ago.
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Platform services endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service (CloudMirror
replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to use.

o One or more endpoints have experienced an error. Select the endpoint for more details about the error. Meanwhile, the platform service request will be retried automatically.

5 endpoints Create endpoint

Display name @ = Lasterror @ = Type ® + URI® = URN@ =

my-endpoint-2 0 2 hours ago Search http://10.96.104.30:9200 urn:sgws:es::mydomain/sveloso/_doc
my-endpoint-3 0 3days ago Motifications http://10.96.104.202:8080/ arn:aws:sns:us-west-2::examplel
my-endpoint-5 12 days ago Notifications http://10.96.104.202:8080/ arn:aws:sns:us-west-2::example3
my-endpoint-4 Notifications http://10.96.104.202:8080/ arn:aws:sns:us-west-2::example2
my-endpoint-1 53 Bucket hitp://10.96.104.167:10443 urn:sgws:s3::bucketl
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DC1 (Site) & X
MNetwork Storage Objects ILM Platform services Load balancer
1 hour 1 day 1 week 1 month Custom
Pending Requests
BIK
100K
50K
) 1359 1355 1400 14405 410 I g 14:20 14:25 1430 1435 1440 1445
== Pending reguests
Request Completion Rate @
1.00 ops
075 ops
GSheps
025 ops 4
Dops
1350 1355 1400 1405 1410 14:15 1420 14:35 1430 1435 14:40 14:45
== Replication completions == Requests committed
Request Failure Rate @
0.20 op:
D15aps
Qi0ops
005ops
Jops
13:50 1355 1400 14405 1410 1415 1420 425 14:30 14:35 1440 1445
Replication failures
ZUE MH|AS AIST 4 8l2 3
SUE MH[A AE 27t B = RSM AMH[ATH A& FO[AHLE AL 7HsSt AEE|X| =7} HE HO{M AHO|EOf| A
ZUZ M|~ TS SHT 4 9SS LIEMILICE,

HZ MHA 20| 2t B

O] Z1E oiZdt2AH ALO|E0A] RSM AfH|A

MH|AE Elsh=
StolgtLct.

196

AE2|X| L=0f YLict) a2

Hoz MG T2 BiLict

2 Eoete AEE|X| CES QI
CHS Ol2f3t AE2|K| = 5 Y

M MH| A ADC
0 A1 A



=

@ AO|EO| M RSM MH|A S Zotdh= AEE|X| LEJL & 7l O] 2h FoH7t L HSHH i AO|Eof Tl
HF S¢ SUZ M2 @F0| EHELCH

e

HZ MH|2 2| it =7t ZX| s & x|

KiMIeE LHE2 2 "EIHE AE 8L GT ArE, 22U E MH|2 27 ZX| ol 2"EZ5HHAIL.

rH

HEE

"StorageGRID A|AH! 2X|E sHZARLICH

S3 SelectE ALE5H H|O|E{H|0| ALt £t 2| AA S HYX[SHK| 90 CHEC| H|O|HE R EX Q2 AMY £
UELICH 3t H|0|HE AMSH= Ol E= H[&1 TH7| A|ZHE E0{SLICH

S3 SelectZt FAL|7}?

S3 SelectE AtE3stH S3 2210|HE 7 SelectObjectContent 2K S A5 QEXEO|A Z L3t H|0|E{2F ZEZ

U HME 2~ ASLICE S3 SelectO| StorageGRID #210i|i= S3 Select 8 3 7|59| ot¢| Mefo| ZetELICE

S3 Select AL 0] CHEH 112] Ate & Q7 ALY
J2|E 22| @7 AR

J2|E B2|RHs BIUE0] S3 Select 7152 SO{510F BLICE T & MESHH * Allow S3 Select * "Ef| 1= 44"
"HHE BRI MEL Y

2| A= TH BA 5 SHLIOIOF BLICE.

* CSV* GZIP L= BzIP2 2 I Z QFESHLE OCHZ AT £ JUE&L|CH
* * I3 *. Parquet Z4A|0| CHSt =71 271 AP

° S3 Select= GZIP EE= SnappyE A&t A3 =0 X|2IgLICt S3 Select= Parquet 2 EXME0] CHot
MH QEXE =g XI SR at&LCt.

X|2I8HX| g&L|CEH £3 Al CSV £= JSONSZ X|™sljof gfL|Ct.
512MB&IL|C}.
o JM|e| AZ|Ofof| X[H =l Ci|o|E FAIZ ALE6HOF LTt

° S3 Select= Parquet &

E
- YEEIX e Ao ¢ 28 37

L =

FII'

o ZtA JSON, 55, A|ZHE= UUID =28 RIS A8 & gl&LICHL

ASHQIE Q7 AfS
SelectObjectContent R 2 2 HLHOf "StorageGRID 2= A A= L OIE SIL|CE,

2™ A8dtE ZE|XE 3L AO|ESO] E= T & SHLIC{OF gL,

197


https://docs.netapp.com/ko-kr/storagegrid/tenant/troubleshooting-platform-services-endpoint-errors.html
https://docs.netapp.com/ko-kr/storagegrid/tenant/troubleshooting-platform-services-endpoint-errors.html
https://docs.netapp.com/ko-kr/storagegrid/tenant/troubleshooting-platform-services-endpoint-errors.html
https://docs.netapp.com/ko-kr/storagegrid/tenant/troubleshooting-platform-services-endpoint-errors.html
https://docs.netapp.com/ko-kr/storagegrid/tenant/troubleshooting-platform-services-endpoint-errors.html
https://docs.netapp.com/ko-kr/storagegrid/tenant/troubleshooting-platform-services-endpoint-errors.html
https://docs.netapp.com/ko-kr/storagegrid/tenant/troubleshooting-platform-services-endpoint-errors.html
https://docs.netapp.com/ko-kr/storagegrid/tenant/troubleshooting-platform-services-endpoint-errors.html
https://docs.netapp.com/ko-kr/storagegrid/tenant/troubleshooting-platform-services-endpoint-errors.html
https://docs.netapp.com/ko-kr/storagegrid/tenant/troubleshooting-platform-services-endpoint-errors.html
https://docs.netapp.com/ko-kr/storagegrid/tenant/troubleshooting-platform-services-endpoint-errors.html
https://docs.netapp.com/ko-kr/storagegrid/tenant/troubleshooting-platform-services-endpoint-errors.html
https://docs.netapp.com/ko-kr/storagegrid/tenant/troubleshooting-platform-services-endpoint-errors.html
https://docs.netapp.com/ko-kr/storagegrid/tenant/troubleshooting-platform-services-endpoint-errors.html
https://docs.netapp.com/ko-kr/storagegrid/tenant/troubleshooting-platform-services-endpoint-errors.html
https://docs.netapp.com/ko-kr/storagegrid/tenant/troubleshooting-platform-services-endpoint-errors.html
https://docs.netapp.com/ko-kr/storagegrid/tenant/troubleshooting-platform-services-endpoint-errors.html
https://docs.netapp.com/ko-kr/storagegrid/tenant/troubleshooting-platform-services-endpoint-errors.html
https://docs.netapp.com/ko-kr/storagegrid/tenant/troubleshooting-platform-services-endpoint-errors.html
https://docs.netapp.com/ko-kr/storagegrid/troubleshoot/index.html
https://docs.netapp.com/ko-kr/storagegrid/troubleshoot/index.html
https://docs.netapp.com/ko-kr/storagegrid/troubleshoot/index.html
https://docs.netapp.com/ko-kr/storagegrid/troubleshoot/index.html
https://docs.netapp.com/ko-kr/storagegrid/troubleshoot/index.html
https://docs.netapp.com/ko-kr/storagegrid/troubleshoot/index.html
https://docs.netapp.com/ko-kr/storagegrid/troubleshoot/index.html
editing-tenant-account.html
editing-tenant-account.html
editing-tenant-account.html
editing-tenant-account.html
editing-tenant-account.html

* MH|A O{E2t0|AHA L EQILICE
* VMware 7|8t AT EQ0| - EQIL|Ct

* cgroup v27} 2d3tE HES HASH= HIO HE =

ELIgn P

2 E AELX| LEE Y HH £~ gIELICH

@ SelectObjectContent 82 2= S3 22[0[YE S RE HHES| 2E oM d52 &Y
USLICH A2 = U= HEEN 2 oot ZL00|T 0] 7|SS AMEStEE HEL|Ct

£ "S3 Select AFE0]| CHeE X E"EZSHA| L.

*

AlZHol| IhE S3 Select 2P S HEdH "Grafana AHE"IZ| = ZE|XIOIM * X[ * > * & * > * HEZ| * S MEHSL|CE

E Zt2|Xt= s3 2=t0|U E 0 Z2(#|0]190] StorageGRID A[AEI0| HZSH0] C|O|E S
E 10{5t= 1 S48 S 2|t

Ol HECS[ M AO|EON Swift ME ME7 MAERESLICE S "StorageGRID 11.8: S3 5! Swift
ZE0[HE HZ FTAEZSHYAIL.

1. 22I0|¢E S8 T2 70| StorageGRIDO| HZE|= W0l 2t StorageGRIDO|A] T4 21 S 23 BL|CH

T4 B

CHS HEE lojof iLirt
CIPFEA
* E0l 0|2

* SSLQIEN

1. StorageGRIDE A83t0] 88 20| J2|=0f| HZsH= ol ZR%t 2t PSLICH S3 MM OHHALE
AE3tHLL 2} StorageGRID AHEIE 522 19E & JAFLICL E FFLICE

198


https://docs.netapp.com/ko-kr/storagegrid/s3/use-s3-select.html
https://docs.netapp.com/ko-kr/storagegrid/s3/use-s3-select.html
https://docs.netapp.com/ko-kr/storagegrid/s3/use-s3-select.html
https://docs.netapp.com/ko-kr/storagegrid/s3/use-s3-select.html
https://docs.netapp.com/ko-kr/storagegrid/s3/use-s3-select.html
https://docs.netapp.com/ko-kr/storagegrid/s3/use-s3-select.html
https://docs.netapp.com/ko-kr/storagegrid/s3/use-s3-select.html
https://docs.netapp.com/ko-kr/storagegrid/monitor/reviewing-support-metrics.html
https://docs.netapp.com/ko-kr/storagegrid/monitor/reviewing-support-metrics.html
https://docs.netapp.com/ko-kr/storagegrid/monitor/reviewing-support-metrics.html
https://docs.netapp.com/us-en/storagegrid-118/admin/configuring-client-connections.html
https://docs.netapp.com/us-en/storagegrid-118/admin/configuring-client-connections.html
https://docs.netapp.com/us-en/storagegrid-118/admin/configuring-client-connections.html
https://docs.netapp.com/us-en/storagegrid-118/admin/configuring-client-connections.html
https://docs.netapp.com/us-en/storagegrid-118/admin/configuring-client-connections.html
https://docs.netapp.com/us-en/storagegrid-118/admin/configuring-client-connections.html
https://docs.netapp.com/us-en/storagegrid-118/admin/configuring-client-connections.html
https://docs.netapp.com/us-en/storagegrid-118/admin/configuring-client-connections.html
https://docs.netapp.com/us-en/storagegrid-118/admin/configuring-client-connections.html

S3 2% DIEALS AR EILIC

S3 AF DpEAtS| THAIE WhELIC]

ddgct

HU R
N

o

0x

|

s Mo

n
=
r
x
m|0 mbl |I‘||U
il
mo o
0
on
-
_|T|_

1. 83 O Z2|7A|0[ S A5 StorageGRIDO]| et HZES tEBLICL DNS =2 BHE0] ALE5t2 = =2l

O|E0f IP FAE HZERLICL

2o w2t =7t ofF=|#Ho|lM 27

2. 0ffZ2[7|0|M 3! StorageGRIDO||A X|&XQl XS 3EL0] Al

BB

StorageGRIDE S3 2210|AUE 38 T2 0| HZASI2{™ MK StorageGRIDOIA 4 HHAIE A5t £

20{0F LTt

Ot J1X|7t 2Rt

2
=

r

Zhof| et QEME AEE|X|E 2|5t

oz
.
fjo

CHS HO0l= StorageGRIDM|A F-43li0f 5h= 21t S3 & T2 51 DNS M0l M O[2{et ZtE ArEdt= #IX|7t

Ltet ASLICE.

M IP(VIP) A LTt

SSL 2ISA

Mt O|E(FQDN)

S3 MM|A 7| ID B HIE AMA F|

H2l/ZE[0|L O| F/ILICE

20| EE 2|

StorageGRID > HA & 2
MEHSEL|CH

2
(e}
o
«Q
D
®
Ry
O
\Y)
I
Ot
M
=
0
>t
mH
1kl

StorageGRID > E|'AE 5! {3l

StorageGRID > EH|HE

=
=2
N

20| AFEE[= <A

DNS &=

199



Ol21%t 2t A22AH ofEA| sfiof gL|nt?

QT Aletof| w2t ohg & SHLHE 35t 2Rt Y2

mufn

S = AL

* * B MEYLICH'S3 27 OrgAl. 83 A% OMHAIE AHE3IH StorageGRIDO|IM 2R3t 2tS W=H 435t S3

OHSE[A0|E T W MBY + U= StLt L= F 712 MU S £ = ASLIC OrHAL= 2ot HAS
OtList M7 0| StorageGRID 2 AL —’.-_‘——’F* =X| 215 H: E1| EEOI ELiot.

@ S3OHE2A0|EE P FR EES Q7 Art0| QUL 70| HEst ALK} X| 0| HRot
Z27t ofL|2tH 83 HH OIEHAE AFESt= 20| ZELICE

* * & MEYLICHFabricPool 27 OFEHAR". 83 A7 DALt OFXIHX| 2 FabricPool 27 OHHALS AHESHH
’%83f WS HEA 74512 ONTAPO|A FabricPool 2E2HRE AES 78 Afﬂ%* A= LLS =
AL,

0

(=13
=

JS&'F

StorageGRIDE FabricPool 22tRE A|E2| QENE AEZ|X| A|ARIOE A= 22
() sz R7AE0| YT EE PAS S1o) YUT Yol 48T Kol an 321 T

- 322 A502 74+ S3 38 HRIU0| AL F2 S3 U IHHALS AISSHR gtoRiE £502
THE SUet0| W S A 4 ABLICH TS S 2SHIAIR
a. S3 0fZ2|AH|0|H0jl ALSE NIHBH(HA) IES THBLICL 8 "IIHEH IES FHBLICFATSHIAIR
b. S3 OB 2[A\0| Mol M ALSE 2C WRN BHS WNBLICH  "RE WeiM ASEOIES AL
"REXSHM AR

3]

S3 88 ZZIH0M MEH HIHE AFHES TUSLILE S "HIHE AE S HELLILEESHYAL.
o

=
d. S3HIHES ZR HIHE AFol| 21215t 88

HM2 TS ’éé“é??:.“-llif. S "MEA D7 HHA T[S WHBLCHEZIHAIL.
e. HIHE A Liol| stLt 0] &tel S3 HZlS MdetL|Ct s329 & AL DI HZSIYAIR

mo Mo
%
J w
T
N

f. A BI'HE = H2I/ZAH0|L{0 £t JHA|of et £ HiX| X|E
TAE fﬂo}EE MILM EHE 2dotetLCh "ILM 72 S A g gL o
"HESHHAIL.

S3 S20|AEof| CHot Hot

StorageGRID H|EHE H[E2 3 2=I0|UE O{S2|H|0|HS A8t REHE H|0|E{ S
StorageGRIDO|| MZEfLICE 22t0[AE S8 T2 0] Chall 7HE 2ot =X[E HEMNOF
gLt

29

CtE S =0l= S3 RESTAPIO]| Chdl Hoto] Foik|= YA10] Rokx|0f AELICEH

HZE Hot
TLS

MH Q15
A28 CAOIM MBS X.509 MH QIS M E= ZE[X7L RISeh AEX XE M QS MYULIC

200

D230 HM AT 2F ALEXtof| CHet HA[A 7] 1D S H|E
7

A
T


use-s3-setup-wizard.html
use-s3-setup-wizard.html
use-s3-setup-wizard.html
use-s3-setup-wizard.html
use-s3-setup-wizard.html
../fabricpool/use-fabricpool-setup-wizard.html
../fabricpool/use-fabricpool-setup-wizard.html
../fabricpool/use-fabricpool-setup-wizard.html
../fabricpool/use-fabricpool-setup-wizard.html
../fabricpool/use-fabricpool-setup-wizard.html
https://docs.netapp.com/ko-kr/storagegrid/tenant/creating-your-own-s3-access-keys.html
https://docs.netapp.com/ko-kr/storagegrid/tenant/creating-your-own-s3-access-keys.html
https://docs.netapp.com/ko-kr/storagegrid/tenant/creating-your-own-s3-access-keys.html
https://docs.netapp.com/ko-kr/storagegrid/tenant/creating-your-own-s3-access-keys.html
https://docs.netapp.com/ko-kr/storagegrid/tenant/creating-your-own-s3-access-keys.html
https://docs.netapp.com/ko-kr/storagegrid/tenant/creating-your-own-s3-access-keys.html
https://docs.netapp.com/ko-kr/storagegrid/tenant/creating-your-own-s3-access-keys.html
https://docs.netapp.com/ko-kr/storagegrid/tenant/creating-your-own-s3-access-keys.html
https://docs.netapp.com/ko-kr/storagegrid/tenant/creating-your-own-s3-access-keys.html
https://docs.netapp.com/ko-kr/storagegrid/tenant/creating-your-own-s3-access-keys.html
https://docs.netapp.com/ko-kr/storagegrid/tenant/creating-your-own-s3-access-keys.html
https://docs.netapp.com/ko-kr/storagegrid/tenant/creating-s3-bucket.html
https://docs.netapp.com/ko-kr/storagegrid/tenant/creating-s3-bucket.html
https://docs.netapp.com/ko-kr/storagegrid/tenant/creating-s3-bucket.html
https://docs.netapp.com/ko-kr/storagegrid/tenant/creating-s3-bucket.html
https://docs.netapp.com/ko-kr/storagegrid/tenant/creating-s3-bucket.html
https://docs.netapp.com/ko-kr/storagegrid/ilm/access-create-ilm-rule-wizard.html
https://docs.netapp.com/ko-kr/storagegrid/ilm/access-create-ilm-rule-wizard.html
https://docs.netapp.com/ko-kr/storagegrid/ilm/access-create-ilm-rule-wizard.html
https://docs.netapp.com/ko-kr/storagegrid/ilm/access-create-ilm-rule-wizard.html
https://docs.netapp.com/ko-kr/storagegrid/ilm/access-create-ilm-rule-wizard.html
https://docs.netapp.com/ko-kr/storagegrid/ilm/creating-ilm-policy.html
https://docs.netapp.com/ko-kr/storagegrid/ilm/creating-ilm-policy.html
https://docs.netapp.com/ko-kr/storagegrid/ilm/creating-ilm-policy.html
https://docs.netapp.com/ko-kr/storagegrid/ilm/creating-ilm-policy.html
https://docs.netapp.com/ko-kr/storagegrid/ilm/creating-ilm-policy.html

A
S3 AE HHA 7| ID 3 H|IZ HMA T
A

|
B2l A9 U DE M JHS AN A Hof Y

StorageGRID”| S2I0|HE 88 T2 10f| Eot2 N 3st= W

S3 S2t0[AE OHEE[AI0[H2 HO|ESHO] L& = 2E| =E0M 2= HEIA AMH[20 HZSHAHLE AEE[X] =20

S A
Y A 4 AL

°© 5ot 24 M| A0 HESHE 220U EE AEXARS| FAl| W HTTPS = HTTPE AFSE & "Fot E4F Z A
2ds A8 ASLHCL

HTTP= H2H0| of6t 1 2t o ote|X| 942 S48 MSdtE=Z H[2F L= HAE J2[=0f|2F AFESH{0F LTt
 AER|X] LEO| HESH= E2I0|HE X HTTPS E£= HTTPE AIEE & JELICL
HTTPSZt 7|=220|H HEELIC.

HTTPE 2ot ofst 1 QI 3e|X| @42 S48 NIBSIXIT H| Y EE HAE J2|29 22 MHNoR AgY
_J'k_ "§I-A-I§|.EI"OI¢|__| |:|.
= O (=N =] .

StorageGRID2t 22I0|HE 7to| B4 2 TLSE A8sH0] L= ot L|Ct.

* 2L WM ZHEHO| HTTP £ HTTPS HZS 580t E 7Y EU=X] R0 2A Q0] J2|=E Lo 2E
UHM M| A AEEX| £ 7H9| S410] iz ElL Lt

i
I
=)
Q
[m
N
Py
m
[¢)]
_|
>
3
)l
1%
o
4
ost
Ot
i
rg
@
Q
Q
(@)
D
®
Py
(@]
=2
mjo
=
(]3]
St
[=)
T
_|
_|
o
ro
Ol
oF
L
ot
-
i)

* 2210[2E S8 TZIM2 Bt ZA MH|A0| HEY wff 23t 24k FX| E2F0)| Cis LA El AISME
= DQ¢ QB M &#8212(T2|= BE|Xt7t YZETH A} X|H MH QS A
I StorageGRIDO{| A ‘St 21FM)7t UELICEH

* S20[AE OiZ2[AH[0| 0] AEE|X| =20 2Y HESHH AL IF 7|20l M M StorageGRID A|AES
X AE2|X] = =0of ool W E ALH> MY M QISME AFEELICt = 2| 22[X7F 22| =0
HMSsts B AR He MH ASMYLICE S "AFERE XIE S3API QIS ME FIIRILICHEZRSHIAIL.

S2f0[AET TLS HE S HHSHE Ol AE3t= ABME LZSH=F F-J8H0F gL Tt

o

TLS 2to[=22{2|0j Chol X &= oAl 3 Y=et &nE

StorageGRID A|ARI2 S20|HE S8 T2 0| TLS MMSE 2T m A8 = A= = 215 S
X EYLICH A= E FoteH * 7 *>* Hot* > * Hot B * OF 0|FSH0| * TLS I SSH YA * S MEABL|CE

201


https://docs.netapp.com/ko-kr/storagegrid/s3/authenticating-requests.html
https://docs.netapp.com/ko-kr/storagegrid/s3/authenticating-requests.html
https://docs.netapp.com/ko-kr/storagegrid/s3/authenticating-requests.html
https://docs.netapp.com/ko-kr/storagegrid/s3/authenticating-requests.html
https://docs.netapp.com/ko-kr/storagegrid/s3/authenticating-requests.html

XY=l = TLS HE LT

StorageGRID= TLS 1.2 % TLS 1.32 X|2ILIC}

(D) SSLv3 % TLS 1.1(EE O BIE)2 T 014 XIS RhLict,
S3 2 OHHALE AHEFLICE
S3 47 DREAL 21 A % 7 AEE ALSHLIC

3 A OMHALE AH8SH0] StorageGRIDE S3 OHEZ|AH|0| M2 LEHME AER|X| A|ARICE
vttt
S3 273 OHYEALE A8dt= 3%
S3 &% OPHAt= S3 OHE2|H|0| Mol A AHEE StorageGRIDE #48t= 2t THAIE QHABILICE DHEAL 2t Al S3
OHZ2|7|0|H0] Zt2 =St O A8 &= U= TS CH22EYLICE OFHALS AFESH0] A|ARIS 2Lt 2|
TSt MX0| StorageGRID 2 Atzjoff SH=X —.*9_|°.=,“—| Ct.
E ARSt="2E A HSHAL StorageGRlD J2|E Z2|XE AFRSH A& ol S3

PS|

=
°'OU4 LES0ll OFHALS HMABIO] 2t = ASLICH 27 Ao w2t Bt etF9| 2 —‘?'—
7% CHS OFHALSE AE3H0] S3 OHZ2[A|0|Mof| ot S Zee == ASLICH

OFHALE AHESH| Hof

OFHALS AHE3E7| o] Of2{st APH 27 Atets 22 =X] 2HelgtL|C),

r
[

IP £AE A1 VLAN QIE{HO|AS MAETL|Ct
DIMEMHA) D152 #HY A2 S3 0fE2|A|0]M0| HZEE L Eof AFEE StorageGRID HIE/IE 24
L|Ct. MEUl CIDR, HO|EL|O] IP T4 Sl 7tA IP(VIP) A0 CHol 2dg ghe &0 JASLCH

7t LANS At238H0] S3 O Z2|AH|0| Mo EfmE Ea|gt AlElo|a2tH 0|0] VLAN QIE{H|0]|AS 1MSH ZdQlL|C},
2 "VLAN QIE{H[0|AZ TLAMEHL|CI"A RSN Q.

ID H|{2f|0| M 3! SSOS A etL|Ct

StorageGRID A|AEI0f| CHsH ID HH2|0]M = SSO(Single Sign-On)2 AF2stH = 22 0l2{st 7|52
oM ELICE £ S3 OHEEHIOIHOHH ALEE EHIHE A™o|| ot FE HMA Hoto| QI0{0f ot= S8
OS5 Y0 YALICE "D HCf0| M AF2EL|CI"Y £ "Single Sign-On TAI"KIRSHAAIL.

TRl OIE 7t 27| & 4

StorageGRIDO|| AFEE FQDN(E 2tz =HQl 0|5)S Y10 JUSLIC
oH

of DNS(Domain Name Server) &2 0|
FQDNS OPHALS AME3to] Aot HA OF2| 7H4t IP(VIP) =20 oiZiE

t.
gt

S3 7tet AR A9 @M S AE5E = R 7H UA0{0F"S3 EF =02l 0|52 FEUSLICHELICE 7Ha
I t
= [
StorageGRID F3} E4F HX|E ALEE A|2l0|2tH 2= @R Hof CHet LHHEQl N Alets HEJUSLICE

QIE(EM ZE BN EHE AMEStHE R T 2= HRAMO| Cist FQDN(ZetE =0l 0|8), ZE 3

202



AS M7t A0{OF ZHLCF.

D= J2|E H|E30|M HAS AASHL|C}
2 2xH

S3 HIHEI AE HI0|HE

= = AE5te] HZl QLEHEE CHE J2|E0 SHst=S
51852 H OFYEALS AIZSH7| Hof| LSS RIS AL

S3 27 OIHALE ArE3t0] S3 O Z2[AH|0| MM A8 StorageGRIDE 78 & ASLICH
MY OPHAH= 0E2[7|0]40| StorageGRID H310]| HM|ASH D QEHMES X{&sH=
TR0 S MSELC

rr

AlZtst7| o

* 0| "EE OHM|A HSHISL|LC,

* OFEA MBS 23l 2 HEJSLICE 18] Ate 8l @7 Arg”

OF Aol Y M| AT
£
1. 2 A83t 12|= a|xtof "X sl = ¢ B2t 23S}

2. A2 =0 * FabricPool and S3 setup wizard * L7} LIEFLIH L0 A 21T E ME{BILICE B2} O O &
LIEILIX| o™ 2| E Z2|Xte| HE|2 HEA|E0AM =3Y Oof0| 2 MEHSII * FabricPool and S3 setup
wizard * & MEHSILICE

FabricPool and 53 setup wizard

Documentation center

AP| documentation

What's new

About

3. FabricPool % S3 &% OHHAL H|0[X|2] S3 88 T2 1% MMM * X|F 74 * S MEfRL|CY.

203


use-s3-setup-wizard.html
use-s3-setup-wizard.html
use-s3-setup-wizard.html
use-s3-setup-wizard.html
use-s3-setup-wizard.html
use-s3-setup-wizard.html
use-s3-setup-wizard.html
use-s3-setup-wizard.html
use-s3-setup-wizard.html
use-s3-setup-wizard.html
use-s3-setup-wizard.html

CtA 1/6: HAOE 74
HA 182 2t ' =0 StorageGRID 25 MM MH|ATF B&HE == BZQILICH HA JE0iE HO|EY 0] 5,
ZE|XH EE = S OF X 5 JSLICHL

HA J—E—% At85tH S3 CIIO|E HES A& ArEd —1‘— ASLICE HA 2F9| HE[E QIE{H|0] A0 FOH7t & H5HH
Q) QUEH|O[ A0 A S3 Ziol Mol FEE FX 1 YAZEE E*EI"E* AL

Of 2fHofl Tt XEMIS LIE 2 & "17tEd OFS 2E[SfL I EZMHAIL.

1. Q2 2C WAME AMEY AZlo2tH HA DS
O|SEILICIETHA T 2CHA|: 2 WM EHE

2. StorageGRID 2 HHAE AI25I2{H A HA O

i
mjo

>~
N
il
N

A
T
>
|2
>
ol
et
4>
$0
o>
i
iul

204



od
a. M HA 12 M435l2{H * Create HA group * £ MEASIL|CE

b. Enter details * (M| M =) THA|of Ciol CHS RHEE ZHggfL|Ct
Zoof gt MY
HAJ1E 0|2 0| HA 159 113t HA| o|EL|CE.
M (ME] AL 0| HA 150 gt MHQIL|CE

C. Add interfaces * TtAIIA O] HA 2 E0i| AF2%E = QIE{H|0|AS MEHSHL|CY.

= YESAHL AMO|E U2 QIEH|0|AS 2Lt W2 3S

n
=2
L]
my
mjo
Rl
00
Of
2
ogt

StLt Ol &fel =5 MEfeh 4= QUX|2H 2 L =0f| CHEH Sttol QIE{T| o] AR MEHSE = ASLICH.

d. QIE{H|O|A * M &2 X|H THAHIC] AL 0] HA 150 CHSH 7|2 QIE{H|0| ALt BHY OIE{H|O|A S

ZH-gLCt

g =2 35t * Priority order * €9| Zf2 HATILICE

SEO| X HmY| QE{HO|AE 7|& QAUE{HO|ARJLI|CE Primary QIE{H|O|A = Eo{ 7t L MSHX| Qb= Bt

Active QIE{H|O|AQIL|LC}.

HA 120 S 0|Ato| QIE{H|0| AT} EEHE|0] QT 2 QIE{H|O| A0 o7} 2HASHH VIP(ZHA IP)
FA7L M =2 &AMCHE A Hy 2 °IE1111I0I*§ O|=EtL|C}. O] QUE{m|O] A0 ZHOH7} LhABHH VIP
FAILCEE H—H.%.* QIE{H|O|AZ Ol%gﬂ-ltr ZOR7t SHAZ™ VIP T2t ALE 7tst @M =27t 71+

=2 QIE{HO|AZ CHA| O| SEL|C.

e. |P A = * CHAof CHell CHS HEE U LT
oo sgh|ct Al
MEul CIDR CIDR E7|H &#82129| VIP MEUl =& |Pv4 24, S2liA| A
MEul Z0](0-32).
HES9R FA0|= SAE HEJF AH™E| 0] JUX| @totof ShL|C},

"192.16.0.0/122°0|E =

HO[ERO] IP T2 (MEH A

o

StorageGRID M| A0| AF2E[= S3 IP 27t StorageGRID VIP

FAaet Yot MEUI0| gl= 2% StorageGRID VIP 2Z

HOIESOl IP FAE Y etL|Ct. 2Z AO|ES0] IP

MESLiof| A0{oF BL|Ct.

FAL=VIP

205



ZEof gt 29

It 1P FaYLT HA 80l AE[= QIE{m|o|A0f st VIP = E*H-rOIM 1071
OI5t2 YHBIYAR. BE VIP FAE VIP MEL Lo L0{of
L.
StLt Of&fo] 4= IPv4C{OF PL|CH MM O = =7t I1Pv4 5L IPV6
o

Metisto] 53 4T OpHALR SofiLch

71ZHAOE ME
a. 7|Z HAJES ME3tH * HA O & M= * of| M HA 10§ O|ES MEigfLICt
b. 2C MAHM HHAIZ 0| St H * A& * S MEBLCE

6THA| = 2CHA|: EC w2 BXES RASL|Ct

—

StorageGRID= ZE #HME AIE510] 2210|HE S 2|AH|0| MM AIZES BEFLICH 25 B Y2 0fF
AERX| LM £0 HE S IOt

=2 ocoo=2 T

DE AO|EQ0] & #E| L= =0l A= StorageGRID 2= WM MH|AS AFESIALE [ F(EFAL) 2= HR MO
HA > AZLICE StorageGRID 2E WRANE AIZStE 20| BALICH

Of 2ol st XiM[et L2 & "= #ed 70| CHet 2] ArgEESHYAIR.

StorageGRID 2E #ZiA MH|AZ A25l2{H * StorageGRID 25 WM * 2 MENSH LIS AIRY 2E Wiy
TS Q7L ML 9|8 2C WRNES Atgsl2ie * 9|8 2 wWa
CHst M2 HEE HSect.

206



I

M KA
(= i<

mome

X

1. 2E el 2HE

2. Enter endpoint details * THA|0f| A C}

ZCof Yt

o|&

TE

S2H0[AUE 7 H

HE{I ZTZES

3. Select binding mode * HA[0|A] binding =& X|FBfLICE. HIQI
EFIPFA Y HER3 QIEMO|AE AHESIH 22X °—'1*1|*0fE

LE QI o|A

Lot

BHS2{pl * 27 DS * & MeELIC)
S WEE QB

ZC 2 M0 AF2E StorageGRID ZEQILICE O] ZEE HZ

Mot AIEZQIEN| L3 7|2HO R 1043322 AN E|X[2H ALK
°*t QE ZE= ™Y £~ UELICE 80 = 4432 USHH s
ZEJ 2| =0 01|°*E|7| 20 2&0| HIOIE%IOI L Eof| At
gLt

J2|E MH|AOAM AIRSI= ZE=
'HESQT TE EER"RIXSHAAL.

3 * OOf giL|Ct.

HTTPS * & MEBfLICE.
* 1% TLS 23} 80| StorageGRID2t S4l5t= A2
K| X2t HEE[X] E&LICE

‘é* = MOo{RfLICt.

M

Z2I0|HE = HO|E |0| L e 22 LEO| IP FA, HEY/] I A= HA
JF9 7H IP(VIP) 4 K& i FQDNS AHE5H] X0 ‘MIA%* >
ASLICE

O] ZHo| M2MS HMste LRIt Q= 22 * Global * (22E *) 4™ (7|22
)= AF2EtL|Ct

S2I0|HEE= HA IE9| 74 IP FA(E
O | ABHOF BHLIL}.

SHE FQDN)E AF2SH0] 0] ZXof|

E 2E0[ AKX
= 3_* E—'.:— %%'3._* HLE Ho 2 AEY 5 AFLICH

SCi0|HEE= MBS L = QBT 0| A 9] IP 4 (

F= diE FQDN)E A2
O] ZH0| HAM|ASHOF ThL|CY.

|_I'|

oto

207


https://docs.netapp.com/ko-kr/storagegrid/network/network-port-reference.html
https://docs.netapp.com/ko-kr/storagegrid/network/network-port-reference.html
https://docs.netapp.com/ko-kr/storagegrid/network/network-port-reference.html
https://docs.netapp.com/ko-kr/storagegrid/network/network-port-reference.html
https://docs.netapp.com/ko-kr/storagegrid/network/network-port-reference.html
https://docs.netapp.com/ko-kr/storagegrid/network/network-port-reference.html
https://docs.netapp.com/ko-kr/storagegrid/network/network-port-reference.html

D E MEfshL|ct
LC QQlL|ct
4. g

Zeof @l

TE HUE §i8(7|=2h

2SI,

StorageGRID S3 2IZME
N3 =

6. S3 M7F OPHALZ Sop7t2{H * opl

k=3
=
7. HHE L2l tHA|Z 0| Sst2{H * A&+

—

i

=
=

95 2E w214
)

208

EE

Metst = Q0] w2t 2etojHES
AHO|ES0] == of IP FA(EE o

gfLCt,

HE MM A EHAOM TS B SILIE

Hegg ZE oo H&dst= o 2|t 1520|

22| 29| IP FA(EE SHE FQDN)LE
FQDN)E Ar&35}0f 0 20| HAM|ABHOF

Ct
=]

rx

EfgtL|Ct.

HHE AE2 0| AIERRIES

O nx
o> rin - of

r
n

=k

CAME Mt QIS
HZE5HHH O

XA MEE IS M
Chet XtMiet 82

"AERSHMA| Q.

StorageGRID 22 IS M9| ALSKL XIH T2 0]0] YZERALL
WAT 03t 0| SHS ALGBILICE XEMBH LIS S "S3 AP
QIZHE THBILICH HESHIAL.

MEHSHL|

—

Ct.

MetgL|ct

2
=2 ="

2y 4 ALk,
B M < oM ofT 015 MeyBiic
14 * 2 MepLict



TEof @l2fgLct EE

FQDN 9% 2= w214 Fx|o| FDN(HFSHE E0[9l 0/Z)iLict.

ze S3 0fZ2|3H|0|M0] | 2= Wato| HHSH= Bl ASE EE
HSQlL|C},

QIS A 95 2E Waty T2 M AZME ZARI0] 0] HEO| 20
FSLC,

2. HHE % K2l CHA| 2 0| S3ta{H * A& * 2 MEdetL|Ct,

—

6THAl B 3EH: B E & IS WggLIc

ocood

B E= S3 0HZ2[AH|0| S AFE5I0] StorageGRID0| LEHEES XMEstD AME = U= AEE[YLICE 2
H'EEO = XM ALEAL, AMA 7], I, RQEHE 5l £F 7|5 MEJL JSLICH

HZI2 HHES QEHE 5l 9‘=”‘“E HIEtCIOIH E ME5t= Ol ArEE[= ZH|O|HILICH HEHEO| H2I0| S ==
AKX 2 OFHALE AFESHA 7P‘* =0 A B ELt HAIS TS 5= ASLICE LIS IS F71571LE S8 S

=
=2 =

AH8lOF 5= Z L Tenant Managere Arge & JAELICE
O] ZrAHof| CHt XtM[et LI 2 "E|HE AHES MAMSIL|Cl 8l "S3 HZIS MAHTILICH'S HESHIAIL.
oHA|

1. HIHE A2 0|52 ettt

H =

HIHE 0|F2 11R9

==

O & 2RVt glgLCh HI'AE A|Fo| He=H nF7et =X AF IDE 2Lt

2. StorageGRID A|AEIO|AM"ID H|E", "SSO(Single Sign-On)"EE= & BEE AFst=X| 620 M2} HHE
AHEol| CHet FE WMAE JHO|°”—||:f

SMS dEiELCt O[FHA| st AL

ID HE{2|0] 0] 2doteX]| §i2  HEHEN 2Z FE MEXAZ 200 1] AIEY =S XIFEILICE

2

ID HE{2|0]M0| gdatEl L a. HIFEO0] o 7tE 7|Z HE[0|d 252 "FE ML 2ot
"MENStL|C}.

b. oj w2t HIHE 22 RE AISXZE 2008 U AI8Y AT E
X|Egct.

ID HIE2{|0] M 3! SSO(Single Sign- HI'EE0)| CHal 7HE 7|1E HH{2{|0|d OFS "SE MM ot dedgtL|C}

]I [ R
On)7t 25 ¥t 32 2Z AEAE 2O00 £ glELIC
3. DFHAtOIM RE ALZX0f| Chet A 7] 1D I HIZ BA|A 7| S WESH2{H * RE ALKt S3 UM A 7| XS
MM * 2 MERSHL|C}.
o o I__II=|

209


https://docs.netapp.com/ko-kr/storagegrid/tenant/creating-s3-bucket.html
https://docs.netapp.com/ko-kr/storagegrid/tenant/creating-s3-bucket.html
https://docs.netapp.com/ko-kr/storagegrid/tenant/creating-s3-bucket.html
https://docs.netapp.com/ko-kr/storagegrid/tenant/creating-s3-bucket.html
https://docs.netapp.com/ko-kr/storagegrid/tenant/creating-s3-bucket.html
using-identity-federation.html
using-identity-federation.html
using-identity-federation.html
https://docs.netapp.com/ko-kr/storagegrid/tenant/tenant-management-permissions.html
https://docs.netapp.com/ko-kr/storagegrid/tenant/tenant-management-permissions.html
https://docs.netapp.com/ko-kr/storagegrid/tenant/tenant-management-permissions.html
https://docs.netapp.com/ko-kr/storagegrid/tenant/tenant-management-permissions.html
https://docs.netapp.com/ko-kr/storagegrid/tenant/tenant-management-permissions.html
https://docs.netapp.com/ko-kr/storagegrid/tenant/tenant-management-permissions.html
https://docs.netapp.com/ko-kr/storagegrid/tenant/tenant-management-permissions.html
https://docs.netapp.com/ko-kr/storagegrid/tenant/tenant-management-permissions.html
https://docs.netapp.com/ko-kr/storagegrid/tenant/tenant-management-permissions.html
https://docs.netapp.com/ko-kr/storagegrid/tenant/tenant-management-permissions.html
https://docs.netapp.com/ko-kr/storagegrid/tenant/tenant-management-permissions.html
https://docs.netapp.com/ko-kr/storagegrid/tenant/tenant-management-permissions.html
https://docs.netapp.com/ko-kr/storagegrid/tenant/tenant-management-permissions.html
https://docs.netapp.com/ko-kr/storagegrid/tenant/tenant-management-permissions.html

EHIHES RAUTH ALEXI7L RE AEAIRl 2R 0| SMS MEHGL|CH CHE AMEX7L Ol HIHEE AH8E 32
"Tenant ManagerS AtEELICH"7|2t ﬂﬁ% AL CE

4. X|3 0| HIAE0] Chgt #3212 Ha5t2{S * o] Bl A TSt B3 A4 * 2 MeistL|T
J2|S0j S3 QEHE FF0| LYBE A2 0] E0|A AT B0 S3 QEHE T3
S35 X BLICE 0] S3 KB 20| M| S3 QEHE HT HAS AIBsioF ot 2 X2

=

=

HIIS Wt T MESHA| DFYAIL. T LESO B E 22| Xt
"AMESHIAIL.

a. S3 S 2[AI0| Mol M ArEE Q| O|F S Y LILE. "s3-bucket € S0,

o
ox
-0
N
M
08
12
mjo

(us-east-1"LIE 0| ILME A3 HZl A2 J7|ZL2 QEHEZS TESHR| ¢
AtERILICE

5. Create and continue * £ MEeistL|C},

ttA 4/ 6: HO|E CI22E

C|O[E| CH2 2= THAO M= StLt e & i IS CH22EstH da 4ot o MR §EE MEe +
o|¢|__| |:|.
=l .

e
1. 2E ALSA}S3 UNIA 7| TS M4 * S Megst
H| 2

[=]
* E|IE A% 0|F, HN|A 7| ID X 7 EBHE THUS CHRRESRE F AHA F| CHRRE < B

MEBILICE . csv.
> SAp ofo| 2([)) Meistol AMIA 7] 1D X HIY AN A IS SYLCO| ZARILIC

2. woh 24 FK| B, HUE, A UL 2E ASKIO| g 4H0| T3E NIAS ot < 1Y 3 CheRs

—_— A

3. 0| HEE otXst 9fX|of MFeLICt.

= AN|A 7|8 DE A GIhX] O] HOIXIS X DA, O HOIXIS OB 7|8 AFg S 4
(D el&Lith of L StorageGRID AIAHOIA HOIEIS 25 Ol AlgE 4 002 ot

SIX[ofl XFsHof gLct.

4. HIAIX|Z} LIEFLHEH =tol2ts MBS 7|8 T2 25t LE EARI=X] 2elgfL(ct.

S. ILM & B! MM CHAZ o] SotH * A& * S MEHEL|CE.
CtA 6 & 5: S30f| CHSH ILM 72! 3! ILM B2 AESL|Ct
ILM(™E 20| ZAtO| 2 #2]) 7%l StorageGRID A|AEIY| Q= 2E JHAM[Q| BHX], 7|2t & & SEH2 Mg Ch.
~
o

=]
StorageGRIDO|| Z&tzl ILM HM2 HE JHH|9| SH|El SAZ & HE TELIC o] M2 StLt 0| 4Fo| M
gdetet w7tk HEELC)

1o d

A

210


https://docs.netapp.com/ko-kr/storagegrid/tenant/index.html
https://docs.netapp.com/ko-kr/storagegrid/tenant/index.html
https://docs.netapp.com/ko-kr/storagegrid/tenant/index.html
https://docs.netapp.com/ko-kr/storagegrid/tenant/index.html
https://docs.netapp.com/ko-kr/storagegrid/tenant/index.html
https://docs.netapp.com/ko-kr/storagegrid/tenant/creating-s3-bucket.html
https://docs.netapp.com/ko-kr/storagegrid/tenant/creating-s3-bucket.html
https://docs.netapp.com/ko-kr/storagegrid/tenant/creating-s3-bucket.html
https://docs.netapp.com/ko-kr/storagegrid/tenant/creating-s3-bucket.html
https://docs.netapp.com/ko-kr/storagegrid/tenant/creating-s3-bucket.html

1. Ho|xlo| MBE HEE HEC

2. M B 1E S B300) A3t 2|0l TSt SF XIAS ATFok2R Af AT HAS MABLICE 1LV 75 S
MBI S ILM M A EESHIAIR.

3. Mel 0| EIYIS HEOM SRS BoF SH=X| OfsHRALICH *

4. THSO| £ TS OIS S LIEKHEID Holztg Mestct

5. 90t~ O O|Sot2{R * {4 * 2 MeysiLct

A

2Rt = Aes F7t 82 dYol= T2 BHAIS ME FEE 7|=3l LT HE
MEHSHH BHE 22|At2 O|SELICE 7| M B E AFEXIE 715t 7t IS
A

=

4. StorageGRIDOIA CH2 ZESH Y L= 502 A2 IS AFB3I0] 88 Z2IMS FRiLIC

HA(Z27184) 182 S3 E20[¢IEE
ManagerOl| CHet 17184 HES HSgLIC.

ZHADE2 HESt =0 SR AfH|200 CHeE AMAS RIS TLIC.

* HO|EQO| LE, 22| LE E

: =25
HMSefct.

i

kst

rr

HA 1

iZ(
rlo
7))
w
iy
it}
o
Q
Im
=2
k1
N
00
0x
L
[s)
m
re
MY
mo

rr

s 2| =0k TES5HE HA 182 Grid Manager % B[S E 22| Xtof| gt 17t

HA JE2 oA MdeLm?
1. 5Lt O| &t 22| L E K= H|O|ES0] = E0f| CHEH HEX 3 QIEH[O|AS MEHBILICE. Grid Network(eth0)

QIE{H|O| A, Client Network(eth2) QIE{H|O| A VLAN QIE{I|O|A E= L E0f =715 AAM|A CIE{HO[AE AtEY
& JAELICE

(i)  DHCP 2 IP 47} 2l HA DBl QIEHO|AS 7kt 4 gzttt

2. L] QIE{I|0|AE 7|2 QE{H|O|AZ X[ ELICt Primary QIE{H|O| A= ZOH7} 2HSHK| §b= Bt Active
QUE{H| O] A IL|C}.

211


https://docs.netapp.com/ko-kr/storagegrid/ilm/access-create-ilm-rule-wizard.html
https://docs.netapp.com/ko-kr/storagegrid/ilm/access-create-ilm-rule-wizard.html
https://docs.netapp.com/ko-kr/storagegrid/ilm/access-create-ilm-rule-wizard.html
https://docs.netapp.com/ko-kr/storagegrid/ilm/access-create-ilm-rule-wizard.html
https://docs.netapp.com/ko-kr/storagegrid/ilm/access-create-ilm-rule-wizard.html
https://docs.netapp.com/ko-kr/storagegrid/ilm/ilm-policy-overview.html
https://docs.netapp.com/ko-kr/storagegrid/ilm/ilm-policy-overview.html
https://docs.netapp.com/ko-kr/storagegrid/ilm/ilm-policy-overview.html
https://docs.netapp.com/ko-kr/storagegrid/ilm/ilm-policy-overview.html
https://docs.netapp.com/ko-kr/storagegrid/ilm/ilm-policy-overview.html
../admin/manage-s3-select-for-tenant-accounts.html
../admin/manage-s3-select-for-tenant-accounts.html
../admin/manage-s3-select-for-tenant-accounts.html
../admin/manage-s3-select-for-tenant-accounts.html
../admin/manage-s3-select-for-tenant-accounts.html
../admin/manage-s3-select-for-tenant-accounts.html
../admin/manage-s3-select-for-tenant-accounts.html

3. IE e olE{mo] AL 24 =9 =ME ZHELIC
a

4. D500 7t IP(VIP) FAS 10H7HX] S 4 AULICH S2H0|QIE S8 TRIYL 0J2{3 VIP F2E
Ar238t0] StorageGRIDO|| HZE 4= Q&LICE.

HE[E QAEH[O| AZE FAYL|7?

Y 235 U HAOES 2= VIP FA71 24 &9 &M= X Iy QIE{mo]A 0l 7= QIE{ o] A0 =IHELICE
712 AEIO|AE A& AIEE £ U= B2 S2H0IAEIL OAFL| VIP F40| HBE I AEELLCE &, Y &S
S0 = lEHo|A= OF9 "gd" QBT O] A LT}

OFkHZ}R| 2 & A &

0| HA 2801 it @M &27F Z2 QI 0| A= "eH" QIE{I|0|A R RS EILICE O]2{%t
HHOY O|E-|]1-||0|A ghd) @

QIE{HO| A S AEE 4= Bl= 27t OFL|H ALE || °**|—IEL

[Eo=]

rr J
Mo o
08
th
=>.='

LEJFHA OISO EYEI A=K 25t oixf JEfE 2Hl5t2{H * nodes * > *node * £ MERILICY.

[ |

Overview * &Hof| * HA & * &t=0| Z&E H 2 LIEE HA O8O0 =7t SSELICH OF 0|8 Fof 3f=2 HA
J500 (= =9 Xy MEH%I—IEr
* g8 HAOQEO| 9xf O =EOM = AR SYULICE
¢ *EiQ) * HA 0| 3ixf O] =EE AME5tD JUX| gASLI|CH 0| A2 ey QB m|o| ALICE
* * ZX|El * 17t2M (keepalived) MH|AE £=502Z ZX[M7| 20| O] =E0M HA 1ES SAEE £
S LIt
© > Zo *: LS & StLt 0|42 O|]RE 0| LEOM HAOES TAEY £ glELIC
° 2C 2 M(nginx-GW) MH| A7} L EO|AM ASHE| T UX| 9b&L|Ct.
° lLLE9| eth0 EE&= VIP QE{H|O| ATV} CHR2E| A SLICH
o LEJHCHRE[ASLICE
o] ool M= 2F 22| =E7t & 7He| HA 1801 | 7t=[RAELICE O] E= #xl 22| S20|MHE OF9| g4
QIE{H| 0] A 0| FabricPool 22I0|E 1F2| 8] QIE{m| 0| A]L|CE,

212



DC1-ADM1 (Primary Admin Node) &

Overview Hardware Network Storage Load balancer Tasks

Node information @

Mame: DC1-ADM1
Type: Primary Admin Node
145 ce00d9c8-8a79-4742-bdef-c9c658db5315
Connection state & Connected
Software version 11.6.0 (builg 20211207.1804.614bc17)
| HA groups: Admin clients (Active)

FabricPool clients (Backup)

P addresses: 172.16.1.225 - ethD (Grid Network)
10.224.1.225 - ethl {Admin Network)

4T.AT.0.2, 4T.47.1.225 - eth [Client Network)
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E H2|2 S M85t AS HASH/LE MU E U5t AEM|0|AS HLt H2H RS & ASLIC.
Add interfaces to the HA group
Select one or more interfaces for this HA group. You can select only one interface for each node.
=+Eart O\ Total interface count: 4
MNode = Interface @ =2 Site @ = IPv4 subnet 2 Mode type @ =
DC1-ADM1-104-96 ethD @ pC1 10.96.104.0/22 Primary Admin Node
DC1-ADM1-104-86 eth2 @ DC1 Primary Admin Node
DC2-ADM1-104-103 ethD @ bc2 10.96.104.0/22 Admin Node
DC2-ADM1-104-103 eth2 @ pcz2 Admin Node
0 interfaces selected
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Site @ = Node name @ =

Mt I memtee | i | M'ﬂ.'.”_

You have already selected
an interface on this node.
Select a different node or
remove the other selection.

A1

Crata o ermmieT L P LT el

o MEull 2t EE= H|O|EQJ0]| 7t MEdSE CHE QI I|0| AL ZE6H= AR QUE{HO|AS MENS £~ I&L|CH
o MM |P FAt Qe B2 A E QIEH0|AE MEHE 4~ QI&LICE.
2. Continue * £ MEHSIL|CY.
M &2 =ME ZH™EL|CE
HA JE0| = O|A9| QIE{H|O| AT} ZEHEl AR 2 QB H|0|AQIX| Ui (H| YU RH) QIE{T|0| AQIX| Eolgh 4~
UELICE 7|2 QIE{HO] A0 EOH7I LhAlSHH VIP AT ALE 7hse 7HE £2 2M =2 IE{H|0|AZ 0| SEL|Ct.
O| QIE{HH|O| A0]| ZOH7} LAMSHH VIP A= ALE 7tsTHCHS M =9l QIEH|0|AZ O] SEL|Ct.

T
1. Priority order* €| #S B0{M 7|2 QE{H|0| AL} tHef QIE{T|O|A S AFELICL
ZE0| A Huf QlE{mo|AE 7|2 AEHO|AYJLICE Primary QIE{H|0| A= EOH7L MR ob= BF Active

QUE{H| O] A LT}

Determine the priority order
Determine the primary interface and the backup (failover) interfaces for this HA group. Drag and drop rows or select the
arrows.

Priority order @ Node Interface @ Node type @

1 (Primary interface) : DC1-ADM1-104-96 eth2 Primary Admin Node

2 s DC2-ADM1-104-103 eth2 Admin Node

HA J&0| Grid Manager0f| CHSE HHA S X|Sot= 32 7|2 & 20N 7|2 QIEIo|ARE

A8 et QIE{HO|AS Medsiof BLIC UK QX| H4 BAHS 7| Ba| mEo|Met 2aE 4
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1. MEUI CIDR* 2ZEO0|M CIDR EAIHRZ VIP MELUIE XIHELICE IPv4 4 CHS00 S2iAl2F MEL Z0|(0-

M
muln
2

HEHI F20= 2AE HEIJH AFEHE|0] AKX 40O BHLICE "192.16.0.0/22°0f

@ 32H|E HEFAE A= 82 VIP HESRR 4= HO|[EQO| A HVIP FAZE
AHEELICt

Enter details for the HA group

Subnet CIDR @

Specify the subnet in CIDR notation. The optional gateway |P and all VIPs must be in this subnet.

Gateway IP address (optional) @

Optionally specify the IP address of the gateway, which must be in the subnet. If the subnet address length is 32, the gateway IP
address is automatically set to the subnet IP.

Virtual IP address @

Specify at least 1 and no more than 10 virtual IPs for the HA group. All virtual IPs must be in the same subnet. If the subnet length is
32, only one VIP is allowed, which is automatically set to the subnet/gateway |P.

Add another IP address

S3 #2| EE= HEHE 20| ET} CHE MEHIoA Of2{et VIP A0 AM|ASHE B2 * AH|0|E0]
UALILICE AIO|EO] FA= VIP MEU LHof| QLo{OF ShL|Ct.

1
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4. Actions * > * Remove HA group * & MEHS}L|CY

5. HAIX|E HESIL * Delete HA group * & MEHSHO] MEH ALEHS =hQlgtL|Ct.

MENSE D E HA 350| HIAHELICE High Availability Groups H|O|X|0f| A4 A& B4 7} LEFEFL|C

|#1|0] 40| StorageGRID A|AEIO|AM HO|HE XMESHHLE MY [ StorageGRID= 2= M S
AMESHH =8 Sl HM I ZEE HE[FLCH 25 WHY2 o2 2E2|X| 20| RIZZEE B450] St AZE
|C

StorageGRID 2E ¥ MH|A = ZE 22| LE G BE H|0|EQ0| E0f| X|=|H AE 7 2E HHHS
H3gtL|ct. 22t0|HE Hof| st TLS(Transport Layer Security) Z2& £dst0 Q™S HAISHH AEZ|X|
20 CHet M22 Hot HAS AF-eLIC

2t 0| 2E WRiA MH|AL 2240/l EHTS AR R MY i SHHOR ASHLICHL ZE WA
MHIAL 715 T2MAS 5o Of B2 Q82 CPU 71240 £2 AE2|x| w2 2SR,

StorageGRID Z2E W21 A A1HI*7P HEE = 2E “a“E A H|FL|ZO0| X[ EfAI 2E M E CHA
@ sge = °'*I—IEr XEM|EE LIRS NetApp IR E SILXIO|A| 22|85t 7LE £ &ESHIAIR "TR-
4626: StorageGRID EfA} 2 :‘Et” 2 s A",

H oo 2= WA Cot ZQEh |7t

UUHFOR StorageGRID AILES| 2 OIS0l Ret 24t ABIAs gl 2 O 4g2] 5t Zgtsofot gL,
Ol S0f AO|E0]= £ J4e] HO|ERI0| &= i 22| =9t Ho|ERJ0| =7t BE EaHE 4 ABLICE MH|A
OfZ 201012, Hlo] BIE £ X 714 DA(VM) 7] ' E8 ALZSHEXI0| 2SOl 2t 2 R4l o HE
YIE9IZ, SESI0] S JHAS @Iz 2t glojof BHLiCE

221


https://fieldportal.netapp.com/content/2666394
https://fieldportal.netapp.com/content/2666394
https://fieldportal.netapp.com/content/2666394
https://fieldportal.netapp.com/content/2666394
https://fieldportal.netapp.com/content/2666394
https://fieldportal.netapp.com/content/2666394
https://fieldportal.netapp.com/content/2666394
https://fieldportal.netapp.com/content/2666394
https://fieldportal.netapp.com/content/2666394
https://fieldportal.netapp.com/content/2666394
https://fieldportal.netapp.com/content/2666394
https://fieldportal.netapp.com/content/2666394

2 WeiM 2Fe SojoL SatololE S8 TR0 QI LIJHs SajojolE 88 ZT2IH0| 2 WA
MH|AZ E3tots o0 ANASHE O 4SS EE U HEYT TRES(HTTPS £ HTTP)S HosiLIC =3t
ASHOIEL 2210|91E R3(S3), HielY B U S|8E/E EIHIE Ei AL HAE S22 Holsict,

ZEC WM ZHES MHEHH* FH *>*HEYA *>* EC WHM BH * 2 MEHSIHL} FabricPool 2 S3 MH
OFHALS etZeHL|C} X%l

« "2C HH M ACHOIES JMTHLICH

* "S3 MH OPHALE AtEgtL|ct

* "FabricPool A& OHAIS AtETtL|Ct
ZEOf cist ma Aret
ZC WM BHO TEE= AFZX7} OHE K I ZXO| AR 7|2XMOZ 1043322 MHE|X|2F ALSHX| Qb= 22
T E L= 10|AM 65535 AFO|2 X|™EH & QIALICH EE 80 EE= 4432 A= A2 AETQIE = A0|EQ|0]
LEOM2E 2 WA MH|AE AFRTILICE Ol2{3t ZE= 22| =20 o 2FE|0] UESLICEH F 71 o] Ate] ZH o

SYSt ZEE M= 42 2 EFof sl CHE HilE ZEE X[FdH0F gfLCt.

CHE J2|E MH|A0M A83HE ZEE S8EIX| $ELILE & "HIERD ZE AR "HESIHAL.

(=] (=] (=]
HERZ T2 EZ0f CHet 1 Afet
[HE 22 22 S20|¢HE S8 T2 StorageGRID 7H2| HAZAR TLS(ME AHIE Hot) YZ3HE AEsHOF

LICE TLS =3t 810| StorageGRIDO| H&EsH= 22 X[JE[X|2t 3| T2HM 2HF0 M= HEE K| b5L|Ct.
StorageGRID 2E& A ZX0|| Cist HEQI T2EZS MEHE mff * HTTPS * £ ME{sof BfL|Ch.

C WM EF ASAMof gt 2] Aret

2
EC WA B HERYI TZEZE *HTTPS * E MEHSH A HOt QIS N E H|Z6HOF SL|CH 2= W2 A
ZH2 05 M CHS Ml 7HX] &M & SILEE AP & JELICH

* *NHE QISM HEE(HE) *. 0] 2B M= SIHHOZ ME[E £ QAL 7HQI 21T 7|ZHCA)HIM AHEE 5
USLICEH SINHOZ AME|S £~ Q= CAMH QBN E AESIH HZE S ES6H= 20| 71 EELICH MM El
ooz otz XS uhx| |

St 2| CAUM MEL QIS M= ST glo] 2| HE + 2l X|st= ol ==0] ELcf.

2c walN 2He 0S| Hoj The 1HUS ofof BhL|ct
o AFRXF K A 915
o AFRXF K| M QIZM THel
- MeiMoR 7t 5
© R MTE QISA A

* * 22 StorageGRID
AS MO ALEAL X[ H T

r
mjo
re
HU
[n
Of
N
-
0=
0%
el
o
oo
r
o
mjo
»
w
>
Y
ro
oM
Rl
i
-1
0%
ot
r
ot
P
Of
o>
>
0]

OftHt JHX|7F 2Lt

o

SME US2{H S3 S2H0|UE S8 TR0 ZHO|| MM ASH= O ArES 2= =HQ O|EX IP FAE &1
[0{OF gL

(]

—_—

g

222


https://docs.netapp.com/ko-kr/storagegrid/fabricpool/use-fabricpool-setup-wizard-steps.html
https://docs.netapp.com/ko-kr/storagegrid/fabricpool/use-fabricpool-setup-wizard-steps.html
https://docs.netapp.com/ko-kr/storagegrid/fabricpool/use-fabricpool-setup-wizard-steps.html
https://docs.netapp.com/ko-kr/storagegrid/fabricpool/use-fabricpool-setup-wizard-steps.html
https://docs.netapp.com/ko-kr/storagegrid/fabricpool/use-fabricpool-setup-wizard-steps.html
https://docs.netapp.com/ko-kr/storagegrid/fabricpool/use-fabricpool-setup-wizard-steps.html
https://docs.netapp.com/ko-kr/storagegrid/fabricpool/use-fabricpool-setup-wizard-steps.html
https://docs.netapp.com/ko-kr/storagegrid/network/network-port-reference.html
https://docs.netapp.com/ko-kr/storagegrid/network/network-port-reference.html
https://docs.netapp.com/ko-kr/storagegrid/network/network-port-reference.html
https://docs.netapp.com/ko-kr/storagegrid/network/network-port-reference.html
https://docs.netapp.com/ko-kr/storagegrid/network/network-port-reference.html
https://docs.netapp.com/ko-kr/storagegrid/network/network-port-reference.html
https://docs.netapp.com/ko-kr/storagegrid/network/network-port-reference.html

QISAL * =X DN * (1R 0|5) ¥=0|= S2I0|HE S8 T2 0| StorageGRIDO|| AHEE M A2tE =0l
O|£0| Z&tx|0{of EhL|LCt,

Subject DN:
/C=Country/ST=State/O=Company, Inc./CN=s3.storagegrid.example.com

oo w2t IEM = ALEIIEE A8 EE WM MH|AE H3lstE BE 22| E U AHO|ES0] =E9|
Mot =oQl o] 2 LIEHE & /ASLICH oIE E0‘| O|Xl= *.storagegrid.example.com* QLEIIES
AHE3I0] adml.storagegrid.example.com % "gn1.storagegrid.example.com'E LIEFLICE.

S3 7tA SAEI AR QEES AE5IE = B 2UBM= ALETIE 0|52 EBS POEI T 2F 2=0] Chsh *
Alternative Name * &S EoE|0{0F "S3 28 =0|¢l O| S L|CHetLICt o E & Ct31F Z2&LICt

Alternative Name: DNS:*.s3.storagegrid.example.com

() =uiel ol HUSIIES MBS HR B AH Q1B Ao CHE 2ot XA HEBLICE,
Ot 915 A 2] 2} 0| Z0]| TH2t DNS SSE FOJsHoF BHLiCt.
OHE O el QI ME B[St 0{Z A B0} LIt

@ S3 88 T Z M1} StorageGRID Zt2] HZS ESdt=
T 20| StorageGRIDY| CHEE HMAS LA A

> L
>
4> oo
n
rr
rroe
ol
X
N
[

HU

n
re
0[0
o

AE QABM Bz 5l * S3APIE 2 2E MH QS Tz * Z1et Z0| IS M Ttz =t
Chote 39 218 Fof 27 E'—IHE'OH'*IE

&4 StorageGRID 3! S3 0HZ2|#|0| M HTQ| QIS ME S7|otE SEiZ |RX
MEE[E= ABME I'LXIOPHLF dilsts B2 S3 oS EIAH0[ oM AHESH=
ALISHOF BiLICt.

|2
=
o
* SNHLZ MEE CAJABME AELLICL CAUM Mt ASME AHE3= 22 U= o|F ASME BT
20| wAe = AFLCE

* XtA| MHE StorageGRID Q1M E HHMOM QASAIt 2 OteE B2 7|&
StorageGRID % S3 S8 T2 HF0|A S22 2USAE uKH|sHOf BL|

re

HielE ZEof st 112 Abet

CAOY DE8 ABSH S WRN BHO ML T NBY 2 Sle P FAB Hold  SSLITk BHo
iolEl REE AZsl 29 Saf0|9E 28 T2 ue S8 IP 4 T 12 FQDN ool 0/2)2
2

AEdHe 0|2 20| AMAT £ S?AQ'-IEF. CHE IP A

SO AM A = GIELICE

=
m
'9)
O
Z
fio
=
00
of
rir
iy

L 22 (7]23h): 22H0|E S8 TRIYL HO|ERY0| LE EE B LEO| 1P FA, HEYIS BE HA

223


https://docs.netapp.com/ko-kr/storagegrid/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/ko-kr/storagegrid/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/ko-kr/storagegrid/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/ko-kr/storagegrid/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/ko-kr/storagegrid/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/ko-kr/storagegrid/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/ko-kr/storagegrid/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/ko-kr/storagegrid/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/ko-kr/storagegrid/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/ko-kr/storagegrid/harden/hardening-guideline-for-server-certificates.html
https://docs.netapp.com/ko-kr/storagegrid/harden/hardening-guideline-for-server-certificates.html

o

xlstet

=

O 7t IP(VIP) & K= ol FQDNS AtESI0] 20| AMA ™ + ASLICH EFHO| HIZ Y
s

0
T

*
il
m
=l
re
Irn

OHZ2AI0|82 HA 2 &2 7t IP FA (= 3l FQDN)E ARl oF BfLICt.
* * LE QIEHO|A * 2Et0|HE = MESE L QIEH[0]| A 9] IP FA(E= 3T FQDN)E ArEdof LCt.
T

C QY * MESH LT Q0| w2} 22I0|ME= 22| LLEO| |P FA(EE 312 FQDN)LE AHI0|E9|0] LLEQ
=

HIEE MM 200 Cist 2q Abet

HEHE HMA= O StorageGRID HI'AE A HO|M 2= WM EFHS ALESH0] o HAIS AMAE 5 =X
Hojgt = = e Hot 7|5 lL|tt 2= HIHEZ EF (712200l AMASH=E S8t ZF 2F0)| Chl 51&

L= AHE HEHE SES XFY = ASLICL

0] 715E MESIH HIAESt 3lie B Zto| Hot AH2|E HAZ 5 ASLICE HE S0, 0 7|15S A8dHH o
HEHEIL 2 R0 7|2 Xtg E= 7|2 X2 E CHE EHIHEO| M 2t AMAS = QTR o = JASLIC

@ HMA HMAHE 23l H'HE= S=t0|HE Y0 AFEE HHA 7|2 2HEH, 22| LREZ UM~
717t HISEX| g2 20 A AML) HA AR HIHES BE5H= ol AFEE L

EIHE UM A of

O Hot 7|59 &E LA S Oldtistz{H LIS O|FE 1afel HHA|2.

= O AN
o * S AEZQIE: LE 104432 AHE5t 2= HIHEO Cheh M2 S SHERLIC

o * P HE * AEZEQIE: XE 104445 ALESHH * &9l HIZ * HHEO)| 2 HHAS 5= JFLICH CHE ZE

=
B E S 0] o HMAS 4 iALICH

2. = top-secret.pdf * Top secret * H|HE7I 2R3t HIIY| QJUELICE.

Ol BM|ASHA™ top-secret.pdf * Top secret * HIHEQS| AF2XI7F GET HS & £
https://w.x.y.z:10444/top-secret.pdf JUSLICE O HHE = 10444 °.i|':E EEANEY £00E
AFEXEZL FHM[Off AN AT &~ UJESLICE 2Lt CHE HIHEO| &3 AL X7 STt URLO ST M S HLHH A
MM A HE HIAIX|ZF HEA|EILICE XtH ZSH} MEO| RROIEHEE HM AT AR EL|CH

CPU 784

2 eIt l=E 9 AOIERI0| 29| RE WEM MH|AL S3 ETS AR2X LE2 WY 1 SYHOR

EFSolL|CH 2 WM MH|AE 715 TEMAE E¢l| O B2 QS CPU 7I2M0| £2 AEZ|X| LEZ
tRERILICH = CPU 2E I*E_ = =20t °*E1I0|EEIXIE'* 715X = o Xt M0l EE & JELICE 2E

AEE|X| LEOf= A& 7|2 75 X| 240| SYELICE Ol= =E0A 100% AHRE2 E1SHHLE AL ES 216K

o= E 0| = OpEt7ER|IL|CL.

Z0f 2t CPU 7H240] et ME = 2& ME A MH|AT} U= AO|EZ N|SHEILICE,

2C W2l d=EeIES LB}

2C WM ASTIELS HO[EY0] X 2| 9| StorageGRID ZE Wt Aof| 222t o
S3 22O|AETH AFBE 4 QU= EE W HEYI IZESS ZHYLICHL BHE ARSI

224



J2|E 22[XL HIHE 22|Xt = = Thol| HMAS =2 JASLICE

)

ruﬁ

Of HE S| M ALOIEOAM Swift MF L7t HIAZAELICE S "S3 3! Swift 2210
THYLCIEZSHAIL.

AlZtst7| o

= AHESH 12| = 2| Xtofl 2010 [JFLICEH "X HE = & HefeA"

ALt
A

2 Ct
£2 USASLICL HA O F0| HEE X2 B4= OFgLLh 2 "17t8d IES

* 0N 2= WM AETIEE AIRY HLR "S3HIHE
AH26}FX| ototof BHL|Ct S3 Selectoll AR E|= 2ZE
ATEQ|0] =0t S EIL|CH

= MEHSIL|CHH] HIE =9 IP —’F—_+_ = FQDNS
M AEZOIEQ MH|A {S2H0[HA B! VMware 7|8t

* AFZ2Y VLAN QUE{HO[AE FHMELICE S "VLAN QIEHO[AS FHSL|ICHERSIYAIL.

* HTTPS 283 UtEE= Z(HF) AH 2AS Aol thiet HEIt ASLIC.

rr

() 2@ozM#zy8e 2= oo M8sts o 2t 1520] 22 4 Attt

© IBAS YRR HH IS, IS A M2l 7| Y MeEjK O CA HS0| TRttt

© QISAS WAt S3 S2f0[lET} BHO| AMASHE O B BE Euol 013 1P FATF BRBLICL
A=(1g 0I2) otot gLict.

° StorageGRID S3 APl YIS M(AEE|X| =20 2 HESH= O MY =k UAZ)E A3t = F < 00|
7|2 ASME QAR 21T 7|20 Mt ALEXL X[F AS M =2 TiM|et ARULICH S "S3API 2ISAME
TEYLICIEZSHYAL.

2L #HM EFE ST

2t S3 22t0|E 2E Wi AIEHQIEE= I
XII*°H—|Er 2e| QIEH0|A 25} 24t HX| &
INES)CHEE

E, 2210|E 93(S3) Y UEYI TREZ(HTTP E= HTTPS)S
H2 ZE, 2Eno|A R 8l MY £ gl= 22 fOI?jE HEHIZ

=
OFHALO]| QM| ATHL|CH
chA|

1. PM *>* | EQT *>* 2C WA S TOIE * = MENSHL|C}.

2. 83 K& Swift 22I0|HES| ZHE otE8{H * S3 L= Swift 22I0|HE * e MEHSHL|C
3

- Grid Manager, Tenant Manager EE= = CHO| QM| ASHY| /ot EFE PHS2{H * Management interface * &S
A EH'6'H_| |:|-
[ = | .

4. Create * £ MEHIL|C}

225


https://docs.netapp.com/us-en/storagegrid-118/admin/configuring-client-connections.html
https://docs.netapp.com/us-en/storagegrid-118/admin/configuring-client-connections.html
https://docs.netapp.com/us-en/storagegrid-118/admin/configuring-client-connections.html
https://docs.netapp.com/us-en/storagegrid-118/admin/configuring-client-connections.html
https://docs.netapp.com/us-en/storagegrid-118/admin/configuring-client-connections.html
https://docs.netapp.com/us-en/storagegrid-118/admin/configuring-client-connections.html
https://docs.netapp.com/us-en/storagegrid-118/admin/configuring-client-connections.html
https://docs.netapp.com/us-en/storagegrid-118/admin/configuring-client-connections.html
https://docs.netapp.com/us-en/storagegrid-118/admin/configuring-client-connections.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
managing-load-balancing.html
managing-load-balancing.html
managing-load-balancing.html
managing-load-balancing.html
managing-load-balancing.html
managing-load-balancing.html
managing-load-balancing.html
managing-load-balancing.html
managing-load-balancing.html
managing-load-balancing.html
managing-load-balancing.html
managing-load-balancing.html
managing-load-balancing.html
https://docs.netapp.com/ko-kr/storagegrid/maintain/removing-port-remaps.html
https://docs.netapp.com/ko-kr/storagegrid/maintain/removing-port-remaps.html
https://docs.netapp.com/ko-kr/storagegrid/maintain/removing-port-remaps.html
https://docs.netapp.com/ko-kr/storagegrid/maintain/removing-port-remaps.html
https://docs.netapp.com/ko-kr/storagegrid/maintain/removing-port-remaps.html
https://docs.netapp.com/ko-kr/storagegrid/maintain/removing-port-remaps.html
https://docs.netapp.com/ko-kr/storagegrid/maintain/removing-port-remaps.html

EHA|

B[N

226



S2H0[AE FHYLIC

HEQa Z2EZ

H—dg
o|&
TE
QIE{H|0| & RHLIC

29

Load Balancer Endpoints(24t X 28 £E) I|0|X[2] H|0|Z0| HEA|==
20| cst 4Y o|SYLICE

EC HWHAMO| AHEE StorageGRID ZEQIL|C} O HEQ| 7|27k
E2E0j|A 104330|X|2F AFZSHK| %= 2E TE= 10|A] 655357FK
OI*L_||:|-

80 * L= * 8443 * 2 USIH ILE 84432 SliH|SHX| @b= ot AEXQIEE=
AO|EYO| =M LY ELICH O™ C}2 ZE 84432 S3AEXRIER
ArEE = UAOH ZETJHAIO|EY0] & #E| LE HF0N FHELICE

O EHE MEE 2=

)
re
[m
0o
00
|H
HU
[

[17]

H Fd, ¥ S3 * EE= * Swift *.

* TLS =3t Hot S
XEotH HA 2ot

* Hoto| Fofet A SHE[X]

DTEHM 2|22 HTTPE A

4243

Load Balancer Endpoints(24t ZX| 28 £E) H|0|X|2] H|O| 20| EA|E=
Z 8ol gt dE o|E|ILICE

aalc ekt Eld
TEQIL|CY.

« J2|= ZH2|X}: * 8443 *
* HIHE #2|X}: * 9443 *

© Jd2|E 2| Xiet HHE 22Xt 25 * 443 *
ZES A8 + AL,

O] AIEZQIEES AtE5H0] UM AT StorageGRID QE{I|0|AQ| 2IC|Q HES

E 22[Xt E= & ZF0l| MM ASH= O] AHEE StorageGRID

227



e
N2|3t 2 gi= S210|91E LIE#II0IM 0] BHO| AHAZ 4 2lofof 3= F2
O * 8 MEBILICH JHX| QOB * OfLIR * B MeBLC

HEQIZOM SEILCt

A 2E HRM EEE WS R MR 4= gls 22H0|UE HESR| 0] CHaf
E

*

1. A=ZQIEO St HiQlY RES MENSIH = P FAE AMESHALE EF IP F4 Y HIESR A QlEI0|AS
A0 AETQIEOf HN|ASH= HHHS F|0fSHL|C}.

228

U bioly D= 2ot0|9lE B wi B2 QIE{HO|A B0 ABE 4 YALILL £ 2 9¥0 2 Bc

o710l L& E LIt

Ny H
M Hu

HA 1

n

eNnE M

)

rx

EH
=h

(2=t

1ot

o

|

—_

AE &

10X 0
E o —

JEe| Jh IPYLILH

—_

2ha| w et

I 0| A AEZLQIED)
{)

2

22H0[AE= HIOIE%IOI LE s HE| 2O IP R4, HIEYI0 U= HA
059 7H IP(VIP) 2 = 8iE FQDNS AHE3sto] Z2H0f AN AZ 4
AELICE

Ol 2Fol HodS Mot ER7t gl B2 * 22E * 2FS A83IHAR.

S20|HEE HA O E2| 714 IP FA(EE Y FQDN)E AF2s0] 0] ZH0|
O M| ABHOF BHL|Ct.

of HiolE BEO| ASHQIES ASHOl
D5 SUN IE WSS AR £ 8

ro
[m

off cHafl M=ot HA 2F0| HXIX| ¢
L|Ct.

if}g

Sao|olEL MEfst 1= QlE{m|0|AS| P FA

= =

20| A M| A8t OF LT,

(E= siY FQDN)E AFE35HY

MEish = Fof| w2t 220U EE= #2| LLE9f IP FA(LE 3ilE FQDN)L
AHO|ERO] L.E9] IP FA (5= 3E FQDN)E A3 0] 20l A A3H0F
gLt

SCi0|HEE= O] Z2H0| KM AsHAH 22|Xt ==9] IP 4 (5E= diE FQDN)
AtEdHoF BfLICt.

ZEE MNES= 3% StorageGRID._ 0| M =2l =M E MBS AIY EH
FAFIP * > * =E QIE|HO]A * > * L= Q8 * > * 2R *

=
[

ol

f

=
=

rot



-

L|C}.
t2| e E = AH|O|EY0] =0 CHH StLt O] &bel =

2+ 1
1 =

IE{H|O|AS

e 0]
e| I o]

3. - E QIE{m|o|
o

1=

St= 2e|Xt

[=13
=

t2| = = AHO|EQI0| tEERR I

=R}
—_ -

ER 7|2 22 =Eet H|7|

—_

EHS}
= =
L|C

paknl

il
"
B0
OF T
E_ {0
H Ko

L|ct

F

=

a
o

HIHE HMAZ H|of

gt 4 Tenant Manager2|

02t HHE ANAE KO

[N¢

2| IE 0]

S
o

®

|

LICH HHE

k

=

.
[<)

HOF

AZE s1&3tAL

o
(0]

=

EH

E
=2
(-

Bl
&LICt o

I.

HIHE A

ULt

[

=
—_
M

QIE{H[0] & RAYULICIASLICY.
=2

1. Tenant access * TtAHO|A CtS & otLIE MEHBIL|C,
oo sgh|ct

=
=

7t5t2{™ * Create *
ME HESIMAIR.

k- Ko

Jlioln
ul o
o ol
o
RO -

[

229

%]

.
o
—_

=
=)

E2|X| =E0f Y

|.

o
=]

X o
()
LICt.

PG} X
AFg " &
RERET:

.
(=)
=

=
=)

ol
—
ol

3
™

2Kt e E = AIO|EHO] =0 S3 S2t0[AERt 2 #AH M MH|A 2H9] HES H LT}
AHE5H

=

OIZAN HEE * PEE
=

o *QUBM . AMEXL K|

AS A

*

° * StorageGRID S

o



J2|E CAMIM MESH 7|2 S3API QIBME 22 QT 7| #0l|lM ME
oh o] SMES el &~ QIELICH 2 "S3API ISME 74T LIEF'**_’EOHEMIQ.
A= 22E 22| B o[A

o * 43| OIE{H|0| A QIZ A HAZo A" =

—

ME
ASME ALESIEH 0] FMS MEE

230



* M QIEAM *: PEM A2 YO ALEXE FHo| MH S mhed.
=

MHRL 7| = AFEAL XIFE MH IS M 71l 7] (. key).

@ EC 7HQ! 7|= 224H|E 0|At0|0{OF BL|Ct RSA 712! 7|= 2048H|E 0| AH0|0{OF
ghLCt,

B 712h2| QIZME Zetdt= e MENX mbUQILICE Mol =
o [ I

f2l0] 2t2} Z 81 0fF BHLIC,
c. YRZEB 2t QIZ M| BIEFOIE|S B2 * BN ML Hil * B SBILICL HUH CAHES
S F2 2 QB XH| Ho EAELICE
* QIS IS KFOIB * AIFA CI22E *  MESLD QBN HES XSt * CAHS
Cie2C * 8 MeypiLit

2ISM It 0| YU CH2ZE fUXIE X[FELIC SEXE MESIH TILES . pem A EILILY.

d. Create * £ MEHSIL|Ct + Z2C H

A 2F0| HELICEH ASX XY 1B M= S3 2E0|YUE E£=
2| QlEmo| ARt B Zto] BE & M A AL ELICE

=
QIBNE MBIt
a. QIZA M4 * S MeistLct
b. IZN HEES XIFBLICt

oo EtL|Ct M

CojQl 0|2 QIS Mof| Zetet stLt o|Ato| M szl |2l O|EQILICE o2 =9l
0|58 LIEHHE ALEIIER * E AFETIL|CE

IP QIS Ao et stLt OfA9| P FAQL|C

M2 (MEH AL X.509 QIBA ARAtS| FA| E= 1R O|S(DN)QIL|C.
O] Lo g2 YUHSHK| UOo™ MME QZS M= X HWY =HQl 0|2 L= IP
FAEC

ne
=)
fot
ro
ol
>
N
ra
Hu
n
ot
oX
ic]
rot
ne
4>
o
-
il

231



o =PLICH d

7| ME HES 0f ddE
FIretuict AS Mol F=7HE LIt

* HI xS Mof| o]2eh 2HEXTE Zete|of IS [ 0| S2t0|AEL
HE St LASHK| 4= of o] &fQl2tS MEiE HE= FLC)

C. Generate * 2 MENBIL|LCE.
d. MMEl OIZ A Q| HEIC|O|E{E HE{H * QS M ME ME ~ E MEiBtLCL.
* QBN MAUS NESHEH * QS M CHREE * & MEfEHL|Ct

* OE X0l 20E S ABM LHES SAISIEH * QIS M PEM * SA & MEitLICE

2 w2iA BFHO| MMELICE ASXXIH QB S3 B2t0l9lE Ei 7|

22| QIE{mjojA9t O] 2
Lol HE =& A HZ0| AHEE LI

1. DNSE AI838t= A2 DNSO| StorageGRID FQDN(E#3tE =091 0|E)2 Z20|AEJ HA| AIE2E 2t

= 4IP
FA0| AESHE HZ=TF TR O A=K 2HeletL|C).

DNS 2|2 =0 Y=HsH= IP

M
B>
rr
HU
n
nE
rrU
i
.
10
T
>
[
]
o
Rl
00
_o'l
rr
>~
2
_|
2
o
il
A
-
_lTl_

* HAES 748 32 220|EL ST HA 180 7H IP FL0 HBELICH
=

o
° HA OS2 AH83tR| ¢
StorageGRI D 2L &M MH[A0 HZEELICE

LSt DNS H|ZEVL UETFIE 0|22 Eehsto] Zest IE 22X Ol 0|8

232



-

i

A HEICIOIES E3rsto] 7|Z R Wik BH st i HuS 2 & ALICh BHe 5%
A
2 B 2t 7|2 HEE 22w Hof 24 2 Ho|X|e| BE AESIIAIL.

= CHet 2= MR Y2E E2{H H0|20|M £F 0|&= HHELICH
g 8l 74 gEol [Efﬂf CHELICY.

S3 loa

Port:

Client type:

Remaove

Bindi

Endpoint ID;

d balancer endpoint #

10443

S3

Network protocol: HTTPS

Binding mode: Global

3d02c126-9437-478¢-8b24-08384401d3ch

ng mode Certificate Tenant access (2 allowed)

You can select a different binding mode or change IP addresses for the current binding mode.

‘ Edit binding mode

endpo

Binding mode:  Global

o This endpoint uses the Global binding mode. Unless there are one or more overriding endpoints for the same port, clients can access this

int using the |P address of any Gateway Nede, any Admin Node, or the virtual IP of any HA group on any network.

- BHS WM 2C Wt 2 HOIXO| * &Y * tnE ALBSHIAIL.

22| QIE{Ho|A BH el ZEE MEISH=E S92 Grid Managerd] HM[A S 4= = 22 URL 9
ZEE YO|O|ESIO] CIA| M ARHLIC,

EHS YUY = HE UWE0| ZE =0 ME= mintX| 2[ch 152 F = 7|Cta{oF & 4~ ASLICE

233




MIE ZE Ho|X|

I

1
K

&1
I

ol
il

A &

L|C}.

L|C}.

F

ol
mr
ol

q

mjo

c. Af O]

L|C}.

F

jol
mr
ol

q

njo

c. Aj O]

n/a

=

=

L|c}

k

=

e
o

b. Actions * > * Edit Endpoint port *
MEH

ol
il

=
| ZES

C
o

—
L|Ct.

I.

.
o
=

0| E

=

c. W w2} He
A

ol
nl

L|C}.

ol

=
©

o
ot *
4 g
I =
Bl
b <
= xl_w
ofu .m_u
il
ol Al
- *
ol A
ol =*
RO &1
Au &
© O
i
< T
0
o5
X0 RT
A =l

=

=

gLt

4 EH

—

x
LICt.

B
St
=1

AMEER

=

Y2E L= WYL 228 S3
=

d. LRo| mat Af AR K| QIFA
JEN

b. Certificate * &

=

=

L|C}.

k

e
o
=

ME

=

HEL = MMsHHLE 229 S3
=

c. Lo wat A ALEXE X|H Q1B A
2ASA

ol
il

A=
—=

HIHE M|

L|Ct.
MEdStL|CE.

L|Ct.
C. Edit tenant access * &

b. Tenant access * &

M ASEALE

C. CH2 KA SMS MEABIHLY
2E0]4 |

L|Ct

F

e
o
=]

H

234



Z2C WM EF S MAYLITH
Actions * Bl 2 AFE510] 5tLE 0| 4k0] BRS RHSILE ML B2 HOIXOA B BHES HAHE 4 UBLICH
So10|0lE SEHS WXl 2C WM ASEOIES H2sty| Mol e e 53 22t0|ed
]

= =
(D di=27lo14s 25 YHlo|EstAe. THE 2= wei BF| BTE ZES At
22to|olES nlo|E Bt Bt IS A HEE Aulo|E ot ghLict,

1%

Glo|EgtLct.

re

() =2l oEmolA 2HS Mot 5ot J2| Balxio] AHAT 4 9l B2 URLS

* StLE Ol & EX 2 H[HSHHH:
25t 24 &K T O X0 MAY 2f ZXo] it =helzthg MEfBIL|CE.
b. Actions * > * Remove * & MEHSIL|CE.
C. OK * £ MEHgL|CE,
* M2 HE H|o|X[0|M BH SILIE |75t H LSS 3 eL|Ct
a. 25t 24 mjo| X0 EH 0|E2 MEHELICE
b. M5 HE HO|X|0|A] * ®|H * & MESBILICE.

C. OK* & M=tgfLct.

S3 28 M2l 0| ES ALt

S3 7ta SAEI AEIY @MEE X|st2{H 2| = Z2|XHE AFESI0] S3 2210|AHET HESH=
S3 %= XOIE TH|Ql 0|2 E2Z FM8{0f L Ct,

@ 24 T el o|F0| IP FAE MESHE A2 KUK RELILH &= =M= o] 1HE AEE
T LIt

© S AE83He Oz = Xl 2al%|0 JISLICH X E = 2 EeteA

O Zfe40i| CHaH
S2t0[AET S3 AEZERIE QI 0| FS MESHEE HHoHH UHZ HYUS ZF +-sHOF ghLCt.
* J2|E 22|XHE AH83H0 StorageGRID A|AHI0| S3 27 0|2l 0|5 S F7etLCt.

* S2O[AETIH HRZ ot ZE TH[Q! 0| Z0i| Chal of "S2f0| A E7t StorageGRIDO]| gt HTTPS HZ0
AEdte ASMYLICHMEE O] JA=X] 2l gLt

- LLO

O|E =01, ZH0| 2l 2L HTTPS HZO|| AIEE|= QIS M0l EF 2t EF 9| AUEIFIE SAN(Subject Alternative
Name) *.s3.company.com 0| “s3.company.com Z2E|0] J=X| &QIHOF s3. company . com 2L|CT.

235


../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html

* S2H0[AETL ALESH= DNS MHE I ELILE. S20[AETL HESH= H| AHEdHE IP F=401 CHel DNS
HZEE Zolst FUETIE 0| S S ZeIoto] ERot 2= S3 2 i 0|82 2|2 =7t &BX5H=X
efolgtLct.

S20|HE = AHO|EQO] L&, 22| LE = AEEX| E9| IP FAE AMESHALE D7t Y
(D) 2290714 1P F20] 2123t0] StorageGRIDO A2 4 YALICE DNS H|Z=0] SHHE 1P
FAE EFSITE S2f0lolE 38 T2 0| J2|S0) BBt WHS olefshor LIk

L od=

J2|E0| HTTPS HE(HE)E AE3t= 220|UEE LIS 2IEM T otLtE AM8E + ASLICE
E M 2-0| HEot= 20| EE S 2T Chdh

M 22 MZ LHE S3 EF el 0|F S l4lst

* 2 MM EH0| HEStHU AEL[X| 20| 2 AES= S20|AEE= ERot 2= S3 EF TRl 0|ES

SR S 28 S3API QISAME MEX X[FY &+ ASLIC

@ S3 EH e OIS F7I0HX| gt 50| H|o ALH S3 7teh s A AEH @F0f g X|R0]
I%MJRPELIEL

S3 AEHQIE il 0|ES F7HefLCt
£
1. g *>*HEQI *>*S3AUERQIE THQl 0|F * S MEHStL|Ct.

2. Q0| 1 HEO| =0Ql 0|2 UHBLICE =Ml 0|ES O F7I6t{H * CHE QI 0|8 I+ E
MEdStL|CE

3. M& * 2 MeyetL|ct,
4. ZELo|UET} ALRSHE MH QIS A7 BR3 S3 AETOIE Sojol 0|23 YXISH=X| BoIgtLICt.
I:

° SEO[AETL XM ASME A8t 2
HCl|o| ERfLIC}"

o 2E0|AETL 2 E2E S3API QIBME At8%t= EE MM EF0|| HASHAHLE AER|X] =0 2
HZste AR,"22H S3API QIS AME Y|o|EEfL|CH

S. AEHQIE Q! 0|F RS &2I5th= Ol ERPt DNS 2| ZES F7HSfL|Ct
21

O|X| 22I0|HEZ} EH™ES AMESIHH bucket. s3. company.com DNS MH7I SHIE E2HOZ 0l| 1 Q1B AT}
OlMCHZE B2 E I SELICE

=

S3 £8 M2l 0| F HHY|
S3 OHZ2[AI0[H0M ALE3H= 0| ES HESHH 7H 2 AR AEY Q70| HufglL|C.

o
1. 34>+ HEYT >+ S3ASHQIE Tri[el 0|5 * S MeABtL|CE,

2. pzl
3. Rz g Mo
4

236


../admin/configuring-load-balancer-endpoints.html
../admin/configuring-load-balancer-endpoints.html
../admin/configuring-load-balancer-endpoints.html
../admin/configuring-load-balancer-endpoints.html
../admin/configuring-load-balancer-endpoints.html
../admin/configuring-load-balancer-endpoints.html
../admin/configuring-load-balancer-endpoints.html
../admin/configuring-load-balancer-endpoints.html
../admin/configuring-load-balancer-endpoints.html
../admin/use-s3-setup-wizard-steps.html
../admin/use-s3-setup-wizard-steps.html
../admin/use-s3-setup-wizard-steps.html
../admin/use-s3-setup-wizard-steps.html
../admin/use-s3-setup-wizard-steps.html
../admin/use-s3-setup-wizard-steps.html
../admin/use-s3-setup-wizard-steps.html

S3 28 T2l 0|2 Atx|gtL|ct
S3 OHE2[A|0| MOl M AtESH= O|E 2 MHoHH THa S AR AEIY Q0| ATigiL|ct
THA|

1. A *>*EQA*>*S3ACHOIE ZH{Ql 0|2 * 2 MESIL|LCE.

2. Q! 0| ol /= AH| OtO| 2 ¢ MEHBILICE.

3. 0 * £ MENSHO] AH|IS =Rl BfLICt.

K

EEL
* "S3 REST API A"

*"IP FAE FLICH

r

AASt7| 2[5l S3 2EI0[E ofEE(AHO|M2 BE &l = E H
AO|EQ0| =0 ZetEl 2E WM MH|A E= BE AEZ|X| 20| Z8HEl L DR(Local
Distribution Router) AH|AO| HAZAEILICE,

S20|HE OfEZ[AH|0|M2 O2|E LEQ| IP AL ST LEQ| AH|A XE HSE ALE510| StorageGRIDY|
HAY & JELICH Moz 2C WA L Eo| T7IEM(HA) IE2 M 7t IP(VIP) A E ALESH=
7ed dZ22 H3Y 4 UELICH IP E= VIP 4 A FQDN(E 3t =2l 0|5)2 A8 st
StorageGRIDO|| &5l = 22 DNS &5 #4e &+ JSLICL

O B0jl= S2t0|HAET} StorageGRIDO| HE £ QU= CHefet Lnt 2t AF RO MEE= IP F4 S ZETL
QL0 ASLICE 22 WM ASEQIE Sl NILEY(HA) IES ol0| S8t 2 J2|= H2[Rtol|M 023 3=
HoH S HESIHYARIP FLE A2 9l
HE 2K S2t0[HET AFSHE= IP =Lt ZE
M| AIL|CH
HAJE 2L DR HA 259| 7t¢ IP EC M -l 2P E
FALCH ZELICH
22Xt == 2C gy el 2o IP FAQLICH ZE WM ZFEo| 2EE
EEQLICE
Hl0|ERI0] == 2 #rN HO|EfIO] l=2f 1P 2C gRid 2Eo 2gE
FaLCH ZELICH
AEEX| =B LDR AEEX| =E9| P 7|2 S3 ZE:

FALct

* HTTPS: 18082
« HTTP: 18084

237


https://docs.netapp.com/ko-kr/storagegrid/s3/index.html
https://docs.netapp.com/ko-kr/storagegrid/s3/index.html
https://docs.netapp.com/ko-kr/storagegrid/s3/index.html

URLQ| of

ZL2I0|HE S8 T2 IUS A|IO|EQ0] =2 HA 152 2E WM EFof| HZst2{H ofafiet 20| P xS}
URLE AHEELIL.

https://VIP-of-HA-group:LB-endpoint-port

0| E0{ HA J1E9| 714 IP 471 192.0.2.50| 10 2E WA BEO| TE H I} 104430 2R 28 T2 1210 A
CH2 URLS AE3H0] StorageGRIDO| HAE 4= A&LIC
https://192.0.2.5:10443
IPFAE A2 2K
1. 2 AF8St O2|= 22|Xto| "X k= ¢ X2 QI8L|Ct,
2. 02|E LE9| P TAE %oz H
a. LE* &5 MEfSIL|CE,
b. HAZE 22| = AO|EY0| LE = AEZ|X| LEE MEHBILICE
C. e * S MEHStL|Ct
d LC M- MMM LEQ| IP FAE SHQIBHL|C}
€. IPv6 4 U QIE{H|O|A DHEES Ha{H * O E7| * E MEfgL|C}
E20|HE S8 ZZOHUM SEQ| IP FTAZO 2 MdyY £ AELIC
* eth0: * 12|E HEQZ
* *eth1: * 2| HEYI(SM)
* *eth2: * 2EI0|AUE HERQIS(ZH)
@ He| LE L= AOIEOl LtEEEHD QT 712N 159 &M LEQI AR HA 159
Tt IP =ATF eth20]] EA|EIL|C

g
a. M *>*HEYI *>*1I8M OF * g MESL|CL
b. HO|A HA OE2| 74 IP TAE SolstL|Ct
4. 2E WM B XE HS

= [=3
=2 X =
a AM*>S*HEI *>*2E WA AdIET

b. IS BEO| BE WSS SOIEHLIC

EE W7} 80 Tk 4439 A2 ASHQIEE A|O|ER0] S0 ABt TAEILC 02t
(D === el wcol oete| gheelUr T2 25 E=S o|=8l0] ot Hel e
BE0fA] REELICE,

c. HO|20|M EF 0|52 MEEILICE

d. 22t0|ME {4 * (S3)0| B

o

1}l
mjo
>
0o
ot
i
'}
=l
re
Im
0o
00
|H
Hu
[
o=
=
ne
>t
ot
rr
Ral

fot
ro
oo
-
iul

238



ED HES THBLIC

2| = ZH2[XHof| A CHefel HIESH 3 BFS 719510 StorageGRID A|AES| XSS O[A|

VLAN QIE{H|O| A S FL-2fL|Ct

Hot RAd 3l dsS flol E2TE Z2(ot TE|MEY = "VLAN(Virtual LAN) 2/ E{H| 0| A S ZH-defL|Ct
"UAELICE ZF VLAN QIE
OE 3 2E #2M EF0|M VLAN AEH0|A S AESI0] S2H0[E = 2| B S oS 2A0|M E=

S AI85H S W3, U1, 220|9lE MEY EE 2C el 2T BUE SIS T3sto] Tkt fuol
HESIT Eafne AHetn Halgt £ Sz 25 HAYALIC o2fg FML Sl x3 U BUEYS X

StorageGRID HE23 X[
2| #2|XHE AH25I0] StorageGRID HIER3 8! HZEES FMstD #2(e 4+ JEL|CH
S3 22I0|¢E HE WH2 5 "S3 220U E HES AL CIERIMAI.

7|2 StorageGRID HE3

712X Q2 StorageGRID= 12[E LEY M| 72| HEH 3 QAEHO|AS X| {522 2t JHE O2|= = =0f Tt
HEHZS 22t 8 AMA 27 Aleto]| SHA| e = ASLIC.

HESRZ EZZX|0 T ZtMiet 82 S "HIEHZ XE"EESIYAIL.
a2l YEYA

L4 QAQILICE O2|E HERY I = ZE LHE StorageGRID E2{Tlof| AFZEIL|CH 2| =0 2= AO|E 8l
NEulol B E L E 7to)| HZ S S gLCt,

B2xt HEYD

-

1B Abet 22| HIEQISE YOz A|AH 22| 3 RX| E4=0f A ELICH 22I0|UE ZR2EE MM A0 E

o
| o
2 = ASLICH 22| HEHI= LHHOZ AHE W EH 0|0 AO|E ZHof 2teEe 2RIt glEL Tt

—

SC0|HE HERIA

ME A3} Sao|olE HEY TS bt
s HEY0|D2 J2|C HEYIE 2
S¢f HBE 4 Y= DE MEUD SMT 2 JBLICH

S& Z=I-0f oigt M AE NSt o AHEE=
SLICE S20[AUE HIERS= 22 H|0|ES0IE

I
0
Hu
()]
w
m
L)
=)

0 9

n}
> | 1
i
;O

239


https://docs.netapp.com/ko-kr/storagegrid/network/index.html
https://docs.netapp.com/ko-kr/storagegrid/network/index.html
https://docs.netapp.com/ko-kr/storagegrid/network/index.html
https://docs.netapp.com/ko-kr/storagegrid/network/index.html
https://docs.netapp.com/ko-kr/storagegrid/network/index.html

X

* 2} StorageGRID =E0|l= 22E Zf HER 0] Cis M8 HIER A QAEMHO|A, IP F4, MEU OtAT 8
AHO|E0[7t et

J2|E L= WEKI = olde| AEH0|AS JHE 4= YUELITY.

HESZ &, J2|= =EE2 T A O[ER0|7} X[HE|H =9t SZet MEUIo| QLojof BfL|Ct. HRot B2
AHOIE0[0f| M HCt ZXfot 2tRES 7Y = ASLICEH

4 LE0M ZH HER 2= S UESRZ QB To[A0 oiEELIC

HESD QIE{H|0| £ O|SQL|C}
Jg2|E eth0

B RH(ME AR eth

Sato| e (Me Abgh 222

* L.CJ} StorageGRID H{E2t0[A A0 HAZE Z2 2t HEH 0| Chsl £ ZEIH A ELICH XEM|EE LHE
HE2t0|1 A HX| XHE HESHAL.

rlo

* 7|2 2IRE= L EE AUE2E MYELICH eth27t 2d3tEl 22 0.0.0.0/0 2 eth22] 220|HE HEHIE
AHZELICE eth27t E/d2tE[X| E’JS 22 0.0.0.0/0 2 eth02| J2|E HERIE AEFLICE

* J2|E LBV 2|20 7t E kK| 220U E HE 37} ZS5HK| 5L

H=
+ J2IE =ES DESHE SOt B2l YEYTE TASI0] D25 M| (S| ol x| AHEX} SIE(H|0| A0
ANAZ 4 ALICH

MENE QIE{H|O] A
MEHMOZ L= 0f QIE{H|0|AS XT1E 4 QUSL|CE o
X7tsto] E MZ CHE of Z2|H|0]M &= | €

E
AHEE HM|A QIEM|O|AS FIte 2 "8

of, EZ3 AE{HO|AF E2|X} L= AH|O|EHO] =0
IS E2/g = "VLAN ‘&'E1111I0|*"°'*|-|Ef L= oA
C

EYI EE AN IEHO|AS ATf0tE P TS S AEOHIAIR.

* *VMware(.E HX| ) *: "VMware: ==0f| EZ 3 EEE AM|A QIE{HO|AS FItetL|Ct
° * Red Hat Enterprise Linux('cE AX| ®) *: "= M TS MHBL[CH
° * Ubuntu = Debian (=28 AX(517| Hoi) *: "= 74 T

k=3
=
"3 = HNA QB O|AS FIFRL(CH

m M

° * RHEL, Ubuntu &= Debian('c = AX| ) *: "Linux: ==0f
IP =25 SLICH
StorageGRID A[ARIS| Zt T2[E =0 CHet IP =
TAE AMESIH BHEWAM J2(E =0 212
OIAL||:|-

AlZst7| o

240


https://docs.netapp.com/ko-kr/storagegrid/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/ko-kr/storagegrid/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/ko-kr/storagegrid/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/ko-kr/storagegrid/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/ko-kr/storagegrid/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/ko-kr/storagegrid/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/ko-kr/storagegrid/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/ko-kr/storagegrid/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/ko-kr/storagegrid/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/ko-kr/storagegrid/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/ko-kr/storagegrid/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/ko-kr/storagegrid/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/ko-kr/storagegrid/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/ko-kr/storagegrid/rhel/creating-node-configuration-files.html
https://docs.netapp.com/ko-kr/storagegrid/rhel/creating-node-configuration-files.html
https://docs.netapp.com/ko-kr/storagegrid/rhel/creating-node-configuration-files.html
https://docs.netapp.com/ko-kr/storagegrid/rhel/creating-node-configuration-files.html
https://docs.netapp.com/ko-kr/storagegrid/rhel/creating-node-configuration-files.html
https://docs.netapp.com/ko-kr/storagegrid/rhel/creating-node-configuration-files.html
https://docs.netapp.com/ko-kr/storagegrid/rhel/creating-node-configuration-files.html
https://docs.netapp.com/ko-kr/storagegrid/rhel/creating-node-configuration-files.html
https://docs.netapp.com/ko-kr/storagegrid/rhel/creating-node-configuration-files.html
https://docs.netapp.com/ko-kr/storagegrid/ubuntu/creating-node-configuration-files.html
https://docs.netapp.com/ko-kr/storagegrid/ubuntu/creating-node-configuration-files.html
https://docs.netapp.com/ko-kr/storagegrid/ubuntu/creating-node-configuration-files.html
https://docs.netapp.com/ko-kr/storagegrid/ubuntu/creating-node-configuration-files.html
https://docs.netapp.com/ko-kr/storagegrid/ubuntu/creating-node-configuration-files.html
https://docs.netapp.com/ko-kr/storagegrid/ubuntu/creating-node-configuration-files.html
https://docs.netapp.com/ko-kr/storagegrid/ubuntu/creating-node-configuration-files.html
https://docs.netapp.com/ko-kr/storagegrid/ubuntu/creating-node-configuration-files.html
https://docs.netapp.com/ko-kr/storagegrid/ubuntu/creating-node-configuration-files.html
https://docs.netapp.com/ko-kr/storagegrid/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/ko-kr/storagegrid/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/ko-kr/storagegrid/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/ko-kr/storagegrid/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/ko-kr/storagegrid/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/ko-kr/storagegrid/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/ko-kr/storagegrid/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/ko-kr/storagegrid/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/ko-kr/storagegrid/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/ko-kr/storagegrid/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/ko-kr/storagegrid/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/ko-kr/storagegrid/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/ko-kr/storagegrid/maintain/linux-adding-trunk-or-access-interfaces-to-node.html

= AE3te] a2|= 22 Xt 2310 JSL|CHA[E 5=

Of ZFHofl CH3H
IP 34 HFO| CHet XtMIS LIER2 & "IP F42 FagLtHy

CHA|
1. nodes * > *GRID node * > * Overview * 2 MENSL|C}

2. 1P FA RIS Q2% U * O 27| * & MepLct,

=

sfie J2|E 29 IP AT} H|O| S0 LIEEL|CE

DC2-SGA-010-096-106-021 (Storage Node) &

Overview Hardware Network Storage Objects ILM

Node information @

Name:
Type:

ID:

Connection state:

Storage used:

Software version:

IP addresses:

Alerts

Alert name

DC2-5GA-010-096-106-021
Storage Node
f0890e03-4c72-401f-3e92-245511a38e51

@& Connected

Object data
Object metadata

11.6.0 (build 20210215.1941 afce2d3)

10.96.106.21 - eth0 (Grid Network)

Hide additional IP addresses A

Interface 5

Hatex"
XA L.
Tasks
™% @
5% @

IP address &

eth0 (Grid Network)

eth0 (Grid Network)

hic2

hic4

mtc2

-
-

10.96.106.21

fe80::2a0:98ff:fe64:6582

10.96.106.21

10.96.106.21

169.254.0.1

Severity @ 2

Time triggered

re
-

Current values

ILM placement unachievable (£

A placement instruction in an ILM rule cannot be achieved for certain objects.

o Major

2 hoursago @
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Parent interfaces
Select one or more parent interfaces for this VLAN interface. You can only select one parent interface on each node for each VLAN interface.
Site @ 2 Nodename @ 2 Interface @ = Description @ %  Nodetype @ = Attached VLANs @
Data Center 2 DC2-ADM1 eth0 Grid Network Non-primary Admin
Data Center 2 DC2-ADM1 eth2 Client Network Non-primary Admin
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Data Center 1 DC1-G1 eth2 Client Network Gateway
Data Center 1 DC1-ADM1 eth0 Grid Netwaork Primary Admin
2 interfaces are selected. Previous
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Technical Support
Chassis serial number. 031517000693

& NetApp My Support (2
' _ US/Canada 888.463.8277
Support Resources Diagnostics AutoSupport Other Contacts
AutoSupport operations AutoSupport status: Enabled e
Enable/Disable AutoSupport Features
AutoSupport proactively monitors the health of your storage array and automatically sends support data ("dispatches”) to the
support team.
' Configure AutoSupport Delivery Method |
Connect to the support team via HTTPS, HTTP or Mail (SMTP) server delivery methods.
Schedule AutoSupport Dispaiches
AutoSupport dispatches are sent daily at 03:06 PM UTC and weekly at 07:39 AM UTC on Thursday.
Send AutoSupport Dispatch
Automatically sends the support team a dispaich to troubleshoot system issues without waiting for penodic dispatches.
View AutoSupport Log
The AutoSupport log provides information about status, dispatch history, and errors encountered during delivery of
AutoSupport dispalches.

Enabie AutoSupport Maintenance Window
Enable AutoSupport Maintenance window to allow maintenance activities to be performed on the storage amray without
generaling support cases.

Disable AutoSupport Maintenance Window

Disable AutoSupport Maintenance window to allow the storage array to generate support cases on component failures and
other destructive actions.

o. AutoSupport ®S & 71 * S MEISL|CE

o
AutoSupport HHE ¥ 714 H|O|X| 7} LIEFELICY.
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