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Storage usage (7] Top buckets by capacity limitusage @
Bucket name Usage
6.5 TB of 7.2 TB used 0.7 TB (10.1%) remaining 8
Bucket-10 82%
Bucket-15 20%
Bucket name Space used Number of objects
Bucket-15 5969.2 GB 913,425
® Bucket-04 937.2 GB 576,806
® Bucket-13 815.2 GB 957,389 Tenant details @
® Bucket-06 812.5GB 193,843
Mama: Tenant02
Bucket-10 473.9 GB 583,245
10: 3341 1240 0546 8283 2208
Bucket-03 403.2 GB 981,226 .
' Platform services enabled
® Bucket-07 362.5GB 420,726 % Caipiisa atinidsnty e
@ Bucket-05 294.4 GB 785,190 o/ S3selectensbled
@ 8 other buckets 14TE 3,007,036
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Bucket name Space used Number of objects
Bucket-02 544.7 GB 7,575
@ Bucket-09 899.6 GB 589,677
@® Bucket-15 839.6 GB 623,542
@® Bucket-06 846.4 GB 648,619
Bucket-0O7 730.8 GB 808,655
Bucket-04 700.8 GB 420,493
® Bucket-11 663.5 GB 993,729
@ Bucket-03 656.9 GB 379,329
@ 9 other buckets 2Z3TE 5,171,588
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B One or more endpoints have experienced an error and might not be functioning properly. Go to the Endpoints page to view
the error details. The last error occurred 2 hours ago.
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groups Operations on groups

Jorg/groups Lists Tenant User Groups

Hame Description

type filtker by group type

string

(query)

limit maximum number of results
integer
(query)

marker marker-style pagination offset (value is Group's URN)
string

(query)

includeMarker if set, the marker element is also returned
boolean

(query)

order pagination order (desc requires marker)
string

(query)

Responses Response content type applicationfjson v

Code Description

200

Example Value Model

{

"responseTime”: "2018-02-01Ti6:22:31.0662",
"status": "success",
"apiVer=ion": "2 25
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A HE|Z0M X JEl= API TS efolgtL|Ct

l

AP|I 28 Z ME3I0 GET /versions X|¥E=API 2 HH SE& HtetgfL|Ct o] @82 Swagger API
HHAMO| * config * MlM0| AELICE.
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GET https://{{IP-Address}}/api/versions
{
"responseTime": "2023-06-27T22:13:50.7502",
"status": "success",
"apiVersion": "4.0",
"data": [
2,
3,
4

X0 ciet API HH S X - Ct

HE O ¥4 (/api/va) T HIHE ALRSI0] API BTIS XIBE 2 (‘Api-Version: 4 JBLICH £ 28 25
x2S s 2to Z2 Zte MEeletLct.

HA =

curl https://[IP-Address]/api/v4/grid/accounts

curl -H "Api-Version: 4" https://[IP-Address]/api/grid/accounts

AIO|E 7t @ 2IZ(CSRF)ZEH ES

CSRF EZ= AI2%I0 7|5 Ar8%t= QIE5 S 225 StorageGRIDOI| CHeE CSRF(AHO|E
2t QM 2|x) BHOZEH HTE £ QELICT Grid Manager 2 Tenant Manager= 0| E9t
Jls2 XS = 2datetL|Ct CHE API 2210|HE = 20018 i M3t (R E MEfer &
o|£>L|Eh

A H

HTTP &4l POSTS} 20| CHE ALOIEO] Clist RES ES|AHE £ A= A= 2as MEXtS| RI|E AHE5HH
Ed e¥s U= = AgLCh

StorageGRID= CSRF E22 At83t0{ CSRF SHQZRE HoplL|Ch 24stel 42 £ 77|2 LtHE2 EF
ol Ee= £ POST 2= OH7H H4=2f L2t LX|sHof LTt

0] 7|52 &M3}st2{™H csrfToken 215 SO 07 HEE 2 true AYELICE 71222 QULICH false.

curl -X POST --header "Content-Type: application/json" --header "Accept:
application/json" -d "{

\"username\": \"MyUserName\",

\"password\": \"MyPassword\",

\"cookie\": true,

\"csrfToken\": true

}" "https://example.com/api/v3/authorize"
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HHEEI HZ MHEl StorageGRID A|ARI2 HHAEQ| source GRID_YILICH EHET SX|E|= StorageGRID
AAHS EHHEQ| destination GRID_ILICE F HHE AN 25 SUstAI™ ID, 0|2, MH, AE2|X| &haF gl
SebE Hoto| AJSLICH JBLE CHY HIHEE XH30| RE ALXH 4= E 7HX| 10 UX| gtELICH KNSt 82 B S
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MEXZE Qo AE T2|=9| dlE M 3 QLEME| HMAE ~ ASLICY.

A
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\d

Yes,
. . tenant Using
N
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federation?
¢ * Yes, grid

Opti Il eat
prionaly, oreate Create local groups and

o rEJrEat::sm riEdrid f sted groupscn users on source grid
Ereais : sourcegrid :
StorageGRID imports StorageGRID clones
federated groupsto lzcal groups and users
destination grid to destination grid
o Create 53 access keys 4—‘
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o access keys from source
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e Rt F2 s3 UM FIE 2 E SHFLICH
= J2|=0f SYsH AMA 7|7} Qs HZIO| AN ABOF SHe B AA J2|S0f HHA 7|5 WA OIS EHIHE
**EIXP APIE MESIH S22 Uy J2[=0 2ES YHYLICE RtHet LHE2 S "APIE AFESH0] S3 A4 7|9
S22 MAMSH PR ERSIAAIL.

OE, AEXt S 83 AUMA 7|19 2ES YYo= UEH2 FAYLMN?
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Tenant source grid Tenant destination grid

Create local group —t - Local group cloned
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AEXtet EX|E 2T ST TA| 0|, AHEX} 0|5 B AMA AR 2FY S ASLILE F A= 25 22 280
LfLICH X2 CH2S HZSHMQ.ALEAL 22"

HOLYO| O|RE 2Z AEAMH|TH = iy 2|20 SH|=X| FSLICH 2 AFSA7F O J2[E0|M EIHE
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Tenant source grid Tenant destination grid
Create local user — Local user doned

Local user | Local user must get
has a password new password

oM AE 2ES AESHY| flet 7 AF0] SFE|UCHD 7HEE @] "SSO(Single Sign-On)" "ID HF &2
J2| =0l M BIFE chal W8 (7t 27])et Hic2|o]d OF0| thd O2|=9| HIAEN A2 = SH|EL

A2 HUES S¢ 2150 M= iy HHEN S20| HHEH Sg AH8Xt= F J2|= F StLollM EHHEO|
23018 5 ABLICH
Tenant source grid Tenant destination grid

Create (import) federated _| \ Federated group
group cloned

Federated user cansignin — | g Federated user can sign in

S3 UM A 7|Z 2502 2HE 4 YALIC

StorageGRID= Zf J2[=0f| M2 CHE 7| S F710t0 2otS Zefsh?| 2o S3 AMA 7|12 RS2 2 =H|SHA|
oLt

* Zp O2[E0f thsll Set 7|12 Ar8Y QUL fls R L= "THE AEAS HMA 7|2 EdSLITHZ 22 =0 A
2 & "AFEAL 1ROl HM|A 7|2 WG ASLICE
* &£ O2[E 2R0M SEet 7S A8 0 ot 39 &4 O2|=0| 7|E ddet TS Tenant Manager APIS
AL Ty J2|E2 +52% 0|8Y £ "7| = SH[LICHASLICE
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Tenant source grid

Create S3 access keys
for source

—

Create S3 access keys —

Tenant destination grid

Create S3 access keys
for destination

Optionally clone access
keys with API

ST AR S3HMA FIE 2

EotH ALSAH % S3 HM|A 7|7t B

CHA J2|20)| F7tEl 38 9 A EXHs 220| MUK t&LICH
SE MM HEUES AA J2|E0M HIHES| CHY J2|=2 0t O|RO{TLICE HIHES| CHA TJ2|=0 O
AEXHE MASHAHLE 7I 2= R StorageGRIDE 0[2{3t $=2 HIHES| AA T2|=0] CHA| SH|(SHX|
Tenant source grid Tenant destination grid
@ No change 4—— New useror group
® No change - New S3 access key
HE s MAHE OF, AEXH R HMA 7= SHIE K| E&LICH
SE M2 M I8 3 AEXIE HMY miph Ll Ct,
T =3 FSILoIM 38, AH8X} s HMA F|1E HESHALL AHSHH HE LIE0| CHE =300 =H(=/X|
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Tenant source grid Tenant destination grid

Edit or delete
group or user

—t . @ No change

Edit or delet
@ No change 44— I orgelete

group or user
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CtR2E =gt
2. HFE zt2|xt Aol A =2 oto| 2 S MESED * APl documentation * £ MERL|CE

.

3. 83 * MMojM Ctg ETS MEHelL|

g

m

POST /org/users/current-user/replicate-s3-access-key

| POST

Jorgfusers/current-user/replicate-s3-access-key Clonethe current user's 53 key to the other grids. i

4. Hedsto| * £ MeetL|ct.

5. body * HIAE MXIO| M * AccessKey * & * secretAccessKey * 2| 0| &t= S CIREZESH * csv * IHAUQ| ZIO 2
HRE LI Ct.
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Edit Value | Modei
{ body)
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"accessKey": "AKIATOSFODMN7EXAMPLE™,
"secretAccessKey™: "wlalrXUtnFEMI/KTMDENG/ bPxRFICYEXAMPLEKEY™",
"expires": “202E8-80-04T0G:00:00.0807"
1
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Tenant Create versioning-enabled
user bucket for source tenant

v

Create bucket for
destination tenant

y

Replication
One in one or both Both
directions?
Enable cross-grid replication Enable cross-grid replication
for only one bucket for both buckets

. . New object version
Add or modify object in source | replicated to

bucket destination bucket

\

. Delete marker
Delete object from source
J .—’

replicated to destination

(delete marker inserted) (optional)
Delete object version N Object version is not deleted
permanently from source from destination
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Source bucket Destination bucket

Replicate delete markers: Yes

Delete marker

Delete marker added ——» replicated

Replicate delete markers: No

Delete marker added ——P» ® No change
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Grid federation connections

InvalidBucketState. Confirm that the source and destination buckets have object versioning enabled and
53 Object Lock disabled. (loglD 4791585492825418592)

Q Nsplaying one result
Connection Buckets with
%  cross-grid . Lasterror @ &
name " .
replication @

2022-12-07 16:02:20 MST

Cross-grid replication has encountered an error. Failed to send cross-grid replication request from source
Grid 1-Grid 2 my-cgr-bucket bucket 'my-cgr-bucket’ to destination bucket ‘my-cgr-bucket' Error code: DestinationRequestError, Detail:
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o This tenant account uses the LDAF server that is configured for the Grid Manager.
Contact the grid administrator for information or to change this setting.
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Buckets = my-bucket @ Success x
Starting to delete objects from one bucket.

my-bucket (read-only)

Region: us-east-1
Date created: 2022-12-14 10:09:50 MST
Object count: 3

View bucket contents in Experimental $3 Console [

A All bucket objects are being deleted
StorageGRID is deleting all copies of the objects in this bucket, which might take days or weeks. While objects are being
deleted, the bucket is read anly. To stop the aperation, select Stop deleting objects. You cannot restore ohjects that have
already been deleted.

0% (0 of 3 objects deleted)

Stop deleting objects
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Buckets = my-bucket

my-bucket (read-only)

Region: us-gast-1
Date created: 2022-12-14 10:09:50 MST
Object count: 0

View bucket contents in Experimental 53 Console [

Q Bucket is empty but is still read-only.
This bucket is now empty.

= Toremove this bucket, select Delete bucket.
» To return this bucket to write mode so it can be reused, select Stop deleting objects.

Stop deleting objects
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St= Cl|o|E{of| O] AEZ|X| 22fAE AHBRILICE

* REDUCED REDUNDANCY: AEZ|X| SfAELC X2 SEHO2 MEL =Y
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<ReplicationConfiguration>
<Role></Role>
<Rule>
<Status>Enabled</Status>
<Prefix>2020</Prefix>
<Destination>
<Bucket>urn:sgws:s3:::2017-records</Bucket>
<StorageClass>STANDARD</StorageClass>
</Destination>
</Rule>
</ReplicationConfiguration>
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(EZ 7|3t Sl HA S Xt2 22 MEff Teh= 22 HAIX|of] Zete|X] t&L|ct

* OIHIE 2&2lS LMt F0fl= AA H'I?JQI ZHH|of| CHol X[ =l O|HIE 7t EhAist nfjojct 22lo] MME|of AR
AMEE|= Amazon SNS K|, Kafka TH| £ g2 A= XQIEZ MAEIL|CE

© A7t EHEl 310 CHoll O|HIE LRSS 2HMststH 2l LM0| MEE = £3E|= ZH0f| CHoH A 2F 22l 0|
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HET|IE AME830{ 83 L APIO X|FEl ti= O[HE LS 2doldt= o 2ot 22 74 XMLSE
f

<NotificationConfiguration>
<TopicConfiguration>
<Id>Image-created</Id>
<Filter>
<S3Key>
<FilterRule>
<Name>prefix</Name>
<Value>images/</Value>
</FilterRule>
</33Key>
</Filter>
<Topic>arn:aws:sns:us-east-1:050340950352:sgws-topic</Topic>
<Event>s3:0bjectCreated: *</Event>
</TopicConfiguration>
</NotificationConfiguration>
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"Records": [
{
"eventVersion":"2.0",

"eventSource":"sgws:s3",

"eventTime":"2017-08-08T23:52:382",

"eventName" :"ObjectCreated:Put",

"userIdentity": {

"principalId":"1111111111111111111"

by

"requestParameters": {

"sourceIPAddress":"193.51.100.20"

by

"responseElements" : {

"x—amz-request-id":"122047343"

by
"53":{
"s3SchemaVersion":"1.0",

"configurationId":"Image-created",

"bucket": {
"name":"testl",

"ownerIdentity": {

"principalId":"1111111111111111111"

by

"arn":"arn:sgws:s3:::testl"

Yo
"object":{

"key":"images/cat.jpg",

"size":0,

"eTag":"d41d8cd98£f00b204e9800998ecf8427e",
"sequencer":"14D90402421461C7"
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° HIAE HET|IS Aot AM Sets 2deldt= o 2ot HIEtHIo[E 27 XMLSE ZHELIC.
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Zact 32 = HEHOIH 74 XMLE| O HZSHMA|L.

<MetadataNotificationConfiguration>
<Rule>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn>/Urn>
</Destination>
</Rule>

</MetadataNotificationConfiguration>

HIEtHO[E €& 4 XMLl R4
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<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn>urn:myes:es:::sgws-notifications/testl/all</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

of: &= 7Hel #Alof U= HIEHHOE &E 7d

Of ofloll M= HEALRE EXISH= ZHM|2| FHH| HIEIH[O|E{Zt /images B HE L2 HEE 1, HEARL LX|SH= 7HA[2|
IHH| HIEFH|O|E|Tt /videos T HMW| CHAQZ MEELCE

<MetadataNotificationConfiguration>
<Rule>
<ID>Images-rule</ID>
<Status>Enabled</Status>
<Prefix>/images</Prefix>
<Destination>
<Urn>arn:aws:es:us-east-1:3333333:domain/es-
domain/graphics/imagetype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Videos-rule</ID>
<Status>Enabled</Status>
<Prefix>/videos</Prefix>
<Destination>
<Urn>arn:aws:es:us-west-1:22222222:domain/es-
domain/graphics/videotype</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>
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H'I5"01| EH?J dM S8 MH|AS 2dot5tHE JHM| HIEHH[OE = Ef2E =7t YH[0|E = A

Ol ollxl= 717t Q= 7HA7t 2h= HEI0| test HEE o MME =+ U= JSONS| 0| EO{EL|CH
SGWS/Tagging.txt. test "H3I0] HHO| OIL|2E2 “versionTd Ef7} H|O] QELILCE.

"bucket": "test",
"key": "SGWS/Tagging.txt",
"versionId": "",
"accountId": "86928401983529626822",
"size": 38,
"md5": "3d6c7634a85436eee06d43415012855",
"region":"us-east-1",
"metadata": {
"age": "25"
by
"tags": {
color": "yellow"

JSON EAM0i| ZetzEl HEQIL|Ct
=AM 0|E0= H2l 0|5, REHE 0|5 3 T ID(U= E2)7t ZetELIC).

H2l 9l eEXE Yo
bucket: HZI2| O|SQIL|C}

key: ZHAl 7| O|ERILICt
versionID: H{ZF HZlQ| Zix|of CHot 24K LI
region: HZl BY(0l|: us-east-1

A AH! HEFH| O]
size: HTTP 22I0|HEN M & &= A= 74Xl 27|(HIO|E)

md5: ZHA| SH Al L|C

AHE X} H|EIH|O[E
metadata: M| CHSE 2= ALEXt HIEHH|O|E, 7|-gf &

key:value

tH[ mofet JSON
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MESHEE AFYLICH 2M7t QY E 20 = A 20N 2A2 HE HAMS HEY & ELICH

S3 REST API AFE

S3 REST API X|& HH™ 5! HO[0|E

StorageGRID= REST(Representational State Transfer) €l A|H|A M[EZ 13iE|=
S3(Simple Storage Service) APIS X[ L|LCT,

S3 REST APIE X|#5tE 2 StorageGRID A|AHIZ ALESH= ALY QENE AEZ|X|E &3 S3 & MH|AZC=E

HEE MH[A X[k OHEE|AH0|ME HEY = USLICE S2HO0[AHE 0fZ2|H[0[F2] #x S3 REST API 2= ALE0|
CHet |4 HE Atgto] 2 ReL|Ct.

XEEl= HH

StorageGRID CI21t 22 £X HTQ| STS, S3 X HTTPE X[ fL|Ct.

o= HH
STS AssumeRole APl AFQF "Amazon Web Services(AWS) A&HA{: Amazon

Assumerole API &X"

AssumeRoled]| CHSH XM[SH LHE 2 CHS 2 & XSHMR
""AssumeRole A" .

S3 API AFQE "AWS M A: Amazon Simple Storage Service API
P,
HTTP 1.1

HTTPO|| CH3t XFM 8 LR HTTP/1.1(RFC 7230-35)2
ARSI AIA|Q.

"IETF RFC 2616:HTTP/1.1(Hypertext Transfer
Protocol)"

: StorageGRIDE= HTTP/1.1 IHO| Z2t0|H S

. EI-_Tj_ *
HOHX| gdE LIt

X|#
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22| APIZ AR50 CHE TH|Q10| StorageGRID 2| H|O|E{0f] HMAE & JAEZ SH=
2| QIE{H|O| A0 CHEt CORS(WX &KX 2|AA Z]) X[O| FIFE[USLICE "KbA| S
XO-IE" .

STS AssumeRole 3! M| FHof| CHot X|210] =IHE| S LICE Eit "Ald FHo| of"

HIHE 50| A AssumeRole2 AHg & USLICEH
Ci2 28 8 X|§E= siol cHs 02| AlLHE SHA-256 X34 2Ll
FItE|RSLICE O] 7|52 M85t FEEE JiHe] FAE S =eld  JUSFLICH
° CompleteMultipartUpload: x-amz-checksum-sha256
° CreateMultipartUpload: x-amz-checksum-algorithm
° GetObject(7HHM| 7t 227]): x-amz-checksum-mode
° M= 7HAl|: x-amz-checksum-mode
c ZR IIE
° PutZ/HAl: x-amz-checksum-sha256
°c YELE B E: x-amz-checksum-sha256
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S| 2| = ZHECH Z Lt Z0tof gfL|Ct,

ZHIX QIFH 8l AEZ|Y x—amz-content-sha256 ot CHE X[ 20| aws-

chunked ZAE|AUSLICH H[SH AL

0

T

° Q= AR chunk-signature & MEH AFSHO|H HBE|X| UUSLICE
° U= B2 x-amz-trailer Z2HXE FA|ELICE
1.8 off Ar2El o] St XSt E S3 Zt¢i2| 0|22 YUHIO|ERELICE. "AWS(Amazon Web

Services) 2Al: Amazon Simple Storage Service AP| Reference £ & ZSHMA|R"

"2 A X|2IE|= S3API A" "X IE| A& LTt
S3 Object Lock2 ¢t HHEHA BE A2 X|IELICH

Get Object 3! Head Object 2M0]| L3t StorageGRID'E S& dl|l{0f] Lt X| 20|
FHE|RELICH x-ntap-sg-cgr-replication-status. O] &= AZA O2|E
SHE 2let 2K Sx MAEHE HSLICE

SelectObjectContent 20| O|X| Parquet Z{X|E K| gfL|Ct.
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* GET Object % HEAD Object R H0|A| REQUEST Oi7{ M~ AHE0]| Ciat X[ 0]
F M| A}ELICH partNumber.
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https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_AbortMultipartUpload.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_AbortMultipartUpload.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_AbortMultipartUpload.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_AbortMultipartUpload.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_AbortMultipartUpload.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_CompleteMultipartUpload.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_CompleteMultipartUpload.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_CompleteMultipartUpload.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_CompleteMultipartUpload.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_CompleteMultipartUpload.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_CopyObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_CopyObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_CopyObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_CopyObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_CopyObject.html

®* X—amz-copy-source

* x—amz-copy-source-if-match

* x—amz-copy-source-if-modified-since

* x—amz-copy-source-if-none-match

* x—amz-copy-source-if-unmodified-since

* x—amz-copy-source-server-side-encryption-customer-algorithm
* Xx-—amz-copy-source-server-side-encryption-customer-key

* x—amz-copy-source-server-side-encryption-customer-key-MD5
* x—amz-metadata-directive

* x—amz-object-lock-legal-hold

* x—amz-object-lock-mode

* x—amz-object-lock-retain-until-date

* x—amz-server-side-encryption

* x—amz-server-side-encryption-customer-algorithm

* x—amz-server-side-encryption-customer-key

* x—amz-server-side-encryption-customer-key-MD5

* x—amz-storage-class

* x—amz-tagging

* x—amz-tagging-directive

x—amz-meta-<metadata-name>

=

Ho

2 0
oo oz

StorageGRID & A
A

=
= EH 6+|__| |:|."

-

"CopyObiject

"CreateBucket"

Uri 32| 07 H= 8 23 8-

StorageGRID= 0| @80l Cigt BE S& 07 Ha 8! HE|=e=3t Ch2 71 8|EH S X gLt
* x—amz-bucket-object-lock-enabled

QN =

o

Ho

StorageGRID= 79 Al Amazon S3 REST API0]| 2[3H HolEl BE 2F 2= o7 H+-8 XIZELICt

StorageGRID A3 Af

"H 2 A

1M


https://docs.aws.amazon.com/AmazonS3/latest/API/API_CreateBucket.html

"CreateMultptUpload £ £&!sfL|C}"
Uri 32| 07 H= 8 2F 8-
StorageGRID= 0| 270 tgt 2= = 07 H 8 K2 2230t g =71 86 E X2 Lot
* Cache-Control
®* Content-Disposition
* Content-Encoding
* Content-Language
* Expires
* x—amz-checksum-algorithm
* x—amz-server-side-encryption
* x—amz-storage-class
* x—amz-server-side-encryption-customer-algorithm
* x—amz-server-side-encryption-customer-key
* x—amz-server-side-encryption-customer-key-MD5
* x-amz-tagging
* x-amz-object-lock-mode
* x—amz-object-lock-retain-until-date
* x—amz-object-lock-legal-hold

* x—amz-meta-<metadata-name>

=
—

Ho

£ FO
oo oz

StorageGRID A3 Af

"CreateMultptUpload & Z2!gtL|CH"

"APK| B2

Uri 32| 07 4 2 28 oM

StorageGRID= O] 2H0|| sl RFE 55 047 H= 2 HE| 2K YL Ct
StorageGRID A Af

N EARRS sl

"DeleteBucketCors™

Uri #2| 0§71 H4 3 2H s
StorageGRID= 0| X0 Cisl RFE 25 047

rE
i
#a
=]
i
il
>~
o
ot
Il
=l

[k =

o

Mo


https://docs.aws.amazon.com/AmazonS3/latest/API/API_CreateMultipartUpload.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_CreateMultipartUpload.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_CreateMultipartUpload.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_CreateMultipartUpload.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_CreateMultipartUpload.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucket.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucket.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucket.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucket.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucket.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucketCors.html
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucketEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucketLifecycle.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucketPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucketPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucketPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucketPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucketPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucketReplication.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucketReplication.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucketReplication.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucketReplication.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucketReplication.html
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucketTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucketTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucketTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteObjects.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteObjects.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteObjects.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteObjects.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteObjects.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteObjectTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteObjectTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteObjectTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteObjectTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteObjectTagging.html
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketAcl.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketCors.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketCors.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketCors.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketCors.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketCors.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketLifecycleConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketLifecycleConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketLifecycleConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketLifecycleConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketLifecycleConfiguration.html
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketLocation.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketLocation.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketLocation.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketLocation.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketLocation.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketNotificationConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketNotificationConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketNotificationConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketNotificationConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketNotificationConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketReplication.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketReplication.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketReplication.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketReplication.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketReplication.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketTagging.html

$®
oo oz
M
Mo

StorageGRID & A
N EARRS Sl
"GetBuckketVersioning S & X5t A"

Uri #{2| o7 Ha 3 273 6|
StorageGRID= O] K0 Cisl RFE =S 07 H4 2 HE|SX| gL ct

28 =2

oo oz
Ho

£Q

StorageGRID &3 A

L

"GetObject £ X ZstHA|"
Uri 2| 071 H4= 8 2H 3
StorageGRID= 0| 27F0]| L3l 25+ X|/SIH =& 7 H== 3 M| S0Ea 22 =71 URI 2| i) HaE
X|IgL|ct,

* x-amz-checksum-mode

* partNumber

* response-cache-control

* response-content-disposition
response-content-encoding
* response-content-language
®* response-content-type

response-expires
J2|a ol2{et 7t 2 ot = thEa Z5LIC

* Range
Xx—amz-server-side-encryption-customer-algorithm
x—amz-server-side-encryption-customer-key
x—amz-server-side-encryption-customer-key-MD5

* If-Match

* If-Modified-Since

* If-None-Match

* If-Unmodified-Since

117


https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketVersioning.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketVersioning.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketVersioning.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketVersioning.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketVersioning.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObject.html
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectAcl.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectLegalHold.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectLegalHold.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectLegalHold.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectLegalHold.html
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aws s3apil --endpoint-url https://10.96.101.17:10443
--no-verify-ssl create-bucket --bucket testbucket
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"Location": "/testbucket"

3. JKIE YRt

aws s3api --endpoint-url https://10.96.101.17:10443 --no-verify-ssl
put-object --bucket testbucket --key s3.pdf --body C:\s3-
test\upload\s3.pdf
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aws s3api --endpoint-url https://10.96.101.17:10443 —--no-verify-ssl
list-objects —--bucket testbucket
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aws s3api --endpoint-url https://10.96.101.17:10443 --no-verify-ssl
delete-object --bucket testbucket --key s3.pdf

aws s3api --endpoint-url https://10.96.101.17:10443 --no-verify-ssl
delete-bucket --bucket testbucket
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PUT /bucket?object-lock HTTP/1.1

Accept-Encoding: identity

Content-Length: 308

Host: host

Content-MD5: request header

User-Agent: s3sign/1.0.0 requests/2.24.0 python/3.8.2
X-Amz-Date: date

X-Amz-Content-SHA256: authorization-string
Authorization: authorization-string

<ObjectLockConfiguration>
<ObjectLockEnabled>Enabled</ObjectLockEnabled>
<Rule>
<DefaultRetention>
<Mode>COMPLIANCE</Mode>
<Years>6</Years>
</DefaultRetention>
</Rule>
</ObjectLockConfiguration>

* HIHE Z2|Xtof|l M HZIS =kl
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* GetObjectLockConfiguration RS AlststL|Ct,

GetObjectLockConfiguration S X ZstA A2
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GET /bucket?object-lock HTTP/1.1

Host: host

Accept-Encoding: identity

User-Agent: aws-cli/1.18.106 Python/3.8.2 Linux/4.4.0-18362-Microsoft
botocore/1.17.29

x—amz-date: date

x—amz-content-sha256: authorization-string

Authorization: authorization-string

SE O

HTTP/1.1 200 OK

x—amz-id-2:

1iVmcB70XXJRkRHIFiVgl151/T24gRfpwpuZrEG11Bb9TmOMARAe 980xSpX1knabAOLTVBYJpSIX
k=

x—amz-request-id: B34E94CACB2CEF6D

Date: Fri, 04 Sep 2020 22:47:09 GMT

Transfer-Encoding: chunked

Server: AmazonS3

<?xml version="1.0" encoding="UTF-8"7?>
<ObjectLockConfiguration xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<ObjectLockEnabled>Enabled</ObjectLockEnabled>
<Rule>
<DefaultRetention>
<Mode>COMPLIANCE</Mode>
<Years>6</Years>
</DefaultRetention>
</Rule>
</ObjectLockConfiguration>
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"Rules": [

{

"ID": "rulel",
"Filter": {
"And": |
"Prefix": "categoryl/",
"Tags": [
{
"Key": "key2",
"Value": "tag2"
}
]
}
by
"Expiration": {
"Date": "2020-08-22T00:00:002"
by
"Status": "Enabled"
by
{
"ID": "rule2",
"Filter": {

"Prefix": "category2/"
b
"Expiration": {
"Days": 100
b
"Status": "Enabled"

"ID": "rule3",

"Filter": {
"Prefix": "category3/"

by

"NoncurrentVersionExpiration": {
"NoncurrentDays": 50

bo

"Status": "Enabled"
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aws s3api —--endpoint-url <StorageGRID endpoint> put-bucket-lifecycle-
configuration
--bucket testbucket --lifecycle-configuration file://bktjson.json

=8 27| +40| H2lo| H3HoE HEE[U=K| 22152 GetBucketLifecycleConfiguration 2 S A SL|Ct
OE EH C3at Z&LC.

aws s3api —--endpoint-url <StorageGRID endpoint> get-bucket-lifecycle-
configuration
--bucket testbucket
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&S LIEtL = 07 Ha=ot ZebEL| T,

@ M3l £ =77t ILME xH 49|517| 20l expiry-date HAIE Eits QERE T AF|E AX|
EMALICE XpASH LIB2 & FZSHIAR K| HE0| ZEE[= HA"

O£ =0, 0] PutObject 2E2 20203 6 220 HAHEAH HZI0| M| E testbucket HIX[ZLICE.

aws s3apl --endpoint-url <StorageGRID endpoint> put-object
--bucket testbucket --key obj2test2 --body bktjson.json

43 SE2 7HAI7F 1002(20202 10E 1€) LHofl 2= =10 2f0|ZALO|S 42| ] 29 LX|etS LIEFHLCE

*"Expiration": "expiry-date=\"Thu, 01 Oct 2020 09:07:49 GMT\", rule-
id=\"rule2\"",
"ETag": "\"9762f8a803bc34f5340579d4446076£7\""

0lE =01, 0| HeadObject 22 testbucket2| St Z4x[0]| Chet HIEHHIO|E{E JHM = Ol AFEIUELICE
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aws s3apli --endpoint-url <StorageGRID endpoint> head-object
--bucket testbucket --key obj2test?2
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"AcceptRanges": "bytes",

*"Expiration": "expiry-date=\"Thu, 01 Oct 2020 09:07:48 GMT\", rule-
id=\"rule2\"",

"LastModified": "2020-06-23T09:07:48+00:00",

"ContentLength": 921,

"ETag": "\"9762f8a803bc34£5340579d4446076£7\""

"ContentType": "binary/octet-stream",

"Metadata": {}
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° *0[F #H5 *: ILM 20 Ingest SZ0f Ltk 0|F A VS X[Fst= B2, A7t +8E= FA oY
INH|of & Hu SA20| HHE|0] CHE AER[X| LLE(0|F )0 BiEELICH ILMS Hote
StorageGRID= O|2{gt £7| 7t SAR20| 72|19 Hix| X|HE SFot=Xl (IR E 2EYLICE 2K o™

M QEHE A2 T} 9I%0f BHS0{0F 5t £7| F7H ZALES ARefof & 4 ABLICH

o * e+ |LM 70| 28 M S X|Hst1 StorageGRIDO| 70| X|MEl IE SALES SA| OHE £ Ql=
42 StorageGRID2 CHE AEZ[X| =0 & 42| AA| SAHR S CHEL|CH
StorageGRIDZ} ILM &S 7| 4] HHX])0fl X|HEl ZE QEME SALES A WH8Y £ UCHH x-amz-

storage-class dl|E&= 2247t SELICH
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° x-—amz-server-side-encryption

MH2|Z20| PutObject QMO0f| ZSHE[0] JUX| UOM x-amz-server-side-encryption PutObject
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* StorageGRIDO|AM = HE|Z0| off £2HE CanonicalHeaders ER27t host S1&LICH

* StorageGRID= Content-Type O ZE|X| CanonicalHeaders 240t: ElLILCE.
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_SelectObjectContent.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_SelectObjectContent.html
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* SQL Al9| *|cf Z0|= 256KBRILICY
« ol e Ao Y= DE HFEO| A 20|= 1MiBIL|LCY.

CSVeH FIE

POST /{Key+}?select&select-type=2 HTTP/1.1
Host: Bucket.s3.abc-company.com
x—amz-expected-bucket-owner: ExpectedBucketOwner
<?xml version="1.0" encoding="UTF-8"7?>
<SelectObjectContentRequest xmlns="http://s3.amazonaws.com/doc/2006-03-
01/">
<Expression>string</Expression>
<ExpressionType>string</ExpressionType>
<RequestProgress>
<Enabled>boolean</Enabled>
</RequestProgress>
<InputSerialization>
<CompressionType>GZIP</CompressionType>
<CSV>
<AllowQuotedRecordDelimiter>boolean</AllowQuotedRecordDelimiter>
<Comments>#</Comments>
<FieldDelimiter>\t</FieldDelimiter>
<FileHeaderInfo>USE</FileHeaderInfo>
<QuoteCharacter>"'</QuoteCharacter>
<QuoteEscapeCharacter>\\</QuoteEscapeCharacter>
<RecordDelimiter>\n</RecordDelimiter>
</CsVv>
</InputSerialization>
<OutputSerialization>
<CSv>
<FieldDelimiter>string</FieldDelimiter>
<QuoteCharacter>string</QuoteCharacter>
<QuoteEscapeCharacter>string</QuoteEscapeCharacter>
<QuoteFields>string</QuoteFields>
<RecordDelimiter>string</RecordDelimiter>
</CS8Vv>
</OutputSerialization>
<ScanRange>
<End>long</End>
<Start>long</Start>
</ScanRange>
</SelectObjectContentRequest>
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ZZ0| ME 2F & of

POST /{Key+}?select&select-type=2 HTTP/1.1
Host: Bucket.s3.abc-company.com
x—amz-expected-bucket-owner: ExpectedBucketOwner
<?xml version="1.0" encoding="UTF-8"7?>
<SelectObjectContentRequest xmlns=http://s3.amazonaws.com/doc/2006-03-01/>
<Expression>string</Expression>
<ExpressionType>string</ExpressionType>
<RequestProgress>
<Enabled>boolean</Enabled>
</RequestProgress>
<InputSerialization>
<CompressionType>GZIP</CompressionType>
<PARQUET>
</PARQUET>
</InputSerialization>
<QutputSerialization>
<CSV>
<FieldDelimiter>string</FieldDelimiter>
<QuoteCharacter>string</QuoteCharacter>
<QuoteEscapeCharacter>string</QuoteEscapeCharacter>
<QuoteFields>string</QuoteFields>
<RecordDelimiter>string</RecordDelimiter>
</CSv>
</OutputSerialization>
<ScanRange>
<End>long</End>
<Start>long</Start>
</ScanRange>
</SelectObjectContentRequest>

saQL #z/2| o

O] 2| Al/= 0|F, 20101 217, 20151 ofl @1, O|= 217 ZAL H|O|E{ Q| HE HIZS 7t FLICH HEi7t Of
ool B EE= FAIELIC

SELECT STNAME, CENSUS2010POP, POPESTIMATE2015, CAST((POPESTIMATE2015 -
CENSUS2010POP) AS DECIMAL) / CENSUS2010POP * 100.0 FROM S3Object WHERE
NAME = STNAME

Fe|g ool 8 ¥ £2 sUB-EST2020 ALL.csv CHSat ZH&LICH
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SUMLEV, STATE, COUNTY,, PLACE, COUSUB, CONCIT, PRIMGEO FLAG, FUNCSTAT, NAME , STNAME,
CENSUS2010POP,

ESTIMATESBASE2010, POPESTIMATE2010, POPESTIMATEZ2011, POPESTIMATE2012, POPESTIM
ATE2013, POPESTIMATE2014,

POPESTIMATE2015, POPESTIMATE2016, POPESTIMATE2017, POPESTIMATE2018, POPESTIMAT
E2019, POPESTIMATE042020,

POPESTIMATE2020

040,01,000,00000,00000,00000,0,A,Alabama,Alabama, 4779736,4780118,4785514, 4
799642,4816632,4831586,
4843737,4854803,4866824,4877989,4891628,4907965,4920706,4921532
162,01,000,00124,00000,00000,0,A, Abbeville
city,Alabama,2688,2705,2699,2694,2645,2629,2610,2602,
2587,2578,2565,2555,2555, 2553

162,01,000,00460,00000,00000,0,A,Adamsville

city,Alabama, 4522,4487,4481,4474,4453,4430,4399,4371,
4335,4304,4285,4254,4224,4211

162,01,000,00484,00000,00000,0,A,Addison

town,Alabama, 758,754,751,750,745,744,742,734,734,728,

725,723,719, 717

AWS-CLI AtE Of|(CSV)

aws s3apil select-object-content --endpoint-url https://10.224.7.44:10443
--no-verify-ssl --bucket 619c0755-9e38-42e0-a614-05064f74126d --key SUB-
EST2020 ALL.csv --expression-type SQL --input-serialization '{"CSV":

{"FileHeaderInfo": "USE", "Comments": "#", "QuoteEscapeCharacter": "\"",
"RecordDelimiter": "\n", "FieldDelimiter": ",", "QuoteCharacter": "\"",
"AllowQuotedRecordDelimiter": false}, "CompressionType": "NONE"}' --output
-serialization '{"CSV": {"QuoteFields": "ASNEEDED",
"QuoteEscapeCharacter": "#", "RecordDelimiter": "\n", "FieldDelimiter":

", ", "QuoteCharacter": "\""}}' --expression "SELECT STNAME, CENSUS2010POP,

POPESTIMATE2015, CAST ((POPESTIMATE2015 - CENSUS2010POP) AS DECIMAL) /
CENSUS2010POP * 100.0 FROM S30Object WHERE NAME = STNAME" changes.csv

=8 MY §Z H &2 changes.csv L2t Z&LICH

Alabama, 4779736,4854803,1.5705260708959658022953568983726297854
Alaska,710231,738430,3.9703983633493891424057806544631253775
Arizona, 6392017,6832810,6.8959922978928247531256565807005832431
Arkansas, 2915918,2979732,2.1884703204959810255295244928012378949
California, 37253956,38904296,4.4299724839960620557988526104449148971
Colorado,5029196,5454328,8.4532796097030221132761578590295546246
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AWS-CLI AtZ Of[(Parquet)

aws s3apil select-object-content -endpoint-url https://10.224.7.44:10443
--bucket 619c0755-9e38-42e0-a614-05064f74126d --key SUB-

EST2020 ALL.parquet --expression "SELECT STNAME, CENSUS2010POP,
POPESTIMATE2015, CAST ((POPESTIMATE2015 - CENSUS2010POP) AS DECIMAL) /
CENSUS2010POP * 100.0 FROM S30bject WHERE NAME = STNAME" --expression-type
'SQL' --input-serialization '{"Parquet":{}}' --output-serialization
'{"Csv": {}}' changes.csv

=3 0tlo| §2 % £¢QI changes.csve CHS ot Z2&LICt.

Alabama, 4779736,4854803,1.5705260708959658022953568983726297854
Alaska,710231,738430,3.9703983633493891424057806544631253775
Arizona, 6392017,6832810,6.8959922978928247531256565807005832431
Arkansas, 2915918,2979732,2.1884703204959810255295244928012378949
California, 37253956,38904296,4.4299724839960620557988526104449148971
Colorado,5029196,5454328,8.4532796097030221132761578590295546246
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MissingRequestBodyError7} A stL|C} 400 E2E 2H
MissingSecurityHeader £ &I ZSH AR 400 2RE 2H
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NoSuchBucket 4045 ¥E £ ELIC

NoSuchKeyE Z&/gfL|Ct 4045 ¥2 £ ASLIC

NoSuchUpload £ 2&!stL|Ct 4045 ¥2 £ ELIC

TEX] AAXSLICH 501 #HE[X| %S
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HESHAIR Zapgh|ot.
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L Ho| §|E 7t =B = ASLICE

XEE W20 2i|HA &8 7|s50] HFE0] 4042 e =+
UX| &LICE e=Ie
Y| SXE|X| b2 StLf 0| &o| 2t 406 51 2E|X|
7t &Lt tSLCE

XNotlmplemented(XNotimplemented) HE2st ML G| X| AL IS 501 #SEX| %42
o|ojgfL|Ct.

StorageGRID AEX} Ho| =]

StorageGRID AMH2X} Ho| ZHed

StorageGRID A|ABI2 S3 REST APIOf| :7HEl AFEX} XM =S K| @ EL|CE

Ct2 HO| M= StorageGRIDO|AM X[&5H= AFEXF X|1E 2P S 20| SLC

a5 ek

"HZ et =e ST HIA0| 8= Yt S HretetL|ct.

"H2l Letd S |RRILICH EF HA0| M= YetHE dFLct
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UAELICE

"H2l H|EIC|O|E E M S E3 H2l0t AZAE HEHH|O|E 23 4 XMLE ATF[gLICt

A EHLICH

"Bucket H|EHGH|O[E 23 74 S H2l0t AZAE HEHH|O|E 2T 4 XMLS gretetL|Ct.

JI™HL7|"

"Put Bucket H|EFH[O[E 22! 24" H{ZI0f| CHEE HIEIH|O|E 23 MH[AS FAMBILICE

"AEZX| AEEE 7N FLICH AEa AZE 2 HIOM A8 B2l & MEA FS LIEHL|C

"ALE|X| 42 7 £ HFO| Cf O] & AFEE|X| QM X|2IE[X| 243

Q= CreateBucket"
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"MEEX S HA E4 ZIH27[" O Ol ASEIX| §EX|2 X AE: 7|1 2| AHA Z HZ00| CHal A HE &=
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Get Bucket Consistency 82 AIE5IH &8 K| M8E= datd S efeoled
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S

d
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MY 22 M= Bz iAo el 27| = 87| 2Fot=5F ST E LIt

0| ZH¢d

mo

2t=2 52 ™ S3:GetBucketConsistency # 0| AL A1 FE{O} gtL|Ct,

28 o

GET /bucket?x-ntap-sg-consistency HTTP/1.1
Date: date

Authorization: authorization string

Host: host

0[0

Ct
=

SE XMLO|M 2 <Cconsistency> LS gt & StLIE HhatetL|Ct

Hetd 4%

25 BE LEJHHIO|HE FA| $£4I5t7LE 2™ 0| AojgtL(Ct.
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Z0f| HEELICH

ME Tts M 7HA| 3 JHA| HCllolE 2Eof Tt 2| F "a'J'.l_“éi
B2 2t FR0|T AESHHAIL(0: 2 ¢ I
HP'OI B LE= EMOHA §h= 7|9 olE =

FabricPool HZl2 X| 2 £ X| &&L|C}.
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HTTP/1.1 200 OK

Date: 18 Sep 2020 01:02:18 GMT
Connection: CLOSE
StorageGRID/11.5.0
x—amz-request-id: 12345
Content-Length: 127

Content-Type: application/xml

Fri,

Server:

<?xml version="1.0" encoding="UTF-8"?>

<Consistency xmlns="http://s3.storagegrid.com/doc/2015-02-01/">read-after-

new-write</Consistency>

24H He
W ShAfm
oHdo
HZ LBEE FXIELICt
Put Bucket Consistency 282 ALESIH H3I0|A A E 2ol ME8d YoM E X|H =
OIJ*LJEr
712 e HE2 ME MAE JHA|of CHoh MY = Ql7|E ERSIEE MEEL|CE
A|=tst7| Hof|
0| ZtAE 2= st2{H S3:PutBucketConsistency #eH0| UL AIH FEOF BfL|Ct.
QESHAIR
O§7H H40l= x-ntap-sg-consistency CHS 4t & StLEZF ZBHE|0{OF SFL|CE.
ey MY
e DE LEJHOIO|HE FA| $£AI51ALE 2™0| ATigiL|Ct.
zet- 22 DE MO|ENAM ZE S20|HE QB CHe M7| = ¢f7| HEdes

HEgct

AfO|E LS| 2= S2H0[AHE

27| Z- 2247 (71224) M 280l TSt 947] 3 M| FBHS a2
Ch3t 21 APHAS HTLICE 07184 U HlolE B3
A0 HFELICH
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M 2| S| EolE D50] St 513 datgg K
22 ot F20 N2l 1ol §X
H210) H9 s EXfOLR] ok 7|9 SE =

FabricPool 22 X| & | X| et&L|CY.

tX O 2 "Read-after-new-write" 224 S ALESHOF BILICH RB0| SHIEH| &SIX| o= E 2
2 T2 2 22}0|QE SXIS HAHS

fLICH == ZFAPI 279 22Hd S X[FotEF 220|ES

1=2 -O

f S 2
THYLICH 2 +F9| 2Ed S 0|9 +=EHe 2 AFL

PUT /bucket?x-ntap-sg-consistency=strong-global HTTP/1.1

Date: date

Authorization: authorization string

Host: host

B2 A1 AHA A7 IR

[HZ! £|F HMA A|ZH I 27|(Get Bucket Last Access Time) E S AHESHHE JHE HAI|
CHoH OFX|2F AM| A A[ZE HH[O|EZt g ote| ALt H|Zdote|J=X] 2hele = LTt

0| ZtHS 2= 812 H S3:GetBucketLastAccessTime H$H0| QU7HLE AHE ZE0{of THL|LCt.

2H o

GET /bucket?x-ntap-sg-lastaccesstime HTTP/1.1

Date: date

Authorization: authorization string

Host: host

SE

Of oflofl M= EHZIofl Tl OFX|2f HMA AjZH FHO|EVL &gkl JAZE EH FLIC.
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HTTP/1.1 200 OK

Date: Sat, 29 Nov 2015 01:02:18 GMT
Connection: CLOSE

Server: StorageGRID/10.3.0
x—amz-request-id: 12345
Content-Length: 127

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?>

<LastAccessTime xmlns="http://s3.storagegrid.com/doc/2015-02-01/">enabled
</LastAccessTime>
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™2 Azt
Put Bucket Last Access Time 2A S AI2SHH JHE 210 CHSH OpX|aF M| A A|ZE
AUO|0|EE 2 M3lStAHLE H|ZtMdsteh o~ QJELICH OpX|a M| A A|Zt FGH|0|EE H|gMotstH
MsS0| SAE| 1 HE 10.3.0 0|2 MMEI BE K3l 7|2 MAo| ElL|Ct

0| A 2= stz H H310]| et S3:PutBuckketLastAccessTime HeH0| 7Lt AH FEC{0f BHL|Ct.

StorageGRID H{7 10.3%E &= 2= Af HZI0] CHol OFX|2f M| A A|ZHof| CHet YH[0|ET} 7| 2X o2

H| g ot El LTt O] 79| StorageGRIDE AtE3SH0] BHE H{ZI0| AL A 7|2 S0t LK|A|7[24H
@ OfZ12| 2t H{Zlof| CHal OFX|2h HAM[A A[ZH ACIOIESE BAIH Q= HIZ-dsleloF BfLICt Put Bucket

OFX|2E HM|A A2 REE ALESEZHLE Tenant Manager?| H{210] CHEH M| & 0| X|of| A OFX|2}

HMIA AlZHOf| THEE HTIO|ES 2ot = HEdete = JAFLICH S "OFA[2F M2 A[ZE

YOOI EE ALESILE ALESHA| i E HEHBLICHEZOIHA|2.

EHZ101| CHaH OFX| 2 HM[2 A[ZH HH[O|ETt HIEdetEl 2 H2lo| 2ol Chs SA0| HEELICH

* GetObject, GetObjectAcl, GetObJectTagglng 2 HeadObject 282 OpX|2h HM[A A[7HS O[0| ESHK|
SSLICH ILM(EE =38 7| 2t2|) oIS Is A7 ch7[ 2ol =7tH=| X t&L C.

* H|EtH|O|E{ 2t RIC||O| ESH= CopyObject & PutObjectTagging R = OHX|2f MM A A|ZHS HH|O|ETILICE ILM
HYILE 2l RLEHET} 7|0l FIHELICH

A HZI0f CHaf| ObX|2h HA[A AfZHo it YCIO|ES MEE
OFX|2f HAM|A A|ZHS UC|O|ESHA| LELICH SAHE 7”X|E 2
SFELICH J2{Lt CHAre] ZL CopyObject 22 atAr OFX| 8t
IHH|C| SAH2O| CH7|Zof| Z=IHEILICE.

T o= 3 CopyObject QHO0| AA H3I9
ﬁ ALY IZH ILM EItE 25l th7|Zof| F=7H=[X]
oW M| A AlZHS HOO|EBILICE ILM T7HE 2|8l

* CompleteMultipartUpload 20| OFX|2h HM|A AZHS HO|O|ERLICE 2t=E ZHA|7} ILM HILE 2[5l
CH7|Zofl F=7HElL(Ct,
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iin

RESHIAIL

Of oMol M= EHZI2| OFX|2F M| A AJZHS HF LT,
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PUT /bucket?x-ntap-sg-lastaccesstime=enabled HTTP/1.1
Date: date

Authorization: authorization string

Host: host

Of ofiFIofl M= EHZI2f DFX|2f MM A A|ZHS H|E-S ot efL|Ct.

PUT /bucket?x-ntap-sg-lastaccesstime=disabled HTTP/1.1
Date: date

Authorization: authorization string

Host: host

HZ] H|EIC|O|E] L2l LM S Abg|StL|C}

Delete Bucket H[EIC|O|E] &2l 48 NS ALESIH 74 XMLE AFA[ot0] 7HE H2lol| CHet
HAM E3F MH|AZ H|EHA S}

O

s
30
i
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i

0| Ztig et=6t2{™ H3l0]| L3t S3:DeleteBucketMetadataNotification #eH0| QAL A|H ZE0fof fL|LC}.
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Of ofi&Iofl M= EHZIofl CHEE HAM S8t M2
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ul

DELETE /testl?x-ntap-sg-metadata-notification HTTP/1.1
Date: date

Authorization: authorization string

Host: host

Bucket H|EtH|O[E] 2E 74 71 27|

Get Bucket H|EIH|O|E &2l 318 Q™S AI2SHH JHE H3I0| CHet 4 Ee2 M= O
MEE|E M XMLE ZAME 4= Q&L

0| ZtH g et= 62 ™ S3:GetBuckMetadataNotification 20| UHLE A1 A 2 E0{of gfL|C}.

28 o

0] 272 0|50 2l H{Zloj Ciet HIEIH|O|E 23 F8E bucket HMYLICEL
GET /bucket?x-ntap-sg-metadata-notification HTTP/1.1
Date: date

Authorization: authorization string
Host: host
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SE 2=0l= H2lol tist HEMH[O|E & o] ZetElL|Ct HEHO|E 2E S MR HH 20| M S
flol FeE= LAlS BEY = JASLICH F, AHME JHAH ST 7HA| HIEIH|OIE 7t HEE = BFS e
olAL|C}

M-

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>
<Destination>
<Urn>arn:aws:es: region:account-
ID :domain/ mydomain/myindex/mytype </Urn>
</Destination>
</Rule>
<Rule>
<ID>Rule-2</ID>

</Rule>

</MetadataNotificationConfiguration>
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2 HIELE|OIE &l -d0il= StLt o] &2l F4l0] E% ILIC}H 2t 722 M8E|= QE M E} StorageGRID7t

9|:|X-IIE |:|1|EH:-||O|E-|E HLHOF SH= CHAMS K|
gLct.

015 e

MetadataNotificationConfi T|EE|O|E| 2210 JHH| Gl CHAFS X|EsH= O] AFRE|=
gurationS HZESHIAIR  7xlo| (0| E§QIL|C

StLt ol Ate] 75| @47t EatE|of YALICH

SRy BIEFGIO|E|S XIHE Qle| A0 £7}sHoF st KIS
Aliste Fxlof 20| E{IILIC

HEADL BXlE A2 AREL.

MetadataNotificationConfiguration 2 A0 L2 |0
USLICE

IDRLICE Ao IR MEXLIC.
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Ef 2 AtOjof| ZEHE XML
<MetadataNotificationConfiguration></MetadataNotificationConfiguration> &M Sg

50 T 0= X
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Rule 220 X3t Q&LICE.

HEARE LRIoHE A= I9I Fegs Ao Y o
HIEIE|O|E = X[FE ez

LE QEMES UXAF|2HH 2 HEAES XL

Rule 220 Zat|0f Q&LICE.

TAIOf T &fofl CHh ZIE[0]L Ef 2L T o

Rule 240 ZE|0] JASLICEH

A HIEIH|O|E 7} MEE|= CHA&e urniL|CH CHS o
£ME 7%l StorageGRID £X 2] URNO|0{OF ghL|Ct

* es M| HIY QAC{OF BtL|CE,

* URNS DEFE|0|E 7} Sl oA 9l Halo=
ZLH0F domain-name/myindex/mytype 2fL|C|.

ASTOIEL HUE Ba|Xt £E BUE Bl APIS
Argsto] THEILIC Che T 22 HAIS FBiLiCh
* arn:aws:es: region:account-
ID :domain/mydomain/myindex/mytype

*urn:mysite:es:::mydomain/myindex/myty
pe

T4 XMLE HME3t7| ol 2

HE -dsiof ghLLCt.
JEX| O™ 404 Q22 QIsH LA

AmjgtL|Ct,

urn2 Destination 220 ZEHEIL|C},
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Edael S0l M ol Fo=l= WHE 20 FLICH. o] oidolM JHAl HEIC|OE{= O|F0| 2 Aws

THeloN =AREE=

‘records 0|50| 2017 @l Elasticsearch QIHIAZ HLYEIL|IC}E current
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HTTP/1.1 200 OK

Date: Thu, 20 Jul 2017 18:24:05 GMT
Connection: KEEP-ALIVE

Server: StorageGRID/11.0.0
x—amz-request-id: 3832973499
Content-Length: 264

Content-Type: application/xml

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix>2017</Prefix>
<Destination>
<Urn>arn:aws:es:us—-east-
1:3333333:domain/records/current/2017</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

Put Bucket H|E[H|O[Ef &l 71 A

Put Bucket HIEI|O|E{ 22 T4 QXS AL SR JHE 20| T3t 241 SBt MH|AS
SrAstet & QUBLICH @K 220| H25H= HELE|0|Ef 22 T XML CHAH ZA Il Ao
H|EH|O|E{ 7} HAE|= HHS XI-ELICt

0| Ztl2 etz 6t2{™ H3l0]| L3t S3:PutBucketMetadataNotification #et0] QUAHLE A|H ZE {0 SfL|LC.

= t2l 70| ZetE|ofoF RHLCE. 2t HIEH|O|E & F40l= St o] &te| A0
SHEILICH 2t 7A2 HEE = QEHEY StorageGRID7f QHHME HEIH|O|EHE ELHOF ot= CHAME X[™BHLICE.
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of

A O|EC FOE 7[ZE22 7HAIE EEHZY £ JASLICL o S0, WFA U= 7HH|2] HEHHIO|E S
fao= HIjD, FAIE U= 7HM= /videos CHE CHMCE HEY & /images U}UELICH

r

SEEE HFEALJAE 92 R=6HK oM HEE o HRELICL oS S0, @FAE A= ZAH[0f chet st
A HEAE A= ZHof CHet & HIl FAI0| test2 ZEE FE2 test IEE[X| ¥ELICH

CH&2 StorageGRID &2 URNS AE6H0] X|&sl{OF 2FL|Ct. HIEHC|O|E 22 —T““OI M= uf EF0| ZxM3HoF
L|CH 2K O™ QHO| E 400 Bad Request MMELICH 2F HIAX|= Ch2a Z&LICH Unable to
save the metadata notification (search) policy. The specified endpoint URN does
not exist: URN.
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<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>
<Destination>
<Urn>arn:aws:es:region:account-
ID:domain/mydomain/myindex/mytype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Rule-2</ID>

</Rule>
</MetadataNotificationConfiguration>

O HO|M= HIEtCO[E 23! 74 XML2| 240 CHa AEHELIC}

o|& 243
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ALt

IDYLICE A IR AEXLIC.

HEH HEi= gl E= H|gdsh Tt & 5 ASLIC
H| 2 g stEl 72101 CHall oot AP e A= K|
graLct.

Rule 240 Z&E|0] JAELICE
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o} 22 HAIS HFLICH

A5t P ELIC T2
®* arn:aws:es:region:account-
ID:domain/mydomain/myindex/mytype

*urn:mysite:es::
pe

:mydomain/myindex/myty

T8 XMLE ME5t7| Hofl E-ES -J8H0F LT,
.I

k=3
o=
0| HufgfL(ct.
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PUT /testl?x-ntap-sg-metadata-notification HTTP/1.1
Date: date

Authorization: authorization string

Host: host

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn>urn:sgws:es:::sgws-notifications/testl/all</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

Of ool M= HFALRE LX|SH= ZHA|Q| JHA| HEIH|O|E| 7t /images B CHE Q2 HEE| D, HEAIRL LX|SH= THAI2|
JHA| HIEIH[O|E{7} /videos & HM L& Q2 MESELICE

PUT /graphics?x-ntap-sg-metadata-notification HTTP/1.1
Date: date

Authorization: authorization string

Host: host

<MetadataNotificationConfiguration>
<Rule>
<ID>Images-rule</ID>
<Status>Enabled</Status>
<Prefix>/images</Prefix>
<Destination>
<Urn>arn:aws:es:us-east-1:3333333:domain/es-
domain/graphics/imagetype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Videos-rule</ID>
<Status>Enabled</Status>
<Prefix>/videos</Prefix>
<Destination>
<Urn>arn:aws:es:us-west-1:22222222:domain/es-
domain/graphics/videotype</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>
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SGWS/Tagging.txt. test H

| test MAE mf MHE = JSONL| 0| E EH{EL|Ct
HMO| OfL|Z22 “versionId EH7t H|O{ RUELICEH

—2

NG

"bucket": "test",
"key": "SGWS/Tagging.txt",
"versionId": "",
"accountId": "86928401983529626822",
"size": 38,
"md5": "3d6c7634a85436eee06d43415012855",
"region":"us-east-1",
"metadata": {
"age": "25"
by
"tags": {
color": "yellow"
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A| AR O EFH|OfE MD5(MD5) ZHA| SHA|
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HTTP/1.1 200 OK

Date: Sat, 29 Nov 2015 00:49:05 GMT
Connection: KEEP-ALIVE

Server: StorageGRID/10.2.0
x—amz-request-id: 727237123
Content-Length: 427

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?>

<UsageResult xmlns="http://s3.storagegrid.com/doc/2015-02-01">
<CalculationTime>2014-11-19T05:30:11.000000Z</CalculationTime>
<ObjectCount>4</0ObjectCount>

<DataBytes>12</DataBytes>

<Buckets>

<Bucket>

<Name>bucketl</Name>

<ObjectCount>2</ObjectCount>

<DataBytes>6</DataBytes>

</Bucket>

<Bucket>

<Name>bucket2</Name>

<ObjectCount>2</ObjectCount>

<DataBytes>6</DataBytes>

</Bucket>

</Buckets>

</UsageResult>
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The Compliance feature is deprecated.

Contact your StorageGRID administrator if you need to create new Compliant
buckets.
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GET /mybucket/?x-ntap-sg-compliance HTTP/1.1
Date: date

Authorization: authorization string

Host: host
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HTTP/1.1 200 OK

Date: date

Connection: connection
Server: StorageGRID/11.1.0
x—amz-request-id: request ID
Content-Length: Iength
Content-Type: application/xml

<SGCompliance>
<RetentionPeriodMinutes>525600</RetentionPeriodMinutes>
<LegalHold>false</LegalHold>
<AutoDelete>true</AutoDelete>

</SGCompliance>
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PUT /mybucket/?x-ntap-sg-compliance HTTP/1.1
Date: date

Authorization: authorization name

Host: host

Content-Length: 152

<SGCompliance>
<RetentionPeriodMinutes>1051200</RetentionPeriodMinutes>
<LegalHold>false</LegalHold>
<AutoDelete>true</AutoDelete>

</SGCompliance>
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UHUMS HMS £+ Q= ER SHO| T3 HTTP ”EH C= QL|Ct 503 Service Unavailable.
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2= E|X7F ZE APO|EA AER|X| EEE SE3| AEY = Sl B2 71 X BEAM0f|A * Z&TH AIO|E *
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@ 7|& X M2 XIA|7t UL O] 2E S ALY mff LT > A= AuE O[slisHX| gb= Bt Put
Bucket &=+ |4l *Strong-site * 2282 AN 2 HESIX| OHMAIL.

UTHAO| * Y23t AJO|E * 2 UAB}H StorageGRIDE HHOIEE 78 F4 HO| AfO|E L B2fo|lE 250
CHSHMBE 7] 3 97| UBNS QA 4 UTE BB B, DE AO|E 8 AE2X| =CB AISE £ US
T7Hx| StorageGRID AI2E0f Of H{210]| CH3t 012 70| AzHE|X| e MOl UAIFOR 92 4 UBLIC HHo|
UK|SHR| OB 07 X| QALY #IK| S S| BHUSH & QISLICE OIS SO, HAS WA 57 22 B2 50| £
UTHMS Of W B UL Clo[E| ME| AOIE0IM B210] O|F 7E F4 MH(F, U B X2 20| AS
S & UBLICE W2 BE 7I7H0] BHRE|B ALSRILE XHS ARI(ZASHEl 220l olof @ maetn Y2t
HHIZF AR 2 LT

Strong-site * Y2tH 2 LA 2 AH252{™ CS1} 20| Put Bucket &4 Q2 CHA| Z&listd HTTP 8 SIHE
ESFA|ZLICH consistency-Control

PUT /mybucket/?x-ntap-sg-compliance HTTP/1.1
Consistency-Control: strong-site

oR 84
* BIZ0| PHE EASIES MHEX| @2 R SHOI Ci HTTP AE) =& YULICH 404 Not Found.

* QHENAM KIS ¥ HE J|ZHELC 22 AL RetentionPeriodMinutes HTTP #Ef Z== QL|CH 400
Bad Request.

StorageGRID2 AWS(Amazon Web Services) B A E AF25I0] S3 E|HETL T B3
S 2EHE L{O| 20l Lt HMAS Mo o~ QUEE BHL|CE StorageGRID A[AE2 S3
REST API EM o10{2| 5t¢| ElghE FoLICE S3 APIO]| CHTt AAM|A HM2 JSONC =
7|1EELCE

M2 B IHR
StorageGRID M| 7tX| ZF 2| HM|A HMZ X[ TL|CE.

* * H3]l MA * - GetBucketPolicy, PutBucketPolicy 2 DeleteBucketPolicy S3 API 2] L= E|HE 22|
HIHE 22| APIZ AE3t0o] 22| EL|CH M3l Y2 HIIo| HEE 22 HI 29K A £= H3lo)| cHst CHE
AE A A s QENE| CHE AFEXIS] HMAE MO{SIEE AMELICE H3l M2 S
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211
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() 28 sz, M4 = 2o 4290 1ol gttt

StorageGRID H{Zl 5! O F M2 ofotEo| A Holeot EH ZHS WELILE 2 HM Qtoll= X 29| BiE 0] S0
ACH 2t 20l = Chg 47 ZSHE[0] JASLICH

* Principal/NotPrincipal 2/ L|C}
* 2|2 A/NotResource®! L|Ct
* 22 /NotAction

© ZU(ME AR

M 22 0| 1= E AME5Ho] et

o*.:.* |Ct. pert <effect> <principal>0|(7}) <condition>0|(7}) H& & f
<Resource>0i|A| <Action>

T2 512/7{53LC}

mp
o
4> 1o
o°=*

2t g Q4= S o0 AFZE LI

24 L

SID SID 4= ME AFSHILICE SIDE AFEXH| et MHO 20t | S EIL|CE
StorageGRID A|AEIO| A X ZFsEX| Tt sH M 2| X| Q& LICE,

=) Effect 45 AFESH0 XIHE =2l 518 o{F S HFeLCh XL = &Y
24 7|9 EE AEHN B3I E_E QEHEQ o & (Ee HE)dh=

Xt S AltH HOF SH|C}.

Principal/NotPrincipal 2 L|C} ALEXL 38 A0l EF 2|AA0 HNASID EH RAHS SR
58 & USLICL R**OH S3 MEO| ZStE|X| i2 22 ALETIE EXt

AA
()& 22t FH|of| X|™5to] 2H HM AT SEEILICE 7| 2XHOZ AHH
SEQL e AFO| ARt 2|AAN AMAY 4 JSLICE
HHMO|| A Principal 242 X[™stH EL|CH O Mol 32 HMO|
=l 50| 2A|A Principal 22 IL|Ct.

ru& >E

H
A

2|2 A/NotResource Y L|C} Resource 4 £ H3l 8 RENEES AMHBIL|CH ARN(Amazon Resource
Name)S f93f0=| 2| AAE AMHSH= H3I G AK|0f CHot HSHE
S EIHL HARY %!QLI Ct,

ZtH/NotAction Action U Effect R4 = Hoto| £ 1M QARQILICH O20| 2|AAS
QHEGIH 2| AA0| CHEE HMA T B E[HLE HEEILICH HAIHO 2 HotS
SIESHR| Qb= Bf BM[ATE HEEX|ZE HA|X DENYE ALE6H0] CHE HMO|
2ot #ot2 el + USLICE
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Action 2240|M AHEFIE ZXH*)E ARSI 2= ZYHO|LE 2ol 59 s XFY 4= ASLICL oS 501 0]
A2 S3:GetObject , S3:PutObject & S3:DeleteObject 2F Z2 A2 Hot2 LX|A[ZILICE

s3:*0Object
Resource 40 QUYEIFIE 22X\ ) & (?)E AEY = USLICE EBH()7F 071 O| &2 EXtt UX|SIH ESH
(?)7t 2E T 2Kt LKL CE
Principal 2 20|A 2= ALEXO|AH HoHE 20{dt= 2H HNAE dHSH= A 2ofl= ALYEIIE EXt= KHE K]

ol
AELICE O|E S0 AL ETFHE(*)E Principal 222 AE LT

"Principal":"*"

"Principal" s {"AWS" :"xT)

Ct2 Ol A0l M= Effect Principal Action % Resource RAE AFEELICE O] 00l M = "5{ 8" Z2HE AHE5}H0]

Principals, 212|Xt 28§ S M2 18 federated group/finance, O|E0| X|H & HZAIO|M mybucket HS
T = A= Het s3 ListBucket X ST 2l LH2| = ZH[0f TS ZHY S s3:GetObject MSdH= 2Tt
HZl HM 22 H0| federated-group/admin FLICL.

"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": [

"arn:aws:iam::27233906934684427525: federated-group/admin",
"arn:aws:iam::27233906934684427525: federated-group/finance"
]
b
"Action": [
s3:ListBucket",
"s3:GetObject"
1y
"Resource": |
"arn:aws:s3:::mybucket",
"arn:aws:s3:::mybucket/*"

M2l M2 37| H[eto] 20,480H0[E0| 11 OF FM2 37| H|$H0| 5,120H[0| EQIL|CE.
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Lo w2t M3l HX AH0|EQ Yt HES HAT £ JELICL o|E S0{ AIO|E FT 0| 3l HMo| HAS
AEE £ JEE o £ QEL|CEH

0| Z2 PutBucketPolicy 2K0|M SIS HHSHLE Put Bucket HEM QXS AF2% £ consistency-
Control JUELICH H3! HHo| HotMo| HEE|H YM JHHOZ Qls HE LHE0| MEE|=0 8X A £
Ql&LICH

M H .

@ LA HES sl 2| 2ol LS CHE o=z HEct 32 ZYUS OHXH HAl =& HS Haf
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HM 4HO| ARNS AL

o1 2o
A 20| A ARN Principal % Resource S40{| A ALEEILICE

* 0| 22 AH2310{ S3 2|AA ARNS X|HEfLC},

arn:aws:s3:::bucket-name
arn:aws:s3:::bucket-name/object key

* O] 2E2 M85 ID 2|A&A ARN(AHEX} B O8)2 X FgLCt.

arn:aws:iam::account id:root

arn:aws:iam::account id:user/user name
arn:aws:iam::account id:group/group name
arn:aws:iam::account id:federated-user/user name
arn:aws:iam::account id:federated-group/group name

7|Bt 112 Abek:

* BH(Y)E ALEFIER AFESHH JHA| 7| 2ol 07H O] &2 2ALE LXIAZE = ASLICE

* JHA| Z10f XS & Y= =X EXH= JSON UTF-8 = JSONW O|AA|O| I A|ZHAE AHESHO] QAL sHof
Lot HHE A3 2 X[HE[X] giaL/Ct.

Il

"RFC 2141 URN &"

PutBucketPolicy 20l CHet HTTP 8 2E2 charset=UTF-82 2|2 & =[0{0} BfL|LC}.
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Mol M 2[2AE KIFELIC
M Z0|lM Resource QA5 AFE5I0] AHE 20| HEE[HLE HRE[= M2l = TN E K- = ASLICH

. 7_||' ngxﬁl-l _E_O“E Resource 9¢7f ]élﬂ |__| EI‘ I"*”O"A‘I El_.__._ ear=z EA|E|7'|L|' NotResource X‘"QI 6”
RAE Resource HEA[ELICE

* 83 2|22 ARNS AFESHY] 2|AAS X[FELICt o & S8 th3at Z25L
"Resource": "arn:aws:s3:::mybucket/*"

* JHM| Z] LHOll M M HAE ALY £ JUELICH Ol E S Ch31h Z2&LCh

"Resource": "arn:aws:s3:::mybucket/home/${aws:username}/*"
c 2lAaA k2 OF EMo| MAME o ofx EXSHK| gt= HAIE XY +~ USLICH

Ho| wok M| S X HELICt

Principal 245 A&} policy =0 2/3ll 2[A A0 CHEE UM AT S E/HRE AHEXL
AIEHSH|C}.

* 3l HAMOo| 2t M MAO|= Principal 2247 ZtE[0{0F §ILICE & MAMo| YM HdH2 OF0| Eot FH =
QIAE| 7| W F0f| Principal 227t 2 R6HX| Q&L|CY.

* MMM FAH|= "Principal" EE& "NotPrincipal" 242 HEA|EL|CH.

* A" 7[8t ID= ID = ARNS AHE5H04 K| 5H{OF gLt

"Principal”: { "AWS": "account id"}
"Principal”: { "AWS": "identity arn" }

* Ol ofoilM= AIE RE 3 AF 2= AEAE Zedh= HIHE AIE ID 272339069346844275255 ArESfLICE

"Principal”: { "AWS": "27233906934684427525" }

"Principal": { "AWS": "arn:aws:iam::27233906934684427525:ro0ot" }

* EX HH{2[0] M ALEXH"Alex")E X[ ™Y = USLICH

"Principal": { "AWS": "arn:aws:1am::27233906934684427525:federated-
user/Alex" }
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"Principal": { "AWS": "arn:aws:1iam::27233906934684427525:federated-
group/Managers" '}

© oF Hot F:HIE XYY 5 AFLICH

"Principal": "*"

* 2oots TAISHH ALEAL O|F Tt AHEXL UUIDE ALEE &+ AUSLICH
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O] ofl= M2l HEE|= ALE Hetat A0 HEE|= AHE A0 LIE =0 ASLICE.

O|X| Amazon S3= PutBucketReplication % DeleteBucketReplication Xt 2 5=0f| CHaH
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S3:DeleteBucketMetadataNotification

S3:4HH| BucketPolicy

S3:DeleteReplicationConfiguration

S3:GetBuckketAcl

S3:GetBucketCompliance

S3:GetBuckketConsistency
S3:GetBuckketCORS
S3:GetEncryptionConfiguration
S3:GetBucketLastAccessTime

S3:GetBucketLocation

S3:GetBuckMetadataNotification =
HZSHIA R

S3:GetBucketNotification 2 A X38HAA|2

S3:GetBuckketObjectLockConfiguration

S3:GetBuckketPolicyS &X5HMA|R
S3:GetBucketTagging
S3:GetBucketVersioning

S3:GetlLifecycleConfiguration

S3:GetReplicationConfiguration

S3 REST API 2¢d

2l HEMHOE & 74
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DeleteBuckketPolicyS & XA
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GetBuckketAcl
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GetBuckketCors S Xt ZSHAIQ
GetBuckketEncryption2 X ZSHMA|L
HZ! £ E BMA AZH I 27|
GetBucketLocation 2 & ZESHA AL

Bucket MIEIH|O|E & 714 74 27|

GetBuckNotificationConfiguration =
XXRSHAAIQ

GetObjectLockConfiguration &
XA

GetBuckketPolicyS & ZsHIA|L
GetBucketTagging
GetBuckketVersioning 2 &ZX8HAA| R

GetBuckLifecycleConfiguration 2
AESIAAIQ

GetBucketReplication & & Z5HMA|L
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et S3 REST API XY

S3:ListAllMyBucket * ListBucket

* AEE|X AFE™E TN LI

S3:55 H3 * ListObjects £ MEHSIL|C}
LA

* RestoreObject & MEHBL|C}

S3:ListBuckketMultipartUploads * ListMultipartUploads £ & Z35tA|L

* RestoreObject £ MEHTIL|C}

S3:22 BuckketVersions H2 HH 714 27|

S3: PutBucketCompliance H3l AN =47 E)
S3: PutBucketConsistency HIl L8 s QK[|
S3: PutBucketCORS * DeleteBucketCors T

* BuckketCors2|

S3:PutEncryptionConfiguration * DeleteBucketEncryption

* PutBucketEncryption2 XA

S3:PutBucketLastAccessTime H3! X|Z H2 A2t

S3:PutBucketMetadataNotification Put Bucket H|E}H|O|E] &2l 1A

S3: PutBucketNotification PutBucketNotificationConfiguration=
HESHAIL

S3:PutBucketObjectLockConfiguration * QX 8|7} Q= CreateBucket x-amz-

bucket-object-lock-enabled:
true(S3:CreateBucket HotT EHR)

* PutObjectLockConfiguration 2
AHESHAIAIQ

S3: PutBucketPolicy BucketPolicyE & ZSHMAIL
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S3: PutBucketTagging

S3: PutBucketVersioning

S3: PutLifecycleConfiguration

S3:PutReplicationConfiguration

S3:BypassGovernanceRetention

S3:DeleteObject S MEHTIL|CH

S3:AH| ObjectTagging
S3:DeleteObjectVersionTagging
S3:DeleteObjectVersion

S3:GetObject

S3 REST API 2¢d

* DeleteBucketTagging 1 £ EZsHMAIR
» BucketTagging
PutBucketVersioningS & XA
* DeleteBucketLifecycle + 2
XA
* PutBucketLifecycleConfiguration=

XA

PutBucketReplicationS & ZE 5t AR

S3 REST API =4

* AbortMultipartUpload £ 22/gfL|C}

* RestoreObject & MEHBL|Ct

* DeleteObject £ 22I8L|C}
* DeleteObjects £ 22/BtL|C}

* PutObjectRetention

* DeleteObject £ Z22ITL|Ct
* DeleteObjects & S2/2fLIC}
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DeleteObjectTagging 2 MEHSHL|C}
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DeleteObject(ZHA|2| EF HH)
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S3:GetObjectLegalHold GetObjectLegalHold & & ZESHUAIR
S3:GetObjectRetention GetObjectRetention2 & ZSHMA|L
S3:GetObjectTagging GetObjectTagging
S3:GetObjectVersionTagging GetObjectTagging(ZHAl2] EH HH)
S3:GetObjectVersion GetObject(ZHA|2| EH HH)
S3:ListMultipartUploadParts(S3:ListMultim  LijstParts, RestoreObject & & ZE st A2
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* RestoreObject & AMEHEHL|C}

* CreateMultptUpload £ Z2IgtL|Ct
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* YZC OIE

* YEEIE A
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* CopyObject & ME#BIL|C}
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* DeleteObjectTagging = ME{BtL|C}
* CompleteMultipartUploadS Z2!gtL|C}

S3:RestoreObject RestoreObject & MEHEIL|C}

220



PutOverwriteObject 32 AFEBHL|C}
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E o
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Io HA

AR HE MHE AFE38IH PutObjectTagging == DeleteObjectTagging
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213+ gL

SRl S3 HMO| HO{MT|E |25t PutOverwriteObject #$t0| DenyZ XM=l AR 220|HEE

@ Z1|2| Ci|O|Ef, A+@Xt F 2| HIEIH|O|E] = K| Ef IS HO{E 4= QlELICt 3 220[AHE -
X MILATE MEHE A7 > Hot A > WEQIT U 7HA]), she BE2 PutOverwriteObject
ot ME S mHe gt

Z712 HMo| MBe| AFS HOITLICH TUS AMK U 7| gt WOR THELICE
Z22 B0l 7| 3t WS ALBBILICE E2 RA0E of2| Z210| B 4 A0 2t T0|E ofzf 7| 3t Ko Tt
£ QALICH 72 232 ChS YAI2 Mg LTt

Condition: {
condition type: {

condition key: condition values

CH2 OllM|0l| A IPAddress =712 SOURCEIP = 7|E A& gLICt.

"Condition": {
"IpAddress": {
"aws:SourceIp": "54.240.143.0/24"

by
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StringNotEquals

StringEqualsignoreCase £
HESHIAIR
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HZESHIAR

StringLike £ MEfgfL|Ct

StringNotLike & EZXSHMAIR

NumericEquals
NumericNotEquals
NumericGreaterThan
NumericGreaterThanEquals
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NumericLessThanEquals
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S3:GetObjectVersionTagg
ing

S3: PutObjectAcl
S3:PutObjectTagging
S3: PutObjectVersionAcl

S3:PutObjectVersionTagg
ing

S3:ListBucket 3!

S3: ListBuckketVersions
ot

S3:PutObject
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"Resource":

"arn:aws:s3::

St

:bucket-name/home/${aws:username} /*"

O| MMM HE= ${aws:username} 2 59| XA 2o LEQIL|CT

"Condition": {

"StringLike":

"s3:prefix":
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{
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/mybucket/important.doc
PUT#1 ---> OK
P2 —emmo== > OK

* HE B A AR E HOMAT|(TRIF)

/mybucket/important.doc
PUT#1 - -————- > PUT#2 ---X (denied)

HAE
* "StorageGRID ILM 7#2|0| 7HA|E 22|5t= 2"
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+ E|HE AFES AFB ST
A EY of

CIS O£ A23t0] StorageGRID MM M S X8I

O| of|oil A M|M2| F=H[= bucket10| MTF K| E HMS o~ JQELICL StorageGRID 2 = (0ll: StorageGRID A&
)2 Mot CHE R E XU2 AFHOZ HEEIL|CE"S3:PutOverwriteObject" &17t. AssumeRole APIE SESt=
SOF MM M2 JSON ﬂf°'§ HSE =+ UASLC

"Statement": [
{
"Action": "s3:GetObject",
"Effect": "Allow",
"Resource": "arn:aws:s3:::bucketl/*"
}
]
}
B2 Rl of

O] MIMO| of| & AFE5tH0] HZI0f| LSt StorageGRID HM|A M S 55T

HZ ZM2 Mo AZE H2lof chet MM Hots X|FL L LS & § StLE &3l S3 PutBucketPolicy APIS
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> aws s3api put-bucket-policy --bucket examplebucket --policy
file://policy.json

of: 2E AEXZLHZI0| ¢17] HE HMAES SIZYLICH

Of &Il M= anonymousE HIRet BE AFEXIH{ZIS| QEMES LISt HZlo| 2= QEHE| CHH
GetObject S +HY &~ ASFLICL LHE ZE X2 HEELICE Ol IM2 AT RE 2ofl= HIAlH £ = A=
o

L E
ool gle8z 35| RE5HK| §42 & USLICH

>

"Statement": [
{
"Sid": "AllowEveryoneReadOnlyAccess",
"Effect": "Allow",
"Principal": "*",
"Action": [ "s3:GetObject", "s3:ListBucket" ],
"Resource":
["arn:aws:s3:::examplebucket", "arn:aws:s3:::examplebucket/*"]

of: B AIEHO| 2E AEXI7L TS| MM AY = JAEE 5Bt CHE AYe ZE A= A0 87| HEL = MM A 4= AELICH

O oMol M= XIFEl o AFEe 2= ALEXIZE HZI0] Chiet FA| M AS 51 E5HXI 2 CHE X|ZE AY 2=
MEXH= HZIS LIEstn QEME 7| HEALZ A[ZISHE H 21| 24H|0f CHdl GetObject XY S e 4=t

shared/ U&LICT.
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"Statement": |

{

"Effect": "Allow",

"Principal": {

"AWS": "95390887230002558202"
by

"Action": "s3:*",

"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

]

by
{

"Effect": "Allow",

"Principal": {

"AWS": "31181711887329436680"
by

"Action": "s3:GetObject",

"Resource": "arn:aws:s3:::examplebucket/shared/*"

by

{
"Effect": "Allow",
"Principal": {

"AWS": "31181711887329436680"
by

"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::examplebucket",
"Condition": {

"StringLike": {
"s3:prefix": "shared/*"

ofl: 2= AFEAZL EH2I0f THEE 917] HE MM A S X[FE IF0 2o TA| AMA 5E

0| Of|X|of| A= anonymousE E&st ZE AFEXP7L H3IQl RE QEHE| Chsl H3lS LIS GetObject 22
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"Statement": |

{

"Effect": "Allow",

"Principal": {

"AWS": "arn:aws:iam::95390887230002558202:federated-
group/Marketing"

by

"Action": "s3:*",

"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

]

by
{

"Effect": "Allow",

"Principal": "*",

"Action": ["s3:ListBucket","s3:GetObject"],

"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

]

}
]
}
Ol: S2IOIAETLHIP HR[o| A= R ZE ALSXIF A0 Ciet 7] 2

O] MMM = QEO| X|HEl IP H2|(54.240.143.0 ~ 54.240.143.255, 54.240.143.188 H|2|)0f| A
anonymousS Z gttt BE ALZH0| H3lg Lgstn H3lo| BE QERE s LEME At
CHE R E 20| HREE D P HIE Hojt 2E @F0| HLEEL|CH

U MT| HYAE B8
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"Statement": |
{

"Sid": "AllowEveryoneReadWriteAccessIfInSourcelIpRange",
"Effect": "Allow",
"Principal": "*",
"Action": [ "s3:*Object", "s3:ListBucket" ],
"Resource":
["arn:aws:s3:::examplebucket","arn:aws:s3:::examplebucket/*"],
"Condition": {
"IpAddress": {"aws:SourcelIp": "54.240.143.0/24"},
"NotIpAddress": {"aws:Sourcelp": "54.240.143.188"}

of: XIFE S ALEXV HEC = KIS 25| HHAY = JAXE S ERLIC

0| ofloil A= HIH|0| M A2 XL AlexZt HHZ! S sife ZHA|Of] CHEE A HMA S examplebucket S1EEHLICE.
"root"E XTI CIE RE AEXH= RE AYS HAMSZ HEGL|CE J2 Lt "root"=
PUT/GET/DeleteBucketPolicy0l| CHSt #3t0| HE = X| Q& L|Ct,

(=]
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"Statement": |

{

"Effect": "Allow",

"Principal": {
"AWS": "arn:aws:iam::95390887230002558202

by

"Action": [
"s3:x"

I

"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

]

by
{

"Effect": "Deny",

"NotPrincipal": {
"AWS": "arn:aws:iam::95390887230002558202

by

"Action": [
"s3:x"

1,

"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

0l: PutOverwriteObject 3t

:federated-user/Alex"

:federated-user/Alex"

O] oMol Deny PutOverwriteObject % DeleteObject 2| 1= OFF T JHA|Q| Ci|O|E, AF2Xt Ho| HIEFH|O|E 2

S3 A B2 E FHO{ M AL MY & GI=F gLt
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"Statement": |

{

"Effect": "Deny",
"Principal": "*",
"Action": [

"s3:PutOverwriteObject",
"s3:DeleteObject",
"s3:DeleteObjectVersion"

1,

"Resource": "arn:aws:s3:::wormbucket/*"
b
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202:
group/SomeGroup"
b
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::wormbucket"
b
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202:
group/SomeGroup"
b
"Action": "s3:*",
"Resource": "arn:aws:s3:::wormbucket/*"
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{
"Statement": [
{
"Action": "s3:*",
"Effect": "Allow",
"Resource": "arn:aws:s3:::*"
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"Statement": |

{
"Sid"

: "AllowGroupReadOnlyAccess",

"Effect": "Allow",
"Action": [

"s3:
"s3:

"S3

1,

ListAllMyBuckets",
ListBucket",

:ListBucketVersions",
"s3:
"s3:
"s3:
"s3:

GetObject",
GetObjectTagging",
GetObjectVersion",
GetObjectVersionTagging"

"Resource": "arn:aws:s3:::*"
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"Statement": |

{
"Sid": "AllowListBucketOfASpecificUserPrefix",
"Effect": "Allow",
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::department-bucket",
"Condition": {
"StringLike": {

"s3:prefix": "S${aws:username}/*"

"Sid": "AllowUserSpecificActionsOnlyInTheSpecificUserPrefix",
"Effect": "Allow",
"Action": "s3:*Object",

"Resource": "arn:aws:s3:::department-bucket/S${aws:username}/*"
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* CompleteMultipartUploadS Z2I%tL|C}

* CopyObject & ME4BIL|C}

* DeleteObject & S=I2ILICt

* GetObject £ E=oIYAIR

* HeadObject & MEHSIL|Ct

* PutObject & ME{BIL|CH

* RestoreObject & MEHBIL|C}
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