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M NetApp StorageGRID®
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Recent
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Account

64600207336181242061
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Dashboard

16 Buckets Platform services Groups User

View endpoints

View buckets endpoints View groups View users

Storage usage (7] Top buckets by capacity limitusage @
Bucket name Usage
6.5 TB of 7.2 TB used 0.7 TB (10.1%) remaining 8
Bucket-10 82%
Bucket-15 20%
Bucket name Space used Number of objects
Bucket-15 5969.2 GB 913,425
® Bucket-04 937.2 GB 576,806
® Bucket-13 815.2 GB 957,389 Tenant details @
® Bucket-06 812.5GB 193,843
Mama: Tenant02
Bucket-10 473.9 GB 583,245
10: 3341 1240 0546 8283 2208
Bucket-03 403.2 GB 981,226 .
' Platform services enabled
® Bucket-07 362.5GB 420,726 % Caipiisa atinidsnty e
@ Bucket-05 294.4 GB 785,190 o/ S3selectensbled
@ 8 other buckets 14TE 3,007,036
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Bucket name Space used Number of objects
Bucket-02 544.7 GB 7,575

@ Bucket-09 899.6 GB 589,677

@® Bucket-15 839.6 GB 623,542

@® Bucket-06 846.4 GB 648,619
Bucket-0O7 730.8 GB 808,655
Bucket-04 700.8 GB 420,493

® Bucket-11 663.5 GB 993,729

@ Bucket-03 656.9 GB 379,329

@ 9 other buckets 2Z3TE 5,171,588
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B One or more endpoints have experienced an error and might not be functioning properly. Go to the Endpoints page to view
the error details. The last error occurred 2 hours ago.
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groups Operations on groups

Jorg/groups Lists Tenant User Groups

Hame Description

type filtker by group type

string

(query)

limit maximum number of results
integer
(query)

marker marker-style pagination offset (value is Group's URN)
string

(query)

includeMarker if set, the marker element is also returned
boolean

(query)

order pagination order (desc requires marker)
string

(query)

Responses Response content type applicationfjson v

Code Description

200

Example Value Model

{

"responseTime”: "2018-02-01Ti6:22:31.0662",
"status": "success",
"apiVer=ion": "2 25

APl 24 S ZllgfL(Ct
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EIHE 22] API HH 22|

HIHE 22| API= BT ZE|E M85 R8T ¢

IJ

20| EE K| etL|Ct.
O£ £0{, 0| @ URL2 API A 45 X|™EhL|C}.

https://hostname or ip address/api/v4/authorize

O H{Tut 2| X| b= tHE Areto| EMSIH APIQ| 3= H{TI0| HEELICH API2| 2 HT2 O|H HTt et
S(5)HEY o HYELILE 22 Jhstt HE Atetoll= M 28 £ M &4 7171 ZeHEU

CHS OIFIOIM = 7 Qu0ll T2t API TS S8t B S 2o FLiC,

API #Z Q&eiLict JESREES JURRES
Ol BT} E3 HsBiLICH 2.1 2.2
OIF BT} SEHE|X| oALICH 2.1 3.0

StorageGRID 2ZEQ|HE M MX|stH x| A HFHO| APIPH 2 SHEILICE O2{Lt StorageGRIDS| M 7
22|XZ H|0|=5tH oLt 0| A9 StorageGRID 7|5 & 2| =0 CHEH O™ API HHHO| 7| HMA T 5=

—_=

=
S
UASLICE.

AR = HEE A4S 2 UESLICE XpMSt LI 2 Swagger APl AEA{Q| * config * MM S
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20| EE YO|o|Edt = O™ H{Tof| Ciet X[ S Hlghdstslof gfL|Ct,
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* SE 8|67t "DEPRECATED: TRUE"L|C}
* JSON & 220|= "DEPRECATED"7 Z&HEIL|Ct TRUE
A

Received call to deprecated v2 API at POST "/api/v2/authorize"

A HE|Z0M X ZEl= API TS efolgtL|Ct

l
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GET https://{{IP-Address}}/api/versions
{
"responseTime": "2023-06-27T22:13:50.7502",
"status": "success",
"apiVersion": "4.0",
"data": [
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Source bucket Destination bucket

Replicate delete markers: Yes

Delete marker

Delete marker added ——» replicated

Replicate delete markers: No

Delete marker added ——P» ® No change
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Grid federation connections
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Connection Buckets with
= cross-grid = Last error @ =
name . .
replication @

2022-12-07 16:02:20 MST
Cross-grid replication has encountered an error, Failed to send cross-grid replication request from source

Grid 1-Grid 2 my-cgr-bucket bucket 'my-cgr-bucket' to destination bucket 'my-cgr-bucket'. Error code: DestinationRequestError, Detail:
InvalidBucketState. Confirm that the source and destination buckets have object versioning enabled and
53 Object Lock disabled. (loglD 4791585492825418592)
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o This tenant account uses the LDAP server that is configured for the Grid Manager.
Contact the grid administrator for information or to change this setting.

£
1. HA|A 22| * > * D HG{2f|0]M * & MERBLCE,

2. |D HC|0|M AME * S MENSHL|C},
A

3. LDAP MH|A Q¥ MMO|M 742 LDAP MH|A RES MEiSL|CE

LDAP service type

Select the type of LDAP service you want to configure.

Active Directory Azure OpenLDAP Other

Oracle Directory ServerE AM&5H= LDAP MH2| 2t F4st2{™ * 7|Et * § MEBILICE.

4. J|Ef * £ MENSH 2R LDAP £ MMo| WES 2bdetL|Ch DX o™ O3 HHAIZ ol S L.

N
° * AFXt 1] O|F *: LDAP AFEXte| 1R AMEX}7F ZotEl £49| 0| ELICE 0] £42 Active Directory X

OpenLDAPO| CisH uid &t S BLICH saMAccountName. Oracle Directory Servers 718sH= 292 &
LHBLICH uid.

° * AF2Xt UUID *: LDAP AFEXte| 7 11e AEXIIF XeEl E49| 0| ILICt 0] &2 Active Directory
2! OpenLDAPO]| CHdH entryuulDd 2 SYLBILICt objectGUID. Oracle Directory Serverg 714st= A
£ YHYLIC nsuniqueid. XA™E £M0| Chgt 2 ALKl gf2 16HI0|E = 2XHE HA Q| 32%}2
16714 £XtO{0f SHH, 5H0| 22 FA|ELICE

o * 12 11Q 0|2 * LDAP J1E9| 11 AlHR}7} ZetEl £490| 0|2QIL|C} 0] 242 Active Directory 2!
OpenLDAP01| CHoH cn @F SYLEILICH sAMAccountName. Oracle Directory ServerS A= 22 £
UHSLICE en.

° * 28 UUID *: LDAP 189 &7 1 Al¥xt Zetel E40| 0|SILCh 0] 242 Active Directory X
OpenLDAP01| CHoH entryvuip F SYBILICH objectGUID. Oracle Directory ServersS A= 22 £
olzdskL|C} nsuniqueid. K™= M0 chst 2 35 9| 2H2 16HI0|E EE= 2XME S Alo| 32X12| 16%I4

/T =

29



https://docs.netapp.com/ko-kr/storagegrid/admin/supported-ciphers-for-outgoing-tls-connections.html
https://docs.netapp.com/ko-kr/storagegrid/admin/supported-ciphers-for-outgoing-tls-connections.html
https://docs.netapp.com/ko-kr/storagegrid/admin/supported-ciphers-for-outgoing-tls-connections.html
https://docs.netapp.com/ko-kr/storagegrid/admin/supported-ciphers-for-outgoing-tls-connections.html
https://docs.netapp.com/ko-kr/storagegrid/admin/supported-ciphers-for-outgoing-tls-connections.html
https://docs.netapp.com/ko-kr/storagegrid/admin/supported-ciphers-for-outgoing-tls-connections.html
https://docs.netapp.com/ko-kr/storagegrid/admin/supported-ciphers-for-outgoing-tls-connections.html
https://docs.netapp.com/ko-kr/storagegrid/admin/supported-ciphers-for-outgoing-tls-connections.html
https://docs.netapp.com/ko-kr/storagegrid/admin/supported-ciphers-for-outgoing-tls-connections.html

5. I E LDAP MH|A Q30] CHoll LDAP A 4 MM

30

ZAO{0F St H, 50| Z2 FAIELICE.

* * SAE 0| *: LDAP A2 FQDN(E 73l S9! 0|2)
© * IE *; L DAP Mol A5t o ALBElS ZEQLICY,

®

° * AL2X} 0| & *: LDAP Aol HZE AFEXte| DN(Z 7 0 &)2| A Z= LIt

o

o

Active Directory2| A2

X EE ArgAs OF % AFEAIE LHEStA L2 £40f HAA

sAMAC

STARTTLSS| 7|2 ZTE = 3890|110 LDAPSS| 7|2 X E

SHEA #4E 3R E': ZES ME8Y &+ UFLICE

—

i,

countName EE&= uid

objectGUID entryUUID, EE= nsuniqueid

cn

membe

rOf EE= isMemberOf

* Active Directory *: objectSid, primaryGrouplID,

userbP

* Azure

rincipalName

* T % AFEX OBt HEE 2 YLCE

®

* Group Base DN *: 1E2 A
Directory Oi|X|(Ot2H)0ll A 117 0| F0|
IEE S8 I8CE M8Y & JUSLICL

®

* AFEX}E 72 DN *: ArE2XHE AME LDAP o9 E2|2| 1R

LIS0 =& HESH=s 22 0] HO|X|ol| M &

I

* 7}

1 BA

1% 0|

IHru
]
rio
*

ZAME | DAP 89| E2|0f| CHEt DN(ZS

Of2iZE 22 0|5 = A8t 7|2 0|ES XIEE = ASLICH

userAccountControl 3!

*:accountEnableciﬂ!userPrincipalName

= £ YOOI Estiof LTt

T 7] DN * Lol M 1 Rotof ghCt.

O[E(DN)2| A Z=2LICt.

AHEX 1R 0|8 * 22 * AH8X} 7|2 DN * LHoll M 2 R8HOF L T}

QI * (Mef ARY): HEIS XSO 2 2o

Jiot

(o2 ]

StorageGRID7t MH|A AIFHof| HQIFE & §l= 22 AL 2000Y = JQB 2 * AIX} 0|5
HiRIE * 2 MSsts 20| 5L,

CHE TE S

* * UserPrincipalName I§&(Active Directory 5! Azure)

StLtE Y ELIC

& 232 0|5 IE(Active Directory % Azure)

*: [USERNAME] Rexample.com

*. example\ [USERNAME ]

£ 636JLICH 2Lt WatHol

0|E)9| M| ZZLIC} Active
7|2 DN(DC=StorageGrid, DC=example, DC=com)} ZHE 2=

018t 4 Q1= AL StorageGRIDOIA 7|2 AtEX}

S Al
S ™=



m *

0l

ol

IHEd *: CN=[USERNAME] , CN=Users, DC=example, DC=com

3o

o
[UserName] * 2 A JCH= ZotetL|Ct

6. TLS(TS A Hot) MMo|M Hot dHS MEfgL|Ct.

° * STARTTLS AI2 *: STARTTLSE Ar25t0] LDAP AHHete| EAI HotZ MHBILICE 0] M2 Active
Directory, OpenLDAP = 7|E} O CHaH HEE| X2 AzureOi| M= K| E|X| F&L|CH

° * LDAPS * AF2: LDAPS(LDAP over SSL) M2 TLSE AF25t0] LDAP M| HZBL|Ct Azurel| Z
0| M2 MEfs{of BfL|Ct,

° *TLS * At Ot & StorageGRID A|AEIT} LDAP MH 7to| |E2|3 EEfE2 HSE|X| F&L|CE O] SM2
AzureOl| M X[ &= X| Q& LIC.

P

tE

ot

@ Active Directory A{H{7} LDAP MEE XM &%= 22 *TLS A& ¢t & * S8
QIALICH STARTTLS = LDAPSE AFZ3HOF L.

7. STARTTLS = LDAPSE MEiSH 22 A Hotof| AL8E|= QB ME MERIL|CE
°* 2F MM CAUASM AL *: 2F MFof| £X|2l 7|2 22
_I

C
° * AFEXL X[E CAASBAM AL *: ALEXF X|F 2ot A5 ME AHE Lt

o
%
0
o
o
L
o
b

P AR XY Het IZME ZASH0 CA ABAM HIAE MXtofl 20 E&LICH

DE 8 Y=t = 1488 XNESHY| Mol HZ 2 HAESHOF ELIC}. StorageGRIDE= LDAP A0 CHst A& M-t
HEQIZ! AFE X} 0|2 YHA(HS3 AR)2 &QlgtL|Ct.
CHA|
1. Test connection * & AME4SIL|LCE.
2. HIQIT AFEX} 0| YAIE NSO g2 H?
o HA MHO0| 5% AL "Test connection successful(HZ E|AE H3Z)" HIAIX|7} LIEFELICE Save * &

"HIAE AAS 2T & eSLICh HAIX|ZF LIEFE LI, Bo] + & MEigfL|ct O3

31



Test Connection
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CORS(Cross-Origin Resource Sharing) #4
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<CORSConfiguration
xmlns="http://s3.amazonaws.com/doc/2020-10-22/">
<CORSRule>
<AllowedOrigin>*</AllowedOrigin>
<AllowedMethod>GET</AllowedMethod>
<AllowedHeader>*</AllowedHeader>
</CORSRule>
<CORSRule>
<AllowedOrigin>http://www.example.com</AllowedOrigin>
<AllowedMethod>GET</AllowedMethod>
<AllowedMethod>POST</AllowedMethod>
<AllowedMethod>DELETE</AllowedMethod>
<AllowedHeader>*</AllowedHeader>
</CORSRule>
</CORSConfiguration>
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Buckets = my-bucket @ Success x
Starting to delete objects from one bucket.

my-bucket (read-only)

Region: us-east-1
Date created: 2022-12-14 10:09:50 MST
Object count: 3

View bucket contents in Experimental $3 Console [

A All bucket objects are being deleted
StorageGRID is deleting all copies of the objects in this bucket, which might take days or weeks. While objects are being
deleted, the bucket is read anly. To stop the aperation, select Stop deleting objects. You cannot restore ohjects that have
already been deleted.

0% (0 of 3 objects deleted)

Stop deleting objects
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Buckets = my-bucket

my-bucket (read-only)

Region: us-gast-1
Date created: 2022-12-14 10:09:50 MST
Object count: 0

View bucket contents in Experimental 53 Console [

Q Bucket is empty but is still read-only.
This bucket is now empty.

= Toremove this bucket, select Delete bucket.
» To return this bucket to write mode so it can be reused, select Stop deleting objects.

Stop deleting objects
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<ReplicationConfiguration>
<Role></Role>
<Rule>
<Status>Enabled</Status>
<Prefix>2020</Prefix>
<Destination>
<Bucket>urn:sgws:s3:::2017-records</Bucket>
<StorageClass>STANDARD</StorageClass>
</Destination>
</Rule>
</ReplicationConfiguration>
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<NotificationConfiguration>
<TopicConfiguration>
<Id>Image-created</Id>
<Filter>
<S3Key>
<FilterRule>
<Name>prefix</Name>
<Value>images/</Value>
</FilterRule>
</83Key>
</Filter>
<Topic>arn:aws:sns:us-east-1:050340950352:sgws-topic</Topic>
<Event>s3:0bjectCreated: *</Event>
</TopicConfiguration>
</NotificationConfiguration>
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"Records": [

{

"eventVersion":"2.0",
"eventSource":"sgws:s3",
"eventTime":"2017-08-08T23:52:382",

"eventName"

:"ObjectCreated:Put",

"userIdentity": {
"principalId":"111111111111121112111"

by

"requestParameters": {
"sourceIPAddress":"193.51.100.20"

by

"responseElements" : {
"x—amz-request-id":"122047343"

by
"83":{

"s3SchemaVersion":"1.0",

"configurationId":"Image-created",

"bucket"

3 {

"name":"testl",

"ownerIdentity": {
"principalId":"11111111111111312121211"

by

"arn"

by

"object":

" key"

"size

:"arn:sgws:s3:::testl"

{

:"images/cat.jpg",

":O,

"eTag":"d41d8cd98£f00b204e9800998ecf8427e",
"sequencer":"14D90402421461C7"
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<MetadataNotificationConfiguration>
<Rule>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn>/Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>
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<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn>urn:myes:es:::sgws-notifications/testl/all</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

of: &= 7Hel #Alof U= HIEHHOE &E 7d

Of ofloll M= HEALRE EXISH= ZHH|2| FHA| HIEIH|O|E{7t /images B HE L2 HEE| D, HEARL LX|SH= 7HA[2|
IHH| HIEFH|O|E|Tt /videos T HMW| CHAQZ MEELCE

<MetadataNotificationConfiguration>
<Rule>
<ID>Images-rule</ID>
<Status>Enabled</Status>
<Prefix>/images</Prefix>
<Destination>
<Urn>arn:aws:es:us-east-1:3333333:domain/es-
domain/graphics/imagetype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Videos-rule</ID>
<Status>Enabled</Status>
<Prefix>/videos</Prefix>
<Destination>
<Urn>arn:aws:es:us-west-1:22222222:domain/es-
domain/graphics/videotype</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>
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H'I5"01| EH?J dM S8 MH|AS 2dot5tHE JHM| HIEHH[OIE = Ef2E =7t YH[0|E = A

Ol ollxl= 717t Q= 7HA7t 2h= 20| test HEE o MME =+~ U= JSONS| 0| EO{EL|CH
SGWS/Tagging.txt. test "H3I0] HHO| OIL|2E2 “versionTd Ef7} H|O] QELILCE.

"bucket": "test",
"key": "SGWS/Tagging.txt",
"versionId": "",
"accountId": "86928401983529626822",
"size": 38,
"md5": "3d6c7634a85436eee06d43415012855",
"region":"us-east-1",
"metadata": {
"age": "25"
by
"tags": {
color": "yellow"

JSON EAM0i| ZetzEl HEQIL|Ct
=AM 0|E0= H2l 0|5, REHE 0|5 3 T ID(U= E2)7t ZetELIC).

H2l 9l eEXE Yo
bucket: HZI2| O|SQIL|C}

key: ZHAl 7| O|ERILICt
versionID: H{ZF HZlQ| Zix|of CHot 24K LI
region: HZl BY(0l|: us-east-1

A AH! HEFH| O]
size: HTTP 22I0|HEN M & &= A= 74Xl 27|(HIO|E)

md5: ZHA| SH Al L|C

AHE X} H|EIH|O[E
metadata: M| CHSE 2= ALEXt HIEHH|O|E, 7|-gf &

key:value
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S3 REST API AFE

S3 REST API X|& HH™ 5! HO[0|E

StorageGRIDE= REST(Representational State Transfer) &l AH|A MEZ AL =
S3(Simple Storage Service) APIS X|2/EtL|LCt.
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XEEl= A

StorageGRIDE CH31t 22 S3 8 HTTP HH S XY BiL|Ct.

00t

£ HH

S3 API AL "AWS(Amazon Web Services) &A{: Amazon Simple
Storage Service API Reference £ & Z st A|L"

HTTP 1.1

HTTPOI| CHgt XtA[SH LI 2 HTTP/1.1(RFC 7230-35)2
KEFSIAAIQ.

"IETF RFC 2616:HTTP/1.1(Hypertext Transfer
Protocol)"
Sl

x
X&

*: StorageGRID= HTTP/1.1 IIO|Z2l0|d S
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S3 REST API X[ YO0 E
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° CompleteMultipartUpload: x-amz-checksum-sha256
° CreateMultipartUpload: x-amz-checksum-algorithm

° GetObject(ZHM| 7} 27]): x-amz-checksum-mode

o

M= 7HA|: x-amz-checksum-mode

- 22 IE

o
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aws s3apil --endpoint-url https://10.96.101.17:10443
--no-verify-ssl create-bucket --bucket testbucket
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"Location": "/testbucket"

3. JKIE YRt

aws s3api --endpoint-url https://10.96.101.17:10443 --no-verify-ssl
put-object --bucket testbucket --key s3.pdf --body C:\s3-
test\upload\s3.pdf
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aws s3api --endpoint-url https://10.96.101.17:10443 —--no-verify-ssl
list-objects —--bucket testbucket
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aws s3api --endpoint-url https://10.96.101.17:10443 --no-verify-ssl
delete-object --bucket testbucket --key s3.pdf

aws s3api --endpoint-url https://10.96.101.17:10443 --no-verify-ssl
delete-bucket --bucket testbucket
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PUT /bucket?object-lock HTTP/1.1

Accept-Encoding: identity

Content-Length: 308

Host: host

Content-MD5: request header

User-Agent: s3sign/1.0.0 requests/2.24.0 python/3.8.2
X-Amz-Date: date

X-Amz-Content-SHA256: authorization-string
Authorization: authorization-string

<ObjectLockConfiguration>
<ObjectLockEnabled>Enabled</ObjectLockEnabled>
<Rule>
<DefaultRetention>
<Mode>COMPLIANCE</Mode>
<Years>6</Years>
</DefaultRetention>
</Rule>
</ObjectLockConfiguration>

GetObjectLockConfiguration 2 & X5 A|

0

@
GetObjectLockConfiguration 2 M S AH5HH HZI0f| Cish S3 LEHME FHZ 0| A™E[0 Q=X &elstn,
AESHEE HAE0 Y= Z2 HAlo ofsh L& 7|2 EE 2E Z 71Zt0] AU=X| &olg 4~ AUSLICEH

H
M QEHE HMO| 30| & &M O] X|™HEX| gt2 8 7|2 EE ZEJt x-amz-object-lock-mode
HMEELICEH o] X|HEX| g2 22 7|2 BE 7|72 |X| = EMWME AlMStH= | x-amz-object-lock-

retain-until-date AF2EIL|CEH

O 22 2tz st ™ Hoto| QUAHLE AH FEE0{O0F s3:GetBucketObjectLockConfiguration 2fLICH
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GET /bucket?object-lock HTTP/1.1

Host: host

Accept-Encoding: identity

User-Agent: aws-cli/1.18.106 Python/3.8.2 Linux/4.4.0-18362-Microsoft
botocore/1.17.29

x—amz-date: date

x—amz-content-sha256: authorization-string

Authorization: authorization-string

SE

HTTP/1.1 200 OK

x—amz-id-2:

1VmcB70XXJRKRHIFiVgl151/T24gRfpwpuZrEG11Bb9ImOMARAe 980xSpX1knabAOLTVBYJpSIX
k=

x—amz-request-id: B34E94CACB2CEF6D

Date: Fri, 04 Sep 2020 22:47:09 GMT

Transfer-Encoding: chunked

Server: AmazonS3

<?xml version="1.0" encoding="UTF-8"7?>
<ObjectLockConfiguration xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<ObjectLockEnabled>Enabled</ObjectLockEnabled>
<Rule>
<DefaultRetention>
<Mode>COMPLIANCE</Mode>
<Years>6</Years>
</DefaultRetention>
</Rule>
</ObjectLockConfiguration>
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o
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7|3t 8 5 4 UK O] LM A EE HAY 4 YBLICH
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min
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HAHOR N wtx| KXIELICH
MOl St BT MHe BE DS U BE J|8h 3 SEELICL A HHO| HE FH U2 B 59 2L
st MRS ARIEE 2 gisLiC

QHME HMZ H‘l%’doﬂ Fotet of S3 QEHE &z MEE XIHt2{H"PutObject £ ME{RILICH, E HHSIAHLE
E MEHBILICH" "CreateMultptUpload £ SEILICI'QA S MMSIMA L.

12
|IOI-
I_

* 'x-amz-object-lock-mode’ 8 & E= HHEHAY &= JUSLICHHAZXE £2).

@ 2 X[™3t x-amz-object-lock-mode A20= & K™l 0f “x-amz-object-lock-retain-until-
date &fL|Ct.

* x—amz-object-lock-retain-until-date

N 7|3._* 242 &£10[0{0F "2020-08-10T21:46:00Z" & L|Ct. A4 XpElp= SIEE[X|2F AT O[S} A&l =
3Xt2|2H | X|ELICHEE| = BF9l). CHE 1SO 8601 YAIR2 31%E|X| E’Jél—ltf

° HE Z5 YW= 0/2{0{0F ghL|Ct.
* x—amz-object-lock-legal-hold
W 371 212 SHOLER 220 A Sl 22, e SAE BN B2 KR L sjof HAELIC B

4 Has
X2 B2 7|50l HAY U= 22 HA 3 A= 2t &o| QiELICt CHE 242 AHESHH 400712 HRE
2H(InvalidArgument) 2F 7t 2HA4BHL|C},

olz{et @ st A 8%t= 4R Lzt &

ro

Hst Aol FelBHAIL.

* Content-MD5 2H 8|7t putobject RO U= 82 2@F "x-amz-object-lock-* &7}
LRPLIC} content-MD5 CopyObject S CreateMultipartUploaddil= Z Q36X & L|Ct,

* HZI0| S3 REHE EF0| MEE|0| JUX| o1 B 67 U= B x-amz-object-lock-* 400 Bad
Request(InvalidRequest) 2 77} ttetE! LIEf.

* PutObject 2H0|M= AWS S&E LX[A|7]7] 2I8H 2| AHEE x-amz-storage-class:
REDUCED REDUNDANCY X|&gLICt &tX|2t QEMET} S3 QHI*'E 30| 4¥E HileE fHEH
StorageGRID= &4t 0|F 78l =TS & eL|C

* 0|Z°| Get EEE= HeadObjeCt HH™ SEN= 6|0 x-amz-object-lock-mode, x—amz-object-lock-

retain-until-date % x-amz-object-lock-legal-hold, 7&E AL QX HWH ALEHO|A SHIE
Hoto| JEX| 4RI} s3:Get* ZEELILCE

HM T F|1E MBS JHH|0f CHel S 8&[= A 9! £|cf & 7|2HE Mgt £ s3:0bject-lock-
remaining-retention-days QU&LICE
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put-object.html
put-object.html
put-object.html
put-object.html
put-object.html
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®* PutObjectLegalHold
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JHAI7F gt 29 Rl 220l SiFE LT

* PutObjectRetention

o

© B S TH B4 B HHEAYART 1) 4 AL
3

° 9K 7[5t gf2 & A10[0{0F "2020-08-10T21:46:00Z &L |
3Xt2|2F SR EL|CHRE| X TH2l). CHE 1ISO 8601 HAI2 S{2E|X| k&Lt

o JHH| O 7|& EE J|ot0| /= 2R M HEE 58 0 J}SLICEH M 242 O|2Ho{of hL|Ct.
HHEHA DC AL e
Hoto| = AP XK= s3:BypassGovernanceRetention HAHEHA BEE AMESH= JHK|C] & HZ= HdHS

2AE 2 JELICH AF| EE= PutObjectRetention U2 @M 6|HE E&6HOF x-amz-bypass-governance-

retention:true LICt 0|23t AHEXH= CHS ot 22 F7t X2 oS 4 JASLICH

* DeleteObject - = DeleteObjects 2l $3isto] 2

i
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HY S KR B2 30 AH= MY £ SISLICHL 8N A K& Bt 7|52 siH[sHof gfLICt.
* JHA|] EE 7|Zto] Zutstr| Tof| FHA| S| REE AHHANM 7 E4E HZESH= PutObjectRetention
S AL
78 &4 ZEE HHEUAR HEFSH= AL §EE[X| ELICH
* PutObjectRetention 2 S +8st0] JHA| HTCS| EE 7[7HE B7F, &4 E= MARLICE
#HH ZHe

S3 2t0[ZAO| 2 S WH™LCt

S3 20| ZALO| 2 1S MMt StorageGRID A|AEINAM EX QEHME AF| A|7|E M

4 BLC

O] MlMo| ZtChst of = S3 2t0| TALO|E MM EH S3 HAINA EX A7t AX|(BHR) == Al7|E FMo{ste

WHS O SLICE O] MMl ofjdl= dES 2l ARLICE S3 20| ZALO|Z 4 WMol CHet XtM|et g2

XA "Amazon Simple Storage Service AFEXF 7H0| = 24K =& 7| 2t2|". StorageGRID= Bt &0t
|t M2t 22 X|ASHK| &Lt
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StorageGRID= =3 F7| 710l M %[t 1,000712] =8 F7| #AS XIELICt 2 #&lof= CHE XML 247t

LSHEl & o1& [}
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o OtZ: XEHE o] TEotALE XHE o 40| Z2E ol NS QAMAES WZLE JHME APA|EHLICEH
* NoncurrentVersionExpiration: X| & & 0 =Ee m JHX[7t H|IHF It 2[R S WRE FHME A™[eL|CE
* E(TYFAL EfT)
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* IDYIL|C}

Zt QEHEE = S3 H3l 2l0|ZAL0|2 = ILM EMe| HE M- g MHELICE S3 B2l 2fo|ZAto| 20| =™
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2 "S3 H{3! 2{0|ZALO|Z B ILM HXO| M2 o' RS A L.

IHEbA ILM 12| Y X| X O] FHA|of| A% MEE|H2t: J2[=0M JHHIE MAHZ 4= ASLICE E= JHA[ol| CHet
ILM HHX] X|E0] Rtz El SOl JHA|7F J2|=0f Hot AS 4= ASLICE RM[eh LHE2 S HZESHIAIL "ILMO| JHA|
=3 Hetofl 24 ESots LA

® 2

StorageGRID= Lt H 2l ZIYS ALE5H0] 210| ZALO|Z Y S 22|elLCt.

2 83 QEHNE FHFO0| Zystel HIlat &1 A o= UAX[T KA T F7|
| HAl E4= HIAOM X=X ELICH.

0x »M

* DeleteBucketLifecycle
* GetBuckLifecycleConfiguration 2 & XA

* PutBucketLifecycleConfigurationS &tZSHUA|2

M X AE| MA =t

HO

2tO|ZALO|Z T2 TE= A HM THAO| M= SLt 0] 2] #%[0] EotEl JSON It S ZHSLILE ol E S0 0]
7kX| AE|O] ZetE O AISLICE

1. FE M2 BEAH key2 QF LX|8t 2H0] Q1 tag2 ZHMIOIZt categoryl MEE/LICE "Expiration’OH7 HE=
ZE{Qt YXISt= 7HM|I71 2020 8 22 AHHO| Bt2E| =5 K™ EtL|Ct.

2. F& 2= HEAY 1F LX[St= JHM|OIZ category2 MEEILICE Expiration' Di7H #H4= ZE{QF LX|SH= 0|7t
$ZE T 1002 =0l MHRE|EE X[HL|CE

U £2 XY FAL QUAETL STE AHES 7IZOR BILICE S UL AT et Y
(D +2ciezks xustel stolmao|2 140l MRl FA| Y2 A7 AN MHE

olAL|CH

M-

FLX[SH= JHAIOIEF category3 HEELICE "Expiration’ 07 M= YX[SH= JHA|2] ARy
0¥ =0 === X[FLICt.
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"Rules": [

{

"ID": "rulel",
"Filter": {
"And": |
"Prefix": "categoryl/",
"Tags": [
{
"Key": "key2",
"Value": "tag2"
}
]
}
by
"Expiration": {
"Date": "2020-08-22T00:00:002"
by
"Status": "Enabled"
by
{
"ID": "rule2",
"Filter": {

"Prefix": "category2/"
b
"Expiration": {
"Days": 100
b
"Status": "Enabled"

"ID": "rule3",

"Filter": {
"Prefix": "category3/"

by

"NoncurrentVersionExpiration": {
"NoncurrentDays": 50

bo

"Status": "Enabled"
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aws s3api —--endpoint-url <StorageGRID endpoint> put-bucket-lifecycle-
configuration
--bucket testbucket --lifecycle-configuration file://bktjson.json

=8 27| +40| H2lo| H3HoE HEE[U=K| 22152 GetBucketLifecycleConfiguration 2 S A SL|Ct
OE EH C3at Z&LC.

aws s3api —--endpoint-url <StorageGRID endpoint> get-bucket-lifecycle-
configuration
--bucket testbucket

NBHOR SYOIH W KB

—

M =3 Hef 2F0| LIZE LT

Ho

HIl = 37| 2t27) AH|of| HEE[=X| =elgLict

PutObject, HeadObject = GetObject RS MM mf +~FH F7| {42 TR 7X|0] EH A0 HEE|=X|
o2 E ol &~ JUESLICE A0l HEE= 22 SHO|= Expiration JHM[7t BHEE|= A|™ut YX|5t= Ot=

&S LIEtL = 07 Ha=ot ZebEL| T,

@ M3l £ =77t ILME xH 49|517| 20l expiry-date HAIE Eits QERE T AF|E AX|
EMALICE XpASH LIB2 & FZSHIAR K| HE0| ZEE[= HA"

O£ =0, 0] PutObject 2E2 20203 6 220 HAHEAH HZI0| M| E testbucket HIX[ZLICE.

aws s3apl --endpoint-url <StorageGRID endpoint> put-object
--bucket testbucket --key obj2test2 --body bktjson.json

43 SE2 7HAI7F 1002(20202 10E 1€) LHofl 2= =10 2f0|ZALO|S 42| ] 29 LX|etS LIEFHLCE

*"Expiration": "expiry-date=\"Thu, 01 Oct 2020 09:07:49 GMT\", rule-
id=\"rule2\"",
"ETag": "\"9762f8a803bc34f5340579d4446076£7\""

0lE =01, 0| HeadObject 22 testbucket2| St Z4x[0]| Chet HIEHHIO|E{E JHM = Ol AFEIUELICE
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aws s3apli --endpoint-url <StorageGRID endpoint> head-object
--bucket testbucket --key obj2test?2

43 SHOl= 7HA2| HIEHHIOIE 7F et JHA|7F 100 2of RHE =0 4 29 YX|&HS LIEFHL|CE

"AcceptRanges": "bytes",

*"Expiration": "expiry-date=\"Thu, 01 Oct 2020 09:07:48 GMT\", rule-
id=\"rule2\"",

"LastModified": "2020-06-23T09:07:48+00:00",

"ContentLength": 921,

"ETag": "\"9762f8a803bc34£5340579d4446076£7\""

"ContentType": "binary/octet-stream",

"Metadata": {}
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* x—amz-meta-, 1 Flof| AFEX} ™ol H|EIH|O|E{E X etst= 0| E-4F A0 SL|LC}.

AEXL F2| HIEIT|O|Efo] ChHet O] 5 2t WS XYY W LIS L YA S AE L.
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xX—amz-meta-name: value

AMEXL HO| Mg Azt 2*42 ILM ﬁ*'ol P AZEQ 2 MESHH K E Y8 mf 7| F5t= HEIH|0IE 9

x—amz-meta-creation-time: 1443399726

9| Zf2 creation-time 19703 1& 12 0| XZ A[AHEILICE

o

@ ILM &2 &= AZtof * A2 XL "o M4 A7t * 1t Balanced & Strict 8 M2 2%
J\
=)

Atgg = gELICH ILM Al UHEH QF 7 BrEE L Ct
* x—amz-tagging
* S3 QEHNE 3z @HF §|H
° x—amz-object-lock-mode
° x—amz-object-lock-retain-until-date
° x—amz-object-lock-legal-hold
o2t 3l gio| 2HO| O|RX|H HZl 7|2 Ez.f— HE A2ot QEHE KT REQ HE J|ZtS
AMEILICE £ "S3 REST APIE ALE610] S3 QEHNE XIS T HBL|ICHETSHIAL.
* SSE 24 9|
° x—-amz-server-side-encryption
° x—amz-server-side-encryption-customer-key-MD5
° x—amz-server-side-encryption-customer-key

° x—amz-server-side-encryption-customer-algorithm

S HESHAL MH = L=otof Cfer 27 o

XSS K| %= @F |HQAL|C
o

[ gy

Ch2 28 dllti= X=X 45U

* x—amz-acl
* x—amz-sdk-checksum-algorithm
* x—amz-trailer

* x—amz-website-redirect-location

‘x-amz-website-redirect-location SlIE{7t & “XNotImplemented' gHtgiL|CtH.
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AEZ|X| SefA SM

‘x-amz-storage-class ¥ I} X|HELICE. O MEE x-amz-storage-class®
StorageGRID A|AHBl (TiMO| o3 AEE) O NAEE= QEMES| A ARl 7t OfL|2t £
&0 storageGrRIDZt QEHE CHIO|HE HZst= o] doksS FLICEH.

o o

S E AHF LX|SH= ILM F2I0] Strict & SME2 AH8St= 8 x-amz-storage-class S|HE 2
O|X[X| & LICE.
CtE 22 M EE £ x-amz-storage-class J&SLICH
* STANDARD (7|2%})
° *0|& 7{8l *: ILM 12l0| Ingest SZt0f| et 0|F HAl FM 2 X|Hdt= B2, A7t +=HEl= FA i

WM ef = %*f%ol YHE|0f CHE 2E2|X] LE(0IF )0l BHZELICH ILMS Bt of
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HZ| 22 S¢S FX| UESLICL O] REDUCED REDUNDANCY SN2 QEMEQ}L UX|St= LM #4I0| 2X| &
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S3 QEHE XFo| dXE é!EHOHkI QENEE H3lo

@ FAELICH QENEES 2HA| &4 HA0| +TsH= &
HtehshL| O} StorageGRID2 1_11@ =4 Q7 AFEHO
Lt

+Z6tH REDUCED REDUNDANCY =M0|
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Hi-i
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* * SSE *: StorageGRIDO| A #2|3t= 1R 7| AHESIH RLEHES Ao o}5t{H L3 |E E AHESHUAIL.

° x—amz-server-side-encryption

MH2|Z20| PutObject 2A0f| Z&HE|0] QUX| &t

-amz-server-side-encryption PutObject
SHEOIM 22[= MA|Q| HE[Z0| "ME E 7H dl
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oS st M eILIChMErELIC

* *SSE-C *: AFEXVL HMIE & 2Helots 17 7|1= AN Y

=25 H 0] 8l Ml FHE 25 AtE-ILICE.

° x-amz-server-side-encryption-customer-algorithm: AES256 K|&ELIC},

° x-amz-server-side-encryption-customer-key: M ZHA|0f| CHet Y53} 7|8 K™ L|CL.

° x—amz-server-side-encryption-customer-key-MD5: A 7HA|2| =3t 7|2 MD5 CIO|MAEE
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HZI0] Tl B 22|12 ARSI 2 MASIH KA L= QERE HHMO| s 1R versionTd HHO| AI5L2
MMELIC versionTid S8 dIHE AMBSt SHOUME x-amz-version-id BHEHELICE

-

HH 2427t LA STHEH JHA| HHO| null2 MEHE| D null O] 0]0] A= ZL sile S versionId
SHO{AAL|C}
IT [=] .

S ot ME At

SIHE A8t RBEE Q1EsH= 22 Authorization StorageGRID= CHHEat 22 HOf|A AWSEt CHEL|CY.

—

* StorageGRIDO[A= M2|Z0| off L&E CanonicalHeaders BR27t host HUSLILCE

* StorageGRID= Content-Type Ol Z8E|X| CanonicalHeaders %0E ELILCE

* StorageGRIDO||A= HE|Z20| of| Z&& canonicalHeaders BR7t x-amz-* SY&LICH

@ YUMoz O[2{st SI|HE S & SFX[2F 0[2{2t 3I|E{E canonicalHeaders
MeF
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HEE
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* "Amazon Simple Storage Service API £ Z: PutObject"

RestoreObject = MEHBIL|Ct

S3 RestoreObject 2 S A9 22IRE AEE|X| E0f| MEE M E S &= JASLICL

StorageGRIDOIA = ZHH|E S2I5t7| 28t RestoreObject R0t X|{BtL|Ct 2@l FYS XIYSHX| SELECT
ASLICEH @F gtet S MEHSILICH xNot Implemented.
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S2RE AEE|X| E ZH|0|A RestoreObject| SZHIL|CH
HAIZE ol MEE AR "S2tR = AE2|X| Z"RestoreObject RH0i|= JHA|2| ArEHof w2} Ct2at 242 SZHo|
SEMBILICE XHMIEH I8 2 2 "HeadObject & MEHTIL|CHEIZSHM AL,
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200 OK
© X3 QEEE L M Ittt AERE 2 E°J S Off CHEH AH 2t
RestoreObject &2 LIA| Malisio @& % Day “d?éa* T

expiry-date JUSLICL S W= 9*
0| EELICE

AZtE 7|’.§9§

otoq

I7_H:|-'c'5|-

- —

SQL £ 7|Hto 2 S3 JiK|el LHee

At : SelectObjectContent" & =8I A| 2.
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_SelectObjectContent.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_SelectObjectContent.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_SelectObjectContent.html

* SQL Al9| *|cf Z0|= 256KBRILICY
« ol e Ao Y= DE HFEO| A 20|= 1MiBIL|LCY.

CSVeH FIE

POST /{Key+}?select&select-type=2 HTTP/1.1
Host: Bucket.s3.abc-company.com
x—amz-expected-bucket-owner: ExpectedBucketOwner
<?xml version="1.0" encoding="UTF-8"7?>
<SelectObjectContentRequest xmlns="http://s3.amazonaws.com/doc/2006-03-
01/">
<Expression>string</Expression>
<ExpressionType>string</ExpressionType>
<RequestProgress>
<Enabled>boolean</Enabled>
</RequestProgress>
<InputSerialization>
<CompressionType>GZIP</CompressionType>
<CSV>
<AllowQuotedRecordDelimiter>boolean</AllowQuotedRecordDelimiter>
<Comments>#</Comments>
<FieldDelimiter>\t</FieldDelimiter>
<FileHeaderInfo>USE</FileHeaderInfo>
<QuoteCharacter>"'</QuoteCharacter>
<QuoteEscapeCharacter>\\</QuoteEscapeCharacter>
<RecordDelimiter>\n</RecordDelimiter>
</CsVv>
</InputSerialization>
<OutputSerialization>
<CSv>
<FieldDelimiter>string</FieldDelimiter>
<QuoteCharacter>string</QuoteCharacter>
<QuoteEscapeCharacter>string</QuoteEscapeCharacter>
<QuoteFields>string</QuoteFields>
<RecordDelimiter>string</RecordDelimiter>
</CS8Vv>
</OutputSerialization>
<ScanRange>
<End>long</End>
<Start>long</Start>
</ScanRange>
</SelectObjectContentRequest>

173



ZZ0| ME 2F & of

POST /{Key+}?select&select-type=2 HTTP/1.1
Host: Bucket.s3.abc-company.com
x—amz-expected-bucket-owner: ExpectedBucketOwner
<?xml version="1.0" encoding="UTF-8"7?>
<SelectObjectContentRequest xmlns=http://s3.amazonaws.com/doc/2006-03-01/>
<Expression>string</Expression>
<ExpressionType>string</ExpressionType>
<RequestProgress>
<Enabled>boolean</Enabled>
</RequestProgress>
<InputSerialization>
<CompressionType>GZIP</CompressionType>
<PARQUET>
</PARQUET>
</InputSerialization>
<QutputSerialization>
<CSV>
<FieldDelimiter>string</FieldDelimiter>
<QuoteCharacter>string</QuoteCharacter>
<QuoteEscapeCharacter>string</QuoteEscapeCharacter>
<QuoteFields>string</QuoteFields>
<RecordDelimiter>string</RecordDelimiter>
</CSv>
</OutputSerialization>
<ScanRange>
<End>long</End>
<Start>long</Start>
</ScanRange>
</SelectObjectContentRequest>

saQL #z/2| o

O] 2| Al/x 0[F, 20101 217, 20151 ofl @1, O|= 217 ZAL H|O|E{ Q| HE HIZS 7t ZLICH HEi7t Of
ool B EE= FAIELIC

SELECT STNAME, CENSUS2010POP, POPESTIMATE2015, CAST((POPESTIMATE2015 -
CENSUS2010POP) AS DECIMAL) / CENSUS2010POP * 100.0 FROM S3Object WHERE
NAME = STNAME

Fe|g ool 8 ¥ £2 sUB-EST2020 ALL.csv CHSat ZH&LICH
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SUMLEV, STATE, COUNTY,, PLACE, COUSUB, CONCIT, PRIMGEO FLAG, FUNCSTAT, NAME , STNAME,
CENSUS2010POP,

ESTIMATESBASE2010, POPESTIMATE2010, POPESTIMATEZ2011, POPESTIMATE2012, POPESTIM
ATE2013, POPESTIMATE2014,

POPESTIMATE2015, POPESTIMATE2016, POPESTIMATE2017, POPESTIMATE2018, POPESTIMAT
E2019, POPESTIMATE042020,

POPESTIMATE2020

040,01,000,00000,00000,00000,0,A,Alabama,Alabama, 4779736,4780118,4785514, 4
799642,4816632,4831586,
4843737,4854803,4866824,4877989,4891628,4907965,4920706,4921532
162,01,000,00124,00000,00000,0,A, Abbeville
city,Alabama,2688,2705,2699,2694,2645,2629,2610,2602,
2587,2578,2565,2555,2555, 2553

162,01,000,00460,00000,00000,0,A,Adamsville

city,Alabama, 4522,4487,4481,4474,4453,4430,4399,4371,
4335,4304,4285,4254,4224,4211

162,01,000,00484,00000,00000,0,A,Addison

town,Alabama, 758,754,751,750,745,744,742,734,734,728,

725,723,719, 717

AWS-CLI AtE Of|(CSV)

aws s3apil select-object-content --endpoint-url https://10.224.7.44:10443
--no-verify-ssl --bucket 619c0755-9e38-42e0-a614-05064f74126d --key SUB-
EST2020 ALL.csv --expression-type SQL --input-serialization '{"CSV":

{"FileHeaderInfo": "USE", "Comments": "#", "QuoteEscapeCharacter": "\"",
"RecordDelimiter": "\n", "FieldDelimiter": ",", "QuoteCharacter": "\"",
"AllowQuotedRecordDelimiter": false}, "CompressionType": "NONE"}' --output
-serialization '{"CSV": {"QuoteFields": "ASNEEDED",
"QuoteEscapeCharacter": "#", "RecordDelimiter": "\n", "FieldDelimiter":

", ", "QuoteCharacter": "\""}}' --expression "SELECT STNAME, CENSUS2010POP,

POPESTIMATE2015, CAST ((POPESTIMATE2015 - CENSUS2010POP) AS DECIMAL) /
CENSUS2010POP * 100.0 FROM S30Object WHERE NAME = STNAME" changes.csv

=8 MY §Z H &2 changes.csv L2t Z&LICH

Alabama, 4779736,4854803,1.5705260708959658022953568983726297854
Alaska,710231,738430,3.9703983633493891424057806544631253775
Arizona, 6392017,6832810,6.8959922978928247531256565807005832431
Arkansas, 2915918,2979732,2.1884703204959810255295244928012378949
California, 37253956,38904296,4.4299724839960620557988526104449148971
Colorado,5029196,5454328,8.4532796097030221132761578590295546246
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AWS-CLI AtZ Of[(Parquet)

aws s3apil select-object-content -endpoint-url https://10.224.7.44:10443
--bucket 619c0755-9e38-42e0-a614-05064f74126d --key SUB-

EST2020 ALL.parquet --expression "SELECT STNAME, CENSUS2010POP,
POPESTIMATE2015, CAST ((POPESTIMATE2015 - CENSUS2010POP) AS DECIMAL) /
CENSUS2010POP * 100.0 FROM S30bject WHERE NAME = STNAME" --expression-type
'SQL' --input-serialization '{"Parquet":{}}' --output-serialization
'{"Csv": {}}' changes.csv

=3 0tlo| §2 % £¢QI changes.csve CHS ot Z2&LICt.

Alabama, 4779736,4854803,1.5705260708959658022953568983726297854
Alaska,710231,738430,3.9703983633493891424057806544631253775
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NoSuchBucket
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mo

2t=2 5tz ™ S3:GetBucketConsistency # 0| UL A1 FE{O} gtL|Ct,

28 o

GET /bucket?x-ntap-sg-consistency HTTP/1.1
Date: date

Authorization: authorization string

Host: host

0[0

Ct
=

SE XMLO|M 2 <Cconsistency> LS gt & StLIE HhatetL|Ct

Hetd 4%
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HTTP/1.1 200 OK

Date: 18 Sep 2020 01:02:18 GMT
Connection: CLOSE
StorageGRID/11.5.0
x—amz-request-id: 12345
Content-Length: 127

Content-Type: application/xml

Fri,

Server:

<?xml version="1.0" encoding="UTF-8"?>

<Consistency xmlns="http://s3.storagegrid.com/doc/2015-02-01/">read-after-

new-write</Consistency>

2t Y

"AUE A

HZ LBEE FXIELICt
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IO 2 "Read-after-new-write" 22tAS AF26l0fF 2HL|Ct 80| SHIEH| &SSIX| = B2
2 mz= 3 Z210|QE SIS WA

fLICH == ZFAPI 279 g S X[FotEF 220 ES
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f S 2
THYLICH 2 +F9| 2Ed S 0|9 +=EHe 2 AFL

PUT /bucket?x-ntap-sg-consistency=strong-global HTTP/1.1

Date: date
Authorization:
Host: host
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authorization string

HM[A A[ZEH I 27|
Z OHM|A AlZE 7}X=|97|(Get Bucket Last Access Tlme) 28 2 AFE5HH 7HE HAlo|
X[ah HMA AlZE HO|O|ETF E Mot E| AL H|Z Aot E| A =X] 2ole o~ JSL|CH

ot 2612{H S3:GetBucketLastAccessTime H$H0| UHLE AN ZE0fof BfL|Ct.

GET /bucket?x-ntap-sg-lastaccesstime HTTP/1.1

Date:

Authorization:

Host:

SE

Of ool M=
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date

host

authorization string
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HTTP/1.1 200 OK

Date: Sat, 29 Nov 2015 01:02:18 GMT
Connection: CLOSE

Server: StorageGRID/10.3.0
x—amz-request-id: 12345
Content-Length: 127

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?>

<LastAccessTime xmlns="http://s3.storagegrid.com/doc/2015-02-01/">enabled
</LastAccessTime>
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™2 Azt
Put Bucket Last Access Time 2A S AI2SHH JHE 210 CHSH OpX|aF M| A A|ZE
AUO|0|EE 2 M3lStAHLt H|Zt st o~ QJUELICE OpX|2 M| A A|Zt HGH|0|EE H|gMotstH
MsS0| SAE| 1 HE 10.3.0 0|2 MMEI BE K3l 7|2 MAo| ElL|Ct

0| ZtAS 2= stz H H310]| et S3:PutBuckketLastAccessTime HeH0| Q7L AH FEC{0f BHL|C.

StorageGRID H{7 10.3%E &= 2= Af HZI0] CHol OFX|2f M| A A|ZHof| CHet YH[0|ET} 7| 2X o2

H| g ot El LTt O] 79| StorageGRIDE AtE3SH0] BHE H{ZI0| AL A 7|2 S0t LK|A|7[24H
@ OfZ12| 2t H{Zlof| CHal OFX|2h HA[A A[ZH ACIOIESE BAIH Q= HIZ-dleloF BfLICt Put Bucket

OFX|2E HM|A A2 REE ALESEZHLE Tenant Manager?| H{210] CHEH M| & H|O|X|of| A OFX|2}

HMIA AlZHOf| THEE HTIO|ES 2ot = HIEdete 4= JAFLICH S "OFA[2F M| A A[ZE

YOOI EE ALESILE ALESHA| Gt E HEHBLICHEZOHHA|2.

EHZ101| CHaH OFX| 2 HM[2 A[ZH HH[O|ETt HIEdetEl 2 H2lo| 2ol Chs SA0| HEELICH

* GetObject, GetObjectAcl, GetObJectTagglng 2 HeadObject 282 OpX|2h HM[A A[7HS O[0| ESHK|
SSLICH ILM(EE =38 7| 2t2|) oIS Is A7 ch7[ 2ol =7tH=| X t&L C.

* H|EtH|O|E{ 2t RIC||O| ESH= CopyObject & PutObjectTagging R = OHX|2f MM A A|ZHS HH|O|ETILICE ILM
HYILE 2l RLEHET} 7|0l FIHELICH
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PUT /bucket?x-ntap-sg-lastaccesstime=enabled HTTP/1.1
Date: date

Authorization: authorization string

Host: host

Of ofiFIofl M= EHZI2f DFX|2f MM A A|ZHS H|E-S ot efL|Ct.

PUT /bucket?x-ntap-sg-lastaccesstime=disabled HTTP/1.1
Date: date

Authorization: authorization string

Host: host
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Delete Bucket H[EIC|O|E] &2l 48 NS ALESIH 74 XMLE AFA[ot0] 7HE H2lol| CHet
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DELETE /testl?x-ntap-sg-metadata-notification HTTP/1.1
Date: date

Authorization: authorization string

Host: host

Bucket H|EtH|O[E] 2E 74 71 27|

Get Bucket H|EIH|O|E &2l 318 Q™S A2SHH JHE H3I0| CHet 4 Ee2 2 Mst= O
MEE|E M XMLE ZAME 4= Q&L

0| 22 et= 62 ™ S3:GetBuckMetadataNotification 20| UHLE A A 2 E0{of gfL|C}.

28 o

0] 272 0|50 2l H{Zloj Ciet HIEIH|O|E 23 F8E bucket HMYLICEL
GET /bucket?x-ntap-sg-metadata-notification HTTP/1.1
Date: date

Authorization: authorization string
Host: host
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<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>
<Destination>
<Urn>arn:aws:es: region:account-
ID :domain/ mydomain/myindex/mytype </Urn>
</Destination>
</Rule>
<Rule>
<ID>Rule-2</ID>

</Rule>

</MetadataNotificationConfiguration>

SE 2=0l= H2lol tist HEMH[OE & o] ZetElL|Ct HEHHO|E 2E S MR FH HZl0| M Sets
Qo HeE= LAlS 2EY = JASLICH F, A E JHAH SIS WA HEIHO|E 7 HEE = 2TS & =
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Zt HEtH|O|E] 23 F-d0ll= StLt o] &fe| F&lo] tEL|Ct 2t A2 MEE|l= REHEC} StorageGRID7t
QUME HEfH0[E|S HLIOF ot Che'S KITELICH ChAe StorageGRID 2% 2| URNZ AH880] X|HsH{oF
LC.
0|8 243 L AL|Ct
MetadataNotificationConfi H|E}T|O|E{ 22Io| JHA| Tl CHANS X|™sts O AF2E= o
gurationS HZESHUAIR  7xlo| (0| E§QIL|C},

StLt o &2 Al RATF EEE|0f JUELICE.
2 HEIH|OIE & X &l A=A F=7}3{0F 5= 7HAMIE o

AlH5h= A]9f ZIE|0|L Ef 2 ]L|Ct.

HEAL EXl= A2 ARELICL

MetadataNotificationConfiguration 2 40| Z&tHz|0]

A&LILCE.
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Rule 240 ZetE|0| JAELICH

193



o1}
e
1
[0
N
1k}
r
Il

0
m
e =l
50 T 0= X

oy et

Rule 220 X3t Q&LICE.
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Rule 220 Zat|0f Q&LICE.
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TAIOf T &fofl CHh ZIE[O]L Ef 2L T o

Rule 240 ZE|0] JASLICEH

urn K| HEC|O|E{ 7} MA &= thAe| urn@lLICt CIS o
£ME 7%l StorageGRID £X 2] URNO|0{OF ghL|Ct

* es M| HIY QAC{OF BtL|CE,

* URNS DEFE|0|E 7} Sl oA 9l Halo=
ZLH0F domain-name/myindex/mytype 2fL|C|.

ASTOIEL HUE Ba|Xt £E BUE Bl APIS
Argsto] THEILIC Che T 22 HAIS FBiLiCh
* arn:aws:es: region:account-
ID :domain/mydomain/myindex/mytype

*urn:mysite:es:::mydomain/myindex/myty
pe

T4 XMLE HME3t7| ol 2

HE -dsiof ghLLCt.
JEX| O™ 404 Q22 QIsH LA

AmjgtL|Ct,

urn2 Destination 220 ZEHEIL|C},

SE

Ef Atolofl LehEl XML
<MetadataNotificationConfiguration></MetadataNotificationConfiguration>'ZAM Egt
ZHute| FSgto| H3lof chsf FdE=l= WHES 2ol FL|Ch. o] oi®|oilA JHA| MEH[O|E{= O|E0| ¢l aws
SR ZAREE= “records O|0| 2017 ¢l Elasticsearch QIEIAE HLHEL|CE current
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HTTP/1.1 200 OK

Date: Thu, 20 Jul 2017 18:24:05 GMT
Connection: KEEP-ALIVE

Server: StorageGRID/11.0.0
x—amz-request-id: 3832973499
Content-Length: 264

Content-Type: application/xml

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix>2017</Prefix>
<Destination>
<Urn>arn:aws:es:us—-east-
1:3333333:domain/records/current/2017</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

Put Bucket H|E[H|O[Ef &l 71 A

Put Bucket HIE}|O|E{ 22 T4 QXS AL SR JHE 20| T3t 241 SBt MH|AS
SrAstet & QUBLICH @K 220| H25H= HELE|0|Ef 22 T XML CHAH ZA ol Ao
HIEH|O|E{ 7} HAE|= HHHIS K-St

0| Zti2 etz 6t2{™ H3l0]| Ci$t S3:PutBucketMetadataNotification #et0] QUAHLE A|H ZE {0 SfL|LC.

= t2l 70| ZetE|0fOF BHLICE. 2t HIEH|O|E & F40fl= St o] &te| A0
SHEILICH 2 7A2 HEE = QEHEY StorageGRID7f QHHME HEIH|O|HE ELHOF St= CHAMES X[™BLICE.
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A O|EC HFOE 7|ZE22 7HHIE EEHZY £ JASLICL o S0, WFAZ U= 7HH|Q] HEHHIO|E E
fao= HIjD, FAIE U= 7HM= /videos CHE CHMCE HYWY & /images U}UELICH
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SEEE HFEALJAE 82 R=06HK ol HEE o HRELICL oS S0, @FAE A= ZH[0] chet st
A HEAE A= ZHof CHet & HIl FAI0| test2 ZEE FE2 test SIEE[X| ¥ELICH

CH&2 StorageGRID &2 URNS AE6H0] X|&sl{OF 2FL|Ct. HIEHC|O|E 22 —T““OI M= uf EF0| ZxM3HoF
L|CH 2K O™ QHO| E 400 Bad Request MMELICH 2F HIAX|= Ch2a Z&LICH Unable to
save the metadata notification (search) policy. The specified endpoint URN does
not exist: URN.
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<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>
<Destination>
<Urn>arn:aws:es:region:account-
ID:domain/mydomain/myindex/mytype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Rule-2</ID>

</Rule>
</MetadataNotificationConfiguration>

O HO|M= HIEtCO[E 23! 74 XML2| 240 CHa AEHELIC}

o|& 243
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Alistis o] ZAeo]i ejIRlLich

MEAHAA S FAS HREL

MetadataNotificationConfiguration 2240 L=

ULt

IDYLICE A IR AEXLIC.
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H| 2 g stEl 72101 CHall oot AP e A= K|
graLct.

Rule 240 Z&E|0] JAELICE
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* es M| HIY @A0{OfF BtL|C},

* URNS DEIE|O|E 7} HEE|E elgjA 9 g4o=
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A5 P ELICH Ch3at 22 YAl FeLct.
®* arn:aws:es:region:account-
ID:domain/mydomain/myindex/mytype

*urn:mysite:es:::mydomain/myindex/myty

pe
T XMLE2 FMEst7| Mo X2 FAsH{of gL Ct.
X O™ 404 QFER Qldl 0] AlnfstL|Ct,
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PUT /testl?x-ntap-sg-metadata-notification HTTP/1.1
Date: date

Authorization: authorization string

Host: host

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn>urn:sgws:es:::sgws-notifications/testl/all</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

Of |0l M= HFArRE LX|SH= 0|2 JHA| HEIH|O|E| 7t /images o CHE Q2 MEE| D, HEAIRL LX|SH= THAIS|
JHA| HIEIH[O|E{7} /videos & HM L& Q2 MESELICE

PUT /graphics?x-ntap-sg-metadata-notification HTTP/1.1
Date: date

Authorization: authorization string

Host: host

<MetadataNotificationConfiguration>
<Rule>
<ID>Images-rule</ID>
<Status>Enabled</Status>
<Prefix>/images</Prefix>
<Destination>
<Urn>arn:aws:es:us-east-1:3333333:domain/es-
domain/graphics/imagetype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Videos-rule</ID>
<Status>Enabled</Status>
<Prefix>/videos</Prefix>
<Destination>
<Urn>arn:aws:es:us-west-1:22222222:domain/es-
domain/graphics/videotype</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>
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SGWS/Tagging.txt. test H

| test MAE mf MHE = JSONL| 0| E EH{EL|Ct
HMO| OfL|Z22 “versionId EH7t H|O{ RUELICEH

—2

NS

"bucket": "test",
"key": "SGWS/Tagging.txt",
"versionId": "",
"accountId": "86928401983529626822",
"size": 38,
"md5": "3d6c7634a85436eee06d43415012855",
"region":"us-east-1",
"metadata": {
"age": "25"
by
"tags": {
color": "yellow"
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HTTP/1.1 200 OK

Date: Sat, 29 Nov 2015 00:49:05 GMT
Connection: KEEP-ALIVE

Server: StorageGRID/10.2.0
x—amz-request-id: 727237123
Content-Length: 427

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?>

<UsageResult xmlns="http://s3.storagegrid.com/doc/2015-02-01">
<CalculationTime>2014-11-19T05:30:11.000000Z</CalculationTime>
<ObjectCount>4</0ObjectCount>

<DataBytes>12</DataBytes>

<Buckets>

<Bucket>

<Name>bucketl</Name>

<ObjectCount>2</ObjectCount>

<DataBytes>6</DataBytes>

</Bucket>

<Bucket>

<Name>bucket2</Name>

<ObjectCount>2</ObjectCount>

<DataBytes>6</DataBytes>

</Bucket>

</Buckets>

</UsageResult>
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The Compliance feature is deprecated.

Contact your StorageGRID administrator if you need to create new Compliant
buckets.
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GET /mybucket/?x-ntap-sg-compliance HTTP/1.1
Date: date

Authorization: authorization string

Host: host
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HTTP/1.1 200 OK

Date: date

Connection: connection
Server: StorageGRID/11.1.0
x—amz-request-id: request ID
Content-Length: Iength
Content-Type: application/xml

<SGCompliance>
<RetentionPeriodMinutes>525600</RetentionPeriodMinutes>
<LegalHold>false</LegalHold>
<AutoDelete>true</AutoDelete>

</SGCompliance>
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PUT /mybucket/?x-ntap-sg-compliance HTTP/1.1
Date: date

Authorization: authorization name

Host: host

Content-Length: 152

<SGCompliance>
<RetentionPeriodMinutes>1051200</RetentionPeriodMinutes>
<LegalHold>false</LegalHold>
<AutoDelete>true</AutoDelete>

</SGCompliance>
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"Effect": "Allow",
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"AWS": [
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]
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- 2lan gt

ro

OF HMo| Mg o orx] EXSHA| gh= HZE XFE 5= ASFLICH

Hof| 2ot F=HIE X[™efL|ct
Principal 245 A2t policy 01| 2IsH 2| A A0 CHEE BMATE HE/HEE AFEX, I8 E=HYE AEHE
AlEBHL|CE,
* B3] IOl 2 M M0 = Principal R47F TEE|0{0f TLICH 18 MMO| MM MHS 120 Hot FH|2
QIAE|7| 20| Principal 247t ZQ6}X| t&L|Ct
* H™0|AM F=H|E= "Principal" = "NotPrincipal" 242 HEA|EL|CH

* A" 7]8h IDE ID EE= ARNS AHESH0] X[ ™ sH{oF ghL|Ct.

"Principal”: { "AWS": "account id"}
"Principal”: { "AWS": "identity arn" }

Ol loilM= AE RE I AF BE AZXIE Zoh= HIFE A1 ID 272339069346844275255 AHEELICt.
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S3:ListBucket 3!

S3: ListBuckketVersions
ot

S3:PutObject

S3:PutObjectRetention

S3:ListBucket 3!

S3: ListBuckketVersions
st

29

71E Aol £ e 7|2t 2ol RAo{of BL|Ct.

£ ListObjects &= = ListObjectVersions 20| X| ™ &l
max-keys Of7H H=2f H| W E LT}

28 s|Hol| XI"E|AHLE H3! 7|2 EE 7|2Hoi| A A[LHEl
X B2 EMet H| WS x-amz-object-lock-
retain-until-date O|2{%t 20| CIZ QM0]| CHH
S18E|= Hel LHo| /=X =elgtL|Ct,

* PutObject & ME{BIL|C}

* CopyObject & MEHBILIC}

* CreateMultptUpload £ 22!%fL|Ct

PutObjectRetention 0| X|HEl FX| Z= W2t
H| W5t 518 ©He| Lol L=X| =elgL|ct

£ ListObjects &= ListObjectVersions 20| X| M &l
HEAL 07 Hapxof B EL|CE,
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S3: S3:PutObject WAl 2Hof| Efa7F ZotEl AL EX™ e 7|2} Z40]
RequestObjectTag/<tag- o QskL|C},

key> S3:PutObjectTagging

S3:PutObjectVersionTagg
ing

E ALESI0] AR 7tstt MM HEE M2 o JYSLICH 2420 EXE Hwel QA0 condition X
ot 4 Resource USLICE.

0| Of|H|0|M HHE= ${aws:username} Resource 2242 LEUL|CE

"Resource": "arn:aws:s3:::bucket—-name/home/S$S{aws:username}/*"

Of M0 M= ${aws:username} £ 52| = o] LFYLICt

"Condition": {

"StringLike": {
"s3:prefix": "S${aws:username}/*"

b
H A
${aws:Sourcelp} SOURCEIP 7|E M[S & H2E AR ELICE
${aws:username} HSE He2 ALZXL 0|8 7|8 AFE R Lt
${s3:prefix} MH|AH prefix keyE M3 variable 2 AFESILE.
${s3:max-keys} MH|AHE X|Cf 7| 7|12 MISE HEZE AR TLICEH
${*} S 24 X2 2|HE * X2 ALt
${2} Ex ZAL EXHE 2HE? X2 AL
${$} E+ ZXL EXE 2|HE § A2 AF8 gL
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% Motk 4 ofilE HS StorageGRID £}
SaelLict

MO WS WS LA HA QBBLICL HHE WU REPLICL QEHEL B3

B AQRH AF (I AY E3h ARl AQot0] H2l HAS  AQX} AFO| AQBLICH M

Astg HojstLIC Mge|x| ghaLich MNX  FMo| MELICH

A™E 7HHl ACLE AESHN
JHA[of TSt AM|A HBHS
Fojatiof fLICt.

WORM(Write-Once-Read-Many) 2=

WORM(Write-Once-Read-Many) HZIS 4d5t0] H0|E, AtEXt Ho| 2EME HIEIH|O|H 5! S3 LENE EfUS
oo = ASLICE M AME g5t 7| HHXE FOMILE AR|SHX| X5t E WORM HZIS T 8LCE
o7]of FE &Y F otLtE ArERLCE

HO M7t S HRE=E St H LHE 2 8 + ASLICH

* Grid ManagerOfl A * 714 * > * KOk * > HOt MK * > * {|EQ|3 9 JHH| * E 0|Sst0] * S20|HE +F WX| *
stolghs MEdSiL|Ct,
* OS2 74 5! S3 MMg MgtLCt.
° 83 HHM0j| PutOverwriteObject 7S XA S F7tEHLICH
° DeleteObject 75 =S S3 EMof| F=7tgfL|Ct.
° S3 MHof PutObject 518 XS FItEtL|Ct.

@ 3 H*H0j|M DeleteObjectS DENYZ MH| T "30Y = EAE H2" 22 7#%l0] S uwf ILMO]
7HX| APHE = AELICH

0|2{8t FX|T MMO| D= x485||:—|af5 SAl 47|15 WX[SHX| tELICHAE A
c HO|MT|E YX|ELIChHE B HX).

— O

CNZ AT S M3 ot 8)

/mybucket/important.doc
PUT#1 ---> OK
PUT#2 —-—-—-—-—--—- > OK

/mybucket/important.doc
PUT#1 —-—————- > PUT#2 ---X (denied)

i

Hye
* "StorageGRID ILM #%|0] 7HH|E 2t2|5H= 2"
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AEE AEELCH

| M0 of|E AHESH0] H210] CHet StorageGRID AMA HMS F8tL|CL

BZ0 HA S FR0| HZE 20| CHSE HAIA HBHS XIHBILICE TS § 5 SILIS S8 S3 PutBucketPolicy APIS
AFBBHO] M3l BAS TaBLCt

> aws s3apili put-bucket-policy --bucket examplebucket --policy
file://policy.json

off: 2= AEAZEHZI0| 817 HE HMAE SIEGLICH

Of 0| A|0i[ M= anonymousE HIXSt 2= ArEAIF HZIS| QEHEZS LIESH HZI9| BE QEHE| CH3
GetObject 2 S &gt = ASLICH CHE 2= XY 2 AR ELICL o] M2 AE FE 20= H2lol| 2 = U=

E
A310| 900 E5] RBOIX| 242 4 AUBLICL
{
"Statement": [
{

"Sid": "AllowEveryoneReadOnlyAccess",
"Effect": "Allow",
"Principal": "*",
"Action": [ "s3:GetObject", "s3:ListBucket" ],
"Resource":

["arn:aws:s3:::examplebucket”, "arn:aws:s3:::examplebucket/*"]

of: St AYL 2E AFEXIL 2T HMAY = JEE 588t LHE A ZE AFEXtE M| 47| FE2Z HM|AT 4= JASLICH

Ol Ofidlofl M= XM E o A™L B E ALEXIZL HZlof| C
ANEAH= HZIE LISt QEHNE 7| MEALR A|ESH= l=|'|
shared/ U&LICE.

ﬁ
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TH HMAE SR 2 LHE XI g
19| Z4x||0fl CH3H GetObject IS e =0t

>\LI
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@ StorageGRIDO| M H|ARXt AFH(AH AE Zeho= MHE A= HA 21X AFO| AFL(Ct
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EE
r
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"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "95390887230002558202"
by

"Action": "s3:*",

"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

]

by

{
"Effect": "Allow",
"Principal": {

"AWS": "31181711887329436680"
by

"Action": "s3:GetObject",

"Resource": "arn:aws:s3:::examplebucket/shared/*"
b
{

"Effect": "Allow",

"Principal": {

"AWS": "31181711887329436680"
by

"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::examplebucket",
"Condition": {

"StringLike": {
"s3:prefix": "shared/*"

ofl: 2E AFEXI7E HZ0) CHEE 917 T AM|IA S XIHE OF0| o TA| HMA 51

0| of|H|of| M= anonymousE E&st D E
et 4 QIX|OF X[ A&l AAEe| O50] &

AFEXZF 2l R E QEHME| Cid 3l S LIESt GetObject S
oF AF2XI2F Marketing MM HMAE 5{ELtLICH
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"Statement": |

{

"Effect": "Allow",

"Principal": {

"AWS": "arn:aws:iam::95390887230002558202:federated-
group/Marketing"

by

"Action": "s3:*",

"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

]

by
{

"Effect": "Allow",

"Principal": "*",

"Action": ["s3:ListBucket","s3:GetObject"],

"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

]

}
]
}
Ol: S2IOIAETLHIP HR[o| A= R ZE ALSXIF A0 Ciet 7] 2

O] MMM = QEO| X|HEl IP H2|(54.240.143.0 ~ 54.240.143.255, 54.240.143.188 H|2|)0f| A
anonymousS Zgtot BE ALZH0| H3lg Lgstn H3lo| B E QEHE s LEME At
CHE R E 20| HEE D P HIE Hojt 2E 0| HLEEL|CH

U MT| HYAE B8
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"Statement": |
{

"Sid": "AllowEveryoneReadWriteAccessIfInSourcelIpRange",
"Effect": "Allow",
"Principal": "*",
"Action": [ "s3:*Object", "s3:ListBucket" ],
"Resource":
["arn:aws:s3:::examplebucket","arn:aws:s3:::examplebucket/*"],
"Condition": {
"IpAddress": {"aws:SourcelIp": "54.240.143.0/24"},
"NotIpAddress": {"aws:Sourcelp": "54.240.143.188"}

of: XIFE S ALEX} HEC = KIS 25| HHAY + JAXE S ERLIC

0| ofloil A= HIH|0| M A2 XL AlexZt HHZ! S sife ZHA|of] CHEE A HMA S examplebucket S1EELILCE.
"root"E XTI CIE RE AEXH= RE AYES HAMSZ HEGL|Ct J2 Lt "root"=
PUT/GET/DeleteBucketPolicy0l| CHE #3t0| HEE|X| & L|Ct,

(=]
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"Statement": |

{

"Effect": "Allow",

"Principal": {
"AWS": "arn:aws:iam::95390887230002558202

by

"Action": [
"s3:x"

I

"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

]

by
{

"Effect": "Deny",

"NotPrincipal": {
"AWS": "arn:aws:iam::95390887230002558202

by

"Action": [
"s3:x"

1,

"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

0l: PutOverwriteObject 3t

:federated-user/Alex"

:federated-user/Alex"

O] oMol Deny PutOverwriteObject % DeleteObject 2| 1= OFF T JHA|Q| Ci|O|E, AF2Xt Ho| HIEFH|O|E 2

S3 A B2 E FHO{ M AL MY & GI=F gLt
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"Statement": |

{

"Effect": "Deny",
"Principal": "*",
"Action": [

"s3:PutOverwriteObject",
"s3:DeleteObject",
"s3:DeleteObjectVersion"

1,

"Resource": "arn:aws:s3:::wormbucket/*"
b
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202:
group/SomeGroup"
b
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::wormbucket"
b
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202:
group/SomeGroup"
b
"Action": "s3:*",
"Resource": "arn:aws:s3:::wormbucket/*"

JE MM M| HZE IF0| CHS ANA A2
947t giaLICh I8 BME IE Belxt £ APIZ AHSs0] T ELIT

HIHE 2t 2 S
2 = ASLILE S "SI EHE tiet IFS HE LTI ESHAL.
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**S3UN|A G % TR SH. B3 HAS Sof AN A o] HO{E|X] &2 3 0| IFO| ALBTHE S3 2 A0
ANASH 4 GALICE O SHS HeASHH TE ABXIDH 7| ZHOR S3 2|2A0) AMAS 2 Agstict,

* % 97| 8 AUN|A *: 0] IBO| AFBRHE S3 2| AA0| ChEt 27| HE AUHA S JFELICH 0| Sof o] 1E)
AFBRHE HHHIZ LhEekm JHH| HlolEl, BELHIOlE] U B IS 22 4 YALICH o] SHS Metetel ¢fy| 18 18

=
HMO| JSON ZAIE0| HIAE HRtof| LIEFEL|CE O] 2XAtE S HET 4= GlELICH

XI5t A
o * MA| AMA > 0] IFS AMEXH= HZIE XS] S3 2|AA0 Lot BE HMA Hotg JHELICE Ol SME
MEASHH TH| HM|A OF DOl JSON EXHEO| HIAE AFXtof| LIEHELICE O E2XtE S HEY + &L C
o MO 243+ o] ME MM o] HIHES| EE K0 HEEL|CE 0] IF2| AHEXH= Yutdel HAS
AT = AKX THIHH HA 22 |7f Mot HII0M M E S RO E ANE = |IELICH
DE W3l 22| Asto| s HIHE #2|Xt AL XH= 0] 28 BME MBS & JUSLICEH EE KA 2| M2
ME|E & Q= AFEXIZ F|3tstd 7Hs 8 AL MFA(Multi-Factor Authentication)S AF2EHL|C.

* *AFERFFOl *: AT AEXAIE HIAE dRtol| X|Fet AL Eeto] HoE LIt

— e

of: 2E B30 thet OF A HHA 51

O| oflofl M O 2 BE FH 2 I EMoj| oo HAH = HEEX| b= ot HHE AHO| ARt 2= HZI0] CHY
A °”A1I*7f 51 ELICE
{
"Statement": [
{
"Action": "s3:*",
"Effect": "Allow",
"Resource": "arn:aws:s3:::*"
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"Statement": |

{
"Sid"

: "AllowGroupReadOnlyAccess",

"Effect": "Allow",
"Action": [

"s3:
"s3:

"S3

1,

ListAllMyBuckets",
ListBucket",

:ListBucketVersions",
"s3:
"s3:
"s3:
"s3:

GetObject",
GetObjectTagging",
GetObjectVersion",
GetObjectVersionTagging"

"Resource": "arn:aws:s3:::*"

A2 XHE 0| S BCi(7| HEAYS LIS AN AL 40
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"Statement": |

{
"Sid": "AllowListBucketOfASpecificUserPrefix",
"Effect": "Allow",
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::department-bucket",
"Condition": {
"StringLike": {

"s3:prefix": "S${aws:username}/*"

"Sid": "AllowUserSpecificActionsOnlyInTheSpecificUserPrefix",
"Effect": "Allow",
"Action": "s3:*Object",

"Resource": "arn:aws:s3:::department-bucket/S${aws:username}/*"

AR 20| M 83 HYS FHMUSLICE

LA HIA|X|= StorageGRID AH[AOA MME|D HIAE 27 OHUN MEELICEH ZAL
Z0j|A S3E ZAF HIAX|E AESIH H3l 8l QEHE X0 CHot M|E HEE <olgt
olAL|Ct
M H .
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» CreateBucket
* AH 2
* APA| BucketTagging
* DeleteObjects & Z2!fL|Ct
» GetBucketTagging
* HE|HZ
* ListObjects & ME4RIL|Ct
* ListObjectVersions £ ME{SIL|C}
* HIl Ad &
* BucketTagging

* PutBucketVersioningS & ZE8HA A

A
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* CompleteMultipartUploadS Z2I%tL|C}

* CopyObject & ME4BIL|C}

* DeleteObject & S=I2ILICt

* GetObject £ E=oIYAIR

* HeadObject & MEHSIL|Ct

* PutObject & ME{BIL|CH

* RestoreObject & MEHBIL|C}

* JHH| E MEfgiL|Ct

* UploadPart(ILM T+%!0| Balanced = Strict &2 ALt )

* UploadPartCopy(ILM 7%!0| Balanced = Strict &2 AI25t= 2R)

="

—

=]
AR 27 mhdof| KA AL T

e
0z

oy

il

2tO|AETF ZHAL HIAX|E 7| S gL Tt

* "2CtO[AETH HA HAIX|E SHELICH

Il

:

Swift REST API A (X| &

=
o

=)

Swift REST APIZ AF2EfL|Ct
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