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/var/local — /dev/mapper/sgws-snl-var-local
rangedb0 — /dev/mapper/sgws-snl-rangedb0
rangedbl — /dev/mapper/sgws-snl-rangedbl
rangedb2 — /dev/mapper/sgws-snl-rangedb2

rangedb3 —# /dev/mapper/sgws-snl-rangedb3

2 AE ZFH|(Ubuntu k== Debian)
X S0 = AE TH[o| HFO0| HEE|= B4

H| O] H|Ef A|AEIO| M StorageGRIDE SAE FMA| MHES A8 HASL|CE sysctl.

m

=2 2

rlo
'

B Areo| HEELICt

o

# Recommended Cassandra setting: CASSANDRA-3563, CASSANDRA-13008, DataStax
documentation

vm.max _map count = 1048575

# core file customization

# Note: for cores generated by binaries running inside containers, this
# path is interpreted relative to the container filesystem namespace.

# External cores will go nowhere, unless /var/local/core also exists on
# the host.

kernel.core pattern = /var/local/core/%e.core.%p

# Set the kernel minimum free memory to the greater of the current value
or

# 512MiB if the host has 48GiB or less of RAM or 1.83GiB if the host has
more than 48GiB of RTAM

vm.min free kbytes = 524288

# Enforce current default swappiness value to ensure the VM system has
some

# flexibility to garbage collect behind anonymous mappings. Bump
watermark scale factor

# to help avoid OOM conditions in the kernel during memory allocation
bursts. Bump

# dirty ratio to 90 because we explicitly fsync data that needs to be
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persistent, and

# so do not require the dirty ratio safety net. A low dirty ratio combined
with a large

# working set (nr active pages) can cause us to enter synchronous I/O mode
unnecessarily,

# with deleterious effects on performance.

vm.swappiness = 60

vm.watermark scale factor = 200

vm.dirty ratio = 90

# Turn off slow start after idle
net.ipvé4.tcp slow start after idle = 0

# Tune TCP window settings to improve throughput
net.core.rmem max = 8388608

net.core.wmem max = 8388608

net.ipv4.tcp rmem = 4096 524288 8388608
net.ipvéd.tcp wmem = 4096 262144 8388608
net.core.netdev _max backlog = 2500

# Turn on MTU probing
net.ipvé4.tcp mtu probing = 1

# Be more liberal with firewall connection tracking
net.ipvé4.netfilter.ip conntrack tcp be liberal =1

# Reduce TCP keepalive time to reasonable levels to terminate dead
connections

net.ipvé4.tcp keepalive time = 270

net.ipvé4.tcp keepalive probes = 3

net.ipvé4.tcp keepalive intvl = 30

# Increase the ARP cache size to tolerate being in a /16 subnet
net.ipv4.neigh.default.gc threshl = 8192
net.ipvé4.neigh.default.gc thresh2 = 32768
net.ipvé4.neigh.default.gc thresh3 = 65536
net.ipv6.neigh.default.gc threshl = 8192
net.ipvé6.neigh.default.gc thresh2 = 32768
net.ipvé6.neigh.default.gc thresh3 = 65536

# Disable IP forwarding, we are not a router

net.ipvé4.ip forward = 0

# Follow security best practices for ignoring broadcast ping requests
net.ipv4.icmp echo ignore broadcasts =1
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# Increase the pending connection and accept backlog to handle larger
connection bursts.
net.core.somaxconn=4096

net.ipvéd.tcp max syn backlog=4096
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6.1.27-1

EHA

T HHEXtO| XM £ BE At w2t 2E 228 £ 7Hy 22|E SAE0 LinuxE @X|gH

22T ASE HAS SASHK DHIAIR. UbuntuS A2 of * BF AIAY S2/E* 8
(i) Meiefor BLICE Ubuntu SAE| CHt ssh AHAS ZA3fsteio * OpenSSH AltH * 2

Mefots 20| ZSLICH CH2 DE SN Mo %12 AEHS QXY 4 ALICH

16



2. BE SAEJ} Ubuntu = Debian 7| X| 2|ZX|E2|0f| HMAE 2~ U=X| SOISL|CE
3. A L3

o
a
02 o
I
mjo
>
oot
o+

MEHBILICH $ sudo swapoff --all

b. 4HE |XIBIHH M ZE A2 HFE /etc/Estab MAYLILC

AppArmor T2 MX|E O|sligtL|Ct

AF2XE2F XHA| BHE 2 Ubuntu 2 A0l A AppArmor 2= HM|A H0] A|ARIS AIRSHE HR
7|2 AAHI| X5t 17| X|2F 2HEl AppArmor ZZ2Z0| StorageGRID2H EHH| A X| =l
sk Ih7|X|of| 2ofsf KHEHE 4 JASLICE.

7|28 O 2 AppArmor Z2E2 7|2 2F HA|o| EX|St= 47| X|o] EX|ELICtH StorageGRID A|AE! ZAH|0|LH 0| A
0|2{3t I{7|X|Z A8stH AppArmor T2 ZO| XHTHEIL|CH DHCP, MySQL, NTP 2 tedump 7| IH7|X| 7t
AppArmor2t ZE5t11 CHE 7|2 M7 |X|= S + ASLICH
AppArmor Z2ES Ma|eh & = F 7HX| 40| JAELIC

* StorageGRID A|AE! ZAE|0|1H2] T)F|X|QF AX|= 7|2 A|AEI| MX|=l IH7|X|Q| JHE T2 LS H|ZASIStL|Ct

e T2 L3S H|ZMSISHH AppArmorZt Z2MBHE| RS2 LIEH = &50| StorageGRID 21 IO
LIEFELICE.

sudo 1In -s /etc/apparmor.d/<profile.name> /etc/apparmor.d/disable/
sudo apparmor parser -R /etc/apparmor.d/<profile.name>

sudo 1n -s /etc/apparmor.d/bin.ping /etc/apparmor.d/disable/
sudo apparmor parser -R /etc/apparmor.d/bin.ping

* AppArmorE 2% H|ZASSLICEH Ubuntu 9.10 0]4+9] AL Ubuntu 22t HFL|E|9 | IS mELCt
"AppArmorE H| 2 SEtL| T, Z[Al Ubuntu HHE O A= AppArmorS 2tF 3| H| 2t stet 4 gi&LCt.
AppArmorE H| 2t 3t6tH StorageGRID 21 TH0f| AppArmor7t A SHE|A S S LIELHE S22 0| LIEHLEX]
& LICE
[l =]

SAE I E®|3 74 (Ubuntu == Debian)

SAEO|M Linux X2 223t T L}Z0]| HiE S StorageGRID = =0]| O{LSt= of| Xgkst
HERX I AEHO|A MEE FH[oE7| la R 7tX| &7t d 2 sAdol{oF & 4~ ASLICE.
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1ls -1
$ 1s -1 /dev/disk/by-path/
total 0

lrwxrwxrwx 1 root root 9 Sep
lrwxrwxrwx 1 root root 9 Sep
./../sda
lrwxrwxrwx 1 root root 10 Sep
-> ../../sdal
lrwxrwxrwx 1 root root 10 Sep
-> ../../sda2
lrwxrwxrwx 1 root root 9 Sep
./../sdb
lrwxrwxrwx 1 root root 9 Sep
./../sdc
lrwxrwxrwx 1 root root 9 Sep
./../sdd
Zt AKX 2tZof| what Zat7F ZabE L CH
2L =28 AEZ(X| Eoﬂ 27| 7|2 0|52 &HES
HASISHA Q. 37 AEE[X| 280 Ciet &5
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multipaths {

multipath {
wwid 3600a09800059d6df00005df2573¢c2c30
alias docker-storage-volume-hostA

}

multipath {
wwid 3600a09800059d6df00005d£3573c2c30
alias sgws-adml-var-local

}

multipath {
wwid 3600a09800059d6df00005d£f4573c2c30
alias sgws—adml-audit-logs

}

multipath {
wwid 3600a09800059d6df00005d£5573c2c30
alias sgws—-adml-tables

}

multipath {
wwid 3600a09800059d6df00005d£6573c2c30
alias sgws-gwl-var-local

}

multipath {
wwid 3600a09800059d6df00005df7573c2c30
alias sgws-snl-var-local

}

multipath {
wwid 3600a09800059d6df00005df7573c2c30
alias sgws-snl-rangedb-0
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BEHE AE0IH 7|H5t7| &1 o] WOl HEELICE
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ZEo|H AT MEL =ES FILIL
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Docker A &AL 280 24 AEZ[X[E AT A=2l0|1 0] ZotEl SAE ME|M0| ALE 7tsot 37H0| SESHCHH Of
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CHA|
1. Docker 2AEE|X| 250 It A|AHIS MMBtL|CE,

sudo mkfs.ext4 docker-storage-volume-device
2. Docker AEE|X| 2ES UIREYLICEL

sudo mkdir -p /var/lib/docker

sudo mount docker-storage-volume-device /var/lib/docker

3. Jetc/fstabOll Docker-storage-volume-device =28 X7tgtL|C}.
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2. o}

sudo systemctl enable docker
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sudo systemctl start docker
3. L3S Y6t o & T 2| DockerE MX|F=X| =rolgfL|Ct,
sudo docker version
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HX ]IH7|X|E service AX|S

2 HI|X|E F HWZ EX[SHOF images BLICt. THF|X|E Of2[2| C[HE2|of
Xt B2 /tmp AFESH %4 £ g5 E 3

g +EeLIC

sudo dpkg --install /tmp/storagegrid-webscale-images-version-SHA.deb

sudo dpkg --install /tmp/storagegrid-webscale-service-version-SHA.deb

StorageGRID IH7|X| S M X|8t7| F0f| Python 2.70| 0|0 AX|=|0{ UO{OF BfL|C}. O] sudo
@ dpkg --install /tmp/storagegrid-webscale-images-version-SHA.deb HHS
Y WX FHO| Hujtilct.
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