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2019-08-07T18:43:30.247711

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64) :1565149504991681] [TIME (UI64) :73520] [SAT
P(IPAD) :"10.224.2.255"] [S3AI (CSTR) :"17530064241597054718"]

[SACC (CSTR) : "s3tenant"] [S3AK(CSTR) : "SGKH9100SCKNB8M3MTWNt —
PhoTDwB9JOk7PtyLkQmA=="] [SUSR (CSTR) : "urn:sgws:identity::175300642415970547
18:root"]

[SBATI (CSTR) :"17530064241597054718"] [SBAC (CSTR) :"s3tenant"] [S3BK (CSTR) : "buc
ketl"] [AVER (UI32) :10] [ATIM(UI64) :1565203410247711]

[ATYP (FC32) : SPUT] [ANID(UI32) :12454421] [AMID(FC32) : S3RQ] [ATID(UI64) : 7074142
1424726110857 ]

2019-08-07T18:43:30.783597

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64) :1565149504991696] [TIME (UI64) :120713] [SA
IP(IPAD) :"10.224.2.255"] [S3AI (CSTR) :"17530064241597054718"]

[SACC (CSTR) : "s3tenant"] [S3AK(CSTR) : "SGKH9100SCkKkNB8M3MTWNt —
PhoTDwB9JOk7PtyLkQmA=="1] [SUSR (CSTR) : "urn:sgws:identity::175300642415970547
18:root"]

[SBATI (CSTR) :"17530064241597054718"] [SBAC (CSTR) :"s3tenant"] [S3BK (CSTR) : "buc
ketl"] [S3KY (CSTR) :"fh-small-0"]

[CBID(UI64) :0x779557A069B2C037] [UUID(CSTR) :"94BA6949-38E1-4B0C-BC80-
EB44FBAFCCT7F"] [CSIZ(UI64) :1024] [AVER(UI32) :10]

[ATIM(UIG64) :1565203410783597] [ATYP (FC32) :SPUT] [ANID(UI32) :12454421] [AMID (F
C32) : S3RQ] [ATID(UIb4) :84396067221084560221]]

2019-08-07T18:43:30.784558

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64) :1565149504991693] [TIME (UI64) :121666] [SA
IP(IPAD) :"10.224.2.255"] [S3AI (CSTR) :"17530064241597054718"]

[SACC (CSTR) :"s3tenant"] [S3AK (CSTR) : "SGKH9100SCkNB8M3MTWNt -
PhoTDwB9JOk7PtyLkQmA=="] [SUSR (CSTR) :"urn:sgws:identity::175300642415970547
18:root"]

[SBAI (CSTR) :"17530064241597054718"] [SBAC (CSTR) :"s3tenant"] [S3BK(CSTR) : "buc
ket1"] [S3KY (CSTR) : "fh-small-2000"]

[CBID(UI64) :0x180CBD8E678EED17] [UUID(CSTR) :"19CE06D0-D2CF-4B03-9C38~-
E578D66F7ADD"] [CSIZ (UI64) :1024] [AVER(UI32) :10]

[ATIM(UIG64) :1565203410784558] [ATYP (FC32) : SPUT] [ANID(UI32) :12454421] [AMID (F
C32) : S3RQ] [ATID(UI64) :13489590586043706682]]
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average (sec)
IDEL 274
SDEL 213371 0.004 20.934
0.352
SGET 201906 0.010 1740.290
1.132
SHEA 22716 0.005 2.349
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SPUT 1771398 0.011 1770.563
0.487
J0tF audit-sum O] =7 = ZAF 200|A CHS S3 B ILM ZEAL A X|Of] CHEE l4=2F A|ZHE MISELICH

®

ZAF ZETL YARH o] gh=2| 0| HTOof|M O|F S
"StorageGRID 11.8 ZIAL EHA| =7 A" .

Ac MY

IDEL ILMOl| A AFH| AIZE: ILMO| ZHA| AMK| T2 MAE
AlZFet mff 7| E gL,

SDEL S3 AKX QEHME = HIIZ MX|st7| 2fsH
EHMMAZ MNZHOZ J|EL|Ct.

SGET S3 GET: 3XQl EMME 2 510] Z4H|E
HMBEALE HZIo| QEHNMES LIFSL|Ct

Mo S3 HEAD: 833t ERMME 2510 QLEHE
= IO =X B E etelgtLCt.

SPUT S3 PUT: M| QEHE = IS HHst7| 28t
MIHol EBMME J|Z Lt

Ol audit-sum =7 = LSS WY 4+ YSLICH

o Uub o= = ZAN 235 AM2|gLICH ol E S ChS 25

audit-sum audit.log

7|50| O O|4 AFBEX| LD E ZiA ZEE ME X 2M0IM MAHELICE 7|0 LIEE[X]| 2
torageGRID EZ|AE SISt Q2. 01|E

XX

[ [

o

SHMAIR
"IDEL: ILM A}

DS|IPNESE
"SDEL: S3 AtH|"
"SGET: S3 GET"

"Shea: S3 &f|E"

"SPUT: S3 PUT"

N


https://docs.netapp.com/us-en/storagegrid-118/audit/using-audit-sum-tool.html
https://docs.netapp.com/us-en/storagegrid-118/audit/using-audit-sum-tool.html
https://docs.netapp.com/us-en/storagegrid-118/audit/using-audit-sum-tool.html
https://docs.netapp.com/us-en/storagegrid-118/audit/using-audit-sum-tool.html
https://docs.netapp.com/us-en/storagegrid-118/audit/using-audit-sum-tool.html
https://docs.netapp.com/us-en/storagegrid-118/audit/using-audit-sum-tool.html
https://docs.netapp.com/us-en/storagegrid-118/audit/using-audit-sum-tool.html
https://docs.netapp.com/us-en/storagegrid-118/audit/using-audit-sum-tool.html
https://docs.netapp.com/us-en/storagegrid-118/audit/using-audit-sum-tool.html
https://docs.netapp.com/ko-kr/storagegrid/audit/idel-ilm-initiated-delete.html
https://docs.netapp.com/ko-kr/storagegrid/audit/idel-ilm-initiated-delete.html
https://docs.netapp.com/ko-kr/storagegrid/audit/idel-ilm-initiated-delete.html
https://docs.netapp.com/ko-kr/storagegrid/audit/idel-ilm-initiated-delete.html
https://docs.netapp.com/ko-kr/storagegrid/audit/idel-ilm-initiated-delete.html
https://docs.netapp.com/ko-kr/storagegrid/audit/sdel-s3-delete.html
https://docs.netapp.com/ko-kr/storagegrid/audit/sdel-s3-delete.html
https://docs.netapp.com/ko-kr/storagegrid/audit/sdel-s3-delete.html
https://docs.netapp.com/ko-kr/storagegrid/audit/sget-s3-get.html
https://docs.netapp.com/ko-kr/storagegrid/audit/shea-s3-head.html
https://docs.netapp.com/ko-kr/storagegrid/audit/shea-s3-head.html
https://docs.netapp.com/ko-kr/storagegrid/audit/shea-s3-head.html
https://docs.netapp.com/ko-kr/storagegrid/audit/sput-s3-put.html

audit-sum 2019-08-12.txt.gz

* o2 MU S SA0| M2l of|E S Ch2a Z&LCh
audit-sum audit.log 2019-08-12.txt.gz 2019-08-13.txt.gz
audit-sum /var/local/audit/export/*

-+ T0|mo| Y2 425tR HY it

Tl

soz e

rr
o

TE{>ISI D AP MElE = UJELICE grep HIE SH

grep WGET audit.log | audit-sum
grep bucketl audit.log | audit-sum

grep SPUT audit.log | grep bucketl | audit-sum

O =& mio| & UHOo = b= MUS 31EHX| pELICH = DU S XM2[5t2{H I 0| E2 BHEE
22 MBSO LSS AFEOHUAIR. zcat HA IHUS & dliX|St= = LICE OIS SO

©

audit-sum audit.log.gz

zcat audit.log.gz | audit-sum
THE SMES ALESIO] (o] CHer 2 Hut B2 K3l ZHHS QOfSt7 L K2 0|F, 7|2t = =5 RYEEE HAIX|
Qof2 DB81E 4 USLICL 7|2HOE Qofol= A4, Ac) & TR XY AZH0| EAIEIXIZ S48 A SHE s
A7|E &l £ size (-s) UYELIC
FHE M85l help (-h) AFE 7tSTt SME &QIYLICL O|E ST C30t 2&LICH

N
i
e
u
Pl
|.|-
[n
=2
HLI
EQ

gLt
UHLLICH ssh admin@primary Admin Node IP

Passwords.txt QEgrL|C}.

SEZ Z2OQ5IH ZETETLOf|M s 2 "# HFEL|CE.

2. X701, ¢17], SIlE I ANl Zhdnt 2HHE ZE HAIXIS 2A5H2{H Ot

glo

THAIE +ASHHAI2.

a. Ct2 B2 YE0IMIR. /var/local/audit/export/audit.log BASH = Ol 0|zt /IXIE
LHEFELICE.

$ audit-sum /var/local/audit/export/audit.log

i

of ofofl M= =2 et EHE 20| audit-sum FLICL O] G0l M= Z2EZ ZH0| HotLt 224



A=A 2o FLo.

message group count min (sec) max (sec)
average (sec)

IDEL 274

SDEL 213371 0.004 20.934
0.352

SGET 201906 0.010 1740.290
1.132

SHEA 22716 0.005 2.349
0.272

SPUT 1771398 0.011 1770.563
0.487

Of Oi|ofl M SGET(S3 GET) &2 Ht 1.13% St 7H& =2|X[2h, SGET % SPUT(S3 PUT) &2 2&
1,770% HEQ| 71 %|ete| AR E LIEFHLICE

- 7hE 21 10709] M RS EAISH2{H grep BHS AL510] SGET MAIX|ZH ME#SL M long £ S4S
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Total: 201906 operations

Slowest: 1740.290 sec
Average: 1.132 sec
Fastest: 0.010 sec
Slowest operations:
time (usec) source 1ip type size (B) path
1740289662 10.96.101.125 object 5663711385
backup/r9010aQ8JB-1566861764-4519.1is0
1624414429 10.96.101.125 object 5375001556
backup/r9010aQ8JB-1566861764-6618.1is0
1533143793 10.96.101.125 object 5183661466
backup/r9010aQ8JB-1566861764-4518.1is0
70839 10.96.101.125 object 28338
bucket3/dat.1566861764-6619
68487 10.96.101.125 object 27890
bucket3/dat.1566861764-6615
67798 10.96.101.125 object 27671
bucket5/dat.1566861764-6617
67027 10.96.101.125 object 27230
bucket5/dat.1566861764-4517
60922 10.96.101.125 object 26118
bucket3/dat.1566861764-4520
35588 10.96.101.125 object 11311
bucket3/dat.1566861764-6616
23897 10.96.101.125 object 10692

bucket3/dat.1566861764-4516
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message group count min (MB) max (MB)
average (MB)

IDEL 274 0.004 5000.000
1654.502

SDEL 213371 0.000 10.504
1.695

SGET 201906 0.000 5000.000
14.920

SHEA 22716 0.001 10.504
2.967

SPUT 1771398 0.000 5000.000
2.495
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message group count min (sec) max (sec)

average (sec)

2019-09-05T00 7591 0.010 1481.867
1.254

2019-09-05T01 4173 0.011 1740.290
1.115

2019-09-05T02 20142 0.011 1274.961
1.562

2019-09-05T03 57591 0.010 1383.867
1.254

2019-09-05T04 124171 0.013 1740.290
1.405

2019-09-05T05 420182 0.021 1274.511
1.562

2019-09-05T06 1220371 0.015 6274.961
5.562

2019-09-05T07 527142 0.011 1974.228
2.002

2019-09-05T08 384173 0.012 1740.290
1.105

2019-09-05T09 27591 0.010 1481.867
1.354

O2{et 2ut= S3 GET E2f{H0| 27 6AI0|A 7A| AfO|0| EHES EHFELICL 0] 7|2F St X[oh AlZtat
"I ANZHO| 25 &3] ol sl7t 7t w2l KO 2 FIISHA| UELICE Ol2{S K| &=
HEHIL 22|E9 @F X2| sH|M 0| ZE|ASS AARILIC

- O{H| DHA[ZtOHC HME| = 37| JHAIE 2HelsteE (C-s"HHO size &M)2 FIrHLIC.

=

grep SGET audit.log | audit-sum -gt 1H -s



message group

average (B)

2019-09-05T00

.976

2019-09-05T01

.062

2019-09-05T02

.303

2019-09-05T03

.182

2019-09-05T04

.528

2019-09-05T05

.398

2019-09-05T06

51.328
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count min (B) max (B)
7591 0.040 1481.867
4173 0.043 1740.290
20142 0.083 1274.961
57591 0.912 1383.867
124171 0.730 1740.290
420182 0.875 4274.511
1220371 0.691 5663711385.961
527142 0.130 1974.228
384173 0.625 1740.290
27591 0.689 1481.867
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message group count min (sec) max (sec)
average (sec)

SPUT.bucket 1 0.125 0.125
0.125

SPUT.object 12 0.025 1.019
0.236
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grep SPUT audit.log

audit-sum -gb

message group count min (sec) max (sec)
average (sec)

SPUT.cho-non-versioning 71943 0.046 1770.563
1.571

SPUT.cho-versioning 54277 0.047 1736.633
1.415

SPUT.cho-west-region 80615 0.040 55.557
1.329

SPUT.1dt002 1564563 0.011 51.569
0.361
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